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1. O6bwme nonoxeHus

CpeacTBo NpuMMEHeHUs 3NeKTPOHHOM nognucn «Kpuntolpo SSF» npegHasHadeHo ans obopy-
[O0BaHUs aBTOMATM3MPOBaHHbIX paboumx MecT Mnosib3oBaTesien NPOrpaMMHbIX MPOAYKTOB, MOCTPOEH-
HbiX Ha nnatdopme SAP Netweaver ABAP (SAP ERP, SAP SRM, SAP CRM, SAP SCM), un BbiCTynaeT KakK Mpo-
rpammHas «obepTka» MPUKNAAHbIX AAHHbIX, MPUMEHSIOWNXCA B PasiMyHbIX CUEHapuax AAs 3alunThbl
OAHHbIX U OOKYMEHTOB C MCMOJSIb30BaHMEM MEXaHU3MOB Ha ocHoBe cepTudukaToB X.509 n aneKTpoH-
HOM noanucK:

e uaeHTUdnKaums noab3oBaTeNen u NPoOLECcCOB CUCTEM AOKYMEHTO060pOTa;

e 3J1IEKTPOHHAsA MoANUCb NPUKIaAHbIX AaHHbIX, 0bpabaTbiBaeMbix B pewweHnsax SAP;
e XpaHeHMe AaHHbIX B 3alneHHOM popMaTe;

e 3alMLLEHHasa nepejava AaHHbIX yepes nybanyHble CeTu;

e [aApaHTUpOBaHMWE ayTEHTUYHOCTU N LENOCTHOCTU AAHHbIX.

MporpaMMHOe CpeacTBO NMPUMEHEHUS 3NEKTPOHHOM noanucn «Kpuntollpo SSF» npeacraBnseTt coboin
MOAYNb AMHaMMYecku noarpyxkaemon é6nbnuotekn (dll), peanusyrowen nutepdenc (API) «Secure
Store & Forward (SSF)» n obecneumBatowen B COOTBETCTBUE C 3TUM BbINOIHEHMNE CNeayloLWnxX 3a4auy:

e OopMMpOBaHME U MNPOBEPKY YCUIEHHON KBanudUUMPOBaHHOW 3NEKTPOHHOM MNOANUCU
OAHHbIX;

e LndpoBaHue n pacwmdpoBaHme AaHHbIX;
e BbluncneHue 3HadeHne xew-dyHKUUN;

e T[lopaepxky ¢opmata kpuntorpadumyecknx coobweHui cornacHo RFC 3852
"Cryptographic Message Syntax (CMS)" c yuyetom RFC 4490 "Using the GOST 28147-
89, GOST R 34.11-94, GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with
Cryptographic Message Syntax (CMS)";

e Tlopaepxky cdopmMmaTa Kpuntorpaduyeckmnx coobLIeEHUN YCOBEPLUEHCTBOBAHHOW 3MeK-
TpoHHOM noanucu - CAdES X Long ("CMS Advanced Electronic Signatures") ¢ ¢wukca-
uMen BpeMeHu NoANMCaHUS 3NEKTPOHHOro AOKYMeHTa MocpeAcTBOM peanun3aumun rnpo-
Tokona TSP cornacHo pekoMmeHpaaumsam RFC 3161 («Internet X.509 Public Key
Infrastructure, Time-Stamp Protocol (TSP)») n coxpaHeHneM mHdopMaunm o ctatyce
ceptTudmkaTa kawova nposepku Il nognucyMka Ha MOMEHT BpeMeHM noanucaHus
3N1eKTPOHHOro AOKYMEeHTa NocpeacTBoM peanmsaumm npotokona OCSP cornacHo peko-
mMeHgaumam RFC 2560 («Internet X.509 Internet Public Key Infrastructure Online
Certificate Status Protocol — OCSP») n xpaHeHMeM BCex A0Ka3aTeNbCTB MOAIMHHOCTU
3TOW 3N1eKTPOHHON MOANUCH;

Mpwn 3ToM ob6ecrneynBaeTcs UCNONb30BaHUE KBaMNMOULMPOBAHHbIX CepTUDUKATOB KkoUel npo-
BEPKMW D/IEKTPOHHOI MOAMNNCU, U3rOTABNMBAEMbIX U BblAABAEMbIX YAOCTOBEPSAIOLINMU LLEHTPAMMU.

CpeactBo NpMMeHEeHUs 3/1IeKTPOHHOM NMOAMUCU UCMNOoNb3yeT CPeacTBo Kpuntorpadumyeckon 3a-
WunTbl MHdopmMmaumm (CpeacTtBo 3NeKTPOHHOM noanmcn), obecrnedmsatollee BbINOJHEHUE ClieayoLwmx
OCHOBHbIX (DYHKLUMNIA:

e reHepauuio 1 ynpasneHue kayeBon nHhopMaumen;

e dopMMpoBaHME ISIEKTPOHHON MOAMUCK 3/IEKTPOHHOIO AOKYMEHTa B COOTBETCTBUMU C
FOCT P 34.10-2001;

e MoATBepXAeHMe MOAMHHOCTM 3/IEKTPOHHOM MOAMUCK 3/1IEKTPOHHOIO AOKYMEHTa B
cooTBeTcTBUM € TOCT P 34.10-2001 v TOCT P 34.10-94;
noacyeT 3HaveHuns xew-dyHkumm B cootsetcteum ¢ FOCT P 34.11-94;
WwundpoBaHMe 1 pacwmdpoBaHns gaHHbiX B cooTBeTcTBMM € TOCT 28147-89;
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e (opMMpOBaHME 3aKPbITbIX M OTKPbITbIX K/OYENH 3MeKTPOHHOM noanucu n wundpo-
BaHUS;
e uaeHTUduKaumo, ayteHTudumkauuo, wudpoBaHne, MMuTo3awmnty TLS coeamHe-
HUI.
Cpeactso kpuntorpadumyeckon 3awmtbl MHopMaumm (CpeacTBO 3S/IEKTPOHHOW MNOAMUCK)
OOJ/HKHO COOTBETCTBOBaTb KpunTorpaduyeckoMy uHTepdency komnaHum Microsoft - Cryptographic
Service Provider (CSP).

CpeactBo kpuntorpadumyeckon 3awmtbl MHdopMaumm (CpeacTBO 3S/EKTPOHHOW MNOAMUCK)
[onkHo peanusosbiBate FOCT P 34.10-2001, FOCT P 34.10-94, TOCT P 34.11-94 n 'OCT 28147-89
c yyetoMm RFC 4491 "Additional Cryptographic Algorithms for Use with GOST 28147-89, GOST R
34.10-94, GOST R 34.10-2001, and GOST R 34.11-94 Algorithms".

CpeactBo kpuntorpaduyeckor 3awmtbl WHOpMaunm (CpeacTBO 3/1EKTPOHHOW MoAMUCK)
OO/IHKHO noanepXmBaTb cepTUdUKaTbl OTKPbITbIX Kto4yer crtaHgapta X.509v3 cornmacHo RFC 5280
"Internet X.509 Public Key Infrastructure. Certificate and Certificate Revocation List (CRL) Profile" c
yuyeTtoM RFC 4491 "Using the GOST R 34.10-94, GOST R 34.10-2001, and GOST R 34.11-94 Algo-
rithms with the Internet X.509 Public Key Infrastructure Certificate and CRL Profile".

Cpeactso kpuntorpadumyeckon 3awmTbl MH@OpMauum (CpeacTtBO 3NEKTPOHHOW noanucu)
OO/HKHO noaaepXxmBaTb opMaT Kpuntorpaduyeckmx coobuweHnii cornacHo RFC 3852 "Cryptographic
Message Syntax (CMS)" ¢ yuetoM RFC 4490 "Using the GOST 28147-89, GOST R 34.11-94, GOST R
34.10-94, and GOST R 34.10-2001 Algorithms with Cryptographic Message Syntax (CMS)".

MporpaMMHoe CpeAcCTBO MPUMEHEHUS 3NEKTPOHHOM noanucu ang obopyaoBaHWs aBToOMaTU3U-
poOBaHHbIX pabounmx MecT nosnb3oBaTenen PyHKUMOHUpYeT B 32-yX U 64-u paspsagHblX cpefax cne-
AyoLWmMX onepaunoHHbIX CUCTEM:

e Microsoft Windows 2000 / XP / 2003 / Vista / 2008 / W7 / 2008 R2 /2012;
e OC cemenctsa Linux, yaosnersopstowmnx LSB 3.1 un Bblwe;

e FreeBSD 7.x v Bblwe;

e AIX5.3un6.x;

e Solaris 10 v BblwWwe.
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2. NHctannauua MO «Kpuntollpo SSF»

2.1. YcraHoBka CK3U Kpuntollpo CSP.

Ona dyHkumMoHnpoBanusa moayns «Kpuntollpo SSF» Heobxoammo, 4TO6bI HA LENEBOM KOMMb-
toTepe 6bi10 NpeaBapuTenbHo yctaHoBneHo CK3UM Kpuntollpo CSP (Bo3MOXHO ucnosb3oBaHne CK3U
Kpuntollpo HSM). CBeaeHns M MHCTPYKUMKM NO yCTaHOBKe, yka3aHHbiX CK3WM npuBeaeHbl B COOTBET-
CTBYHOLLEN AOKYMEHTaUMM Ha AaHHbIE NPOAYKTbI.

2.2. YcraHoBka auctpmbytmnsa Kpuntollpo SSF

YcraHoBka auctpubyrtmea Kpuntollpo SSF gonkHa Npou3BOAUTLCS NMOJIb30BaTENEM, UMEKOLWNM
npaea agMMHUCTpaTopa.

Onsa yctaHoBKKM nporpaMMHoro obecneyeHus 3anycTuTe yYCTaHOBOYHbIA MSi MOAYNb, COOTBET-
cTBYOWMIM paspsaHocTu ueneson OC, mnn moaynb SSFSetup.exe ¢ anctpmbyTtmuBHOro aucka. lMpu
3ToM 6yaeT 3anyleH MacTep yCcTaHoBKKM Moayna «Kpuntollpo SSF».

ﬁ Kpunmollpo S5F . Iﬁ

Bac npMBETCTBYET NporpaMmmMma yCcTaHoBKH
KpunTollpo S5F

MporpaMmMa BeINONHKT YCTaHosky KpunTollpo S5F 1.00.0008
Ha KOMMEKOTED. [NA NpoaoTHEHMA HaHMUTE KHonKy “danee”,

MPEAYTIPEAXAEHWE: JaHHaA NporpamMMa SallkeHa 3aKoHaM9
o ETOPCKMK NPEBaX M MEMD YHEPOAHEIMA COrNAWEHMAMM,

=

S T -
Crypto
anY i

.
L LN
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azan Janee = ] | OTMeHa

B cneayouweM okHe MacTepa YCTaHOBKW O3HAKOMbTEChb C JIMLEH3MOHHbBIM COrnalleHneM Ha uc-
nonb3osaHue MO Kpuntollpo SSF. Ecnn Bbl cornacHbl cO BCEMWU MYyHKTaMu COrnalleHus, BblaenuvTe
MYHKT «H NMpUHMUMa0 yCnoBUSA JIMLUEH3IUOHHOIO corfaweHnsa», n Haxmute fanee.
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ﬁ Kpuntollpo S5F I [t S

NMuueHZNoHHOE CornaleHe

HDPKEJ'I}I'IHL_I'Er BHHMMETENEHD NPOYTUTE CNEQ YHOWEE NHMUEHIMOHHDE
cornaweH4e,

BHUMATENEHD O3HAKOMETECE © NMUEHIWOHHEIM -
COMMAWEHWEM HA WCNCoNESCBAHWE MZOENWA

NUUEH3HWOHHOE COrMALMEHME

1. TepMWHEI W CNpedeneHKns,

1.1. HactoAwee NIMUEH3WOHHDE CorNawerHMe AaenAseTcA obwel odeptol
000 "Kpunto-Mpo” v MNons3osarenem - U3IMYECKKMM MK
HIPUOWYECKMM NMUoM. HacToAwee NMUMUEHZMOHHOE COrNALWEHWE B
CAYYEE COrN3cKHA, BEIPAMEHHOMD B $OpME MONYEHWMA B TEYSHME 7 -

'@ A NPUHUMEKD YCNOBMA NMUEHZWOHHOMD COrNaWeHWa

k : | A HE NPUHUMEKD YCNOBMA MMUEHZWOHHOMD COrNawWweHs

KPHUMTTOIPO

[ < Hazan ][ Jdanee = ] [ OTmeHa ]

Ona panbHenwen yctaHoBku Kpuntolpo SSF HaxmuTe Oanee. CneayowmM waroM Heobxo-
OVMO BBECTU MHGOPMaLMIoO O NoMb3oOBaTesne, NPOM3BOASILLEM YCTAaHOBKY, OpraHuMsauuMn n npenocras-
NEHHOM NNLEH3UM Ha UCMNOoNb30BaHWE MOAYNS.

ﬁ KpunTtollpo 55F I ﬁ

CBEQEeHHA O NONL30EaTENe

YKaHMTE CBEAEHWA O cebe,

MonssoEaTENS:

||-'1EFE|H MeaHos

Opradvzauma:

|K|:u-1nT|:| {lpo

CEpHIAHEIN HOMED:

BeeauTe CEpUIAHEIM HOMED, COOTBETCTEYHILLMIA MMUEHSMOHHOMY COMNALEHMI,
Bes 33aaHHOrD CEPMIAHOND HOMEDE CPOK. AERCTEMA NpoaykTa 90 gHel.

KPHUITOTIPO

[ < Hazan ][ lanee = ][ OTMeHa ]

Ecnu He BBOAUTb CepuiHbIA HOMEp AULUEH3UK, To BbyaeT yCcTaHOoBNEeHa BpeMeHHasa (Ha 3 mecs-
ua) o3HakoMuTenbHas nuueHsus. CepuiiHblin HOMEp NULEH3UM MOXHO 6yaeT BBECTUM Mo3Xe, C UC-
NO/b30BAaHNEM KOHCOMW ynpaBneHusa nuueHsnsamm Kpunto-fpo (cMm. n. 3.1 Beoa cepuiiHbIX HOMEpPOB
nvueHsunn ana moaynen «Kpuntollpo SSF»).
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Mocne HaxaTus KHoMKW [lasee nporpaMMa yCTaHOBKM OTO6pasuT AMANoroBoe OKHO, B KOTO-
pOM HEO6X0ANMO BbiGpaTb BN YCTAaHOBKMU.

ﬁ Kpunmollpo S5F LiE-J

Bung yCcTaHOBKH

Eblﬁl:lp Hawnbonee noaxoaAWero BMaa YCTaHOBKM,

BrIDEpUTE BMA YCTAHOBKM,

@ Monnan

ByayT yCTaHOBNEHE! BCE KOMNOHEHTEI Nporpammel. (TpebyeTtoa
fonbLIE BCEMD MECTA HA AWCKE.)

BeibopouHan

Bblﬁl:lp HEODXOAMMEIX KOMOOHEHTOE NporpaMMel M NankK
YCTAHOBKMW. PACCYMTaHa Ha onbITHLIX NONE30BATENEH,

KPHUIMTTOIPO

| < Hazaa ” Janee = ] | OTMEHE |

BoibopouHas ycTaHoBKa No3BonseT BbibpaTb MECTO B KaTanore, kyaa HeobxoAnMMO yCTaHOBUTL
moaynb Kpuntollpo SSF.

Cnepytollee OKHO MacTepa CAYXWT ANsl NOATBEPXAEHWSI yCTaHOBKM. [Mpn HeobxoammocTu
MOXHO BEPHYTbCS Ha3aj W NepeonpeaenvTb NapaMeTpbl YCTaHOBKMU.

B naHHoli peanusauun popmaTta CADES He gonyckaeTtcsa ucnonb3osaHune OCSP oTBeToB, Y KO-
Topbix none ThisUpdate (Bpems Haudana gencteus OCSP oTBeTa) MeHblUe BPEMEHM, YKa3aHHOM B
wrtamne spemMeHn. T.e. nHdpopmaunsa ob oT3biBe cepTudunkaTta Ao/mkHa bbiTb «cBexen», Aabbl NCKI0-
UMTb WCMOSIb30BaHME HEeAOCTOBEPHOM MHdOpMauuMm 0 cTaTyce cepTudukaTa Ha MOMEHT MOAMMUCH.
Kpome atoro npu otcytctBun B OCSP otBeTe nons NextUpdate (cpok OKoH4YaHus AeNCTBUS MHGOP-
Maumun o ctaTtyce ceptudunkata B AaHHOM KOHKpeTHOM OCSP oTteeTe), 3HauveHue nonsa ThisUpdate He
OOMKHO MpeBbIlWaTh BPEMS, yKa3aHHOe B WTaMne BpeMeHu 6onee yem Ha 5 MUHYT. MNo3TOMy Heobxo-
OVMO CneguTb 3a CUHXPOHM3auMeEN BpeMeH ykasaHHbix cnyx6 (TSP, OCSP), ocobeHHO, ecnu oHu
pacrnofaralTcs Ha pa3HbIX cepBepax.

Mpu popmupoBaHnm coobuweHunin 3N no dpopmaty CADES B ToM cnyyae, ecnm moaynb «Kpun-
Tollpo SSF» nony4yaetr OCSP oTtBeT oT cnyx6bl OCSP co 3HaveHneM BpemeHeM B none ThisUpdate
MEeHbLIMM, YeM B MOSIy4EeHHOM LWTamne BpemeHu, oH byaeTt npoponxaTtbe nocbiiate OCSP 3anpockl ¢
HEKOTOPbIM MHTEPBAJIOM A0 TEX MOpP, MOoKa 3T BPeEMEHA He CTaHyT, XOTs 6bl paBHbIMMU.

B cnyuae, korga ana dgopmumposaHusa I no dopmaty CAdES mcnonb3yloTcs nporpamMmMHble
cpeacTtea Apyrux npousBoauTeNnen, KOTopble B 3TOT MOMEHT He MPOBEPSIOT pacXOXAEHUe BPEMEHMU
wramna spemeHn n OCSP oTBeTa, MOXET BO3HUKHYTb CUTyauMs, KOraa OKpYrjieHHOe [0 CeKyH[ Bpe-
Ma OCSP oTBeTa OKaXeTCs MeHblle HEeOKPYr/ieHHOro BpeMeHn wtamna (go 0.5 cek). Moagynb Kpun-
Tolpo SSF npu npoBepke 2l Taknux coobuweHnin MoXeT BbiAaTb OWNOKY. [ns npenoTBpaLlleHns Taknx
CUTyauum MOXeT mcnosb3oBaTbCs napameTp AllowedExceedingTSPoverOCSPTime B HacTpoikax nosu-
Tnkn moaynsa CAdES («[JonycTuMoe npesbllUeHNE BpEMEHW LUTaMna Haj BPEeMEeHEM Havasna AencTBus
(ThisUpdate) OCSP otBeta B CAdES coobuweHusax. OT 0 go 10 cekyHa»). 3HadeHMe AaHHOro napa-
MeTpa MoxeT 6biTb 3a4aHO npu ycTaHoBke Moaynsa Kpuntollpo SSF Ha npeactaBneHHOM Huxe
3KpaHe. B pe3synbTate ykasaHHoe 3HayeHune 6yger 3aHeceHO B Peectp Windows B Kitod
HKLM\Software\Policies\Crypto-Pro\CAdES\.
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ﬁ Kpuntollpo S5F

MOTOBa K YCTAHOBKE NpOrpaMMbl

MporpaMMa FoTOBE K HEYaNY YCTaHoBKK,

HaMuTE KHOMKY “YCTaHOBWMTE ", YTo0bI HEYETE YCTaHOBKY,

“YTobkl NpOMOTPETE MK MSMEHWMTE NEPEMETPE! YCTEHOBKKM, HEMMUTE KHONKY "Hasaa ™
HasmuTe kKHomky "OTMeHa™ ANA BEINOGE M3 NporpaMMel.

(ThisUpdate) OCSP oTeeTa B CADES coofwenwax, OT 0 oo 10 ceryHa.

KPHUMTTOIPO

ﬂDI'I'y'L_l'MMDE NpeBbIlUEHHME EPEMEHK WUTaMNa Hal BEPEMEHEM Ha4ana HELT1L_|'BP1F| |—
0

< Hazan ][ YCTaHoBMTE ] [ OTMeHa

Ons noaTeBepXaeHuUs HaXXMUTE KHOMNKY YCTaAaHOBMUTD.

Mocne BbLINOMIHEHMSA BCEX OMMUCaHHbIX Waros Mactep ycraHasnmeaeT O Kpuntollpo SSF, co-

nposoXxaasd OencTems KOMMEHTapunamu.

ﬁ Kpunmollpo S5F I ==

¥Ycranoska Kpuntollpo SSF

YCTaHaEnMEaITCA BbIEFIEIHHbIE KOMNOHEHTEI NPOrpaMMil.

E| HowauTech oKOHYaHWA YCTaHoBKK KpunTollpo S5F. 3To MOKET 3aHATE
= HECKOMBKD MAHYT.

CocToAHKe:

KPHUIMTTOIPO

Mo okoH4YaHun YCTAHOBKM MacCTep MNOKa3blBAa€T OKHO C noATBepXAEeHUEM YCHeUJHOVI YCTaHOB-

KW, rae HeobxoAMMO HaxaTb KHonky FoToBO.
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Kpuntolpo SSF. MHCTpYKUKMS NO UCNOSIb30BaHUIO.

4 Kpuntolpo SSF .

MporpammMa ycraHoBkn "Kpuntollpo SSF
FaBepuweHa

YrTaHoBKa HKpunTolpo 55F” yoneliHo saeeplieHa. HakmuTe
KHOMKY “TOTOB0"™ ANA BbIXOAE W3 NPOrpaMMel.

azan [oToBO OITMEH

m
[+T}

Mpu nepeycrtaHoBke/ynaneHun anctpnbyrtmea Kpuntollpo SSF cneagyet nepeycraHoButb U MO
Kpuntollpo CSP.

2.3. YcraHoska auctpmbytmuea Kpuntollpo SSF B OC UNIX/Linux
B OC cemeictBa UNIX/Linux amctpmbyTtmsbl npoayktoB Kpunto-Ipo npeacTtasnsoT coboi
YCTAQHOBOYHbIE MaKeTbl, 06WenpuHATbIE ANS Kaxnon KoHkpeTHou OC.
Hanpumep, ansa OC Linux — 1o rpm naketbl, ana OC Solaris - .tar.gz naketbl u T.4.
Onsa yCcTaHOBKM MCNOAb3YIOTCA CTaHAApTHble ycTaHoBwmnku OC.

Onsa dyHkunoHupoBaHua moaynsa «Kpuntollpo SSF» Heob6xoammo, 4Tobbl Ha LEeNeBOM KOMMb-
toTepe 66110 NpeaBapuTenbHo yctaHoBieHo CK3U Kpuntollpo CSP (Bo3MOXHO ucronb3oBaHmne CK3U
Kpuntolpo HSM) Bepcuun 4.0 u ctapwe. CBefeHUS U MHCTPYKUMM NO YCTaHOBKe, yKasaHHbIX CK3U
npuBeAEeHbl B COOTBETCTBYIOLLEN AOKYMEHTaUUN Ha AaHHbIe NMPOAYKThI.

Janee HeobxoAMMO ycTaHOBUTb NM60 3 OTAENbHbIX NakeTa B YKa3aHHOM nopsiake:
- KnueHT cnyx6bl LUTaMNOB BpeMeHU

- KnuneHTt cnyx6bl OCSP

- CADES SDK

nmbo yctaHoBuTb Habop «Kpuntollpo 3UM» Bepcun 2.0 nnm HoBee COrnacHO AOKYMeHTauuu
Ha AaHHbIA NPOAYKT.

Mocne ykasaHHbIX WaroB He06XoANMO yCTaHOBUTb NakeT «Kpuntollpo SSF»

Hanpumep, B OC Linux no nepBoMy BapuaHTy He06XoAMMO BbIMOJHUTb KOMaHAbI:
rpm —ivh Isb-cprocsp-tsp-util-64-4.0.0-4.x86_64.rpm

rpm —ivh Isb-cprocsp-ocsp-util-64-4.0.0-4.x86_64.rpm

rpm —ivh Isb-cprocsp-cades-64-4.0.0-4.x86_64.rpm

rpm —ivh Isb-cprocsp-sapssf-64-4.0.0-4.x86_64.rpm
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Kpuntolpo SSF. MHCTpYKUKMS NO UCNOSIb30BaHUIO.

B OC Solaris nakeTbl cCHa4yana pasapxmMBuUpylTCS:
gzip -d <umMs nakerta>.tar.gz

tar —xf <uma naketa>.tar

MoToM ycTaHaBnuBarTCcsa KomaHgon pkgadd:
pkgadd -na ./admin -d . CPROTSPutlx

pkgadd -na ./admin -d . CPROOCSPutx

pkgadd -na ./admin -d . CPROCadesx

pkgadd -na ./admin -d . CPROssfx

Mpn ycTaHOBKe MakeToB aBTOMAaTU4YeCKM MPOMUCLIBAOTCS BPEMEHHble O3HAKOMUTENbHbIE NN-
ueHsmn (ansa knneHta TSP, OCSP n ana moayns Kpuntollpo SSF), aeicTeylowmne B Te4yeHme 3-x mMe-
CSILEeB C MOMEHTa NepBOW YCTaHOBKMW.

Mo ncredeHnn Tpex MecsiLeB MUCMOb30BaHME AaHHbIX Moaynen 6yaeT Bo3BpawaTb OWNbKY. B
XypHarsie oHa MoXeT 6biTb naeHTUdMUnpoBaHa no koay ownbkm — 0x8007064A.

0N yCTaHOBKW NMOCTOSIHHbIX JINLEH3UIA HeobXx0AMMO BOCMOJ1b30BaTbCA KOMaHAaMM:

- Ansa knueHTa TSP:

J/opt/cprocsp/bin/<npoueccopHasa apxutekTypa>/tsputil license -s <HoMep nuMueH3nn>
- ansa knueHta OCSP:

Jopt/cprocsp/bin/<npoueccopHas apxutekTypa>/ocsputil license —s <HoMep AMUEeH3nn>
- ana moaynsa Kpuntollpo SSF:

/opt/cprocsp/bin/<npoueccopHasa apxutektypa>/ssflicense <Homep nnueHsnm>
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Kpuntollpo SSF. HCTpYKUUS MO NCMNO/Ib30BaHMUIO.

3. Hactpoiika NO «Kpuntollpo SSF»

3.1. BBoA cepuiiHbIX HOMEpPOB NnueH3un ana moaynen «Kpuntollpo SSF»

Mpu yctaHoBKe nporpaMMHoro obecneueHusa «Kpuntollpo SSF» 6e3 BBOAa NNLEH3NM MONb30-
BaTento nNpeaoCTaBASETCS JIMLEH3UA C OrpaHWYeHHbIM CPOKOM JAencTBusA. [ns MCnosb30BaHUA
«Kpuntollpo SSF» nocne oKoHYaHUS 3TOro Cpoka MoJjib30BaTeNb AO/IKEH BBECTU CEPUIHBLIA HOMEP C
6naHka JIMueH3uun, NOJYYEHHON Yy OpraHm3aumm-paspaboTumka MnamM opraHusaumu, MMeKLen npasa
pacnpocTpaHeHnsa npoaykTa.

Ana BeBoga nnuyeHsun BbinosiHute [lyck -> [lporpammel -> Kpunrto-lipo -> YnpasneHue u-
ueHsusamu Kpuntollpo PKI. B ocHacTke YrnpasneHue nnyeHsvsamu Kpuntollpo PKI BeibepuTe rnpoaykT,
JIMLEH3MIK Ha KOTOPbIN Bbl XOTUTE BBECTU. B KOHTEKCTHOM MEHIO Bbibepute Bce 3agaum - Beectu ce-

PUAHBINA HOMED.

{j DVD-ctyans Windows

fé Internet Explorer (64-pazpaaHblii)

@ Internet Explorer admin
 Windows Media Center

& Konnekums ragxkeroe pabouero crona JoxymerTbl
@ MporpamMmbl No yMon4aHno
|Gl Npourpeisarens Windows Media Vizobpaxetins
~# Cpeactso npocmoTtpa XPS

%) ®akcol u ckanuposanue Windows
{‘"_j Llentp obHoenenna Windows

Mysbika

. AsTosarpyska Komnsrotep

, Wrpbl

. Kpunto-lpo
|2 KpuntoMpo CSP
W~ Kpuntollpo PKI

@] Cepmudmxatsi Mporpammel Mo yMOAYaHUIO
W~ Ynpaenenne nuuensuamu Kpuntollpo PKI

Manens ynpasnenna

YcrpoiicTtea n npuHTEpDI

. OBcnyxmneaHune Cnipaska n noaaepxka
. CranpaptHble

4  Hazag

—
[Sasepiiieriwe padotsi | |

| Halmu npozpamme: u dalias

KpoMe ncnonb3oBaHUsS AMUEH3UMM Ha WUCnonb3oBaHne moayns «Kpuntollpo SSF», B cnydae
HeobxoAMMOCTM B (POPMUPOBAHMKM YCOBEPLUEHCTBOBAHHOM 3neKTpoHHOM noanucu (dopmat CADES),
Heo6XxoAMMO TaKkXe BBECTU CepuilHble HOMepa NIMLEH3MN Ha MCMNONb30BaHME KNMEHTOB cnyx6 OCSP u

TSP.
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& ¥npaene vuwe avuenavamy Kpyntollpo PKI g@gl

KoHoone  JeficTere  Beg  OwkHo  Cnpaska

mER 2E 8

YNPaBNEHHE THLEHSHANK MpoaykT
IIL;'_ KpunTolpo C5P |2 KprmTonpo csP
3 KpnTolipa 55F £ KpunTalpo S5F

FprnTallpa WinLogon
_.j] F.punToMpo TSP Client
EE KpunTopo OCSP Client

@Kpnnml‘lpu WinLogaon
_djll{pwnml'lpn T3P Clienk
Ef-'ll(pnnml'lpu OCSP Client

Bepcra

3677
1.00.0008

INMHueHzMA
CepeepHan
3HAKOMHTENEHEA

CTaHAapTHaEA
CTaHaapTHaA

=l=1]

Cpok AEACTEMA
HeorpaHH4eH
25.06.2014
FnHeHT:Hearpanm-e. ..
19.04.2014
19.04.2014

3.2. BBOoA cepunHbIX HOMepOB NMUeH3un ana moaynen «Kpuntollpo SSF» ans

OC UNIX/Linux

Mpu ycTtaHoBke ancTpubyTtmBHbix naketoB B OC cemencrtea UNIX/Linux aBTomMaTnyeckm npo-
NUCbIBAOTCH BpEMEHHbIE 03HAaKOMUTENbHbIE NuueH3un (ana knanenta TSP, OCSP n ana moaynsa Kpun-
Tollpo SSF), pencreyowme B TeueHme 3-x MecsiLeB C MOMEHTA NepBON YCTAaHOBKMW.

Mo ncredeHmun Tpex MecsauUeB UCMOSb30BaHMe AaHHbIX Moaynen 6yneT Bo3BpalwaTtbh Oownbky. B
XypHasne oHa MoxeT 6bITb naeHTuduumposaHa no kogy owmbkm — 0x8007064A.[0n9 yCTaHOBKKU Mo-
CTOSIHHbIX NINLEH3MN HeobXoaMMO BOCMO/Ib30BATLCA KOMaH4aMM

- ans knmeHTta TSP:

Jopt/cprocsp/bin/<npoueccopHasa apxutekTypa>/tsputil license -s <HoMep nMueH3NN>

- ansa knumenta OCSP:

/opt/cprocsp/bin/<npoueccopHas apxutekTypa>/ocsputil license —s <Homep nMueH3NN>

- ana moaynsa Kpuntollpo SSF:

/opt/cprocsp/bin/<npoueccopHas apxutekTypa>/ssflicense <Homep nMueHsnn>

CooTBETCTBEHHO, NpPOCMOTpeTb MHMOpMaumio 06 yCTaHOBIEHHbLIX NMLEH3MSAX MOXHO MNpu no-

MOLWWN KOMaHA:

/opt/cprocsp/bin/<npoueccopHas apxutekTypa>/tsputil license

/opt/cprocsp/bin/<npoueccopHasa apxutekTypa>/ocsputil license

/opt/cprocsp/bin/<npoueccopHas apxuTtekTypa>/ssflicense
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Kpuntolpo SSF. MHCTpYKUKMS NO UCNOSIb30BaHUIO.

3.3. HacTtpownka napaMeTpoB YCOBEPLIEHCTBOBAHHOM 3/IEKTPOHHOW NOANUCU

CoobuleHns Ha ocHoBe dopmaTa «CADES» npeactaBnstoT coboin coobuieHns yCOBEPLLIEHCTBO-
BaHHOW anekTpoHHoM nognucu (2I) - CAdES X Long Type 1("CMS Advanced Electronic Signatures").
dunkcaums BpeMeHM NOANMCaHUS 3/1IEKTPOHHOMO AOKYMEHTa B AaHHOM ¢opMaTe peanmnlyeTtcs nocpea-
CTBOM BKJ/IIOYEHUSA B COOBGLIEHMS LUTAMMNOB BPEMEHWU COrflacHO pekoMeHaaumsMm RFC 3161 («Internet
X.509 Public Key Infrastructure, Time-Stamp Protocol (TSP)»). CoxpaHeHue nHdopmaumm o cratyce
cepTudmkaTta knova nposepkn I noanucymka Ha MOMEHT BPEMEHM NOAMNNCAHUSA 3NEKTPOHHOro A0-
KyMeHTa obecrneuymBaeTcsl MOCPEACTBOM BKJIHOUYEHUS B COO6LLEHME MOAMUCAHHOINO OTBETa CHYXObl
OCSP, dopmupyemoro cornacHo pekomeHgaumaMm RFC 2560 («Internet X.509 Internet Public Key
Infrastructure Online Certificate Status Protocol - OCSP»). KpoMe 3TOro B coobuleHme BKIOYaAKTCS
BCE NpoyMe AoKa3aTeNbCTBa NOAIMHHOCTM KOHKPETHOM 3/1EKTPOHHON NoanuCH.

Ona dopMupoBaHua cooblieHnn ycoBeplleHCTBOBaHHoM 3 HeobxoaumM poctyn K cnyxbe
LWTAaMNOB BpeMeHU M cnyxbe akTyanbHbIX CTaTycoB cepTudukaToB. JaHHbie cnyX6bl 06bI4HO pa3Bo-
payMBalOTCa B MHMPACTPYKType YyAOCTOBEPSAKLWMX LEHTPOB W MPefoCTaBMSAOT OTKPbITbIA AOCTYN K
CBOMM cepBucaM. [loctyn, B 60NbLWINHCTBE Cry4vyaeB, OCyllecTBAseTcsa no nportokony HTTP(s). Bpems
Ha cepBepax cnyx6 A0/MKHO 6bITb CMHXPOHM3MpoBaHO. Hanpumep, ®opmaT 31 cades npu dopmmpo-
BaHMKW 3Ol He AO0MyCKaeT pacxoXAeHWs BpPEMEHMU LiTamMna U BpeMeHW ocsp-oTeeTa 6onee yem Ha 60
CeK.

Ecnu agpec cnyx6bl akTyanbHbiX cTaTycoB ceptudukatoB (OCSP) nssnekaetcs us ceptudu-
KaTa, TO agpec ciyx6bl WTaMnoB BpeMeHM HeobXxoaMMO yKasbiBaTb MPUSIOXKEHUAM SIBHO 4Yepe3 BO3-
MOXHble dalfbl KOHbUrypaumm nam Yyepes nporpaMmMHbln MHTepdenc.

Moaynb «Kpuntolpo SSF» mncnonb3yeT Ans 3Toro HaCTporku rpynnosBbix nonntnk B OC Win-
dows. Auctpmbytme «Kpuntollpo SSF» ycTaHaBnmBaeT wWabAOHbI TFPYMMAOBbIX MOJINTUK KIIMEHTOB
cnyx6 OCSP v TSP. lns goctyna K HUM 3arnyCcTUTe KOHCO/b YMpaBAe€HUS FPYNMNOBbIMU MONNTUKAMMU
OC Windows npu noMoLin KOMaHAbl:

gpedit.msc

Ha 64-pa3psAaHblX MalWMHaxX C YCTaHOB/IEHHOM 32 pa3psaHOM Bepcuen moayns HeobxoamMmo
3anyCKaTb KOMaHAY:

mmc -32 gpedit.msc
B OTKpbIBLUENCS KOHCONN:
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Kpuntollpo SSF. HCTpYKUUS MO NCMNO/Ib30BaHMUIO.

r B

@aiin Jedctene  Bwg  Cnpaexa

e« 2E0 = H=E7

E " " "
=] Meautuka "flokankHelil komneoTep * || Coctosmme CocToaHNe
4 Kondurypauma KomneroTepa =
s o burypay P =] Monce: BenoYaTe None 'nonce’ B 3anpoc No yMoaYaHum He zapana
[ | Kondurypaums nporpamm — ) ,
- i |:=] Monce! 3anpeTuTe MCNONB3CBAHWE NONA 'NONCE' B 3anpocax He 3agaHa
[ Kondwmrypauus Windows - , ,
= Aa 6 |i=) Monce: pasmep nona 'nonce' B 3anpocax He zagana
4 || AJMUHWCTPATHEHBIE LWABNOHGI
b [ KomnomenTs: Windows |z Monce: TpeGoBaTe MCNONBI0EAHME NOA 'NONCE B 3anpocax He zagana
—~= = :
b I Manens ynpasnerms || ANropuTMer: aNropUTM X3LWWPOEAHWUA MO YMOAYaHHHD He zagaHa
= Mpurrepsi |5 ANropuTiMel: 3aNPELLEHHBIE ANMTPUTMEI X3LWMPOEAHKA He zagaHa
b 7 Cems |5 ANropuTMer: paspelleHHEIE ANrpUTME X3P OEAHKUA He zagaHa
b 7] Cucrema || AyTeHTUgUKALNA (NpoKo-CepBER): 3aNPELLEHHBIE THMBI He sagaHa
4[] Knaccuueckwe agmuHNCTRaTHE \i=| AyTeHTuduKaLMA (Npoko-cepEEp]): 2aNPEeLLEHHBIE TUMEI (C ... He zagaHa
a4 [ KEPMOTO-MPO \i=] AyTenHTrduKkauna (Npokcn-cepBER): TN NC YMOJHAHNHD He zagaHa
| Kpuntelpo CSP i=| AyTeHTudnKkaumua (Npokocu-cepBep): TMN NC yMonYaHue (c .., He zagana
o 3 L=
| KpuntolMpo OCSP Clien =] AyTeHTHdUKALMA: 3ANPELLEHHEIE TUMEI He zagana
| Kpwuntollpo TSP Client =] AyTeHTHdNKALNA: 3aNPELLEHHEIE THIE (€ MCNONEI0BAHHEM. . He sagaHa
B - -
Lz Bee napamerpel =[] AyTeHTudUKALWA: TUR N YMOAYIHWHD He sagaHa
4 %, Kondurypauma nonssosarens || AyTeHTUgUKALMA: TUMN N0 YMOAYEHWHD (C MCNOABI0BAHWUEM ... He zagana
-
b [ Kondurypauus nporpan || 3anpoc: Tpeboeats Hanuuna ceptTidmkara ciy*Bbl B LUTAM.., He zagana
- .
i [ Kordmrypaums Windows || MoarTrkn: 4onycTHMBlE MAEHTMGWKATOREI NOAWTHKN E 3aM.., He zagaHa
-
4 MUHUCTRATHEHEIE LWABNTHEI =
= f.,q P i |=] MonuTrkr: 3anpeTiTs 33A3HWE MAEHTHGWKATOPE NOAHTHEM ... He zagaHa
= || Komnodente Windows =
- |=] MenuTikn: naeHTUgUKaTop NCANTUEN B 3aNp0Ce No YMOAM... He zagaHa
|| Menr «[Tycks n nanents 3aaauy —
= o6 |==| Mpokon-cepeepbl: aApec NPoKCK-CEPBERA NO YMOAYIHUH He sagaHa
| OBuwwme nankwn -
o (7] Mamens ynpasnenns |==| Mpokcn-cepeepbl: paspeLLEHHbIE NPOKCW-CEPBEPHI He 3agana
5 [ PaGounii cron || CyBen wramnoe MS: agpec cnyBel LUTAMNCE BPEMEHM ... He zagaHa
b [ Cems =] CnyzxBel witamnoe MS: paspewertbie cayskBel LUTAMMOE B.. He zagana
p B Cncrema Cy:xBbl LUTAMNOE: 3apec cmyxBbl LUTAMNOE BPEMEHN MO Y... Brnrouena
4 ] Knaccuueckne agmuHucTpaTiE =] CnyzxGbl LUTAMNCE: paspeLlleHHbIE Cy 0L LUTAMMNOE BREM... He zagana
4[] Kpunro-Mpo |=] Wramn: mMakcMManeHoe packosIeHUE BREMEHN NOAYYEHWA.., He sagaHa
| Kpuntolpo OCSP Clien
] Kpuntelpo TSP Client
:1_‘ Bce napametphl -
1 LLLJ | ’ PaquanHHblﬁ}\CTEH,qapTHblﬁf

BblbepnTe BeTBb «AAMUHUCTPATMBHbIE WaboHbI» -> «Knaccuyeckme agMMHUCTPATUBHbIE WabnoHbI»
-> «KPUMTO-MPO» -> «Kpuntolpo TSP Client» 1 3agalite 3HayeHne napameTpa «Cnyx6bl WITaMMNOB:
aapec cnyx6bl WTaMnoB BpeEMEHN MO YMOIYAHUIO» :
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F S —— B
A CoyxBbi wTamnoe: agpec cnykbel WTAMNOE BPEMEHN NO YMOAYAHWHD | S e S

E: Cyz#Be WTaMNOE: aapec Cay#Ou WTaMNOE EpEMEHKM MO YMOMYIHUH

MpeawaywmiA napamerp ‘ ‘ Cnegyrowuii napamerp

He sagaro KomMmeHTapMA: g
@ Brniounte
CTenrunTe -
MoasepHUEaETCR: ,
MapameTpr: Cnpaeka:
Beeaute URL: Onpegenner agpec cybel LUTAMNOE BREMEHN NO YMOAYaHWID, |
http :_a'_a'w.-v.cr}rptupru:u.ru_a’tsp_e’tsp.srﬂ DopmaT agpeca: "< npoTokon >

[<nonesceaTent>:<napone> @]<cepeeps [inopt][/myTe]". 3aece
B KAUECTEE NPOTOKONA MOXHE yeazaTe "http" waw "hitps”,

Mpw yKazaHuM MMEHK NOALI0EATENA M NApos B agpece cyxbol
LITAMMOE TAKHE CNEAYET 3343Tk COOTEETCTEYHILLMEA TN
ayTeEHTUGUKALMK B neanTuke "AyTeHTHdUKaLua: THN no
YMOAYAHWUEE" WK " AyTeHTUdWUKALMA: TUN NO YMoAYaHum (c
WMCMoAs3oeaHnem S50)"

QK l I CTreHa

Beeante URL, ncnonb3ayembin gns gocryna K ueneson cnyxbe.

Ons namMmeHeHns rpynnoBbIX NOJIMTUK B NPOCTPAHCTBE NOMUTUK «JloKanbHbIN KOMMbIOTEP» Tpe-
6ytoTca npaBa AAMUHUCTPATOPOB JIOKAJIbHOM MalUuHbI. [1pn 3TOM AaHHble HACTpPOWKK ByayT AENCTBO-
BaTb AJ19 BCEX MOJib30BaTeNIEN AaHHOIMo0 KOMMNbIOTEPa.

Cnyx6bl YL KpunTtollpo noagaepxusatoT 6anaHCUpOBKY Harpysku. T.e. MOXHO pa3BepHyTb He-
CKOJIbKO cepBepoB Ciyx6, Npu 3ToM obpalascb K HAM N0 O4HOMY ajpecy.

B cnyuvae, ecnn Tpebyetca obecrneunTb HaAeXHOCTb (YHKUMOHWMPOBAHUSA CUCTEMbI, MNyTEM
pa3BepTbIBaHUSA HECKONbKUX cnyx6 TSP, K KOTOpbIM obpalleHne OCyLeCcTBASETCS C UCNOob30BaHNEM
pa3HbIX aapecoB, AOMNOHUTENbHbIE agpeca TakuX CyX6 MOXHO yKasaTb B NMEpeMeHHON OKpyXeHus
WM B 3Ha4yeHuMn napameTpa danna Hactpoek ssf.ini - CP_SSF_ADD_TSP. Appeca cnyx6 npu 3ToMm

74

pasgenstoTcs cumBonom ;" Hanpumep,

CP_SSF_ADD_TSP=http://testca.cryptopro.ru/tsp/tsp.srf; http://testca.cryptopro.ru/tspl/tsp.srf
Mpun 3ToM npoueaypa noanucun 6yaeTt MNbiTaTbCA CHadana obpawaTtbCs Mo OCHOBHOMY agpecy

CNyx6bl, yKa3zaHHOMY B OCHACTKe rpynnoBoOi NMOAUTMKKM, @ B C/lydae Heyhaudu, NoBTOPSATb npoueaypy

C UCNONb30BaHNEM aApecoB CNyX6 yKasaHHbIX B MEPEMEHHON OKPYXXEHUS UM B 3HAYEHUM NapaMeT-

pa daina HacTtpoek ssf.ini.
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Kpuntolpo SSF. MHCTpYKUKMS NO UCNOSIb30BaHUIO.

3.4. HacTtpowka napaMeTpoB YCOBEpPLUEHCTBOBAHHOMW 3NEKTPOHHOM NoAMMUCU B
OC UNIX/Linux
I'IapaMeprl YCOBepLueHCTBOBaHHOﬁ 3J'IeKTpOHHOl71 noanncum, onmcaHHble B nNpeabiayweMm nyHK-

Te, B OC cemencrtea UNIX/Linux nponucbiBatoTca B KoHpurypaumoHHom dawnne CK3U Kpuntollpo
CSP:

/etc/opt/cprocsp/config[64].ini

MapameTpbl knMeHTa TSP ykasbiBatoTca B cekumun [cades/tsppolicy], knmeHta OCSP B cekuumn
[cades/ocsppolicy]. Hanpumep:

[cades/tsppolicy]
DefaultTSPURL = http://www.cryptopro.ru/tsp/tsp.srf

MoMHbIA CANCOK MOSIUTUK, KOTOPblE MOXHO 3aAaBaTb, ONucaH B AOKyMeHTauun Ha Kpuntollpo
3N SDK (cades).

3.5. Hactpownka NO SAP anga ncnonb3oBaHusa moayns «Kpuntollpo SSF»

Cucrtema SAP pgonkHa MMETb BO3MOXHOCTb AO0CTyna K dyHKUumsaMm moaynsa «Kpuntollpo SSF».
Onsa 3Toro HeobxoAMMO yKasaTb pacrnosioKeHue MOoAyNSd Ha LUenNeBOW MalWuHEe U UCMOoNb3yeMble UM
anropuTMbl. Ha KAMEHTCKMX KOMMbKOTEpPax 3TO OCYLECTBAAETCA 4epe3 KOHPUrypauuoHHbINM dann
ssfrfc.ini nnn yepes nepemMeHHblE OKpPYXeHUs. Ha cepBepax NpuIoXeHUn 3TO 3a4aeTca yepes napa-
MeTpbl MPOMPUNS UIN MEPEMEHHbBIE OKPYXEHUS.

Ha 64 pa3psagHbiX BEPCUAX ONEpaunOHHbIX CUCTEM CleAyeT NpaBubHO YKasblBaTb UMSA MOAY-
na cpsapssf.dll B ssfrfc.ini (unn B nepeMeHHON OKpyXeHusa). He ncnonb3yiite 64-pa3psaHyo BEPCULO
6nbnmnoTtekn, ecnm Bbi3biBaTb €€ byaere n3 32-x pa3psiaHOro npuioxenus. Mcnonb3yinTte ans 3Toro
Bepcuo 6MbnnoTekn, yctaHoBneHHyt B kaTanor ..\Program Files (x86)\... SAP npunoxeHus Ha
KIIMEHTCKUX KOMMbOTEpPaX 06bI4HO 32-X pa3psaHble!

NHdopMaumna o nonb3oBaTensx, 3aAeMCTBOBaHHbIX B MHdpacTpykType PKI, Takxe aosxHa
6bITb KOPPEKTHO OTpPa)eHa B cucteme SAP, B 3aBUCUMMOCTU OT Mcnonblyemoro ABAP npunoxeHums.

CeefeHuns N0 HACTpoMKe AaHHbIX NAapaMeTpoB CM. B AOKYMEHTaLMM Ha COOTBETCTBYIOLWME Npo-
OYKTbl SAP.

HekoTopble napameTtpbl paboTbl Moayns Kpuntollpo SSF MOXHO WM3MEHATb B MNEPEMEHHbIX
OKpY>XeHNS Uin B KOHpUrypaumoHHom danne ssf.ini.

Moaynb «Kpuntollpo SSF» mnwet dann ssf.ini B katanorax %commonappdata%\Crypto Pro\
(obwmin kKaTanor ans Bcex nonb3oBaTenen) n B katanore %localappdata%\Crypto Pro\ (¢dann B ka-
Tanore AppData Tekywero nonb3oBaTens, No4 y4eTHbIM UMEHEM, KOTOPOro paboTaeT NpUIoXKeHKE).

JononHuTenbHble napaMeTpbl CHavasna wm3BfekarTcsa M3 obuwero Ansa BCex nosb3oBaTenel
danna %commonappdata®%\Crypto Pro\ssf.ini, ecnn dann oTcyTCcTBYeT uam B HEM OTCYTCTBYET Tpe-
byeMblil napaMeTp, TO NPOU3BOAMTCA MNOMbITKA HAWTW 3Ha4vyeHue Tpebyemoro napameTpa B dawnne
%localappdata%\Crypto Pro\ssf.ini. Ecnin n TaM napaMeTp OTCYTCTBYET, TO NPOU3BOAUTCS TMOMbITKA
NoNy4nUTb 3HAYEHNE NapamMeTpa M3 NepeMeHHOM OKPYXeHMus.

Cnncok AoNOMHUTENbHbIX NapaMeTpoB npueeneH B MNpunoxeHue. CNMCOK NepeMeHHbIX OKpY-
XeHus n napameTpos ssf.ini.

Mpumep cogep>xmmMoro caina HacTpoek:

[cpsapssf]

CP_SSF_USERID=CERT_HASH
CP_SSF_ADD_TSP=http://testca.cryptopro.ru/tsp/tsp.srf;http://www.cryptopro.ru/tsp/tsp.srf
CP_SSF_ASK_PIN_WHEN_EMPTY=1

#CP_SSF_VERIFYCERTFLAGS=0x40000000

Nmsa cekumm [cpsapssf] — obazaTenbHo.
MocneaHnin napamMeTp B 4AaHHOM NMpuMepe 3aKOMMEHTMPOBaH.
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3.6. Hactpounka MO SAP gna vcnonb3oBaHusa moaynsa «Kpuntollpo SSF» B OC
UNIX/Linux
B OC cemencrtea UNIX/Linux moaynb Kpuntollpo SSF ycTaHaBnuBaeTcsi Kak pasgensiemas
6ubnunoteka /opt/cprocsp/lib/<npoueccopHas apxutekTtypa>/libcpsapssf.so.1.0.0.

MMeHHO 3TOT MyTb CregyeT MponucbiBaTb B HacTponkax SAP gns goctyna Kk Hen B dawnne
ssfrfc.ini Ha SAP knneHTe nnun B napameTpe ssf/ssfapi_lib HacTpoek cepsepa SAP. Hanpumep,

ssf/ssfapi_lib = /opt/cprocsp/lib/sparcv9/libcpsapssf.s0.1.0.0
ssf/ssf_md_alg = GOST3411

ssf/ssf_symencr_alg = GOST28147

ssf/name = CPSAPSSF

B OC cemencrtea UNIX/Linux napametpbl moayns Kpuntollpo SSF 3aaatoTcs TONbkKO 4epes
nepeMeHHble oKpyxxeHus. ®annos ssf.ini, trace.ini — HeT.
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4. Peannsaumnsa nporpaMMHoro nHtepdgenca SSF mogynem «Kpuntollpo
SSF»

Moaynb «Kpuntollpo SSF» peanu3ayeT nporpaMMHbiii nHtepdenc Secure Store & Forward
(SSF) B COOTBETCTBUMN C TEXHUUYECKOW AOKYMeHTaumnen «Secure Store & Forward (SSF). API Specifica-
tions (Version 1.0)».

BbinonHeHne kpunTorpadmyecknx GyHKUMA MOAYNEM OCHOBAHO Ha MCMONb30BaHUKN cepTUdun-
KaTOB KJ/IlOYEN MpOBEpPKU 3NEKTPOHHOM noanucu ctaHgapTa X.509v3 cornacHo RFC 5280 "Internet
X.509 Public Key Infrastructure. Certificate and Certificate Revocation List (CRL) Profile" c yuyetom
RFC 4491 "Using the GOST R 34.10-94, GOST R 34.10-2001, and GOST R 34.11-94 Algorithms with
the Internet X.509 Public Key Infrastructure Certificate and CRL Profile".

MporpamMmMHbIn Moaynb «Kpuntolpo SSF» npeacraBnsetr cobor AMHAMUYECKN MOAIPYXaeMYIO
6ubnnoteky onepaunoHHon cuctembl Windows, nmeet HasBaHue cpsapssf.dll n HaxoauTcs B KaTano-
re, 3aBMUCSLLEM OT MecTa, BbIbpaHHOro Npu ycrtaHoBKe AUCTpMOYTMBaA M yCTaHaBIMBAEMOW KOHUry-
paumn (win32 wnun x64) (Tunosas ycTtaHoBKa konupyeT dain B kaTtanor C:\Program Files\Crypto
Pro\SSF\ (Ha 64-x pa3psgHbix OC 32-x 6utHas Bepcusa moaynsa - C:\Program Files (x86)\Crypto
Pro\SSF\)).

4.1. Kpatknin o630p

B cootBetcTBMM ¢ SSF API moaynb «Kpuntollpo SSF» peanusyeTt 17 ¢dyHKUmnin: 10 OCHOBHbIX U
7 BTOpOCTENEHHbIX (B OCHOBHOM MpeAHa3Ha4YeHHbIX A8 CO34aHUS U yaaneHns 06bekToB, MCNOob3y-
€MbIX B OCHOBHbIX YHKUMNSAX).

OcHoBHbIE QYHKITUH:
SsfEncode
SsfDecode
SsfSign
SsfAddSign
SsfVerify
SsfEnvelope
SsfDevelope
SsfDigest
SsfVersion
SsfQueryProperties

BropocTtenennbie GyHKIINN:
SsfDEL SsfOctetstring
SsfNEWSigRcpSsfinfo
SsfDELSigRcpSsfinfo
SsfINSSigRcpSsfinfo
SsfDELSigRcpSsfinfoList
SsfPRISigRcpSsfinfo
SsfPRISigRcpSsfinfoList

4.2. CuMBO/bHble 0603HAYEHUS

4.2.1. dopMaTbl KpunTorpadpuyecknx coobLieHmnm

Moaynb «Kpuntollpo SSF» peanusyeT ABa dopMaTta Kpuntorpadpumyecknx cooblieHuin, nmero-
WKNX crefyowmne cCMMBOsIbHble 0603HAYEHUS :
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e «PKCS7»
e «CADES»

HanmeHoBaHue PKCS7 rosopuT camo 3a cebsa. CoobuweHus gaHHoro ¢gopmata dopMmpyloTcs
no npasunaMm MexayHapoaHoro dopmata PKCS#7 c HekoTopbiMKM aonosiHeHnamm cornacHo RFC 3852
"Cryptographic Message Syntax (CMS)" c yyetom RFC 4490 "Using the GOST 28147-89, GOST R
34.11-94, GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with Cryptographic Message Syn-
tax (CMS)".

CoobuieHns Ha ocHoBe dopmaTa «CADES» npeactaBnstoT coboi coobuieHms yCOBEPLUEHCTBO-
BaHHOM 3nekTpoHHOM noanucn (3MN) - «CAdES X Long Type 1»("CMS Advanced Electronic
Signatures"). ®ukcaunsa BpeMeHn NoANUCaHNSA SNEKTPOHHOro AOKYMeHTa B AaHHOM ¢dopMaTe peanu-
3yeTcs NOCPeACTBOM BKJ/IOUYEHMS B COOBGLIEHMS LWITAaMMOB BPEMEHM COMlacHO pekoMeHaaumsim RFC
3161 («Internet X.509 Public Key Infrastructure, Time-Stamp Protocol (TSP)»). CoxpaHeHue WH-
dopmaumm o ctaTyce ceptudumkaTa Kaoda npoeepku DI nognucymka Ha MOMEHT BPEMEHU Moanuca-
HUSI SNEKTPOHHOIro AOKYMEeHTa ob6ecneunmBaeTcsl NOCPEACTBOM BK/IIOUEHNS B COOBLLUEHME NOANMCAHHO-
ro oreeta cnyx6oel OCSP, dopMmupyemoro cornacHo pekomeHgaumam RFC 2560 («Internet X.509
Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP»). Kpome 3Toro B coob6-
LieHNE BKNKOYATCA BCE Npo4vne AoKa3aTesnbCTBa NOAJIMHHOCTU KOHerTHOVI 3}'IeKTpOHHOI7I noanmcun.

Ons coBMeCcTMMOCTM C MOAYNSIMU APYIrMX NMPOM3BOAUTENEN BBeAEHbl CMHOHWMbI 0603HavYeHus
dopmaTta CADES. MNMoMmmo ykasaHHoro naeHtudumnkatopa «CADES» MOXHO mcnonb3oBaTb naeHTudm-
kaTop «PKCS7_CADES». B HeKkOTOpbIX C/ly4yasix 3TO NO3BOJIAET UCMOMb30BaTb OANH M TOT Xe KOHDU-
rypaumoHHbin dann ssfrfc.ini.

B npouenype npoepku DI MOXHO TakXe WCNONb30BaTb maeHTudukatop «PKCS7_ANY». B
OAHHOM cny4ae moaynb byaeTr aBTOMaTUYECKM onpeaenaTb dopMaT nepefaHHoro emy kpunrtorpadu-
yeckoro coobuweHna (PKCS#7 nnn CADES) n 3anyckaTb COOTBETCTBYOWYO 06paboTKy. DTO NO3BO-
nsieT obpabaTtbiBaTh coobLlEHNS, HE 3HAsA 3apaHee N0 KakoMy TUMNy OHO 6blN10 ChpOPMMPOBAHO KOHTP-
areHToM.

4.2.2. X3LW anropuTMbl

Moaynb «Kpuntollpo SSF» nopaep>XuBaeT BblYMCNEHME X3 3HAYEHUN MO CAeayoWwmM anro-
puTMaM:

- MD2

- MD5

- SHA1

- TOCT P 34.11-94

CMMBO/IbHBIMW 0603HAYeHUAMM AaHHbIX alrOPUTMOB, NMepedaBaeMbiX B KayecTBe NapamMeTpoB
dYHKUNN, SBNSIOTCS COOTBETCTBEHHO:

- «MD2»

- «MD5»

-  «SHA1»
«GOST3411»

Ons coBMeCcTMMOCTM C MOAYNSIMU APYrMX NMPOM3BOAUTENEN BBEAEHbl CMHOHUMbI 0603HavYeHus
anroputMa FOCT P 34.11-94. MNMoMnMO ykazaHHOro naeHtndumkatopa «GOST3411» MOXHO MCNOAb30-
BaTb naeHTndmkaTop "GOST-R-34.11-94". B HEeKOTOpPbIX Cy4yasix 3TO NO3BOJISET MCMNONb30BaTb OAMH
N TOT XXe KOHpUrypaumoHHblii damnn ssfrfc.ini.

JaHHble 0603HavYeHns Mcnonb3yTCcs B OCHOBHOM B dyHKumm SsfDigest, koTopas cnocobHa
BbIYMC/INTb W BEPHYTb X3W 3HA4YeHWe Mo J60MYy M3 yKas3aHHbIX anroputmoB. T.K. MOAY/b
«KpunTolpo SSF» ncnonb3yeTt B OCHOBHOM Poccuinckmne kpuntorpaduyeckme anropntmbl, B GyHKLN-
ax SsfSign, SsfAddSign Henb3s ykasaTb SBHOe WCMNOSb30BaHWe X3aw anroputmos “MD2”, “*MD5” un
“"SHAL1"”. Ucnonb3oBaHMe X3W anropMTMOB TECHO CBSI3aHO C Te€M, KaKOW afiroOpuUTM OTKPbLITOro Kik4a
npeacraB/feH B COOTBETCTBYKOLWEM cepTUdMKaTe K/oya 3/1EKTPOHHOM noanucu. Mo3ToMy AaHHble
dYyHKUMN B TeKyLleh peanunsauum MOAYNAS CaMU BbIYMCNSAKT, KaKOW M3 anropuTMOB MCMOSb30BaTh,
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ncxods U3 NMpeAcTaB/IEHHOrO afropMTMa OTKPbLITOro KJk4ya B cepTudukaTe. 3TO B MPUHLMMNE NO3BO-
nseT GopMUPOBATL 3MIEKTPOHHbIE MOAMUCK HE TONbKO Mo ctaHaapTaM FOCT, Ho n RSA.

4.2.3. CMMMeTpUYHbIEe anropmuTMbl WNGpPoBaHUS

B kKauyecTBe CMMMETPUYHOro anropmtma wudpoBaHus B moayne «Kpuntolpo SSF» mncnonbay-
eTcs Tonbko anroputm FOCT 28147-89, nmeowmin cuMmBosibHOe nNpeactaBneHne «GOST28147». [laH-
HOe CMMBOJIbHOE 0603HauyeHMe anropmTMa ncnonb3lyertcs B pyHkumm SsfEnvelope.

[na coBMeCcTMMOCTM C MOAYNSIMU APYTUX NpouM3BoauTenel BBeAeHbl CMHOHWUMbI 0603HaYeHUs
anroputma FOCT 28147-89. NMoMmMoO yKasaHHOro nageHtndukatopa «GOST28147» MOXHO MCMOb30-
BaTb naeHtndmkaTop "GOST-28147-89". B HEKOTOPLIX Cy4YasiX 3TO MNO3BOSSET UCMOAb30BaTb OANH U
TOT Xe KOHDUrypaumoHHbli dann ssfrfc.ini.

4.3. WpeHTndukaTtopsl, 3alMLLEHHbIE npodpunn " aApecHble KHUMN
nosb3oBaTeneun

Moaynb «Kpuntolpo SSF» ncnonb3yeT MexaHn3Mbl 6€30MacHOCTU U pas3rpaHMYeHuns AoCcTyna,
BCTPOEHHblIE B OMNepaLMOHHYI CUCTEMY. DTO 03HA4YaeT, YTO KaXAblh Nosb3oBaTesnb, OTKpbiBas pabo-
YYI0 CECCUI0 OMepauMOHHOM CUCTEMbI, MPOXOAS MPW 3TOM BCTPOEHHble npoueaypbl ayTeHTUdMKaunm
(HanpumMep, BBOASA MNpU 3TOM CBOM JIOMTMH M Napofiib UNU NpPefoCTaBMB CBOK CMapT-KapTy), noaydaer
npu 3TOM 3alUULLEHHOE, N30/IMPOBAHHOE OT APYruX rMosib3oBaTeniei NPoOCTPaHCTBO, FAEe MOXET Xpa-
HUTb CBOM JINYHbIE AaHHble (CBOU cepTudUKaTbl KOUen NpoBEPKN SNEKTPOHHON NOAMUCKU, aApPECHYIO
KHUIY 1 npoyee).

B onepaumoHHOM cuctemMe Windows Takoe npoOCTPaHCTBO Ha3biBAaeTCH «MNPOCTPAHCTBOM TEKY-
wero nonb3oatens» (Current User space). Kpome aToro cyuwecrByeT ewé n obuiee npocTpaHCTBO —
«MPOCTPAHCTBO NOKanbHOro komnbtoTepa» (Local Machine space), rae MoryT xpaHuTbcst oblimMe aaH-
Hble BCex Mnonb3oBaTenen, NMbo AaHHble, KOTOpble AO0MXKHbI 6bITb AOCTYMHbI CUCTEMHbBIM CEPBMCAM,
KOTOpble He MPOXOoAST sABHbIM 06pa3om npoueaypy ayteHTudumkaumm. Ob6bl4HO AaHHble B TaKOM MNpo-
CTPaHCTBE AOCTYMHbl TO/IbKO MPUBUIErMPOBaAHHBLIM YYeTHbIM 3anucam (AaMuHucTpaTopam, LocalSys-
tem n noaobHbIM). B TakoM NpOCTpaHCTBE MOryT XpaHUTbCA cepTudukaTtbl Ktoden nposepku Il u
aZpecCHble KHUIMM CUCTEMHbIX CEepPBUCOB, MOAMUCHIBAOLWNX, MPOBEPSIOLWNX IMEKTPOHHYIO NMoAnucb, a
Takxke Wwndpyrowmx n pacwmndposbiBalOWMX COObWEHNS B aBTOMaTUYECKOM pexunMme.

3aKkpbITble K/OYM NOSb30BaTenen, C NMOMOLLbIO KOTOPbIX OHM MOAMNMCHLIBAOT MM pacwundpo-
BbIBalOT COO6LEHNS, XPAHATCA 0O6bIYHO MOA 3alWMTON COOTBETCTBYIOLWEro cpeacTBa Kpuntorpadpuye-
ckon 3awmnTbl UHPopMaumn (CK3N). dusnueckun, obbluHO, OHM pacrnonaralTcs Ha OTUYYXAAEMbIX HO-
cuTensx.

CeptndukaTtbl kntodern nposepkm I B OC Windows NpuMHATO XpaHUTb B CleuuanbHbIX XpaHu-
nvuax ceptTmdukaToB Ha AoKaabHOM gucke. Mpu 3TOM CyLLeCTBYET HECKONIbKO XpaHWAWLY, pasauya-
IOLLMXCSA MO NPUHAANEXHOCTU N HAa3HAYEeHUIO CepTUdUKATOB.

22



Kpuntolpo SSF. MHCTpYKUKMS NO UCNOSIb30BaHUIO.
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Xpanwnuwe [oeeperHele KOPHEELIE LEHTPEI cepTduKkaumn cogepxnt 382 ceptndukaros.

XpaHunuwe «My» (BHewHee UMSA — «JIMyHOE»), NpeAHasHa4YeHo ANs XPaHEHUS JIYHbIX Cep-
TudumkaToB nosnb3oBatens. Ceptudukatbl B HEM, 06bIYHO, NeXaT BMECTe CO CCbIJIKOW Ha 3aKpbITbIN
K/1t0Y, MO KOTOPOM NpUIOXKEHMS U 06pallatoTCsa K KOHTEeMHEepPY 3aKpbITOro Ktoua.

XpaHunuuwe «Root» (BHewHee nMsa — «[lJoBepeHHble KOPHEBble LEeHTPbl cepTudurkKaunm») co-
Aep>xunt, 0bbluHO, cepTuduKaTbl YAOCTOBEPSAIOLWNX LEHTPOB, KOTOPbIM AaHHbIA Nonb3oBaTenb abco-
NtOTHO gosepseT. CepTudukaTtbl XpaHATCS 6e3 CCbIOK Ha 3aKpbITble K/uUU.

Xpanunuue «Ca» (BHewHee MMA — «[TpOMEXyTOo4YHble LEeHTpbl CepTUdOUKATOB») COAEPXKMUT,
06bI4HO, cepTUdUKaTbl YAOCTOBEPSAIOWMNX LEHTPOB, KOTOPbIM AN 3aBepLIeHUs LENoYKn A0Bepus
TpebyeTca cepTuduKaT M3 xpaHunuwa «Root». B 3TOM ke XpaHunuwe coaepXaTcs M CMUCKK OTO-
3BaHHbIX cepTUdmKaToB. CepTndUnKaTbl XPaHATCS 6€3 CCbIIOK Ha 3aKpbIThie KIHOUM.

XpaHunuue «Addressbook» (BHewHee nMsa — «[pyrne nonb3oBaTenm») coaepXuT, 06bIYHO,
cepTmudmKaTbl NONb30BaTeNen KOHTpPAreHToB, Tpebytowmnecs A1 NpoBEPKN UX SNEKTPOHHON noanucu,
nnbo ang wndposaHua B nx agpec coobuieHuin. CeptudurkaTtbl 3TUX MONb30OBaTeNEN TaKXe XpaHATCA
6e3 CChbI/IOK Ha COOTBETCTBYIOWME 3aKpbITble KUK, [JaHHOe XpaHWuLWe CO34aeTCs MOYTOBbIM KAu-
eHToM Windows (Hanpumep, Microsoft Outlook). Ecnu Ha Bawei MallMHE OHO OTCYTCTBYET, €ro MOX-
HO co3aaTb BpY4HYlo, Ao6aBuB B cucTeMHbIt peectp OC Windows pasaensl:

[HKEY_CURRENT_USER\Software\Microsoft\SystemCertificates\AddressBook]
[HKEY_CURRENT_USER\Software\Microsoft\SystemCertificates\AddressBook\Certificates]
[HKEY_CURRENT_USER\Software\Microsoft\SystemCertificates\AddressBook\CRLs]
[HKEY_CURRENT_USER\Software\Microsoft\SystemCertificates\AddressBook\CTLs]

BHuMaHMe. [paBka CUCTEMHOro peecTtpa AO/XKHA OCYLWeCTBAATbCA KBanuduumpoBaHHbIM
nonb3oBateneMm OC Windows.

B agpecHoM npocTtpaHcTBe Local Machine (komnbioTepa) — CBOM XpaHunuuwa cepTndukaToB C
TEMU Xe HAaUMeHOBaHMAMMU. [JOCTyNn K 3TUM XpaHunuwaM obblyHO TpebyeT cneunanbHbiX NpaB A4OCTY-
na (npaB aaAMUHUCTpaToOpa).
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Moaynb «Kpuntolpo SSF» ncnonb3yeTt HazBaHWSA XpaHUIULL C OAHO CMMBOJIbHBIM MpedunKcoM
ONs yKasaHus MecTa, B KOTOPOM McKaTb TpebyeMmble cepTudukatbl. Mpedunkc «u» ncnonblyercs Ans
YKasaHua xpaHunuwa, pacnosioxeHHoro B Current User npocTpaHcTBe, NpeduKC «m>» MUCMOsb3yeTcs
ONS yKasaHus XpaHuauwa, pacnosioxeHHoro B Local Machine npoctpaHcTBe. Hanpumep, ons ykasa-
HUA 3allumileHHoro npoduna nonb3oBaTens (Security Profile), noanuceiBatowero coobuieHne (B
dyHkumm SsfSign, SsfAddSign), paboTtatowero B MHTEPAKTUBHOM pexmnme (C BO3MOXXHOCTbIO Bblgauu
OKOH Ha BBOZA Maposisi) MOXHO yKa3biBaTb «UMy», a Ans cepBuca, NOANMCbIBaOLWEro coobueHns aB-
TOMaTnyeckm — «mMy». [Ins ykasaHusl «aApeCcHOW KHUIMM>» MONb30BaTENs, BbIMOJIHSKOLWEro NpoBepKy
noanucu, wnu wudposaHue cooblleHnin B aapec Apyrux nonb3osatenen (B @yHkuum SsfVerify,
SsfEnvelope), MMelLWero NMYHy0 agpecHyl KHUMY, MOXHO yka3sbiBaTb «UAddressbook», a ans cep-
Buca - «mAddressbook». CooTBeTcTBEHHO cepTuduKaTbl NOAb30OBaTENEN KOHTPAreHTOB [OO0JIXKHbI
6bITb MOMELLEHbl MMEHHO B 3TU XpaHWUIMLLA.

Ons coBMeCcTMMOCTW C MOAYASMW APYrUX NPOM3BOAMTENEN MOXHO yKasblBaTb HaMMeHOBaHUS
xpaHumnuuw, 6e3 npedukcos “u” uamn *m” (Hanpmmep, npocto «My»). B aToM cnydae 6yayT OTKpbI-
BaTbCS XpaHWIULWLA, Haxogsluecss B afpeCcHOM rmpocTpaHcTBe nosb3oBaTtens (Current User). B
HacTpoMKax MoAyner HeKOTOpbIX NPOU3BOAMTENEN Nepel UMEHEeM XpaHuauwa MoXeT BCTpeTuTbcs 14
cuMBosibHOe o6o3HaueHne aatbl (YYYYMMDDHHNNSS), Hanpumep «20140919120000My» (cdpopmun-
pPYETCS HEKOTOPbIMU MPUIOXKEHUSMWN, KOTOPbIM Nepegaetcs uMmsa «<TIME>My»). Moagynb Kpuntollpo
SSF npocTto oTbpacbiBaeT 3TM nepsble 14 undp, HMKAK UX He obpabaTtbiBasi, @ NPOCTO MCMOb3yeT
cnepytouiee 3a HAMM HauMeHoBaHWe XpaHuauLa.

B HekOTOpbIX C/lyYyasx 3TO MO3BONAET UCMONb30BaTb OAHU U Te e HacTporkn SAP npunoxe-
HUS MPU UCNOMIb30BaHUN MoAyel pas3INYHbIX NPOU3BOAUTENEN.

B OC cemenctBa UNIX/Linux cepTuduKaTbl KOUeN MpOBEPKU MOAMUCU TaKXe AO/KHbI 6biTb
YCTQHOBJIEHbI B COOTBETCTBYHOWME XpaHunuwa cepTudukatoB nosb3osatenen (Current User) wnnm
cuctembl/komnbioTepa (Local Machine). Tunosble MeHa XpaHunuu, Te xe camble, 4yTo U ansa OC Win-
dows:

my - IMYHble cepTudurKaTbl;
root - KOpHeBble AOBEPEHHbIE CepTUdUKaThI;

ca - ceptudumKkaTbl NMPOMEXYTOYHbIX LEHTPOB cepTuduKkaumm, a Takxke CMUCKM OTO3BaHHbIX
cepTMdunKaToB;

addressbook - cepTudurkaTbl KOHTpPAreHTOB;

CepTudwmkatbl, mncrnonblyemble npu QopMmmposaHum Sl nnm pacwmdposaHum coobuieHnn
AONXKHbI 6bITb YCTaHOBMIEHbI B XPaHWIULLE CO CCbIIKOW Ha 3aKpbITbIA KO,

Onsa BbINOMHEHUA onepauuin ¢ ceptudukatamm n xpaHumnmwamm B OC cemenctea UNIX/Linux
MOXHO MCnosb30BaThb YTUNNTY n3 cocTaBa CK3M KpunTollpo CspP - certmgr
(/opt/cprocsp/bin/<npoueccopHas apxutekTypa>/certmgr).

B kauectBe wunaeHTudmkatopa nonb3oBaTtens/ceptudukarta, Tpebyemoro ans NoANUCU WU
pacwn@poBKM COOBLLEHUSA, UCMONb3YETCA «oTanumnTenoHoe nma» (Distinguished Name), ncnonbsye-
Moe B cepTudukaTe. B naHHOM BepcMn MoAyAsl MOXHO yKasbiBaTb He BCE MMS, a INMWb 4YacTb 3TOro
MMEHW, HO OHa AO0JIKHA YHMKANbHO MAeHTUdUUMpPOBaATL Nonb3oBaTens/cepTudukaTt nosb3oBaTens.
Hanpumep, ecnun B ceptudmkaTe TakKMM YHUKaAbHbIM aTpmbyToM MMeHM BbiCTynaeT e-mail nosb3oBa-
Tena wnn WMHH, TO MOXHO YyKa3sblBaTb TO/AbKO CTPOKY BMAa <«E=userl@company.com» wau
«INN=000000000000». Mo gaHHbIM aTpnbyTaM B yKazaHHOM XpaHunuuwe byaet HanaeH Tpebyemblii
ceptudmkatr, UM  UMEHHO C HuM  bygeT  BbLINOMHATLCA  3af4aHHas  onepauus  nognu-
cn/wndpoBaHmns/pacwimdpoBaHmnsa/NpoBepKn NOANMUCH.

K ngeHtudukaTopy nosib3oBaTens npeabsBasioTca crieayrowme tpeboBaHus:

- naeHTMduKaTop MOXeT UCNOMb30BaTb SIOKASIN30BaHHbIE MMEHa B HaLMOHaNbHON KOAUPOBKE,
HanpuMmep B kogmpoBke CP_1251 (kumpwunnuua), npn 3TOM He AonyckaeTcs (opMMpoBaHMe AaHHOM
CTpOkM wn3 cumBonoB Unicode. MOXHO ucCnosb3oBaTb MMS B BUAE escape nocneaoBaTeslbHOCTU
Unicode npeacrtasneHnin cuMBonoB. Hanpumep, B Buae:

C=RU, CN=\u0422\u0435\u0441\u0442 \u041A\u0440\u0438\u043F\u0442\u043E-\u041F\u0440\u043E \"SSF\"

- 3HauyeHue OTAeNbHOro aTpubyTa MMEHU AO/IXKHO 3aKN4aTbCs B ABOMHbIE KaBblYKK, €Cin

BbINONHSETCA X0Ta 6bl 04HO N3 CeayoWwmnX YCI0BUR:

o 3HauyeHue COAEPXUT Nuanpytowme nam XBocToBble np06enb|
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o 3HayeHue COAEPXUT XOTA 6bl 0ANH K3 cnegyrouwmnx CMMBO0B

3angrTas (,)

Mntoc (+)

3Hak “paBHO” (=)

O6paTHbIn cnaw ¢ nocnegyowmm cumosiom n (\n), obosHavaowme nepesos,
CTPOKM

3Hak “MeHbwe” (<)

3Hak “6onbwe” (>)

3Hak “Homep” (#)

Touka c 3ansaToin (;)

- Ecnm 3Hauenume aTpmbyTa copepxuT BHYTpM cebss cmmBONbl «ABOMHas KaBbiuka» (”), To
OHM OO0JIKHbl 3KPaHUPOBATbLCS CMMBOAOM «o0bpaTHbin criaw» (\”), nmbo BTOpON ABOHOWN
kasblukomn ("").

- M,CleHTMd)MKaTOp NnoNib30BaTENIA MOXET CoAEpPXaTb Cneayrwmne MMeHa anM6YTOB:

nmsa oID MosicHeHne

CN 2.5.4.3 COMMON NAME

L 2.5.4.7 LOCALITY NAME

) 2.5.4.10 ORGANIZATION NAME

ou 2.5.4.11 ORGANIZATIONAL UNIT NAME
E,EMAIL 1.2.840.113549.1.9.1 Email agpec

C 2.5.4.6 COUNTRY NAME

S, ST 2.5.4.8 STATE OR PROVINCE NAME
STREET 2.5.4.9 STREET ADDRESS

T, TITLE 2.5.4.12 TITLE

G, GIVENNAME 2.5.4.42 GIVEN NAME

I, INITIALS 2.5.4.43 INITIALS

SN 2.5.4.4 SUR NAME

DC 0.9.2342.19200300.100.1.25 DOMAIN COMPONENT

INN 1.2.643.3.131.1 NHH

OGRN 1.2.643.100.1 OrPH

OGRNIP 1.2.643.100.5 OlPH nHaneuayanbHOro npeanpuHmMartens
SNILS 1.2.643.100.3 CHUNC

PS 2.5.4.65 [McesaoHuM

Ecnn y atpmnbyTa OTCYyTCTBYET KOPOTKOE MMSl, TO BMECTO HEro AO/DKEH YKa3biBaTbCA 06bEKT-
HbI naeHTUdMKaTop. TakKe, BMECTO KOPOTKUX MMEH MOXHO WCMO/Ib30BaTb UX OOBLEKTHblE UAEHTU-

dukaTopsl.

MopanoK cnefoBaHUsA UAEHTUMOUKATOPOB U UX 3HAYEHUI He 06S3aTeNlbHO AOS/IKEH COOTBET-
CTBOBAaTb NOPAAKY B COOTBETCTBYIOLEM cepTUdUKATE KIoua nposepku 3.

MpumMepsbl:

CN=WBaHoB MBaH MBaHoBWY, L=ropoa CaHkT-leTepbypr, C=RU
CN=WBaHoB MBaH MBaHoBWY, L=ropoa \"CaHkT-MNeTepbypr\”, C=RU

CN=WBaHOB

MBaH MBaHoBuY, L=ropog \"CaHkT-lMeTepbypr\”, C=RU

CN=" MBaHoB MBaH MBaHoBWMY”, L=ropoa CaHkT-lMNeTepbypr, C=RU
CN="MBaHoB WBaH, cbiH NBaHa”, L=ropoa \"CaHkT-Metepbypr\”, C=RU
CN=")XeHs + Cawa = nob6osb”, L=ropog \"CaHkT-Metepbypr\”, C=RU

2.5.4.3=")XeHsa + Cawa
2.5.4.3="XeHa + Cawa

ntoboeb”, L=ropoa \"Cankt-letepbypr\”, 2.5.4.6=RU
nmoboeb”, L="ropoa \"CaHkT-MNeTepbypr\” “, 2.5.4.6=RU

C=RU, CN=\u0422\u0435\u0441\u0442 \u041A\u0440\u0438\u043F\u0442\u043E-\u041F\u0440\u043E \"SSF\"
C=RU, CN="\u0422\u0435\u0441\u0442 \u041A\u0440\u0438\u043F\u0442\u043E=\u041F\u0440\u043E \"SSF\""
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B onepauun npoBepku noanucu MoayNb 3anosfiHSeT none umaeHTudukaTopa Mosib3oBaTens
MOJIHbIM OT/IMUUTENBbHBLIM MMEHEM, B3SITbIM U3 cepTuUdMKaTa Kaoda npoBepku II1. pn 3ToM No BO3-
MOX>HOCTM UCMNONb3YIOTCA KOPOTKME MMEHaA aTpubyToB. NS KOHBeEpTaLMM NOKaNN30BaHHbIX CTPOK UC-
NONb3yeTCs KoAOBas CTpaHMuUa <«MN0 YMONYaHWUIO®», MPUHSATas ANS CeaHCa TEKYyLWero nosb30BaTens
SAP B onepaunoHHol cucteme (CP_ACP).

Heob6xoanmMo OTMETUTb, YTO OYEHb YacTO Yy MOJib30BaTesns MNOsSABASETCS HECKONbKO cepTuduka-
TOB C OOAHMM WU TEM Xe OT/INYUTENbHBIM MMEeHeM. Hanpumep, Nnpu nNJaHOBOW CMEHe K/k4a yaoCToBe-
PAKOWWIA LeHTp nepensgaeT cepTudmMKaT C HOBbIM 3Ha4YeHMEM OTKPbITOro K/toya, HO C TEM Xe CaMbiM
OTINYNTENBbHBIM MMeHeM Bnagenbua. Moaynb «Kpuntollpo SSF» pgenaer Bcé BO3MOXHOe, 4TOObl B
noaobHol cutyaumm BbibpaTb NpaBuMNbHbIN cepTudukaT. Hanpumep, npu nomcke TpebyemMoro ceptm-
dunkaTa B XxpaHuauLle, NONCK He NpekpalaeTcs 40 TeX NOp, NOKa C NOMOLWbIO YKa3aHHOro napons He
YAACTCS «MPOrpy3nTb» 3aKpbITbliA K/1OY, COOTBETCTBYIOLWMA CBA3@HHOMY C HUM CcepTuUdUKaTy.

Y106kl n3b6exatb BCEX HEraTUBHbLIX MOMEHTOB, CBSA3aHHbIX C KoaMpoBKo DN cTpokun ceptndm-
KaToB, B KOTOPbIX MCMO/Ib3YKTCHA HaUMOHANbHbIE A3bIKM AN NpeacTaBneHns aTpnubyToB UMEHU, B Ka-
yectBe unaeHtTudmkatopa nonb3oBaTens/ceptudumkarta MOXHO ucnonb3oBaTb SHA1l x3w 3HauyeHue
ceptudukarta («otnevatok» munm «fingerprint») Bnaa «55 20 fe ff bf a3 ad ba 55 6c 67 6f 28 52 da
69 f6 e3 51 4d», KOTOpbIN MOXHO NMPOCTO CKOMUPOBaTb C rpaduyeckoro oTobpaxxeHnsa ceptudukaTa
B OC Windows.

Ecnn npu 3TOM yKasaTb B MEPEMEHHOW OKPYXEHUS WM B 3HA4YeHUM napameTpa danna
HacTpoek ssf.ini CP_SSF_USERID 3HauyeHue “CERT_HASH"” (CP_SSF_USERID=CERT_HASH), 1o B
onepauunn npoBepkKun noanmncm Mmoaynb 6Yﬂ,eT 3aMoJIHATb none VILI,eHTVId.)VIKaTOpa nos1b30BaTe/id TaKXe
3HaueHMeM «oTnedaTka» cepTuduKaTa, Mcnosb3oBaBLlerocs ana nposepku Jl. MNpunoxeHne MoxeT
CONOCTaBNATb 3TOT OTNEYAaTOK C MMEHEM MOJIb30BATENA, XPaHALWNMCA B €ro base AAaHHbIX.

Ona OC Windows npu dopMmMpoBaHUM noannucuM Ha CTOPOHE K/IMEHTA B KayecTBe uaeHTuduka-
Topa nonb3oBaTens/ceptudukaTa  MOXHO TakXe yKasaTb creumanbHOe KJl4YeBoe C/I0BO
$SELECT_CERTIFICATES$ . B aTtom cny4yae npu dopmupoBaHum 3 nnu pacwmdbpoBaHumn cooblieHums
Ha 3KpaH 6yAeT BblAaH CMUCOK BCEX AEMACTBYHLLMX CEPTUDMKATOB U3 YKa3aHHOIO XpaHunuuia,
MMEeILWMNX CCbIJIKY Ha 3aKpbiTbIi KJIIOM NOAMNUCH.

Besonachocte Windo u

Bribop ceptudukata

LIMANCEV AUDIT

=
- MzpaTene: test-ca
Adedctentened o 15082011 no 15.0..

[NpocMmoTpeTs CEOMCTEA CERTUDME..,

| TEST-RSA-006
Mzpatens: TEST-RSA-006
Aefctentensd o 23.03.2016 no 01.0..

! JvmaHues ALK
Wzgarene: ¥ KPHMNTO-MPO
Aedctentened o 03092012 no 03.0..

| oK || Ommena

Monb3oBaTenb caM AO/MKEH 6yAeT Bbi6paTb M3 NMpPeACTaBNEHHOro Cnucka ceptudukaTt Kaoua
noArnucu, npu NoMoLLK KoToporo 6yaet dpopmmpoBaTbes 3.
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Kak yxe 6bl/10 yKasaHo, Mo yMOJIYaHUIO B AaHHbIA CIMCOK MonagatoT cepTudukaTtbl U3 yKa-
3@aHHOro XpaHunuuia, npolwealne NpocTyo NpoBEpPKY MO CpoKaM AencTBusa cepTudukaTa BCex cep-
TUHMKATOB B LIEMOYKE M MOAMUCK Kaxaoro cepTudukarta B Lenoydke. [laHHas npoueaypa He BKJo4Ya-
€T NpoBEepPKY CepTUDOUKATOB Ha OT3bIB.

Onsa Toro, utobbl BKAOUMTL B npoueaypy npoBepKky cepTuduMkaToB Ha OT3biB, Heob6xoammo
yKasaTb B MNEpPEeMEHHON OKPYXEHUs WnM B 3HadYeHMM nNnapameTpa @anna HacTtpoek ssf.ini
CP_SSF_VERIFYCERTFLAGS_ONSELECT cooTBeTcTBYlOWEE 3HauyeHue, Hanpumep, 0x44000000 (cm.
onucaHme aHanornyHoro napameTrpa CP_SSF_VERIFYCERTFLAGS).

Ho Hago vMeTb BBUAY, YTO €C/IM Y MOMIb30BaTeNs B AaHHOM XPaHUMLLE HAaXOAUTCS MHOIO cep-
TUHOUKATOB U NpM 3TOM MNPU NMPOBEPKE Ha OT3bIB 3aAeNCTBYOTCA cepBucbl OCSP nnu cepeuc nonyde-
HWS aKTyaslIbHOrO CMUCKa OT3blBa, TO npoueaypa oTéopa cepTUdMKATOB B CMUCOK MOXET 3aTSHYTbCS.
B 3ToM cnyuyae pekoMeHAyeTCa cneauTb 3@ XpPaHUIMLWEM CepTUdUKATOB M AOCTYMNHOCTbI YKa3aHHbIX
CcepBMCOB. He cneayeT XpaHUTb HEHYXHble cepTuduKaTbl, HanpuMmep, CpoK AEWCTBUS KOTOPbIX 3a-
KOHYMICA U T.M.

Mpn MCNONb30BaHUM AAHHOrO MexaHW3Ma XXenaTeNbHO AO0BEPUTb 3anpoc MNaposis K KIouy
noanucu Takxe moaynto Kpuntollpo SSF (cMm. n. 4.4).

Heob6xoanMo Tak>xe NOMHUTb, YTO AAaHHbIA MEXaHU3M MOXET MPUBECTU K OWwnbKaM, CBA3aHHbIM
C yenoBe4yeckuM (pakTOpoM, KOrga Mofib30BaTeNb C/y4YyaliHO UIW HaMepeHHO MOXeT BblbpaTb He TOT
cepTuduKaT, KOTOPbIM AOKEH MCNOMb30BaTbCs AN NOAMUCAHUSA AAaHHOro BUAA AOKYMEHTOB.

4.4. Tlaponu AoCTyna K 3alUMLLEHHbIM NPOMUIAM U aapeCHbIM KHUraMm

Maponb Ha AOCTYN K agpecHOW KHuUre nosb3oBaTtens He mcrnonbdyetca. Moaynb «Kpuntollpo
SSF» ncnonb3yeT MexaHu3Mbl 6€30MNacHOCTU M pasrpaHUYeHuns A0CTyna, BCTPOEHHble B OnepaumnoH-
HYI0 CMCTEMY. DTO O3HAYaeT, YTO KaxAbl Nofib30BaTeNb, OTKpbIBas paboyyo ceccuio onepaumoHHOM
CUCTEMbI, MPOXOAS MPWU 3TOM BCTPOEHHblE npoueaypbl ayTeHTudukaumm (HanpuMmep, BBoAs Npu 3TOM
CBOW NOMMH W Maposib UM NpeaocTaBMB CBOK CMapT-KapTy), NOMy4YaeT npuv 3TOM AOCTYN K JINYHbIM
XpaHunuam cepTndunKaTos.

Ona poctyna K XpaHunuuwam B npoctpaHcTtBe Local Machine ncnonb3ynte npaBuna pasrpaHu-
yeHunsa goctyna OC Windows.

Onsa poctyna K 3awmweHHoMy npodunio nosb3oBaTtens (hakTuueckm, Ana AocTyna K 3aKpbl-
TOoMy Khtody) Tpebyetca naponb. Moaynb «Kpuntollpo SSF» u ncnonbsyemoe UM CpeacTBO KPUMTO-
rpaunyeckon 3awmnTbl MHOOPMaLMN MMeeT BO3MOXHOCTb CaMOCTOATE/IbHO 3anpalimBaTb Naposib 40-
CTyna K CeKpeTHOMY K4y (BbIBOAUTbH Ha 3KpaH OKHO 3anpoca napons). [pu 3ToM aencrByeT npa-
BWNO: €CNN AJSINHA NepefaHHoro B GyHKUMIO Napons MeHblle nnbo paBHa TPEM CMMBOMAM WM NMepBbIn
CMMBOJT SIBISIETCS CMMBOJIOM «!» (BOCKNMUATENbHbLIN 3HaK), TO MoAynb byaetr paboTtaTb B MHTEpak-
TUBHOM pexuMme, U caM byaeT 3anpawwmnsaTb BBOA napons (3T1o TpebosaHune cneumndukaunm SAP ang
moaynen SSF). B npoTUBHOM cnydae moaynb 6yaet paboTaTb B «MonuyanuBom» (silent) pexume u
NporpaMMHbIM NYTEM yCTaHaBAMBATb Naposb, NepeAaHHblli B apryMeHTax Bbi3biBaeMoln QyHKLNN.

HekoTopble yXe CylecTBYyOWMe NpUNoXeHNs He NogaepXMBatoT 3TO TpeboBaHue cneundu-
Kauun SSF API, nepenaBsas B KayecTse Naposid NyCcTyo CTpoKy. [na COBMECTUMOCTU C HUMWU B MOAYJIb
«Kpuntollpo SSF» 6bina pobasneHa AonofaHUTENbHas  onuusa/NepeMeHHas OKpYXeHus -
CP_SSF_ASK_PIN_WHEN_EMPTY.

[JaHHasa nepeMeHHas ucnonb3yetca B dyHKuMAx SSF, rae TpebyeTca AOCTYN K 3aKpbITOMY
Knouy nonb3oBaTtens (SsfSign, SsfAddSign, SsfDevelope). Ecnm 3HayeHne gaHHOW NepeMeHHOW paB-
HO «1» mnn «YES» mnn «TRUE», To B cny4dae, korga npuioxeHue nepepaet moaynto «Kpuntollpo
SSF» nycTylo CTpOKYy B Ka4yeCTBe Napons AOCTyna K KOHTEMHepy 3aKpbiTOro kaw4a, moaynb byaet
pacueHMBaTb 3TO KaK yKa3aHuWe Ha BbiBOA OKHa /14 3arpoca napofs AOCTyrna K 3aKpbITOMY K4y
(ecnn Ha KOHTEMHep yCTaHOBMEH MapoJib).

Cnncok AONOMHUTENbHBLIX MNapaMeTpoB npuBedeH B «[lpunoxeHue. CNMCOK NEPEMEHHbIX
OKpY>XeHnsa n napameTpoB ssf.ini».
4.5. XypHan pa6botbl mogyna Kpuntollpo SSF

Moaynb «Kpuntollpo SSF» BeneT TpacCMpOBKY MCMNOMb30BaHWUSA BbI3OBOB GdyHKUMN. [aHHasd
TpaccMpoBka noMoraetr pasobpaTbCs Npu BO3HUKHOBEHUM OWMOOYHbIX cuTyauuin. OHa AOCTynHa
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CpeacTBaM OT/afKku nporpamMM. Ons 3anmcu TpaccMpoBKM B daiil Hy)HO HacTpouTb dain Trace.ini,
KOTOpbIA MOXET pacnosiaratbCsa B KaTasorax:

%commonappdata%\Crypto Pro\
%localappdata%\Crypto Pro\

Moaynb «Kpuntolpo SSF» mweT napaMeTpbl TPACCUMPOBKM CcHavana B danne %commonap-
pdata%\Crypto Pro\Trace.ini (obwmnin dpann ana scex nonb3oBartenei). Ecnu dann oTcyTCcTBYET UM
TaM OTCYTCTBYET HYXHbIA MapaMeTp, TO Mnpoao/mkaeT uckatb B dawnne %localappdata®%\Crypto
Pro\Trace.ini (daiin B katanore AppData TekyLwero nonb3oBaTtens, nNog y4eTHbIM MMEHEM, KOTOPOro
paboTaeT NpunoXeHne).

Mpumep dalina HaCTPOeK TPacCUPOBKMU:
[Trace]
ProcessFlags=2

cpsapssf.dli=4
cpsapssf.dll.Logfile=cpsapssf.log
cades.dll=4
cades.dll.Logfile=cpsapssf.log
tspcli.dll=4
tspcli.dll.Logfile=cpsapssf.log
ocspcli.dll=2
ocspcli.dll.Logfile=d:\temp\ocspcli.log

JaHHble napaMeTpbl 03HaYaloT:
- BknwouuTtb TpaccupoBky ans moaynsa cpsapssf.dll ¢ cambiM geTanbHbIM ypoBHEM (4)

- 3anucbiBaTb TpaccupoBky moaynsa cpsapssf.dll B daiin cpsapssf.log, koTtopbein 6yaeT co-
34aH B KaTtanore %commonappdata®%\Crypto Pro\LogFiles\, a npu HeBo3MOXHoCTKN (OT-
CYTCTBMM MpaB [ocCcTyna) — B KaTtanore %localappdata%\Crypto Pro\LogFiles\. Ecnun dann
yXe cylectByeT, TO MHpopMauuns B Hero 6yaeTt ONMUCbIBaATbCS.

- BknwounTb Tpaccuposky aAng moaynsa cades.dll ¢ caMbiM aeTanbHbIM YPOBHEM (4)

- 3anucbiBaTb TpaccupoBky moaynsa cades.dll B ¢pann cpsapssf.log, koTopbin 6yaeTt co3gaH B
katanore %commonappdata®%\Crypto Pro\LogFiles\, a npyu HEBO3MOXHOCTN (OTCYTCTBUMU
npaB Aoctyrna) — B KaTtanore %localappdata%\Crypto Pro\LogFiles\. Ecnu ¢dann yxe cy-
LecTByeT, To nHbopMaumnsa B Hero 6yaeTt AONUCbIBATLCS.

- Bknwountb TpaccuposBky ansa moayns tspcli.dll ¢ caMbiM getanbHbIM YypoBHEM (4)

- 3anucbiBaTb TpaccmpoBky Moayns tspcli.dll B dann cpsapssf.log, koTopbin 6yaet co3gaH B
katanore %commonappdata®%\Crypto Pro\LogFiles\, a npyu HEBO3MOXHOCTN (OTCYTCTBUMU
npaB Aoctyna) — B Katanore %localappdata%\Crypto Pro\LogFiles\. Ecnu ¢dann yxe cy-
LLLeCTBYET, TO MH(pOpMaLUMs B Hero 6yaeTt AoNMCbIBaTbCS.

- Bknwountb TpaccupoBky ana moaynsa ocspcli.dll ¢ ypoBHem getanmsaunm 2.

- 3anuceiBaTb TpaccupoBky moaynsa  ocspcli.dll B dann ¢ abcontoTHbIM  MMEHEeM
d:\temp\ocspcli.log. Ecnn daiin yxe cywectsyeT, TO MHGOpMaumsa B Hero 6yaeT AoNUChHI-
BaTbCs. [paBa Ha co3gaHue/3anncb B AaHHbIN dann A0MXHbl 6bITb COOTBETCTBYOLWMM 06-
pa3oM yCTaHOBMEHbl aAMUHUCTPATOPOM.

YpOBEHb TPACCUPOBKM MOXET NMpUHUMaTb 3HadeHne ot 0 ao 4. 0 — TpaccupoBKa OTCYTCTBYET,
4 — camblli feTanbHbll YPOBEHb TPACCUPOBKM.

MapameTp ProcessFlags oTBeuyaer 3a AOMONHUTENBHYK WHGOpMauuo, oTobparkaemon Ans
Kaxaon cTpoku. Ecnu yctaHoBneH 6muT 2 3HauyeHUs AaHHOro napaMmeTpa, TO KpoMe CoAepXKaTebHOro
TeKkcTa B CTpoke byaeT oTobpaxaTbCsd MHGpOpPMauMs 0 MecTe, B KOTOPOM BO3HUKO cobbiTMe Tpaccu-
poBKM (MMA YHKUMK, nMa dalina Koga, HOMep CTpOKM B dakne McxogHoro koga). DTO MOXeT Mno-
MOYb B BbisiBNeHnn npobnembl pa3paboTynkoM mMoayns.
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NUma dainna xxypHana MoxeT 6biTb 3a4aHO KakK OTHOCUTENbHbLIM (TONIbKO UMSI U pacluMpeHune),
Tak 1 abconoTHbIM, BKOYAsa NOJIHbLIA NyTb A0 danna.

Ecnn nMsa oTHOCMTeNnbHOE, TO CHavasla NMpou3BOAUTCS MOMbITKA CO34aTb/OTKPbITh (halia B Ka-
Tanore obweM pns Bcex nonb3oBatenen %commonappdata%\Crypto Pro\LogFiles\, a npu otcyT-
CTBMK MpaB AOCTyna Ha AaHHYK onepauuio — B KaTajsiore nosb3oBatens %localappdata%\Crypto
Pro\LogFiles\.

Nmsa cekumm [Trace] - obsa3aTenbHO.

4.6. XypHan pabotbl Moayna Kpuntollpo SSF B OC UNIX/Linux

B OC cemeitictea UNIX/Linux Mogynb «Kpuntollpo SSF» MOXeT BEeCTU TPacCUpPOBKY TOJIbKO B
CUCTEMHbIN XypHan (syslog). Ons atoro Heobxoammo B cekumn [debug] koHdbuUrypaumoHHoro danna
CK3WM KpunTtollpo CSP /etc/opt/cprocsp/config[64].ini nonucaTe MMeHa Moayen, noanexawmx Tpac-
CUpOBKe cnefyowmm obpasom:

<Wma moayna>=15
<Uma mogyna>_fmt=57
Hanpumep:
cpsapssf=15
cpsapssf_fmt=57

ocsp=15
ocsp_fmt=57

tsp=15
tsp_fmt=57

cades=15
cades_fmt=57

4.7. OnucaHue oCHOBHbIX yHKUMN SSF API

B naHHOM pa3gene npusefeHbl NULb HEKOTOPble 0CO6EHHOCTM peanu3aunm dyHKuun SSF API.

MoapobHoe onncaHue MHTepdenca NpuBeaeHO B TEXHUYECKON AoKyMeHTaumm SAP - «Secure
Store & Forward (SSF). API Specifications (Version 1.0)».

4.7.1. SsfVersion

Mpu ycnewHoM 3aBeplieHMn Bo3BpalwaeT cTpoky "Crypto-Pro SSF library for SAP Version
1.01".

4.7.2. SsfQueryProperties
OYHKLUMA BO3BpalLlaeT 3Ha4YeHMs NnogaepXXnBaemMbiX MoAyemM CBONCTB:

HanmeHoBaHMe cBOWCTBa | 3Ha4YeHue

PROPERTIES "FORMATS; HASHALGS; ENCRALGS; SSF_POPUPS"
FORMATS "PKCS7;CADES; PKCS7 CADES;PKCS7 ANY"
HASHALGS "SHA1l;GOST3411;G0OST-R-34.11-94;MD2;MD5"
ENCRALGS "GOST28147;G0ST-28147-89"

SSF POPUPS mn
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4.7.3. SsfEncode

DYHKUMA HE KoAMPYET Kaknm-nmbo o6pa3oM BxXOAHble AaHHble. BbixoAHble AaHHble SBASOTCS
TOYHOWM KOMMen BXOAHbIX AAaHHbIX.

MWHMManbHO HeobxoAMMOe KOAMpPOBaHME BbINONMHAETCS (QYHKUMAMU, HOPMUPYIOLWMMU
PKCS#7, CMS coobuweHnunsa (SsfSign, SsfAddSign, SsfEnvelope, SsfDigest). UcxoaHble aaHHblie mpwu
dhopMMpoOBaHNM NOAMNMCAHHOIO/3aWwndpoBaHHOro coobuwieHns, coobleHns, cogepxallero BblUNCEH-
HOe X3W 3HayeHue, ecnum Toro Tpebyet API BkNaabiBalOTCA C aBTOMAaTMYECKON KOANMPOBKOM B popmaT
PKCS#7 — DATA.

4.7.4. SsfDecode

DYyHKUMS He AeKoaMpyeT KakuM-nm6o o6pa3oM BXOAHble AaHHble. BbiXoAHble AaHHble ABNSA-
IOTCS TOUHOM KOMKMEeN BXOAHbIX AaHHbIX.

MMWHMManbHO HeobxoanMMoOe AeKOoAMPOBaHME BbIMONHAETCS aBTOMaTuyeckn yHKUMSMN, OeKO-
avpyowmmm ncxogHbole PKCS#7, CMS coobuweHuns (SsfVerify, SsfDevelope).

4.7.5. SsfSign

OyHKuMa dbopMmmpyeT M BO3BpawaeT coobuieHne B ykaszaHHOM dopmaTe, coaepXxawme sek-
TPOHHbIE MOAMNUCU OAHOI0 MK 6onee «NOAMUCAHTOB>.
U

Kak 6b110 onmcaHo B . “®opMaTbl KpunTorpaduyecknx coobweHnin” Bo3MoOXXHO dopMmpoBa-
HMe NpOCTOM W ycoBeplueHCTBOBaHHOM JI1, BKAKYalLWeEN BCe AoKasaTenbCTBa MOAJMHHOCTM KOH-
KPETHOW 3NeKTPOHHOM noanucu. Ansa opMupoBaHUS NpoCToOM NOAMUCKU UCMONb3yeTca popMaT C CUM-
BOJIbHbIM 0603HauyeHmeMm «PKCS7». [na ¢popMMpoBaHMS yCOBEPLUEHCTBOBAHHOM MOAMMCUA MUCMNONb3Y-
eTcsa dopmaTt € CMMBOSIbHbIM 0603HavyeHnem «CADES» nnu «PKCS7_CADES».

3HayeHWe napameTpa Cc uaeHTudmukatopom Hash anroputma He aHanusupyetca. OAna popmu-
pOBaHUSA KOHKPETHOW MOAMUCU UCMONb3YeTCa X3W anroputM Hambonee cCOOTBETCTBYIOLWMN NpeacTtas-
NIeEHHOMY B cepTudukaTte Kaoya nposepkn 31 anropuTMy OTKPLITOro Kio4a M UCNONb3yeMoMy ANns
3Toro CK3MW.

dopMupyemoe cooblieHne MOXKET BK/OYaTb WM He BKJOUYaTb B cebs cepTudunkaTbl KAro4den
npoeepkn 3l B 3aBUCMMOCTM OT 3HAYEHUS COOTBETCTBYHOLWEro napametpa ¢yHkumn. CooblieHns B
¢dopmate CADES aBToMaTMueckun Bko4alT B cebsa ceptudmkaTbl 1 BCe agpyrne HeobxoamMble foKa-
3aTeNnbCcTBa NOAJMHHOCTU AaHHoM DI1.

dopmMupyemoe coobuieHne MoxeT BkodaTb (attached) wvnu He BkntouaTh (detached) B cebs
ncxogHole (NoanucbiBaeMble) AaHHblE B 3aBMCMMOCTM OT 3HAYEHUSI COOTBETCTBYHOLWEro napamMmeTtpa
dyHKUNN.

PesynbTat (MognucaHHoe coobueHne) dopMmMpyeTcs NUb B TOM Ciiyyae, ecnm ceptudukaTthbl
BCEX «MOAMWUCAHTOB» HaWAEHbl, BCE 3aKPbiTble KIHOUM AOCTYMHbI, BCE MApOSIM K K/lO4YaM YyKasaHbl
npaBuibHO. T.e. KOrAa NOAMUCKM BCEX YKa3aHHbIX B CMUCKE «MOAMMUCAHTOB» ycnewHo copmmpoBa-
Hbl.

[ns Kaxaoro «noanucaHTa» yKasblBaeTCsl ero MaeHTUdUKaATop, XpaHunuvwe cepTUdUKaTos,
KakK ykasaHo B n. «MaeHTudunkaTopsbl, 3almiLeHHbIe MPOdUAIN U aapecHble KHUTM Nofib30BaTeNnen», a
TakXe naposib AOCTYNa K 3aKpblITOMY K/O4Yy, Kak yka3aHo B n. «[aponu foctyna K 3alMeHHbIM
NpoduIsM 1 afpecHbIM KHUram».

Bonee noapobHO NapaMeTpbl M BO3BpaLlaeMble 3HAUYEHUS YKa3aHbl B TEXHUUYECKOW AOKYMEH-
Taumm «Secure Store & Forward (SSF). API Specifications (Version 1.0)».

4.7.6. SsfVerify

OyHkuma SsfVerify ocyuwecTBnseTr npoBepKy BCeX 3/eKTPOHHbLIX MNoAanucer B nepesaHHOM
NoANMCaAaHHOM coobuweHnn n hdopMnpyeT CNNMCOK BCEX «MOAMMCAHTOB» AaHHOro cooblieHns, BKoYa-
ownn ceptndukaT Kawyda nposepkn I, ngeHtudukatop «nognucaHta» (none Subject x.509 cep-
Tudukarta kntoda nposepku M), Bpema dopmuposaHmsa I (SigningTime). Ecnm B coobuieHnn co-
Aepxartca mcxogHbole (NognucbiBaeMble) AaHHble, TO MYHKLUMSA MpU yCMewHOM 3aBeplieHnn BO3Bpa-
LaeT TaKXe M 3Tu AaHHble. Ecnm coobuieHne coaepXuT npucoegmHeHHyto 3 n npn 3ToOM AOMNOSHU-
TeNbHO YKa3blBalOTCA MCXoAHble (noamnucbiBaeMble) AaHHble, TO AOMOSHUTENIbHO OCYLECTBASETCS

30



Kpuntolpo SSF. MHCTpYKUKMS NO UCNOSIb30BaHUIO.

npoBepka Ha WAEHTUYHOCTb MOAMMCAHHbIX AAHHbIX, COAEpPXALIMXCA B MPOBEPSEMOM COOOLLEHUN, C
nepefaHHbIMKU UCXOAHbIMU AaHHbIMU. Ecnn 3TM AgaHHble OoTnM4YaloTcs, TO BO3BpallaeTcs coobuieHue
06 owmnbke.

PesynbTat (nognucaHHoe coobuweHne) popMuMpyeTcs Nuwb B TOM ciy4yae, ecnn ceptudukar
«noAnncaHTa» HaAeH, 3aKpbITbli Koy DI AOoCTyneH, Naposib Ha AOCTYMN K KUy yKa3aH npaBwusib-
HO.

[Ons ocylwecTB/ieHMs NpoOBEPKM Noagnncn HeobxoanMMOo NpaBuIbHO NepedaBaTb 3HayeHne dop-
MaTa coobLieHuns, ucrnosib3oBaBlerocs npu gopMupoBaHmn (NOAMUCU) MCXOAHOro coobuweHmns. Kak
6b110 onncaHo B n. “®opMaTbl Kpuntorpadumueckmx coobeHnin” napametrp dpopmata MOXeET MPUHU-
MaTb ABa 3HauyeHus: «PKCS7» - ana npoctoih 3N n «CADES» («PKCS7_CADES») - gnsa ycoBepLueH-
CTBOBaHHOM JI1.

Mo>)HO yka3aTb 3HadyeHue ¢dopmata «PKCS7_ANY». B gaHHOM cnyyae moaynb 6yaet aBTOMa-
TU4Yeckn onpegensatb ¢dopmaT nepefaHHoOro emy kpuntorpadpuyeckoro coobuwenmns (PKCS#7 wnn
CADES) n 3anyckaTb COOTBETCTBYOLLYIO 06paboTky. DTO no3BossieT obpabaTbiBaTb COOOLIEHUSA, He
3Has 3apaHee No KakoMy TUny OHO 6b1s10 COOPMMPOBAHO KOHTPAreHTOM.

3HavyeHne napaMeTpa MCNOb3yeMON aApeCcHON KHUIMM NoSib3oBaTeNns A0/KHO (popMMpoBaThCS
B COOTBETCTBMW C NMpaBwiamu, onucaHHbiMM B N. «NaeHTudumkaTopbl, 3awmuieHHble npodunm n aa-
peCHble KHUIM Nonb30oBaTenemn».

dopMupyemMmoe coobuieHne MOXKET BK/OYaTb WM He BKJOUYaTb B cebs cepTudukaTbl KAro4den
npoeepku 3l B 3aBUCMMOCTM OT 3HA4YE€HUsI COOTBETCTBYHOLWEro napametpa ¢yHkuun. CooblieHns B
dopmaTe CADES aBTOMaTMuecku BK/O4YatloT B cebs ceptudukaTtbl n Bce agpyrve Heobxoanmmble goKa-
3aTenbCTBa NOAMHHOCTM AaHHou I,

PesynbTat paboTbl pyHKUMU, 3anosiHEHME mnonen npoduns «noannucaHToB» (GopMUpPYIOTCS B
COOTBETCTBMW C MpaBuiaMu, ONMUCAHHbIMKM B TEXHUYECKON AOKyMeHTauumm «Secure Store & Forward
(SSF). API Specifications (Version 1.0)».

B paHHoM Bepcum moaynsa napameTrp @yHkumm bUseCerts (ucnonb3oBatb v Npu nNpoBepke
cepTuduKaTbl BIOXEHHbIEe B cooblleHne) He aHanusupyetcs. Peanusaumsa ncnosiblyetr BCe BO3MOX-
HOCTW ANS NOUCKa cepTuduKaTa K4da npoBepKn KoHKpeTHon 3I. Ecnn cepTudukaT NnpuCcyTCTBYET B
coobLeHnn, To OH UCMONL3YETCH, €CNN HET, TO cepTUdUKAT ULWETCA B YKa3aHHOM XpaHunuue cep-
TudmnkarTa.

Mocne npoBepkn Kaxaou NoanucK rno yMOAYaHMIo OCYLLEeCTBASETCS U NpoBepKa cepTudmnkaTa
Kntova nposepku II1. pu 3TOM NpoBepseTcs BCA Lenodyka cepTudukaTos, BKKOYAsS MNPOBEPKY Ha
OT3bIB Kaxa0ro ceptudurkarta, 3a UCKIIOYEHUEM KOPHEBOIO.

Ecnn Heo6xoaAMMO OTKAKOUUTbL MpoBepKy cepTudUKaToB Ha OT3biB B coobuieHunax PKCS#7
MOXHO YyKa3aTb B MEPEMEHHON OKPYXEHUs WK B 3Ha4YeHUM napameTpa dakna HacTtpoek ssf.ini
CP_SSF_VERIFYCERTFLAGS 3HauyeHue 0 (CP_SSF_VERIFYCERTFLAGS=0). B naHHOM nepeMeHHOM
MOXHO YKa3blBaTb M ApPYrue 3HayeHus, CBsI3aHHble C NPOBEPKON cepTudukaTta. 3HadeHne npeacras-
naetca  16-puyHbIM  3HAYeHMeM OUTOBOM Macku ¢naroB QyHKUUNK CertGetCertificateChain
(http://msdn.microsoft.com/en-us/library/windows/desktop/aa376078(v=vs.85).aspx).

3HayeHne faHHOro napaMeTpa pacnpoCTPaHSeTCa TOSIbKO MPU NPoOBepKe 3/1IeKTPOHHbIX Moanu-
cen, chopmmpoBaHHbiX no ¢gopmaty PKCS7. Ona ¢dopmata CADES Bcerga nposepsieTcs NOAMUCH U
cepTmudmKaTbl NO CaMbiM CTPOrMM NpaBusiaM, OMUCaHHbIM B COOTBETCTBYIOLLEM CTaHAaApTe.

Heob6xoanMmMo OTMETUTb, UTO B AaHHOW peanu3auunn dopmata CADES He gonyckaeTcsi UCnosib-
30BaHne OCSP oTtBeToB, y KoTOpbiX none ThisUpdate (Bpemsa Hauana pencrtena OCSP oTtBeTa) MeHb-
lle BpPEMEHW, yKasaHHOM B WTaMne BpeMeHUu. T.e. nHdopMmaumss o6 oT3biBe cepTudukaTta AoKHA
bbITb «CcBeXein», Aabbl NCKIIOYNTb UCNOIb30BaHMWE HE[O0CTOBEPHOM MHGOPMauumM o ctatyce ceptmdu-
KaTa Ha MoMeHT noanucu. Kpome aTtoro npu otcytctBum B OCSP oTteBeTe nons NextUpdate (cpok
OKOHYaHUS AeNcTBus MHpopMaumm o crtaTyce ceptudukaTta B AaHHOM KoHKpeTHoM OCSP otseTe),
3HayeHune nonsa ThisUpdate He Ao/MKHO NMpeBbIWaTh BPEMS, YKa3zaHHOe B WTamMne BpeMeHn 6onee yem
Ha 5 MuHyYT. lMoaToMy HeobxoaMMO cneauTb 3a CUMHXPOHM3aUMen BpeMeH yKasaHHbiXx cnyx6 (TSP,
OCSP), ocobeHHO, ecnmn oHWM pacnosiaratoTCs Ha pa3HbIX cepBepax.

Mpu dopmupoBaHnm coobuweHuin 3N no ¢popmaty CADES B TOM cnyuyae, ecnm moaynb «Kpun-
Tollpo SSF» nony4yaetr OCSP oTBeT oT cnyx6bl OCSP co 3HayeHneM BpeMeHeM B none ThisUpdate
MEHbLUMM, YEeM B MOJIYYEHHOM LITaMmne BpeMeHu, oH bygeT npogosmkaTtb nocbuiate OCSP 3anpockl ¢
HEKOTOpbIM MHTEpPBANOM A0 TEX NOp, NMOKa 3TU BPEMEHA He CTaHyT, XOTs 6bl paBHbIMU.
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B cnyuae, korga ans ¢dopmmpoBaHusa I no ¢gopmaty CAdAES mcnonb3yoTcs NporpaMMHbie
cpeacTtBa ApYyrux NpousBoauTeNnen, KOTOpble B 3TOT MOMEHT He MPOBEPSIOT pPacXoXAeHWe BPeMEHMU
wTamna speMmeHn n OCSP oTeBeTa, MOXET BO3HUKHYTb CUTYyaLMsl, Koraa OKpyrieHHoe A0 CEKYHA Bpe-
M OCSP oTBeTa OKaXeTCs MeHblue HeoKpyrieHHoro BpemeHn wtamna (ao 0.5 cek). Moaynb Kpun-
TolMpo SSF npu npoeepke 2l Takmx coobLLUEeHM MOXET BblAaTb OWNOKY. N8 npeaoTBpalleHns Takux
CUTyauun MOXeT mcnosib3oBaTbCsi NapaMeTp AllowedExceedingTSPoverOCSPTime B HacTpolkax nosu-
Tnkn moayna CAdES («[lonycTuMmoe npesbllleHNe BPEMEHW LWUTaMNa HaZ4 BPEMEHEM Hadana AenCcTBuS
(ThisUpdate) OCSP otBeta B CAdES coobuweHunsax. Ot 0 go 10 cekyHa»). 3HadeHMe gaHHOro napa-
MeTpa 3ajaeTtcs npu yctaHoeBke moaynsa Kpuntollpo SSF (cM. n. «YcTtaHoBKa guctpmbyTtmea Kpunto-
Mpo SSF»), n 3aHocutcsa B Peectp Windows B kntou HKLM\Software\Policies\Crypto-Pro\CAdES\.

4.7.7. SsfEnvelope

OyHkuma SsfEnvelope dopmupyetr 3awundpoBaHHoe coobuweHne (umdpoBoil KOHBEpPT-
ENVELOPED DATA) ans HeCcKONbKWUX YKasaHHbIX nonaydatenen. Ona wudpoBaHMS UCMONb3YyeTCs
TO/IbKO CMMMETPUYHbIN anropmntMm wudposanmsa TOCT 28147-89. Ceptudukartbl noaydyartenen anek-
TPOHHOIO COODBLWEHN TakKXe AOJIKHbl COAEp)XaTb OTKPbITbIE K/OUM U MoAnUCU CHOPMUPOBAHHLIE C
ncrnonbsosaHmem anropmutmos NOCT.

MapameTp «dopmaT» B AaHHON (GYHKUMW MOXET MPUHMMaTb KakK 3HadeHune «PKCS7», Tak u
«CADES» («PKCS7_CADES»). Kakonm n3 HMX MCNOJSIb30BaTb — HE MMeEEeT HMKAKOro 3HadeHus. Ha
dopMaT MTOroBOro coobLeHnst 3ToT BbIGOp HNUKAK HEe BUSET.

3HayeHMe napaMmeTpa MCNOMb3yeMOM aApeCHOM KHUIMM Mofib3oBaTeNid, a TakXe 3HayvyeHus
NAEHTUMUKATOPOB NOsy4yaTesien B CNMCKe nofaydartenen Ao/mkHbl GopMMpPOBaTbCA B COOTBETCTBUMU C
npasuiamMun, onUCaHHbIMKU B M. «MaeHTUdUKaTOPbI, 3alMLLEeHHbIe NpoduUanN N agpecHble KHUMM NOofb-
30BaTenemn».

NTorosoe 3awmundpoBaHHoe cooblieHne hopMMpyeTCca NuWb B TOM Cny4ae, €Ccau Bce nosayda-
Tenu N3BECTHbI, UX CepTUPMUKATbI HaNAEHbI B YKa3aHHOW aapecHOW KHUre n AocTynHbl. Koabl Bo3Bpa-
Ta dyHKUMM K pe3ynbTaTa 06paboTkm Kaxkaoro u3 nonydvartenen opMUpPYOTCS B COOTBETCTBUMU C
npaBuiamMun, ONUCaHHbLIMKM B TEXHUYECKOM AOKYMeHTaumm «Secure Store & Forward (SSF). API Speci-
fications (Version 1.0) ».

4.7.8. SsfDevelope

OyHkumna SsfDevelope pacwudposbiBaeT coobuleHne, 3awmndposaHHoe dyHkumen SsfEnve-
lope, Ang oAHOro ykasaHHoro nony4artens. Ans pacwudpoBaHuUs CoobLEHUS UCMONb3YyeTCs 3aKpbl-
TbIA K04 nonyyaTens. MNons 3awmweHHoro npodunsa nonyyvyatens AoNXHbl 6biTb 3aMofIHEHbI B COOT-
BETCTBMU C NpasuiaMm onucaHHbIMW B NMn. «MaeHTUdMKaTOpbl, 3awuileHHble Nnpoduan U agpecHble
KHUMM nonb3oBaTtenen» u «Maponn AocTyna K 3awMieHHbIM NpoduisM U agpecHbIM KHUram».

MapameTp «dopMaT» B AaHHOW (PYHKUMM MOXET NMPUHMMATb KakK 3HayeHume «PKCS7», Tak u
«CADES» («PKCS7_CADES»). Kakon M3 HMX MCNOJSIb30BaTb — HE MMeEeT HMKAKOro 3HadeHus. Ha
¢dopmaT MTOroBoro coobLieHns 3ToT BbI6Op HMKAK He BAUAET.

3HavyeHne napaMeTpa MCNOAb3yeMON aApeCcHOM KHUIMM NoJSib30BaTens AOXKHO (popMMpoBaThCs
B COOTBETCTBUM C MpaBusiamMu, ONMUCAHHbLIMW B N. «aeHTUdUKaTopbl, 3almlieHHble npoduam v aa-
pecCHble KHUIMM Nosb30BaTesnen».

B cnyuae ycnewHoro 3aBeplueHms dyHKLUUN BO3BpaLLaeTca paclundpoBaHHOE COObLLIEHME.

Koabl Bo3BpaTa dyHKUMM N pe3ynbTaTa 06paboTku Kaxaoro n3s nonydvarenen gopMmmpyroTcsa B
COOTBETCTBUM C MpaBunamu, ONMUCaHHLIMU B TEXHUYECKOW AOKyMeHTauuum «Secure Store & Forward
(SSF). API Specifications (Version 1.0) ».

4.7.9. SsfAddSign

B otnuumne ot pyHkumnm SsfSign gaHHasa dyHkumsa dopmupyeTt gobasnseT ewé oaHY 3/1eKTPOH-
HYI0 NOAMUCH K YyXe NoANMCaHHOMY CoobLeHMI0 B yKa3zaHHOM dopMaTe, 1 BO3BpallaeT cooblieHune,
BKJlOYalOLLee BCE 3NEKTPOHHbIE MOAMUCUM — BHOBb A06aBNEHHY W coAepXaBLUMECS B WMCXOAHOM
(noanuceliBaeMoM coobuieHumn).

Tun HoBoro coobuweHunsa (attached nmubo detached) dopmupyeTcs B 3aBUCMMOCTM OT TUnNa wuc-
XOo0AHOro nognmcbiBaeMoro C006LI.|,eHI/IFI.
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Kak 6b1n0 onucaHo B nN. “®opMaTbl Kpuntorpadunyecknx coobuieHnin” Bo3mMoxHo dhopMmnpoBa-
HMEe MPOCTOM M ycOoBeplleHCTBOBaHHOM 31, BKk/loYalowelr Bce AoKa3aTenbCTBa MNOATMHHOCTM KOH-
KPETHOW 3N1eKTPOHHOM nognucu. na dopMmnpoBaHms MpPoCTOM NoaNuUCKM UCMonb3yeTcs popMaT € CUM-
BOJSIbHbIM 0603HayveHneM «PKCS7». [ns dopMupoBaHMA yCOBEPLUEHCTBOBAHHOM MOAMNMCKM MCMOJb3Y-
eTcsa dopMaT C CMMBOJIbHbIM 0603HaueHnem «CADES» («PKCS7_CADES»).

3HayeHne napaMeTpa C uaeHTudmkatopoM Hash anropmutma He aHanuaunpyetcs. Ana ¢popMu-
pPOBaHMS KOHKPETHOWM MOAMMUCU MCMOJIb3YeTCs X3W anropnutMm, Hambosiee COOTBETCTBYHOLWMA NpeacTaB-
NeHHOMY B cepTudukaTte kao4da npoBepku DI anropuTMy OTKPbITOrFO K/tova U UCMONb3YEMOMY ANS
3Toro CK3W.

dopMupyeMoe CcoobLieHMEe MOXET BK/OYaTb MM He BKOYaTb B cebs cepTudukaTbl Ktouen
nposepku Ol B 3aBUCMMOCTM OT 3HAYEHUS COOTBETCTBYHOLEro napameTpa dpyHkumn. CooblieHns B
dopmaTe CADES aBTOMaTMuecku BK/O4YaloT B cebs ceptudukaTtbl n Bce gpyrme Heobxoammble goKa-
3aTenbCTBa NOAMHHOCTM AaHHou I,

PesynbTat (NnoagnucaHHoe coobueHne) hopMUpyeTcs Nulb B TOM c/lydyae, ecnun ceptudukat
«noAnucaHTa» HahaeH, 3aKpbiTbli koY I AoCTyneH, Naposjlb Ha AOCTYN K KJHO4Yy yKa3aH npaBuiib-
Ho. Ecnun coobuweHne coaepxunT npucoeanHeHHyto 3 1 npyu 3TOM AOMNONHUTENbHO YKa3biBatOTCA UC-
X0AHble (nognucbiBaeMble) AaHHble, TO AOMOJIHUTENbHO OCYLIECTB/SETCS NpoBepka MAEHTUYHOCTb
NOANMCBLIBAEMbIX AaHHbIX, COAEPXALIMXCS B MOAMUCbIBAEMOM COOBLEHNM C NepeAaHHbIMU UCXOAHbI-
MW OaHHbIMWU. ECn 3T AaHHble OTNMYaloTCS, TO Torosoe coobuieHne He popMmUpyeTcs.

3HayeHWs Nnonen 3alnLLeHHOro nNpoduia «nNoAnuMcaHTa» yKasbliBaloTCs B COOTBETCTBUM C Npa-
BUNAMN, U3TOXKEHHBIMU B MM. «NAeHTUDUKATOPbI, 3alUULLEHHbIE NPOGUNIN N aAPECHbIE KHUTN MOJb-
3oBaTenen» n «Maponu AocTyna K 3alWmeHHbIM NpodUIsM U aApPeCcHbIM KHUraM».

Bonee nogpobHO NapaMeTpbl M BO3BpaLlaeMble 3HAYEHUS yKa3aHbl B TEXHUUYECKON OOKYMEH-
Tauum «Secure Store & Forward (SSF). API Specifications (Version 1.0)».

4.7.10. SsfDigest

JaHHasa dyHKUMA mncnonb3yetcs Ans BbluMcneHuMs Hash 3HadeHns nepepaHHbIX MCXOAHbIX
OaHHbIX MO yKa3aHHOMY anroputMmy. B pesynbTate dopmupyetrca coobuweHmne dopmata PKCS#7 Di-
gestData.

Twn HoBoro coobueHuns: attached nnbo detached, dopmupyeTca B 3aBMCMMOCTM OT 3HaAYEHUS
COOTBETCTBYOLWEro napamerpa GyHKUMN.

MapameTp «dopmaT» B AaHHON (DYHKUMW MOXET MPUHMMATb KakK 3HadeHune «PKCS7», Tak u
«CADES» («PKCS7_CADES»). Kakon M3 HMX MCNOJSIb30BaTb — HE MMeEeT HMKAKOro 3HadeHus. Ha
¢dopmaT MTOroBoro coobLieHns 3ToT BbiI6Op HMUKAK He BAUAET.

3HayeHne napaMeTpa UCNOSIb3YEMOro X3W anropMtMa MOXEeT MPUHMMaTb OAHO U3 CNeayrLmx
3HAYEHU:

- «MD2»

- «MD5»

-  «SHA1l»

- «GOST3411»

Ons coBMeCTMMOCTW C MOAYNSMU APYrux npoussoauTenein BBeAeHbl CMHOHMMbI 0603HaYeHus
anroputMa FOCT P 34.11-94. MNMoMnMO ykazaHHOro naeHtndumkatopa «GOST3411» MOXHO MCNOAb30-
BaTb naeHTudumkaTop "GOST-R-34.11-94". B HEeKOTOpbIX CAy4yasX 3TO NO3BOSET UCNONb30BaTb OAMH
N TOT Xe KOHpUrypaumoHHblii dann ssfrfc.ini.

Koabl Bo3BpaTa dyHKUMMU HGOPMUPYIOTCA B COOTBETCTBUM C NpaBuiaMn, ONUCAHHbIMU B TEXHU-
yeckol aoKyMeHTauum «Secure Store & Forward (SSF). API Specifications (Version 1.0) ».
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5. MpunoxeHne. CNUCOK NepeMeHHbIX OKPYXeHUa U napameTpoB ssf.ini

Ons ykasaHuna AononHUTeNnbHbIX HacTpoek Mmoayns Kpuntollpo SSF MOXHO ncnonb3oBaTb cne-
Ayloume nepeMeHHble OKpyXXeHuns/napameTpsbl daina HacTpoek ssf.ini:

HanmeHoBaHue

3HaueHune

CP_SSF_USERID

Kakoe npeacraBneHne wucnonb3oBaTb AN 0003HAUEHUS UAOEHTU-
dukaTopa ceptudmkaTta, Npu nomowm Kotoporo 6biia NpoBepeHa
oM.

Mo ymonuyaHuto Bo3spawiaetcs «OTanumuTenbHoe UMA» BRagenbua
ceptndmkaTta. Ecnm gna gaHHOWM NepeMeHHOW yKasaTb 3HaueHue
«CERT_HASH», To 6yaet Bo3BpawaTtbcsd SHAL1 XaWw 3HauyeHue «oT-
neyatka» ceptudukara.

Mpumep:

CP_SSF_USERID=CERT_HASH

CP_SSF_ADD_TSP

Cnuncok AOMNONHUTENbHbIX apecoB CNyX6 LWTamMnoB BPEMEHW, pas-
AENEHHbIX CUMBOJIOM «;»

Mpumep:
CP_SSF_ADD_TSP=http://testca.cryptopro.ru/tsp/tsp.srf

Mpn 3ToM npoueaypa noanucu 6yaeT nbiTaTbCa CcHavana
obpawatbCs N0 OCHOBHOMY ajpecy Cnyx6bl, ykKa3aHHOMY B
OCHaCTKe TpynnoBOM MOJINTUKK, a B Clly4yae Heyaayn, NnoBTOPSTb
npoueaypy € UCNoOsb30BaHWUEM aApecoB CryX6 ykasaHHbIX B nepe-
MEHHOW OKpPYXXEHUS.

CP_SSF_VERIFYCERTFLAGS

[JaHHaa nepeMeHHas WUCNosb3yeTcsa TONbKO Npu nposBepke 3l
cchopMupoBaHHoM no craHgapty PKCS#7. Tllpu nposepke 3T,
ccopMupoBaHHbIX no ctaHaapty CADES, ceptudwukaTtbl Ha OT3bIB
NMpoBepSTCA BCerga, B COOTBETCTBMM cO cneundukaumen CAdES
X Long (No BK/OYEHHbIM B cOObLLEeHMe aOoKa3aTebCTBaM aKTyasb-
HOCTK cTatyca ceptudumkata — OCSP oTBeTaMm)

Ecnn HeobxoAMMO OTKNOUYUTL NPOBEPKY CEPTUPUKATOB Ha OT3bIB B
coobuweHnsax PKCS#7 MOXHO ykasaTb B AaHHOW MepeMEeHHON 3Ha-
yeHune 0 (CP_SSF_VERIFYCERTFLAGS=0).

B OaHHOW nepeMeHHOM MOXHO YyKa3blBaTb W Apyrue 3HauyeHus,
CBSI3aHHble C NPOBEpPKOM cepTudunKata. 3HauYeHne npeacTaBiseTcs
16-puYHbIM 3HayeHneM 6utoBOM Mackm dnaros QyHKUUU
CertGetCertificateChain (http://msdn.microsoft.com/en-
us/library/windows/desktop/aa376078(v=vs.85).aspx).

3HayeHne JaHHOro NnapameTpa pacnpoCTpaHsAeTCs TONbKO NMpu
NMpoBepKe 3NEKTPOHHbIX Moanucen, copMnUpoBaHHbIX Mo dopMaTty
PKCS7. Ona ®opmat CADES Bcerga nposepsieTcs nognucb U cep-
TUdUKaTbl N0 CaMbiM CTPOrMM MpasBuaM, ONMCaHHbIM B COOTBET-
CTBYHOLLEM CTaHAapTe.

Mpumep:
CP_SSF_VERIFYCERTFLAGS=10000000

Mo yMonuyaHuio ncnonb3lyetcs 3HadyeHne 0x40000000
(CERT_ CHAIN REVOCATION CHECK CHAIN EXCLUDE ROOT)

CP_SSF_ASK_PIN_WHEN_EMPTY

[JaHHas nepeMeHHas ncnonb3yetca B pyHKumax SSF, raoe Tpebyet-
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Cc  OOCTynm K 3aKpbiITOMy KAkody nosb3oBatensa (SsfSign,
SsfAddSign, SsfDevelope). Ecnn 3HauyeHue AaHHOW MNepeMeHHOMN
paBHO «1» mnn «YES» mnn «TRUE», TO B cny4dae, Korga rnpuioxe-
Hue nepegaeT moaynto «Kpuntollpo SSF» NycTyko CTpoKy B Kade-
CTBE Naponsl AOCTyna K KOHTEMHepy 3aKpbiTOro Kiw4ya, Moaysb
6yneT pacueHMBaTb 3TO KakK yKa3aHWe Ha BbIBOA OKHa AJ1s 3anpoca
napons AOCTyna K 3aKpbITOMY K/tovy (ecnu, KOHeYHO, naposib Ha
OAHHbIA 3aKPbITbIA KJIHOY YCTAHOBJIEH).

CornacHo cneundukaumm SAP Ha SSF API, moay/ib AO/IXEH BbIBO-
AnTb nogobHoe OKHO, eCcnM B KayecTBe MNepBOro CMMBOAa, nepe-
OAHHOM eMy CTpOKM mapons, naet «!» (BocknumuaTtenbHbIA 3HaK).
HO HeKoTOpble yXe CywecTByowmne NpuaoXeHms BMecTo 3Toro ne-
pefatoT NycTyl CTPOKY, MO3TOMY AN COBMECTUMOCTM C HUMWU B
moaynb «Kpuntollpo SSF» 6bina nobaBneHa gaHHas onuus.

CP_SSF_VERIFYCERTFLAGS_ONSELECT

[JaHHas nepeMeHHasi UCMoJb3YeTCsa TOJIbKO MpuU MpoOBEpKe CepTu-
dumkaToB B npoueaype orbopa mx B CrMCOK Bbibopa ceptudukaTa
noanucu. B HacTpolikax nonb3oBaTens B KayecTBe UaeHTudumKaTo-
pa ceptudukaTta kaw4da nposepkn I, Npn nomowm KoToporo 6y-
aet dopmuposaTtbcsa DI, MOXHO YyKasbiBaTb KJ/OUYeBOe C/I0BO
$SELECT_CERTIFICATE$ (3Haukun $$ - obsa3aTtenbHbl). B aTom cny-
yae Ha akpaH 6yaeT BblAaH CNMCOK cepTudukaToB. Monb3oBaTesnb
caMm BbIbMpaeT M3 3TOro CrNucKka — Kakon cepTudukaTt UCronb3o-
BaTb. Kaxablin ceptudmkaT, nonagaemMblil B CAMCOK, AOXKEH Npon-
T NpPOBEpPKYy B COOTBETCTBMW C dhnaramMun, ykKasaHHbIMW B AaHHOWN
nepeMeHHoln. Bo3MoXxHble 3HauyeHust diaroB aHaNorM4yHbl nepe-
MEHHOI CP_SSF_VERIFYCERTFLAGS.
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CSP

ocC

CK3un

oM
MoanucaHT

Mony4daTtenb

6. lNepeyeHb coKpalleHnn

KpuntonpoBangep (Cryptographic Service Provider)
OnepauunoHHasa cuctema

CpencTtBo Kpuntorpadunyeckomn 3awmnTbl MHGOpMaLmu
DneKTpOHHas noanuch

(Signer) Bnaaeney 3akpbiTOro knw4da M ceptudukaTa kawoda nposepku M1, npu
NMOMOLLM KOTOPbIX hOpMUpOBaacb 3NEKTPOHHAA NOAMUCH

Bnageney 3akpbITOro Kjto4a U COOTBETCTBYHLLErO cepTudmnkaTa OTKPbITOrO KJtoua,
B ajpec KoToporo wudposanocb coobuweHne. CeptudmkaT OTKPLITOro Kjkuya mc-
Nonb3yeTcs ANs BbIpaboOTKM CECCMOHHOIO Kitoya WwudpoBaHus.
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