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KomnaHua « KPUMTO-MPO», 2019-2021. Bce npaBa 3alLMLLEHbI.

OTOT AOKYMEHT BXOAUT B KOMMIEKT NOCTaBKU U3aenuna. Ha Hero pacnpocTpaHAOTCA BCe YCA0BUA
NINLLEH3NOHHOrO  cornaweHua. be3  cneumanbHOro  MUCbMEHHOrO  paspelleHnA  KoMMaHum
«KPUNTO-MPO» 3TOT AOKYMEHT MW €ro 4acTb B NMEYaTHOM WM SNEKTPOHHOM BUAE HE MOTyT ObiTb

noABepPrHyTbl KONNMPOBAHUIO U Nepegade TpeTbMM IMLAM C KOMMepHECKOVI Lenbto.

MHpopmaums, coaeprkalanca B 3TOM JOKYMEHTE, MOXET ObiTb MU3MeHeHa pa3paboTuMkom 6es
CNeumanbHoOro yBeOOMJIEHMA, 4YTO He ABAAETCA HapylleHMem 00653aTeNbCTB MO OTHOLWEHWIO K

NO/b30BATENI0 CO CTOPOHbI KomnaHum «KPUMTO-MPO».

000 «KPUNTO-MPO»
Appec 127018, r. Mocksa, yn. Cyuiesckuii Ban, nom 18
Tenepon +7 (495) 995-4820
e-mail info@cryptopro.ru

Web Www.cryptopro.ru
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1. BBeaeHnue

[aHHOe pyKoBOACTBO NpefHa3HAYeHO ANA aJMUHUCTPATOPOB CPeACTBa 3aLLMTbl MHPOPMaLUM
«KpuntolMNpo SPR» Bepcua 4.0 (cokpalieHHoe Ha3BaHus usgenma — SPR 4.0). B pyKoBoACTBe cofeprKaTes
cBefeHus, HeobxoanmMble afiMMHUCTPATOPAM 418 HACTPOMKM U YNPaB/IEHUA OCHOBHbIMM MEXaHWU3MaM#

3aLLUUTI.
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2. OCHOBHBbIE NNOCUCTEMBI

dyHKumoHnposaHune C3M SPR 4.0 onupaeTca Ha cnegyrowme noacucTemsl:

e [loagcucrema ynpasieHUA NONUTUKAMMU;

o [loacuctema goBepeHHOMN ayTeHTUdUKaLmu;

e [loagcucrema gUCKPEUMOHHOMO pasrpaHUYeHnsa A0CTyna;
e [loacucrema 3almTbl KPUTUHECKUX PECYPCOB;

e [logcucrema KOHTPOAA JOCTYNA K YCTPOMCTBAM;

e [logcucrema MmaHZATHOrO WKNPpPOBaHMUA;

e [loagcucrema 3aMKHYTOW NPOrpPaMMHOM cpeapl;

e [loacucrema KOHTPOAA 3anycKa CLeHapueB;

e T[loacuctema ayanta 6e3onacHocTy.

JaHHoe PyKoBOACTBO OMWUCbLIBAET MOPAAOK HACTPOMKM CAeaylowmnx MNoANTUK 6e30nacHoCTH
OCHOBHbIX nogcuctem, peannsyembix C31 SPR 4.0:

e [loacuctema 3almTbl KPUTUYECKUX PECYpPCOB;
e [loacMcTemMa KOHTPOAA AOCTYNa K YyCTPOWUCTBaM;
e [loagcuctema MaHAATHOTO WKdPOBaHKA.

OnucaHune nopagKa HacTPOMKM NOMUTUK 6e30MacHOCTM, He BXOAAWMX B AaHHOe PykoBoACTBO,
COAEPKUTCA B COOTBETCTBYIOLLMX AOKYMEHTax B cocTaBe goKymeHTauuu [1], [2], [3] v [4].
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3. [lo/IMTUKM 3a1UThl KPUTUYECKUX PECypCoOB

3.1. 3amuTa 00beKTOB PailJIOBOM CUCTEMbI

BHUMmaHue

Mocne nepBOHa4yanbHOM ycTaHOBKM SPR 4.0 nonutuKa 3awmtbl 06beKTOB ¢alnoBON CUCTEMDI
BK/ItOYEHA B pexknume Ayant. KOHTPO/Ib 40CTyNa NoJsib3oBaTenei K KpUTMYeckum obbektam daniosomn
cucTembl He npounssoguTcal

Mpn nepsoHa4vanbHOM ycTaHoBKe SPR 4.0 cnUCOK NpaBua A0OCTyNa K CbeMHbIM HOCUTENSAM MYCT,
NMO3TOMY aKTMBaAUMA MOJIUTUKU MPUBEAET K NOJIHON B/IOKMPOBKE BCEX KAAaCCOB CbEMHbIX HOCUTENEW.
Mocne yctraHoBkn SPR 4.0 u co3pgaHua 6a3oBoro Habopa npaBua A0CTyNa HEOBXOAMMO BK/OUYUTb
KOHTPO/1b 33 NOAKNOYEHMEM CbEMHbIX HOCUTENEN.

Mpwn nepBoHavanbHoM yctaHoBKe SPR 4.0 cnucok npaBun 3awmTbl 06bekToB GaliNnoBoON cucTeMbI
MyCT, NO3TOMY aKTUBaLMA NOJUTUKU He NPUBOAUT K 6N10KMPOBKE MogMdUKaLmMK Kakux-nMbo obnactei
$alinoBoOM CUCTEMBI.

OnAa v3meHeHUA pexnma paboTbl NOAUTUKM HEOBXOAMMO PACKPbITb B KOHCOAM YMNpPaBAeHUS
NoAUTUKamn cnegyrowmn nytb «KoHpUrypauma komnbtoTepa - Moantukm - KoHdpurypauma Windows
- MapameTtpbl 6e3onacHocTn —> Monutnku Kpuntollpo SPR = 3awmta KpUTUYECKUX PecypcoB —»
dainnosas cuctema» U1, Bbi3BaB MeHI0, BbIOpaTb pasen «CBOMCTBa» M B OTKPbIBLUEMCA OKHE OTMETUTb
NYHKT «AKTUBMPOBATb AencTteune npasun» (Puc. 1)
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Puc. 1.

Obiume I Paclmpenna KpuTudeckux dainos I KOHTpOnb LENOCTHOCTH l

—ar—

u ] OnpeaenuTe obme napameTpbl GYHKLWMOHWPOBAHUA NOACUCTEMDI.

™ AxTuBupoBaTh AelcTEME NPaBMn

[V BrniounTe ayauT

OK || OTMeHa I [[IpUMEHNTE

[na nameHeHua Habopa pacWMPeHnn KpUTUYECKUX PpaitioB HEOBXOAMMO PACKPbITb B KOHCOM
ynpaBieHUa MoAUTMKamMM cnegyrowmii nyte  «KoHdurypauma KomnbioTepa —>  MoanTuku -
KoHourypaums Windows -> Mapametpbl 6e3onacHoctn - Monutukm Kpuntollpo SPR - 3awmta
KpUTUYEeCKMx pecypcoB —> Pannosas cuctema» W, Bbi3BaB MeHIO, BblbpaTb pagen «CBoicTBa», B
OTKpPbIBLLEMCA BbIOPATb 3aKNaAKy «PaclumpeHma Kputmuyeckux eanos» (Puc. 2)

Puc. 2.

CeoiicTBa: ®ailnoBan cicTemMa i i d |

i Obwme PaclumpeHma KpUTUHECKUX cbaﬁnos l KoHTponk LenocTHOCTH I

™

u J OnpeaenuTe oblume napamMeTpsl GYHKLMOHMPOBAHUSA NOACUCTEMDI,

Pacwumpernsa daitnos:
PacumpeHme ] Tun l = NobasuTb
@ exe MpunoxeHue
[ com Mpunoxexue MS-DOS Yaanutoe
|%|dll PacwmpeHie npunoxeHns
|8 ocx SnemeHT ActiveX s
%) cpl SnNEeMEHT NaHEeNW ynpasneHna
% sys CucTemHblit daitn LI

OK || OTMeHa I ﬂpMMEHHTbI

[na n“3MeHeHWA napamMeTpoOB KOHTPO/A LENOCTHOCTU KpUTUYECcKMx ¢annoB Heobxoammo
PACKPbITb B KOHCOMW YMpPaB/AeHUA MNOAUTUKaMu cnegyowmin nyte «KoHdurypauma komnbioTepa -
MNonntnkm = KoHdurypaumna Windows = MNapameTtpbl 6e3onacHoctn - Moantmuku Kpuntollpo SPR -

8/33
TAN.00112-01 90 01 (pepakumsa 21 ot 08.08.2021)
CpeacTBo 3awmuTbl HPopMaLmm «Kpuntolpo SPR» Bepcus 4.0
PykoBoAacTBO agMunHUCTpaTopa 6esonacHoCTH.



3alnTa KpUTHMYECKNx pecypcos - daiinoBas cucTtema» M, Bbi3BaB MeHI0, BbIbpaTb paaen «CBoiCcTBaY, B
OTKPbIBLUEMCSA BblIOPaTb 3aKNaAKy «KOHTPOb LLenocTHocT» (Puc. 3)

Puc. 3.

.06ume l PaclumpeHna KpuTuueckux daitnos  KOHTPOMb LENOCTHOCTH I

3

(7| OnpegenuTe obuwime napaMeTpol GYHKLYOHUDOBEHMA NOACUCTEMbI.

LU

Meproa KOHTPONSA LUeNOCTHOCTH (MUHYTHI): -

OK Il OTMeHa I [[PHMEHUTE

3.2. Ynpas/jieHue NpPaBUJIAMHM 3aLMThl 00beKTOB (palI0BOM CHCTEMBI

I'Ipanma 3aWNTbl KPUTUHECKUX 06BbEKTOB d)aﬁnosoﬁ Cnctembl NO3BONIAKOT aAMUHUCTPATOPAM
3a4aBaTb ANPEKTOPUU, COAEPHKNMOE KOTOPbIX 6yp,eT 3alWMLEHO OT MOAMd)MKaLIIMVI N KOHTPOANpPOBATbCA
Ha UEeNOCTHOCTb.

[na HAaCcTPOMKM NpaBuaa 3aWmUTbl KPUTUYECKNX 0O6BbEKTOB PainIoBOM CUCTEMbI HEOHXO4MMO:

PaCKpbITb B KOHCONM YNPABAEHUA MNOIUTUKAMM caeayowmnii nyTb «KoHGUrypauua Komnblotepa =
MNonntnkm - KoHdurypauma Windows - MapameTpbl 6e3onacHoctv = Monntukmn Kpuntolpo SPR -
3alnTa KPUTUYECKMX pecypcos - PainoBasa cMcTema» U, Bbi3BaB MeHIo, BbibpaTb pagen «Co3patb
HoBoOe npasuao» (
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e Puc.4);

e Bbibpatb TMN aenctBua npasuna  «bnokMpoBaTb MOAMOUKALMIO U KOHTPOAMPOBATL
LLeNOCTHOCTb $annoBy;

e BgecTy HeobA3aTeNbHOE ONMUCAHWE NPaBUNA;

e [lepeliTn Ha cneaytouwyto cTpaHuuy (Puc. 5)

e BBecTu nyTb, KOTOPbLIM ByAeT ABNATb 061aCTblO AENCTBMA AaHHOrO nNpasuaa. MyTb MoXKeT ObITb
BBEAEH KaK B ABHOM BUAeE, TaK M BUAE NepeMeHHOM cpeabl.

e HakaTb KHONKy «[oTOBO»
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Puc. 4.
osuwe X

"% BolbepeTe TN ASCTEMA AaHHOrO NPaBMAE W NP HEoBX0AUMOCTH, BESAUTE ONUCaHME

@ npasuna.
DeiicTene:

(¢ BROKMPOBaTh MOAMDUKALIIO M KOHTPONMPOBATL LENOCTHOCTL (aiinos

" WexniounTb 06nacTs ASCTBIUA NpaBuna us 0BRacTH ASMCTBUA BCEX NPaBun BROKMPOBKM

OnucaHue (He obazaTensHo):

MpaBuno 3aUMTEI CUCTEMHOM AUPEKTOoPMM|

= Hazas I Oanee > I OTMeHa

Puc. 5.
Myt o ‘5]
: Aj BoibepeTe nyTh, KOTOPbLIN AENAETCA 0ONaCTLIO ASCTEMA AaHHOM0 NPaBuna.
\
MyTb:
I%SYSTEMROOT%
Ob3o0p nanok ...
< Hasaa loToBO OTMeHa
Mpu Bo3BpaweHnn B MMCKOHCONb ANnAa 0OHOBAEHMA BU3yann3auMW CAMCKA NPaBUA HaxkKmuUte
KHOMKy F5.
ONa HACTPOMKM MCKAKYEHMA M3 MPaBUA 3aLLUTbl KPUTMYECKMX OOBEKTOB PanioBOI CUCTEMDbI
HeobxoaMmo:

® PACKPbITb B KOHCO/MM YNpaBJeHUA NOAUTUKamMU cneayowmnii  nytb  «KoHdurypauma
KomnbtoTepa —> Monutukn - KoHdurypauua Windows - MapameTpbl 6e3onacHocTn —
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Monutnkn Kpuntollpo SPR — 3awwmta Kputnyecknx pecypcos —» ®dannosad cuctema» wu,
BbI3BaB MeH!0, BblbpaTb pasen «Co3aatb HoBoe nNpasuao» (Puc. 6);

e BbibpaTb TMN aencteus npasuna «Mcknwoumtb obnactb genctsma npasuna ms obnactu
OEeNcTBUA BCex NpaBua 61O0KMPOBKMY;

e BBecTy HeobsA3aTeNbHOE ONMCaHWE NPaBUNa;

e [lepeliTn Ha cneaytowyto cTpaHumuy (Puc. 7)

e BBecTu nyTb, KOTOPbIN ByaeT ABNATb 061aCTbiO A4ENCTBUA AaHHOIO Npasuna. MNyTb MOXKeT bbITb
BBEZEH KaK B ABHOM BUAE, TaK U BUAE NEPEMEHHOMN cpeabl.

e HaKaTb KHOMKY «[0TOBO»

Puc. 6.
obuwe X

"% BolbepeTe TN ASMCTEMA AaHHOMO NPaBMAa 1 NPK HEoBX0AMMOCTH, BESANTE ONMCaHWE

Q npasuna.

[OeiicTene:
(¥ BROKMUPOBaTH MOANMBUKALIIO M KOHTPONMPOBAaTL LENOCTHOCTD (aiinos

" WMokniounTb 06nacTs AeCTBNA NpaBuna us 0BRacTH AeHCTBUA BCEX MPasun BNOKMPOBKM

OnucaHme (He obazaTensHo):

MpaBuno 3alUMTEI CUCTEMHOM AMPEKTOPMM|

12/33
TAN.00112-01 90 01 (pepakumsa 21 ot 08.08.2021)
CpeacTBo 3awmuTbl HPopMaLmm «Kpuntolpo SPR» Bepcus 4.0
PykoBoAacTBO agMunHUCTpaTopa 6esonacHoCTH.



Puc. 7.

,\ D BoibepeTe nyTb, KOTOPLIN ABNSETCA 06NacTHIO AEHCTBNA AaHHOTO NPaBuna.

MyTe

|%5Ysmwaoor%

loToBO

an BO3BpaweHnn B MMCKoHconb gna obHOBNEHUSA BU3yaan3aunm CnnUCKa npaBua HaxKmuTte

KHonKy F5 (Puc. 8).

Puc. 8.

e1aKTOp yNPaBneHna rpynnoBbiM1 NOAMTHKAMK

in [feiicteue Bua Cnpaska

® [ 2alEe 2 HE

25 MomuTukn yueTHsIX 3anmcel :]

JNoKanbHble NOAUTUKK
KypHan cobbiTuit

7 CuctemHble cnyxbl
Peectp
®daitnoBas ccTeMa

Zaff MonuTikn BecnposoaHoii ce

7 pynrbl € orpaHideHHsIM AC

MOAMTHKM NPOBOAHONM CETH
| BpaHamaysp Windows B pex
[ ] MonuThkm ancneTyepa cnmc

| MONMTHKM OTKPLITOMO KoY
| MoAMTHKM OrPaHMHEHHOTO ¥
| 3awmTa AocTyna K ceTH
MonuTtikn Secure Pack Rus
[ 3awmTa KpUTHYECKUX P

[7] waiinosas cucrema
a MoAUTUKKM KOHTPONSA A0
3 Nonuikm samcHy TN N
{7 PacwwpenHble MonuTik
| MonMTHKM YNpaBNeHUA npu
g MonuTiky IP-BesonacHocT
| KOH@MrypaLsa pacLumpeHHc
wlll QoS Ha ocHose nommTIKN

]
o &%

HEH

] AaMuHMCTpaTHBHbIE WabnoHs!: onp

71 HacTpoiika
%, KoHburypaws nonbsosaTens
|| Nonutukmn

B

| lleviciovie

|rlar|<a

|0nucm~ue

'{Séﬁnomposa'rb

Y%SYSTEMROOT %

Mpasuno 3alunTbl CUCTEMHON AMPEKTOPUA

KI,f] PasBnokupo...

<«

%SYSTEMROOT %\Temp

MPaBino MCKMKOHEHNA ANA BPEMEHHOI NANKM CUCTEMHOIM AMPEKTOPMN
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3.3. dopmupoBaHHUE NOJIUTUKH 3aLUTbI 00 bEKTOB PpalIOBOMN CUCTEMBI

Monutuka 3awmTtbl 06bekToB daiinosoi cuctembl SPR 4.0 peannsyeT KOHTPOAb LLENOCTHOCTU
06bekToB ¢dannosoit cuctemol (PC) B COOTBETCTBMM C 3a4aHHbIMM CNUCKaMKU abcontoTHbix nytein OC.
ObecneunBaeTca KOHTPO/Ib LLEeNOCTHOCTM aliioB B COOTBETCTBMM C 3aZaHHbIM Habopom paclmpeHmi
KpUTUYECKMX hannos.

Ona GopmMMpoBaHMA NONUTUKK 3aWwMTbl 06bEKTOB PainI0BOM CUCTEMbI HEOBXOAMMO onpeaennTb
nepeyeHb nyTen AC, N0 KOTOPbIM PACMONOKEHbI KPUTUUYHbIE OOBEKTLI U 0H6ABUTL MX B CIMCOK KOHTPOASA.
B cnucok KoHTposa cneayet BKAOYaTb 06beKTbl U3 cocTaBa ¢annos OC, obuecucremuoro MO (OMNO),
cneuunansHoro NO (CNO), yctaHoBAEHHOTO Ha gaHHOM APM.

B coctaB C3M BKAtoYeH 6a30Bbl HABOP paclMpPeHUin Kputudeckmux ¢ainnos — B cayyae, ecnu
KpUTUYHble 06bekTbl PC MmetoT paclwmpeHne, oTcyTcTeylolee B HasoBom Habope, ero HeobxoAMMO
pacwupuTb 1 f,06aBUTL Tpebyemble TUNbl GpaitnoB ANA NOCTAaBKM UX HA KOHTPO/b.

NMpumeyaHue

Heobxo4MMO YUnTbIBATb, YTO B LUTATHOM peXKMme paboTbl NOACUCTEMA 3aLLMUTbI KPUTUYECKMX PECYPCOB
SPR 4.0 obecneuunBaeT 3anpeT Ha moanduKaumio o6bekTos PC, cToAwmMX Ha KOHTpoe. Mpu NocTaHOBKe
Ha KOHTPO/Ib OOBEKTOB, KOTOpble TPebylT [0CTyna Ha 3anucb B npouecce paboTbl, BO3MOMKHO
HapylweHue paboTocnocobHoCTH.

Mpu GopMMPOBAHUM NOANTUKM 3aLLMUTbl 06BEKTOB PanNoBOM cnuctemMbl HeobxoamMmo A06aBUTL B
CNUCOK ANA KOHTpoAns cneayowme nytm ©C:

e C:\Windows;
e C:\Program Files;

e C:\Program Files (x86) (Mpun ncnonb3osaHum 64-paspaaHsix OC).

JaHHble npaBuna obecneyat KOHTPOAb LenoctHoctn obbektoB PC B coctase OC n OMO npwm
ycTaHoBKe OC no ymonyaHuioo (Ha cuctemHblin amuck «C»). Mpu ycraHoBke OC/OMNO/CMNO no
HecTaHAAPTHbIM NYTAM, CheayeT BbINOJAHWUTbL COOTBETCTBYIOLLYO MOoAMPUKALMIO YKa3aHHbIX nyTeit OC.
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4. IIOIMTUKU KOHTPOJIA AOCTyMa K YCTPOHCTBaM

4.1. KoHTpOJIb AOCTYIIA K Cb€MHbIM XpaHW/INIIAM JaHHbIX

BHUMmaHue

Mocne nepBoHavanbHOM ycTaHOBKM SPR 4.0 NOAMTUKa A0CTYNa K CbeMHbIM HOCUTENAM BK/IHOYEHa B
pexume Ayaut. KoHTpoAb AOCTyNna noab3oBaTtesiell K UHGOoPMaLUUM Ha CbEMHbIX HOCUTEIAX B JaHHOM
peunme He npomnssoamnTca!

Mpw nepBoHavyanbHOM ycTaHoBKe SPR 4.0 cnncok npaBun A0CTyna K CbeMHbIM HOCUTENAM MyCT,
NMO3TOMY aKTMBaAUMA MOJIUTUKU MPUBEAET K NOJIHON BJIOKMPOBKE BCEX KAAaCCOB CbEMHbIX HOCUTENEW.
Mocne yctraHoBkn SPR 4.0 u co3pgaHua 6a3oBoro Habopa npaBua A0CTyNa HEOBXOAMMO BK/OUYUTb
KOHTPO/1b 33 NOAKNOYEHMEM CbEMHbIX HOCUTENEN.

Ona nsmeHeHUaA pexxnma paboTbl NOAUTUKK AOCTyNa HeobxoaMmo:

® pPACKpbiTb B KOHCOAW yNpaBAeHUA NoOAUTUKamu cneayrowmin nyte  «KoHdurypaums
KomnbtoTepa —> Moantukn - KoHdurypauyma Windows —> [MapameTpbl 6e3onacHoctn -
Monutnkn Kpuntolpo SPR = MoanTMKa KOHTPO/AA AocTyna K ycTpoictBam —> CbemHble
YCTPOMCTBa» U1, Bbi3BaB MeH!I0, BbibpaTb pagen «Csoiicta» (Puc. 9)
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Puc. 9. UameHeHume pexkuma paboTbl NOAUTUKM

eaKTOp yNpasneHns rpynnoBbiMi NOMMTHKAMI

in [eiicteue Bua Cnpaska

=101x]

zmlE=HE

-;:'iﬂ MonuTukk Becnposoaoit cetu (IEEE 802.11) ZI
| MONMTMKM OTKPLITOMO KNKoYa
| MOAMTHKM OrPaHMHEHHOTO MCMONb30BaHNS NPOrpar
| 3awwMTa aocTyna K ceTn
= @ MonuTukn Secure Pack Rus
7} 3alMTa KPUTHYECKIUX PECYPCOB
= a MONUTIKIM KOHTPONSA AOCTYNa K YCTPOICTBaM
5 #
# CoeMHble AUCKK
«* CD-ROM 1 DVD auckmn
54 MuBkite markmTHBIE AMckH
“& NleHTOuHbIE HAKONMUTENM
B8 CeTesble XPaHUNMLE AGHHBIX
& MNpuHTeps!
g MoBunsHbie ycTpoicTBa
o Moaembl
&% MopTobl (COM 1 LPT)
r:rj MONUTUKM 38MKHYTOI NPOrpaMMHON cpeabl
A PacwmperHsie MonuTiku LLdposaHHol ®aitno
| MonUTHKM YNpaBNEHNS NPUNOKEHUAMM
.g, MonuTukk IP-BesonacHocTv Ha "Cnyxba KaTanoroe
| KoHGMrypawma paciumperHoi NONMTUKKM ayanTa
)i QoS Ha ocHose nomuUTUKN
| AaMMHMCTpaTMBHBbIE WabnoHs!: onpeaeneHns noamTuk (AD
| HacTpoiika
2, KoHdurypalma nonssosatens
|| NMonutukn
| HacTpoiika =

Mna l

| o

# CoemHble anckm

~ " CD-ROM 1 DVD auncku

S MbKue MarHUTHBIE AMCKK
“% fleHTOoYHbIE HaKonUTENK

® B OTKPbIBLUEMCA OKHE OTMETUTb NYHKT « AKTUBMPOBaTb NPOBEPKY paspeleHnii» (Puc. 10)

Puc. 10. AKTMBaLMA NOJUTUKUN

CBoitcTBa: ChbeMHbIE XPaHWHLE OaHHbIX -

Ofuwwe |

g OnpeaenuTe oflume napaMeTpbl GYHKLWMOHMDOBAHNA NOACUCTEMBI,

[~ AKTMBMPOBaTbL MPOBEPKY paspelleHuit

[V BrnounTs ayaut

20|

OTMeHa

[ o< 1|

[IpMMEHNTE

AKTMBALMA NPOBEPKM PaspeLLeHnii Npu A40CTyne NoAb30BaTeNeN K CbeMHbIM HOCUTENAM 3aNpeTuT

noboe gencteme, He paspelieHHoe aAMUHUCTPATOPOM MPaBMAaMM AOCTYNA K CbEMHbIM HOCUTENAM.
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4.2. YnpapjieHHe NPaBUJIAMM JOCTYyIa K CbeMHBIM XPaHUJIUILAM JaHHbIX

I'Ipanma A0CTyna K Cb€MHbIM HOCUTENIAM NO3BONAKOT aAMUHUCTPATOPAM 3a4aBaTb pa3/inyHbIE

pa3peweHna aonA nonb3oBaTesien n rpynn 6e3sonacHocTH npu pa60Te C Pa3/IM4HbIMUN KNnacCamMh CbE€MHbIX

Hocutenen nHbopmaymm.

ana HaCTDOI‘;IKVI npasun AocCctyna K Cbe€MHbIM HOCUTENIAM HGO6XO,EI|MMO PaCKpbITb B KOHCOU

yrnpaB/ieHns NoAuTUKamu cnegyowmii nytb  «KoHdurypauma KomnbioTepa

> Noautmkmn -

KoHourypaumsa Windows —> MapameTpbl 6e3onacHoctn = Moantmkn Kpuntollpo SPR - Moantmka
KOHTPOAS A0CTYyNa K ycTpoincTBam —» CbemHble ycTpoicTea» (Puc. 11).

Puc. 11. Tunbl paspewweHnit goctyna

e1aKTOp ynpasneHna rpynnosbiMi NOMTHKAMK i

in [eiictee Bua Cnpaska

zaff Mok Becnposoaroit ceTw (IEEE 802.11) ;]
| MONUTUKM OTKPLITOrO KNKO4a
| MonMTHMKM OrPaHMHEHHOMO MCNONB30BAHWA NPOTPar
| 3awwmTa nocTyna K ceT
= ¥ MonuTikm Secure Pack Rus
A 3aWwmTa KPUTHYECKUX PECYpPCoB
= a MoAMTUKKM KOHTPONS AOCTYNA K YCTPOIHCTBaM
[F] #” CobeMHble XPaHUNMILE AaHHBIX
B CoeMHbIE ANCKK
+* CD-ROM u DVD aucku
8 Mbkue MarHUTHbIE AMCKU
“% JleHTo4HbIE HaKoNUMTENM
B8 CeTeBble XpaHINMILE AGHHBIX
& MpuHTEps!
MobBunbHele ycTpoitcTsa
w2 Moaembl
&% MopTel (COM 1 LPT)
[ MonmTikm 3aMKHYTOI MPorpaMMHoii cpeabi
{7} PacwmpenHsie MomuTiku LLnbposarHoi ®aiino
| MoNUTUKK YNPABREHUA NPUNOKEHUAMN
‘g MonuTukk IP-6esonacHocT Ha "Cnyx6a KaTanoroe
| KoHbMrypaLyts PacluMpeHHoi NOAMTMKK ayanTa
.u QoS Ha ocHoBE NOAMTUKK
| AamMuHMCTpaTHBHbIE WabnoHsl: onpeaeneHna noanTik (AD

BHEH

_| Hactpoitka
%, KoHdwmrypalyis nons3osaTens
_| MonuTukm

_| HacTpoitka =

2

Paspelenns | Monb3oBaTenu U rpynnsl

=
2 NlocTyn Ha uTeHe

0

% flocTyn Ha 3anuce

s

&+ AOCTYN Ha MCToNHEHMe

<

SPR 4.0 pa3aunyaeT cneayowme Knaccbl CbeMHbIX XPaHUAULL, AaHHbIX:

® CbeMHble AUCKM
e CD-ROM/DVDaucku
e [MBKMe MarHUTHbIE AUCKK

e JleHTOYHbIe HakonuTenu

Kpome TOro, AnA [aHHbIX Ha KaXXOOM Khaacce yCTpOVICTB MOXHO YKa3aTb pa3peLIJeHHbIl7I ™nNn

A0CTYyNa K HAM!

e YteHue

e 3anucb
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e lcnonHeHune

[na Toro uto 6bl AaTb pa3peLleHMe NOAb30BaATENO UK Tpynne 6€30MacHOCTU Ha onpeaeneHHbIN’
TN AOCTyNa K AAHHbIM HA onpefeneHHOM K/iacce CbeMHbIX YCTPOMUCTB HeobxogMmo Ao06aBuTb 3TOro
noNb30BaTeNss UAW FPynny B COOTBETCTBYHOLLMIM MYHKT rPynnoBon MOAUTUKKU. [na 3Toro Heob6xogmmo
BbIAENUTb MYHKT FPYNNOBOM NOJIUTUKM, BbI3BaTb MEHIO U BblOpaTb NYHKT «CBOMCTBAY.

B OTKpbIBLLUEMCA OKHe BbIMNOAHWUTL AencTene «[1o6aBuTb» M BbIGpaTh NOAb30BATENA UAM TPYMNY
6e3onacHocTu (Puc. 12).

Puc. 12. CNnncoK yneHoB npasuna

CsoifcTBa: [loCTyn Ha YTeHue 8 21x]
Monb308aTENM U FPYNMbI I

“y - BoifepeTe nonb30BaTENEN U FPYNNbI KOTOPLIE MMEIOT NPAB0 YMTaTb AaHHbIE U3 haitnos,
t“ig, PACNONOXEHHbIX Ha CHEMHbIX AUCKaX.

Crnmcok nonbsosaTenei u rpynn:

TEST \TestUser OobasuTs ...

Yaanutb

OK OTMeHa MNpuMeHUTb

MNocne npumeHeHunA NoONTUKN, YKa3aHHble USMEHEHUA BCTYNAT B CUNY.

4.3. dopMupoBaHHUE NOJUTUKH JOCTYINA K Cb€MHBIM XPaHUJIUILAM JaHHbIX

MonnTMKa fOCTYNa K CbeMHbIM XpaHMANULWAM AaHHbIX SPR 4.0 peannsyeT PyHKUMN pasrpaHUyeHmn
[0CTyna No/sib3oBaTesien K pas/IiHbIM YCTPOMCTBaM (CbeMHble ancku, CD-ROM n DVD AnCKK, AUCKETbI,
nepeHocHble (WPD) ycTponcTBa, NopTbl, NPUHTEPbI U T.4.). JoCTyn peryavpyerca no Tuny AocTyna:
yTeHue, 3anNmcb U UCNOJSIHEHME.

[na opmmpoBaHMA NOAUTUKM 3aWUTbl 06bEKTOB PaitnoBor cucTtembl HeobxoaMMO onpeaennTb
nepeyeHb YCTPOMCTB M TWUM paspelleHHOro goctyna. MoauMTUKa A0CTyna K CbeMHbIM XPaHUAMLLAM
No3BO/IAET ONpeAenunTb YCTPOWCTBA Ha YPOBHE 3K3eMnaApa MM Knacca uennkom. OnpepeneHuve Ha
YPOBHE 3K3eMMAAPA YYNTbIBAET YHUKA/bHbIM NAEHTUUKATOP YCTPOMCTBA, B TO BPEMA KaK onpeaeneHune
Ha YPOBHEe Kaacca yCTPOMCTB Y4MTbIBAET TUN YCTPOMCTBA.
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NMpumeyaHue

OnpeaeneHve Ha ypOBHE 3K3eMNApa Y4YuTbiBaeT MAEHTUDUMKATOP, MONYYEHHbINM OT YyCTPOMCTBA, B
CBASM C 4YemM eCTb BEepOATHOCTb COBMAAEHMA WAEHTUOMKATOPOB pPa3NUYHbIX YCTpoucTB. [pu
GOpPMMPOBAHUM MONAUTUKM 3aLUUTbI PEKOMEHAYETCA MCMNo/b30BaTb 6onee LWMPOKME MNpaBUNa Ha
YPOBHE Knacca yCTPOMCTB.

Mpwn yctaHoske C3U SPR 4.0 co3pgaetca npaBmao No yMOAYAHUIO MNOAUTMKM A0CTYNA K CbEMHbIM
YCTPOMCTBAM A4N1A 3K3eMnaapa cucTemHoro gmucka OC 1 Bcex HaAMAEHHbIX SK3EMMNIAPOB CETEBLIX YCTPOMCTB
nepefayn AaHHbIX (ceTeBble KapTbl). [laHHble NpaBuia obecneynBatoT KOPPEKTHYIO paboToCcnocobHOCTb
APM u obecneuymBaloT BO3MOMKHOCTb CETEBOrO B3aMMOAENCTBMA nocne yctaHoBku C3U. [Mpu
HeobXo4MMOCTN YTOYHEHMA MNAPAMETPOB MAM B C/ayvyae PU3MYECKON 3aMeHbl 3aperMcTpupoBaHHbIX
KOMMNOHEHTOB, cAeayeT USMEHUTb COOTBETCTBYIOLME NPaBMAa NOAUTUKN.

PekomeHayemoW NOJIMTUKOW, NPU PaspeleHHOM WCMNO/Ib30BaHMM MNO/Ib30BATENAMU CbEMHbIX
HocuTenel nHdopmaumn, aBaAeTca 3anpeT Tuna gocTyna «McnonHeHme». Npu Ha3HavYeHUU Npas A4ocTyna
K CbeMHbIM YCTPOICTBaM C/eayeT MCNONb30BaTb PONIEBYHO MOAE/b AOCTyNa M Ha3HavyaTb NpaBa 4OCTyna
ansa rpynn 6esonacHocTu. Takol noaxos obecneymBaeTt 601ee NPOCTON KOHTPOb Npas AoCTyna nytem
KOHTPOAS YEHCTBA NO/Ib30BaTeNA B COOTBETCTBYOLLENM rpynne 6e30MacHOCTU U CHUXKAET KOIMYECTBO B
CNUCKE KOHTPOANS A0CTyNa NONUTUKN.

Mpw akTUBALUUM MNOIUTUKN MaHAATHOTO WKUPPOBaAHUA AaHHbIX, COOTBETCTBYIOLINE NpaBuaa byayTt
NPUMEHATHCA TONbKO A/1A AaHHbIX Ha CbEeMHbIX HOCUTENAX MHPOPMALUM M NPU A0CTyrNe Nnoab3oBaTenel,
YKa3aHHbIX B CMIUCKE KOHTPOASA A0CTyNa NOJIUTUKM A0CTYNa K CbeMHbIM XPaHUAMLAM AaHHbIX. Chegyet
YUMTbIBATb B3aMMOCBA3b HACTPOEK 3TMX MapaMeTpoB MNpPU NAaHMPOBAHMM HACTPOEK MNOAUTUKK
6e3onacHocTML.
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5. HacTpoiika npaBu/l MaHAATHOTO X POBaHMS JaHHBIX Ha
CbE€MHbIX HOCHTEJIAX

5.1. YcraHoBKa peXuMa paGoThl HOJIMTUKM MAaHAATHOTO LIMPPOBAHUA

BHUMmaHue

Ha pabounx mectax rge naaHMpyeTcA NPUMEHEHME NOAUTUK MAHAATHOrO WKMGPOBAHUA ANA 3aLUUTDI
KOHOMAEHUMANbHBIX AaHHbIX HEOOXOAMMO YCTAHOBUTb CPEACTBO XPAaHEHWA KOHOUMAEHUMANbHOM
nHpopmaumm Kpmuntollpo EFS.

Mocne nepBoHaYanbHOW ycTaHOBKM SPR 4.0 NONUTMKA MaHAATHOTO WNGPOBAHUA BKAOYEHA B PEXKMME
Ayaut. MaHzaTHoe WndpoBaHUe AaHHbIX HA CbeMHbIX HOCUTENAX MHPOPMALMM B LAHHOM PeXRUME He
npou3BoAMUTCA.

Mpn nepsoHavanbHoi yctaHoBKe SPR 4.0 cnMcok npaBua NOAUTUKU MaHAATHOrO WKUdpPOBaHMA
MyCcT, NO3TOMY aKTMBaLMA NOAUTUKN NPMBEAET K 6IOKMPOBKE A0CTYNa K He3awmndpoBaHHbIM daiiam Ha
CbeMHbIX HOCUTeNAxX AnA Bcex nonb3osaTtenen. Nocne ycraHoBkM SPR 4.0 1 co3gaHusa 6a3oBoro Habopa
npaBuA MaHAATHOTO WKWPPOBAHUA HEOBXOANMMO aKTUBMPOBATL MOJINUTUKY pPa3peLLeHunn.

Ana nsmeHeHuA pexnma pa60TbI NOZIMTUKN MaHAATHOIO LLIM(prBaHMﬂ HeO6XO,CI|MN\OI

® pPACKpbITb B KOHCOAM YNpaBAEHMA MOAUTUKaMKM caeadyrowmii nytb  «KoHdurypaumsa
KomnbtoTepa —> Moantukn - KoHdurypauma Windows —> [MapameTpbl 6e3onacHoctn —>
Monntnkn Kpuntolpo SPR - PacwupeHHblie NOAUTUKN WndPpoBaHHOM $anaoBOM CUCTEMBI
(EFS) = ManpgaTHoe wndpoBaHue - CbemHble YCTPOUCTBa» U, BbI3BaB MEHI0, BbIOpaTb pagen
«CBolCTBaY;

® B OTKPbIBLLUEMCA OKHE OTMETUTb NMYHKT « AKTUBMPOBATbL NPOBEPKY paspewieHnin» (Puc. 13).
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Puc. 13. AKTuBaLuMA NOJNTUKUN

! Obwwe |

OnpeaenuTe obme NnapameTpbl QYHKLMOHMPOBAHUA NOACUCTEMBI,

\ n}

[ AxTuBMpOBaTL NPOBEPKY paspelueHIi

[V BxniounTte ayaut

| OK I OTMeHa I ﬂpw-waHTb]

AKTMBALMA NPOBEPKM paspelleHnin nNpu AOoCTyne nosb3oBaTene K ¢airinam Ha CbeMHbIX
HoCUTEeNAX 3anpeTut ntoboe AelcTBMEe, He paspelleHHOe aAMMHUCTPATOPOM MpPaBUIAMU MOAUTUKM
MaHAATHOrO WKdPOBaAHUA.

5.2. YnpaBJ/ieHHe NPaBUJI NOJMTUKHA MaHJATHOTO INUPPOBAHMS

I'Ipaana NONMNTUKN  MAHOATHOro LLIMd)pOBaHMﬂ no3BONAKOT AAMUHUCTPATOPaAM 3a4aBaTb
pa3ninyHble pa3pelleHna anAa nosb3oBaTenemn un rpynn 6e3onacHocTn npu pa60Te C He3a|JJVId)pOBaHHbIMVI
AdHHbIMU Ha CbEMHbIX HOCUTENAX VIHd)OpMaLI,VIM.

[nA HacTpPOMKM NpaBuMA [OCTYNa K CbEMHbIM HOCUMTENAM HEeob6XO4MMO PACKPbITb B KOHCOAM
ynpaBAeHna MNOAUTUKaMKM cnepyowmin  nytb  «KoHdurypauma Komnbtotepa -  [Moautukn -
KoHourypauma Windows - MapameTpbl 6e3onacHoctn = Moantmukn Kpuntolpo SPR - PacwwnpeHHbie
NONUTUKM WKNppoBaHHON ¢annoson cuctembl (EFS) -> MaHgatHoe wuppoBaHMe -» CbeMHble
ycTtpoictea» (Puc. 14)

Puc. 14. Tunbl pa3peLieHnit goctyna
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e/1aKTOp YNPaBieHns rPynnoBbiMi NOMMTHKAMH i

in  [feiicteme Bua Cnpaska

8 zizlE2HE

1%, Kordmrypawms nonbsosatens

wlll QoS Ha ocHose noaMTIKN
| AQMMHUCTPaTMBHbIE WaBnoHsI: onpeaeneHia nonuThk (AD_|

jé MONMTHMKM YHETHBIX 3anMcei Z]

7| NoxkansHble NOAUTHKN

j HKypHan cobbiThit

4 TPynnbl € orpaHu4eHHbIM A0CTYTIOM

4 CucTemHble cnyxBbl

‘4 Peectp

4 ®aitnosan aicTeMa

g/ MonuTukwk nposoaHoit ceTy (IEEE 802.3)

| BpaHamaysp Windows B pexuMe nosbiueHHoI 6830
| MonuTuky ancneTyepa cmcka ceTel

;J MonuTtiky GecnposoaHoit cety (IEEE 802.11)

| MoNMTHKIM OTKPBITOrO KNKo4a

| ToAMTHKM OrPaHIHEHHOr O MCNONL30BaHNS NPOrpar
| 3auwwTa aocTyNa K CeTH

¥, Momumiky Secure Pack Rus

[ 3aWwmTa KPUTUYECKUX PECYPCOB

a MONMTHKK KOHTPONS AOCTYNA K YCTPOMCTBAaM
[ MonuTikm 3amMkHyTOM NporpammHolt cpeas

B A PacumpenHsie MonuTuky LndposaHHoit dalino

B {7 ManaaTHoe widposatite
e CoeMHbIE HOOUTENM

| MonMTHKM YNPaBNEHNSA NPUACKEHUAMA

.g, MonuTukk IP-BesonacHocTv Ha "Cnyxba kaTanoroe

[ ] KoHdmrypaLwma pacluMpeHHoil NONMTMKK ayanTa

HEEH

]

¥

DEEEH

HEEH

| Hactpoiika

| o

Paspewerns

I MNonb3oBaTeny 1 rpynnel

{_J locTyn Ha uTerme Ans HesawHbPOBaHHBIX haitnos

-] focTyn Ha BbINoAHEHWE ANs HesalwMbPOBaHHbIX haitnos

) [AocTyn Ha cosaanue Gainos 1 3anuce ANA He3aWMhPOBaHHLL. ..

SPR 4.0 pa3nnMyaeT Tpu TMNa A0CTyna ¢ He3awundposaHHbIM $alilam Ha CbeMHbIX HOCUTENAX:

® YyTeHue
® YTeHue n 3anncb

® UCMNOJIHEHUE

[na Toro 4to 6bl AaTb pPa3peLleHMe NoIb30BaTeNO UK rpynne 6e30MacHOCTM Ha onpeaeneHHbIN

T™TMN AO0CTyna K He3aLIJM¢pOBaHHbIM AaHHbIM Ha CbEMHDbIX yCTpOl‘;ICTBaX H606XOAMMO ﬂ,06aBMTb 3TOro

nonb3oBaTtena Uaum rpynny s COOTBeTCTBYI'OLLI,Ml;'I NYHKT prI'II'IOBOﬁ NOAUTUKWU. [nAa aToro HGO6XOAMMO

BbIAENNTb NMYHKT rPynnoBoOi NMOAUTMKK, BbI3BAaTb MEHIO U BblbpaTb NyHKT «CBOWCTBa». B OTKpbIBLIEMCS

Puc. 15. flo6aBneHune nonb3oBaTena UaN rpynnbi

OKHe BbINO/IHUTb Agencteme «[1o6aBuTb» 1 BbIOpaTb Noab3oBaTeNa Uau rpynny 6esonacHoctu (Puc. 15).
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21|

CeoiicTBa: [1oCTyN Ha YTeHne AnA HesawwppoBaHHbIX Gainos

Monb30BaTEnU U rpynnel

: BoibepeTe nonb30BaTenei U rpynnbl KOTOPbIE MMEIOT NPaBO YMTaTb AGHHbLIE U3
L { \ He3awnbpoBaHHLIX DEINN0B, PAcNoNoKeHHbIX Ha CoeMHbIX AMCKaX.

CnucoK nonb3oBaTeneit u rpynn:

LobaBuTs ...

YAaniTe

OK OTmMeHa MpuMeHnTL

Mocne BbINOJIHEHMA OMUCAHHbLIX Bblle p,el‘;ICTBMl‘;i B CMUCKe MNOJUTUKKN [OO0/13KeH NOoABUTbCA

YKa3aHHbIN anemeHT (Puc. 16).

Puc. 16. CnncokK uneHos npasuna

21|

CsoiicTBa: [loCTyn Ha uTeHne A Hesawndposannbix dainos

Monb30BaTenu U rpynnb!

-+ | BoibepeTe nonb3oBaTENEN M FPYNMLI KOTOPbIE MMEIOT NPABO YUTATb AGHHbIE U3
"\L { } He3aWwMbPoBaHHbIX HaNN0s, PACcroNOXKEHHBIX Ha ChEMHbBIX AMCKAX.

CnucoK nonb3oBaTeneit u rpynn:

TEST\TestUser NobasuTb ...

Yaamute

I OK I OTmMeHa [IEPMMERHTE

Mocne npumeHeHunA NoOJIMTUKNU, YKa3aHHble U3BMEHEHNA BCTYNAT B CUNY.

5.3. (DOpMI/IpOBaHI/Ie NMOJIMTUKH MAaHAATHOTO IHI/I(l)pOBaHl/IH

Moacuctema MaHZATHOrO WKWOPOBAHMA  peannsyeT BO3MONKHOCTb  aZAMMUHUCTPATUBHOIO

ynpasneHua WndpoBaHMEM AaHHbIX, COXPaHAEMbIX N0/1b30BATENIEM Ha CbeMHble HOCUTENU MHGOPMALLUK

WA CYMTbIBAEMBIX MNOJIb30BAaTENEM CO CbEMHbIX HOCUTENEN MHCI)OpMaLI,MM. I'Io,u,p06Hoe onncaHume

BO3MOMKHbIX PEXXMMOB HAaCTPOMKM NOANTUKN MaHAATHOrO WKdpoBaHMA onmcaHo B (6).
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NMpumeyaHue

Mpu aKTMBaUMKM NOJAUTUKM MaHAATHOTO WKMPPOBAHMA AaHHbIX, COOTBETCTBYHOWME npasuna byayt
NPUMEHATbCA TOMBbKO [ANA [aHHbIX Ha CbeMHbIX HOcuTensax WHPopmauum u npu  poctyne
no/sib3oBaTenen, yKasaHHbIX B CMUCKE KOHTPOIA JOCTYNA NOAUTUKM JOCTYNA K CbeMHbBIM XPaHUAULLAM
OAHHbIX.

HacTpoiika npaBun  MmaHZaTHOro wudpoBaHMe nNpeanosaraeT  paspeleHne  [ocTyna
onpeaeneHHoON NOSIMTUKOM Fpynnbl NONb30BaTENEN C CbeMHbIX HocuTenen nHbopmaumm. Tun goctyna
npu 06paboTke He3awndpoBaHHOW MHPOPMaLUM («4TeHNE He3aWwNPpPoBaHHON MHPOPMaALMKY» / «3annChb
HesawundppoBaHHON UHbopmaumm» /[ «3anpeT 06paboTKM HesawnppoBaHHON UHDOPMaLUNY)
onpeaenaeTca aAMMHUCTPATOPOM Ha OCHOBE pexkMmoB 06paboTkm nHPopmaLmu.

MpumeyaHue

MogcmcTtema MaHAATHOTO WWMGPOBAHUA ONUPAETCA Ha MeXaHW3M WKdPOBaHHOM $aNNOBOM CUCTEMDI
OC Windows — EFS. [1ns KoppeKTHoOM paboTbl mexaHn3ama EFS, pasaenbl AMCKa CbeMHOro yCcTpomncTBa
XPaHEHUA [O/XKHbl OblTb NpenBapuTenbHO OTGOPMATUPOBAHbLI A8 UCNONb30BaHMA anaoBoOM
cuctembl NTFS.

MNopaepka MCNoAb3oBaHWE oOTeyvyecTBeHHbIX Kpuntoanroputmos [OCT peanusosaHa ¢
ncnosnbzoBaHnem CK3U Kpunto Mpo CSP n Kpunto Mpo EFS. 1na KoppeKkTHon paboTbl mexaHmn3amoB EFS
HeobXxo4MMO BbINOMHUTL pPAL NPeABapPUTENbHbIX HACTPOEK (BbIMYCKM YCTAHOBKA cepTudMKaToB
npasuabHoro ¢opmata 4Aa NoAb30BaTesfien U3 COocTaBa FPYNN, YKasaHHbIX B NpaBuaax MNOJAUTUKMK
MaHAaTHoro wundposaHusa). UHPopmaumio Tpebyembix HACTPOMKAX MOXKHO MOAYYNTb B AOKYMEHTALUMU
Ha OC Windows n CK3U KpunTo Mpo EFS.
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6. BoiBoj rpadpuyeckux okoH cepsucoMm Kpunrollpo CSP KC3

B npouecce pabotbl cepsuc CSP Kpuntollpo MoKeT BbiBOAUTb rpaduyeckme OKHa AnA
B3aMMOAENCTBUA C NONIb30BaTeNeM: MHGOPMALMIO O KNKOYEBbIX HOCUTENAX, NPUTNALEHNE HA FTeHepaLLnio
nocaefo0BaTeNbHOCTEN CyYalHbIX Yncen gna GOpMMPOBAHUA KIOYEBOrO MaTepuana u T.4.

B cBA3W C MU3MEHEHNAMM B NoAcucTemMe 3almTbl nonb3osaTenbcknx OC cemerictea Windows 7 / 8
n cepsepHbix OC cemerictea Windows Server 2008 / 2012 gns BbiBoga rpadpuyecknx okoH CSP Kpuntolpo
ncnosb3yet HoBbIM cepuc OC, B CBA3M C YeM BO3MOXKHbl OWMOOYHbIE AENCTBUA NONb30BATENA MPU
paboTe c 3TMMKM OKHamK. HuUKe onucaHa npoueaypa paboTbl nonb3oBaTensa ¢ okHamu CSP Kpuntollpo u
YyCNoBUSA, HeobXxoaMMbIe ANA NX KOPPEKTHOro oTobparkeHua B cepBepHbix OC cemeictea Windows Server
2008 / 2012.

6.1. Hacrpoika cepBepHbix OC Windows Server 2008 / 2012

[nsa KoppeKTHoro otobpakeHns okoH MHpopmaumm cepsmucom CSP Kpuntolpo B OC gonKHbI
6bITb aKTMBMPOBAHbI HEOHXOAMMbIE KOMMOHEHTbI, KOTOPble Peann3yloT BbiBOA MHPOPMALUM C YPOBHSA
cepBuca Ha ypoBeHb nonb3osBaTens. B nonb3osatenbckux OC cemeictea Windows 7 / 8 Bce
HeobxoAMMbie KOMMOHEHTbI aKTUBUMPOBaHbI MO YMO/IYaHWUIO, HO Aans cepsepHbix OC cemenctea Windows
Server 2008 / 2012 TpebyeTca 4ONONHUTENbHAA HAaCTPOMKa.

[na KoppeKTHoro otobpaskeHma okoH CSP Kpuntolpo B OC cemelictea Windows Server 2008 /
2012 Heobxoaumo akTMBMpoBaTb «Cny»Kbbl pykonucHoro Beoga» «lMyck - AOMWHUCTPUPOBaHME —>
Ouncnetyep cepepa - KomnoHeHTbl = [J06aBUTb KOMNOHEHTbI» (Puc. 17)

Puc. 17. No6aBneHne KOMNOHEHTbI

SE
®ain  Oefictewe  Bun  Cnpaska
| H

- [ucnetuep cepeepa (B AT T Ty T
j.s Ponu

:
it Kondwrypaws
23 Xparmnuwe

a‘ MpoCMOTP COCTOAHWA YCTAHOBNEHHBIX HA CEPEEPE KOMMOHEHTOE, Ao0aBneH1e 1
33” YAANEHWE KOMMOHEHTOR,

-~ (BoKa KOMNOHEHTOB E CnpaeKa no CB0AKE KOMMOHEHTOE

* Komnonentoi: 0 us 42 ycTaHosneH i oBasnTh KOMNOHEHTEI
YAANMTE KOMIOHEHTbI

T
J %@ Mocnearee ofHoEnerne: CeroaqA B 8:17PM  HacTpouTe ofHOBNEHUE

t
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B cnucke AOCTYNHbIX KOMMNOHEHT Bbl6paTh «CAy»6bl PYKOMNUCHOrO BBOAA» M 3aBEPLLMTb YCTAHOBKY

(Puc. 18 - Puc. 22).

Puc. 18.

Macrep qobaBneHna KOMNOHEHTOB

=M

I

lﬁ# Bbi60p KOMNOHEHTOB

MoaTeemRasHHE

X0f BEINOAHEHWA

PesynbTathl

Bblﬁop QAHOMO MNKM HECKONBKWX KOMNOHEHTOB ANA YCTaHOBKKW Ha CeEpEBep.

KoMnoHeHTEI: Onucanme:

;I Cr fﬂhl PYKOMKWCHOrD BE0A3

BEMMEOT CpeacTea

|:| Moacucrema ana UMIX-npunoserii

[ npoctsie ey TCP/IP NOANEDRKN ¥ DACNOZHAEBHKA
|:| MpoTokon PMNRP DYKONUCHOTrO BEOAS.

|:| Pacumpenue WinRM IIS

D Cepsep SMTP

[] Cepsep crysbibl MmeH xpaHunvw VHTepHET
[] Cnywfia akTuealm npousccos Windows

[] cnymfa Secnposoaroil nokansHoi ceTi

[] Cpeacrsa yaaneHHoro agMHMCTPHPpOBEHK
[] CpeacTso oTka30yCTOIUMBOCTH KNACTEPOE
|:| CpeacTeo npocMoTpa XPS
[] YaanerHoe pasHocTHoe oraThe
[] YaaneHsIi nomowHmk
[ ¥npaenetme rpynnosoil nonuThikoi

[] ®oHosas mHTennexTyansHan cnyxba nepe,
[ Wmdposarme auoka Bitlocker =

-

4] | o

QOI'IOJ'IHMTEJ'II:IHI:IIE CEEAEHWA 0 KOMMOHEHTaX

< Hazag | Hanee = I YCTaHOBMTE OTmeHa

Puc. 19.

KoMnoHeHThI

X0A BbINOAHEHWUA

PesyneTatel

Macrep gobasnenna KOMNOHEHTOB

ﬁg%l Noareepiaenne BbIGPaHHbIX 3NEMEHTOB [115 YCTAHOBKU

(PPl

YTobibl YCTEHOBMTE CIEAVIOLLWE PONK, cny#Gkl PONER M KOMMNOHEHTEI, HEXMATE
KHOMKY “¥CTaHoBMTE"

@ 1 MHGOPMALMOHHOE COoBLEHHE BHUY

Mocne saEEPWEHNA YCTAHOBKKM MOeT NoTpeboBaTeCA NEPEsarpyska sToro
CEpEEPa.

~) Cnyw6bl pyKonuchoro ssoaa

MogaepsKa pyKonucHoro seofa
PacnosxasaHne pYKONKMCHOIO BBOOA

NeyaTe, oTNpaEKa No BJ'IEK.TDOHHOﬁ NOYTE WMNK COXPAHEHWE 3THUX CBEEEHMﬁ

< Hazan lanee = | YCTaHOBMTE I OTmeHa
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Puc. 20.

Xop BbinonHeHnn YCTAaHOBKH

KoMnoHeHTEI YCTEHEBNMEBSIOTCA CNEAYIOWME POAW, cnyx# Bl ponei 1 KOMNOHEHTEI:

m
SAISSERC T Cny»6 pykonncHoro ssona

EbINONHEHWA

PesynbTarts!

g_

YcTaHoBKa. ..

= Hazan | Janee = | ‘.“'CLElHClBHTbl OTmeHs |

Puc. 21.

I

Pe3yneTaThl yCTAHOBKN

KoMioHeHTEI ~ .

CAHa WK HECKONBKD CNEAYIOWMX poned, cnyG ponei unK KoMnoHeHTos TpebyioT
MogTEEpHAEHE NEpesarpy3kM:
X0A BoInonHeEHUs 1 1npegynpexaaoee coobEHIME BHUSY

~) Cnyw b1 pyKkonucHoro BBoaa !\ OMOaHHe NepesarpysKn

1, [nA 33BEPWEHMA NPOLECCE YCTEHOBKH HE0BX0AMMD NEPE3anyCTUTE 3TOT

cepeep.

MeYyaTh, OTNDSEKA N0 SNEKTPOHHOM NDYTE WM COXDEHEHKE 0TYETA 0 YCTaHOEKE

= Hazan [anee = | 3aKpEITE I OTHeHa
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Puc. 22.

Macrep gobaBneHna KOMNOHEHTOB

:I MNepesarpysnTbCA ceivac?

[nA 3aEeplEHMA MPOLECCa YCTAHOBKKM HeobxoaMMo
MEPE3ENYCTHTE STOT CepEep. Henb3A Ao0aBuTE MK
YOANWTE APYTME ponM, cny#bkl ponei M KOMOOHEHTEI, NOKa
He ByQeT NepesanylLEH CEPEED.,

Mocne nepesarpyskm OC byaeT npoaonKeHa yCTaHOBKA CyXbbl (Puc. 23).

Puc. 23. YcTaHOBKa CNy»Kb6bl

I

BozobnoBnT e paboTy Macrepa HaCTpoiKkn

EE:I% Pe3ynbTaTbl YCTAHOBKH

BosoBHOBNEHWE HECTPOMKK .
YIMEIWHD YCTAHOBNEHE! CIEAYHOLME PONM, CIYHDE! PONEN 1 KOMIOHEHTEI:

XoA BeINoNHEHWA

~ Cnyw BBl pyKONWCHOro BBOAA if}' YCTaHOBKa NpolNa yCnemHo

PesynsTaThl

CReayloWwMe KOMNOHEHTEI YCTEHOBNEHE!:
Mognepwka pyKoNWCHOTo BBoAA
PacnosHaBaHWe PYKONUCHOTD BBOOA

MNe4aTh, OTNPAEKS N0 INEKTPOHHON NOYTE MM COXPEHEHWE OTHETA 06 YCTaHOBKE

< Hasan | fanee = | 3aKpbITh OTHEHS

6.2. Hactpoiika cepBepHbix OC Windows Server 2016

ﬂ,ﬂﬂ KOPPEKTHOIo OT06pa)'KeHMF| OKOH MH(bOpMaLI,VII/I cepBncom CSpP KpmnTol'Ipo ANnA cepBeEPHbIX
OC cemeictea Windows Server 2016 gononHUTENbHbIX HACTPOEK He TpebyeTcA.
6.3. Pao6ota c okHamu cepBuca Kpunrtollpo CSP KC3

Mpn pabote nonb3osatena cepsuc CSP Kpuntollpo MoKeT BbIBOAUTb COOOLWEHMA AnA
B3aMMOAEINCTBMSA C NONb30BaTE/IEM — MPUMEP TaKOro coobuleHma npeactaBneH Ha Puc. 24 n Puc. 25.
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Puc. 24. CoobuweHune cepsuca Kpuntolfpo CSP

1Y test 3meHeqns: 01.08.2013 18:29 |
TeKcToBbIA A0KYMEHT Pazmep: 0 baidt

Puc. 25. CoobuieHune cepsuca Kpuntolpo CSP

BO3HMKHOBEHWUM TAaKOro cOObLLEHMA 03HAYaeT, YTo KpunTtorpadumyeckon nogcmcreme Heobxoammo
B3aMmogencTame c nonb3osaTtenem. Monb3oBaTenb A0MKEH NEPENTN B OKHO Npurnawenus (Puc. 26 n
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Puc. 27) v BbibpaTb aelictme «llocMoTpeTb coobLLEHNE, NOCAE YETO BbINOAHUTL HEODXOAMMbIE
nencrTeuna (Hanpumep, reHepaLmio Nociea0BaTeIbHOCTU ClyYaliHbIX Yncen — Puc. 28).

Puc. 26. OKHo B3aumogeiicteua ¢ cepsucom Kpuntolpo CSP

. =

<, OBHapYHEHNE MHTEPAKTMBHBIX CIyHE @

Mporpamma, 3anyLweHHan Ha 3TOM KOMMbIOTEPE, NbITaeTcA
oTobpazuTe cooblleHne

BosmoxHo, nporpamme TpebyoToA CEELEHMA MAW PA3PELLIEHWE HE 3ABEPLUEHME
334aHKMA.
[Noyemy 310 NponcoanT?

< [NpocmoTpeTs coobLeHKe

2 CnpocuTh Nosxe

(v [Nokazate CEEAEHNA © NpOrpamMMe
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Puc. 27. OKHo B3aumogeiicteusa ¢ cepsucom Kpuntolfpo CSP

O BHapy*EHNE WHTEPAKTHEHBX CyE

BepHyTeca k paGouemy crony Windows

Ecnw nporpamma sce ewle TpeByeT BHMMaHWA, HIKE ByaeT
oToBpaxeHD OTAENEHOE OKHE.

Mo saeeplieHn paGoTel MAK NpKM HECBXOAMMOCTH BEQHYTECA
Ha paBounit cTon HaxmuTe kHonky "Bozepar”.

=» BepHyTb ceiuac

Kpwnrollpo C5P ﬂ
0:09:33
BHMONOrMHeckii AaTHMK CNY-aHHbX Hucen

HaA MaATE KNABMLLM KMNK I'IEDEMEIJJ.EIHTE YEQ3aTENb
MEIWK HaA 3THM OKHOM 00 TeX Nop, NOKa KN4 He EYJ:I.ET
co30aH...

|HET

OTMeHa

Puc. 28. BoinosnHeHue AelcTBUiA B OKHe cepBuca

Kpwnrollpo C5P ﬂ
0:08:49
BHONOrMYeckiil AETYHMK CAYYEiHEIX YMCen

Ha#MMaNTe KNSBMLLIA MM I'IEI:IEMELLI.BﬁTE YEa3aTeENb
MEILUM Ha4 3THM OKHOM 40 TEX NOP, NOKa KNeDY HE EYII.ET
co3aaH...

OTHEHE

Mocne BbINONHEHMA AENCTBUS B OKHE CEPBUCA A/19 BO3BPaTa B PeKMM paboTbl ¢ paboumm ctonom
Windows nonb3oBaTenb A0IKEH BbiOpaTb AencTBue «BepHyTb ceryac» (Puc. 29).
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Puc. 29. 3aBepwieHue B3aumogeiicteua c cepsucom Kpuntolpo CSP

OGHapy#eHNE MHTEPAKTUEHBIX Cy#E

Mporpamma yxe He TpeByeT BHUMaHUA

Bosmomno, coobuyeHune He TpeGosano gefcTBUA, Kak,
HanpUMEpR, CNEPATMEHOE YEELCMAEHNE O COCTOAHKN.
Windows n3sectut sac, ecnn npofnema NoABMTCA BHOBL.

i =% Bephytb ceiuac

NMpumeyaHue

Bsanmopemcteme ¢ cepsucom CSP Kpuntollpo MOXHO OT/I0XKUTb, HE NEPEXOAA B OKHO MPUTNaLLEHMUA.
Tem He meHee, eciv NO/Ib30BaTE/Nb NepPeLLen B OKHO NpurnalweHus, Ho Bolbpan aenctene «Cnpocutb
nosxe», 3anpoc cepsuca CSP Kpuntollpo 6yaet 3aBeplieH ¢ owunbkoi. [Ona NOBTOPHOro
B3anmogenictema c cepsmcom CSP Kpuntollpo moKeT noTpeboBaTbecs nepesarpyska APM.

7. Ucnosib30BaHUE J0NOJHUTE/IbHBIX CPe/CTB 3allUThI 3arPy3KH

Ncnonb3zoBaHune nporpammuoro C31 SPR 4.0 ana 3awmtbl APM He obecneymnBaeT 3anpeT 4OCTyna
nonb3oBaTeNen K pecypcam KomnbioTepa B 06xo4 mexaHM3MOB cucTeMbl 3awwuTbl. [na obecneveHua
KOHTpOAA 3arpy*kaemoirt OC Ha APM moryT ncnonb3oBaTbCA TEXHUYECKUE CPpeaCTBa AOBEPEHHOM 3arpy3Ku
(ANMA3), nunbo  BHeapPATbCA  KOMMIEKCHble  OPraHM3auMOHHO-TEXHUYECKMX  MeponpuAaATUSA,
obecneuymBalowme HEBO3IMOXKHOCTb [AOCTyna nonb3osBatener K uHPopmaumm Ha APM B 06x0p4

MEXaHN3MOB 3aLlWnThbI.

Mpu ncnonb3oBaHum pewenHunin ANMMA3 Heobxoammo obecneymnTb KOHTPOb LLEIOCTHOCTHM dailinoB
C3N SPR 4.0 Ha aTtane 3arpyskn OC. o ymonyaHuto yctaHoBka C3M SPR 4.0 npoussoauTbca no
ctaHgaptHomy nytn ®C «C:\Program Files». Heobxoaumo ybeantbca B nocTaHOBKe NyTn ycTaHOBKKM C3U
SPR 4.0 Ha KoHTposb moayna AMMAS3.
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