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KomnaHua «KPUMTO-MPO», 2019-2021. Bce npaBa 3alWMLLEHbI.
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NO/Ib30BaTE/IO CO CTOPOHbI KomnaHum «KPUMTO-MPO».

000 «KPUNTO-MPO»
Agpec 127018, r. Mocksa, yn. Cyuiesckuii Ban, nom 18
Tenepon +7 (495) 995-4820
e-mail info@cryptopro.ru

Web WwWww.cryptopro.ru
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1. BBeaeHnue

JaHHOe pyKOBOACTBO MpegHasHavyeHO ANA aAMUHUCTPATOPOB CPeacTBa 3alunTbl MHPOPMALUK
«KpunTolpo SPR» Bepcua 4.0 (cokpalleHHoe Ha3BaHus usgenua — SPR 4.0). B pykoBoACTBe coAeprKaTtca
cBegeHus, Heobxoaumble aAMWHUCTpPATOPam AAS  HAaCTPOMKWM UM yNpaBAeHMA  MeXaHU3Mamm
ayTeHTUIMKaLUUM Nosib3oBaTeNnen.

HactoAawmin AOKYMEHT COAEepXWUT OnucaHMe npouecca HAcTPOMKU cpeacTBa CETEeBOWM
ayTeHTMOMKauMM B LOMEHHOW MHOPACTPYKType nog ynpasneHnem Microsoft Window Server 2008 R2/
Server 2012/ Server 2012 R2/ Server 2016 wn paboummu cTaHumsmu nog ynpasneHvem OC
Microsoft Windows Windows 7/8/8.1/10.

Ana dyHKumoHmpoBaHua Kpuntolpo Winlogon TpebyeTca, 4tobbl 6b11M NPaBUAbHO HAaCTPOEHbI
pabouyas cTaHUMs ANA BXo4a, [AOMEH W  KOHTpoanepbl pgomeHa. [OMeH JOonXKeH [O0BepATb
Yaoctosepstouwemy LUentpy (YU) ayreHTMduuMpoBaTb nosib3oBaTenen C MOMOLLbIO cepTUdPUKaToB
AaHHoro YL. Pabouas cTaHuuMA AnA BXOAa WM KOHTPOANEPbl AOMEHA AO0/KHbl 06/1a4aTb NpPaBU/IbHO
HaCTPOEHHbIMU CepTUPUKATaAMM.

Kak n B ntoboit peannsaumm MOK, BCe y4aCTHMKN AO/IKHbI 40BEPATb KopHeBomy YL, KoTopbiit
nognucan ceptuédukat sbinyckatowero YL,. KoHTponnepbl gomeHa un pabouune crtaHuuMm gna Bxoda
OO0KHbI A0BEPATb KOpHesomy YL,

YcTaHosKa MO un HeO6XOAMMbIe HaCTpOVIKM ANnA BbINONNTHEHUA YKA3aHHbIX Tpe6OBaHM[;1 OMNUCaHbl B
nocneayrowmnx pasaenax.

2. lloaaepxkxuBaemMbie KJI04YeBble HOCUTEIA

Kpuntolpo Winlogon KnneHT noaaepmBaeT cnegytowme Tunbl CMapT-KapT:

® POCCUWCKME UHTennekTyanbHble Kaptbl (PUK1, Ockap) ¢ ncnonb3oBaHMEeM cyUTbiBaTeNeMn
CMapT-KapT, nogaepxusatowmin npotokon PS/SC (GemPlus GCR-410, Towitoko, Oberthur
OCR126 v ap.);

® 3/1IEKTPOHHbIN KNtoY ¢ MHTepdeincom USB.

Kpuntolpo Winlogon KDC gna xpaHeHUA ceKpeTHoro Katoda KDC moxkeT ncnonb3oBatb Atoboi
KNto4eBOM HOcKTeNb, NoaaepkuBaemblii Kpuntollpo CSP.
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3. llopAA0K HACTPOMKU CUCTEMBI

3.1. Hactpoiika JoMeHa npeanpuAaATUs

3.1.1./loBepue Kk YL

KoHTponnepbl gomeHa u paboumne cTaHUMM O0NXKHbI AoBepAaTb YL ana obecneyeHUs BO3MOXKHOCTU
BXOZ4a NONb30BaTesIel No CMapT-KapTam.

Echn paccmatpusaembln YU, BbinycKkatowmin ceptudmKaTtbel 4NA BXOAA CO CMAPT-KapTOW, ABNAETCA
KOPHEBbIM, TO €ro cepTUPUKAT AOMKeH ObITb YCTAaHOBNEH B XpaHWAuLWa JJogepeHHble KOpHeable UeHmpbl
cepmuuKayuu yKa3aHHbIX KomnbtoTepoB. Ecnv ke aaHHbIN YL, ABnAeTcA NOAYUHEHHBIM, TO B 3TO
XpaHUAnLWe HeobxoaMMO YCTaHOBUTL cepTudMKaT KopHeBoro YL, Ha KOTOpOM 3aKaHYMBaETCA LEenoyKa
cepTnudmKaToB BbinycKarowero YLL.

OnucaHHyl npoueaypy PEKOMeHAYEeTCA BbIMNONHUTL C UCMOJ/Ib30BAaHMEM BO3MOXKHOCTEM rpynnoBbIxX
nonuTuk gomeHa Windows. [1n1a 3Toro B ocHacTke pynnoBble NONIMTUKM Ha KOHTPOIIEpe AOMEHa B y3/ie
KoHgpuzypauyus komneromepa — Kongueypayusa Windows — lNMapamempsl 6e3onacHocmu — lMoaumuku
OMKpPbLIMO20 Kaya — [osepeHHble KOpHesble UeHmpbl Cepmu@duKkayuu BbINONAHUTE WMMOPT
Tpebyemoro cepTudmKarta.

CnepyeT oTMeTUTb, Y4TO Galn MNopTUPyemMoro ceptudmrKaTa He AOKEH coaepKaTb B cebe
uenoyek ceptnomkatos n COC.

Mocne NPMMEHEHMA HACTPOEHHOW TakMm o6bpasom rpynnoBOi MOAUTMKM Ha BCEX KOMMbOTEpaXx
[lOMEHA aHHbIN cepTUPUKAT NOABUTCA B XpaHUAuLLe JosepeHHble KOPHEBbIE UeHMpPbl cepmuduKkayuu.

3.1.2.Pa3peumieHve ayreHTUPUKaALUU N0 ceptudukaram Y1,

Y106b1 cepTuduKaTbl YL, MOram ncnonb3oBaTtbCa g ayTeHTUPUKALMM B SOMEHE U BXOAA CO CMapT-
KapToi, AOMeH A0MXKeH ABHO AoBepsaTb atomy YL. Ona atoro B Active Directory B xpanHunuwe NTAuth
OONXKeEH bbITb NponucaH ceptudmKat atoro YL,

YT106bI NOMECTUTL cepTUdMKAT YL, B 3TO XpaHMAULLE, COXPaHUTe ero B Gpaia 1 BbINOJIHUTE CAeAYOLLYIO
KOMaHAay:

certutil -dspublish —-f<filename>NTAuthCA

3aechb <filename> — nma panna c ceptTndmkaTom.

Mporpamma certutil yctaHaBnuBaeTca BmecTe co cayxbamu ceptudmkaumm Microsoft Ha OC
Windows 2000, a Takxe npucytcteyeT B ntoboit noctaBke OC Windows Server 2003 1 6onee no3gHux.
[na ycnewHor nybankauym Heobxoanmo, 4tobbl y4ETHAA 3anNuUCb, NOA KOTOPOI BbINMONHAETCA KOMaHAa,
BXOAMANA B rpynny aAMMUHUCTPATOPOB AOMEHa.
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Bonee noapobHO npoueaypa nomelleHns KopHeBoro ceptuduKkaTa YL, B xpanunuwe NTAuth cm. [1].

3.1.3.06ecnieyeHue JOCTYNHOCTU cepTtudukara Y1

Echn paccmatpusaemblt YL, BbinycKkatowmin ceptudumKaTbl 4N BXOAA CO CMApPT-KapToW, ABNAETCA
KOPHEBbIM, TO ero cepTUdMKaT A0KEH ObITb YCTAHOBNEH B XpaHUAUWA JlosepeHHbIe KOpHeable ueHmMpbl
cepmuuKayuu KOHTPOANEPOB AOMEHA M paboumnx cTaHuni ana Bxoga. Ecam xe gaHHbi YU asnaetca
NOAYMHEHHbIM, TO BO3SHMKAET HEOOXOAMMOCTb MOUCKA ero ceptTuduKaTa Aia NoATBEPKAEHUA LLENOYKM.

[lns 3TOro pekomeHAayeTca BKAoUYeHUe ocoboro pacwmpenus AIA (docmyn K uHgpopmayuu o yeHmpe
cepmugukayuu) B cepTUdMKaTbl MNOMb30BaTeNEN, BbIMyLWEHHbIE 3TUM LEHTpom. PacwmnpeHune
AlABKAto4aeT B ceba nyTb K paiiny cepTuduKaTa 4aHHOTO LLEHTPA cepTUPUKaL MK, KOTOPbIN JONKEH ObiTh
AOCTYNeH [Ana Bcex nonb3osatenen cuctembl (O6bITb OMNyOGAMKOBAHHbIM MO AOCTYNHOMY AN
nosib3oBaTenen agpecy B CETU NpeanpuATMA No npoTokonam LDAP, HTTP).
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3.2. HacTpoika KOHTPOJLJIEPOB JOMEeHa

3.2.1.Beinyck ceprudukarta K/, ucnosibzyss Kpunrollpo Y1,

[na Bcex KOHTPONNEpOB AOMeHa HeobxoAMMO BbINYCTUTb CePTUPMKATbl OTKPbITbIX KAKOYeRn,
KoTopble ByAyT MCNONb30BaTLCA KOHTPOIIEPaMM AN1A ayTEHTUOUKALNM U 3aLLUTbI COEAMHEHMA.

[na BbiNycKa cepTUdMKaTa M YCTAaHOBKM cepTUdMKATa KOHTpo//lepa AOMeHa HeobxoaAmmo
BbIMNO/IHUTL CNEAYIOLLYIO NOC/eL0BaTeIbHOCTb AeNCTBUIA:

1. Y3Haiite DNS-uma u wuaeHtudukatop GUIDKoHTponnepa AomeHa. [aa 3Toro Ha
KOHTpO/Iepe 4OMeHa B NaHenu ynpasaeHMAa KOMNboTepa 3anyctute naHenb Kpunmofllpo
CSP v Ha BKknagke Winlogon Haxmute KHONKY Skcnopmuposame. Hy»KHaa nHopmaums
byaet nomelleHa B 6ydep obmeHa. CoxpaHuTe 3TN AaHHble, HaNnpUMep, B TEKCTOBbIN daiin
n nepenauTe Ha KomnbtoTep APM AgmuHucTpatopa.

2. B APM AdmuHucmpamopa Kpunmollpo YLl co3paiTe nonb3osaTens, KoTopbin byaet
COOTBETCTBOBATb KOHTPOANEPY AOMEHA. 3a4aNTe fOoNoNHUTeNbHble NapameTpbl DNS-uma
n GUID gna storo nonb3osatens (y3en Ce8olicmea B KOHTEKCTHOM MEH!I0).

3. B APM AomuHucmpamopa Kpunmollpo YL co3paiite HTML-¢popmy A18 aBTOHOMHOWM
paboTbl NONb30BaTENs, COOTBETCTBYIOLWLErO KOHTpPOA/EpYy gomeHa (ysen Bce 3adavyu —
Co30amb — HTML-¢hopmy 0718 aemoHOMHoOU pabomesl B KOHTEKCTHOM MeH10). B Kayectse
TUNA 3anpoca Ha cepTUOMKaAT yKaxunte Cepmugukam KoHmposnepa domeHa(winlogon).
Ob6paTtuTe BHUMaHWe, 4YTO B popMe A0KEH ucnonb3oBatbea Kpuntolpo CSP.

4. MepeHecute cozgaHHyo HTML-bopmMy Ha KOMMNbIOTEP KOHTPOIIEPa AOMEHA U 3amyCcTUTe
eé. Ona KoppeKTHoM paboTbl popmbl HEOOXOAMMO pPa3peLInTb OTOOpaKeHMe aKTUBHOIO
cofeprKMmoro B HacTpomkax Internet Explorer. Co3gante B ¢opme 3anpoc Ha cepTuduKaTt
(cm. PucyHok ). Fanouky Modnucame 3anpoc CTaBUTb HE HYXKHO.

Ob6patnte BHMMaHWe, 4YTO MPU CO3AaHUM 3anpoca Ha cepTudukaTt ¢ nomolubo HTML-
dopmbl OHa 06A3aTeNbHO A0/KHA ObITb 3aNyLLLEHa U3 IOKA/IbHOTO KaTa/iora KOMNboTepa,
Ha KOTOpOM MNJaHuMpyeTca e€ 3anosiHeHue. [aHHoe TpeboBaHMe o06ycnoBneHo
orpaHundyeHmnamm 6esonacHoctu Internet Explorer.
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& ABTOHOMHDBIA BE B-KMe HT Kpunmollpo Y1 g@

Marin  [paeka Bua  MzOpaHHoe  CepEMc CNpaeka ﬂ'

Yaocmoeseparouiutl Uaekmp Kpunmolipo YU

CDE,HHHIIE 3aripoca I IT0JEI0E AT eJid.

CH=zerl

Hua pafina
CACerRequestsyrequestpl 0|

[Tlognucats sanpoc
[ CozaaTe Zanpoc ]

Veranoepka cepriudHKaTa B XpaHiuUnane:

Hua hatina:

[ HCTEHOBMTE CERTHMGIMKAT ]

PucyHok 1. HTML-cdbopma anst aBTOHOMHOWM paboTbl nosb3oBaTens.

5. B npunoxeHun naHenun ynpasnenus Kpunmollpo CSP Ha Bknaake Winlogon Heobxoammo
OTMETUTb raNouKy Mcrionbzosames anzopummesl Kpunmollpo CSP Ha KDC.

6. MNepeHecuTe 3anpoc Ha cepTudukat Ha APM AgmuHucTpaTopa M BbINyCTUTE A4
COOTBETCTBYHOLEro N0OAb30BaTeIA cCepTUPMKAT NO 3anpocy.

7. MNepeHecnTe cepTUPMKAT Ha KOMMbIOTEP KOHTPOAJEPA AOMEHa M YCTaHOBUTE ero C
nomoubto Ton ke HTML-popmbil.

8. Ypanute apyrue ceptuduKaTbl KOHTPOA/IEpa AOMEHa, €C/IM OHW eCTb, U3 XpaHuauLia
JluYyHble NOKANbHOIro KOMMbIOTEPA N NepesarpysuTe ero.

OnucaHHble ,D,EI)'ICTBMH NnoBTOPUTE ANA BCEX KOHTPO/1/1EPOB Ballero JomeHa.

Ecnv B Balwem fOMeHe ecTb MW NIAHUPYETCA Pa3BEPHYTb LLeHTP cepTuduKaumnm Microsoft
B pexume LUC npeanpuatua (Enterprise CA), TO HeobxogMmo npenoTBpPaTUTL
aBTOMATUYECKUIN BbINYCK CEPTUPUKATOB KOHTPONIEPOB [OMEHOB, KOTOpble MOryT
nomewaTb pabote Kpuntolpo Winlogon. [1na atoro B ocHacTke LleHmp cepmughuxkayuu
yaanuTte wWabnoHbl ceptudunkatoB KoHmponnep domeHa w [lposepKka nodauHHoOcmMuU
KOHmMposnepa OomMeHd W3 Ccnucka wabnoHoB (cm. PUCYHOK ) ¢ uenbto 3anpeTa
aBTOMATUYECKOM BblAauM CePTUPUKATOB NO AAHHBIM LWabaoHaM.
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FKoHoone  JdeficTewme  Bma  Cnpaeka
& = @@ 2

% LeHTp cepThdmkalimi (NokaneHs@) || 1wa

= @ CADC F'.rEHT BOCCTAHOBENEHKA EFS

(L] OTo3BaHHbIE CEpTHEHKATEI BdBasos0e wHdposarke EFS

(L BelaaHHbIe CepTHAMKATE 7 [

(L1 3anpock! B oxkAaHK l{nmnbh:uTE

(L1 HevaauHele sanpock: nDnmeaTF;nb

3 LafinoHe) cepTHbHEATOE | e .
B noaumHenHeIi weHT copTHBMHEALLMK
.ﬁ.ﬂMHHHchaTDp

PucyHOK 2. CNUCOK A0oNyCTUMBbIX WabaoHoB cepTuduKkaTos LleHTpa cepTudmKaumm.
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3.3. HacTtpoika nojib30BaTeJbCKHUX Pad04YUX MeCT

3.3.1.BbInyCK n0J1b30BaTe/AbCKOr0 cepTUudUKaTa, ucnosib3ys Kpunrollpo YIJ

Kaxkabih nonb3oBaTenb A0/MKeH obnagaTb cmapT-kapToi (mam USB ToKeHOm), copdepikaliein

3aKPbITbIN KNKOY U cepTUUKAT SR ayTEHTUDMKALMKN B OMEHE.

TpeboBaHus K cepTUdUKATy BXOAA CO CMAPT-KapTol U paboyei cTaHunK:

CepTMdMKaT NONb30BATENA AO/KEH COAEPKATL NPaBUIbHOE MMA Yy4ETHOM 3anucK (User
Principal Name) B none Subject Alternative Name cepTudukaTa.

Ha paboueli cTaHUMM ANs BXOAA CO CMAPT-KAapTOM AOKHbI 6bITb YCTAHOB/IEHbI ApanBepbI
ONA YCTPOMCTBA YTEHUS CMapPT-KapT, 3TO YCTPOMCTBO U UCMOJIb3YEMbIM HOCUTEb A0NXKHbI
6bITb yCTaHOBAEHbI B NnaHenn ynpasneHns Kpuntollpo CSP KaK cunTbiBaTeb U HOCUTEND, B
CBOWMCTBAX HOCUTENA A0/MKHA OblTb yCTAaHOB/EHA Fano4yka «Mcnonb3oBaTtb A4N1A BXOoAa B
OnepauMoHHYIO CUCTEMY», €C/IM TAKOBAA MMEETCA.

Boinyck Takmx ceptudukatoB ocyuwectenaetca Ha APM AdmuHucmpamopa Kpunmofllpo YLI.

CYLLI,ECTBVET ABa Pa3/INYHbIX BapMaHTa BbiMyCKa CepTMd)MKaTa nonb3oBaTtena gaa exoga co cmapT—KapToﬁz

CospgaHue ceptuduKkaTa ¢ nomolubto HTML-popmbl, aHaNOrMYHO CO3AaHUI0 cepTudmKaTa
KOHTpO/epa AOMEHa.

CospaHue cepTudmKaTa HenocpeacTBeHHO Ha APM AagmuHuctpatopa Kpuntollpo YU.

ObpaTtnute BHMMAHME, YTO NPU CO3L4aHUM 3anpoca Ha cepTUuduKat c nomowbto HTML-popmbl OHa
06A3aTeNbHO A0/MKHA ObiTb 3anylleHa M3 JIOKA/NbHOTO KaTajnora KOMMblOTepa, Ha KOTOpPOMm
naaHupyeTca eé 3anonHeHue. [lJaHHoe TpeboBaHWe 06yCN0BAEHO OrpaHUyYeHnAMM 6e3onacHOCTH
Internet Explorer.

3.3.2.Co3panue ceprtudukaTa nosib3oBaresis ¢ nomoibo HTML-¢opmbl.

1. B APM AdmuHucmpamopa Kpunmollpo YL co3paiite HOBOro nonb3osartensa. [pu

CO3/aHnM NOJIb30BaTeNA YKaXKUTe gonoaHutenbHbln napametp UPN (UserPrincipalName).
DTOT NapameTp TaKKe MOXHO 33a4aTb MM U3MEHUTb Y CYLLECTBYIOLWEro noab3oBaTesna
(y3en Ceolicmea B KOHTEKCTHOM MeHI0).UPN nonb3oBaTens MOXKeT OTIMYaTbCA OT MMEHU
YY4ETHOM 3aNnCK, UCNOIb3YyEMOM ANA BXOAA B KOMMNbOTEP, HO Yalle BCEro OHM COBNAAAtoT.
UPN nmeet dpopmat userl@domain.com.

B APM AgmuHuctpatopa Kpuntolpo YL cozpante HTML-popmy ana aBTOHOMHOM paboTbl
nonb3osaTtensa (ysen Bce 3a0a4yu — Co30ame — HTML-¢popmy 015 aemoHOMHoU pabomel
B KOHTEKCTHOM MEHI0). B KayecTBe TMNa 3anpoca Ha cepTUPUKAT yKaxute Cepmugukam
exo0a co cmapm-kapmoli. ObpaTnute BHUMaHUe, YTo B GopmMe A0/IKEH UCNONb30BaTbCA
Kpuntollpo CSP.

MNepeHecuTe co3gaHHyto HTML-popmy Ha pabouyto cTaHUMIO ANA BXO4A CO CMApPT-KapToi
W 3anycTute eé. [lna KOppeKkTHOM paboTbl Gopmbl HEOHXOANMO paspelnTb oTobpaKeHme
aKTMBHOTO COAEPKMMOro B HacTpoikax Internet Explorer. Co3paiite B dopme 3anpoc Ha
cepTudmKar.
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4. MepeHecute 3anpoc Ha ceptuduKat Ha APM AgmuHMUCTpaTopa W BbiNycTUTEe ANA
COOTBETCTBYIOLLLEro NoNb30BaTeNA cepTUdMKaT No 3anpocy.

5. MepeHecute cepTudukat Ha pabouyto CTaHLMIO AN BXOAA CO CMapPT-KapToi U yCTaHOBUTE
ero ¢ nomouwbto HTML-popmbl.

3.3.3.Co3aanue cepTudukarTa nosib3oBaresasa Ha APM AaMuHUCTpaTopa
Kpunrollpo Y1I.

Ha paboyem mecTe NpPUBUAETMPOBAHHOIO MONbL30BATENSA, BbIMyCKAOWEro cepTUdUKaTbl ANS
nonb3oBaTtenemn ¢ ucnonbsosaHmem APM ALMUHUCTPATOPaA, LOMKHbI ObITb YCTAaHOB/NEHbI ApalBepbl ana
YCTPOICTBA YTEHMA CMAPT-KAPT. ITO YCTPOMUCTBO M MCNONb3YEMbIt HOCUTENb AOKHbI ObITb YCTAHOBNEHDI
B NaHenu ynpasneHus Kpuntolpo CSP Kak cuMTbiBaTENb M HOCUTE/b, B CBOMCTBAX HOCUTENA A0/XKHA ObITb
yCTaHOB/IEHa rasioyka Mcrnosb3o8ams 019 8x00a 8 ONepPayUOHHYO cucmemy, eCcivi TakoBas UMeeTcA.

Ona  Bbinycka cepTuduMkata nosb3oBaTens C  uUcnosb3oBaHnem APM  AamuHuctpartopa
HEeob6Xx04MMO BbINOJHUTbL C/IEAYIOLLYIO NOC/1eA0BaTeNIbHOCTb AENCTBUN:

1. B APM AomuHucmpamopa Kpunmollpo YL| co3paiite HoBOro nosb3osatens. lpu
C034aHMM NONb30BATENA YKAXKNUTE A0NONHUTENbHbIN NapameTp UPN (UserPrincipalName).
OTOT NapameTp TaK)Ke MOXHO 334aTb MAM U3MEHUTb Y CyLLECTBYIOLLEro noJsib3osaTtens
(y3en Csolicmea B KOHTEKCTHOM MeH0).UPNMNo/b30BaTeNsA MOMKET OTIMYATLCA OT UMEHM
YY4ETHOM 3aNnCK, UCMOIb3YEMOM ANA BXOAA B KOMNbIOTEP, HO Yalle BCEro OHM COBMAAAtoT.
UPNumeet popmat userl@domain.com.

2. Bbinyctute ceptuduKaT a8 AaHHOIO No/b30BaTeNA, rae B KayectTse TUMa 3anpoca Ha
ceptuduKat ykaxute Cepmugukam exod0a co cmapm-kapmol. Knwouyesylo napy
CreHepupyinTe Ha CMapT-KapTe U YCTaHOBUTE CePTUPUKAT B KOHTEHEP.

Mocne 3Toro cMapT-KapTa MOXKET UCMONb30BaATLCA ANA ayTeHTUdMKauun B gomeHe Windows.
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