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KomnaHua « KPUMTO-MPO», 2019-2021. Bce npaBa 3alLMLLEHbI.

OTOT AOKYMEHT BXOAUT B KOMMIEKT NOCTaBKU U3aenuna. Ha Hero pacnpocTpaHAOTCA BCe YCA0BUA
NINLLEH3NOHHOrO  cornaweHua. be3  cneumanbHOro  MUCbMEHHOrO  paspelleHnA  KoMMaHum
«KPUNTO-MPO» 3TOT AOKYMEHT MW €ro 4acTb B NMEYaTHOM WM SNEKTPOHHOM BUAE HE MOTyT ObiTb

noABepPrHyTbl KONNMPOBAHUIO U Nepegade TpeTbMM IMLAM C KOMMepHECKOVI Lenbto.

MHpopmaums, coaeprkalanca B 3TOM JOKYMEHTE, MOXET ObiTb MU3MeHeHa pa3paboTuMkom 6es
CNeumanbHoOro yBeOOMJIEHMA, 4YTO He ABAAETCA HapylleHMem 00653aTeNbCTB MO OTHOLWEHWIO K

NO/b30BATENI0 CO CTOPOHbI KomnaHum «KPUMTO-MPO».

000 «KPUNTO-MPO»
Appec 127018, r. Mocksa, yn. Cyuiesckuii Ban, nom 18
Tenepon +7 (495) 995-4820
e-mail info@cryptopro.ru

Web Www.cryptopro.ru
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ABTOMATM3MPOBAHHAA MHPOPMALMOHHAA CUCTEMA
ABTOMaTM3MpOBaHHOE paboyee mecTo
ABTOMATM3MpPOBAHHAA cMcTeMA

3aMKHyTaa nporpammHas cpeaa

NHbopmaumoHHasa cuctema

HecaHKLMOHMPOBAHHbLIN AOCTYN

OnepaumMoHHana cuctema

MporpammHO-annapaTHbIM KOMNAEKC

Mogcuctema Kpuntorpadmyeckon 3awmnTbl HGoOpMmaLmm
MporpammHoe obecneyeHune

MpuknagHoe nporpammHoe obecneyeHume

CpeacTBO MK cUCTEMA 3alLnTbl MHGOpMaLUK
CpeacTBo KpmunTorpaduyeckom 3awwmtbl MHGOpMaLUK

CpeAcTBO XpaHeHUA KoHbUAeHUManbHoN nHGopmaLmm
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1. BBeaeHnue

B HacToAlee BpemA O4HOM U3 CaMbIX PACNPOCTPAHEHHbIX Npobnaem B obnactn 6esonacHoCTM
MHPOPMALMM KOPMNOPATUBHBIX KOMMbIOTEPHbBIX CUCTEM ABNAAETCA KOHTPOAb HAagh WCNONAb30BaHWEM
CbeMHbIX HocuTenen nHpopmaumu.

Cnyyan yTepu (Kpaxku) CbEMHbIX HOCUTENen C KoHoMAeHUManbHOW WHPopMauMen, cayyau
NCNOJIb30BaHNE CbeMHbIX HOCUTeNlel ANA 3/10HaMePEHHOro BbiHoca 60/blKMX 06bemoB MHPOpPMaLMK,
pacnpocTpaHeHMe BMPYCOB M 3aKNafOK 4Yepe3 CbeMHble HOCUTENN ABNAIOTCA B HacToAllee Bpems
Cepbe3HbIMU Yrpo3ammn 6e30MacHOCTU KOPNOPATUBHbIX CETEN.

B HacToAwee BpemA B obnactu KOHTPONA Hah WCNO/Nb30BaHUEM CbEMHbIX HoCUTEeNen
MH(I)OpmaLI,MM MMEIOTCA ABa OCHOBHbIX NoAxo4a.

MepBbl Nnoaxon npeacrasnaeT cobo NONHLIN 3anpeT Ha UCNONb30BaHUA CbEMHbIX HOCUTENEN
MHbOPMALMM  BHYTPM KOPMOPATUBHOrO cermeHTa. Yacto 310 peanusyetca nytem ¢GusmMyeckomn
6nokmpoBkn USB nnu FireWire nopTos.

Mpv BTOPOM NOAXOAE UCNONb3YHOTCA PeleHus, NO3BOAOWME YNPABAATb 4OCTYNOM K CbeMHbIM
Hocutenam. lMpumepom peanusaumm JaHHOTO noaxoda CAyXuT nogcuctema Windows Removable
Storage Access, peannsosaHHaa B OC Windows HaunHasa ¢ Windows Vista.

B cucteme 3awmtbl MHPOPMALMM Ha CbEMHbIX HOCUTENAX, NOoAyuymBlLel Ha3BaHWe SPR Device
Security, coBMelWleH KaK TPaAuLMOHHbIX MOAX0A YMNpaB/ieHUs AO0CTYNOM K YCTPOMCTBaM, Tak W
peanin3oBaH HOBbIM NOAXO0A K 3almuTe MHGOPMALIMM Ha CbEMHbIX HOCUTENSX.

2. PacuiupeHnHblie noiuTUKA EFS

HoBbln noaxond, npeanoXeHHblr KomnaHuen KPUMTO-MPO, ocHoBaH Ha MCNO/b30BaHMMU
nogcuctembl dannosoro wudposaHma OC Microsoft Windows Encrypting File System (manee - EFS).
Peannsyeman B pamkax AaHHOro noaxona nogcuctema HassaHa PacwmpeHHble nonntuku LWndpyrowen
dannoson Cucrtemol (Enhanced Encrypting File System (EFS) Policies) (aanee - EFP).

MPUHUMN NPeasoXKEHHOTo NoAXoAa COCTOMT B TOM, YTODbl He OrpaHMYMBATL MONAb30OBaTesNel
KOPNOpaTUBHOM CETU B BO3MOXHOCTU GU3NYECKOTO MCMOb30BaHMA CbeMHbIX HocUTenen nHdopmaumm.
OpHako npu 3ToM AJMUHUCTPATOPY NPeaoCTaBAAETCA BO3MOXKHOCTb MAHAATHOTO YyNpaB/eHuA
atpubytammn wudposaHua dannoe (ganee - maHgaTHoe WKUGPOBAHME) HA CbEMHbIX HOCUTENAX
nHoopmauun. TepMnH MaHAaaTHoe (obAsaTenbHoOe) WKUdPpoBaHME O03HAYaeT, 4YTo HeobxoAMMOCTb
WNPpPOBaHUA MHPOPMALMM HA CbEMHOM HOCUTENE OMpPeaenaeTca afAMUHUCTPATOPOM, a He KenaHUem
MW He KeNaHMeM Nonb3oBaTens.

Mo ymonyaHuio, BCe MNO/b30BATE/IM UMEIT paspelleHne paboTaTb TONbKO C 3alwndbpoBaHHOM
nHpopmaumen. [ina Toro 4ytobbl NONb30BATENb MOAYYUA AOCTYN (Ha YTeHMe, 3anucb, UCMONHEHME) K
He3awndppoBaHHON MHPOPMaLMM AAMUHUCTPATOP AO/IKEH AaTb emMy paspelleHue COOTBETCTByHLLee
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paspelweHue. B pamkax ynpaBieHUs MaHAATHbIM WKdpPOBaHMEM OoNpeaenseTcs TpM TMna paspeweHui
(permissions), KOTopble aAMUHUCTPATOP MOXKET Ha3HAYUTb NONb30BATENAM:

Pa3spelweHmne yntaTb He3awmMdpoBaHHble paisibl CO CbEMHbIX HocuTenen nHdopmaumnmn. aHHoe
paspelleHne AaeT Mo/ib30BaTeNt0 MPaBO OTKPbIBATb Ha YTeHMe ¢ainbl, HaxoAswMeca Ha CbeEMHOM
HocuTene MHGopmauum, n He 3awnMdpoBaHHbIe C NomoLbto EFS.

Pa3pelweHmne co3gaBaTtb He3alwMPpOoBaHHbIe Gaisibl U 3anNMCcbiBaTb B He3alwMdpoBaHHbie daibl
Ha CbeMHbIX HocuTenax WHbopmaumun. [laHHOe paspelleHne p[aeT NoNAb30BaTeNt0 BO3MOXKHOCTb
€034aBaTb Ha CbeMHbIX HocuTensx MHpopmaummn dannbl, He 3awmdpoBaHHble ¢ nomoubto EFS. Takxke
AaHHOEe paspelleHne faeT No/b30BaTeNt0 BO3MOMXKHOCTb OTKPbIBaTb HA 3anuncb ¢ainbl, HaxoaalMeca Ha
CbeMHOM HocuTene MHbopmaLumu, U He 3alindpoBaHHbIe ¢ noMmolLbto EFS.

PaspelieHrMe WCMNONHATbL He3awundpoBaHHble ¢alinbl CO CbEMHbIX HOCUTeNel UHbopMaLUu.
[aHHoe pa3spelueHne AaeT NoNb30BaTeN0 MPABO OTKPbIBATb Ha MCMOJIHEHWE ¢alinbl, Haxoaawmeca Ha
CbeMHOM HocuTene MHGopmaLmm, U He 3alndpoBaHHbIe C NomolLbio EFS.

Takmm 06pasom, yCTaHaBNMBaA AaHHble paspelleHusa, agMUHUCTPATOP MMeEeT BO3MOXKHOCTb
co3gaTb «bHenblM» CNUCOK MONb30BaTeneil, KOTOPbIM paspelleHbl Te WAW WHble onepauuu ¢
He3awmndpoBaHHbIMK pannaMmn Ha CbeMHbIX HOCUTeNAX MHPopMaLmu.

Monb3oBaTenn, He BHECEHHble B paspelnTesibHble CMUCKW, WMEKT NpaBo NPOBOAUTbL
COOTBETCTBYIOLWME PaiioBble onepaLmnmn TONbKO C 3aWnMdpoBaHHbIMM ¢ NomoLbto EFS dalinamu:

1. Monb3oBaTenun, He uMMelOWMe paspelleHna YMTaTb HesalwudpoBaHHble ¢alkibl CO CbEMHbIX
HocuTenem MHGopMaLUmM, MMELOT MPaABO OTKPbLIBATb HA YTEeHWE daiibl, HAXOAALWMECA HA CbEMHOM
HocuTene nHdopmaumm, TONbKO 3aMdpoBaHHble ¢ nomoLbio EFS.

2. MNonb3oBatenu, He MMeloLWMe paspeLlleHna co34aBaTbh He3awndpoBaHHble Galabl HA CbeMHbIX
HoCUTENAX MHPOPMALMM, UMEIOT NPABO CO034aBaTb Gan/ibl HA CbeMHbIX HOCUTENAX, HO NPU 3TOM
BHOBb CO34aHHble alnbl b6yayt 3awuébpoBaHbl ¢ nomouwpto EFS. YcrtaHoBka aTpubyta
WKdpPoBaHMA NPOMUCXOAUT B MNPO3PA4YHOM pexrmme. TakkKe NONb30BaTENN, HEe umelowme
pa3peleHna 3anucbiBaTb AaHHble B He3awudpoBaHHblie daiabl, MMEOT NPaBO OTKPbLIBATb Ha
3anuchb To/1IbKO $ainbl, 3aWMPpoBaHHble ¢ nomoLbio EFS.

3. Monb3oBaTtenu, He MMeOWMe paspewleHna UCNONHATbL He3awndpoBaHHblie Ganibl CO CbeMHbIX
HocuTener WHOOPMaLMM, UMMEKT MpPaBO OTKPbIBAaTb HA WCMNONIHEHME TO/MbKO dalinbl,
3aWwmndpoBaHHble ¢ nomolbto EFS.

Taknm o06pasom, MCNoNb30BaHWE MAHAATHOrO WWPPOBAHUA AaeT BO3MOMKHOCTb peann3oBaTtb
Kpmntorpapuyeckyo n3onsaumnto MHGopmMaLmnm B KOPNopaTUBHOM CETH:

1. NMonb3oBaTenam nNpefoOCTaBAAETCA BO3MOXHOCTb CBOHOAHOrO WCMONL30BAHUA CbEMHOTO
HOCUTENA B OTKPLITOM pexmme Ana nobbix Leneit BHe KOPNopaTUBHOM CETH.
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2. TMpwu paboTe BHYTPM KOPNOPATMBHOW CeTU, He3alwmndpoBaHHble $aibl, KOTOpPble NOb30BaTeNb
3anmcan Ha CbeMHbIN HOCUTE/Ib BHE A@HHOW ceTu, ByayT eMy He A0CTyNHbl (KpoMe nonb3oBaTenem
C ABHbIM pa3peLleHnem).

3. TMpwu paboTe BHYTPM KOPNOPATMBHOW ceTu Bce daibl, 3aNMCaHHbIe NO/b30BaTENIEM Ha CbeMHble
HocuTenu, 6yayT 3awmndpoBaHbl B MPO3PAYHOM peXMME. ITO CHUMAET Yrpo3y KOMMNPOMETALUN
AaHHbIX NpU yTepe (MM Kparke) CbeMHOro HOCUTENA BHE KOPNOPATUBHOM CETW.

4. BbibopoM MOJUTUKN UCNO/Ib3YEMbIX KAOYEBbIX HocuTenei ana pabotbl ¢ EFS, agmuHuctpaTop
MMeeT TaKKe BO3MOXHOCTb MWHMMMU3MPOBATb BEPOATHOCTb NpeaHaMEPEHHON  KpaXku
MHbOPMALMM C UCNONb30BAHNEM CbeMHbIX HocuTenen. OgMH U3 NOAXOA0B K pelleHUto JaHHOM
npobiembl COCTOMUT B XPaHEHUM KOHTEMHepa CEKpeTHOro Kntoda EFS HenocpeacTBeHHO Ha
KOMMblOTEPE KOPMOPATUBHOW ceTu. ITOo obecneymBaeT HEBO3MOXHOCTb A/1A MO/b30BaTeNs
CaMOCTOATEIbHOIO pacwmndpoBaHma GpaiiioB BHE KOPNOPATUBHOM CETU.

5. Mpo3payHoe ucnonb3oBaHue EFS aaeT BO3MOMKHOCTb MNONAb30BATENAM KOPMOPATUBHOM CETU
6e3onacHoO obMmeHMBaTbCs 3alndPOBAHHON MHPOPMaLMEN APYT C APYrOM MOCPEACTBOM CbEMHbIX
HocuTenei. 3To peanusyeTcA OGaarofaps BO3MOXKHOCTM, npegoctasasemoi EFS, Kotopas
NO3BONAET ABHO 334aTb CMMCOK NO/Ab30BaTeNel, KOTopbIM ByaeT gaH Kpuntorpaduyeckuin goctyn
K 3awmndpoBaHHOMY dainny.
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