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KomnaHua « KPUMTO-MPO», 2019-2021. Bce npaBa 3alLMLLEHbI.

OTOT AOKYMEHT BXOAUT B KOMMIEKT NOCTaBKU U3aenuna. Ha Hero pacnpocTpaHAOTCA BCe YCA0BUA
NINLLEH3NOHHOrO  cornaweHua. be3  cneumanbHOro  MUCbMEHHOrO  paspelleHnA  KoMMaHum
«KPUNTO-MPO» 3TOT AOKYMEHT MW €ro 4acTb B NMEYaTHOM WM SNEKTPOHHOM BUAE HE MOTyT ObiTb

noABepPrHyTbl KONNMPOBAHUIO U Nepegade TpeTbMM IMLAM C KOMMepHECKOVI Lenbto.

MHpopmaums, coaeprkalanca B 3TOM JOKYMEHTE, MOXET ObiTb MU3MeHeHa pa3paboTuMkom 6es
CNeumanbHoOro yBeOOMJIEHMA, 4YTO He ABAAETCA HapylleHMem 00653aTeNbCTB MO OTHOLWEHWIO K

NO/b30BATENI0 CO CTOPOHbI KomnaHum «KPUMTO-MPO».

000 «KPUNTO-MPO»
Appec 127018, r. Mocksa, yn. Cyuiesckuii Ban, nom 18
Tenepon +7 (495) 995-4820
e-mail info@cryptopro.ru

Web Www.cryptopro.ru
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ABTOMATM3MPOBAHHAA MHPOPMALMOHHAA CUCTEMA
ABTOMaTM3MpOBaHHOe paboyee mecTo
ABTOMATM3MpPOBAHHaA cMcTeMaA

3amMKHyTaa nporpammHas cpeaa

NHbopmaumoHHasa cuctema

HecaHKLMOHMPOBAHHbLIN AOCTYN

OnepauMoHHana cuctema

MporpammHO-annapaTHbIN KOMMNAEKC

Mogcuctema Kpuntorpadmyeckon 3awmnTbl HGoOpMmaLmm
MporpammHoe obecneyeHune

MpuknagHoe nporpammHoe obecneyeHune

CpeacTBO MK cUCTEMA 3alnTbl MHGOopMaLUK
CpeacTtBo KpunTorpaduyeckom 3awwmtbl MHGOpMaLUK

CpeAcTBO XpaHeHUA KoHbUAeHUManbHoN nHGopmaLmm

KTAN.00112-01 34 01 (pepakuusa 8 ot 08.08.2021)
CpeacTBo 3awmTbl HGopMaumm «Kpuntolpo SPR» Bepcus 4.0
PykoBopcTBO Nnonb3osartens.

4/11



1. HaszHayeHHe nporpaMmsl

CpeacTBo 3awmTbl HGopmauunm «Kpuntolpo SPR» Bepcus 4.0 (coKpalleHHOoe Ha3BaHWUa n3genuns
— SPR 4.0) npegHasHavyeHo Ana obecneyveHuns 3awmTbl MHPOPMALMOHHbIX pecypcoB AUC, cocTosLmx u3
APM u cepBepoB, GyHKLMOHUPYOLWMX Nog ynpasaeHnem OC komnauun Microsoft (Tab. 1), u coBmecTHO
C ApyrMMM  cpeacTBamu  3alumUTbl  YCUAMBAET LWTAaTHble mexaHusmbl OC, obecneumBatowme
MHbOpPMaUnOoHHY 6e3onacHocTb AUC.

Tab. 1. OnepauunoHHble cuctemol, nogaep:xmsaembie SPR 4.0 (ucnonHenusa 1, 2)

Bbinycku Bepcua KaHan Tun MuHuMmanbHan MeTtop,
06cnyKuBaHuA pekomeHgyemaa aKTMBauuu
cbopka

Windows 10 20H2 SAC 32-bit 19042.631 Retail
Pro
ProN
Windows 10 20H2 SAC 64- bit 19042.631 Retail
Pro
ProN

Pro for Workstation
Pro for Workstation N

Windows 10 20H2 SAC 32- bit 19042.746 Volume
Pro

ProN

Enterprise

Enterprise N

Windows 10 20H2 SAC 64- bit 19042.746 Volume
Pro

ProN

Pro for Workstation

Pro for Workstation N

Enterprise

Enterprise N

Windows 10 LTSC 2019 1809 LTSC 64- bit 17763.1757 Volume
Enterprise

Enterprise N
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Windows Server 20H2
Standard (Server Core)

Datacenter (Server Core)

Windows Server 2016 1607
Standard

Standard (Server Core)

Datacenter

Datacenter (Server Core)

Windows Server 2019 1809
Standard

Standard (Server Core)

Datacenter

Datacenter (Server Core)

anIMeLIaHVIﬂZ 1. Bce BbIMYCKU oC noaaep>xmBaroTCA B BAPUAHTAX Ha aHTNIACKOM U PYCCKOM A3bIKaX.

SAC 64- bit 19042.631

LTSC 64- bit 14393.4225

LTSC 64- bit 17763.1757

2. Nopagok n cpoku akcnayatauum OC onpegensatotca npounssoautenem OC

Volume

Volume

Volume
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2. Pa6oTa c okHamu cepBuca Kpunrto-Ilpo CSP KC3

Mpu paboTe nonb3oBaTtensa cepsuc CSP Kpunto-MNpo moxKeT BbIBOAUTL coobuweHua ana

B3aMMOAENCTBUA C NOMb30BaTeNIeM — MPMUMeEpP TaKoro coobueHns npeactasneH Ha puc. 1 - 2.

L test ameHenna: 01.08.2013 18:29 1
TekcToBbIA JoKyMEHT Pazmep: 0 baidt

s

Puc. 1 - 2 — CoobueHune cepsuca CSP Kpunto-Mpo

BO3HMKHOBEHUM TaKoro coobuleHMss O03HayaeT, 4To Kpuntorpaduyeckonm noacucTeme
HeobxoaMMmo B3auMoZencTBMe ¢ nosib3oBaTenem. Nonb3oBaTtenb AONKEH NepeinTn B OKHO NpurnaweHuns
(puc. 3 - 4) n BbIbpaTb genctBue «lMocmoTpeTb coobuieHMe», Nocie Yero BbINOJAHUTL HeobxoaMmble

aenctena (Hanpumep, reHepaumio Nocneao0BaTe/IbHOCTU CAy4YalHbIX YMcen — puc. 5).

2, OBHapyXEHNE NHTEPAKTUEHBIX CIYKE @

Mporpamma, 2anyLeHHan Ha 3TOM KOMMNbIOTEPE, NEITAETCA
oTobpasuTb cooblieHne

BosmoxHo, nporpamme TpeByoTcs CBEAEHNA MW PASPELIEHNE Ha 33BEPLUEHME

234aHNA.
Douemy 310 nponcioguT?

< [llpocmoTpeTs cooblueHne

2 CnpocyTh No3xe

(v [lokazate CEEAEHWA O NpOrpamMmMe
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OBHapy#EHWE MHTEPAKTHMEHB CNyxE

BephyTeca k pabodemy crony Windows

Ecnu nporpamma ece ewye TpeByeT BHMMaHWA, Hue ByaeT
oToBpakeHo OTAENBHOE OKHO.

Mo 3aeepLueHn paBoTel MAKM NPY HEOBXOAMMOCTH BEPHYTECA
Ha paBoqnid cTon HaMuTE KHonky "Bosepat”.

=% Bepuyb ceiiuac

Kpuntollpo C5P ﬂ
0:09:38
BHONOrMHEckHil ETHUK CNyHEAHBIX Yucen

&

HammMaHTe KNEBILWM 1 I'IEDEMELIJ,BI;ITE YKAZaTens
MBI Had 3TWM OKHOM A0 TEX Nop, NOKa KN4y He EWJ,ET
COZA&H...

|HET

OTmena

Puc. 3 - 4 — OkHo B3ammogeicTeua c cepsmncom CSP Kpunto-Mpo

Kpuntellpo CSP ﬂ
0:08:49
BHONOrMYECKIA LETHMK CNYHEHRHBIX HMCEn

HamaliTe Knasuw3 mnm I'IEFIEMELIJ.EI;ITE YEGzaTene

MBIl HEA 3THM OKHOM A0 TEX NOP, NOKa KNKIY HE EYHET
CO308H...

OTMeHa

Puc. 5 — BbinonHeHWe AelCcTBUIA B OKHE cepBuca

Mocne BbINONHEHWA AEUCTBMA B OKHE CepBMCa AN1A BO3BPaTa B peXXnm paboTbl ¢ pabounm ctonom
Windows nosb3oBaTenb fonxeH BblbpaTh AencTeme «BepHyTb ceityac» (puc 6).
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OBHapy#eHWE WHTEPAKTUEHELX CiyxE

Mporpamma y#e He TPEBYET BHMMaHWA

Bosmoxno, coobBuienne He TpeGosanc AeAcTEMA, Kak,
HaNpWMER, CNEPATMEHOE YEELOMNEHNE O COCTCAHMM,
Windows n3secTuT Bac, ecnu npoeBnema NoABMTCA BHOEBE.

. <» BepHyTs ceiiuac

Puc.6 — 3aBeplueHune B3aumogaenctaums ¢ cepsmcom CSP Kpunto-lpo

B3anmogpgeicreue c cepsucom CSP Kpunto-Mpo MmoXKHO OTNA0XKUTb, HE Nepexoan B OKHO
npurnaweHua. Tem He MmeHee, eC/IM NOJIb30BaTeNIb NepeLlen B OKHO NPUrialleHus, Ho
Bblbpan pencrteme «CnpocuTb nNo3Xe», 3anpoc cepsuca CSP Kpunto-Mpo 6yger

3aBepLueH c ownbKoii. lna noBTopHOro B3aumoaencrauma c cepsucom CSP Kpunro-Mpo
MoKeT noTpeboBaTbca nepesarpyska APM.
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3. Hpnmenerme NMOJIMTUK 0€30IaCHOCTHU

Mpw paboTe nonb3osatens Ha APM c ycTaHOB/NE€HHbIM CpeACTBOM 3almTbl MHGopmaumm SPR 4.0
HacTporKn 6e3onacHOCTM onpeaenalTca aAMUHUCTPATOpom 6e30nacHOCTM  LeHTPaANIM30BaHHO C
MCNONb30BaHMEM MeXaHU3Ma PaCnpPOCTPAHEHMA TPYNMNOBbIX MOAUTUK B AomeHe 6HesonacHoctn OC
Windows.

MpW BbINO/SIHEHUM COOTBETCTBYIOLLMX HAaCTPOEK, NONb30BaTEN0 MOXET BbITb OrpaHnyYeH AoCTyn K
pAAy BO3MOXKHOCTEN No B3aumogenctanio ¢ OC, B YaCTHOCTH:

e orpaHuyeHue Ha co3gaHue/mogumdukaumio ¢annos B Npegenax oKanbHoOM palinosoi
cucremol (®C);

® OrpaHMYeHMe Ha UCMOJIb30BaHME CbEMHbIX (OTUYKAAEMbIX) HOCUTENEN U YCTPOMCTB;

® OrpaHMYeHMe Ha 3anycK NPorpamm 1 UCNoNHAEMbIX Gainos;

® OrpaHMYeHue Ha JOCTYN K AaHHbIM, PACMNOIOXKEHHbBIM HA CbEMHbIX (OTYYXKAAEMbIX)
HocuTenax nHdopmaumm (ecnm paboTa ¢ JaHHbIM TUMOM HOCUTENEN Pa3peLLeHa
NoINTUKOM 6e30NacHOCTH).

B cnyyae BO3HMKHOBEHUs OWKBKM Tuna «OwmbKa AOCTyna: HeAoCTaTOMHO Npas» caeayeT
06paTUTbCA K aaMMHUCTPaTopy H6e3onacHoCcTU. Mpun BO3HMKHOBEHUMU coobueHna OC o HeobxoaMmocCTH
B3aMMOAENCTBUA C KpunTtorpadmyeckom noAcucTemMon, nosb30BaTe/ilo HeobXoaAMMO BbINMOIHUTD
Tpebyemble npoueaypsbi.

Ecam nonutmka 6e3onacHoOCTM paspellaeT B3aMMOAENCTBME CO CbEMHbIMKU (OTYYKAAeMbIiMM)
HocuTenAm WHPopmauun, nepes HaAYasiOM MUCMNO/b30BAaHMA HOCUTENA HeobxoguMmo 06paTUTbCA K
agMUHUCTpaTopy 6e30macHOCTM WM MPOM3BECTUM PEFUCTPALMIO [AAHHOTO HOCUTEeNs, nocne 4Yero
03HAaKOMUTbCA C ONUCAHUEM MeXaHU3Ma PaboTbl MOAUTUKM MAHZATHOrO WKMPPOBAHUA NPU AOCTyne K
AAHHbBIM, PACNONIOXKEHHbIM Ha CbeMHbIX (OTYyXKAAeMbiX) HocuTenax WHOOPMALMM C  y4eTom
WHAMBMAYANbHOM MONUTUKM  [0CTyna, ONpefeneHHOM aAMUHUCTpaTopom 6e3onacHocTM  ana
nonb3osaTens/rpynnbl 6e3onacHoctu [1].
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CnucoK sinTepaTypsbl

1. Komnanusa "KPUNTO-MPO". PykoBoACTBO aAMUHUCTPaTOpa 6esonacHocTn. Cpedcmeo
3awumel uHpopmayuu «Kpunmollpo SPR» eepcus 4.0. '} KTAN.00112-01 90 01.

2. —. ®opmynap. Cpedcmeo 3awumesi uHgpopmayuu «Kpunmollpo SPR» eepcus 4.0.
’KTAN.00112-01 30 01.
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