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1. BBeaeHnue

[aHHOe pyKoBOACTBO NpefHa3HAYeHO ANA aJMUHUCTPATOPOB CPeACTBa 3aLLMTbl MHPOPMaLUM
«KpuntolMNpo SPR» Bepcua 4.0 (cokpalieHHoe Ha3BaHus usgenus — SPR 4.0). B pyKoBoACTBe cofeprKaTes
cBefeHns, Heobxogumble agMUHUCTPATOPAM ANA YCTAHOBKU CUCTEMbI 3alinuTbl, ee OOHOBNEHMA,

ncnpasneHnAa U yaaneHua.
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2. YCTaHOBOYHbBIN KOMIIAKT-JUCK CUCTEMBbI

MporpammHoe obecneyeHne 1 aKcnayaTauMoHHaa AoKkymeHTaums SPR 4.0 HaxoanTca Ha
YCTAaHOBOYHOM KOMMaKT-auncke. CTPYKTypa KaTa/ioroB AUCKa npeacTtasseHa B Tab. 1.

Tab6. 1. CtpyKTypa Katanoros guctpubyrtusa SPR 4.0

®aiinbl n nanku auctpubyTtnsa OnucaHue

Certs Manka COAEPKUT cepTuduKaThbl COOTBETCTBMA Ha
Kpuntollpo SPR 4.0 1 Ha npoAyKTbl BXOAALLME B €r0 COCTaB.

Editions 1, 2 Manka cogepXuT cepTudmMKatbl cooTBeTcTBMA Ha  C3U
Kpuntolpo SPR 4.0 (ncnonHeHua 1, 2) u Ha CK3U Kpuntolpo CSP

5.0 R2.
Distribs Manka coaepuTt ancTpnbytmebl SPR 4.0 n npoayKTOB BXOAALLNX

B ero CocCrtas.

SPR 4.0 Manka cogepXuT anctpmbytmebl SPR 4.0.
Edition 1 (AK3) ManKka cogepXuT anctpmnbytmebl SPR 4.0 (ncnonHeHue 1)
Edition 2 (AK2) ManKka cogepXuT anctpmbytmebl SPR 4.0 (ncnonHeHwne 2)
CSP 5.0 R2 Manka cogepxut guctpmnbytnebl CK3U Kpuntolpo CSP 5.0 R2,

BxoaAuero B coctas SPR 4.0 (ucnonHenusn 1, 2).

Docs Manka cogep*XUT AOKymeHTaumto Ha SPR 4.0 u Ha NpoAyKTbI
BXoAsALLMe B ero cocTas.

A\SPR MNanka cogepXnT goKymeHTaumio Ha SPR 4.0.
\CSP Manka cogepXnT gokymeHTtaumio Ha CSP 5.0 R2.
ReleaseNotes.pdf dalin coaepKUT CNUCOK NOC/EAHUX U3MEHEHUN U AOMNONHEHU

SPR 4.0 n NpoAYyKTOB BXOAALMX B €0 COCTaB.

3. YcTraHOBKa B rpaduyecKoOM pexxume

3.1. YcranoBka CK3U Kpunrollpo CSP

MonHasa MHCTpyKumnA no ycraHoBke CK3W Kpuntollpo CSP 5.0 R2, Heobxoamumoro ana SPR 4.0
(ncnonHenuns 1, 2), npuseaenHa 8 [1] [2].
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3.2. YcranoBka SPR 4.0

Ana yctaHosku SPR 4.0 Heobxoaumo 3anyctutb ¢ain n3 anctpubyTmBa COOTBETCTBYHOLLMIA
ueneBoi nporpammHoi nnatdopme (x86 nam x64) n Heobxogmumomy knaccy C3U (AK2 nnun AK3). Mocne

3anycKa nosBuTcA oKHO npuseTcTeuA (Puc. 1).

Puc. 1. OKHO npuBeTcTBUA YycTaHoBLWMKA SPR 4.0

ﬁ Yeranoeka Kpuntollpe SPR 4.0.3.0 AK2

Bac NnpuBeTCTBYET MacTep YCTaHOBKH
Kpuntollpo SPR

MacTep yCTaHoBKK yCTaHoBHT KpunTollpo SPR Ha
KOMMetoTEpE, HammuTe kHomky "danee”, ytobel
NPOAOTHNTE, MM KHOMKY OTHEHE, 4TobkI BEIATKH 13

MaCcTepa YCTaHOBKH.

OTMeHE

Mocne Ha)kaTMA KHOMKKU «Janee» NOABUTCA OKHO C JIMLEH3UMOHHbIM COr/slalleHnem (o]¢)

ncnosnbzosaHuu SPR 4.0 (Puc. 2).
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Puc. 2. OKHO IMLEH3NOHHOrO cornalweHna yctaHoswmKa SPR 4.0

ﬁ ¥eranoeka Kpuntollpo SPR 4.0.3.0 AK2 —

NHULUeHZnoHHOe cornalleHne

BHMMaTENRHD I'I|:II:I'-|P1TEI-T1TE cnenywes NMUEH3MOHHOE CornaweH1e

BHUMATENEHO O2HAKOMBTECE C TMUEH3HOHHBIM 2
COMAILUEHWEM HA UCNONB30OBAHWE M3OENHUA

NALEH3MOHHOE COTNALLEHWUE

1. McrnwouuTenoHble npasa Ha nporpammy gna IBM,
BHAOUAA OOHYMEHTALMID B 3/MEKTpoHHOM Buge, (ganee -
Mzpenue) npuHapnemar 000 «KPUMNOTO-MPO», panee -

MNpasoobnagatens. w

A NpUHUMEKD YCNOBMA NMUEHZWOHHOMD CorNawWweHA

MevyaTte Hazaa Hanee OTMeHa

YT106bI NPOAO/IKUTL YCTAHOBKY, MOC/AE MPOYTEHUA NNLEH3MOHHOrO COMMalIEHNA C HUM HYMKHO

COrnacuTbCA, OTMeTUB NnoJsie «f NPUHUMAKD YCI0OBUA NNLLEH3UOHHOTO COralleHnAa» N HaxKaTb «Janee».

MosBUTCA OKHO BblbOpa ANpeKTopuK, Kyaa byaet yctaHosneH SPR 4.0 (Puc. 3).
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Puc. 3. OKHO Bbl6Opa Nanku yCTaHOBKM ycTaHOBLWMKA SPR 4.0

ﬁ Yeranoeka Kpuntollpe SPR 4.0.3.0 AK2 — et
KoHeuHaa nanka

HamMuTe kHonky “danee”, yTobbl BEINOMHWTE YCTEHOBKY B Manke no
YMOMYSHWED, MAK KHOMKY “W3MeHMTE ", 4Tofkl BRIGpaTE APYTYHD NanKy.

YcTaHoeuTe KpunTollpo SPR B:

|C: \Program Files\Crypto Pro‘\sPRY,

M3MEHMTb...

Hazan lanee OTMeHa

BblbpaB AMPEKTOPUIO YCTAHOBKM U HaxKas «[lanee» NoABUTCA OKHO MOATBEPKAEHWUA YCTAHOBKM
(Pwuc. 4).
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Puc. 4. OKHO noATBepPXKAEHMUA YCTAaHOBKM ycTaHOBLMKA SPR 4.0

;E ¥eranoeka Kpuntollpe SPR 4.0.3.0 AK2 — >

KoHeuyHas nanka

HamMuTe kHonky “danee”, yTobbl BEINOMHWTE YCTEHOBKY B Manke no
YMOMYSHWED, MAK KHOMKY “W3MeHMTE ", 4Tofkl BRIGpaTE APYTYHD NanKy.

YcTadoeuTe KpunTollpo SPE. B:

IC:‘lFrogram Files\Crypto Pro‘\sPRY,

Mocne HaxaTus KHOMKM «YCTaHOBWUTbY», €C/IM B OMEPaLMOHHON CUCTEME BK/IIOYEH KOHTPO/b
YUYETHbIX 3anunce Nonb3osaTesiei, NOABUTLCA OKHO pa3peLleHuns ycTaHoBKM (Puc. 5).

Puc. 5. OkHo UAC ycraHoBlwmKa SPR 4.0

SPR

Verified publisher: LLC Crypto-Pro
File arigin: Hard drive on this computer

Show more details

[nsa npofonKeHus, HEOBXOAMMO pPaspewmnTb BHECEHWE M3MEHEHUI Ha AAHHOM KomnbioTepe

Ha)as «[a».
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Puc. 6. OKHO nporpecca MHCcTannaumMm yctaHoswmka SPR 4.0

ﬁ ¥eranoeka Kpuntellpo SPR 4.0.53.0 AK2 — x

Ycranoewa Kpuntollpo SPR

MNogowAMTE, NoKa MACTEp YCTaHOBKKM yCTaHasnMeaeT Kpuntollpo SPR.

CocToaHue:

Hazan [lanee OTMeHa

MO OKOHYAHWW YCTAHOBKM MOABUTCA OKHO 3aBeplieHuA. B aTom okHe oTobparkaeTca pesynbTaT
YCTaHOBKM, €C/M NPOLLeCC YCTaHOBKM npowwen 6e3 ownbok, To okHo byaeT Kak Ha Puc. 7. Ecam B npouecce
YCTaHOBKM BO3HWKAW OWWNOKK, TO B OKHe ByaeT oTobpaxkeHa umetowasca MHGoOpMaLma O BO3SHUKLINX
npobnemax.
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Puc. 7. OKHO 3aBepLUeHUA NHCTaANALUN ycTaHoBLMKaA SPR 4.0

ﬁ Yeranoeka Kpuntollpe SPR 4.0.3.0 AK2 — et

YcraHoeka KpunTtollpo SPR 3aBeplueHa

HamuTe kHonky “ToToso”, 4Tofbl BEIATH M3 MACTEpa
YCTEAHOBKM,

@3an [oToBO OTMeHa

Mocne HarkaTuA Ha KHOMKy «oToBo» noAsutca guanor (Puc. 8), npeanararowmin nepesarpysuTb
KoMnbloTep.

Puc. 8. OKHO nepe3arpy3ku yctaHosLMKa SPR 4.0

]ﬂ ¥eranoska Kpuntellpo SPR 4.0,3.0 AK2

ACE Y7okl M3MEHEHWMA HACTPoikk KpunTaollpo SPR™
'0' BCTYMMAK B CUNY, HYHHO NEPe3arpy3MTh KOMNBKTED.
= HakmuTe kHonky “Aa" 4Tobel BeINOMHWTE
nepesarpysky ceiuac, nbo kHonky "Het" uTobsl
OTNOHWTE EE,

[lnAa 3aBepLueHns yCTaHOBKM HEOBX0AMMO nepesarpy3nTb KOMMNbIOTEP, HaXKaB KHOMKY «/[1a».

4. YCTaHOBKA B peXKUMe «6e3 OKOH»

[na yCcTaHOBKM B pexkMme «6e3 OKOH» (yCTaHOBKa He byaeT BUAHA NoJ/ib30BaTeNto) HeobxoaAnmo
BbINOJIHUTL C/leaytowme KomaHabl B KoHconn CMD, 3anyuieHHoM ¢ npaBaMmu agMUHUCTPATopa:

1. Ona yctraHoBkn CK3U Kpunto [Mpo CSP HeobxoAMMO 3anyCcTUTb WHCTANNALMOHHBIN
ncnonHaembin gpann CSPSetup-5.0.XXXXX.exe co cneayrowMmm KAo4amm:
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«CSPSetup-5.0.11972.exe -kc kc3 -lang rus -noroot -noreboot -nodlg -silent -args FOREIGN=1 -
args DRIVER=1 -args NOREGISTRY=1 -args KCLEVEL=3 -args /qb -args /qn».

2. [OnaycraHosku SPR 4.0 BbINOAHUTD:
«msiexec.exe /i “[[onHbili nyme 0o MSI-¢paiina]\spr-win32-ak3-rus.msi” /qn /norestart».

Mocne 3aBepLlUEHUs YCTAaHOBKM B POHOBOM peXMMe HeobXo4MMO BbIMONHUTL Nepes3arpysKy

KOMMNbOTEPA U 3aNO0/IHUTb NOANA CepMﬁHbIX HOMepoB I'IMLI,eH3MI71 Ana yctaHosneHHoro 0.

Puc. 9. Mpumep KOMaHAHOW CTPOKU 3anycKa ycTaHOBKM SPR 4.0 B pexkxume «6e3 OKOH»

e

BN KomaHngHan cTpoka | E @

Microzoft Windows [Verszion 6.1.76011]
Cc>» Hopnopauuna Masikpocoor (Microsoft Corporation?, 2009. Bce npasa sauMueHw.

C:xUzerssdmitriy_timsiexec.exe A1 "Cisspr—wini2-akdi-—rus.mzi" Agng

5. YcTaHOBKa B JOMEHHOU cpeae

[na aBTOMaTM3auUMKM YCTAHOBKM B AOMEHHOW cpede MOXHO MCMO/b30BaTb LITaTHOE CPeAcTBO
ycTaHoBKM MO € npuMeHeHMemM MexaHM3Ma [OMEHHbIX MOAUTUK. 1A aBTOMATUYECKON YCTaHOBKM
HeobXxoAMMO Cco34aTb AOCTYMHYHO A8 BCEX KOMMbIOTEPOB AOMEHA, Y4acTBYHOLWMX B YCTaHOBKe, 06Lyio
CeTeBYIO MankKy C NpaBamMu Ha YTeHue, Nocae Yero co34aTb HECKO/IbKO OBbEKTOB rpynnoBoM NOMUTUKH,

COOTBETCTBYIOLWMX YCTAHABAMBAEMOMY KOMMOHEHTY.

[na co3pgaHna obbeKkTa rpynnoBbiX MOAUTUK HEOBXOAMMO OTKPbITb OCHAcTKy «YnpasaeHue

rpynnoBou noantukos» «lNyck - AamuHuctpuposaHue» (Puc. 10).
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Puc. 10. 3anycK 0CHACTKX ynpaBaeHUsA rpynnoBbiMU NOIUTUKAMMU

Cny#0bl yoaneHHbI paboduny cTonos r
Active Directory - AoMeHbl 1 A0BEpHE

Active Directory - NoNL30BaTENK M KOMMNEKOTEDEI

Active Directory - caiTel M cnyxbiel

DMS

Windows PowerShell Modules

BpaHamMaysp Windows B pesMe NOBLILUEHHDA DE30NacHOCTI
AucneTyep cepsepa

MHMWaTop iSCSI

McToyHMK AaHHen (ODBC)

K OHMr YPaLIA CUCTEMBI

NokansHasA NonMTHEE BesonacHocTH

MacTep HacTpoiki DesonacHoCTH

Mogyne Active Directory gna Windows PowerShell

F@@F R EQOH Bk 0 D] F e B e F LI

ObozpeEaTENE XPaHMMMLLL
AAMUHMCTPATOP MNEHUPOBLLME 38 0&HMIA
MpocMoTp coBbmiMi
HOKYMEHTEI PenakTupoBaHue ADSI
CWUCTEMA apXMBaLMA daHHB Windows Server
KomnstoTep CHCTEMHBIN MOHMTOR
o ;ﬂ?; Cny#0bl KOMOOHEHTOE

MaHens ynpagneHMa
Y¥NpaBneHWe rpyNMNoBoiA NonMTIKoR

YCTPOIACTEAE M MPMHTEPEI 2 YNpaBneHWe KoMNekTepom

AQMWHWCT PUPOBaHKE

‘32 ¥npasneHwe obuuMK PECYPCEMN M XPEHMIMLLEMM
;'5 LleHTp aaMuHucTprposaHka Active Directory

CnpaBka v NoALepKEa

BeinonHMTE. ..

Heobxoanmo BbibpaTb TEKyLMA AOMEH M CO34aTb HOBbIM OOBLEKT rpynmnoBoM MOSUTUKM C
nomolulbto mactepa (Puc. 11).

14/28
TAKM.00112-01 90 02 (peaakuma 21 ot 08.08.2021)

CpeacTBo 3awmuTbl HPopMaLmm «Kpuntolpo SPR» Bepcus 4.0
PykoBoAcTBO agMuHUCTpaTopa 6e30nacHOCTU. YCTaHOBKa.



Puc. 11. Co3gaHue o6beKTa rpynnoBoii NOAUTUKU

3k ®aidn  [Jeficewe Bua  Okno  Cripaska
es | 2mal0cdHE
|5k ¥npasneHme rpynnosoil NonMTHKoR test.local

= _i\_ Nec: test.local
= (5 LomeHs:

=== I 1
5 = BbErT I
= CosaaTe ofbeKT rpynNoBoi NONMTIKK B 3TOM AOMEHE 1M CBA3ETE Ero... Defat
au

CeAsaHHEIe 0B bEKTEI FPYNNOB0MH NONMTAKK

B 21D Cessate CYLLECTEYIOWMIA OOLEKT FPYTINOB0M NOMATHKH. ..
i  BNOKMPOBATE HACNenosaHMe
BZo .
~  MacTep MOAENMPOBaHMA MPYNNOB0H NOMUTHRM, ..
—  Co3naTs NoapasaensHie
) £ Haiit...
F @ CwenuTh koHTponnep AomeHa...
. _ E H YaanuTe
E Caifel Active Directory - NoNb30B3TENK W KOMNLKOTEPHL. . .
six Moaenvp
£ PesyneTz Bua »

Hosoe okHo oTOOAE

OBHOBUTE

CeolcTES

Cnpaeka

BbibpaB pexxnm peaakTMpoBaHuA co3gaHHoro obbekra (Puc. 12) Heobxoanmo co3aaTb NakeT ans
ycTaHOBKM Tpebyemoro komnoHeHTa (KoHdurypauma komnbtotepa - Moantmknm —> KoHdurypauma
nporpamm -» YctaHoBKa nporpamm) (Puc. 13 - Puc. 14).
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Puc. 12. PepgaktupoBaHue o6beKTa rpynnoBoi NOAUTUKKU

E—= YnpasneHne rpynnosoi NonuTHKOH

_§£ dalin  [fdeficteme Bua  OwkHo  Cnpaeka
& | Hmad X HE

_§£ Y¥NpaBneHKe rpynNoBoiA NOAKMTHKORA

install CSP
= _ﬁ J'In_au:: test.local O6nacTs |Tal5nv|u.a I MapameTps
B (£ AomeHs
= -JF'j test.local Censn

i Default Domain Policy

J MNoKasaTe CEASW B PACcMoNoXEHAN:
2 | Domain Controllers

[=l :=.; OfbEKTEI FPYNNOB0A NONMTHKA C GPO ceAsaHL cRegyowmwe cai Tl
_Ej Default Domain Controllers Palicy =
- ) ) A3MELLEHME  *
|=[ Default Domain Policy
S install G52

o
& OunsTpe HM3MEHWTE. ..

E HauanbHer  COCTOAHWE OOBLEKTE rpYMNOB0H NONMTHKK  F

T Caiirel
_,|;.. MoaenupoBaH1e r
(¢ Pe3yneTaTH rpynr

ADXMEMDOBATD. ..
BOCCTaHOEMTE M3 3pXMEAE. ..
MMNopT NapaMeTpos. ..
CoXpaHWTbE OTHYET...

Buao *
HoBoe okHO oTCHDAS

KonvpoBaTh
YaoanuTe
MepeMeHOBaTE
OBHOBWUTE

Cnpaeka
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Puc. 13. Co3aaHue nakerta ycraHosku N0

B Pepaktop ynpasneHHA rpynnosbiMH NOARTHKZMK

Tann  [flelicteme  Bua  Cnpaska
&= |7FEE <= HE

=[ Monutika install CSP [DC.TEST.LOCAL] | | HassaHwe | Bepata | Cocrosime pas... | Merousc
[ A KoHWrypaumMa KoMnsTepa
B[] Nonumikm
Bl ] KoHdMrypawa nporpamm

YTaHOBKa NPorpaMM
| KoH$mrypaLw1;| Winjows

HeT anemeHToE ana oTobp

| AgmuHrcTpaTHBHbe wabnoH: MakeT...
~| Hactpoiika
B ?, KoHburypaws nons3osaTens Bcrasute
| Momumitan DBHOEMTE

| HacTpoika Bun N

YNoOpAAOYHTE 3HEYKK P
BEIpOBHATE 3HaYKM
CeoiicTBa

Cnpaexa

Puc. 14. Bbibop TMNa pa3sepTtbiBaHua MO

PazBepTbiBanne NporpamMmM ﬂ

BrifiepuTe METOL pPaSEEDTHIEGHUA:

£ myBAUHHEE
% HasHaYEHHEIA

" ocobwii

BrifepnTe 3TOT NEpaMETP ANA HEZHAYEHWM ADNGIKE NPUACKEHID
Ges nsMeHeHHA.

QK I Cmaena

Mocne cosgaHua naketa (Puc. 15) HeobxoAMmO NpeaoCTaBUTbL MPaBO Ha 4YTeHMe ob6beKkTa
rpPynnoBoi NOAUTUKMN AN KOMMbIOTEPOB, Y4aCTBYOLWMX B ycTaHOBKe (Puc. 16).
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Puc. 15. NMakeT ycraHoBku NO

Qain  flefictewe Bua  Crpaeka
e Rl N ERENE AN 7 N

_EJ' MonuTiaka install CSP [DC.TEST.LOCAL]
= A KoHdMrypaws KounsoTepsa
B [ Noammism
B [ KoHdurypawa nporpamm
¥CTaHoBKa NporpamMm
(] Kofdar ypaws wndons
[ AQMAHMCTPETHEHBIE WatinoH:
[ Hactpaoika
= ﬁ_\, KoHfwrypawma nonksoBaTens
[ NomaTiku
| Hactpoiika

KpMnToI'Ipo C5SP

-

Ha3HEYEHHEIA

Wdo\disrtib\csp 3.9.8171\Windows\csp-win32-kc2-rus.msi

Puc. 16. YnpaBneHue npaBamu A0CTYNa K 06beKTy rpynnoBoii NONIUTUKK

‘E YnpasnexHne rpynnosoi noamT Ko
=, ®aiin  fleficeme  Bug  OkHo  Crpaska

=1
g
Rkl 2 ] s W 7
|2, ¥npasnenme rpynnosoi nonuThkoi install CSP
=] _ﬁ Nec: test.local
= _‘% Lowere OBnacts |Ta§nnu.a| MapameTpol | Henernposanne
El 3 test.ocal Censu
i Default Domain Policy T D .
pacnonexern: [iog jocal -
i/ installcsp liestiocal |
= = Domain Controllers C GPO ceasaHe cremyoume caiTel, AOMEHEI U MOADESAENEHUA:
=/ Default Domain Controllers Policy EeTeE - I m
= ,::;r OfberTEI FpYNNOB0A NONMTHKK ﬁl&a]ocal H
=[ Default Domain Controllers Policy

DMHY A TENBHBIA I CeAsh s8AACTEOBaHA I IyTh
et [Oa
gmain Policy

test local
n HaYanbHble ofberTel FPYNNOB0iA NOAMTIKIA

[ Caiirel

¥ MogenuposaHie rpynnosoil NonuTIKN

|_[£ PesynbTaTel rpynnosoii nonuTHKkM

<

| i
ﬁ’urlﬂpu BesonacHocTA \
MapameTpbl AaHHOMD 0 bEKTa rPYMNOB0H NOMMTHIKN NPMMEHATCA TONBKO
angA rpymn. i TENEN 1 KOMMBIOTEPOS:
Wma = |
(R:ARMS (TEST\ARMS) :

52 Mpoweawwe nposepky

[pBaenTs... Ynanume

CEalicTES
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B npouecce ouyepeaHon nepesarpy3kn OOBEKT rPynnoBON NOAUTMK OyaeT NpUMeEHeH K
KOMMbOTEPY M NPOM30MAET aBTOMATUYeCKas ycTaHoBKa MO (Puc. 17).

Puc. 17. NMpouecc ycTaHOBKMU NO Ha Nosb3oBaTenbckuia MK

1 Moxxanyvicra, MOACXKAUTE...

. Windows' 7 Kopr

NMpumeyaHue

B npouecce yctaHoBkM MO moxkeT noTpeboBaTbcA nepesarpyska OC, KoTopas 6yaeT BbINOJIHEHA
aBTOMaTUYeCKN. [Jo MOMeHTa NONHOTO 3aBepLleHMA npouecca yctaHoBkM MO paboTa nonb3osaTens Ha
APM 6ynet HeBO3MOMKHa.

Mocne yctaHoBkn [0 Heobxogumo 3aduKcMpoBaTb cepuitHble Homepa MO Ha APM

nosb3oBaTenen.
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6. MeToAMKa 3KCNIpecC-aHa/IM3a KOPPEKTHOCTH PYHKIIMOHUPOBAHUSA
KoOMNoHeHTOB C3U

MeToguMKa 3Kcnpecc-aHann3a KOPPEKTHOCTU (PYHKUMOHMPOBAHMA KomnoHeHToB SPR 4.0
npeaHasHavyeHa ANA NPOBEPKN TEKYLLLEero coctoaHma paga nogeucrem C3U, skatovasa nogeuctembl CK3U
Kpuntollpo CSP.

OcHoBHOE NpeaHasHayvyeHue sKcnpecc-aHaansa — 3TO NPoBepPKa COCTOAHUA KOoMNoHeHToB SPR 4.0
nocne nposegeHua npoueaypbl obHosneHua OC Windows.

JKcnpecc-aHaAn3 cocToMT M3 ABYX 3Tanos. Ha nepBOm 3Tane ¢ NOMOLLbIO CNeLManbHON YyTUAUTDI
sprstatus nposepseTcs GYHKUMOHA/NbHbLIN CTaTyC OCHOBHbIX MPOrpamMmHbIX KomnoHeHToB SPR 4.0. Ha
BTOPOM 3Tane OCYLLECTB/IAETCA NEePECUYET KOHTPO/IbHbIX CYMM CUCTEMHbIX 6UbanoTek CK3N.

6.1. [IpeaHa3HaYeHHUE U COCTAB YTUJIMTHI sprstatus.

YtTunuta sprstatus npegHasHayeHa A1 aBTOMATM3MPOBAHHOM NPOBEPKM (YHKLMOHANbHOMO
COCTOSIHME OCHOBHbIX MPOrpaMmMHbIX KomnoHeHToB SPR 4.0, npoBepKkM napameTpoB paboTbl TECTOBOro
HTTPS coeanHeHnA 1 reHepauum otdyeTa 0 pesybTaTax NPOBEPKMU.

B coctaB ytuantbl BxoaaT daiin B dopmate vbscript (sprstatus-report.vbs), komaHgHbil (batch)
¢dann OC Windows (sprstatus.cmd) 1 6a308Bbili WabnoH oTyeTa (sprstatus-report-template.docx).

[nA reHepaunmn oT4eToB yTUAUTA sprstatus MCNo/ib3yeT BOSMOXKHOCTM pefakTopa Microsoft Word.
MoatoMy AnA nonyyeHua oTyeTa B BUAe ¢davina B popmate PDF HeobxooMMO MMETb Ha KOMMbloTepe
YCTaHOBANEHHbIM pegakTop. Mma ¢panna wabnoHa otyeTa PUKcHpoBaHo: sprstatus-report-template.docx.
MpnM HEOBXOAUMOCTM MOXHO M3MEHUTb codepXumoe ¢aina wabnoHa M BKAKYUTL B Hero aobon
Heobxoaumblii TekcT. O6a3aTeNbHbIM ABASIETCA Hanuuyme B paiine wabnoHa ctpokn %REPORT%, Ha mecTo
KOTOpol byaeT cKonMpoBaHbl pe3ynbTaTbl PaboTbl yTUAUTLI sprstatus.

6.2. Hcnosib30BaHMeEe YTHUJIUTHI sprstatus.

[lna npoBeAeHUs TeCTUPOBaHUA HEOBXOANMMO BbIMONAHUTL CNeAyoLMe 4eNCTBUA:

1. YcraHoBuTe obHoBneHMe OC Windows, Ha COBMECTMMOCTb C KOTOpPbIM OyaeT NpoBOAUTLCA
TECTUPOBAHME;
MpoBepbTe NOAKNOYEHNE KOMMbIOTEPA K cCeTU NHTepHeT;

3. C nomouwbio KOMaHOHOIO MHTEpnpeTaTtopa 3anycTute KOMaHAHbIN ¢akn sprstatus.cmd,
KOTOpPbIN HAaxo4MTCA B NoaaupeKkTopum sprstatus ycraHosouHom nanku SPR 4.0.

Mpumep ycnewHon paboTbl yTMAUTbI NpuBeaeH Ha Puc. 18. Mo pesynbTatam TECTUPOBAHUA B
TeKyllen nanke byaeT creHepupoBaH ¢ain otyeTa.
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Puc. 18. Mpumep paboTbl yTManTbI sprstatus.

as an installed se

ECURE PACK RUS OVERALL STATUS CHECK RESULT: OK.

eport gen
The re| fully generated. Report file name UDE\ repor 202 @ PM].pdf

Echm B pe3synbtate npoBepkn ob6HapyKmBaeTcA HecooTBeTcTBMe TpebyembiM yCN0BUAM
bYHKUMOHNPOBAHNA KaKoro-nnbo komnoHeHta SPR 4.0, To BbigaeTca coobueHne o6 oTpuuaTeslbHOM
pe3ynbtate paboTbl, T.e. 0 HECOBMECTUMOCTM YCTAHOBNAEHHOrO obHoBAeHMA U SPR 4.0. Mpumep TaKoro
pe3ynbTata paboTbl npmuBeaeH Ha Puc. 19.
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Puc. 19. Mpumep paboTbl yTuanTbl sprstatus.

&8 Command Prompt - o x

Update Build Revision: 320

[1] Checking installed CryptoPro CSP ...
Name Ver: n
CryptoPro CSP

[3] Checking Cry
Name State
CProCtrl Running

[4] Checking installed

FAILED CHECKING STATUS: Secure Pack Rus Policies Management Service is not started.
e Pack Rus status checking result: FAILED.

rk\SPR-STATUS>,

6.3. IIposepka pa6otsl Kpunrollpo TLS

YTunuta sprstatus nposoanTt TectuposaHue pabotbl CryptoPro TLS B aBTomaTUYECKOM pexxume. B
CNy4yae BO3HWKHOBEHUA HEOOXOAMMOCTU PYYHOM NPOBEPKU paboTbl Kpuntorpadumyeckonm noacucreml
CK3U KpunTolpo CSP Heobxoanmo:

1. Moakntountb nccnegyemyto APM K cetn MHTepHeT.
Bocnonb3oBaBWwKCb WTaTHbIM 6Hpaysepom OC Windows Internet Explorer, BoWTM Ha
cneumanbHylo cTpaHuLy canta KomnaHum Kpuntollpo (https://tls.cryptopro.ru).

3. W3yuntb copepxumoe oTyeTa O cTaTyce TLS-coeaMHEHWUs, YCTAaHOBNEHHOTO MeXAy
nccneayembim APM u caiitom Kpuntolpo (Puc. 20 u Puc. 21).

B cnyyae vycnewHoro ycTraHoBAeHWA 3awumweHHoro TLS-coeanHeHuAa, MCNoNb3ylOLWero
cepTudnLMpoBaHHble Kpuntorpaduyeckme anroputmbl, peanmsoBaHHbie B CK3W Kpuntolpo CSP, TLS
Cipher Suite (none ssl_cipher) ponxeH wumeTb 3HadeHMe GOST2012-GOST8912-GOST8912
(TLS_GOSTR34112_256_WITH_28147_CNT_IMIT) (Puc. 20).
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https://tls.cryptopro.ru/

Puc. 20. Mpumep coaepkmmoro ctpaHuubl tls.cryptopro.ru.

@ hetps:
G tis.cryptopro.ru

. cryptopro.ru

- @ C || search.

» KPUNTONPO

tls.cryptopro.ru

ssl_protocol
ssl cipher

ssl_ciphers

ssl client verify
ssl_server_name
http2

php_random

Ecnn  yctaHoBneHHoe TLS-coeguMHeHMe WcNonb3yeT Apyrue Habopbl

TLSv1.2

GOST2012-GOST8912-GOST8912 (TLS GOSTR341112 256 WITH 28147 CNT IMIT)
ECDHE-ECDSA-AES256-GCM-SHA384 : ECDHE-ECDSA-AES128-GCM~-SHA256 : ECDHE-RSA-AES25
6-GCM-SHA384 : ECDHE-RSA-AES128-GCM-SHA256 : DHE-RSA-AES256-GCM-SHA384 : DHE-RSA-
AES128-GCM-SHA256 : ECDHE-ECDSA-AES256-SHA384 : ECDHE-ECDSA-AES128-SHA256 : ECDHE
-RSA-AES256-SHA384 : ECDHE-RSA-AES128-SHA256 : ECDHE-ECDSA-AES256~-SHA : ECDHE-ECD
SA-AES128-SHA:ECDHE-RSA-AES256-SHA: ECDHE-RSA-AES128-SHA: AES256-GCM-SHA384: A
ES128-GCM-SHA256:AES256-SHA256: AES128-SHA256: AES256-SHA: AES128~-SHA: 0x000a:G
0ST2012-GOST8912-GOSTB8912:GOST2001~-GOST89-GOST89

NONE

tls.cryptopro.ru

h2

7TEAF1B213B1D9CD8

Copyright © 000 "KPHUIITO
+7 (495)

Kpuntorpapuyeckmx

anroputmos (Puc. 21), To 3TO 03HayaeT HeKoppekTHoe PyHKUMoHUpoBaHue Kpuntolpo CSP u obuiee

coctonHue SPR 4.0 B Lenom He COOTBETCTBYET Tpebyemomy.

Puc. 21. NMpumep coaepxumoro cTpaHuubl tls.cryptopro.ru.

3 hitps:
P

G tscoyptopror

Vs, cryptopro.n

~ @C| serch..

» KPUNTOMNPO

tls.cryptopro.ru

ssl_protocol
ssl_cipher

ssl_ciphers

ssl_client verify
ssl_server name
http2

php_random

TLSv1.2

ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-GCM-SHA384 : ECDHE-ECDSA-AES128-GCM-SHA256 : ECDHE-RSA-AES25
6-GCM-SHA384 : ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-ECDSA-AES256-SHA384 : ECDHE-EC
DSA-AES128-SHA256: ECDHE-RSA-AES256-SHA384 : ECDHE-RSA-AES128~-SHA256 : ECDHE-ECD
SA-AES256-SHA:ECDHE-ECDSA-AES128-SHA: ECDHE-RSA-AES256—-SHA: ECDHE-RSA-AES128—
SHA:AES256-GCM-SHA384 : AES128-GCM-SHA256 : AES256-SHA256: AES128-SHA256 : AES256-
SHA:AES128-SHA:0x000a

NONE

tls.cryptopro.ru

h2

6A71E5B25DCACSE4

0-TIPO", 2000-2020
5-48-20
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6.4. IlepecyeT KOHTPOJIbLHBIX CYMM CUCTEMHbIX 0UGIMOTEK OC.

Kpuntolpo CSP KOHTPOAMPYET LENOCTHOCTb HEKOTOPbIX CUCTEMHbIX Bubanotek OC Windows,
KoTopble MOryT OblTb 3aMeHeHbl MNpPW YCTAaHOBKE OOHOBAEHWA. AQMMHUCTPATOPY HeobxoaMmo
nepecynTaTb KOHTPOJIbHbIE CYMMbI NMOC/E YCTAaHOBKM LLeneBoro obHoBAeHuA.

MepecyeT KOHTPOJIbHBIX CYMM MOXKHO OCYLLLECTBUTb Yepes MaHenb YnpasneHus. Ha
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Puc. 22 nokasaHa BK/agKa «JononHnTenbHO» Ananorosoro okHa Kpuntollpo CSP. inAa nepecyeTa
KOHTPOJIbHbIX CyMM HeobxoaMMOo BOCMOIb30BaTbCA KHOMKOM «lepecumTaTth xewmny». Mepen nepecyeTtom
KOHTPOJIbHbIX CYMM aAMUHUCTPATOPY HEOOXOAUMO NPOBEPUTb, YTO NOBPEXKAEHbI TO/IbKO KOHTPO/IbHbIE
CYMMbI CNeayowmx CUCTEMHbIX BubanoTek (
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Puc. 22):

e cryptsp.dll

e certenroll.dll
e crypt32.dll

e inetcomm.dll
e kerberos.dll
e rastls.dll

e schannel.dll
e sspicli.dll

e wininet.dll

MpoBepKy M nepecyeT KOHTPOJIbHbIX CYMM TaKXKe BO3MOHO OCYLLECTBUTb C MCMO/Ib30BAHUEM
YTUNUTBI KOMaHAHOM CTPOKM cpverify.

[Ns NPOBEPKM LLeNOCTHOCTM KOHTPOANPYEMbIX GpaiiloB MOXKHO BOCMO/1b30BaTbCA KOMaHAOM:
start /b /wait cpverify -rv
Ana nepecyeta KOHTPO/IbHbLIX CYMM Nocsie 06HOB/EHMA KOMaHAOoM:

start /b /wait cpverify —-rm
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Puc. 22. filuanorosoe OKHO ynpaB/ieHUA NEePecyeToOM KOHTPOJIbHbIX CYMM CUCTEMHDbIX ¢aiinos

(3 KpunTolpo CSP X

BezonacHocTe Winlogon HacTpotku TLS KpunTonpoeangepel
Obwwme  Obopynosavue Cepeuc  [OMOMHWTENBHO  ANropuTMb

Bepcun daitnos

Nms Bepcua T... C'ra'ry\(: Myte A
wininet.dll 11.0.18362.657 x64 MoepexaéH C:\WINI
wininet.dll 11.0.18362.657 x86 MoepexaéH C:\WINI
kerberos.dll 10.0.18362.657 x64 MMoepexaéH C:\WINI
kerberos.dll 10.0.18362.657 x86 MMoepexaéH C:\WINI
crypt32.dll 10.0.18362.592 x64 MoepexaéH C:\WINI
crypt32.dll 10.0.18362.592 x86 MoepexaéH C:\WINI
zis.dll 4.0.5165.0 x64 OK C:\Progi v
< >
GI‘IepecuM'raTb X3LK CkonupoeaTs B bycep obMeHa

Bpems oxuaaHus BEBOAA

Bo epemsi paboTel CSP Ha 3KkpaHe MoryT 6Tk NoKasaHkl
[OuvanoroBele okHa, Tpebytolme BBoAa UHGOPMaLUUK OT
nonb30BaTens.

3peck MOXHO HacTPOUTL MHTEPEan BpeMeHU, Mo 3aBepLUeHUio
KOTOpOro 3TW okHa ByayT 3akpeiTel, kak 6yATo nonk3oBaTens
Haxan Ha kHonky "OTmeHa".

YcTaHoBWUTE BpeMA OXXK1daHWA BBOAOA

OTtmeHa MpuMeHUTE
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CnMCOK yinTepaTypsl

1. Komnanusa "KPUNTO-MPO". PykoBoACTBO aAMMHUCTPaTOpa 6e3onacHoCTU. Mcnonb3oBaHue
CK3W nog ynpaeneHmem OC Windows. Cpedcmeo Kpunmoezpaghudeckoli 3auiumsi UHgopmayuu
«Kpunmolipo CSP» eepcusa 5.0 R2 2-Base. KTAN.00102-02 91 02.

2. —. PykoBoACTBO agMUHMCTpaTopa be3onacHocTu. Mcnonb3oBaHue CK3U nog ynpaBneHmem
OC Windows. Cpedcmeo Kpunmoepagu4decKkoli 3aujumsl uHgpopmayuu «Kpunnmollpo CSP» sepcusa 5.0
R2 3-Base. XTAMN.00103-02 91 02.

3. —. dopmynsap. Cpedcmeo 3auwumel uHpopmayuu «Kpunmollpo SPR» sepcus 4.0.
KTAN.00112-01 30 01.

4. —. OnucaHne npumeHeHunna. Cpedcmeo 3awjumesl uHgopmayuu «Kpunmollpo SPR» sepcus 4.0.
KTAN.00112-01 31 01.

5. —. PykoBoACTBO agMUHMCTpaTopa beszonacHocTu. Cpedcmeo 3aujumesl UHGopmayuu
«Kpunmollpo SPR» sepcus 4.0. KTAN.00112-01 90 01.

6. —. PykoBoAcCTBO agmuHUCTpaTopa b6e3onacHocTu. YcTaHoBKa. Cpedcmeao 3auumel
uHgopmayuu «Kpunmofllpo SPR» sepcusa 4.0. '} KTAN.00112-01 90 02.

7. —. PykoBOACTBO aAMMHUCTPaTopa b6esonacHocTU. AyTeHTUduKauma. Cpedcmao 3auyumel
uHgopmayuu «Kpunmofllpo SPR» sepcusa 4.0. '}KTAN.00112-01 90 03.

8. —. PykoBOACTBO agMuHUCTPaTOpa 6e3onacHOCTH. MONUTUKN ynpaBaeHNA NPUNOKEHNAMMW.
Cpedcmeo 3auwumel uHgopmauuu «Kpunmollpo SPR» eepcus 4.0. TAN.00112-01 90 04.

9. —. PykoB0oACTBO aagMUHMCTpaTopa be3onacHocTu. AyauT. Cpedcmeo 3awumesl UHopmayuu
«Kpunmollpo SPR» sepcus 4.0. KTAN.00112-01 90 05.

10. —. PykoBoAcCTBO Nosib3oBaTena. Cpedcmeo 3auumel uHgpopmayuu «Kpunmollpo SPR»
sepcua 4.0. 'KTAN.00112-01 34 01.
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