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1. HaszHayeHHe nporpaMmsl

CpeactBo 3awmtbl MHPopmaumm «Kpuntolpo SPR» Bepcua 4.0 (cokpalieHHOe Ha3BaHWUA
nsgenua —SPR 4.0) npeaHa3HayeHo AnA obecneyeHua 3awWmTbl MHPOPMALMOHHLIX pecypcoB AUC,
cocToswmx 3 APM n cepBepoB, pyHKLMOHMpPYOWMX nog ynpasaeHnem OC Komnanun Microsoft (Tab. 1),
M COBMECTHO C APYrMMM CPeaCcTBaMM 3aLLMTbl YCUAMBAET WTaTHble mexaHusmbl OC, obecneumnBatowme
MHbOpPMaUnOoHHY 6e3onacHocTb AUC.

Tab. 1. OnepauunoHHble cuctemol, nogaep:xmsaembie SPR 4.0 (ucnonHenusa 1, 2)

Bbinycku Bepcua KaHan Tun MuHuMmanbHan MeTtop,
06cnyKuBaHuA pekomeHgyemaa aKTMBauuu
cbopka

Windows 10 20H2 SAC 32-bit 19042.631 Retail
Pro
ProN
Windows 10 20H2 SAC 64- bit 19042.631 Retail
Pro
ProN

Pro for Workstation
Pro for Workstation N

Windows 10 20H2 SAC 32- bit 19042.746 Volume
Pro

ProN

Enterprise

Enterprise N

Windows 10 20H2 SAC 64- bit 19042.746 Volume
Pro

ProN

Pro for Workstation

Pro for Workstation N

Enterprise

Enterprise N

Windows 10 LTSC 2019 1809 LTSC 64- bit 17763.1757 Volume
Enterprise

Enterprise N
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Windows Server 20H2
Standard (Server Core)

Datacenter (Server Core)

Windows Server 2016 1607
Standard

Standard (Server Core)

Datacenter

Datacenter (Server Core)

Windows Server 2019 1809
Standard

Standard (Server Core)

Datacenter

Datacenter (Server Core)

anIMeLIaHVIﬂZ 1. Bce BbIMYCKU oC noaaep>xmBaroTCA B BAPUAHTAX Ha AHTIMIACKOM U PYCCKOM A3bIKaX.

SAC 64- bit 19042.631

LTSC 64- bit 14393.4225

LTSC 64- bit 17763.1757

2. Nopagok n cpoku akcnayataunm OC onpeaensatotca npoussoautenem OC

Volume

Volume

Volume
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2. OCHOBHbIE TeXHUYECKHe XdPaAKTEPpUCTUKHA

SPR 4.0 nocTtaBnAeTcA B BOCbMW UCMOJIHEHUSAX.

OC Microsoft Windows (Ta6. 1) co BCTPOEHHbIMW U [OMNONHUTENIbHBIMU UHTErPUPOBAHHbIMU
MexaHnamamum obecneyeHua HesonacHocTn, peanmnsyembimu SPR 4.0 (ucnonHeHue 1), obecneunsaet
ypoBeHb 3awmTbl AK3 1 peanusyer:

e BO3MOXHOCTb OOMEHHOM ayTeHTUPUKAuMM nonb3oBaTeNed Ha OCHOBE  MeToAa
ABYX$aKTOPHOM ayTEHTUPUKALLMM C UCNOSIb30BaHUEM CepTUPMKATOB cTaHaapTa X.509.

e BO3MOMHOCTb AMCKPELMOHHOIO pasrpaHMYeHns AOCTyNna UMeHOBaHHbIX CyObEeKTOB CUCTEMBI
(nonb3oBaTtenein) K UMeHoOBaHHbIM 06beKTaM cucTembl (daiinbl, npouecchbl U T.4.).

e BO3MOMHOCTb AMCKPELMOHHOIO pasrpaHMYeHns A0CTYNa MMEHOBAHHbIX CyObeKTOB CUCTEMbI
(nonb3oBatenen) K ycTpohcTBaM (OTYy)KOaemble XpPaHUAWULLA OAHHbIX, MOOUAbHbIE
YCTPOICTBa, NPUHTEPbI, NOPTLI BBOAA/BbIBOAA U T.A4.).

e (O6HyneHne ocBobOXKAEHHOM ONepaTUBHOMN NaMATU CUCTEMDI.

e BO3MOXHOCTb ayauTa Bxoaa/Bbixoda CybbeKkToB AocTyna (nosb3oBaTenei) B cuctemy/ums
CUCTEMBI.

e Bo3MOXHOCTb ayauTa cobbiTnin nogcuctem 6esonacHoctn C3U SPR 4.0.

e BO3MOHOCTb NEPUOANYECKOr0 KOHTPOA LLENOCTHOCTU 06beKTOB HainNoBOMN CUCTEMDI.

e BO3MOMHOCTb 33afaHMA ALMMHUCTPATOPOM CMMCKA PaspeLleHHbIX Ha BbINOJAHEHUE
NPOrpaMmmMHbIX MOAYNEN.

e BO3MOKHOCTb 334aHMA aSMUHUCTPATOPOM CMUCKA PaspeLleHHbIX 1A YCTaHOBKU B CUCTEMY
WMHCTaNNALNOHHBIX MAaKeTOB.

e BO3MOHOCTb 33ZaHNA aAMNHUCTPATOPOM CMMCKA Pa3peLLEHHbIX HA BbIMOJIHEHUE CLLEHAPUEB.

e BO3MOXHOCTb KpunTorpadmuyeckor 3almTbl MHPOpPMaLMKM, NepesaBaemor No KaHaa CBA3MW,
NnocpeacTBOM CO34aHMA aAYTEHTUYHOrO 3aWMLWEHHOIO COEAMHEHMA C WMCNOAb30BaHUEM
npotokona KpuntoMpo TLS n/unmn nocpeacrtsom 3awuTbl IP-coegnHEHUIA C UCNONb30BaHUEM
npotokonos Kpuntollpo IKE, Kpuntolpo ESP, Kpuntolpo AH. Kpuntorpaduueckasa 3awmra
nHPopmaumm ocylLecTeaseTca no Knaccy KC3.

e B03MOXKHOCTb KpunTorpadmuyeckon 3awmtbl MHGOPMALUM, 3aNUCbIBAEMOINA Ha CbeMHble
XPaHUAMLWA AaHHbIX MNocpeacTsoMm Wwudpytowen dannoson cucrembl Kpuntollpo EFS.
KpuntorpaduuecKkasa 3awmra MHGopmMaLmMmM ocyllecTBaseTcs no knaccy KC3.

e BO3MOXHOCTb KpunTOrpadmMyecKkom 3aLnTbl MHPOPMALLMKM, 3aNNCbIBAEMOM Ha KECTKUX ANCKAX
APM u cepBepoB nocpeactsom wudpyowen dannoson cuctembl Kpuntollpo EFS.
Kpuntorpaduyeckan 3awmrta MHbopmaLmnm ocywectsasaetca no knaccy KC3.

o BO3MOMHOCTb UEHTPA/SIN30BAHHOIO YAAJIEHHOIO YNpaB/JeHUA 4Yepe3 MexaHM3M TpPynnoBbIX
nonntnk OC Microsoft Windows (Ta6. 1).

OC Microsoft Windows (Tab. 1) co BCTPOEHHbIMU U AOMNOJAHUTE/IbHLIMU UHTErPUPOBAHHbIMU
mexaHMamamm obecneyeHma 6esonacHocTu, peanmsyembimu SPR 4.0 (ucnonHeHue 2) obecneumBaet
yposeHb 3awmTbl AK2 n peanmsyert:
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e BO3MOXHOCTb OOMEHHOM ayTeHTUPUKAuMM nosb3oBaTesNield Ha OCHoBe  MeToaa
ABYXPaKTOpHOM ayTeHTMMKALUM C UCNOIb30BaHMEM cepTudMKaToB cTaHaapTa X.509.

e BO3MOMHOCTb AMCKPELMOHHOIO pasrpaHMYeHMA AOCTYNA MMEHOBAHHbIX CyObEKTOB CUCTEMDI
(nonb3oBaTtenen) K UMeHoBaHHbIM 06beKTaM cucTembl (daknbl, NpoLecchbl U T.4.).

e BO3MOMHOCTb AMCKPELMOHHOIO pasrpaHMYeHMA AOCTYNA UMEHOBAHHbIX CyObeKTOB CUCTEMDI
(nonb3oBaTeneit) K yCTpPOMCTBAaM (OTYYKOAeMble XPaHWUAMLLA [AaHHbIX, MOOW/bHbIE
YCTPOICTBa, NPUHTEPbI, NOPTbI BBOAA/BbIBOAA U T.4,.).

e O6HyneHne ocBObOXKAEHHOM ONEPATUBHON NAMATU CUCTEMBI.

e Bo3moXKHOCTb ayauTa BXxoga/Bbixofa CybbeKToB pocTyna (nosnb3oBaTteneit) B cuctemy/us
CUCTEMBbI.

e Bo3MOXHOCTb ayauTa cobbITMin noacucrem 6esonacHoct C3U SPR 4.0.

e BO3MOMHOCTb MEPUOAMYECKOTrO KOHTPOA LLe/IOCTHOCTU 06bEKTOB PanIOBOMN CUCTEMDI.

e BO3MOMHOCTb 33JaHMA ALMWHUCTPATOPOM CMUCKA paspelleHHbIX Ha  BbINOJIHEHME
NPOrpammHbIX MOAYNEN.

e BO3MOHOCTb 334aHNA aMUHUCTPATOPOM CMUCKA paspeLleHHbIX ANA YCTAaHOBKU B CUCTEMY
WHCTaNNALNOHHBIX NAaKETOB.

e BO3MOMHOCTb 33ZaHUA aAMUHUCTPATOPOM CNMCKA pa3peLleHHbIX Ha BbINONHEHME CLEHapUeB.

e BO3MOXHOCTb KpunTorpadmuyeckor 3awwmTbl MHPopMaLMKM, NepesaBaemor No KaHana CBA3M,
nocpeacTBOM CO34aHMA AYTEHTUYHOro 3alMWEHHOro CoeAuMHEHUA C WMCNOAb30BaHUEM
npotokona KpuntolMpo TLS n/unmn nocpeacrtsom 3awuTbl IP-coegnHEHUIA C UCNONb30BaHUEM
npotokonos Kpuntollpo IKE, Kpuntolpo ESP, Kpuntolpo AH. Kpuntorpaduyeckas 3awmra
nHpopmaumm ocylLecTBaAAETCA No Kaaccy KC2.

e BoO3MOXHOCTb KpunTorpadpuyeckor 3awmuTbl MHGOPMALMMK, 3aNUCbIBAEMOW HA CbEeMHble
XPaHUAMLWLA AaHHbIX MNocpeacTBoM Wwndpytowen dannoson cuctembl Kpuntollpo EFS.
Kpuntorpaduyeckan 3awmrta MHGoOpMaLMmM ocywecTsnaeTca no knaccy KC2.

e BO3MOXHOCTb KpunTOrpadmnyeckor 3aLwmTbl MHPOPMaLLMK, 3aMUCbIBAaEMOM Ha KECTKUX AMUCKaX
APM wu cepBepoB nocpeactsom wudpyowen dannoson cuctembl Kpuntollpo EFS.
Kpuntorpaduuyeckan 3awmrta MHGopmMaLmnm ocywectsnaetca no knaccy KC2.

e BO3MOMHOCTb LEHTPANM30BAHHOIO YAAJE€HHOro ynpasaeHMA vyepe3 MexaHW3m rpynnosbix
nonntnk OC Microsoft Windows (Ta6. 1).
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3. Yci1oBUA npyuMeHeHus

SPR 4.0 skcnnyaTtupyetca B coctaBe AUC, coctoAawmx ns APM n cepsepoB, PyHKUMOHUPYIOLWMX NOL
ynpasneHnem OC komnaHmm Microsoft (Tab. 1). Ha Bcex APM B coctaBe AUC gonKeH 6bITb YCTAaHOBAEH
n HacTpoeH ak3emnaap C3U SPR 4.0.

3.1. TpeGoBaHMS K anillapaTHbIM CPeJCTBAM

TpeboBaHMs K annapaTHbIM cpeacTBam npueeaeHbl B Tabanuax Tab. 2 - Tab. 3.

Tab. 2. CuctemHbie TpebosaHua gna OC Microsoft Windows 10

KomnoHeHT TpeboBaHue

KomnbtloTep 1 npoueccop 32-pas3pagHbiit (x86) nnm 64-paspsaaHbint (x64) npoueccop ¢ TaKToBOM
yactoTtoi 1 rurarepu, (Mu)

MNamaTb 1Tb ans 32-pa3pagHoi CMCTEMBI

2 b ana 64-paspagHon cuctembl

HKecTkuit guck 16 I'b gna 32-paspsagHoi cuctemol

20 b gna 64-pa3pagHoON CUCTEMbI NPOCTPAHCTBA Ha KECTKOM AUCKe

lpadunuyeckan KapTa Microsoft DirectX 9 c gpatisepom WDDM

Tab6. 3. MMHMManbHble cuctemHble TpebosaHua ana OC Microsoft Windows Server 2016/2019

KomnoHeHT TpeboBaHue
Komnblotep 1 npoueccop 1,4 [T (Nnpoueccop ¢ apxMTeKkTypoin x64).

MamaTtb 512 Mb

2 I'b ana BapuaHTa ycTaHoBKM "CepBep ¢ paboyunm ctonom".
HecTknit anck 32Tb.

CeTeBoOM aganTep Apantep Ethernet ¢ nponyckHo cnocobHocTbio He meHee 1 b

CoBmecTMocCTb co cneunduKaumen apxntektypol PCl Express

3.2. TpeGoBaHUS K YCTAHOBKE U 3KCIJIyaTallu1

Ona obecneyeHunna 3awmTtbl HPopmaumm npu akcnayataumm SPR 4.0 Heobxoaumo cobatogeHune
cnepyowmx obwmx ycnosmin NpUMeHeHUA:

e YcTaHOBKa M HacTpoMKa SPR 4.0 pomkHa npoussoantbes B cootsetctaun ¢ [1], [2], [3], [4] v

[5].
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e [lomkHa ObITb obecneyeHa (OpraHM3aLMOHHO-TEXHUYECKUMM MeEPaMM) HEBO3MOMKHOCTb
6ECKOHTPOIbHOIO AOCTYNa K OTUYYXAAEMbIM HOCUTENAM U KabenbHOW cucTeme CO CTOPOHDI
He3aperncTpupoBaHHbIX Nonb3osaTenen AUC.

e BbicTaBnaemble NPU MHCTANNALUM HACTPOMKU CUCTEMHBIX NPUBUAETUA U AUCKPELMNOHHbIX
npas AocTyna K ob6bekTam $aliioBOMN CUCTEMbI U KKOYaM peecTpa He A0/IXKHbl PaclunpATbLCS B
xoae akcnayataumm AUC.

e B xoge akcnayataumm AUC He [OMXKHbI noasepraTbCA MoAnOUKALUKM KNKOYM peecTpa,
ucnonb3syemble SPR 4.0 ana ynpasneHus.

e YyeTHasa 3anucb «[OCTb» AOMKHA ObITb OTKNOYEHa.

e [1na obHyneHuA darina NoLKaYKM CTPAHUL, AOMKHA OblTb aKTUBMPOBAHA NOAUTUKA «O4YMCTKa
danna nogKauKM CTPaAHUL, NAMATUY.

e B cnyyae aBapuMHOro 3aBepleHuAa paboTbl (Hanpumep, BbIKAKOYEHUA 3/1EKTPOMNUTAHUA)
HeobXxo4MMO NpPOM3BECTM 3aMyCK CUCTEMbI C MOCAeAyloWMM 3aBeplueHnem paboTbl
CTAaHAAPTHbIMM CPeaCTBAMM.

e Pasmep CUCTEMHDbIX }KYPHaANO0B MPOTOKO/IMPOBAHUA He J0/KeH ObITb meHee 512 Knnobaunr.

o Ha Bcex gnuckax APM pgonrkHa bbiTb ycTaHOBAeHa daiinosasa cmctema NTFS.

e Bce ucnonb3yemble OUCKU CbEMHbIX YCTPOMUCTB XPaHEHMUA O0MKHbI ObiTb NpeaBapuTenbHO
oTdOpPMaTUPOBAHbI C UCMOb30BaHMeEM dainoBol cuctembl NTFS.

e O6wwnin pgoctyn K obbekTam ¢annoBOA CUCTEMbI, PACMNONIOKEHHbIM Ha AUCKAX CbEMHbIX
YCTPOMCTB XPaHEHWS, J0NKeH ObITb 3anpeLLeH.

e Ha Bcex APM aonxHbl 6biTb 3a610KMpoBaHbl NopTbl IEEE 1394 (Firewire).

e CK3W, Bxopawee B coctaB SPR 4.0, moxeT wucnonb3osatbca MO pgna peanmsaunmn
KpunTorpadpuyeckon 3awmtbl obpabaTbiBaemblx M nepegaBaemMbiX AAHHbIX NPU YCA0BUM
obecneyeHNA KOppeKTHoCTM B3aumoaencteusa ¢ CK3N n peanmsaymm mep no obecneyeHuro
6e30MacHOCTM KAOYEBOM CUCTEMDI.

e Paspabotka w wucnonbzoBaHue [MO ponkHa NpPoM3BOAUTBCA B COOTBETCTBUM C
pekomeHgaumamm  paspabotumka CK3WN. B cayyae wumcnonb3oBanua [MNO  agna
Kpuntorpapuyeckon 3awmtbl obpabaTbiBaembix AaHHbix B AWNC  rocygapcTBeHHbIX
MHOOPMALMOHHBIX pecypcoB Heobxoaumo nposeaeHue cepTUGUKALMOHHBIX MUCMbITAaHUM
yKasaHHoro MMNO ycTaHOB/EHHbIM NOPALKOM.

e [Iporpammsl, 0bpasytoLime OBEPEHHYIO MPOrPaMMHYIO Cpeay, He A0MKHbI CoAepKaTb B cebe
CPeAcTB pa3paboTKM MAN UHTEPMNPETATOPOB, @ TaKMKe CKPbITbIX N/UAN ABHbLIX BO3SMOMXHOCTEN,
NO3BONAIOLWMX HAPYWWUTb LWTATHOE (YHKLMOHMPOBAHWE MEXaHM3MOB NporpammHbix C3U
n/Mnn co3aaBaTb KaHabl yTEYKM MHPOPMALMM, B YACTHOCTH:

"  moauduuMpoBaTb COOCTBEHHbIN KOoA W KoA o6WMxX Moaynen, CnpoeuupoBaHHbIX B
onepaTUBHYO NAMATb NPOLLECCa;

"  [poCMaTpMBaTb U MOANPULMPOBATL NAMATbL, BblAENEHHYIO ANA APYruX NPOLLEeccoB; ANA
ApanBepoB, KPOMe TOro, MPOCMATPMBATL U MOANPULMPOBATL NAMATb, BblAENEHHYIO ANA
APYrvx ApanBsepos;

" nepepnaBaTb ynpassieHMe B 061aCTb COOCTBEHHDbIX AaHHbIX U AAHHbIX APYrMX NpoL,eccos;
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"  BbIMNO/HATL NPOCMOTP U pefakTpoBaHue dpaiinos B 06xon cTaHAapTHbIX GyHKumn OC gns
paboTbl ¢ pannamu, a TaKkKe *KeCTKMX AMUCKOB HA YPOBHE CEKTOPOB;

" OTKpbIBaTb HEMOCPEACTBEHHbIA AOCTYN K nNopTam BBOAa/BblBOAA AN NPOrpamm
NPWKNALHOrO YPOBHA.

[omkHa 6biTb obecrneyeHa ousmMyeckaa oxpaHa MHOOPMALMOHHOM cucTeMbl (YCTPOWCTB M
HocuTenei nHdopmaumn), npegycMmaTpmBalowaa KOHTPOAb AOCTyna B NoMeweHns MHGOpPMaLMOHHOM
CUCTEMbl MOCTOPOHHUX /UL, HaAW4YMe HaAEeXKHbIX NPenAaTCTBUM AN HEeCaHKUMOHWPOBAHHOTO
NMPOHUKHOBEHUSA B NOMELLLEHMA MHOOPMALMOHHOMN CUCTEMbI U XPaHUAULLE HOCUTENEe MHPOpMaLUH.

LLtaTHas paboTa C3M SPR 4.0 moeT bbITb HapyLleHa BCeACTBUE HEMPaBUAbHOM MHMLMANM3aLMA
C3W npw cTapTe cucTembl, HECAHKLMOHUPOBAHHOIO U3MEHEHMA HACTPOEK M KOZa UCMOIHAEMbIX MoAynen
C3M1, a TaKKe HanpaB/NeHHOro BO34ENCTBMA CO CTOPOHbI MPUBUAETMPOBAHHbBIX MNPOLLECCOB U
HEenpUBUAETMPOBAHHbIX MPOLLECCOB, OCYLLECTBMBLUMX 3CKANAUMIO NPUBUAETUIA C MUCNO/b30BAHUEM
YA3BMMOCTEN B ONEPALMOHHON CUCTEME M NPOLECCaX, BbINONHAIOLLMXCA OT NPUBUNETMPOBAHHbIX YH4ETHbIX
3anucen.

YKasaHHble yrpo3bl MOryT 6bITb peann3oBaHbl NOCPEeACTBOM 3arpy3Ku CTOPOHHEN ONepaLMoOHHOM
cuctembl. AnAa obecnevyeHns HEBO3MOMKHOCTM 3arpy3KM CTOPOHHEN ONepaLMOHHOM CUCTEMbI, a TaKXkKe
KOPPEKTHOCTM 3arpy3Ku LWTAaTHOM onepaLMoHHOM cucTembl xpaHuanwe BCD OC Windows npu ycTaHOBKe
SPR 4.0 fonKHO 6bITb HACTPOEHO TaKMM 06pa3om, YTOObI UCKNOUYNTL 3anyck Windows B MHOM pexume,
KPOMe peXKmnma no ymonyaHuto. Jna storo B xpaHunuuie BCD gonkHa 6biTb 3a4aHa e AMHCTBEHHAA 3aNucChb
ANA 3arpy34nKa onepauMoHHON CUCTEMDI, B 3aNMCK NapameTp «recoveryenabled» gonxeH 6biTb yaaneH.
3anucu AnA NpUNOKEHUN AOMKHbI OTCYTCTBOBATD.

K HeKoppeKTHoM 3arpy3ke SPR 4.0 TaKKe MOXeT NPUBECTU U3MeHeHMe GUHapHbIX Moaynen,
dopMUpyOLMX CTapTOBbIN 06pa3 onepauMoHHOM cucTembl ana 3anycka «Ntoskrnl», a Takke HacTpoeK
3TMx mogynen. C y4eToM OTCYTCTBMA BO3MOMKHOCTU CTapTOBOrO KOHTPO/A LENOCTHOCTU YKa3aHHbIX
Mmoaynem n ux Hactpoek cpeactBamm C3U, pgaHHaA yrpo3a [o/mkHa 6biTb 6/10KMpPOBAaHA WHbIMM
cpencTBamm.
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4. OnucaHue 3a4a4u

NHTerpayma mexaHmM3amoB obecneyeHuns 6esonacHoctn SPR 4.0 8 OC Microsoft Windows (Ta6. 1)
M UX UCNONb30BaHME COBMECTHO C 6a30BbiMM MexaHM3MamM Mo3BOJIAeT obecneyntb obWMin YPOBEHDb
3awmtbl OC go AK3.

SPR 4.0 unterpupyetca B OC Microsoft Windows (Tab. 1) Kak ee 4yacTb M b6asumpyetca Ha
AOKYMEHTUPOBAHHbIX MeXaHU3Max 3alnTbl HGopmauum OC, yTo obecneynBaeT BbICOKYH YCTOMYNBOCTb
PaboTbl U COBMECTUMOCTb C APYIMMU NPOrPaMMHbIMU NPOAYKTAMMU.

4.1. Toacucrembl SPR 4.0

®yHKUMoHmnposaHue SPR 4.0 onmpaeTca Ha cnegyouwme NoaCUCTEMbI:

e [loacucTema ynpaBieHUs NOAUTUKAMMU;

e [loacucTema LOBEPEHHOM ayTeHTUOUKALUY;

e [loacMcTeMa AUCKPEUMOHHOIO pasrpaHMyeHuns gocTyna;
e [loacMcTema 3alUTbl KPUTUYECKUX PECYPCOB;

e [loacMcTemMa KOHTPOAA AO0CTYNa K YyCTPOWCTBaM;

e [loacMcTeMa MaHAATHOTO WNGPOBAHMS;

e [loacMcTeMa 3aMKHYTOM MPOrpaMmHON cpeapl;

e [loacMcTeMa KOHTPOAS 3aMyCcKa CLEHApUEB;

e [loacuctema ayamuta 6e30nacHOCTY.

4.1.1.CxeMa ynpaBJieHUA IOACHCTEMaMH

Ob6uwan cxema ynpasneHua nogcucremamm SPR 4.0 npuseaeHa Ha Puc. 1.

YnpasneHna nonmtnkamm SPR 4.0 ocywecTtsndetrca nocpegctsom  MMC  OCHAcCTOK,
MHTETPUPOBAHHbIX B  CUCTEMHYKD OCHacTKy «[llapameTpbl 6e3onacHocTM». ITO  NO3BOJAET
agMUHUCTpaTopy 6e3onacHOCTM ynpaBaATb BCEMM MOAUTMKaMKM 6e30MacHOCTM, BKAKOYAA MOAUTUKM
SPR 4.0, 3 oaHOM KOHCONMU.

MapameTpbl, YyCTaHOB/EHHblE aAMMHUCTPATOpPOM Oe3onacHOCTM B oOcHacTkax SPR 4.0,
COXPAHAOTCA B 0OBEKTax rpynnoBOM MOAUTUKM, OTKYAA MOCPEACTBOM MEXaHWM3Ma PacnpoCTpaHeHUs
rpynnosbix noanTnk Windows oHu nonazatoT B peectp.

KoMnoHeHT noacuctemsbl yrnpasaeHUA NOAUTUKAMKM CYNTbIBAET 3aNnCaHHble B peecTtp HaCTpOl‘;lKVI,
d)opmaTMpyeT X un nepegaet A4P0BbIM KOMMNOHEHTAM COOTBETCTBYHOLWKUX MOACUCTEM.

[laHHan cxema ynpaBneHus no3BonseT He neperpy»kaTb OC npu M3ameHeHun noamTtuk SPR 4.0.
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Ob6bekT
rpyrnnoBoMm Peectp
MOJIUTUKU

Moaynu noacucTemsl
KOHTPOA BbINOJIHEHUA
CLEeHapueB

KOMMOHEHT NOACUCTEMBI

PG CSTIEED YR EDRT S yrpasfieHns noamMTuKamm

MOJIMTUKON MOACUCTEM

Mp1KNagHoOM ypoBeHb

SlnpoBoit ypoBeHb

SlapoBasi KOMMOHEHTa SlnpoBasi KOMMOHEHTa SlapoBasi KOMMOHEHTa
NOACUCTEMbI 3aLUUTHI NOACUCTEMbI MaHAATHOro NMOACUCTEMBI KOHTPOSIS
KpuUTMYeckux caiinos wndpoBaHus [OCTYyNa K YCTPOiCTBaM

Puc. 1 O6wan cxema ynpaBneHua nogcuctemamm SPR 4.0

4.1.2.1loacucTeMa AOBEPEHHOM ayTEeHTUPHUKALMHA

Moacucrema aosepeHHoM ayTeHTUdMKaumMm SPR 4.0 peannsyeT BO3MOXKHOCTb ayTeHTUdUKaLMn
nonb3oBaTesiel B JOMEHE Ha OCHOBE POCCUIMCKUX KpUNTorpadryeckmx CTaHgapToB.

Mogcuctema gosepeHHoM ayteHTUdMKaummn SPR 4.0 6asunpyetca Ha nogcmucteme naeHTUGMKaLmm
n ayteHTudmKaummn OC Microsoft Windows 1 gononHsaetca npogyktom komnaHmm Kpuntolpo Winlogon.
Winlogon nABnsetca [AOBEPEHHbIM NPOLECCOM, OTBEYANOWMM 3a ynpaB/ieHWe B3aMMOAENCTBUN C
nosib3oBaTeNem, CBA3AHHbIX ¢ 6e30MacHOCTbO. MMM KOOPAMHUPYIOTCA BXOA, B CUCTEMY, 3anyCK NepBoOro
npouecca nosb3oBaTena npu Bxoge B cuctemy, obpaboTka BbIxoga M3 CUCTEMbI U yNpaB/ieHne pAgoM
APYrnx onepauuii, oTHocAWMXCA K B6e3onacHocTH, BKAtoYasa 3anyck LogonUl gna BBoaa maponer npu
BXO4E B CUCTEMY, U3MEHEHMU naposnei, 6AoKNpPOBKe U pas3bnoknposKke pabouelt ctaHumu. Mpouecc
Winlogon rapaHTupyeT, 4TO onepauuu, CBsdaHHble C 6E30MaCHOCTbIO, HEBUAUMBI AOObIM ApPYrMm
aKTMBHbIM Npoueccam. Hanpumep, Winlogon rapaHTUpyeT, 4TO He NONb3YOWMIACA 4OBEPUEM NPOLLECC HE
MOKEeT NONYYUTb ynpaBieHne pabouymm CTONOM B XOAe OAHOM U3 TaKUX OMepaLnin, Moay4Yns TeEM CamMbiM
AocTtyn K naponto. Winlogon npv nony4yeHnn MMeHU 1 Napoas y4eTHOM 3anncu Nonb30oBaTeNs 3aBUCUT OT
YCTaHOB/IEHHbIX B CUCTEME MOCTABLUMKOB YYETHbIX 3aMnCeN.

AYTeHTVI(I)VIKaLI,VIﬂ NOCTPOEHA Ha Cie4yrWwnx KAKYeBbIX MOHATUAX!

o UNHOpPACTPYKTYpa ayTeEHTUDMKALNK;
Habop cepBepoB ayTeHTUMKALMM U  [OBEPEHHbIX LEHTPOB ayTeHTudMKaumm,
peannsyLmx CEpBUCHI yNPaBAEeHUA ayTEHTUDUKaLMEN.
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e cepBepa ayTeHTUdUKauuu;
du3nyeckme malmHbl, obecneymatoLLmMe NcnoNHeHNe GyHKUMIM ayTeHTUPUKALMM.

® [10BEPEHHbI opraH ayTeHTUbMKaumu;
JIOrMYeckoe MNOHATUE oOpraHa, ABAAKOWEroca AOBEPEHHbIMW C TOYKU  3pPEHUsA
nonb3osBaTenen ana peanvsaumm OyHKUMIA ayTeHTUDMKAuMU. PU3MYECKM, OO0BEPEHHbIE
opraH ayTeHTUGUKauMM npeacTaBasetr cobo oOAMH WMAM  HECKONIbKO CepBepoB
ayTeHTUdUKaummn. B TepmuHax Windows, AomeH ABNAETCA [0BEPEHHbIM OpPraHoOM
ayTeHTUdUKaumMn, a KoHTponnep pomeHa (domain controller - DC) — ¢u3mnyeckum
cepBepom ayTeHTUdUKaumu.

® ayTeHTUOMKAUMOHHbIE AaHHbIE.
naentuodukatop (ID) n naponb, NpesocTaBAsemble NOAb30BATENEM A0OBEPEHHOMY OPraHy
ayTeHTUPUKaALUMK. B 3aBMCMMOCTM OT TMNA ayTEHTUDUKALMOHHbBIX AaHHbIX, NO/b30BaTeNb
MOXET MPOCTO 3aNoMHUTb MX (Hanpumep, ID nonb3oBaTens M Naposib) AU COXPAHUTb
ayTeHTUPUKALMOHHbIE AaHHbIE HA KaKMX-TMB0 HoCUTenAax (Hanpumep, MHTeNNEKTYyaNbHON
KapTe). BuomeTpuyeckme ayTeHTUDMKALMOHHbIE AaHHbIE OCHOBbLIBAIOTCA Ha PUINYECKUX
WKW NOBeLAEHYECKUX XapaKTEePMUCTUKAX NONb30BaTeNA.

Basa ayTeHTUPMKAUMOHHbLIX  AaHHbIX  ABASETCS  XPaHWIULWEM  [OOBEPEeHHOro opraHa
ayTeHTUdMKauum, rae B 6GesonacHom dopmaTe XpaHATCA KOMUU ayTEHTUDMUKALMOHHbIE AaHHbIX
nonb3oBaTenel M KOMNbOTEPOB. AyTEHTUOUKAUMOHHBLIA TOKEH ABAAETCA  [0Ka3aTeNbCTBOM
NOANMHHOCTM ayTEHTUOMKALMKN M UCMONb3YEeTCA ANs AO0CTyNa K pecypcam B 061acT OTBETCTBEHHOCTH
[OBEPEHHOro opraHa ayTeHTMdMKaUnK. TOKEH BblAaeTCA N0/Ib30BaTEN0 UM KOMMbIOTEPY A0BEPEHHbIM
OpraHoOM ayTeHTUGUKauMM nocne ycnewHor ayTeHTMduKaumu. B  cTaHgapTHOM  npouecce
ayTeHTUOMKauMM Nonb3oBaTeNb OTNPABASAET pe3ynbTaT Kpuntorpaduyeckolr onepauuu Hag CBOMMU
AYTEHTUPMKALUMOHHBIMM  JaHHbIMW B JIOBEPEHHbIN OpraH ayteHTMPuKaumu. [loBEpPEHHbIN oOpraH
ayTeHTUdMKaumMmn nposepaeT ayTeHTUOUKALMOHHbIE AaHHble, UCNONb3yA AaHHble, XpaHAWMECs B ero
6ase. Ecin ayTeHTUPUKALMOHHBbIE AaHHble, NPeaoCTaB/eHHble No/b30BaTeNeM, U AaHHble, XpaHAWwMecs
B 6a3e, COOTBETCTBYIOT, UM €CNKN Pe3ynbTaT Kpuntorpadmyeckon onepaunmn Hag ayTeHTUPUKALMOHHbIE
AaHHbIMM, XpaHAWwMMKUcA B 6a3e 3KBMBaANEHTEH pe3ynbTaTy, NPefoCTaB/eHHOMY MONAb30BaTeNEM,
JIMYHOCTb NO/b30BaTeNA, CYMTAETCA NOATBEPKAEHHOWN. B pe3ynbTaTe, Nnosb3oBaTeNto NpenocTaBaseTca
AW 3anpelaeTcs AoCTyn K 061acT OTBETCTBEHHOCTU AOBEPEHHOro opraHa ayteHTuduKaummn. Ytobbl
[0Ka3aTb, YTO NONb30BaTE/b YCNELWHO NpoLwen ayTeHTUOUKALUMNIO, AOBEPEHHbIN OpraH ayTeHTUdMKaumm
BblAaeT N0/1b30BaTEN0 KPUNTOrpadMUYECcKnii TOKEH. ITOT TOKEH UCMO/Ib3YeTCA B KAYECTBE A0Ka3aTe/IbCTBa
ycnewHomn ayTeHTUGMKaLL MM Npy NocieAyoLLem A0CTyNe K ApyrMm pecypcam B 061acT OTBETCTBEHHOCTU
[ OBEPEHHOro opraHa ayTeHTUGUKaLmMm, Hanpumep, Npu 4octyne K gann-cepsepy.

MporpammHbin npoaykt KpuntoMpo Winlogon obecneunBaeT B3auMMHYH ayTeHTUPUKALUIO
nosnb3oBaTens B AoMeHe. B KauecTBe mexaHM3Ma ayTeHTUOMKALMM MCNONb3yeTca NnpeabsB/eHue
No/ib30BaTeIeM KIHUYEBOro HOCUTENA Ha OCHOBAHMM cePTUPUKATA ero OTKPLITOro Katoua.
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ApXxuTeKTypa  MNoACUCTEMblI  WHTEPAKTUBHOM  ayTeHTUOMKaumnm  peanusyeTr  Haubonee
pacnpoCcTpaHeHHbI U Hanbonee 6e3onacHbiM CNocob WHTEPAKTUBHOINO BXOAA C WCMNOJIb30OBaHWEM
"6e3onacHoro Bxoda" munum "Knaccmueckoro Bxoga" (Secure Attention Sequence - SAS). B atom cnyuae,
npouecc ayTeHTMGUKaUMM HauyMHaeTcAa BCAKUIA pas, Koraa nonb3osaTtesb MHMUMMpyeT SAS ana Bxoaa Ha
NIOKanbHbIA KomnbioTep uam B gomeH. Winlogon asnaetca KomnoHeHTom OC, KOTOpbIM ynpasnset
B3aMMOAENCTBMEM C NO/b30BaTeNEM, B YaCTM Kacatolenca 6€30nacHOCTU, B TOM YMCAe UHTEePaKTUBHOM
ayTeHTUdMKaumeir. Credential Providers — Habop KOMMNOHEHTOB, OTBEYalOWMX 33 MHTEPAKTUBHOE
B3aMMOLENCTBME C NONb30BaTeNEM Yepe3 UHTepPEeNC BXOAa B CUCTEMY, U3BNEYEHUA YYETHbIX AAHHbIX
nonb3oBaTens, U nepegayun ux Local Security Authority (LSA).

LSA sBnsetca KomnoHeHTom OC, KOTOpbIM AENCTBYET KaK JIOKajibHblA [A0BEPEeHHbI opraH
ayTeHTMOMKaumMmK. s npoBepKM ayTEHTUPMKALMOHHbBIX AaHHbIX NOAb30BaTens, LSA B3anmosaeincreyert ¢
6ubnmnotekamm Authentication Packages (AP) u Security Support Providers (SSP). Bubanotekun AP n SSP, B
cBOKO ouepeab, obpawatroTcA K 6ase ayTeHTUOUKALMOHHbLIX [aHHbIX ANA NPOBEPKM  AAHHbIX
nonb3osaTtens. bubanorekn kerberos.dll u msvl_0.dll asnawoTca peanunsaumamu 6ubnmortek SSP/AP:
6ubnmnoteka MSV1_0 peanusyet npotokon NTLM Bepcun 1 n 2, 6ubanoreka MSV1_0 Bkato4vaeT B cebs
NOTUKY CKBO3HOW ayTeHTUdUKauum NTLM (ckBo3Hasa ayteHTUdMKaumm NTLM peanusyetcs, ecnm He
AOCTYNHa fOMeHHas 6a3bl AaHHbIX ayTEHTUDUKALUM).

4.1.3.IloagcucreMa AMCKPELMOHHOI'0O pa3rpaHU4YeHus A4OCTyIa

MoacucTema AUCKPELMOHHOMO pasrpaHUMYyeHns foctyna obecneynBaeT KOHTPOAb NpaB [OCTyna
cybbeKkTa K 0b6bekTy goctyna. Pabota mexaHM3Ma AMCKPELMOHHOro AOCTyna 3aK/io4aeTcs B 3aliuTe
0O6BEKTOB M B perucTpaumm goctyna. B umcno sawmwaembix B8 Windows o6bekToB BxoaAaT ¢daiibl,
YCTPOICTBA, MNOYTOBbIE ALMKM, KaHalbl (MMeHOBaHHble U 6e3bIMAHHbIE), 3a4aHUA, NPOLLECCHI, MOTOKM,
cobbITHsA, KNoueBble cobbITUA, Napbl COBLITUIA, MblOTEKCbI, cemadopbl, 0bLLMe pa3aenbl NaMATH, NOPTbl
3aBeplueHMA BBOAA-BbIBOAA, LPC-nopTbl, TaliMepbl OXUAAHMI, MapKepbl A0CTyNa, TOMa, CTaHUMKN OKOH,
paboune cTobl, cCeTeBble Pecypchbl, CYKbbl, pasaensl peectpa, NPUHTepbl, 06beKTbl Active Directory u T.

A.

Cuctema 6e30nacHOCTM [0/MKHA CHavana ybeamTbca B MOAEHTUYHOCTU KaK4oro nonb3oBaTens.
Takaa HeObXOAMMOCTb FrapaHTUM NOJIb30BATE/NIbCKON UMAEHTUYHOCTM ABAAETCA NpUYMHON Toro, Yyto OC
Windows TpebyeT ayTeHTUdMKaLmMm BxoAa B CUCTEMY Nepes NolyYeHneM A0CTyna K 1l0ObIM CUCTEMHbIM
pecypcam. Takum ob6pasom, noacuctema AUCKPELMOHHOrO pasrpaHuMyeHuMA AOCTyna OnupaeTcAa Ha
NoACUCTEMY AOBEPEHHOM ayTEHTUDMUKALUMN.

Mogenb 6e3onacHoct OC Windows TpebyeT, 4Tobbl NOTOK, NpeXxae Yem OTKPbITb 06bEKT, yKasan,
KaKoro TMna AencTBMA OH XOYeT COBEPLINTb Hag 06beKkToM. [1n1a BbINOJIHEHMA NPOBEPOK MpaB AOCTyNa,
OCHOBAHHbIX Ha €/laeMOM MOTOKOM AOCTyne, Aucrnetyep ob6bekToB Bbi3biBaeT SRM, u ecan goctyn
npeAoCTaBAAETCA, NPOLLECCY NOTOKA Ha3HaAYyaeTcs AECKPUNTOP, C KOTOPbIM MOTOK (MAM ApyrMe NOTOKM
npoLecca) MOXeT BbINONHATb Aa/ibHENLINE onepauumn Hag 06vekTom. CyTblo moaenu 6esonacHoctn SRM
ABNAETCA ypaBHEHME, UMEOLLEE TPU BXOAHbIX MAapaMeTpa: NaeHTUMOMKaLMOHHbIe AaHHble 6e30nacHOCTH
NMOTOKa, AOCTYN, KOTOPbIM NOTOK XKenaeT NoaAy4YnTb K 06beKTy, U HAacTPpOMKM Be3onacHOCTM 0b6bekTa. Ha
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BbIxoge nonyyaem nmbo «pa», nMbo «HeT», YTO NOKasblBaeT, JaeT Mogenb 6e30MacHOCTU MOTOKY
3anpOoLEHHbIN A0CTYN UKW He AaeT.

OaHUM 13 cOobbITUIA, 3acTaBAAKOWMX AUCNeTYEeP OOBEKTOB BbIMOMIHATL NPOBEPKY 6e30nacHOCTH
A0CTyMa, ABNAETCA OTKPbITUE NPOLECCOM CyLLecTBytowWwero obbekTa ¢ UCNoib3oBaHMeEM ero umeHu. Korga
OOBEKT OTKPbIBAETCA MO MMEHW, Aucnetyep OOBEKTOB BbIMOJIHAET MOMCK YKa3aHHOro obbekTa B
NPOCTPAHCTBE MMEH AucneTyepa 06bEKTOB.

Ewe ogHMMm cobbiTeMm, 3aCTaBNAOLWMM AMUcreTyep 06BEKTOB NPOBOAUTL NPOBEPKY NpaB A0CTYNa,
ABNAETCA CCbI/IKA NpoLLecca Ha 06bEKT C UCNO/Ib30BAaHMEM CYLLECTBYHOLLErO AeCKpunTopa. Takne CCbiNKM
3a4acTylo NPOBOAATCA ONOCPEeA0BaHHO, HaNnpMmep, Koraa npouecc BbidbiBaeT API-dyHkuuio Windows ans
paboTbl c 06bEKTOM U NepenaeT en AeckpunTop obbekTa. Hanpumep, NOTOK, OTKpbIBaoWMin haiis, MoXKeT
3anpocuTb NpaBo Ha uTeHuWe ¢aiina. Ecanm y NoToKa ecTb NpaBO Ha TakoM AOCTyNn K OObEeKTy, Kak
npeanmcaHo ero KOHTEKCTOM 6e30MacHOCTM U HacTpoMKaMmu besonacHocTu daiina, gucnetTyep o6bHEKTOB
co3A4aeT AeCKpMNTOop, KOTOPbIM NpeactasaseT ¢paiin B Tabanue AeCKPMNTOPOB TOro NpoLecca, KOTopomy
NMPUHAANENKUT NOTOK. TWMNbl AOCTYyNa NPeAO0CTaBAAKTCA NpoLeccy Yepes AeCKPUNTop, KOTOPbIN XpaHUTCA
C AECKPUNTOPOM AucneTyepa 06beKToB.

®yHKuum 6e3onacHocTn Windows Tak:ke nossonsatoT Windows-npuaorKeHmam onpeaensitb CBOU
cobCTBEHHbIE 3aKpbITble 00bEKTbI M BbI3bIBaTb CAY»KObl SRM (4epe3 API-pyHKUMM MONb30BATENLCKOrO
pexknma AuthZ, koTopble ByayT pacCMOTpPEHbI YyTb NO3XKe), YTObbl 3a4eMcTBOBaTb MoAeNb 6e30nacHOCTH
Windows B OTHOLLIEHUN TaKMX 06BbEKTOB. MHormne GyHKUUM pexmma aapa, KoTopbie AucneTyep 06beKToB
N OpYyrMe KOMNOHEHTbI MCNONHAOLWEN CUCTEMbI MCNONb3YIOT AN5 3aWMUTbl CBOMX COBCTBEHHbIX 0ObEKTOB,
aKcnopTtupytotca B Buae APIl-pyHKumnint Windows, paboTatowmx B No/b30BaTeNbCKOM pexume. Takum
obpaszom, Windows npuioKeHma MoryT BOCNO/1b30BaTbCA TMOKOCTbIO Moaenn 6e30nacHOCTU M ABHbIM
obpasom uHTerpuMpoBaTbca ¢ umewwmmmuca B Windows uHTepdeiicamu ayTeHTUPUKAUUN U
aAMUHUCTPUPOBAHMUS.

BmecTo ncnonb3oBaHua UMeH ans naeHtTnoukaumm scex aencreuin B8 OC Windows mcnonb3aytotea
naeHTndukatopbl b6esonacHoctm — security identifiers (SID). SID uaeHTUdUKaTOpbl UMeOTCA Y
Nonb3oBaTe/iE, a TaKXKe Y NOKaJibHbIX M OOMEHHbIX TPYMN, Y NOKa/NbHbIX KOMMNbIOTEPOB, AOMEHOB,
YYACTHUKOB AOMEHHbIX rpynn u cayx6. SID npeactasnsetr cobon YMCNOBOE 3HAYEHME NepeMeHHOM
ONVHbI, cocToAllee M3 Homepa Bepcum SID-cTpyKTypbl, 48-pa3pagHoe 3HaveHWe wuaeHTUdUKaTopa
NONHOMOYUMA N NepemMeHHOe KOMYecTBO 32-paspAfHbiX KOL40B 3HAYEHUI NOAYMHEHHbIX NOJTHOMOYNIA
WA OTHOCUTENbHbIX uaeHTUdMKaTtopoB — relative identifier (RID). 3HayeHMe noOAHOMOYUMIA
naeHTMduuUnpyeT areHTa, Bblgaswero SID, U 3TMM areHTOM OObIYHO ABAAETCA NOKa/ibHas cUCTEMA
Windows mnan pgomeH. 3HayeHWs NOAYMHEHHbIX MOAHOMOYUN WMAEHTUPUUUPYIOT MNpeacTaBuTeNel,
UMEILMX OTHOLIEHME K BblAaBLLUEMY NONHOMOYMSA, a RID-naeHTUdMKATOPbI SBAAIOTCA NPOCTO cnocobom,
npumeHaembim B Windows ans cospaHuAa yHuUKanbHbIX SID Ha ocHoBe obuiero 6asosoro SID. MU3-3a
6onbwoit anuHbl SID-naeHtTudmkatopos Windows cTapaeTca creHepuMpoBaTb BHYTpPU Kaxkgoro SID
NOHaCToALEMY CAy4YaliHOE 3HaYeHMe, NPaAKTUYECKM HEBO3MOXHO, 4Tobbl Windows Bblaana oauH u TOT
e SID Ha mallnHe uan gomeHe, Uan rae-nnbo eule ABaxKabl.
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Windows BbigaeTt SID-uaeHTMdPMKaTOPbl, KOTOpble coCcToAT M3 SID KomnbloTepa MM AOMEHA C
npeponpegeneHHoiMm RID-naeHTMGUKATOPOM ANA MHOMKECTBA NpeaonpeneneHHblX YY4eTHbIX 3anmcen u
rpynn. Hanpumep, RID gns y4eTHOM 3anmMcm agMUHUCTPATOpa MmeeT 3HadveHue 500, a RID ana roctesom
y4eTHOM 3anucuK nmeet 3HaveHue 501. Hanpumep, y4eTHasa 3anmncb N0KANbHOrO aAMUHUCTPATOPA UMeeT
B cBoel ocHoBe SID KomnbioTepa ¢ gobasneHHbIM K Hemy RID, KoTopblii umeeT 3HaveHue 500: S-1-5-21-
13124455-12541255-61235125-500.

Windows Tak»ke onpegenaeTt pag BCTPOEHHbIX /I0Ka/IbHbIX U AOMeHHbIX SID ana npeactaBneHus
WKWPOKO WM3BeECTHbIX rpynn. Hanpumep, SID, unaeHTuduumpyrowmin ntobble yyeTHble 3anucu (3a
WCK/OYEHWE AHOHMMHBIX NOJb30BaTenel), aAsnsetcs Bceobwmm — Everyone SID: S-1-1-0. [pyrum
NPUMepPOM Tpynnbl, KOTOpaa MOXKeT ObiTb npeactasneHa SID-naeHTUdMKATOPOM, ABAAETCA ceTeBas
rpynna, To ecTb rpynna, NpeAcTaBAAoLLan NoAb3oBaTenen, 3aperncTpmMpoBaBLUMXCA HA MaLLMHE NO CeTH.
SID ceTeBol rpynnbl UMeeT 3HadYeHune S-1-5-2. B npeactaBneHHoON HUXKe Tabn. 6.2 U3 JOKYMeHTauumM no
Windows SDK noKa3biBaloTCA HEKOTOPble OCHOBHblE, LWMPOKO W3BecTHble SID-naeHTUPMKaATOpPbI, MX
4YMCNoBble 3HAYEHUA U UCNONAb30BaHMeE. B oTanume oT nonb3osatenbckux SID 3Tu SID-naeHTMdMKaTOpDI
ABNAIOTCA NpeaonpeneneHHbIMM KOHCTAaHTAaMW U MMEOT OAMHAKOBbIE 3HAYEHUA Ha KaXKAoM cucteme
Windows n sgomeHe Bo Bcem mupe. Taknm obpasom, ainn, 4OCTyNHbIM YneHam rpynnbl Everyone Ha Tol
cucteme, rae oH 6bin co3gaH, Takke byaet goctyneH rpynne Everyone Ha noboit apyroin cucteme nam
AOMeHe, Ha KoTopyto byaeT nepemelyeH »KeCcTKMIM AWUCK, Ha KOTOPOM OH pa3smellaeTca. Pasymeercs,
NONb30BaTE/IM HA TAKUX CUCTEMAX 0/KHbI MPOUTU ayTEHTUDMKALMIO Y4ETHOM 3anNnUCK HA 3TUX CUCTEMAX,
nepea Tem Kak cTaTb YaeHamu rpynnbl Everyone.

N HakoHel, Winlogon co3gaeT yHUKanbHbIM SID BXxoda B CUCTEMY ANA KaXKA0rN0 MHTEPAKTUBHOTO
ceaHca Bxoaa. O6bi4HO SID BXoga B cMCTEMY NPUMEHAETCA B 3/IeMEHTE yNpaBaeHUA AOCTYNOM — access
control entry (ACE), KoTopblli pa3peluaeT gOCTyNn BO BpeMA CeaHca BX0Aa K/neHTa B cuctemy. Hanpumep,
cnykba Windows pgna 3anycka HOBOrO ceaHCa BXO4a B CUCTEMY MOXKET MCMO/b30BaTb (PYHKUMIO
LogonUser. 9Ta pyHKLMA BO3BpaALLAET MAapKep AOCTyNa, U3 KOTOpOoro cay*kba moxeT n3sneys SID Bxoaa B
cuctemy. 3aTem 3T1a cayxba moxkeT ucnonb3oBatb SID B ACE, N03BONAIOLWEM CeaHCy BXOAa K/MEHTA B
CUCTEMY NONYYaTb AOCTYN K MHTEPAKTUBHOM CTaHLMKM OKHa U K pabouemy ctony. SID ans ceaHca Bxoaa B
cucTeMy umeet 3HadyeHue S-1-5-5-0, RID reHepupyeTca cay4daliHbim obpasom.

Ana naeHTndumKaumm KoHTEKCTa He3onacHoCTM npouecca uamM notoka SRM mncnonb3yet ob6bekT
nog, HasBaHMemM mapkep goctyna. KoHTeKcT 6e30macHOCTM COCTOUT M3 MHPOPMALUM, ONUCHIBAIOLLEN
YYETHYIO0 3anucb, rpynnbl U NPUBUAETUKN, CBA3AHHblE C MPOLLECCOM WAM MOTOKOM. MapKepbl TaKxe
BK/IKOYAIOT TaKyto MHPopmaumio, Kak ID ceaHca, ypoBeHb LLENOCTHOCTU U cocToAaHMe BUpTyanusaumm UAC.
Mpu BbINONHEHUM npouecca BxoAa B cuctemy npouecc LSASS cospaeT MCXOAHbIM Mapkep AnA
npeactaBneHNA MNONb30BaTeNA, BXOAAWero B cucTemy. 3aTtem OH onpejendeT, OTHOCUTCA K
nonb3oBaTeNb K Trpynne, MMeLWein BbICOKME MNOAHOMOYMA, WMAM 06NafaeT /M OH  BbICOKMMMU
NpUBUIETNAMMU.

Ona onpegeneHna AOCTYMHOCTU O0OBEKTOB M BMAA 3alumuiaembix onepaunii, umerowmeca B OC
Windows mexaHn3mbl 6€30NacHOCTU UCNONb3YIOT ABa KOMMNOHEHTA. OANMH KOMMNOHEHT BKAOYaeT B cebsa
npuHaanexxawmin mapkepy SID yueTHoM 3anuncuK nonb3osaTtena n nona SID rpynn. MoHuTop 6e30nacHoCTH
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— security reference monitor (SRM) ncnonb3yet SID-naeHTMdUKaTOPLI ANA ONPEAENEHUA, MOXKET K
npouecc UaM NOTOK NOAYYUTb 3anpallMBaeMbli AOCTYN K 3awmwaemomy obbekty, Hanpumep, K NTFS-

danny.

MapKepbl, MAEHTUOMLMPYIOLWME YYETHbIE AaHHbIE NO/b30BaTENA, ABAAIOTCA TONbKO INLWb YacTblo
ypaBHeHus, onpeaenstowero 6e3onacHocTb 06beKTa. [pyron 4acTblo ypaBHeEHMA ABAsSETCA MHOPMaLmA
6e30MacHOCTM, CBA3aHHAA C OOBbEKTOM, KOTOPAA ONpeaenseT, KTo U Kakue AeUCTBUA C 0OBEKTOM MOXKeT
BbINONHATb. CTPYKTYpa AaHHbIX AN 3TON MHGOPMaUMKM Ha3bIBAETCA AECKPMNTOpomM HesonacHocTu. B
Aeckpuntop 6e30NacHOCTM BXOAAT cnesytowme aTpubyTbl:

e Homep Bepcuu;
Bepcua mogenn 6esonacHoctn SRM, ncnonb3oBaHHaA gaa co34aHMA AecKpunTopa.

o Odnary;
[ononHuTtenbHble moandUKaTopbl, onpegenatowme NoBeaeHne UM XapaKTePUCTUKM
AeckpunTopa. 3Tn pnarm nepeymncneHol B Tabn. 6.5.

e SID Bnapenbuga;
NpeHTMdMKaTop 6e30MacHOCTM BRagenbLa

e SID rpynnbl;
NpeHTndmKaTop 6€30MacHOCTM OCHOBHOM rpynnbl 06bekTa (MCNob3yeTcA TO/IbKO
nogcuctemon POSIX)

e 36upaTtenbHblit CNUCOK ynpasBaeHua goctynom — Discretionary access control list (DACL);
YKa3blBaeT, KTO U KaKOM A0CTyNn UMeeT K 0O6beKTy

e CuCTeMHbIV CNUCOK ynpaBaeHuns goctynom — System access control list (SACL);
YKa3blBaeT, Kakme onepaummn KakuMm N0Nb30BATENAMMU O0/IKHbI PErNCTPUPOBATLCA B
KypHane ayamTta 6€30MacHOCTU U KOHKPETHbIN YPOBEHb LLeI0CTHOCTU 06BbeKTa.

B DACL B Kaxkaom ACE-anemeHTe coaepkutca SID u macka gocTtyna, KoTopasi 06blYHO onpeaensaeT
npaBa AoOCTyna (YTeHWe, 3anucb, yaaneHue 1 T. 4.), NPeAoCTaBNEHHbIE UM 3anpeLLeHHbIe AePMKATENt0
SID. CywectsyeT aeaTb TMNoB ACE-anemeHTOB, KOTOpble moryT noasaatbcA 8 DACL:

® [0CTyn pa3peLleH;
® [0CTYN 3anpeLyeH;

e 00ODBEKT paspelleH;

e 0ODBEKT 3anpelueH;

e 06paTHbIN BbI30B pa3peLLeH;

e 006paTHbIM BbI3OB 3aMNpeLleH;

e 06paTHbI BbI30B 0OO6bEKTA pa3peLleH;
e 06paTHbIM BbI30B 06bEKTA 3anpeLLeH;
® ycnoBHble TpeboBaHumsA.

AKKYMYy/IMpOBaHKWeE NpaB A40CTyNa, NpeAocTaBAeHHbIX oTaeibHbiIMU ACE-anemeHTamun, bopmmpyet
Habop npas AocTtyna, npeaoctasneHHbix ACL-cnuckom. Ecam B geckpuntope 6e30nacHOCTM OTCyTCTBYET
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DACL (To ectb umeetca Hynesoi DACL), nonHbIA AOCTYN K 06BbEKTY NpeaocTaBadeTca Komy yrogaHo. Ecan
DACL nycT (To ecTb B HeM Hynb ACE-31eMeHTOB), HUKTO HE MMEET A0CTyNna K 06beKTy.

4.1.4.IloagcucreMa 3aliMThl KPUTHYECKHUX peCcypCcoB

Moacucrema 3almTbl KpUTUYECKNX pecypcos SPR 4.0 peanmsyeTt KOHTPO/1b LLEJIOCTHOCTM 06 BEKTOB
dannoson cuctembl. MexaHU3M KOHTPOANA LEeNOCTHOCTU OCYLLEeCTBASAET CAeXKeHME 33 HEUM3MEHHOCTbIO
KOHTpoAnpyembix 06bekToB ¢ainosoit cuctembl (PC). KoHTponb nNpoBoAUTCA B aBTOMaTUYECKOM
peXXmme B COOTBETCTBMW C 3a4aHHON MEPUOANYHOCTBIO C MOMeEHTa 3arpy3ku OC. B wraTHOM pexxmnme
paboTbl NoacucTema 3almTbl KpUTUYEcKMx pecypcoB SPR 4.0 obecneymBaeT 3anpeT Ha moanduKaLunio
06bekToB PC, CTOAWMX HA KOHTPOJE, C MCMNONb30BaHMeM papansepa-¢ounbtpa. OnucaHue paboTbl
NoACUCTEMbI 3aLLUTbI KpUTUYEcKmx pecypcos SPR 4.0 npeactasneHo B [1].

KOHTPO/b LENOCTHOCTU peanunsyeTca Ha OCHoBe pacyeTa GyHKUUKM Xelwa (KOHTPONbHOM CyMMbl)
¢danna no NOCT P 34.11-94 c ucnonb3oBaHnem aaposoi komnoHeHTbl CK3U Kpuntollpo CSP.

Moacucrema coctont M3 MMC OCHaACTKM ynpaB/ieHUs U S4P0BON KOMMOHEHTbI.

AppoBasa KOMMOHEHTa MoACUCTEMA 3aLMTbl KPUTUYECKMX PECYPCOB peanusyeT TPU OCHOBHbIE
bYHKUMM:

o  DyHKUMIO pacyeTa KOHTPOJIbHbIX CyMM $HalifioB, B COOTBETCTBMW C YCTaHOBJIEHHOM NONUTUKON.

o  OYHKUMIO NPOBEPKU KOHTPOJIbHbIX cymm ¢annoB, B COOTBETCTBMM C YCTaHOBJIEHHOM
NONUTUKOMN.

o  DyHKUMIO 3aWMTbl OT MOoANDUKALMA PannoB, ANA KOTOPbLIX, B COOTBETCTBMU C YCTAHOBAEHHOM
NOZIMTUKOM, NPOBEPAIOTCA KOHTPO/IbHbIE CYMMbl.

4.1.5.IloacucTemMa KOHTPOJIS A0CTyNa K YCTPOMCTBaAM

Moacuctema KOHTPOAA AOCTYyNa K YCTPOMCTBAM peanusyeT PyHKUMW pasrpaHMyYeHuMs poctyna
nonb3oBaTesieil K pPas/IMyHbIM ycTponcTBam (cbemHble aucku, CD-ROM u DVD AuCKK, OUCKETbI,
nepeHocHble (WPD) ycTpoicTBa, nopTbl, NpUHTEPLI U T.4.). [OCTyn peryavpyetca no paspelieHnusm
YyTeHUs, 3aNnUCU M UcnoaHeHua. OnucaHue paboTbl NOACUCTEMbI KOHTPO/IA AOCTyNa K ycTpolicteam SPR
4.0 npeacrasneHo B [1].

Mogcuctema coctonT M3 MMC OCHaCTKM ynpaBaeHns U AAPOBON KOMMOHEHTbI.

4.1.6.IloacucreMa MaHAATHOTO IIUPPOBAHUS

Noacuctema MaHAaTHOroO LIJVI(I)pOBaHMFl peannsyetr BO3MOXHOCTb aAMUHUCTPATUBHOTO
ynpasaeHua LUMd)pOBaHI/IeM AaHHbIMU, COXpPaHAEMbIMK MNMOJIb30BaTENIEM HA Cbe€MHblIE HOCUTENU
MHd)OpMaLI,VIVI WU CYNTbIBAaEMbIE NOb30BATE/IEM CO CbEMHbIX HOCUTENEN MHd)OpMaLI,VIVI [6]

MNoacucrema coctont ns MMC ocHAcTKu ynpasaeHnAa 1 ﬂApOBOVI KOMMOHEHTDI.
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4.1.7.IloacucTemMa 3aMKHYTOM IPOrpPaMMHOM cpe/ibl

MoacucTema 3aMKHYTOM MNPOrPaMMHOM cpeabl MO3BOAAET aAMUHUCTPATOPaM OrpaHWYMBaTb
3anycK NO/Ib30BATENAMU HEXKENATE/IbHbIX UM HEHAZAEXHbIX MPUIOXKEHUN Ha cepBepax U paboumx
CTaHLMAX, paboTaloWmMX KaK B CLLeHAapUK ynpasaeHnsa 4OMeHa, Tak 1 B cpeae pabouein rpynnol.

OrpaHuyeHne 3anycka MOXKeT ObiTb YCTAaHOBNEHO ANA CAeAyloWMX KaTeropuit (Konnekumi)
06beKTOoB:

® MpasBuaa UCNonHAeMbIX Gannos;
e npaswuna yctaHoswmKka Windows;
e npaBua CcLeHapwues;

e npasuna DLL.

B Ka*K40M KONNEKUMN MOMKHO CO34aTb MPaBUIa Ha OCHOBAHUM TPeEX KpUTEPUEB:

e npasuna ana nytm OC K 06beKTy;
pa3peLleH 3anycKk TONbKO Tex $paiiioB, KOTOPble HAXOAATCA BHYTPW ONpeaeneHHoro Aepesa
KaTanoros. IJTOT KPUTEPUI MOXKET TaKKe WCMNoNAb30BaTbcA AN8 uaeHTMdUKauMm
KOHKpEeTHbIX $paiinos.

e npasuna ana nonein ceptudumkata OK nognucu Koaa;
NO3BO/IAET COCTaBAATb Pa3/INiHbIe KOMOUHAUMN U3 UMEHU U3aaTeNs, UMEHM MPOAYKTa,
nMeHu dalina 1 Bepcun, paspeLlas BbiNoJHEHWE NOAMMCAHHOIO 06beKTa

e npaBuia ANa X3W-3HayeHMA 0bbeKTa.
NO3BO/IUT OOHAPYKNTb BHECEHWE B Pal U3MEHEHUNI U NOMELLIATb €ro 3anycKy, UTO TaKXKe
MOMKET PacCMaTPUBaTbCA Kak HeA0CTaTOK, ecnuv $aiinbl YacTo NOABEPraloTCcA USMEHEHUAM,
MOCKO/IbKY MPaBM/I0 Ha OCHOBE X3LLa HYXKHO ByaeT 4acTo 06HOBAATD.

OaHum wm3  pexumoB pabotbl Applocker sBnsetca peuMm ayauTa, MO3BOAOLLUN
aAMUHUCTPATOPY co34aBaTb NOANTUKY Applocker 1 npoBepATb pe3ynbTaTbl (XpaHAWMECA B CUCTEMHOM
KypHane cobbITnit) gnsa onpeseneHnsn, byaeT M NONUTUKA BbINMONHATLCA, KaK 0XWAAN0Ch, GaKTUYECKM
He HakNaAblBana orpaHuMYeHunit. Pexxum ayauta Applocker moxKeT MCnonb3oBaTbCA ANA OTC/EeXKMBaAHUA
TOro, Kakmne NPUI0NKEHUA NCNONb3YHOTCA OAHUM UM HECKOZIbKMMM NONb30BaTeNAMM cUCTEMbI. OnncaHme
paboTbl NOACUMCTEMBI 3aMKHYTOM NPOrpamMmMHON cpeabl NpeacTaBneHo B [4].

Nopcnctema coctont M3 MMC ocHACTKM ynpaBneHus (B cocTaBe KOHCOM ynpasneHua Mpynnoso
NOJIUTUKOIM) M AAPOBOIN KOMMOHEHTbI (cny*Kba «ApplDSvcy).

4.1.8.IloacucreMa ayaura 6€30NaCHOCTH

Moacucrema ayanta 6e@30nacHOCTU reHepupyeT cobbITUS ayauTa B KaYecTBe pe3y/ibTaTa MPOBEPKU
aoctyna. MNonuTuKa ayauTa NOKasbHOW CUCTEMbI YNPaBAAET PelleHUEeM Ha ayaAuT KOHKPETHOro Tuna
cobbiTMAa 6e3onacHocTU. MonnUTMKa ayauTa, TaKKe HasblBaemas /IOKa/ibHOM MOANTUKON Be3onacHOCTH,
HacTpauBaeTcsa C NOMOLLbIO PeAaKTopa SIOKaIbHOM NOUTUKK 6e30MacHOCTH.
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BakHOM 06nacTblo NPUMEHEHUA MeXxaHM3Ma ayauTa ABNAETCA BeAeHWe KypHana AOCTynoB K
3alLMLLEHHbIM 0OBbEKTAM, B YaCTHOCTU K dainam. Ona 3Toro Ao/i*KHa ObiTb BKAOYEHA NOAUTUKA AyauT
AocTtyna kK ob6bektam (Audit Object Access) 1 B CUCTEMHbBIX CIMCKAX YNPaBAeHUA AOCTYNOM AO/XKHbI 6bITb
ACE-3nemeHTbl ayauTa, pa3peLlatoLine npoBeaeHne ayanta 3agaHHbix 06 beKTOB.

3anucn aygmta JOCTyna K OOBEKTy BK/IOYAKOT He TONbKO cam GaKT paspelueHHOro Wau
3anpeLl,eHHOro A0CTYNa, HO TaK¥Ke U MPUYMHY yCrnexa UAKM 0TKasa. 3Ta «NpUYNHA ANA A0CTyna», AatoLwan
oT4YeT B 0bLEM BUAE, NPUHMMAET B 3aNUCK ayamnTa Gopmy 3anuncu ynpasaeHma 4OCTYNOM.

B gononHeHue K anemeHTaM goCTyna K ob6bekTam, NpUMeHAeMbiM B OTHOLIEHWM OTAENbHbIX
06BEKTOB, B OTHOLWEHMU CUCTEMbI MOXKET ObiTb onpeaeneHa rnobanbHas MNOAUTUKA ayauTa,
No3BO/IAOWAA NPOBOANUTb ayAMT AOCTyNa K 06bEKTy Ana Bcex 06bekToB $aiiioBON CUCTEMbI, AN BCEX
pas3nenos peecTtpa Uan U K TemM U K gpyrum. lNostomy agMmuHUCTpaTop 6e30MacHOCTM MoXKeT bbITb YBEPEH,
YTO HYXKHbI ayanT byaeT BbinosiHEH 6e3 HeOO6XOANMOCTHN YCTaHOBKU UK U3ydeHns cnmuckos SACL y Bcex
oTAeNbHbIX 3afaHHbIX 06beKkToB. OnncaHMe paboTbl noacuctemsl ayamTta SPR 4.0 npeacrasneHo B [5].
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