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1. MakeTHaa ob6paboTka AOKYMEHTOB C UCMNOJIb30BaHUEM
Kpuntollpo PDF

«Kpuntolpo PDF» npeaoctaBfasieT crneaytowmne BO3MOXHOCTM Anst paboTbl C makeToM AOKy-
MeHTOB PDF:

e CO34aHue 3NeKTPOHHbLIX noanucen Ang Bcex AokyMeHToB PDF, Bxoaswmx B NakeT;
e MpOBEpPKY 3/IeKTPOHHbIX NOANUCEN BO BCeX AOKYMeHTax PDF, Bxoaswux B naker.
CoszpaHune n nposepka Il B nakeTe AOoKyMeHTOB PDF MoryT 6biTb npousseaeHbl Npyv nomMoLm
MacTepa nakeTHoi pabotbl ¢ 3 (cppdfwizard.exe), npn NOMOLWM YTUAUTLI KOMAHAHOM CTpokn (cppd-
futil.exe) nnun npu camocToATeNbHOM MHTErpaumu.

Onsa ncnonb3oBaHUS MacTepa nakeTHon paboTbl ¢ M M yTUAUTBI KOMAaHAHOW CTPOKMU
TpebyeTcsa yctaHoBuTb nporpammy Adobe Acrobat Standard nnu Adobe Acrobat Pro.

MakeTHas NoAnMMCb He AOCTYNHa B 3alMlleHHOM pexume B Bepcusax Adobe Acrobat
2020 n DC. Onsa co3paHunsa nakeTHOW noanucun TpebyeTcst OTKAKUYUTb 3alMLEHHbIN
pexuMm B HacTpoikax Adobe Acrobat.
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1.1. MacTep nakeTHOW paboTbl C 31EKTPOHHOMN MOAMNMUCHIO

1.1.1. Co3gaHune anNeKTPOHHbIX noanuncen

War 1. Hayano pa6oTbl MacTepa

Onsa co3paHma DI B nakete gokymeHToB PDF 3anyctute MacTtep nakeTHol paboTbl C anek-
TpoHHOM noanucbio (Myck = Bce nporpaMmmbl = KPUMNTO-NMPO = MakeTHas noanucb AOKY-
meHTOoB PDF). Ha akpaHe nosButca okHO MacTtepa (CM. PucyHok 1). [Ansa nponycka 3TOro wara npmu
cnepytoweM 3anycke macrtepa, Heobxoammo noctaBuTb pnar He nokasbiBaTb 3Ty CTPaHULY.

HaxMuTe Ha kHonky [lanee, 4ytobbl NPOAOIXUTbL paboTy MacTepa.

ra !
MacTep nakeTHoR paboTel € 3NEKTPOHHOW NOANWCEHD I&

MacTep nakeTHoM paboTel C 3NEKTPOHHON NOAMMCED B
nokymeHTax FOF

3ToT MaCTep NOMOracT:

& Co303BaTh INEKTPOHHYID NOANMCE ANA HECKONBKMX
pokymeHTos PDF.

* CoO303BaTh CEPTHDMUMPYHOLLYID INEKTPOHHYHD NOAMWCL
ANA HeckonbkKX AokyMeHTos PDF.

® [IpOBEPATE SNEKTPOHHYID NOANMCE U
CEPTHDMUMPYIOWLYED IMEKTPOHHYHD NOAMWMCE B NakeTe
nokymeHTos POF.

e CozaaHue unk npoeepka 37 anAa nakeTta
; Y nokyMeHToB POF Takoke MOryT BbiTe 3anyLLEHEI
\-_-/. W3 KOMaHOHOM cTpokK. MogpobHes cn, B
AOKYMEHTELUAM,

g T o

v S Pl W i

I'\,__,-"'r 3,.-" :kjtkj R,
NTE

P, He NoKaskIBaTe 3TY CTREHWLLY

[nA MpoaomHEHMA HEHMWTE KHonky "Janese”,

< Hazan lanee = ] I OTHEHS

PucyHok 1. Mactep nakeTtHov paboTbi C 371€EKTPOHHOM MOAMUCHIO
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LWar 2. Bbi6op AeiACcTBUA C NaKETOM AOKYMEHTOB

B 3ToM okHe MacTepa BbibepuTe onuunio CosgaHue 3JIeKTPOHHOW NOANUCK B AOKYMEHTaX
(cM. PucyHok 2) 1 HaxXxmuTe Ha KHonky [lanee.

-

.
MacTep nakeTHol paboTal C 3INEKTPOHHON NoANKCEIS [ﬁj

Bribop gedcTENA C NAaKETOM OOKYMEHTOB
YKEHMTE, KaKoe OeHCTEWE C NaKETOM AOKYMEHTOE TpelyeToA BeINONHKTL.

BribepiTe HeoDxoAMMOE AEMCTEBME C MAKETOM AOKYMEHTOE PDF;
@) CozgaHMe SNeKTPOHHDA NOANMCA B AOKYMEHTEX

MpoBepka SNEKTPOHHON NOANMOM B AOKYMEHTEX

< Hazan || Hanee = | | OTMeHa

PucyHok 2. Bbibop geicTBusi C NaKkeToM 4OKYMeEHTOB

Llar 3. Bbi6op AMpPEKTOPUI NPU NAaKETHOM CO34aHUM 3JIEKTPOHHbIX noanucen

Ha aToM ware mactep oTobpasuT AnanoroBoe OKHO (CM. PUCYHOK 3), B KOTOPOM He0obxoamMo
yKasaTb aAnpekTopuun ans paboTbl C nakeToM AOKyMeHTOB PDF:

e [MAupexkTOopua C AOKYMeHTaMM Ha noanucb. McxonHas aAupekTopus, B KOTOpOVI
OO/DKHbI coAepxaTbCca AOKYMeHTbl PDF, koTopble Heobxognmo noanucaTtb. Bce AOKY-
MEHTbI B 3TOM ANPEKTOPUN OCTAHYTCA HEU3MEHHbLIMU.

e [upexkTopus Aons NoANUCaHHbIX AOKYMEHTOB. [IMpekTopus, B KOTOopylo 6yayT no-
MelLEeHbl NOAMMCAHHbIE KOMUM BCEX AOKYMEHTOB PDF M3 ANPEKTOPUM C AOKYMEHTaMU Ha
noAmnuck.
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s ™
MacTep nakeTHoi paboTel € 3NEKTPOHHOW NOANWCERD [&J

Buibop aupeKTOpWil
YKEHMTE QMPEKTOPMIA ANA pE00TEI C NAKETOM AOKYMEHTOE,

YKaEmWMTe QMPEKTOPKK ANA gokyMeHTos POF:

AWperTopA C AOKYMEHTEMA Ha NOAMNMCL:

C:\oKyMEHTRI Ha NOANKCH Cfzop...

AWpexTopyA ANA NOANWMCEHHLIX J0KYMEHTOE:

C:VognucaHHele AoKyMEHTEI Cbzop...

JdononHUTEensHD

< Hazan |[ Janes = ] | OTHEHE |

PucyHok 3. Bbl6op ANPEKTOPMIA rNpyv NakeTHOM cosgaHum i1

Mpn HaxaTUM Ha KHONKY [JQONOMIHUTENIbHO MOSBUTCSH OKHO C AOMNOSIHUTENbHLIMU HAaCTPOMKaMm
(cM. PucyHok 4).

B 3TOM OKHE MOXHO YKasaTb C/ieflylolMe HAaCTPONKMU:

e [vpexkTOopua ANA XXYPHanbHbIX (pannoB. B faHHYO OMpPEKTOpUIO ByaeT noMelleH
¢dann c oT4eTOM 0 X0A4€ NOAMUCK NaKkeTa AOKyMeHToB PDF.

e [AupexkTopusa ANS AOKYMEHTOB, KOTOpble He yAaJsioCb nognucaTtb. B gaHHyo au-
peKkTopuio 6yAyT MoOMeLLeHbl KON BCceX AO0KYMeHTOB PDF M3 AupeKTopun C AOKYMEH-
TaMu Ha NOAMNUCb, KOTopble He 6blSIv MOoANNCAHbI.

e MepesanucbiBatb pannbl C OAUMHAKOBbIMM MMeHaMW. [pn co3gaHunun danna B an-
pekTopun Anga noAnnMCaHHbIX AOKYMEHTOB WM B AUPEKTOPUN ANnAa AOKYMEHTOB, KOTO-
pble He yAanocb NMoAanumcaTtb, Y)Xe MOXET CylecTBoBaTb dala C TakMM Xe nmeHeM. Ec-
NV paHHasa onuus BKJIKOYEHa, TO MpU coBnageHun umeH dann byaeT nepesanucaH Ha
HOBbIN. Ecnn AJaHHaA onuumga OTKNIK4YEHa, TO Npu coBnageHmMnM MMeEH npouecc co3gaHuna
noanucu aokymeHte 6yaeT npepsaH.

e Mpopomkarb pa6boTy Nnpu BO3SHMKHOBEHUM OowWMBOK. Ecnn gaHHas onumsa OTKItO-
yeHa, TO NpM BO3HMKHOBEHMW OWKNOKM NporpaMmma npekpaTuT npouecc co3ganus M um
ocTaBlunecs AokyMeHTbl PDF nognucaHbl He 6yayT.
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=

-
JononnuTensHble HACTpORKK @

OMpeKTopMA ANA ¥YPHaNBHLIX hafinos:
C:\Wsers\AppData\Local\Temp\CryptoProPDFY,

AWpexTopA ANA AOKYMEHTOB, KOTOPEIE HE YOAN0 NoOAMMCETE!

C:\He nognvcarHsiE|

[] NepesanucsiEaTe daink © 0AMHAKOBEIMM MMEHSMN

MNpoaom#aTe paboTy NP BOSHUKHOBEHMKM OLWMBOK

Ok ] [ Cancel

PucyHok 4. [JonosiHnTesIbHbl€ HaCTPONKU

HaxMuTe Ha kHonky [lanee, 4Tobbl NPOAO/IXUTbL paboTy MacTepa.




XKTAN.00064-01 90 02. KpunTtollpo PDF. PykoBoACTBO N0 aBTOMaTU3auUMM CO34aHMNS U NPOBEPKU
3/IEKTPOHHbIX NOAMUCEN.

Lar 4. Bbibop cepTucmkarta nognmcu

Ha gaHHOM 3Tane mactep otobpasmT okHO Bbibopa cepTudukata noanncu (CM. PucyHok 5).
CepTudukaT, Ha KOTOpOM crnepyeT co3aaTb I, MOXHO BblbpaTbh M3 XpaHunmuwa «JIM4Hbie» TeKyLero
nonab3oBaTess NMpu HaxaTun Ha KHoMKy Bbi6paTb M3 xpaHuauwa nan M3 KoHTelHepa nNpu HaxaTtum
Ha KHOMKy Bbi6paTb U3 KOHTelHepa.

MpocMoTpeTb BbibpaHHbIN cepTUdMKaT MOXHO NMpu NoMoLmM KHomnkn MpocMoTp.

i Ny
MacTep nakeTHol paboTal C 3NEKTPOHHON NoANKCEIS l&

Buibop ceprndmkaTa nognuca
YiammTe cepTudMKaT, Ha koTopom ByAeT cosaaqa Noanucs, CepTudmKaT
AOMHEH MMETE CCBINKY HA 3EKPEITHIA KDY,

BribepiTe cepTUhMKET ANA NOAMMOA AOKYMEHTOE:

KoMy BolaaH: Tecr_NAd [ T — ]

KemBoigaH:  Test Center CRYFTO-PRO

[ BriOpaTe M3 KOHTEAHEPS ]

OeictenTensd o 22 asrycta 2013 . 11:45:19

[ MpocMaTp ]

AeicTenTeneH no; 4 okTAbpA 2014, 11:09:41

PIM-+0g sakpemoro knioda (ecnn TpebyeTca):

[ < Hazan ]l lanee = | [ OTHMEHE

PucyHok 5. Bbibop cepTngmkata nognucm
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War 5. Bbibop Tvna nognucu.

Ha atom ware mactepa (cM. PucyHok 6) HeobxoamMmo ykasaTb TMMN CO34aBaeMOn MNOAMUCHK:
06bl4Hasa nnu ceptTuduumpyoLas.

Onsa coszpganunsa nognmcm B dopmate CAdES T Heobxoanmo BbibpaTh onumio Jlo6aButb WiTaMn
BpeMeHu. [1ns cosgaHma nognucu B popmate CAdES-X Long Type 1 HeobxoamMmo Takxe BblbpaTb

onumio flo6aBuTb AOKa3aTeNbCTBa NOANIMHHOCTU. Ecnn HM ogHa u3 onuuin He BbibpaHa, To byaeT
co3faHa noanuck, cooTBeTcTByoWwasa dopmaTty CAdES BES.

Mpn co3paHnm yCoBEPLUEHCTBOBAHHOM MOANMCK AO/MKEH ObITh YKa3saH agpec CNyX6bl WTamMnos
BpeMeHu B none Cny»x6a wraMnoB BpeMeHu. Ecnn agpec cnyxbbl LWITAaMNoOB BpEMEHWN He 3ajaH, TO
OH MOXeT 6bITb B3AT U3 rpynnoBoOi NOAUTUKMN.

Takxe HeobxoaMMoO BblbpaTb, Kakme AENCTBUS C AOKYMEHTOM 6yayT pa3spelleHbl nocae nog-
nucanusa. Ecnm cosgaetcs obblyuHas NoanMcb, TO MOXHO 3ab/loKMpoBaTb AOKYMEHT Mnocne noanuca-
Husl. Ecnn co3paeTcs cepTudunumnpytowas noanmcb, To MOXHO Bbi6paTb 04HY M3 HAacTpoek:

e pa3pewnTb 3anosiHeHne HGopM N UCNOosb30BaHUE LN@POBLIX NMOAMUCENR;
e paspewunTb KOMMeHTapuu, 3anonHeHne ¢GopM 1 MCnosib3oBaHne UNPPOBLIX NOAMUCEN;
e 3anpeTuTb BHOCUTb U3MEHEHUS.

i i
MacTep nakeTtHol paboThl C 3NEKTPOHHON NoOANKCEID Lﬁ,l

Tun mognucH
BribepuTe THR nognmod,

Tun nogr|o
OfbIMHEA NOANWCE

@ CepTMRMUMDYIOWEA NOAMMC

Cny#ha WTSMNOE BREMEHI

| McnonezoBaTte YCOBEPWEHCTEQEAHHYD JNEKTPOHHYHD NoanKcE

YKEHWTE aapec cny bkl WTEMNOE BOEMEHIA:

http: /fwww.cryptopro.ruftspftsp.srf W3MeHMTE

[elcTENA, paspelleHHEIE NOCNE CEPTHURMKaLIM
KOMMEHTEPIMM, 3ANONHEHME NoNER GOPM 1M MCNONE30BaHWE LWADPOBRIX NOANMCER

FanonHEHKE Nonei dopM 1 MCNoNE30BaHKE LADPOBLIX NOAMMCERA
@) MZMEHEHINA SAMNDELLEHEI

< Hazag |[ Janee = ] | OTMEHE

PucyHok 6. Bbib6op Turna rnogrnvcu

10
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Lar 6. Beoa napaMeTpoB noanucu
Ha fgaHHOM LWware Mactepa MOXHO yKa3aTb AOMNOSIHUTENbHY MHMOpMaUno O NoANMUCK:

e MPUYMHY NoANUCaHMSA (MOXHO BblIBpaTb M3 CMUCKA UM BBECTU BPYUHYIO);
e  MECTOMOJIOXKEHUE;
e KOHTaKTHYIO MHdOpMaLULo.

Ons 3anycka npouecca co3gaHuma DI B Bbi6paHHbIX AOKyMeHTax PDF, HaxMuTte Ha
3anyck.

-

-
MacTep nakeTHoi paboTel C 3NEKTPOHHOW NOANMCERS l&

NapaMeTpbl NOONMCH
3anNonHUTE SONOMAHMTENEHYHD MHDOPMALMID O NMOLMMCH,

AononHuTensHaA MHbopMaLma
MpH4MHE NOSNMCEHWA:

MoAnucE AOKYMEHTS -

MecTononokeH1e:
|MDDcE:a, yn. CywEBckMiA Ban, 4,18

KOHTEKTHAR MHDOPMALMA:
|+:r' 495 995-43-20

< Hasan ][ Janyck ] [ OTMeHa

PucyHok 7. lNapamMeTpbi nognucm

KHOMKY

11
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LlWar 7. Co3aaHne 3/1eKTPOHHOM noannucu

Ha gaHHOM 3Tane macTep HaudHeT co3gaBaTb 3Ol B BblbpaHHbIX AOKYMeHTax, oTobpaxas xoa
npouecca nognucanmsa B Tabnuue (cM. PucyHok 8).

Ecnn onuma Mpopgosmxkarb paboTty NnpyM BOSHUKHOBEHMM OWMNB0OK (CM. PucyHoK 4) OTKI0-
YeHa, TO NpU BO3HMKHOBEHMW OWMOKM NMporpamma npekpaTtuT npouecc cosgaHus 3l n ocTaBlumnecs

AOKyMeHTbl PDF He 6yayT noanucaHsbl.

-

MacTep nakeTHol paboTal C 3INEKTPOHHON NoANKCEIS

=2

Mognuck QOKYMEHTOB
Co3aaHue 3NeKTPoHHOM NoANKo B BeIDpaHHEIX AOKYMEHTEX,

BeinonHAeToR NnognMce gokymMeHTa 3 K3 4

MMA dalina

OowkymenT 1.pdf
OowkymeHT 2.pdf
AokymeHT 3.pdf

PesynbTaT ONEPaLM
Yomex

Yonex
ObpabaThIBaETCA. .\

I

PucyHok 8. lNpovuecc cozgaHuns Il B BbI6paHHbIX AOKYMeEHTax

Mocne Toro, Kak 3aKOHUYUTCS Mpouecc co3aaHus Il, macTep oTo6pa3uT CMCoK 06paboTaHHbIX
[IOKYMEHTOB 1 pe3ynbTaTbl co3gaHus IM. [ns nepexoaa K nocneaHei CTpaHuue MacTepa HaxMuTe Ha

KHonky fdanee.

12
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Lar 8. 3aBepweHune pabotbl Macrepa

Ha nocnegHen ctpaHuue mactepa 6yaet BbiBegeHa nHdopmaumns ob obwem KonnyecTese AOKY-
MEHTOB, KOJIMYECTBE YCMNELHO NoANMMCaHHbIX N HE NOAMNMUCAHHbIX AOKYMEHTOB (CM. PucyHok 9).

Ons npocMmoTpa nogpobHom nHdopmaumm o pabote Mactepa Nnpu NoANMCaAHUM AAaHHOIMO NakeTa
OOKYMEHTOB, HaXXMUTe Ha kKHonky NMpocMoTpeTb XXypHan.

[na 3akpbITMa Mactepa, HaXkMuTe Ha KHonky FoToBo.

-

.
MacTep nakeTHoR paboTel € 3NEKTPOHHOW NOANWCEHD I&

JaBeplwieHne MacTepa NakeTHoON
paboTkl C 3NEeKTPOHHOW NOANWUCEID.

T PafioTa MacTepa YoMelWHD SaBeplleHa,
et

Bcero pokymedToe PDF: 4
YnewHo nognvcado: 4
He nognucano: 0

MpocMoTpeTE #ypHan

CryptoPro
l:‘l F] =

YTofkl 3EKPEITE OKHD HEKMWTE KHOMKY ToToBo",

< Hazan loToBOD OTHEH

m
[5T}

PucyHok 9. 3aBeplieHune paboTbl MacTepa

13
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1.1.2. lMpoBepka 31eKTPOHHbIX NoAnncen

War 1. Hayano pa6oTbl MacTepa

Ona npoBepkn Il B nakete AokyMmMeHTOB PDF 3anyctute mactep nakeTHouW paboTbl C anek-
TpoHHOM noanucbio (Myck = Bce nporpaMmmbl = KPUMNTO-NMPO = MakeTHas noanucb AOKy-
meHTOB PDF). Ha akpaHe noasutcs okHO MacTepa (cM. PucyHok 1). [ns nponycka 3Toro wara npu
cneayoweM 3anycke mactepa, Heobxoammo noctaBuTb pnar He nokasbiBaTb 3Ty CTPAaHMLY.

HaxxmuTe Ha kKHonky Jlanee, 4Tobbl NPoAOIXUTE paboTy MacTepa.

LWar 2. Bbi6bop AeCcTBMA C NaKEeTOM AOKYMEHTOB

B aTOM OkHe MacTepa BblbepuTe onumio NMpoBepka 3/IeKTPOHHOW NOANUCU B AOKYMEHTaX
(cM. PucyHok 10) v HaxkmuTe KHonNky danee.

-

.
MacTep nakeTHoi paboTel C 3NEKTPOHHOW NOANWCERD [iE-J

Boibop OedcTBNA C NAaKETOM OOKYMEHTOB
YKEHMTE, KAK0E OEACTEWE C NAKETOM OKYMEHTOE TPEOYETCA BRINOMAHMTE,

BoibepiTe HeobxoaMMoe AEHCTEME C NAKETOM AoKYMeHTOE PDF:
Co308HWE SNEKTPOHHON NOAMMCH B AOKYMEHTEX

@) MpoBepka SNEKTPOHHON NOAMNMOK B A0KYMEHTEX

< Hazan |[ Janee = ] | OTMEHa

PucyHok 10. Bbibop [evicTBusi C NnakeToMm JOKYyMEHTOB
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LWar 3. Bbi6op anpekTopuit Nnpm nakeTtHo nposepke I

Ha gaHHOM ware mactep otobpasunT amManorosoe okHo (CM. PucyHok 11). B none OQupekTopus
C AOKYMEHTaMWn Ans NpoBepKu noannucu Heobxoammo ykasaTb ANPEKTOPUIO C AOKYMEHTaMu Ans npo-
BEPKM NOAMNUCK. DTO NCcxogHash AMPEKTOPUS, B KOTOPON AOJ/IXKHbI COAepXaTbCsa A0KyMeHTbl PDF, koTo-
pble He06X0aMMO NMpoBepPUTL. BCe AOKYMEHTbI B 3TON ANPEKTOPUM OCTAHYTCS HEUM3MEHHbIMMU.

i T
MacTtep naketHol paboTal C 3NEKTPOHHON NoANKCEID Lﬁ,l

Buibop gupexTopmit
YKEMMTE AMPEKTOPMIM ANA PaboTel C NEKETOM AOKYMEHTOE,

YKawuTe QMpPEKTOopKK ANA QoKyMeHToE POF:

AMpeKTopKMA C AOKYMEHTEMA ANA NPOBEPKM NOLMMOA;

C:\oanMcaHHBIE AOKYHMEHTEI Chzop...

| OononHKUTENEHD

< Hazag ” Janee = | | OTMEHE |

PucyHok 11. Bbibop anpexkTopui rpu naketHou rposepke 31

Mpn HaxaTuUM Ha KHONKY [JQONOMIHUTENIbHO MOSBUTCSA OKHO C AOMNOSIHUTENbHBIMKU HAaCTPOiKaMm
(cM. PucyHok 12).

B nosBuBLUEMCSA OKHE MOXHO yKasaTb cnejyroLiue HaCTDOﬁKMI

e [upexkTopua ANA XXYPHanbHbIX (paisioB. B gaHHYO OMpPeKTOpUO ByaAeT MoMeLleH
dann c oT4eTOM 0 Xo4e NOAMUCK NakeTa A0KyMeHToB PDF.

e [uvpexkTOopusa ANA AOKYMEHTOB, NOAMMUCb KOTOPbIX NMPOBEpPUTb He yaanocb. B
OAHHYI0 AMpekTopuio byayT nomelleHbl Konum Bcex AokyMeHTos PDF n3 amnpekTopuun ¢
OOKYMeHTaMu Ans npoBepku nognucu, 2 B KOTOPbIX NPOBEPUTb He yAasoCb UAW OHa
6bl1a NpU3HaHa HeAENCTBUTENIbHOWN.

e [wnpexkTopusa C NPOBEpPEeHHbIMU AOKYMEHTaMMu. DTO AMPEKTOPUS, B KOTOpYylo ByayT
MoMeLLEHbl KOMUK BCeX AOKYMeHTOB PDF 13 ANMpeKkTopun C JOKYMEHTaMu ANsl MpoBepKu
noanucu, 3 B KOTOPbIX 6bN YCMNELWHO NPOBEPEHbI U NPU3HAHbI AENCTBUTENbHBIMU.

¢ MepezanucbiBatb hainibl C OAMHAKOBbIMM UMeHaMMU. [pu co3aaHun daiina B au-
PEKTOPUN ANA MPOBEPEHHbIX AOKYMEHTOB WNM B AUPEKTOPUWN ANA AOKYMEHTOB, KOTO-
pble He yZanocb NPOBEPUTb, YXKE€ MOXET CyLecTBoBaTb dain C TakMM xe nMeHeMm. Ec-
NN AaHHas onuusa BKJ/IOYEHA, TO MpU coBnaaeHuu umeH dain 6ynet nepesanucaH Ha
HOBbI. Ecnu AaHHasa onuus OTKO4YEeHa, TO NMpU COBMAAEHUM MMEH MPOLEeCcC COo3AaHus
noAnncK AOKyMeHTe 6yaeT npepBaH.
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e Mpoposmkatb paboTy Nnpu BO3SHMKHOBEHUM owMboOK. Ecnn gaHHas onumsa OTKIO-
yeHa, TO NpM BO3HMKHOBEHMWN OWNOKM NporpamMma NpekpaTuT npouecc co3gaHus IO u
ocTaBlIMecs AokyMeHTbl PDF nognucaHbl He 6yayT.

i '
JononnuTensHble HACTpORKK Iﬁ

[MpeKTopMA ANA ¥YPHaNLHLIX halinos:
C:\Wsers\AppData\Local\Temp\CryptoProPDFY,

[WpexTopWA C AOKYMEHTEMH, MOANKCE KOTOPEIX NMPOBEPHTE HE YAAN0C::

C:\He npoEepeHHbIE

AvperTopia ANA A0KYMEHTOB C NPABMABHOA NOAMMCEHD:

C:\poEEpeHHEIE

[] NepezanucsiEaTE daink © 0AMHAKOBEIMA MMEHSMN

Mpofom+aTe PEBOTY NPH BOSHUKHOBEHMM OLUMBOK

Ok ] [ Cancel

PucyHok 12. [JonosIHUTEIbHbIE HACTPOKMN
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Lar 4. Bbi60op napameTpoB noagnucu

Ha gaHHOM 3Tane HeobxoaMMO yKasaTb napameTpbl noanucu (cM. PucyHok 13). B Kaxaom u3
AokyMmeHTOoB PDF 6yaet npoBepeHa TO/IbKO OAHA MOAMNMCb, MapaMeTpbl KOTOPOW COOTBETCTBYHOT 3a-
OAHHbIM, NPpX 3TOM OCTasibHble NOAMWCKM He NPOBepAtoTCs. ECin B AOKYMeHTe HEeT NoANMCK C yKasaH-
HbIMM MapaMeTpamMu, To ByaeT Bo3BpalleHa ownbka o TOM, YTO NOANMCL He HanaeHa. Ecnm noanuck ¢
YKasaHHbIMM NapaMeTpaMu CywecTByeT, TO byaeT BO3BpaLLleH pe3ysbTaT NpOBEPKMU.

Mownck 3 npoumnseoanTCcd no cneayrwmnm napaMeTpaMm:

Tun nognucu (obbluHas nnm ceptTudunumnpyowas);

CooTBeTCcTBME ycoBepLleHCTBOBaHHOMY cdopmaTty. [11s yKasaHus AaHHOrO napa-
MeTpa Heobxoaummo noctaeuTb dnar NMpoBepAaTb COOTBETCTBME NMOAMNMUCK ycoBep-
lweHCTBOBaHHOMY ¢popmMmaTty. B 3ToM cnyyae 6yaeT npoBepeHa He TONIbKO AEUACTBU-
TenobHocTb JI1, HO 1 cooTBeTcTBMEe ee ¢opmaTty CAdES-X Long Type 1, onmcaHHOMY B
ctaHgapte «CMS Advanced Electronic Signatures», ETSI Standard, RTS/ESI-000040,
TS 101 733».

CepTudmkaTt, Ha KOTOPOM AoJDKHaA 6biTb cchopmupoBaHa IIM. CepTudukat MOXHO
BblibpaTb 13 XpaHunmuwa «JInyHble» Tekyllero nonab3osatens. nsa Bbibopa cepTudmka-
Ta Heo6X0AMMO Ha)kaTb Ha Ha KHonky BbiGpaTb M3 xpaHuauwa. [NpocMOTpeTb Bbl-
6paHHbIl cepTMdmMKAT MOXHO Npu Nomowm KHonku MpocmoTp.

Ong 3anycka npouecca nposepku 3 B BbI6paHHbIX A0KyMeHTax PDF, HaXMuTe Ha KHOMKY

3anyck.

i Ny
MacTep nakeTHol paboTal C 3INEKTPOHHON NoANKCEIS [ﬁj

NapaMerpol NogNMCcH

YicamuTe TpebyeMeli BMA NOANMOK: CEpTHHMLADYIOWEA MK obbiuHaA, Taoxe
MOMHO YKE38Th ACMONHUTENEHBIE KPHMTEPMM ANA NOWCKS NoAnMoI.

Tun nognMo
@ OBkMHARA NOANKCE

CepTHRMLMPYIOWER NOAMMC

| NpoBepATE COOTEETCTEME NOAMMOA YOOBEPIWEHCTEOBAHHOMY QOPMATY

| MpoeepaTE 3M KOHKPETHOMD NWUA:

Komy BolaaH: Tect_MNA4d
LS A | BriGpaTe M3 XpaHUNMLLE |

Kem BolgaH:  Test Center CRYPTO-PRO

. n
JewcreuTensd o 22 asrycra 2013 r. 11:45:19 | BecTp |
AeRcTeMTeneH no;: 4 okTABpA 2014, 11;:09:41
< Hazan || Janyck | | OTMeHa
h A

PucyHok 13. Bbibop Tuna rnognucu n ceptugukarta
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LlWar 5. NMpoBepka 3/1IeKTPOHHON NoaNucKu

Ha paHHOM LWware MacTepa 3anyCKaeTCs Mnpouecc NpoBepKu NoAnucu B BblOpaHHbIX AOKYMEH-
Tax PDF. Ecnn onuua Mpoaomxatb pa6oty npu BO3SHUKHOBEHUM ownbok (cM. PucyHok 12) oT-
KSIt0YEeHa, TO NPy BO3HUKHOBEHUM OWNGKM NporpaMmma rnpekpaTuT npouecc nposepku 31 n octaswu-
ecsa gokyMmeHTbl PDF npoBepeHbl He 6yayT.

Mocne TOro, Kak 3aKOHYMUTCH MpOLECC NPOBEPKWU MNOAMUCEN B MakeTe AOKYMEHTOB, MacTep
0T06pasunT nepedeHb 06paboTaHHbIX AOKYMEHTOB M pe3ynbtatbl Nposepku II (cM. PucyHok 14). Ons
nepexofa K NocnefHern cTpaHuue MacTepa HaxMmTe Ha KHonky [anee.

i '
MacTep nakeTHoi paboTel C 3NEKTPOHHOW NOANMCERS l&

NpoBepKa OOKYMEHTOB
MpoEEpKE SNEKTPOHHOM NOANKOM B BEIOPaHHEIX DOKYMEHTEX,

MpoBepka NnakeTa aokymeHTos PDF sasepweHa

MMA dalina PE3yNETAT ONEPALIMM
DowkymeHT 1.pdf Yonex
AokymeHT 2.pdf Yomex
AokymeHT 3.pdf Yomex
OokymeHT 4.pdf Yomex
r 1 3
< Hazan Janee = ] [ OTMEHa
L A

PucyHok 14. Pe3ysibTatsl nposepku I3[
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Llar 6. 3aBepweHme pabotbl Macrepa

Ha nocnegHen ctpaHuue mactepa 6yaet BbiBegeHa nHdopmaumns ob obwem KonnvyecTse LOKY-
MEHTOB, KOJIMYECTBE YCMNELIHO NMPOBEPEHHbIX N HE MPOBEPEHHLIX AOKYMEHTOB (CM. PucyHok 15).

Ona npocmoTpa nogpobHoi mHdopmaumm o paboTe MacTepa npu NpoBepKe AAHHOro nakerta
OOKYMEHTOB, HaXXMUTe Ha kKHonky NMpocMoTpeTb XXypHan.

[na 3akpbITMa Mactepa, HaXkMuTe Ha KHonky NoToBo.

-

.
MacTep nakeTHoR paboTel € 3NEKTPOHHOW NOANWCEHD I&

JaBeplwieHne MacTepa NakeTHoON
paboTkl C 3NEeKTPOHHOW NOANWUCEID.

T PafioTa MacTepa YoMelWHD SaBeplleHa,
et

Bcero pokymedToe PDF: 4
YonewHo nposepeHo: 4
He nposepero: O

MpocMoTpeTE #ypHan

CryptoPro
l:‘l F] =

YTofkl 3EKPEITE OKHD HEKMWTE KHOMKY ToToBo",

< Hazan | loToBOD OTHEH

m
[5T}

PucyHok 15. 3aBepuieHne pabotbl mactepa ripu riposepke 31
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1.2. NMporpamma komaHaHown cTpoku cppdfutil.exe

MporpaMMa KoMaHAHoM cTpoku cppdfutil.exe npeaHasHauyeHa AN co3aaHusa Uaun nposepku M

B nakere JOKYMEHTOB PDF. lMporpamMa yCTaHaBMBaeTCs B KaTtanor
%ProgramFiles(x86)%\Crypto Pro\PDF.

1.2.1. Co3gaHune 3neKTPOHHbIX nognucen
Onsa 3anycka npouecca co3gaHuda 3l B nakeTe AoKyMeHTOB PDF, BbIMONHUTE Cneayowyo Ko-

MaHAay:

> cppdfutil.exe sign

[mapamMeTpr!]

Cnucok napaMeTpoB KoMaHAbl sign npuseaeH B Tabnunuye (cM. Tabsauya 1).

Tabanya 1. OnucaHue napaMeTpoB KOMaHAabl sign

MapameTp OonucaHue

Ob6s3aTtesibHble NapameTpbl:

in-dir OnpeKkTopus ¢ AOKYMeHTaMKn, KoTopble HeobxoanMo noanucaTb. Bce AOKYMEHTHI
B 3TOM ANPEKTOPUUN OCTAHYTCSH HEU3MEHHbIMU.

out-dir OvpekTopun Ans NoANMCaHHbIX 4OKYMEHTOB. B aaHHY0 AnpekToputo 6yayT no-
MeLleHbl NoAMNUCaHHbIE KOMUKU BCeX AOKYMeHTOB PDF 13 AnpeKkTopun C OKYMEH-
Tamu Ha Noanwuch.

certificate ®ann ceptudukaTa, KOTOpbIn byaeT Mcnonb3oBaH AN co3ganus 3. Ceptudu-

KaT AosKeH 6biTb YCT@HOBNEH B XpaHunuue «JInyHble» TeKyLlero rnosib3osaTtens
N UMETb CCbIJIKY Ha 3aKprTbIl7I KJ1HO4.

Heob6s3aTesibHble napameTpbl:

err-dir MyTb K AMpeKTopun ANs AOKYMEHTOB, KOTOpble He yAanocb noanucaTb. B gaHHyloO
avpekToputo 6yayT noMelleHbl KOnNnn Bcex AokyMeHToB PDF n3 gupektopum c
JOKYMEHTaMu Ha NOANUCb, KOTOPbIE He yAanocb noanucaTb.

report-dir OupekTopusa ansa xypHanbHbiX Gannos, B KOTOpY byaeT nomelleH dann oTyeTa
0 xo4e noanmcu nakerta gokymeHTtoB PDF. Mo yMon4aHuio XypHanbHble danbl
coxpaHstTcs B agupektopuio % TEMP%\CryptoProPDF\.

pin PIN-koa Ans AOCTyna K 3aKpbITOMY K4y,

cades 3HaveHune, nokasbiBatowee yto Tpebyetcs co3pgaHme nognucu B dopmaTte CAdES-

T nnu CADES-X Long Type 1. be3 yka3saHusa aToro napameTpa bygeT co3naHa
noanuck B ¢popmate CAdES BES.

cades-format

®opmaT CAdES noanuncn. Bo3aMoxXXHble 3HaYEHUS:
- t - cdopmat CAdES-T;
- xlt1l (no ymonyaHuo) - dpopmat CAdES XLT1.

url URL cnyx6bl wWtamnoe BpeMmeHn ang cosganusa nognucu B dopmate CAJES-T u
CADES-X Long Type 1.

sigh-reason MpunynHa nognucu.

location-info MecTononoxeHue.

contact-info

KoHTakTHasa nHdbopmMaums.

certify

Mpu3Hak co3aaHnsa cepTuduumpyoLle noanucu.

lock

Mpn3Hak 6/10KMpOBaHUA AOKYMEHTa NOC/e co34aHns 06blYHOM NOAMUCH.
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MapameTp OnucaHue

perm Jencrema c AOKYMEHTOM, pa3peLlléHHble Nocne co3aaHus cepTtudmunpyrowen
noanucu. [laHHbIi NnapamMeTp MOXET NPUHMMaTh CleayoWne 3Ha4YeHns:

Nno — U3MEeHEeHMUs 3anpeLleHbl;
fillforms - 3anonHeHne opM N NUCronb3oBaHMe LNPPOBLIX MOANMNCEN;

comments - KOMMeHTapumn, 3anosiHeHne GopM 1 ncnonb3osaHme undpo-
BbIX MNOAMMUCENR.

Mo ymonyaHuto 6yaeT MCrnosib30BaHO 3Ha4YeHue no.

skip-errors Ecnv gaHHbIM NnapaMeTp He yKasaH, TO Npy BO3HWUKHOBEHNM OWMOKM nNporpaMMa
npekpaTuT npouecc cos3gaHus I3 n octaBwmecs AoKyMeHTbl PDF He 6yayT noa-
nMUcaHsbl.

overwrite-files | Ecnu ykasaH AaHHbIM NapaMeTp, TO Npu COBNaAeHNM MMEHWN co3aaBaemMoro dali-
na c O4HUM U3 UMeH B AupekTopuax out-dir unu err-dir, cywecTteyowmin damnn
6yneTt nepesanmcaH Ha HOBbIN.

help Bbi30oB cnpaBku No KoMaHAe sign.

1.2.2. TpoBepka 31EKTPOHHbIX NOAMNNCEN

[Ons 3anycka npouecca nposepku 3l B nakeTe AokyMeHTOB PDF, BbINOAHUTE Criefylowyo Ko-
MaHAay:

> cppdfutil.exe verify [mapameTps]
Cnuncok napameTpoB koMaHAbl verify npueeaeH B Tabnuue (cM. Tabanya 2).

Tabaunya 2. OnucaHue napamMeTpoB KOMaHAbl Verify

MapameTp OnucaHue

O6si3aTe/ibHble NapaMeTpbi:

in-dir AvpekTopus ¢ AOKYMeHTaMun Ans NpoBEPKN NoANUcKU. Bce AOKYMEHTbI B 3TOW An-
pPEKTOPUN OCTAHYTCHA HEN3MEHHbIMMU.

Heob6s3aTesibHbie NapameTpbl:

out-dir AnpekTopun ¢ NpoBepeHHbIMKN A0KYMEeHTaMU. B aaHHyto anpektoputo 6yayT no-
MelleHbl KONun AoKYyMeHToB PDF 13 anpektopum ¢ JOKYMEHTaMu Ans NpoBeEpPKU
noanucuK, B KOTopbiX 6blna HageHa ycnewHo npoBepeHHas U AencTBuTebHas
21, napaMeTpbl KOTOPOW COOTBETCTBYHOT 3a4aHHbIM.

err-dir OunpekTopusa 4N AOKYMEHTOB, NOAMUCH KOTOPbIX NPOBEPUTL He yaanocb. B faH-
HYI0 ANPEKTOPMIO ByayT NoMeLeHbl Konun Bcex AoKyMmeHToB PDF 13 gnpektopun
C AOKYMEHTaMn A5 NpoBepKM NOANMUCK, B KOTOPbIX DI B KOTOPbIX NPOBEPUTbL HE
yAanocb nnum oHa 6bina npusHaHa HeaenCcTBUTETbHOM.

report-dir OnpekTopus ansg XXypHasnbHbiX dannios, B KoTopyto byaet nomeweH dann otyeTta
0 Xo4e npoBepku naketa AokyMeHTos PDF. o yMonuyaHuio XXypHanbHble daisbl
coxpaHstoTca B aupektopuio % TEMP%\CryptoProPDF\.

req-certificate ®dainn ceptndukaTa, Hanmume u 4encTBnTENbHOCTb 3l KOTOPOro creayeT npose-
puTb B AOKyMeHTax PDF. Ecnn ykasaH AaHHbIWM napaMeTp, TO BO3BpalLlaeTcs cTa-
TyC NOAMNUCK, CAENAHHOM Ha AaHHOM cepTudmnkaTe, Npu 3TOM OCTaNbHbIE NOAMN-
CW He NMpoBepSAITCS.

req-cades Ecnn ykasaH gaHHbI napameTp, To 6yaet npoBepeHa To/bKO MoAMNUCh, COOTBET-
cTBylowas ycosepuweHcTBoBaHHOMY dopmaTy (CAdES-X Long Type 1, onucaH-
HoMy B cTaHgapTte "CMS Advanced Electronic Signatures", ETSI Standard,
RTS/ESI-000040, TS 101 733).
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MapameTp

OnucaHue

req-certified

Ecnn ykasaH AaHHbIM napaMeTp, TO B KaxaoMm AokymeHTe PDF 6yaeT npoBepeHa
TONIbKO cepTuduumpytowas noanmcb, NpuM 3ToM 06blYHbIE NOANUCK HE NpOBeps-
HOTCH.

skip-errors

Ecnu gaHHbIN NnapamMeTp He yKasaH, TO Npy BO3HUKHOBEHUM OWMOKM NporpamMma
npekpaTuT npouecc nposepku Il n octaswmnecs aokyMeHTol PDF npoBepeHbl He

6yayT.

overwrite-files

Ecnu ykasaH gaHHbIn napameTp, TO NpyM COBNageHUMN MMEHW co3haBaeMoro dali-
na c ogHUM M3 UMeH B anpekTtopuax out-dir mnu err-dir, cywecTsyowmnn dann
6yneT nepesanncaH Ha HOBbLIN.

help

BbI30B cnpaBku No KoMaHge verify.

MpumeuaHume. B kaxgom n3 gokymeHtoB PDF 6yaeT npoBepeHa TO/bKO OAHA MOAMWUCb, NapameTpbl
KOTOPOW COOTBETCTBYIOT 3a4aHHbIM, MPU 3TOM OCTasibHble MOAMNUCKM HE NpoBepslTCcs. Hanpumep, ecnun
OAHOBPEMEHHO yKa3aHbl NapaMeTpbl req-cades, req-certified, reqg-certificate, TO B AJOKYMeHTe ULWETCS
yCOBepLUEeHCTBOBaHHasA ceptuduumpyrowas I, caenaHHas Ha AaHHOM cepTudukaTe, U NpoBepseTcs
ee AeNCTBUTENbHOCTD.
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2. ABTOMatusaumnsa co3gaHnsa u NpoBepKU Noanucu

2.1,

B nporpamme Adobe Acrobat MMeeTcsi BO3MOXHOCTb MCNOAb30BaTb cueHapuu JavaScript ans
dopmmnpoaHms u nposepku DI. C nomMoLbio CLEHApPUEB MOXHO 0b6ecneynTb aBTOHOMHY paboTy C
3N 6e3 npuBneyeHns rpacnyeckoro Nosb3oBaTesIbCkoro nHTepdelica.

[na BKAKOYEHUS BO3MOXHOCTU UCMNOb30BaHUA CLEeHapueB JavaScript, Heob6xo4nMO BbINOJI-
HUTb cneaywuine OEeNCcTBuS:

1. OTtkpownTe rnaBHoe OKHO nporpammbl Adobe Acrobat.

2. Bbibepute B pasgene PepgaktnpoBaHue (Edit) nyHkT YcTtaHoBku (Preferences).

3. B oTKpbiBWwWeMcs OKHe (CM. PucyHok 16) BbibepuTe BkNnaaky JavaScript n HaxmuTe
dnar AktuBnposaTb Acrobat JavaScript (Enable Acrobat JavaScript).

Mo ymonuyaHuio AaHHas onuus akTuBMpoBaHa npu yctaHoske Adobe Acrobat.

ABTOMaTM3aumnsa ¢ ucnosnb3osaHuem Adobe JavaScript

' ™y
YcTaHoekW lﬁj

KaTteropun: JavaScript

Bug crpanuue - v:mslnposaTbAcrobatJa\raScript

Bo Beck 3kpaH

JokymeHTel BesonacHocTe cueHapua Javascript

Kommentnposanue .

o AKTHEWPOEATE NYHKTbI MEHHKD MO NOJHOMOYMAM H3 MCNOAHEHNE cLeHapwa JavaScript
CHOBHBIE

| BentounTe cTpaternto BesonacHocTi rnoBankHbix cBBEKTOR

30 n MynsTmegna
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Mpaecnucanne
MpecBpasoeanne 8 PDF
MpecBpasoeanne ns POF

Paclumpenteii goctyn

OTnaguwn JavaScript

Brnrouate oTnagunk JavaScript nocne nepesarpyskn Acrobat

CoxpaHaTe Toukn octaHoea B PDF-dafinax

3 MNponycTuTe MpocneguTe MNpepeate

Brnrouate WHTEQAKTUEHYHD KOHCOME

[NokasbiBaTe KOHCONE CLUNBOK W CcooBLLEHMIA

PegakTop JavaScript

@ Wcnonesosate pegaktop Acrobat JavaScript

WpndT: | Courier New -

WMcnonezoeate BHEWIHWA pegakTop JavaScript

Pazmep:

12 A

oK

| | CtrenHa

dannbl ¢

PucyHok 16. Hactpovika JavaScript B Adobe Acrobat

Mpu 3anycke nporpamMmbl Adobe Acrobat 6yayT aBTOMaTtMueckm 3arpyeHbl BCE AOCTYMHbIE

paclwnpeHmem

*.js

U3 AUpPEKTOPUN

<nyTb YCTaHOBKM npunoxexHusa Adobe

Acrobat>\Acrobat\Javascripts. Kog JavaScript, KkoTopbili cogepXxuTcs B AaHHbIX dannax, byaer
AOCTYyrneH ans ucnosiHeHus B nporpamme Adobe Acrobat.
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2.1.1. MpuMmep koaa ansg GopMUpoBaHUSA SNEKTPOHHOM Noanucu

Hwxe npuBeaeH npumep koda JavaScript, ocywecTtensowmn dopmmpoBaHue Hesnanmon II1 B
OOKYyMeHTE:

// OOBEKT TeKyleTro NOKYMEHT

var doc = this;

// co3maTe OOBEKT HEBUAMMOM TONIINUCU

var f = doc.addField('MySignature', 'signature', 0, [0,0,0,0]);
// momyumThb oBpaboTumk Kpunrollpo PDF

var engine = security.getHandler ('CryptoPro PDF');

// 3arpy3smuTb cepTuOmMkaT m3 odannma c:\path\mycert.cer

var ¢ = security.importFromFile ({ cType:'Certificate',
cDIPath:'/c/path/mycert.cer', bUI:false });

// VHMIMAaIM3aund

engine.login({ oParams:{ oEndUserSignCert:c } });
// OomoJIHUTeJsibHas MHGoOpMaLMs

var s = { reason: 'MyReason', location: 'Moscow' };
// BHUucieHue 3II

f.signatureSign({ oSig: engine, oInfo: s, bUI: false }))

2.1.2. TpwuMep Koaa ANS NPOBEPKMN SNEKTPOHHOM NOANUCH

Huxe npuBeaeH npuMmep koza JavaScript, ocyLwecTBNAIOWMNIA NPOBEPKY U BbIBOA MHGOpPMaLmn
06 3I B AOKyMeHTe:

var doc = this;

// TNOJNyuYUThb OOBEKT CYNECTBYIWEN IOININCH
var f = doc.getField('MySignature') ;

// npoeepuThb Il

var res = f.signatureValidate();

// aHammM3 peyJbTaTa OPOBEPKM

switch (res)

{

case -1: console.println('Not a signature field'); break;
case 0: console.println('Signature is blank'); break;
case 1l: console.println('Unknown status'); break;

case 2: console.println('Signature is invalid'); break;

case 3: console.println('Signature of document is valid, identity of signer
could not be verified'); break;

case 4: console.println('Signature of document is valid and identity of
signer is valid'); break;

default: console.println('Undefined result) ;
}
// BEBOI mMHOOPMALMM O MHOLNUCU
var sinfo = f.signaturelnfo();

console.println('Signer: ' + sinfo.name + ' ' + sinfo.contactInfo);
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2.1.3. OTtnagka un BbinonHeHMe koaa JavaScript B nporpamme Adobe Acrobat

Ona oTnagkn n BbINOAHEHUS cueHapusa JavaScript MOXXHO BOCMO1b30BaTbCs OTNAAYUMKOM

JavaScript.

[Onsa 3anycka otnagumka JavaScript, Heo6xoanMMo BbINOMHUTL CleayLwmne 4encTems:

1. OTtkpownTe rnaBHoe OKHO nporpammbl Adobe Acrobat.
2. Bbibepute B pasgene NMpocmortp (View) nyHkT UHcTpyMeHTbl (Tools), 3atem Ja-

vaScript (cM. PucyHok 17).

3. B rnaBHOM okHe Adobe Acrobat nosiButCs BKnagka, Ha KOTOpOn Heo6XoAMMO HaxaTb
Otnapuuk JavaScript (JavaScript Debugger).

Ona oTKpbITUa oTnaguuk JavaScript ¢ noMowblo KnaBuaTypbl, HaXMUTE KOMBMHaAUMIO KiasuL

CTRL+].

Okro  Cnpaeka

MoeepHYTE BUA

Haewrauwa no crpannuam

Bug cTpanuue

Macwrad

HaBopel nHcTpyMeHToR

MNognucanne

Kommentapun

MNokazaTe CrpbiTe

7| PEsKWM UTEHKMA

@ MoaHo3KpaHHEBIA pEXMM

Ctrl+H
Ctrl+L

[Br Whcnexrop...

YreHne oy

CpaBHUTE AOKYMEHTEL.,

PegakTnpoBaHne CoAEpHMMOro
CTpanuysl

MuTepakTHEHEIE 0BREKTEI
DopMel

Macrep onepauypni
PacnosHaeaHwe TekcTa

almTa

OEpaboTka AoKyMEHTE

ﬂ,DI'IE'-I dTH3A NoAroToEKS

PECQHFIEHHI:I%,&,DCT_‘,I’I‘I

AHanuz

PucyHok 17. 3anyck otnagymka JavaScript

Ons BbinonHeHUs CTpoku koga B JavaScript Debugger, Heo6xo0aMMO NOMECTUTb Kypcop B 3Ty
ctpoky u HaxaTb CTRL+ENTER (cM. PucyHok 18).
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Crrnagume JavaScript @
=2 E] E] T’} {1} {ﬁ'} BeizeaTe Habop: :
CueHapum MpoeepuTe:
= Folder-Level [Mer:thle nepeMeHHE v]
= App

5 & CPPDFDSigijs

anonymous Mepemernan 3Ha4eHKe

4 1 | I

S [N (&

MpocmoTp:
KoHoone -
BepcHA Acrobat JavaScript Debugger Functions 11.0 -
BepcuAa Acrobat EScript Built-in Functions 11.0 I
AZcrobat SOARP 11.0
CPPDFDSig script wversion 1.6 was loaded.
console.println(l + 1)};
2 8

E @

Folder-Level:App: CPPDFDSIg s

PucyHok 18. Otnaguuk JavaScript

MonpobHoe onmucaHue ucnonb3oBaHua JavaScript B Adobe Acrobat mMoxHO HalTuM Ha canTe
Adobe B pasgene ans pa3paboTumkoBs
http://www.adobe.com/devnet/acrobat/?view=documentation.
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Tabnunya 3. Kpatkunii 0630p ¢pyHKUmi JavaScript ans pabotel ¢ Kpuntollpo PDF

HasBaHue
MeToaa

OnucaHue

security.getHandler

DyHKUMSA nonyyaeT o6beKkT ANs B3aUMOAEWCTBMS C KpunTorpaduyeckmm
MoAyneM.

MapameTpbi:

cName - WNma kpuntorpaduyeckoro moaynsd. OAna moayna «Kpuntollpo
PDF» 3HaueHue f0mkHO 6bITb «CryptoPro PDF>».

Bo3BpalwjaeMmoe 3HauyeHue:
Bo3BpalwlaeT 06bekT SecurityHandler.

SecurityHandler.login

OyHKUMSA naeHTMdUKaunMm nonb3oBaTens.
MapameTpbi:

oParams - O6bekT LoginParameters, KOTOpPbIA COAEPXUT NapaMeTpbl ANnS
naeHTuduKaumn nonb3osaTens.

bUI - YcraHaBnuBaetcs true, ecnn B npouecce naeHTuduKaummn rnonb3o-
BaTens AO/HKEH UCMONb30BaTbCa rpadpunyecknin nHtepdenc. B npotmeHoOM
cnyyae yCTaHaB/MBaeTCs 3HaueHue false.

Bo3BpalwaeMoe 3HayeHue:
Bo3BpallaeT true npu ycnewHon naeHtndumkaummn, nHade false.

Field.signatureSign

OyHKkumna dopmupoaHmns 3I B cO34aHHOM MNosie AOKYMEHTA.
MapameTpbl:

0Sig - O6bekT SecurityHandler cBsizaHHbI ¢ KpunTorpaduyeckmm moay-
nem. Ecnu paHHbIM napameTp OTCyTCcTBYeT, TO 6yaeT BbibpaH MoAynb,
yKasaHHbIi B HacTponkax Adobe Acrobat nnmn 6yaer npeanoxeH Bbl6op
Moaynsa yepes rpaduyeckun nHtepdenc (ecnu napamerp bUI nmeet 3Ha-
yeHwue true).

oInfo - O6bekT Signaturelnfo c nHpopmauuven o6 1.

bUI - ®nar, onpefenstowmnin Hy>KHO M NOKasbiBaTb rpaduyecknii nHTep-
deinc Bo BpeMsa popmupoBaHus Il. ECnm yCcTaHOBIEHO 3Ha4veHue true, TO
ANS 3anosiHeHMs nonen ananoros GopMmMpoBaHMS NOAMUCU NCMOMb3YyeTCs
06bekT olInfo. Ecnn ycTaHoBneHO 3HaudeHuwe false, npouecc noanucaHus
npoucxoant 6e3 rpaduyeckoro nHTepderica.

Bo3BpawjaeMmoe 3HaueHue:

BosBpawaet true, ecnn noanucb 6blna cosgaHa yaadHo. B npoTMBHOM
cnydae Bo3Bpawlaert false.
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Tabnunya 4. Kpatkunii 0630p 06bvexkToB JavaScript a1 pabotsi ¢ Kpuntollpo PDF

HasBaHue
obbekTa

OnucaHwue

LoginParameters

MapameTpbl Ans MLI,EHTM(t)MKaLI,VIM noNb30BaTeENA:

oEndUserSignCert — O6bekT Certificate, cogepxawmn ceptudunkaTt nosb-
3oBaTens ansa gopmuposaHusa 1.

cPassword - PIN koA Ana A0CTyna K KOHTEMHEpPY 3aKpbITOro Ktoua.

Signaturelnfo

CeownctBa nognucu:

appearance - Bug noanucu. YkasbiBaeTcs O4HO WMMS U3 TeX, KOTOpble
yCTaHoOBNEHbI B HacTpoikax Adobe Acrobat B pasgene 3awura.
certificates — MaccuB, cogepXalinin nepapxmio ceptndunkatos (06bekToB
Certificate), koTopble MaeHTUPUUMPYIOT Nonb3oBaTtens. MNepebin cepTudu-
KaT B 3TOM MHOXEeCTBe — 3TO cepTudukaT nonb3oBaTens, nocneayrwme
ABNAOTCA cepTudurKaTamm ya0CTOBEPSIOLWLNX LLEHTPOB.

contactInfo — [JononHuTenbHas KOHTaKTHas MHdoOpMauns O nosb3oBaTene
(TenedoH, agpec un T.M.)

date — ObbekT Date. lata nognucaHus.

dateTrusted — 3HayeHune, NokasbiBatoLLlee NofyyeHa v AaTta U3 AOBEpeH-
HOro UCTOYHMKa (MMeeTCs WTaMn BpeMeHn). 3HadeHue false — ecnu gaTta
He ABNAETCS AOBEPEHHOW W B35iTa C JIOKANIbHOro KOMMNbIOTEpPa MOJSib30Ba-
Tens.

handlerName - Umsa kpuntorpaduyeckoro metoaa.

mdp (Madification Detection and Prevention) - 3agaet gonyctumble nsme-
HEHWS B AOKYMEHTe nocfie ero nognuvcaHuvsa. MoxeT npuHUMaTb Creayto-
LWKMe 3Ha4YeHunsn:

allowNone - 3anpewarTcs Kakme-nmbo naMeHeHus;
allowAll - ponyckaeTcs peaakTMpoBaHue AOKYMEHTa;
default - pa3spelwaeTcs peaakTMpoBaTb Noast GOpMbl U CO3haBaTthb
oM,
defaultAndComments - pa3pelwaetcsa pegaktupoBaTb nons dop-
Mbl, co3gaBaTb 3l 1 fob6aBnsaATb KOMMEHTapuu.

name - Mg nognucasLliero nosib3oBaTens.

reason - lNpunynHa nognucaHunsg.

status - CraTtyc npoBepKun aNn, BbIMOJIHEHHOM dbyHKUMen
signatureValidate.

statusText — CoobuweHne c pe3ynbTaToM npoBepku DI, BbINOJHEHHON
dyHkumen signatureValidate.

timeStamp - URL cepBepa wTamnos BpeMeHU. Ecnn gaHHbIM napameTp
3ajaH, TO Cco3J4aeTcs ycoBepLlleHCTBOBaHHasA 31 B COOTBETCTBUM CO CTaH-
naptom CAdES («CMS Advanced Electronic Signatures», ETSI Standard,
RTS/ESI-000040, TS 101 733).
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2.2. ABTOMaTM3aums c ncnosib3oBaHueM iText

iText — aTo 6GUbNMOTEKA C OTKPbLITHIM UCXOAHBIM KOAOM AN reHepalnn, aHanuMsa u UsMeHeHus
AokyMeHTOB B popmaTte PDF. M3HauvanbHO 6mubnuoteka iText 6biia paspaboTaHa ans s3bika Java, a
3aTteM noptupoBaHa noa nnatdopmy Microsoft .NET Framework B Buae 6ubnmotekmn iTextSharp,
HanucaHHou Ha C#.

Mo3xe nosiBunacb 6mubnmnoteka iTextSharp, HanucaHHas Ha C# u npeacrtasnswowas cobom
nopt iText noa nnatdopmy Microsoft .NET Framework.

Bonee noapobHyto MHGpOPMaLKIO O AaHHbBIX NPOAYKTAX MOXHO HAaWTX Ha calTe KOMNaHum iText
Software Corp.:

http://itextpdf.com/product

2.2.1. Pa3paboTka Ha s3blke Java

Ons aBTOMaTusaumu cosgaHms m nposepkn DIl Ha a3blke Java HeobXxoAMMO MCMNoNb30BaTb
6nbnunoteky iText coemectHo ¢ Kpuntolpo JCP.

MoapobHyto nHbopMaumto n Nnpumepbl NPOrpaMMHOr0 Koaa MOXHO HalTn Ha dopyme KPUMTO-
MPO no appecy:

http://www.cryptopro.ru/forum2/default.aspx?g=posts&t=4205#post23002

2.2.2. PazpaboTka Ha nnatdopme Microsoft .NET Framework

Ons aBTomMaTtusauuum cosgaHmsa u npoeepkn 2 Ha nnatdopme Microsoft .NET Framework
Heobxoanmo ucnonb3oBatb 6ubnuoteky iTextSharp coBmecTHO ¢ npoayktamm Kpuntollpo CSP u
KpunTollpo .NET.

TeKCTbl NPpUMepoB NPOrpaMMHOro koaa Ans GopMMpOBaHMSA U NMPOBEPKM SNEKTPOHHOM noanm-
cn npeactasneHbl B coctaBe Kpuntollpo .NET SDK (daiin Simple35.zip, KOTOpbIi Mo yMon4YaHuio
pacnonaraeTcs B kaTanore %ProgramFiles(x86)%\Crypto Pro\.NET SDK\Examples).

MoapobHyo nHdOpMaUNO MOXHO HanTn B AokyMeHTauumn KPUMTO-MPO cneaywowmm agpecam:

http://cpdn.cryptopro.ru/default.asp?url=content/cpnet/html/a6189c38-f349-40f0-bdf0-
0a620d91efbb.htm

http://cpdn.cryptopro.ru/default.asp?url=content/cpnet/html/d5da1068-67b6-4247-bb41-
4dibd1le77774.htm
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2.3. ABTOMaTu3aums c ncnonb3osaHuem JavaScript n OLE

MnarnH «Kpuntolpo PDF» copepxuT cueHapuii JavaScript ons aBTomMatMsaunm Co3gaHus m
npoBepkn noanumcu B aokymeHtax PDF. [aHHbll cueHapuin cogepxuntcsa B ¢aine CPPDFDSIig.js, ko-
TOpbIX NOCNE YCTaHOBKWM MfarMHa HaxoauTCs B AUMPEKTOPUM <MNyTb YCTAaHOBKWU MNPUIIOXKEHMUS
Adobe Acrobat>\Acrobat\Javascripts.

B CueHapun npeacrtaBfieHbl ABa METoAa: AN Co3AaHuUA noaAnnucu CPSign WU AN NMPOBEPKU
noaAnNncKU CrhPVerify

CPSign (
certificateHEX,
pin,
pdfLockMode,
signReason,
signLocation,
signContactInfo,
timeStamp,
bShowCertificatesDialog,
bShowSignDialogs,
appearance,
cadesType
) ;
OnucaHune
OyHkuma nognuceiBaeT PDF AoKyMeHT.
MapamMeTpbl

Tabauya 5. MNapametpbl pyHkumn CPSign

NapameTp Tvin OnucaHune

certificateHEX String O6s3aTenbHbIi napameTp. Maccme 6anT cep-
TudukaTa, UCNONb3yeMoro Ans co3gaHusa oM, B
BWAE CTPOKMW LeCcTHaguaTepuyHboix ungp. Cep-
Tudukat fomkeH 6biTb YCTaHOBAEH B XpaHU-
nnuwe «JInyHble» TeKkyllero nosb3oBatens wu
UMETb CCbINIKY Ha 3aKpbITbIA KJIt0u.

pin String PIN-koa onsa AoCTyna K 3aKpbITOMY KoYy,

pdfLockMode Numeric Yucno, xapakTepusylollee TWUM CO34aBaeMoW
noanucu wm AOeWCTBUS, paspelleHHble C AO0KY-
MEHTOM nocne noanmcaHu4a:

0 — o06blyHaA noAMUCb, W3MEHEHUS
paspelleHbi;

1 — o6blyHaa noanucb, AOKYMEHT 3a-
6nokunpoBaH;

2 — ceptuduumpylowas noanucb, U3s-
MEHEHMS 3anpeLleHbl;

3 — ceptuduumpytowas noanmcb, pas-
pellaeTcs 3anosiHeHMe nonen ¢GopMm u
co3aaHue JI1;

4 — ceptuduumpyowas noanuce, pas-
pewaetca pobaBneHMe KOMMeHTapues,
3anoJIHEHME MOoJieNn dopm un cosga-
Hue 3JI1.
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signReason String MpnunHa noanucu.

signLocation String MecTononoxeHune.

signContactInfo String KoHTakTHas nHdpopmaums.

timeStamp String URL cnyx6bl WITaMnNoB BpeMeHU A8 CO34aHus
noanuncu B ¢opmate CAdES-T n CADES-X Long
Type 1.

bShowCertificatesDialog Boolean ®nar, ykasbiBalowwuii 6yayt nam otobpaxkeHbl
Avanor co CrMCKOM cepTudukaToB W auanor
Ans ssoga lNMH-koaa.

bShowSignDialogs Boolean  ®nar, ykasbiBalowmn 6yayT nu oTobpaxkeHsbl
Avanor ¢ napaMeTpaMmu NoAmnuUcKM u avanor Ans
coxpaHeHus danna.

appearance Object O6beKkT, onpepensawWMii  napaMeTpbl nons
noanucm m ero cogepxumoe (cMm. pasgen 3).
Ecnn napameTp He 3agaH, To 6yaeT co3paHa
HeBMaMMas NoAnmuch.

cadesType Numeric Ywucno, 3apatowee dopmaT NOAMNUCHK:
1 — CADES BES;
5 — CADES-T;

93 — CADES-X Long Type 1.

Bo3BpalwjaeMoe 3HauYeHune

lMpu ycnewHoM noAnMCcaHMM AOKYMeHTa BO3BpallaeMoe 3HayeHue paBHO true. NHaue
BO3BpalLlaeTcsa CTpoKa C ornnMcaHueM owmnbKun.

CPVerify (
reqCAdES,
reqCertified,
certificateHEX,
bShowVerifyDialogs
)

OnucaHue
OyHKUKMSA npoBepseT noanuck B PDF aokyMeHTe.
MapameTpbl

Tabnunya 6. MNMapametpb pyHKUnn CPVerify

MapameTp Tun OnucaHune

reqCAdES Boolean dnar, ykasblBalLWMi [O/HKHA M npoBepsieMas
NoOANMCb COOTBETCTBOBATb YCOBEPLUEHCTBOBAHHO-
My dopmarty.

regCertified Boolean dnar, ykasblBalLWMi [O/HKHA M nNpoBepsieMas

noanuck 6bITb CepTUDULNPYIOLLEN.

certificateHEX String Maccus 6anT cepTudukaTa, Hananume U AEnCTBu-
TenbHoCTb 31 KOTOpOro crneayeTt NpoBeEpPUTb B A0-
KyMeHTax PDF, B Buae CTpOKM LuecTHaauaTepuy-
HbIX UNdP.
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bShowVerifyDialogs Boolean dnar, ykasbiBatowWwmn 6yaeTt nn otobpaxeH avanor
CO CMNUCKOM cepTudunKaToB.

Bo3BpawaeMoe 3Ha4YeHune

Ecnu noanuck € 3a4aHHbIMM NapaMeTpaMu CyLLEeCTBYET U BepHa, TO BO3BpallaeMoe 3HayeHune
paBHO true. B oCTanbHbIX C/lyyasix BO3BpalLlaeTcs CTpoKa C ONMcaHueM ctaTyca noanucu Uam owmné-
KW.

JaHHble MeToAbl MOXHO MCNOMb30BaTb B CBOMX CUeHapuax JavaScript, a Takxe npu B3auMo-
OENCTBUM CTOPOHHMX npunoxeHun n Adobe Acrobat ¢ nomowbto TexHonorum OLE. Bonee nogpobHyto
nHdopMaunto 06 3TOM MOXHO HaWTW B AOKYMeHTauuun Adobe:

http://livedocs.adobe.com/acrobat sdk/11/Acrobatll HTMLHelp/IAC DevApp OLE Support.
101.13.html

MpuMepbl Ha BbINOMHEHWE cueHapueB JavaScript M3 NpUIOXeHWI, HanMCaHHbIX Ha A3blkax
Visual Basic, C++, C#, moxHo Hantu B Acrobat SDK B nanke InterAppCommunicationSupport.
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3. HacTpoinka odpopMieHnss BuaMMon nognncu

C nomowbto cueHapus JavaScript, cogepxawerocs B ¢darvine CPPDFDSig.js, MOXHO 3aaaTb
pacnosioXeHue BUAMMON MoANUCK, yKa3aTb NpenycTaHOBNEHHbIV WwabnoH odopMaeHns uamn cosgatb
HacTpamBaeMmoe odopMaeHne BMAMMON nopanucu. [ns 3Toro HeobxoAMMO MNPOMHULMANN3NPOBATb
06beKT appearance W NnepeaaTtb €ro B Ka4yecrse napamerpa B yHKUNIO CPSign.

Tabnuua 7. OnucaHme o6bekTa appearance

CBOMCTBO Tun OnucaHue

pageNumber Integer Homep cTpaHuubl Ans co3gaHus Nofs NoaAnMcu HauvmHas C
0. Ecnu napameTp He 3agaH, noanucb 6yaeT oTobpaxatb-
CSl Ha NMepBOW CTpaHuue.

coords Array MaccuB M3 YeTblpex uucen, onpeaensiolmx KOOpAUHATHI
nona noanucu. KoopauHaTtbl AO/MKHbI 6bITb yKasaHbl B
CNeayloweM Mnopsaake: KpaHsas neBas Tovyka Mo OCU X,
KpaliHaa BEPXHSASA TOUKa MO OCU Y, KpallHASA npaBas Touka
Mo OCU X, KpanHAA HMXKHASA Touka no ocu y. KoopauHaTthl
nons MNoAMnuMCKU 3a4altTCs OTHOCUTENIbHO NIEBOIO HUXKHErO
yrna ctpaHuubl. Ecnn koopauMHaTtbl He 3adaHbl, TO 6yaer
co3zlaHa HeBuAMMas NoAMNUCh.

appearanceFilter String HasBaHune odopMneHmns noanmcn ¢ GUKCUpoBaHHbIMK MO-
nammn, cospgaHHoro yepes Acrobat (cMm. pasgen 3.1). Mpwu
MCMNosib30BaHNKU AaHHOro CBOWNCTBA, CBOMCTBO
customAppearance AOJIXKHO OCTaTbC4
HENPOMHNLNANN3NPOBAHHbIM.

customAppearance QObject O61beKkT, coaepXalwmii HacTponkm odopMaeHnUs noanucuy,
MO3BONIAIOLWNIA HacTpanBaTb OdoOpMAEHME MO NOAMUCK:
KOJIMYECTBO TEKCTOBLIX MONEN, UX COAEPXUMOE, BU3Yallb-
Hble XapaKTepucTukm nons nognucu (cMm. pasgen 3.2).
Mpn u“Cnonb30BaHMM  AAHHOIO CBOWCTBA, CBOWMCTBO
appearanceFilter OOJIXKHO ocTaTbCA
HEeNpOMHNLNANTN3NPOBAHHDIM.

3.1. Ncnonb3oBaHne npeaycTaHoBNEHHOro ohopMaeHns noanucu

Ons ncnonb3oBaHnsa npeaycraHoOBAeHHOro opopMmieHMsa nognnucu, Heob6xoammo:

1. Co3paTtb oopMieHMe NOAMNUCK C HYXHbIMWU 3/IEMEeHTaMMu.

Ons atoro B MeHto Adobe Acrobat BbibpaTe nyHkT PepaktupoBaHue (Edit) -> YcraHoBku
(Preferences). [lanee BbibpaTb Bknaaky Moanucm (Signatures) -> Co3zpaHue n odopm-
neHue (Creation & Appearance) -> YcTtaHOBKM co3gaHua un ocpopmnenus (Creation &
Appearance Preferences), HaxaTtb kHONky "Co3gaThb..." (Create).

2. CoxpaHuTb co3gaHHoe odopMIieHMe, yKasas 3arosoBok (CM. PucyHok 19).

3. MponHuumMannsanpoBatb CBOMCTBA Ob6beKkTa appearance: pageNumber, coords, ap-
pearanceFilter.

4, Mepenatb 06bEKT appearance B PYHKUMIO CPSign () B Ka4yecTBe napameTpa.

Huxe npuBeAeH NpuUMep MHMUMANM3aUMN 06beKTa appearance:

var myAppearance =

{
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pageNumber: 0,
coords: [122, 539, 422, 439],

appearanceFilter: "Fancy" // 3arojioBOK

Hacrpoika enaa nognncu

3aronceck: |FEI'1C}f

OBpazey,

BBEeAUTE 3eCb Bepcusa Adobe
Acrobat DC:

obLlee UMA  2015.006.30096

Hactpoika rpagmen

Mokaseieats: () He nokaswigats rpadmky Wmnoptuposate rpaduky us:
() Mimnoptupoeantyto rpadmky Daiina
(®) Wpan
Hactpoiika Tekcra
Mokaseieate: [ Mma ] Pacnonoxerne (] OtnuamntentHoe nma ] Norotan
Oy Olpwny & Bepenn Adobe A
CEOMCTEa TEKCTE
Hanpaenenne Texcra: (8 AsTo (C) Cneea Hanpago (C) Cnpaea Hanego

Ungpe: | 0123436729 e

PucyHok 19. Hactposika ogpopmieHus1 nognmcum

3.2. Co3gaHune HacTpanBaeMoro opopMaeHmsa noanmcu

C nomowbto s3biKka cueHapues JavaScript MOXHO co3gaTb HacTpamBaemMoe oopMaeHne Bnan-

[na HacTponkn oopmneHms nognnucu Heob6xoammo:
1.

tomAppearance.
2. BbizBaTtb pyHkumto CPSign ¢ gaHHbIM napamMeTpoM.

MponHuymannsnposaTb 06bEKT appearance CBOWCTBAMU pageNumber, coords, cus-

MOW MOAMWCU C HEOBXOAMMBbIMU BU3YasibHbIMW XapaKTEPUCTUKAMKU, KOJIMUYECTBOM TEKCTOBLIX MOMEN,
NX COAEpPXUMbIM. BMayanbHble XxapakTepnucTukn opopMaeHns npeacTaBnaoT coboi wpudT, Tun, uBeT
M TONILLMHY FpaHuLbl Monsa noanucu. TekCToBble MoAs MOryT CoAep)aTb TEKCT, MOSyYeHHbI U3 cep-
TudurkaTa noanncu/napaMeTpoB NoAnucK, NN NPon3BONbHbLIN TEKCT, 3aAaHHbIl MO/b30BaTE/IEM.
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Tabnunya 8. OnncaHne obbekTa customAppearance

CBOMCTBO Tvn OnucaHue

font String CTpoka, cogepxawas HasBaHue wpudTta. Ecnn wpudTt C
YKa3aHHbIM Ha3BaHMeM He cyllecTByeT, To 6yaeT ncnonb-
30BaHO 3Ha4YeHMe MNo yMOSIHaHMIo.

borderStyle Keyword OnpenenseTr TMN rpaHvubl BOKpYr nons noanucu. Bos-
MOXHblE 3Ha4YeHus:
border.s - cnnowHas rpaHmua;
border.b - cnnowHas rpaHMua CO CKOWEHHbIMM KpasiMu,
border.d - nyHKTUpHas rpaHuua,
border.i - cnnowHasa rpaHnUa Co CKOLWEHHbIMU BHYTPb
KpasiMun;
border.u - rpaHMuUa ¢ nogYepKMBaHMEM MO HUXHEMY Kpato
nonas NoAnucK.

borderColor Array / Maccus, coaepxawmin 1, 2, 4 uan 5 anemeHTOB. NepBbIi

keyword 3N1EMEHT ABMSIETCA CTPOKOW, 3ajalollen LBEeToBOEe Mpo-

cTpaHctso ("T", "G", "RGB", "CMYK"), cneaywuwime ane-
MEHTbl 3a4al0T KOMMOHEHTbl LBeTa. TakXe MOXHO uC-
nofb3oBaTb KJ/OYEBOe C/I0BO, OnucbiBawlwee LUBeT.
Hanpumep, knawo4eBOe CMOBO A/ KpacHoro useta -
color.red, cootBeTcTBYtOWMIN MaccuB - ["RGB", 1, 0, 0].
bonee nopgpobHo cM. JavaScript for Acrobat API
Reference.

borderWidth Integer LLinpuHa rpaHunubl. Bo3MOXHbIe 3HaYeHUs:
0 - rpaHuubl HeT;
1 - ToHKas;
2 - cpepHsas;
3 - ToncTag.

textFields Array Maccne obbekToB textField, copepxawux napameTpbl

OTOBpaXXeHNA TEKCTOBbIX MONEN.

Tabauya 9. OnncaHmne obbekTta textField

CBOMCTBO Tun

OnuncaHme

text String

CTtpoka, cogepxalas TEKCT ans otobpaxeHus B AaHHOM
none. MoxeT coaepXaTb CMMBO/bI Tabynaumu. CnyxuT
ANa 3aflaHusa TecTOBbIX MOfien C Mpou3BOJIbHBIM CoAep-
XXMMbIM, 3aronoBKoB. [pu MCNOAb30BaHUM AAHHOMO CBOM-
CcTBa, CBOMCTBO type OO/KHO ocTaTbCA
HENPOUHNLNANU3NPOBAHHbIM.
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type String OnpenenseTr CoAEpXUMOE TeCTOBOro noss, kotopoe 6e-
peTcs u3 ceptmdukaTa noannucm Uan AONOSHUTENbHbIX U3
napamMeTpoB noanucu. Tpu WCNOAb30BaHUW AAHHOIO
CBOWCTBa, CBOWCTBO text  JOJ/DKHO  OCTaTbCH
HENPONHNLNAMTN3NPOBAHHDIM.
BO3MOXHbIe 3Ha4YeHUA:
"CN" - Bnageneu ceptudunkara;
"DN" - cybbekT;
"ValidityPeriod" - cpok aencremsa ceptudukara;
"SerialNumber" - cepuinHbIn HOMep cepTudukaTa;
"Reason" — Npu4YMHa NOAMNUCH;
"Location" — MecTomnosioxeHue.

coords Object O6beKkT, coaepXxalwuin KoopAauHaTbl TEKCTOBOro Moss.
3Ha4YeHNs KOoOpAMHAT 3a4alTCs OTHOCUTENIbHO J1EeBOro
HMXKHEro yrna nons noarnmcu.

fontSize Integer Onpepenset pa3mep wpudTa. MoXeT NpUHUMATL 3HaYe-

HUa ot 0 go 32767 BKAOUYUTENbHO. ECnn 3HauyeHue He
yKasaHo wnau pasBHo 0, To 6yaeT MCNonb30oBaH MaKCu-
ManbHbIM pa3mep wpudTa, NpU KOTOPOM TEKCT MNOJSIHO-
CTbKO MOMECTUTCA B AaHHoe rone.

Huxe npuBeaeH npuMmep MHUUMaNU3auMM ob6beKkTa myAppearance, KOTOPbIM He06XoAMMO Me-
penaTb B kKayecTBe napaMmeTpa B MYHKUMIO CPSign () :

var myAppearance

{

pageNumber: 0,

coords: [122, 539, 422, 439],

customAppearance:

{
font: "Calibri",
borderStyle: border.s,
borderColor: color.black,

borderWidth: 1,

textFields:

[

text: "

coords:

IOKYMEHT MOINUCAH \n3JIEKTPOHHOW MNOANMUCHI",
[50, 100, 250, 60]

type: "CN",

coords:

[10, 60, 300, 401,

fontSize: 11
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type: "SerialNumber",
coords: [10, 40, 300, 20],
fontSize: 11

{ text: "KomMmanmsa: OO0 \"KPUITO-IIPO\"",
coords: [10, 20, 300, O],
fontSize: 11

AOOKYMEHT NMNOANMMNCAH
3NEKTPOHHOWM NOAMUCHIO

Bnapneney Meanos MeaH MeaHoBMY
Ceptudurar 12000B5938D68DF92002087D5B0000000B5938
Komnauuma: 000 "KPUNTO-MPO™

PucyHok 20. lpumep HacTpanBaemMoro opopMAEHU S Nogrnncu
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CK3U1
aNn
IAC
PDF

TSP

4. NepeyeHb coKkpalleHnmn

CpeacrtBo kpuntorpadunyeckon 3awmtbl MHGOpMaLun
DNeKTpoHHas noanuch
Interapplication Communication

Portable Document Format, nnatdopmMoHe3aBnucumMbin hopMaT 3/1IEKTPOHHbIX AOKY-

MEHTOB
Time-Stamp Protocol
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5. lNepeyeHb pUCYHKOB

PucyHok 1. Mactep nakeTHov paboTbl C 371EKTPOHHOU MOAMUCHID .....uneseraeeaeeieeienaeeaeaaeanenns 5
PucyHok 2. Bbib60Op AEACTBUSI C MAKETOM LOKYMEHTOB ...ueeeaieaaaaaaeeaeaaeeaeaaeaaeeaeraeeaeaneanens 6
PucyHok 3. Bbibop ANPEKTOPU nNpu NaKkeTHOM CO3AAHMM DT ... 7
PucyHoK 4. [JOMOSTHUTENIBHBIE HACTPOMKM «.uuseiserasssiesssssasssasssasssissasssasssanssnnsanesanssnsssnesns 8
PucyHOK 5. Bbl60D CEPTUDUKATA MOLMUCH «...ree ettt s sateesantesaitessasessaeesaitessaneesaneesannesras 9
PUCYHOK 6. BbIOOD TUM@ MOATIMCH ..ot eitee ittt sase s saste s aaeseasessaeesaa e seaatesatesaanteeaneeeanees 10
PUCYHOK 7. T1aPAMETPBI MOATTMCH v e veessaneesannesanessannesannessnnessannesanesaannesannesaannesannesannes 11
PucyHok 8. lNpovuecc cozgaHunsi Il B BbIOPAHHBIX AOKYMEHTAX .uuvuersersrersssriessnesnnesanesnnsrnes 12
PuCyHOK 9. 3aBEPLUEHNE PAOOTEI MACTEP@ «..uenuenneeaaeeaeaaeaaeaaeaaeaaeeaneaeee e eeaneaneaneaneanenns 13
PucyHok 10. Bbi6op AEACTBUS C MAKETOM AOKYMEHTOB «.u.uveseseraesaeseresnesnesnssesennennenns 14
PucyHok 11. Bbi6op ANPEKTOPMI NPy NAKETHOM MPOBEPKE DT ..viveiieiiiii ittt iienienenaeens 15
PucyHOK 12. [JOMOSTHUTETIBHBIE HACTPOMKM ....uue ettt seaste s aiteseisessatesaiseseaneesatesaineeeaieesannes 16
PucyHok 13. Bbi60op Trna noArnuCu U CEPTUMDUKATE «.uureeiiinesiite it saiteseite st saieeeaieesanees 17
PucyHOK 14. Pe3yJIbTaThl MPOBEPKM DT ... ie i ai e s sanneesaneesanesanne e saneesannes 18
PucyHok 15. 3aBeplieHune pabotbl Mactepa rnpu MPOBEPKE DT ...uvuiiieiiieiiiiiiiinaraneinnennes 19
PucyHok 16. Hactposika JavaScript B Adobe ACrobat..........cciviiiiiiiiiii i 23
PUcyHOK 17. 3anycK OT/1aA449MKaA JAVASCEIPE ..ot 25
PUcyHOK 18. OTNGAYNK JAVASCHIPE. ... e i i s e aa e e e raes 26
PucyHoK 19. HacTporika O OPMIAEHMST TTOAMMMACH ... i s eiseseantesaineseaneesaitessaneesaeesanees 34
PucyHok 20. lNpumep HacTpanBaeMoro OQPOPMAECHUST MOLATMACH ....uuees i seieeeiieesaineseaieesanes 37
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6. MepeyeHb Tabnuu
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TMapamMeTpbi PYHKUMMN CPSIGN ... it aee e 30
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OMUCAHNE OOBEKTA APPEAIANCE .. v e st iieeiieeresasesatsrasssnnsanerarerarearnraneraernneenes 33
OnucaHne 06beKTA CUSTOMAPDEAIANCE ....vuieiireiiteiieeaiesaeraeranesnesaeranernneanes 35
OnuncaHne 06beKTa LEXTEFIEId.........our e i e e 35

40



	1. Пакетная обработка документов с использованием КриптоПро PDF
	1.1. Мастер пакетной работы с электронной подписью
	1.1.1. Создание электронных подписей
	1.1.2. Проверка электронных подписей

	1.2. Программа командной строки cppdfutil.exe
	1.2.1. Создание электронных подписей
	1.2.2. Проверка электронных подписей


	2. Автоматизация создания и проверки подписи
	2.1. Автоматизация с использованием Adobe JavaScript
	2.1.1. Пример кода для формирования электронной подписи
	2.1.2. Пример кода для проверки электронной подписи
	2.1.3. Отладка и выполнение кода JavaScript в программе Adobe Acrobat

	2.2. Автоматизация с использованием iText
	2.2.1. Разработка на языке Java
	2.2.2. Разработка на платформе Microsoft .NET Framework

	2.3. Автоматизация с использованием JavaScript и OLE

	3. Настройка оформления видимой подписи
	3.1. Использование предустановленного оформления подписи
	3.2. Создание настраиваемого оформления подписи

	4. Перечень сокращений
	5. Перечень рисунков
	6. Перечень таблиц

