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1. AHHOTAUUA

[aHHbIN OOKYMEHT COAEPXWUT MpaBuia Nosb30BaHUA MHTepdencHbix moaynen MAKM

«KpunTtolpo HSM», nx cocTtaB 1 onvcaHune K4YeBON CUCTEMBI.

JOKyMeHT npegHasHadeH Ans agMWHUCTPATOpPOB WHGOPMaUMOHHOM 6e30nacHOCTH
YUYpEXAEHUN, OCYLLECTBAAIOWMX YCTAaHOBKY, 06CNyXuMBaHME KOHTPOSb 3a cobntogeHneM
TpeboBaHuI K akcnnyaTtaumm cpeacts CK3U, a Takxe agMnHuctpatopam CepBepoB, CETEBbIX
pECYPCOB NpeanpusaTus M Apyrmx paboTHUMKOB Ciyxb6bl MHMOpPMaUMOHHOMK 6e30MacHOCTH,

OCYLLECTBASAOLINM HACTpOliKy pabounx MecT ana paboTbl co cpeactsamm CK3MU.

NHCTpyKUMKM  agMUHUCTpaTopaM 6e30MacHOCTM U NOAb30BaTENsIM  Pa3/INYHbIX
aBTOMaTU3UPOBAHHLIX  cucteM, ucnonbdywwmnx [MAKM  «Kpuntollpo HSM»  foOfXHbI

pa3pabaTtbiBaTbCsa C y4eToM TpeboBaHui HacToawmx Mpasu.
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2. MO «KPUMTOIMNPO HSM CLIENT»

B3saumopgencremne noboro npunoxeHms Ha paboumx CTaHUMAX nonb3oBaTenem wuam
cepgepax ¢ [TIAKM  «Kpuntollpo HSM»  ocyllecTBnsercsd 4yepe3 rnocpefHuka -

«Kpuntolpo HSM Client».

«Kpuntollpo HSM Client» saBndetca HeoTbemnemon 4actbto MK3WN mn npeacrtasnsier
cobon Habop nporpaMMHbLIX MOAYNEN, YyCTaHaBAMBaeMblX Ha paboumx cCTaHumMax

nosib3oBaTenen/cepeepax.

OaHHoe MO 3aBUCUT OT MCNOMb3yeMol nAaT@opMbl, M OT Ha3Ha4YeHUsa LeneBoro

koMmnbtoTepa. MO «Kpuntollpo HSM Client» npegHasHadeHo Ans:

- TpaHcnauunm BbI30OBOB dyHKUMN UHTepdenca MS CryptoAPI oT npuioxeHun K

yAaneHHoMy pasaensemomy MNMNAKM «Kpuntollpo HSM»

- obecneueHus npoueayp ayteHTudukaumm nonb3losaTenenn CK3WN nepeg MAKM wu

NMAKM nepen nonb3oBaTensimm

- obecneyeHns 3awmweHHoro (wWudpoBaHHOro) KaHana nepegadn wHdboOpMaumu

Mexay paboummm ctaHumamu/cepsepamm n MAKM.

0na B3aMMoAencTBUS crneunasnbHblX CepBepHbIX npuioxeHun Ha MN3BM ¢ OC
cemenctea Unix/Linux (FonoBHoro yaocroeepstowero ueHtpa) ¢ NMNAKM ncnonb3yeTca KaHan
«K». [Ona ero peanusauuMm Ha cepBep HeobX0AMMO YCTaHOBUTb COOTBETCTBYHOLWME
MHTepdencHble MOoAYNN, BXOoAsWMe B COCTaB AUCTpUOYTMBHOro aucka noctaBku [1AKM

«KpunTolpo HSM».

[Ons B3aMMOAENCTBMSA NPUIIOXKEHWIA NoNb3oBaTenen/cepeepoB NpuaoXeHuin Ha M2IBM
c OC cemencrea Windows wmnu Unix/Linux ¢ MAKM wucnonb3yetca kaHan «K2». Ona ero
peanu3aumm Ha cepBep Heobxogmmo yctaHoBUTb MO «Kpuntollpo HSM Client», Takxe

Bxogsuiee B coctaB anctpnbyrtmeHoro gmcka nocraBsku NMAKM «Kpuntollpo HSM».

MopsaaoK YCTAaHOBKWM U HaCTpOVIKM AaHHOro nporpaMMHoOro obecneyeHnss MOXHO

npounTaTb B AoKyMeHTe XTHAN.00096-01 94 01. PykoBoACTBO NOJSib30BaTENS.

[oNoNHUTENbHbIE  HACTPOWKW,  BbIMOSIHAEMblE  aAMWMHUCTPATOPOM cepBepa C

ycTtaHoBneHHon OC Windows, onuncaHbl B pa3gene 6 gaHHOro A0KyMeHTa.
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3. KAHAJ «K2»

B3anmopencrteme MO «KnmeHta HSM» c MAKM ocyuwecTBnsieTca no NIOrMYyeckomy

3alWMLLEHHOMY KaHany «K2».

KaHan «K2» obecneumBaeTr [ABYCTOPOHHIOW MWAEHTUDUKAUUIO U ayTeHTudumKauuo
nonb3osatena CK3U nepea MNAKM u MNMAKM nepen nonb3oBaTenem MNpuv MNOMOLLKM KKOYEN U

cepTuduMKaTOB ayTeHTUDUKaUMN (KIOY KNMEHTa, KN4 cepBepa).
KaHan «K2» peanusyetcsa Ha ocHOBe npoTtokona TLS.

Ha kntou noanucu NMAKM dopMupyeTca caMonoAnucaHHbIM cepTudukaT. Ha knwoum
TLS cepsepa NMAKM n knwo4um ayTeHTUdMKaunm (AoCcTyna) nosb3oBaTenen/aaMMHNCTPATOPOB
cepBepoB Takxe GOpMUPYIOTCA cepTUdUKaTbl, KOTOpble NOAMNUCHLIBAOTCA K/IHOYOM MOAMUCK
MAKM.

Mpu 06HOBEHNM K/IOYEN COOTBETCTBYHOLWME cepTudmKaTbl NepensgarTcs.

KaxaoMmy nonb3oBatento npu ero perncrtpaumm B [AKM dopMUpyoTCsa KAOUM U

CepTMCbVIKaT aYTeHTMCbVIKaLI,MVI, KOTOpblE 3aNnncbiBalOTCA Ha K/I04EBOWN HOCUTESb.

[0Na KaXxgoro nosib3oBaTesid MOXET CyWeCcTBOBaTb TO/IbKO oAnH pabounn ceptudumkar

ayTeHTudmKaummn, KOTopbIn XpaHUTCS B Npoduse y4eTHOM 3anncu nonb3oBaTtens.

Ceptudukar ayTteHTUdMKaunMm nosnb3oBaTtensa (T.e. nonb3oBaTtenb) B MAKM moxeTr
6bITb 3abnokupoBaH. Cepsuc NMAKM He BegeT Cnucok 3ab/0KMpOBaHHbLIX cepTudukaTos. B
npouecce ayteHTUdMKauMu nosb3oBaTesnss NpPoOM3BOAMTCA MpOBepKa KakK Ha COOTBETCTBME
cepTudmKaTa Nnoab3oBaTesns, yKkasaHHOro B npodune nosb3oBartens, Tak n Ha 6n1okupoBaHue

nonb3oBaTeny.

Onsa poctyna K kno4vam ayteHtudukaummn MO «Kpuntolpo HSM Client» 3anpawmsaer
y nonb3oBaTensa pin-koa. Ecnun kno4d u ceptudukaTt BblaaH AAMUHUCTPATOPY CepBepa, T.€. B
cepTudukate NpUCYyTCTBYET COOTBETCTBYHOLLEE paclUMpeHne, TO pin-KoA He 3anpalumBaeTcs.
CepBepHble npunoxeHns (cepBuCbl, AEMOHbI) O06bIMHO He UMEKT KOHCONM Ans
WHTEPAKTUBHOIO B3aMMOAENCTBUS C MONb30OBaTeNieM, OHM 3anyCKakwTCsa B MOMEHT 3arpysku
OC. KapTtouka C k/4oM M cepTuduMKaTOM K4va A0CTyna Ao/mKHA 6biTb BCTaBneHa A0

3anyCKa COOTBETCTBYHOLWEro cepemnca n NMETb CbMKCMpOBaHHbIl;'I pin-KoA4 — BOCEMb eAnHULL.

AKTUBMpPOBaB  KJ/OY  AocTtyna, o0b6bluHbIX  nonb3oBatenb (He  ABASAKOLWMIACA
aAMWHUCTPaTOPOM CepBepa) MOXET U3BNeYb CMapT-KapTy U3 cuuTbiBaTens. Pabota ¢ AaHHbIM
K/IOYOM MOXET MpOoAo/KaTbCA A0 BbiXxOAa Nosb3oBaTensd u3 Tekywen Windows ceccuun. B
HekoTopbiX ciy4yasx NMAKM moxeT pa3pbiBaTb HEaKTUBHOE COeAMHEHMe, eCqiM NoSib30BaTesNb
AOJITO HEe MCMnoJsib30Basl KaHas. B 3ToM cnyyae nonb3oBaTento NpuAETCA 3aHOBO YCTaHOBUTL
coeAnMHeHWe U1 MponTM npoueaypy ayTteHTuduKaumu, BKIOYas BBOA Ppin-koda Ans

KOHTENHEepa K/oYa AocTyna.
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Ha cepBepax, NpuioXeHuUs KOTOPbIX WCMofb3ylT KpuntonpoBangep «Crypto-Pro
HSM Svc CSP» gonKHa MCNonb30BaTbCs TONbKO KAapTodKa C K/IOYOM U CEpTUPUKATOM KJo4a
AOCTyna, B KOTOPOM €CTb paclumpeHme «AgMMHUCTpatop cepBepa» (cM. n. 4.3.9 AOKyMeHTa
XKTAN.00096-01 90 01. NHCTpyKUMS MO MUCNONb30BaHUI). KapToyka C K/AKOYOM [OJIKHA
MOCTOSSHHO HaXxoAWTbCA B CyUTbiBaTene, T.K. MNepuoAMYEcKM, TMpuMepHO 1 pa3 B 4ac
Nnpou3BOAMUTCS MNpoueaypa CMeHbl CEeCCMOHHOro Knw4a npotokona TLS, kotopasa Tpebyer
MPUCYTCTBMSA  3aKpbITOro Katoda obmeHa. 2710 TpebyeT HaxoXAeHuWs cepBepa B

KOHTPOJIMPYEMOW 30HE, AOCTYMN B KOTOPYI CTPOro pernamMeHTUpoBaH.

Ona Takoh KOHMUrypaumm MOXHO WCNOMb30BaTb KaHan K2s. [Onsa yBennyeHus
NMpoOV3BOANTENBHOCTN CEpBEPHbIX NpunoxeHun, 6asmpyrowmxca Ha OC cemenctea Windows,
MMeeTCs BO3MOXHOCTb OpraHmM3oBaTb HewundpoBaHHbIM W/MNN He ayTeHTUMdOULMPOBAHHbIN
kaHan «K2s» npum cobniogeHnn TpeboBaHuMM no  6e30MacHOCTM,  BKJIHOYAKOLWMX
OpraHM3aunoHHble Mepbl NMo pasMelwweHuio MAKM n cepeBepa B 0OHOW CepBEPHOM CTOlKe.
AyTeHTUdMKaUnS B COOTBETCTBMM C MPOTOKOAOM TLS npoucxoauT B MNOSHOM ob6beme, HO
nepepava AaHHbIX Mexay cepsepoM u MAKM npoucxoamt 6e3 wndpoBaHus eé€ CeCCUMOHHbIM

K/1I04OM. oBbILLEHME NPON3BOAUTENILHOCTU CepBepa npu 3TOM MoXeT gocturatb 25-30%.
Onsa obecneyeHns BO3MOXHOCTM MCMONb30BaHMS KaHana «K2s» Heobxoanmo:

- YCTaHOBMTb COOTBETCTBYOWYO onumio Enable K2s B HacTpolikax NMAKM B 3HaueHune

«YES» («1») (CM. HMXXe B 4AHHOM AOKYMeHTe);

- NOAK/IOUYUTL CEpBEpP/CEPBEPHYIO IPYMMy, PacrofIOXXEHHYIO B OTAE/IbHOM CErMeHTe

NIOKanbHOM CETU Ha OTAEeNbHbIN ceTeBon nHTepderic NMAKM;

- COOTBETCTBYHOLLMM 06pa3oM HaACTpoUTb 3TOT ceTeBol nHTepdenc NMNAKM (cM. HMXe B

OAHHOM OOKYMEHTE);

- COOTBETCTBYHOWMM 06pa3oM HACTpPOUTb MpaBuila MeXCeTeBOro 3kpaHa [1AKM,
paspewmB AOCTyN 4epe3 YyKasaHHblA ceTeBOM WHTepdenc k nopTty 1503 ans

COOTBETCTBYIOLLEro CETEBOro agpeca/noaceTu;
- pa3MecTuTb cepBep/rpynny cepseposB 1 NAKM B 04HON KOHTPOSIMPYEMON 30HE;

-Ha cepBepax cAenaTtb COOTBETCTBYIOLWME HACTPOMKM - nMponucaTb napaMeTp

WithoutEnc B Peectpe Windows (cM. n. 6.3) .
KaHan «K2» ncnonb3yeTt NopT 475 BXoAAWMX coeamHeHmin — 1501.

KaHan «K2s» ncrnonbsyet nopt 1503.
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4. KAHAJT «K»

B3anmopencrteme MO «KnuenHta HSM» anga FonoBHOro yAoCTOBEPSOLIEro LEeHTpa C
NMAKM ocyLiecTtsngaercs no NOrmMyeckomy 3alneHHoOMy KaHany «K».,

KaHan «K» obecneumBaeT ABYCTOPOHHIOW UAEHTUUKaALUIO M ayTeHTUudumKauuo
nosib3oBaTens nNpuv NOMOLLKM cneumanbHO NpeAHasHavYeHHbIX ANs 3TUX uenem knw4den (Knwod
KaHana «K», Haxogawummncsa Ha cMmapT-kapTte, n mMactep-kntod MNMAKM, Haxoasawmnmnca BHYTpPHU
MAKM).

AaomuHuctpaTtop NMAKM MOXeT BbINYCTUTb HECKOJSIbKO CMapT-KapT C K/K4YaMW KaHana

«K» ona ncnosb3oBaHWs OAHOBPEMEHHO Ha HECKOJIbKUX CepBepax MpUSIOXKEHUA.

Mpn obpalwieHnn cepsepoB npunoxeHmin Kk NMAKM cmapT-kapTa AOSXKHA MOCTOSIHHO

HaxoAUTbCS B cUYUTbIBaATeENe cepBepa.
JocTyn K KapTe He TpebyeT BBOAA pin-Koaa.

Kanan «K» ncnonb3yeT nopT A5 BXOAALWMX coeanHeHnin — 1502.
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5. UCMOJIb30BAHVUE MHTEP®ENCHbLIX MOAYNEN HA

CEPBEPAX C OC UNIX/LINUX

5.1 <«KJIMEHTbI» MNMAKM «KPUMNTOMNMPO HSM»

KnueHntckas komnoHeHTa MAKM «Kpuntolpo HSM» — «Kpuntolpo HSM Client» —

npeacrtaBngaeT

cobori Habop nNporpaMMHbIX, @ TaKXe annapaTHbIX  MOAYJEN,

yCTaHaBNMBaeMbiXx Ha paboume cTaHUMM Mofib3oBaTenen wam cepeepa, obecrneymsarowmx

noAAEpP>XKY BbI30OBOB M3 MPUIOXEHUI Kpuntorpapuyeckmux GyHKUMA NO noaaepXvuBaembiM

nporpammMmHbiM nHTepdericam (Crypto API, PKCS#11).

«Kpuntolpo HSM Client» aBnseTcs oTBeTHOM 4acTblo, yCTaHaBIMBaeMon Ha paboumne

CTaHUMM M cepBepa, HEO6XOAMMOM ANs TpaHCAAUMM KpunTorpaduyecknx Bbi3oBoB K MAKM

«KpunTtolpo HSM» no 6e3onacHbIM kaHanam «K», «K2».

MNAKM

«Kpuntollpo HSM» npepnonaraer pas/iMdHble BapWaHTbl KOMMNAEKTauuu,

BKIOYaowme aBToOHOMHble CK3U no pas3/iiMyHbIM YPOBHSAM 3alUUThI:

o Komnnektauus 1 MicnonHenne 1 MNAKM «Kpuntollpo HSM», ypoBeHb 3awuTbl KB

o Komnnektauma 2 UcnonHeHne 1 NMAKM «Kpuntollpo HSM», ypoBeHb 3awmnTtbl KC1

o KomnnekTtauus 2 UcnonHeHune 2 NMAKM «Kpuntollpo HSM», ypoBeHb 3awmTbl KC2

o KomnnekTtauusa 2 icnonHenune 3 NMAKM «Kpuntollpo HSM», yposeHb 3awmnTtbl KC3

5.2 CK3U «KPUMNTOMPO HSM CLIENT»

KomnoHeHT «Kpuntollpo HSM Client» kak aBToHOMHOe CK3W obecneunBaeT:

MHTepdeNnc K NpuknagHbiM KpuntorpadunyecknMm @yHKLUMSM B COOTBETCTBUM CO
cneundukaumnen Microsoft Cryptographic Service Provider, PKCS#11;
NPOBEPKY LIeNIOCTHOCTU KPUTUUHOIO K 6e30nacHOMY yHKUNMOHMpoBaHuto MO;
reHepaumio CilydanHbIiX YMcen B T.4. U C UCMONb30BaHMeEM annapaTtHoro ACY;
reHepaumio KJ4va 3NEeKTPOHHOM NOoANMCKM C WMCMNOJSIb30BAaHWMEM WMCXOAHOMO
MaTepuana, NpeaoCcTaBNeHHOro yrnosIHOMOYEHHOM opraHmsaumen;

BBOZ 3aKpbITOro Kal4Ya C OTYYXAAEeMblX KIKYEBbIX HOCUTENEN B T.4. U Ha
WHTEeNneKTyasnbHOW KapTe;

BblIMO/IHEHME (QYHKLUMIA CO34aHUS M NPOBEPKU 3SNEKTPOHHOM noanucu (3M1)
cornacHo FOCT P 34.10-2001 7] FOCT P 34.10-2012, BblYMCNEHNE
xaw-pyHKumm cornacHo NMOCT P 34.11-94 n TOCT P 34.11-2012;

wndgpoBaHMe U uMmMTo3awmuTa cornacHo NOCT 28147-89;

OnumoHanbHO, MNoAAepXKYy anroputMoB RSA B u4acTM reHepauum KIO4YeEN,

dbopmnpoBaHua 1 nposepku 3, wWndpoBaHns 1 pacmndpoBaHus;
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e nopaepxky anroputMoB RSA B uyacTm reHepauum knwouden, GopMMpoBaHuUs U
nposepku 3, wudpoBaHua n paclindpoBaHus;

e BO3MOXHOCTb BCTpe4dHoW pabotbl ¢ TAKM  «Kpuntollpo HSM» u
"Kpunrtollpo CSP".

CK3WN «Kpuntollpo HSM Client» mncnonbsyet otinyHble oT CK3U «Kpuntollpo HSM»
(cm.n. n. 3.4 «CBegeHns o6 ncnonb3yeMbix KpuntonpoBalaepax» AokyMmeHTa XTAN.00096-
01 90 01 Kpuntollpo HSM. UHCTpyKUMA NO UCMNOSb30BaHUIKO) MMEHa KpuUMTonpoBanaepos.
HasBaHna paHHbIX Kpuntonposanaepos umerT Bua «Crypto-Pro GOST R 34.10-2001 xxx

CSP», roe xxx o603HauvaeT ypoBeHb 3awwmnTbl CK3U:
- KC1
- KC2
- KC3

CpeactBamn CK3U «Kpuntollpo HSM client» HE [JOMYCKAETCHA
3aWMIaTh MHOPMaLMIO, COCTaB/IAIOLLYIO FOCYAaPCTBEHHYIO TaiiHy.

Mo cornacoBaHMio C MoJsib30BaTe/IeM KOMMOHEHT KOMMAeKTYeTCa annapaTHbIMU
cepTdmumMpoBaHHbIMKM cpeacTBamMu  3awmTtbl oT HCA wmn ®CAOY (31eKTpPOHHbIN  3aMOK
«Cobonb», «Akkopa». McnonHenHme CK3UW no ypoBH 3awmTtbl KC2 u Bbiwe AOJ/IKHO

BK/IOYaTb AaHHble CPeacTBa.
5.2.1 PEAJIN3YEMbIE AJTTOPUTMbI

Anroput™m 3awudpoBaHusa/paclwndpoBaHnsg AaHHbIX W BblYMC/IEHME MMUTOBCTABKMU
peanusoBaH B cootBeTcTBUM C [OCT 28147-89 «CUCTEMbl OBPABOTKU MHOOPMALNN.
SALWLNTA KPUMNTOITPAOUNYHECKASA»;

Anroput™  dopMupoBaHus M npoBepku I  peanusoBaH B COOTBETCTBUM C
FOCT P 34.10-2001 " FOCT P 34.10-2012. «MHOOPMALIMOHHAA TEXHOJIOIUA.
KPUMTOIMPA®GUNYECKAA 3ALLUUTA WNHOOPMAUWMW. TPOLUECCbI ®OPMUPOBAHUA U
MPOBEPKMW 3EKTPOHHOW LIM®POBOW MOAMUCU>»;

ANroputM BbIpaboTKM 3HauyeHUs X3Ww-(pyHKUUM peann3oBaH B COOTBETCTBUM C
NOCT P 34.11-94 7 MOCT P 34.11-2012 «MHOOPMALIMOHHASA TEXHONOINA.
KPUMNTOIMPAOUYECKASA 3ALLNTA NHOOPMALIMAU. OYHKLUNA XSLWNPOBAHNSA>.

KnioueBaa cuctema CK3U «Kpuntollpo HSM Client» obecneuymBaeTr BO3MOXHOCTb
napHo-BbI6GOPOUHOI CBSA3N abOHEHTOB CETU C UCMOSIb30BAHMEM AN KaXXAoM napbl abOHEHTOB
YHUKaNbHbIX KJOYEN, CO34aBaeMbiXx Ha OCHOBE MpuHUMMNA OTKPbITOrO pacnpeaeneHus

KJ1t04eNn.

5.2.2 APXUTEKTYPA MO 1 OBWKWE MNMPUHLUNMBlI ®YHKLUNOHUPOBAHNA
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OcHOBHOM apxuTekTypHon ocobeHHocTblo MO «Kpuntollpo HSM Client» asnseTcs 1o,
yto MK3MN He wnMeeT HenocpeaCTBEHHOrO AO0CTyMna K K/OYEBOM W Kpuntorpaduyecku
3HauYMMoOM wuHdopMauun. Bce onepaumm C 3aKpbITbIMU U CECCUOHHBLIMU (CUMMMETPUYHBLIMN)
K/04YaMM, He3aBepLlIeHHbIMM 3HayYeHusaMM  XaW-DYHKUMIA M T. M. OCYLLeCTBAsSeTCa u4epe3
OEeCKpMNTOpbl COOTBETCTBYIOLWMX 06bEKTOB; AeCKpMITOp 06bekTa HenocpeacTBEHHO He COAEepXUT
ero agpeca. B kauectBe A4ONONHUTENLHOM Mepbl 3alinTbl peann3oBaH Kpuntorpaduueckui
cepBUC /18 XpaHeHus obbekToB B oTAenbHoM oT MK3UM agpecHoMm npocTpaHcTBe (YPOBHMU
3awmnTbl KC2, KC3, KB).

B coctaB nporpammHoro obecneveHuss ans Bcex nnatdopm BxoaaT MO «Kpuntollpo

HSM Client», moaynb ceTeBor ayTeHTUdUKaunm Kpmuntollpo TLS.

O6was crpykTypa CK3MN «KpunTtollpo HSM Client» npeacraeneHa Ha cieaytoleM puUcyHKe:
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PucyHok 1. O6was crpykrypa CK3U «Kpuntolpo HSM Client>»
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5.2.3 MOAYNb NOAAEPXKH CETEBOM AYTEHTUOUKALINU
KPUMTOMPO TLS

Moaynb noaaepXku ceteson ayteHTudukaumm Kpuntollpo TLS peanusosaH Ha 6ase
npotokona TLS v.1.0 “ poOCCMNUCKUX CTaHAApTOB Kpuntorpaduyeckon 3awmThl
KoHduaeHUManbHon nHbopMmaummn (anropuTMmbl WndposaHus B cootseTcTBun ¢ TOCT 28147-
89, anropuTtMmbl BblpaboTKU M MNPOBEPKM 3NEKTPOHHOM noanucu B cooTteBeTcTBum OCT P
34.10-2012, xswwunpoBaHua B cootBeTcTBUM € TOCT P 34.11-2012). Ncnonb3yeTcsa Takxe

anroput™ Aunddun-XennmaHa oTKpbLITOro pacnpeaeneHus knoven Ha 6ase NOCT P 34.10-2012.

Ha MN3BM knneHTa u Ha cepBepe ycTaHasnuBaetcsa MO «Kpuntollpo HSM Client» ¢

MoAy/ieM NoAAEPXKKN CETEBOM ayTeHTudukauum Kpunrollpo TLS.
AyTeHTUdUKaAUNS KINEeHT-cepBep MOXeT 6biTb OAHOCTOPOHHEN U ABYCTOPOHHEN.

OLI,HOCTOpOHHHH aYTEHTMCbMKaLI,MFI obecrneunBaeT MWHUMaNbHO Heo6XOAUMbLIN YPOBEHb

3alunTbl, U BKIIOYAET B cebs:

e ob6azaTtenbHyto ayTeHTuduKauuo cepeepa 6e3 ayTeHTMduMKaumm
KJINEHTOB;

e wmndpoBaHMne Tpaduka Mexay KJIMeHTOM U CEpBEPOM.
Mpn paboTe B AaHHOM pexuMe cepBep Ha 3Tane "pykonoxatua" He 3anpawusBaeTr

cepTndmKaT KJMEHTa M yCTaHaBAMBaeTCs "aHOHMMHOe" 3alwuMuieHHoe coefuHeHne. B aTom
c/lyyae KAMEHT MOXEeT He MMeTb 3aKpbITOoro Kfk4da u ceptudukarta, ogHako nNpu 3TOM OH
NMLwaeTcs BO3MOXHOCTM (pOpMMPOBaThb 3/IEKTPOHHY MNOAMNUCL NMOoA AOKYMeHTamu. Pexum ¢
OAHOCTOPOHHEN ayTeHTUdUKaUuMen cepsBepa MOXET MCNOAb30BaTbCs AN MpeaocTaB/ieHns
HEeKOTOpOW rpynne nonb3oBaTenen KoHduMaeHuManbHON WHGOPMAUMM HaA OCHOBAHUMU
naposibHOM 3alWMTbl, O4AHAKO Maposib B 3TOM ciay4vae 6yaeT npeAbsaBnATbCSA MOJib30BaTeNeM
TONbKO TMOCNe YCTaHOBMEHUs 3alumuweHHoro TLS-coegnHeHns ¢ TLS-cepBepoMm, 4To
NoBbILLAET YPOBEHb 3aliMTbl OT HECAHKLUWOHWMPOBAHHOINO JAOCTyna MO CPaBHEHUK C
nepegavyen napons Mo OTKPbITbIM coeaAuHeHuaM. [pu OAHOCTOPOHHEN ayTeHTudukauum

cepBep 3anpalumBaeT cepTudUKaT KIMEHTA, HO ero OTCYTCTBUE HE CUUTAETCS OWNOKON.
B CK3U «Kpuntolpo HSM Client» ncnonb3yeTcsi 4ABYCTOPOHHSS ayTeHTUdUKaums.
[JBYCTOPOHHSASA ayTeHTUdMKaLNS BKIOYAET B cebs:

e B3aMMHYI ayTeHTMdMKAUUIO KIMeHTa M cepBepa C MOMOLWbIO UX
cepTMdmnKaToB;
e wundpoBaHme Tpaduka MeXAy KJIMEHTOM U CEPBEPOM;

e ((QopMupoBaHMe WM  MNPOBEPKY  3NEKTPOHHOM  mnognucnm  noA
JIEKTPOHHbIMU AAHHbLIMU, CbOpMVIpyeMbIMVI nonb30BaTeNAMU.

[BYCTOPOHHWNII MeToA ayTeHTUdUKauMmn rno3BosisieT obecneuynTb AOCTYN B 3aKpbITyHO
YyacTb cepBepa TO/IbKO 3aperncTpupoBaHHbIM BragenbuaM cepTudnkKaToB. Mpu 3TOM HYXHO
UMEeTb B BMAY, YTO PpasrpaHMyeHMe p[ocTyna K MHGOPMaUMOHHBLIM pecypcaM cepBepa,
OCHOBaHHOE Ha mnpoBepke CepTUdUKATOB KJIMEHTOB, rOpa3f0 HaAexHee, 4YeM MnpocTo

napoJjibHaga 3auluTa.
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B naHHOM pexunme paboTbl KAMEHTY HEO6XOAUMMO CreHepupoBaTb 3aKpbITbl U

OTKprTbIVI KJTIO4YN U NoNy4dYnTb CepTM(bVIKaT OTKPbITOrO Kftouya B YA0OCTOBEPSAIOLLEM LIEHTpE.

TpeboBaHMA K TE€XHWYECKMM M MPOrpaMmMHbIM CpPeACTBAM KOMMbKOTEpPa, Ha KOTOpPbIN
ycTaHasnmaetcsd Web(TLS) cepBep, onpeaensoTcs B AOKYMeHTaumMu, noctaBnsgeMon BMecTe
C AaHHbIM cepBepoM. [OnoSHMUTENbHO, Ha KOMMbITEP AOMKHbI ObITb yCTaHOBAeHbl CK3U
«Kpuntollpo HSM Client», BkAO4YalOWUA MoAyNb MOAAEPXKKM CETEBOM ayTeHTUdUKauMm

KpunTollpo TLS.

Ons BO3MOXHOCTU YCTaHOBJIEHMS 3alUMLLEHHOr0 COeAMHEHUS MeXAy KIMEHTOM W
cepBepoOM HeobxoAMMO BHauasne BbiNyCTUTb CepTUdUKAT OTKPLITOro K/to4a, KOTopbin byaer

MCNOoMb30BaTbCH ANs CepBEpHON ayTeHTUdUKaumm no npotokony TLS.
TpeboBaHusa Kk ceptTudukaTty:

e wumMsa ceptudpukata (Common name) A[OMKHO coBnagatb C  MMEHEM
nybnunkyemoro TLS-cepBepa npuknagHon cuctembl. Hanpumep: pif.nikoil.ru
(nnbo IP agpec cepsepa)

e o06nacTb MCMoOAb30BaHMA K/OYa JAO0/HKHA copepxaTb: "AyTeHTudukaums
Cepsepa"
[daHHbIn cepTudumKaT AonxkeH 6biTb YCTAaHOBMEH Ha cepBep B MPMBSA3KE C KKOYOM

noanncy (3akpbiTbiM KHOUOM).

Bbinyck 1 ycrtaHoBka CepTMCbVIKaTa OCYLWLECTBNAETCA 4Yepe3 yLI,OCTOBepHI'OU.I,VIVI LEHTP.

Mopsagok OenCcTBuin onpeaendeTca B MHCTPYKUMKU NOJIb30BATESO.

5.2.4 KJTIO4YUN N KNIOYEBBLIE HOCUTEJIN

CK3MN «Kpuntollpo HSM Client» aBnseTcsa CUCTEMON C OTKPbITbIM pacrnpeaeneHnem
knoden. OTKpbITble KAK4YM noanucn u wudpoBaHnsa 06bIMHO NpPeacTaBnsalTCs B Buae

CepTMCbM KaTOB OTKPbITbIX KTIOUEN.

B CK3M <«Kpuntollpo HSM Client» 3akpbiTblh K/AKOY NOANMUCKM  MOXET 6bITb
MCNOSIb30BaH TONbKO Ans dopMupoBaHmsa I, 3akpbITbld KAOY WNEHPOBAHUSA MOXET ObiTb
MCNonb30BaH Kak ana (GopMUPOBaAHUS Kitoya CBS3UM C APYrMM MOMb30BaTeNneM, Tak U ans

dopmumposaHus 2r1.

Mpun pabote ¢ CK3WN kaxablh nonb3oBaTenb, obnagatownii npaBoM noanmcm u/wmnm
wundpoBaHusa, BblpabaTbiBaeT Ha cBoeM pabouyeM MecTe wanm MosiydaeT y aaAMUHUCTpaTopa
6esonacHoCcTM (B 3aBUCUMOCTM OT MPUHATON MONUTUKM 6€30MaCHOCTN) NIMYHbIE 3aKPbITbIA U
OTKpPbITbIA K/AO4YM. Ha OCHOBe KaXAoro OTKPbITOro Kitoda TpeTbeh CcTopoHonm (LleHTpom

Ceptudukaumn) dopmupyetcs ceptudmkKaT OTKPbITOrO Kiitoua.

JomkHbl 6bITb NPUHATHI Mepbl, obecneumBarlMe COXpaHEHME B TalHe KIYen
9NEKTPOHHOM MNOAMUCUM W 3aKPbITbIX KAO4YEN WNQpPOoBaHMUS M COOTBETCTBYIOLWLMIA MOPSAOK
paboTbl C KAOYEBOM JOKyMeHTaumen u ceptudukatamm Kawden nposepku M u

CepTMd.)M KaTaMun OTKPbITbIX K1 touen.
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Mpu popMUpOBaHMM 3aKPbITblA KOY WKUGPPOBAHNA N KIOUY 3/IEKTPOHHOW MNOAMUCK
CK31N «Kpuntollpo HSM Client» 3anucbiBaloTCa Ha KOYEBOM HocuTenb (KIKOYEBOWN

KOHTENHep).
KntoueBol KOHTEMHEP MOXET COAEPXaTb:
e TONIbKO K/OY MOAMMUCH;
e TONbKO KJHOY WN(POBAHUS;
e KJIHOY MOAMNUCKU M KoY WndpoBaHMs 04HOBPEMEHHO.

EAVMHCTBEHHbBIN K/IOY K/IHOYEBOrO KOHTEVIHepa nmbo kY noanMcuM B AanbHEWLWIEM
Ha3blBA€TCA [JlaBHbIM KJ/IKOUYOM, a KJIHO4 LIJMCI)pOBaHVIFI, B C/llyda€ XpaHEHuUsA B KOHTeVIHepe

ABYX KJ'IIOHGVI, — BTOPWUYHbIM KJTOYOM.

JONONHUTENBHO  K/KOYEBOW KOHTEMHEpP COAEepXUT CnyxebHyw uHdopmaumio,
Heobxoamnmyto ans obecneyeHms KpuntTorpaduUyeckon 3alnTbl KIKOYen, Nx LenoCTHOCTU U T.

n.

Kaxabll  KNo4yeBOW KOHTelHep (He3aBMCMMO OT Tuna HocuTens), sBNseTcs
CaMoOAOCTAaTOYHbIM U COAEPXKMUT BCHO HeobxoauMMyk mHdopmaunto ans paboTbl Kak C cCaMuM

KOHTENHEepOM, TaK U C 3aKpbITbiMU (M COOTBETCTBYIOLUMMU UM OTKPbITbIMUK) KJTHOUYAMMU.

KntoueBol KOHTEMHEpP COAEpPXWT creayloyto WHGOopMaunio: rNaBHbIA KIOY, Macku
rMaBHOMO KJ/OYa, KOHTPOJSIbHYIO MHGMOPMaUMIO [NTaBHOMO  KJ4a, BTOPUYHBLIA  KJTtOY

(onumoHanbHbIN), pe3epBHY0 KOMUIO KIIOYEBOro KOHTenHepa.

KaxabliA 3aKpbITbli KN4 M ko4 I xpaHuTcs B ¢opmaTte, [AOMOSHUTENBHO
coAepxalleM BCe KOHCTaHTbl, HeobxoauMMmble Ana (OPMUMPOBAHUSA UM 3KCMOPTA OTKPLITOro

KJ1lo4a.

CTpyKTypa  KJ/IIOYEBOrO  KOHTEWHepa  obecneumBaeT  YTEHWE  KJOUYEen U
COOTBETCTBYIOLIMX MAcokK OTAeNlbHbIMM OMnepaunssMn B pasfesfibHble o6nactu namaTtv, Ans

4Yero oH paB6MT Ha WeCTb 30H (peanmsau,vm 30H 3aBUCUT OT TuUMNa KJK4eEBOro HOCVITeJ'IFl).

KnwoueBoh  KOHTEMHEP  COAEPXWUT  TakKXe  AOMOSIHUTENbHYK  MHPOpMauUMIo,
HeobxoamMmyto ans obecnedyeHUss BOCCTAHOBNEHUS KOHTEWHepa, NpUM BO3HMKHOBEHUMU
pasfiMyHbIX NporpaMMHoO-annapaTHbiX cboeB (AononHuUTeNbHas MHQOpMaUNs BKAKOYAETCA B
Tex cnydyasx, Korga pa3Mep K/K4YEeBOro KOHTEMHepa He OorpaHuM4YyeH pasMepaMum NamsaTu

dunsmyeckoro Hocutens).

dopMuMpoBaHMe K/o4Yel Mnonb3oBaTesisi NPOU3BOAMTCS C UCMOJb30BaHMeEM (YHKLUM
CPGenKey u cneundukaunen Ttuna dopmupyemoro knwova: AT_KEYEXCHANGE wnu
AT_SIGNATURE.

dopMuMpoBaHMe KHOYEN BO3MOXHO eC/n:

e KOHTekcT kpuntonpoBangepa «Kpuntollpo HSM Client» oTKpbIT dyHKUMEN

CPAcquireContext ¢ dnarom CRYPT_NEWKEYSET u HecyLwecTBYOLWMM




XKTAN.00096-01 90 02. KpunTtollpo HSM. Ncnonb3oBaHne MHTEpdENCHBIX MOAYEN 15

MMEHEM  K/IIOYEBOrO0  KOHTEWHepa, CneunduuMpoBaHHbIM  NapamMeTpoM
pszContainer;

e KoHTekcT kpuntonpoBanaepa <«Kpuntollpo HSM Client» oOTKpbIT dyHKUMEN
CPAcquireContext c ykasaHueM paHee c034aHHOMO K/HOYEBOro KOHTelHepa,

cneunduumpoBaHHoro napamMetpom pszContainer.

MpuMmeuyaHus.
1. Knwoumn 3M n 3akpbiTble KAOUM WwWKdpoBaHnsa HOPMUPYIOTCA C MCMOSIb30BaHMEM
nporpamMmHoro un dwusnyeckoro ACY MAK "Cobonb" n € NnpMMeHeHMEM AOBEPEHHOM

cnyyaHon nHgopMaunm, NoCTaBNAEMON YNOJHOMOUYEHHOW OpraHnu3aumen.

2. MNpn ncnonb3oBaHUW cUUTbIBaTENEN CMapT-KapT UKW YCTPONCTB YTeHus TabneTok
l-!!| Touch-Memory DALLAS HeobxoauMMo npoBepuTb HacTtpoiku COM, USB noptoB
M3BM B BIOS wu OC. Tpu oTkaoyeHHbIXx nopTtax (disabled) pa6ota co

CyHUTbIBATENAMU 6YLI,eT HEBO3MOXHa.

3. MNepea MCNOMb30BaHWEM MNPOLECCOPHbIE KapTbl AO/MKHbI 6bITh "BbiNyleHbl" C
MCMNO/b30BaHMEM TPaHCMNOPTHOro nuH-koaa u O BbiNycka KapT (NocTaBnsioTCA

ANCTpMbyTOpPOM KapT).

dopMMpoBaHMe 3aKpbITbIX KOYEN AN YPOBHS 3awuTbl KB MoXeT nponsBoaMTbCa Ha
cnenywolme oTYyXXaaeMble KTloUeBbIE HOCUTENN:
e aucketa 3,5";

e pOCCUMNCKME MHTennekTyanbHble KapTbl (Ockap 1.1, 1.2, cMapT-KapTbl Ha
6aze MukpokoHTponnepa ST19NR66) € wucCnonb3oBaHMEM cUUTbIBaATENEN
cMapT-KapT, nogaepxusatowmi  npotokon PS/SC (GemPlus GCR-
410/433/TWIN).

e USB token

MpumMmeyaHume. NMepeyeHb KNHOYEBBLIX HocuTENen MoXeT PaClLINPATLCA.

JInuHble KO4YeBble HOCUTENM NOSb30OBaTeslell pPEeKOMEHAYEeTCA XpaHuTb B cende.
MNMonb3oBaTesb HeCeT NEPCOHaNbHYK OTBETCTBEHHOCTb 3@ XPaHEHWUE JIMYHbIX KIHOYEBbIX

HoCUTenen.

Mpun UEeHTPaNnN30BaHHOM XPaHEHUN KJTIOYEBbIX HocuTenen dAMUHNCTpATOp
6e3onacHocTn OopraHmdaunn HeECET nepcoHal/ibHYKHO OTBETCTBEHHOCTb 3ad XpPaHEHUE JINYHbIX
KMOYEBbLIX HoOcUTenen nonb3oBaTenen. JIMYHbIE KOYEBbLIE HOCUTENU agMUHNCTpPATOpa

6e30MacHOCTM A0SKHbI XPaHNTbCA B €ro JIN4HOM ce17|cbe.

Knounm Ha Kao4yeBbiX HocuTenax (Bkawdas Touch Memory u cmapT-kKapTbl), CPOK

AENCTBUA  KOTOPbIX WCTEK, YHWYTOXAKTCS nyTeM nepedopMaTUpOBaHUS  KJTHOYEBbIX
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HocuTenen cpeacteamm MO CK3W, nocne 4yero KAYEBbIE HOCUTENIN MOTYT UCMONb30BaTbCA

ANS 3an1UCyM Ha HUX HOBOW KJTH0YEBOM MHGOpPMaLnN.
5.2.5 PA3MEPbBI KJTHOYEN

Pa3smepbl kntoyer 31eKTPOHHOW LndpOoBOM NOANUCK:

Koy I - 256 6ut

KoY nposepku 3l - 512 6uT Ha 6ase anroputMma NOCT P 34.10-2001
Pasmepbl Kato4er, ncnosib3yemblX Npu WUdpoBaHUm:

256 6ut

3aKpbITbIN KOY

OTKPbITbIN KJ1tOY 512 6uT Ha 6a3e anroputma MOCT P 34.10-2001
CUMMETPUYHbIA KNto4  — 256 6uT

Ona knoyen TOCT 34.10-2012 (tun 80):

3aKpbITbIN KOY - 256 6ut
OTKPbITbIV K04 - 512 6uT Ha 6a3e anroputma NOCT P 34.10-2012
CUMMETPUYHbIN Ko — 256 6ut

Onsa knwouent TOCT 34.10-2012 (tvn 81):

3aKpbITbIN K104 - 512 6ut
OTKPbITbIV K4 - 512 6uT Ha 6a3e anroputma NOCT P 34.10-2012
CUMMETPUYHbIN KNtod - 256 6uTt

5.2.6 PEKOMEHOAUMWN 1O BCTPAUMBAHUIO W WNCNOJIb3OBAHUIO
Mo CK3U

Ans ob6ecneyeHns 3alUNUTbl 3/IEKTPOHHbLIX AOKYMEHTOB W CO34aHUSA 3allULIEHHOW
aBTOMaTM3MPOBAHHOM CUCTEMbI B MEPBYIO OYepeab UCMOMb3YT KpUntorpaduyeckne MetToabl
3alnTbl, KOTOpble MO3BONAT o06ecneynTb  3alUMUTy  LENOCTHOCTM, aBTOpPCTBa MU
KOH®WAEHUNANbHOCTU 3/TIEKTPOHHOW MHMOPMaLMM U peann3oBaTb X B BUAE MPOrpaMMHbIX

WNKN annapaTHbIX CPeACTB, BCTPaMBaeMblX B aBTOMATU3NPOBAHHYO CUCTEMY.

Mcnonb3oBaHue kpuntorpacdmuyeckmx cpeacts TpebyeT, Kak npaBwuio, NMPUMEHeHUs

TaKXe OpraHn3alMOHHO-TEXHUYECKNX MEP 3alUUThbI.

Mpu co3gaHnmM 3alLULLEHHON aBTOMaTU3MPOBAHHOW CUCTEMbl HEOBXOAMMO onpeaennTb
MoJenb Yyrpo3 v nonuvtuky ee 6e3omacHoOCTU. B 3aBUCMMOCTM OT MONMTUKM 6€30MacHOCTU
onpepenseTtcs  ypoBeHb  3awmTtbl  Tpebyemoro CK3WMW wmn  Heobxogumbin  Habop
KpunTorpaumyecknx @GYHKUMIR UM OpraHn3auMOHHO-TEXHUYECKUX Mep, peanm3yemblX B

CO31aBaeMoln cucrteme.
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CK3WM «Kpuntolpo HSM Client» B nepByto ouepeab npeaHasHa4yeHo 415 BCTpanBaHUS
B MNpuWKnagHoe nporpammHoe obecrnedyeHne. OyHKumMnm paHHoro CK3W  wMoryT 6biTb

MCMNOJZIb30BaHbI:

e yepes nHTepdenc ubnnotekn capilite.dll, apnatowenca NOAMHOXECTBOM
nHtepderica CryptoAPI 2.0. [l 3TUX UeNell B KOMIMJIEKT NMOCTaBKM
BKoYaeTcsa AokyMeHT XXTSAW.00096-01 92 01 "PykoBoACTBO
nporpammmcta CK3M Kpuntollpo HSM".

e HenocpeacCTBeHHbIM Bbi30BOM (pyHKUMN CK3W nocne 3arpysku moayns C
ncnonb3osaHmeMm ¢dyHkumn LoadLibrary. [nsa 3Tux uenein B KOMMAEKT
noctaBku BKJto4aeTcs AokyMeHT XKXTHAN.00096-01 92 01 "PykoBoacCTBO
nporpammmncta CK3U1 Kpuntollpo HSM", onuceiBatowmii coctaB pyHKUMN

n Tectosoe [10.

Hwxe npuBeaeH OCHOBHOM NMEPEYYEHDb TpeGOBaHMVI, peannsyembiXx nNpu noMoLn

KpunTorpagunyecknx MeToaos.
KoHdunaeHUuManbHOCTb MH(pOpMaLIMM

Mpn nepegade paHHbIX B ceTu obecneumBaeTcs WCNosb3oBaHWEM  YHKLUMUN

wundpoBaHms.

Ans obecneveHns HCA K MHdboOpMauum npu xpaHeHun (Ha auckax, B 6a3e AaHHbIX)

AONyCKaeTcs MCnonb3oBaHne WndpoBaHns Ha Npom3BoaHOM (HanpuMmep, OT Naposis) KkYe.
UpeHTndmkauma n aBTopcTeo

Mpn ceTeBOM B3auMoAelcTBMM (YCTaHOBNEHMM ceaHca CBS3M) obecneymBaeTcs
dyHkuMaMM IM Npyu MCNONb30BaHMM MX B Mpouecce ayTeHTUdukauum (Hanpumep, B
COOTBETCTBUMU C pekoMeHaaumsiMm X.509). OfHOBpeMEHHO Npu ayTeHTUdUKAUUKU LOSXKHA
MCNoNb30BaTbCA 3alimMTa OT MNepenoBTOpPoOB. [Ns 3TUX Uenel MOXET MCMNoSb30BaTbCs
dYyHKUMSA  MMUTO3AWMTbI  C  BbIYUC/IEHUEM  WMMUTOBCTABKM HA  CECCMOHHOM  KJto4ye

(CUMMETPUUHbLIN KNtoY WNDPOBAHUS).

Mpu 2NeKTpOHHOM A[OKyMeHTOoo6opoTe obecneumBaeTcs MUCNONb3oBaHMEM (OYHKLUN
SN 2NeKTPOHHOro AOKyMeHTa. [ONOoSHUTENbHO A0/MkHA ObiTb MpeaycMOTpeHa 3almTa oT
HaBA3blBaHUs, MepenoBTOpa 3/IEKTPOHHOIO JAOKYMEHTa M  LeSIOCTHOCTb CrNpaBOYHMKOB
Knoyen nposepku 3.

LlenocTtHOCTb

ObecneunBaetca ucnonb3oBaHMeM QYHKUMA DI 31eKTPOHHOro AoKyMeHTa. [lpu
UCcnonb3oBaHun QyHkUun wudposaHma (6e3 wucnonb3oBaHumsa 3l1) obecneunBaeTcs
uMuTo3awuTon. [na obecneyeHMs LENOCTHOCTU  XPaHWUMbIX AAHHbIX MOXeT ObITb
MCNonb3oBaHa MYHKLUA XELWMPOBAHUS UM UMUTO3ALUUTLI, HO NPX 3TOM He obecnevnBaeTcs

aBTOPCTBO UHdOpMauuu.

HeoTka3yeMOCTb OT NepeAayu 3/1IeEKTPOHHOIro AOKyYMeHTa
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ObecneunsaeTrca ncnonbloBaHmem GyHkumn 3N (NOANUCL AOKYMEHTa OTnpaBuTenem)

MU XpaHeHneM AokKyMeHTa ¢ 31 B TeyeHue yCTaHOB/IEHHOIo CpoKa HpMeMHOVI CTOpOHOVI.
HeoTka3zyeMOCTb OT nNpueMa 3JIEKTPOHHOIro AOKYMeHTa

ObecneunBaetca wucnonb3oBaHmeMm dyHkumMin 2SI ©  KBUTMPOBaHMEM npuema
AOKyMeHTa (NoANUCb KBUTAHLUMW nofayyaTtenem), XxpaHeHMeM JOKYMeHTa U KBuTaHumu ¢ 3l B

TeyeHne yCTaHOBJ/IEHHOrO CpOKa OTMNpaBasioLLEN CTOPOHON.
3awumTa OoT NepenoBTOpoOB

ObecneunBaeTca ucnosb3oBaHMeM KpunTtorpadumyeckmx dyHkumii 3N, wndpoBaHUs
WIN  UMUTO3aWKUTbl C JobaBNEeHMEM YHUKaNbHOMO WAeHTUdMKATOpa CETEBOM CecCcum
(3NeKTpoOHHOro AOKYMeHTa) C nocaeaylwen ux MNpoBEPKOM MNPUEMHOM CTOPOHOM WU
pa3paboTkon cneumannavpoBaHHOrO MpoTokosaa ayTeHTudukaumm (obMeHa 3N1eKTPOHHbIMU

OOKYMeHTaMmn).
3awuTa OoT HaBA3bliBaHMUA MHPOpMaLumn

3awmTa OT HapywuTensa C uenbi HaBsA3blBaHMS UM MPUEMHON CTOPOHE COBCTBEHHOM
nHdbopMaunm, nepeaaHHon SKobbl OT NMUA CAHKLWOHUPOBAHHOIO Nonb3oBaTens (HapyleHue
aBTopcTBa MHdopMauum). ObecneumBaeTcs MCNosb3oBaHueM dyHKkuni DI C¢ NpoBepKom
aTpMbyTOB 3/1eKTPOHHOIrO AOKYyMeHTa M K4a nposepku 2l otnpasutens. B cnyuae
HaBA3bIBaHUA MHQOPMaUMM Npo KOMNpoMmeTaummn kitoda obecrneumBaeTcs opraHM3auMOHHO-
TEXHUYECKUMUN MeponpuaTusaMm. Hanpumep, cO34aHUMEM CUCTEMbl  LEHTPasIM30BaAHHOMO
ynpasrieHuns Kno4eBomn MHdopMaunen (onoseLleHneM aboHeHTOB) unu

cneunanmsanpoBaHHbIX MPOTOKOJIOB 3JIEKTPOHHOIO ,ClOKYMEHTOO60pOTa.

3awmTa OT 3aKJlafoK, BUPYCcOB, MoAN(PUKALUMN CACTEMHOINO U NPUKIAAHOro
no

ObecneunmBaeTca COBMECTHbIM WCMOJIb30BaHMEM KpMnTorpachquKmx cpeacte u

OpraHn3aunoOHHbIX MepOHpMﬂTMﬁ.

5.2.7 MPABUJIA BCTPANBAHUA N NCMNOJIb3OBAHNA CK3M
«KPUMNTOMPO HSM CLIENT>»

Mpun BcTpamBaHun CK3WN «Kpuntollpo HSM Client» B npuknagHoe nporpammHoe
obecneveHne nan UCNOMb30BaHUWM €ro B COCTaBe CTaHAAPTHOrO npuknagHoro MO AO/MKHbI

BbIMONHATLCA criegytowme TpeboBaHus:
1.  [JosKHbl MCNOMb30BaTbCs cepTudmKaTbl OTKPbITbIX Katoven (obmeHa/nognucm)

2. Mpn wncnonb3oBaHUU CepTMCbMKaTOB OTKPbITbIX K)'I}Ol-le[;l, 3aBEPEHHbLIX NoAMUCbIO
,qosepeHHoM CTOPOHbI, AOJIXXHa 6bITb 0becneueHa 6e3onacHas gocTaBka u XpaHEHNE
CepTMCbl/IKaTa OTKPbITOro KJiko4a ﬂ,OBepeHHOVI CTOpPOHbI, C NCNOJIb30BaHMEM KOTOPOro

NpoBEPAKTCA OCTaJlbHbIE CepTMCbVIKaTbI OTKPbITbIX KJlouer nosb3oBaTenen.
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3. Mpwn BbizoBe dyHkumin CK3N «Kpuntolpo HSM Client» B npuknagHoOM nporpaMMHOM

obecrneyeHnn HeobxoaMMO NPOBEPSATb KOJ 3aBepLUEHUS DYHKLUMN.
5.3 YCTAHOBKA OUCTPUBYTUBA 1O

MO «Kpuntollpo HSM Client» noctasnsetca Ha CD-ROM coBMecTHO ¢ [1AKM
«Kpuntollpo HSM». T[lpegycMoTpeHa rmocCTaBka 3TUX KOMMOHEHT oTaenbsHo oT [MTAKM
«Kpuntolpo HSM» B  COOTBETCTBYHOLLEN KOMMNeKTaumm cornacHo  ®opmynsapy
XTAM.00096-01 30 O1.

B OC cemeiictBa Unix/Linux Aans ycraHOBKM, yaaneHus wu obHosneHusa T[O
npuMmeHsitotca naketol (packages). lMakeT - apxuB auctpubyTtmBa, copepXkawimnn dannbl
yCTaHaBMBaeMoro npuioxeHms wn dalinbl, MUCNONb3yloWMecs WHCTanNATopomMm Ans
KOHpUrypmpoBaHus cpeabl. MNakeTbl, NpeAcTaB/ieHHbie B BUAe painna c paclwMpeHmem .rpm,
copepxaT B cebe HenocpeactseHHo dannbl MO n MHGOpMaUMIO ANA KOHMUIYypupoBaHus
cpeabl. WHcTannaumss AucTpnbyTMBa BbLIMOMHAETCS MNyTeM 3anycka yTunamTbel rpm. [Ans
yCTaHOBKW/0B6HOBNEHUS/yaaneHna npuaoxeHmin ¢ nomowbio RPM Heobxoaumo obnagatb

npusunernamm root.

Ona waeHTudukaumm auctpmbyTmBa Kak naketa B HEM coaepxutcsa 4 danna,
onucoeiBatowmne apxmus (contents, comment, desc n mtree_dirs). MHcTannaumsa auctpnbytmnea
BbINOJSIHAETCA MyTEM 3anycka yTuauTbl rpm, obpalatowenca K ANCTPUOYTUBHOMY apxuBy

OJ18 ero pacrnakoBKW M OCYLLECTBASIOLWEN BCE HEOHX0AMMbIE HAaCTPONKN B CUCTEME.
5.3.1 PEKOMEHOALWW MO YCTAHOBKE MO CK31 HA 2BM

K akcnnyataumm nporpammHoro obecneudeHus, mmerowero B cBoeM coctaBe CK3U,
JonyckalwTca  nuua, npoweawue  COOTBETCTBYIOLWYH  MNOArOTOBKY U U3y4duMBLUME

3KCMyaTauMOHHYIO AOKYMEHTaUN0 Ha COOTBETCTBYIOLWME MPOrpaMMHble CpeacTBa.
Mpwu ycTaHoBKe nporpaMMHoro obecnedenns CK3U, cnepyert:

1. Ha TexHuueckmnx cpencreax, ocHalweHHbix CK3U, ncnonb3oBaTb TOMbKO
JNIMLUEH3MOHHOE NporpaMMHoe obecneyeHme pUpM-n3roToBuUTENEn. YCTtaHoB/IEHHOE
nporpammHoe obecneyeHne He AOXKHO CoAepXXaTb CpeAcTB pa3paboTku U OoTnaaku
NPUIOXEHNIN, a TakXXe CPeaAcTB, NO3BONAOLWMX OCYLLECTBAATb HECaHKLUNOHWUPOBAHHbIM

LOCTYN K CUCTEMHbIM pecypcaM.

2. Nepep ycraHoBkoi CK3WM npoBepuTb nporpaMMHoe ob6ecneyeHne >SBM Ha
OTCYTCTBME BUPYCOB U MNPOrpaMMHbIX 3aknajok. Takxke peKoMeHAYeTCS WUCKUYUTbL U3
nporpaMmMHoro obecneyeHmss cpeactBa pa3paboTkm u oTnaaku nporpamm. Ha 3BM
OO/MKHa 6bITb obecrnevyeHa aHTMBUMPYCHAas 3alinTa NPOrpaMMHbIX KOMNoHeHToB MAKM u

COK no knaccy b1 ans paboumx ctaHumi.
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3. Mpu wncnonb3osaHum CK3U M3BM wn ycTpoictBa BBOAA/BbIBOAA [AO/KHbI ObiTb

orneyaTtaHbl.

4. TlpeaycMoTpeTb Mepbl, UWCK/AYallWme BO3MOXHOCTb HECAHKLUWOHMPOBAHHOMO
M3MEHEeHUs annapaTHOM 4acTu paboyel CTaHUMKM C YyCTaHOBAeHHbIM CK3U (nyTtem

ornevartbiBaHUs cMCTeMHOro 6s1oka n pasbemos MN3BM).

5. TMocne 3aBepleHUss npouecca YCTAaHOBKM MPOBECTU KOHTPOJib LIESTOCTHOCTU

ycTtaHoBneHHoro MO, a TakXe ero oKpy>XeHus.

5.3.2 YCTAHOBKA UHTEP®EWCHbIX MOAYJIEN MO MNAKM
«KPUMNTOMPO HSM»

Mepen ycTtaHoOBKOW Moaynen c AnctpubyTtmuBHoro gmcka XTHAN.00096-01 99 02
«Kpuntolpo HSM». NHTepdeicHble moaynu Ha MN3BM ¢ yctaHoBneHHo OC cemencTBa

Linux Heo6xoaMMO CMOHTMPOBAaTb AMCK KOMaHAOoM
mount /media/cdrom

BOWTM B KaTasior, COOTBETCTBYWOLWMI ycTaHaBnuBaemoMy [0, knaccy 3aliuThbl

ycTaHasnmsaemoro MO n ncnonbsyemon paspsaHoctu (32 nnm 64 6urta)
cd /media/cdrom/<Client name>/<security level>/<x32|x86_64>
YCT@HOBUTb MOAYU:
rpm —ivh *.rpm
3aBepLwnTb YCTAHOBKY:
YCTaHOBKY:
cd/

umount /media/cdrom

5.4 COCTAB N HASHAYEHWE KOMMNOHEHT MPOIrPAMMHOIO
OBECMNEYEHNA CK3U

5.4.1 COCTAB KOMIMOHEHT MO NAKM

B KOMMNeKT MOCTaBKM MAKM «KpunTtollpo HSM>» BXOAUT CDROM
XTAN.00096-01 99 02. UHTepdelicHbie Moaynu.

Ha aaHHoM CDROM copepxutca Heobxoaumoe MO ana nnatdopm Windows, Alt Linux
n apyrmux LSB-coBmecTuMbix 32/64-pa3psagHbix OC cemerictea Unix/Linux, KOTopoe A0MXHO

6bITb ycTaHOBNEHO Ha M2BM, ncnonb3ytowyto MAKM «Kpuntollpo HSM».
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CTpykTypa aucka:

I
\---Windows
| | hsm-itanium-eng.msi
| | hsm-itanium-rus.msi
| | hsm-win32-eng.msi
| | hsm-win32-rus.msi
| | hsm-x64-eng.msi
| | hsm-x64rus.msi
+---HsmClient
| + KC1
| + x32
| | ..moaynw...
| + x86_64
| + KC2
| + x32
| | ..moaynw...
| + x86_64
| ..MoAaynn...
| + KC3
| + x32
| | ..moaynw...
| + x86_64
| ...Mmoaynu...
| + KB
| + x32
| | ..moaynmw...
| + x86_64
| ..moaynu...
| ...Moaynu...
+---HsmClient_A
| + KC1
| + x32
| | ..moaynmw...
| + x86_64
| + KC2
| + x32
| | ..moaynm...
| + x86_64
| ...Moaynu...
| + KC3
| + x32
| | ..moaynm...
| + x86_64
| ..Moaynu...
| + KB
+ x32
| ..moaynm...
+ x86_64
..Moaynu...

B coctaB moagynen «Kpuntollpo HSM Client» BxoasT:
cprocsp-compat-altlinux-1.0.0-1.noarch.rpm

cprocsp-curl-[64-14.0.0-4.{i486|x86_64}.rpm
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cprocsp-rdr-gui-[64-]4.0.0-4.{i486|x86_64}.rpm

cprocsp-rdr-pcsc-[64-14.0.0-4.{i486|x86_64}.rpm

cprocsp-XXX-[64-14.0.0-4.{i486|x86_64}.rpm

cprocsp-fenixm-client-[64-]4.0.0-4.{i486|x86_64}.rpm

cprocsp-stunnel-[64-]4.0.0-4.{i486|x86_64}.rpm

Isb-cprocsp-base-4.0.0-4.noarch.rpm

Isb-cprocsp-capilite-[64-]4.0.0-4.{ i486|x86_64}.rpm

Isb-cprocsp-rdr-[64-14.0.0-4.{ i486|x86_64}.rpm

Isb-cprocsp-rdr-sobol-[64-]4.0.0-4.{ i486|x86_64}.rpm

Isb-cprocsp-pkcs11-[64-]4.0.0-4.{i486|x86_64}. rpm

Tak KakK AaHHbIA AOKYMEHT COAEpXMUT onucaHue npumeHeHunss MAKM ansa cucrem,

6asupytowmxca Ha Unix/Linux nnatdopmax, Huxe 6yayT nepeymncrieHbl ToNIbKo HeobXxoanMble

Ansa 3Toro KOMNOHEHTDI.

MNakeT cprocsp-fenixm-client coaepxut moaynu:

libcspr - 6ubnunoteka wuHTepdenca Crypto-Pro CSP (Microsoft CSP),

nepeagpecytowas Bbi30Bbl K cepBucy B3ammogenctems ¢ NAKM (kchansrv);

kchansrv - cepBuc (4emMoH), peanm3yllMin KaHan <«K», TpaHCAupylowmi

BbI30Bbl CSP nHTepdenca k MNMAKM;

libcspsrv - 6ubnnorteka, obecneumBarowlas TpPaHCNOPT BbI3OBOB Mexay

MPUIOXEHNSIMN 1 cepBuUcoM KaHana «K» (kchansrv).

Maket Isb-cprocsp-capilite cogepxnt mogynu:

cryptcp, csptestf, inittst - npnnoxeHnsa komaHaHOM CcTpokn ans paboTbl C
cepTudmkaTamun, WNGpPoBaHUS U pacluM@poBaHMS AaHHbIX, CO34aHUs U
NpoBEPKW  31EeKTPOHHOW noanucu  (3M), XewupoBaHMS  AaHHbLIX C

NCNONb30BaHNEM CEPTUDUKATOB OTKPbIThIX KHOUEN;

der2xer - npunoXxeHne KoMaHAHOW CTpoku KoHBepTaumm ASN1 ctpykTyp PKI
B XER cdopmaT (XML) n obpaTHO;
certmgr - npunoxeHune KOMaHAHOW CTpoku Ans paboTbl C XpaHuULaMU

cepTmdunKaToB;

SV - TMpWIOXeHWe KOMaHAHOW CTpoKW Ans (opMUPOBaAHMS U MPOBEPKMU

3NeKTPOHHOM noanucu danna;
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libasnldata - 6ubnunoteka nopnepxkm ASN1 cTpykTyp PKI, coaepxut
dyHKUMM npeobpazoBaHUs CTPYKTYp [AaHHbIX B MalWHHO-He3aBMCUMMOe
npeacraBneHue;

libcapilite, libcapi20 - 6ubnuotekn wuHtepdenca CryptoAPI. UHTepdeiic

Moayns capilite apnaetcsa nogMHoXecTBOM nHTepdenca CryptoAPI v. 2.0;
libcpext - 6ubnnoTeka BcnoMmoraTenbHbIX QyHKUNI Ans paboTbl C KAlo4YamMu;
libpkixcmp - 6ubnmnoTteka (yHKUMA BbICOKOro ypoBHS ans pabotsl ¢ CMP
(Certificate Message Protocol) coobweHnssMM, peanusaumm KOMMOHEHT
YAOCTOBEPSIOLMX LLEHTPOB;

libssp - 6ubnnoteka nogaepxkn Security Support Provider Interface (SSPI);
libpkivalidator - 6ubnnorteka gyHKUUA AOMNOAHUTENBHON NPOBEPKU LEMOYKHU
cepTUdnKaToOB, OCHOBAHHOW Ha MONUTUKAX UCMOJSIb30BaHUA cepTUdUKaToB;
libenroll - 6ubnnoteka noaaep>XXKM reHepaumy 3anpocoB Ha cepTuduKaThl
OTKPbITbIX K/HOYeEn;

libtsp, libocsp,libtspcli - 6ubnuotekn nogaepxku ¢opmaToB 3anpocoB K
cepBMCaM LUTaMMNOB BPEMEHW M OHNANH MPOBEPKN CTaTyCcoB cepTUdUKaToB;
Liburlretrieve - 6ubnuorteka noaaepxku poctyna K pecypcam no URL

aapecam.

MakeT Isb-cprocsp-rdr cogepxuTt Mmoaynu:

cpverify - yTunmrta KOMaHAHOM CTPOKWU ANS MPOBEPKU LENOCTHOCTM MoAynemn
CK3W©;

cpconfig - yTunuta KOMaHAHOW CTPOKU Ans kKoHburypuposaHus CK3U
(paboTa ¢ KOHpUrypauMoHHbIM dainom);

csptest - yTunuTa KOMaHAHOWM CTPOKM ans npoBepku
pabotocnocobHocTn/TectupoBaHmns CK3U;

wipefile - ytunnta KoMaHAHOW CTpoku Ansa yaaneHums dannoB BMecTe C
COAEPXMMbIM MPU WTATHbIX U HeWTaTHbIX (CBONMpPOBaHME) CUTyaumsx;
libcapil0 - 6ubnnoTteka, peanuaylollass OCHOBHble GYHKUMKM UHTepdelca
CryptoAPI;

librdrdsrf - 6ubnuorteka nogaepxxkn ACH OACAOP;

librdrfatl2 -  6ubnuoreka NOAAEPXKN  CUYMTbIBATENEN Knto4eBom
nHdbopmaunm, obecneumBaeT MNOAAEPXKKY JAOCTyna K ¢dnonnu ANCKOBOAY,

avckete 3,5” 1 pasgeny XecTkoro AUcKa;
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e librdrrdr - 6ubnuoTeka nNoaAep>XKM cuyMTbiBaTENEN Ko4eBOM MHOpMauumu,
obecneumBawwas yHUDUUMPOBAHHbIN WHTEpdENC A[OoCTyna K K/AYEBbIM

HOCUTENSAAM BHE 3aBUCUMOCTU OT UX TUNA;
e librdrrndm - 6u6bnnoteka nogaepxku ACY;

o librdrsup - 6ubnuoteka AONOMHUTENbHbLIX (QYHKUWIA Noadep>XKn paboTbl C
obopynoBaHmneM, obecneumBaeT peanusaumto obwmx dyHKUMA pocTyna K

pa3/INyHbIM YCTPOMCTBAM XPAHEHUS KIIHOUEBbIX HOCUTENEN.
MakeT Isb-cprocsp-rdr-sobol coaepxut moaynu:
e librdrsbl - 6ubnnorteka nogaepxkn ACH «Cobonb-2».
MakeT cprocsp-rdr-pcsc coaepXuUT MOAY/IN:

o librdrpcsc - 6ubnmorteka nogaep>XXKu cuymTbiBaTENEN KOUYEBOW MHpOpMaunm
— YCTPOWCTB 4YTeHMs cMapT-KapT W eToken, nogaepxuBatowmx uHTepdenc

PC/SC,;

o librdrric - 6mbnunoTeka noadepXKW HoOCuUTenem K4YeBOoM MHGOpMaumn -

cMapT kapt OCKAP.
MakeT Isb-cprocsp-base coaepxut Mmogynu:

e Cprocsp - MoAynb CTapTta/octaHoBa cepBucoB (AeMOHOB) o06paboTku

KpunTorpaduyeckux BbI3OBOB;
e JIOKanAU3npoBaHHble Bepcun MaHyana (man);

. CLleHapMVI Co34aHMa BCeX KaTasoros, HeobxoanMbIX AOns YCTaHOBKU M

dyHKumnoHmpoaHus CK3U.

MakeT cprocsp-compat-altlinux cogepxunTt moaynu:

e Id-Isb - moaynb nogaepxkm comectumoctn OC ALT Linux ¢ LCB
MakeT cprocsp-compat-altlinux cogepxuTt moaynu:

e Id-Isb - moaynb nogaepxkm comectumoctn OC ALT Linux ¢ LCB
MakeT cprocsp-curl coaepXxuT Moaynu:

e libcpcurl - Mmogynb goctyna K pecypcam no URL
MakeT cprocsp-rdr-gui coaepXxuT MOaYyNun:

¢ librdrrndmbio_gui - moaynb nogaepxkm BUO ACH (OKHO)

o libxcpui - Moaynb noaaep>Xknm oKoH BBOAA pin KOAOB
MakeT cprocsp-XXX coaepXxut MOAYyNM U CEepPBUCHI peanusylolne OCHOBHbIE

KpunTtorpadunyeckne GyHKUNN YKa3aHHOIO yYPOBHS 3awmTbl (XXX):

Maket Isb-cprocsp-pkcsll coaepxuT Moayan  NOAAEPXKKM  MPOrpaMMHOro

KpunTtorpaduyeckoro nHtepderca PKCS#11:
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Maketr cprocsp-stunnel cogepxut ™Moaynm obecneumBatowme TpPaAHCNALMIO
kpuntorpagpuuecknx B MAKM «Kpuntollpo HSM» ¢ wucnonb3oBaHuMeM npoTokona TLS

(nopgaoepyxkka KaHana «K2»).

5.4.2 CTPYKTYPA KATANOIOB KOMMOHEHT CK3U

B 3aBMCMMOCTM OT OMNEpPauMOHHOM CUCTeMbl KOMMOHeHTbl CK3U  (MK3U),

YCTaHaBJ/INBAd€EMbIE Ha pa6oqe171 CTaHUMMN unn cepBepe MOryTt pacnosiaratbCa B pa3HbIX

MecCTax.

HanmeHoBaHue LSB coBmectumas OC
KOMMOHEHT

Paspensemble /opt/cprocsp/lib/.../
enébnunorteku

NcnonHaembie /opt/cprocsp/bin/.../
Moaynu

McnonHsaeMble /opt/cprocsp/sbin/.../

cepBuCbI(AEMOHbI)
KoHodurypaums /etc/opt/cprocsp/

Mpoune katanorn /var/opt/cprocsp///
ans M3MeHseMom

nHdopmMauunm

MpuMmeyaHue: ... (TpM TO‘-IKVI) O3Ha4yakT HaMMeHOBaHME noagKaTtasziora, COOTBETCTBYOLWENro0 TOMY

WKW MHOMY TUMY npoLeccopa.
5.4.3 CTPYKTYPA KOHOUTYPALIMOHHOIO ®ANA CK3U

KoHdurypaumoHHbin dann CK3WM B cpege onepaumoOHHbIX CUCTEM CEMENCTBA
Unix/Linux siBNseTca aHasioroMm BEeTBW peecTpa B onepaumoHHon cucteme Windows. B
3aBucumoctn ot OC MecTopacnosioXeHMe U WUMSA KOHPUrypauuoHHoro danna MoxeT
BapbupoBaTtbca. Ans 64-paspsgHbix Bepcun OC danna nmeetr mmsa configb4.ini, ansa 32-
paspsaaHbix- config.ini.

B LSB coBMecTMMbiXx OC MecTopacnofnioxeHue daina cneayouiee:

/etc/opt/cprocsp/

CTpykTypa KoHdUrypaumoHHoro gaina npmeoamtcs B MpunoxeHnn 4.
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5.5 BCTPAMBAHWE CK3U KPUMTOMNPO HSM B
NPUKJTAAHOE MO

Ans obecneyeHns 3alNUTbl 3/IEKTPOHHbIX AOKYMEHTOB M CO34aHMSA 3alUMLEHHOWN
aBTOMaTM3MPOBAHHOM CUCTEMbI B MEPBYI0 oYepeab UCMOMb3YT Kpuntorpaduyeckmne MeToabl
3alUnTbl, KOTOpble MO3BOMAKT ob6ecneynTb  3alUMTy  LESIOCTHOCTM, aBTopcTBa W
KOH®WAEHUNANbHOCTU 3/1EKTPOHHOW MHMOPMaLMM U peann3oBaTb MX B BUAE MPOrpaMMHbIX

WNKN annapaTHbIX CPeACTB, BCTPaMBaeMblX B aBTOMATU3NPOBAHHY CUCTEMY.

Ncnonb3oBaHue kpunTtorpaduyecknx cpeacts TpebyeT, Kak npaBuio, NMpPUMEHeHUs

TaKXe OpraHn3aumMoHHO-TEXHNYECKNX MEP 3allUUThbI.

Mpn co3aaHnK 3aLMLLEHHON aBTOMATM3MPOBAHHOW CUCTEMbI HEO6XO0AMMO ONpeaennTb
MoAenb Yrpo3 M nonutuky ee 6e3onacHoOCTU. B 3aBMCMMOCTM OT MOMMTUMKM 6e30MacHOCTM
onpeaensieTcs HeobxoAWMbI Habop KpunTorpaduyecknx ¢yHKUMA W OpraHM3auMOHHO-

TEXHUYECKNX MEpP, pealn3yemMbIX B co3jaBaeMon cucrteme.

MAKM «Kpuntollpo HSM» B nepByl oyepeab npeaHasHayeHO AJ19 BCTpauMBaHUSA B

npuKIagHoe nporpaMMHoe obecnevyeHue.

Mpu BcTpamBaHun T[MAKM  «Kpuntollpo HSM» B npukiagHoe nporpaMmMHoe
obecneyeHne HeoH6X0AMMO PYKOBOACTBOBATLCA onucaHuamu mHTepdenca NMAKM Kpuntollpo
HSM, npuBegeHHbiMn B XKTAW.00096-01 92 01. PykosBoacTBO nporpaMMucta. B ykasaHHOM
[OKYMeHTe npuBeAeHbl MNpUMepbl MWCMONb30BaHUS OTAEMbHbIX (YHKUMA MNpPOrpaMMHOro

obecneueHunsa NMAKM «Kpuntollpo HSM».

Ons nonyyeHus 6uHapHbIX Mogynen npuknagHoro NO Heo6xXoAMMO yCTAaHOBUTb NakeT
paspaboTumnka ans COOTBETCTBYHOLLEN nnaTtgopmsl Isb-cprocsp-devel-N1.N2.N3-

N4.noarch.rpm (ansa LSB coBMecTuMbix OC) (B CTaHAapTHYI NOCTaBKY HE BXOAUT).

5.6 ObWWME  MEPbI 3AWATBI OT HCA T1O C
YCTAHOBJIEHHbIMW CK3U ANA OC UNIX/LINUX

B uenom 3awmuweHHble Bepcum OC Linux no ymondaHuto obecrnedmBaeT A4OCTATOYHbIN
ypoBeHb 6e30nacHOCTU AN BbiNOSHEHNSA 06WKMX 3aaa4y cepBepa. pu ncnonb3osaHum M2BM
noa ynpasneHmeMm OC Unix/Linux ana peweHns 3agad, CBA3aHHbIX C 3alMTON MHMOpMaumu,
HeobxoaAMMO nNpeanpuHATb AOMOSHUTENbHbIE Mepbl OPraHU3auMOHHOIO M TeXHUYECKOro
XapakTepa W BbINO/HUTb AOMNOJSIHUTENbHblE HAaCTPOMKM ONepauMoHHON cucTeMbl. pu 3TOM
OOJKHA pellaTbCs 3a4a4a He TO/bKO Kak obecrnedyeHns AONOSHUTENBHON 3allUTbl cepBepa 1
OC ot HC/A, Tak n obecneuerHnss 6ecnepeboMHOro pexuma paboTbl U UCK/TIOYEHNS «OTKas3a B
06Ccny>XnBaHumM», BbI3BBAHHOIMO BHYTPEHHMMW MNpUYMHaMM (Hanpumep - MepenosiIHEHNEM

¢dannoBbIX CUCTEM).
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K opraHm3auMoOHHO-TEXHUYECKNM MepaM OTHOCSTCS:
e obecnedyeHune dpumsnyeckon 6esonacHOCTN cepBepa;
e  YCTaQHOBKa MporpamMMHbIX 06HOBEHWUI;

° opraHm3aumnda npoueaypbl pe3epBHOro KoOMMpoBaHUA W XpaHEHUA pPe3epBHbIX

Konun.
[ononHuTenbHblie HacTpoikm OC KacarTca crefytoLllero:

° orpaHmn4yeHume AOCTyna nosib3oBaTtenemn n HaCTDOP’IKM NnoJZib30BaTE/IbCKOIro

OKpYXXEeHUsI;

e  OrpaHWYeHWe CETEBbIX COEAMHEHWUN;

e  OrpaHWYeHUss NPU MOHTUPOBaAHUN (PalnNOBbLIX CUCTEM;
e  OrpaHWYEHMs Ha 3amnycK NpoLEeccoB;

. KOHTPOJ1b 3arpy3Kku OC u KOHTPOJIb UENOCTHOCTU CUCTEMHOIO W MpuUKIagHoOro
nporpaMmMHOro obecneveHna posnxeH obecneymBaTbCs npun noMown nporpaMMmHO-

annapaTtHOro KoMniaekca 3anTbl OT HC/[, 4TO 03HayvaeT:

— obecneyeHune KOHTpOJZIA4 A0CTyna npu nNoMOLn M,Cl,eHTMCbVIKaLI,MM

nonb3oBaTens C MCNOJIb30BaHMEM cmcTeMbl Touch Memory;

— BbINOJIHEHME 3arpy3kuM C (PUKCMPOBAHHOIO HOCUTENs MOC/e ero

KOHTpOSS;

— obecneyeHne  KoHTposs  uenoctHocth OC  u  npuknagHoro
nporpaMMHOro obecneyeHuss A0 3arpy3kuM Ha 3arpy3o4yHOM AMCKE U

APYrUX NOAKMOYEHHbIX AUCKaX.
e  [JONOJIHUTENbHbIE HaAcTpoliku sapa OC;

e  HaCTpOWKa CETeBbIX CEPBUCOB;

e OrpaHW4yeHue Konm4yecTtBa «BUANMOWN U3BHE» MHGMOPMaLMKM O CUCTEME;

e  HacTpolika NoACUCTEMbI NPOTOKONMPOBAHNUSA U ayauTa.
5.6.1 OPTAHN3AUMOHHO-TEXHNYECKUWE MEPBbI

1) C uenblo UCKIKYEHUA BO3MOXHOCTU 3arpy3km OC, OTAMYHOM OT yCTaHOBNEHHOM
Ha HDD M2BM, N3BM u ycTpoiicTBa 3arpy3kum AO/KHblI 6bITb onevaTaHbl. [onkeH 6biTb

obecneyeH Heo6XOANMBIN KOHTPOJIb LIE/TOCTHOCTU NevyaTen.
2) O6ecneueHune pusnyeckor 6ezonacHoCTU cepBepa

Cnegyer WCKNOYUTbL BO3MOXHOCTb JOCTYNa HEaBTOPM3OBAHHOIMO MepcoHana kK
KOHCOJIM, CUCTEME TMUTaHUA W  AOMNOJIHUTENbHBLIM  YCTPOWCTBaM, MNOAK/OYEHHbIM K
3alMLLLaeMOMy CepBepy MyTeM YCTAaHOBKW 060pyAoBaHUSA B CrMeLWasibHO BbIAE/IEHHOE W

3anupaeMoe noMeuwieHne (annapaTHY UK CEPBEPHYIO KOMHATY).
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[JocTyn nepcoHana B CEpBEPHY KOMHATy /JAO/MKeH 6biTb pernaMeHTUpoBaH
BHYTPEHHUM pacrnopsakoM  3KCMyaTUpYloLWeh  opraHusauum M [OOJHXHOCTHbIMU

NHCTPYKUMNSAMU.

Ans uckntovyeHnss c6oeB KOMMbOTEpPa, BbI3BAaHHbLIX OTK/IOYEHMEM 3/1EKTPOMUTAHUS,
HeobxoauMo ob6ecrneynTb 3NEKTPONUTaHNE cepBepa OT UCTOYHUKA 6ecnepebonHOro NUTaHus
[OCTATOYHOM MOLWHOCTM. Kak MWHUMYM, MoWHOCTM 6aTapell MUCTOYHMKa 6ecrnepeboirHoro
NUTaHUS AO/HKHO XBaTaTb Ha BPeMs [0CTAaTOYHOE ANS KOPPEKTHOro aBTOMaTUYeCcKoro

3aBepuieHus paGOTbI cepBepa.

3) OpraHusauus npoueaypbl Pe3epBHON0 KOMWPOBAHMS W XPaHEHUS pe3epBHbIX

KOMWMA.

Mpwn onpeaneneHun pernaMeHTa pe3epBHOrO KOMUPOBAHUS U XPaHEHUS pe3epBHbIX
Konun cnepyet obecneunTb OTBETCTBEHHOE XPaHEHWE pe3epBHbIX KOMWIN B 3anupaeMbiX
cedax (wkadax) v onpeaennTb nNpoueaypy BblAaun pe3epBHbIX KOMWI OTBETCTBEHHOMY
NepcoHany W YHUYTOXEHUS BblWeAWNX M3 ynoTpebneHus HocuTenen (NeHT, OAHOKPATHO

3anucbiBaeMbIX ANCKOB U Mp.).

CTaH,ClapTHbIMM MepaMmn nMno oOpraHndaunmm OTBETCTBEHHOINO XpaHEHUA HocuTenen

ABNAKOTCS:
e  MapKMpOBKa HocuUTesnen;

e  COCTaBJIEHME OMUCKU XPAHUMbIX HOCUTENEN C yKasaHWeM CepurHbIX (MHBEHTApPHbIX)
HOMepoB, AaT 3anucu HocuTenenm, amumnamen coTpygHuKa, co3gasBLlero Konuw Ans
Kaxaoro wkada (cenda);

e repuogmyeckas cBepka onucu n cogepxmmoro cerndos (wkados);

e OpraHusauus OTBETCTBEHHOrO XpaHeHUs U BblAauun knden ot celidos (wkados);
e  BO3MOXHOe€ oneyaTtbiBaHMe (onnoMbupoBaHune) cendos (wkados).

YHUYTOXEHNE BblleanX u3 yr|0Tpe6neHV|;| HOCuTenen [AOJSHKHO npon3BoanTbCA

KOMMUCCUEN C coCTaBNeHneM akTa 0b YHUUTOXEHUN.

4) B cucrteme peructpupyeTtcs OAWMH nofnb3oBaTenb, obnagawowmnm npasaMu
aAMUHUCTpaTopa, Hocawmm uMMa  root, Ha KOToporo Bo3naraetcs 0653aHHOCTb
KoHpurypuposaTb OC, HacTpamBaTb 6e3onacHocTb OC, a Takxe KoHpurypuposaTh NM3BM, Ha

KOoTopyto yctaHossieHa OC.

5) [Ona nonb3oBaTens root BbIGBUpAEeTCA HaAeXHblW MNapofib BXoJa B CUCTEMY,
YyOOBNETBOPAOLWNIA CeayolwmM TpeboBaHMAaM: ANMHA Naposis He MeHee 6 CMMBOJIOB, cpeau
CMMBOJIOB Mapos AOJKHblI BCTPeYaTbCs 3arfaBHble CMMBOJIbI, MPOMUCHbIE CUMBOJIbI, LNDPbI
N cneuuanbHble CMMBOJIbl, CPOK CMEHbl Maposis He pexe OAHOro pasa B Mecsl, AOCTYn K

napoJito AomkeH 6bITb o6ecneyeH TONbLKO agAMUHUCTPATOPY.

6) Monb3oBaTento root AOCTYMHbI HAaCTPOWKK Bcex nosnb3oBaTenen OC, KOTOpble OH

MOXeT rpocMaTpuBaTb, peaakTUpoBaTb, YyAandTb, co3aaBaTb. BceM nosb3oBaTensam,
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3apeructpmpoBaHHbiM B OC, nonb3oBaTtesib root B COOTBETCTBUN C MONMTUKON 6e30MacHoCTH,
NPUHATOW B OpraHMsauuu, OAeT MUHUMaNbHO BO3MOXHbIE A1 HOPMasbHOM paboTbl npaga.
Kaxablii nonb3oBatesib OC, He SABNAIOWNIACA NoNb30BaTeNeM root, MOXET NMpocMaTpuBaTh U
pefakTUpoBaTb TOJIbKO CBOW YCTAHOBKM B paMkKax MpaB AOCTyna, Ha3Ha4YeHHbIX eMy

nosib3oBaTenem root.

7) Bcex nonb3oBaTtenen MN2BM, KoTopble He MONb3YKTCA AAaHHOWM CUCTEMON, U BCeEX
CTaHAapTHbIX Nofib3oBaTenen, kKotopble cospatotTcsa B OC BO BpeMs yCTaHOBKM (Takux, Kak

«Sys», «uucp», «nuucp», u «listen»), kpome nonb3osBaTensa root, cneayeT yaanuThb.

8) B OC cyuwecTBYylOT ucrnosiHgeMble danbl, KOTOpblie 3anycKakwTcs C npaBaMu
nonb3oBatens root. 3TM dannbl MMelT ycTtaHoBneHHbin dnar SUID. MNonb3oBaTtenb root
OO/IKEeH onpeaennTtb, KakuM M3 3Tux (aiaos B paMKax OnpeaeneHHolh B opraHm3aumu
nonnTuknM 6e30nacHOCTU He TpebyeTcs 3amnyCcK C aAMWMHUCTPATMBHBLIMU MOJHOMOYUAMU, U C
nomowibto cbpoca dnara SUID ponxkKeH CBECTUM KOMMYECTBO TakKuMX (amioB K MUHUMYMY.
3anyck octaBwuxca dannos c yctaHoBneHHbiM dnarom SUID gosmkeH KOHTPOSIMpPOBaTbCSA

nosib3oBaTtenem root.

9) NMpu wucnonb3oBaHum [MAKM «Kpuntollpo HSM» Ha [2BM, noakKnt4YeHHbIX K
06LeaoCTYNHbIM  CeTaM  CBSA3WM, AO/KHbl OblTb NpeanpuHATbl  AONONAHUTENbHbIE  MEepbl,
UCK/IoYatloWwme BO3MOXHOCTb HECaHKUMOHMPOBAHHOIO JA0CTyrna K CUCTEMHLIM pecypcam
MCMOJIb3YEMbIX OMEpaLMOHHbIX CUCTEM, K MporpamMMHoMy obecnedyeHunto, B OKPYXeHUMn

kKoToporo dyHkumoHupytoT CK3UN, n kK komnoHeHTaM CK3W co CTOpOHbI YKa3aHHbIX CETEN.

10) NMpaBo poctyna Kk pabouynmMm MectaM C  ycCTaHoBfneHHbiM MO  TAKM
«Kpuntollpo HSM» npenocrtaensieTcsa TOMbLKO JfuMuaM, O03HAaKOMJIEHHbIM C MpaBuaamm
MONb30BaHMA WM U3YUYMBLUMM  3BKCMNYATaUMOHHYK  OOKYMEHTauMi Ha nporpaMmMHoe

obecneueHune, umerolLlee B cBoeM coctase «Kpuntollpo HSM».

11) Ha TexHumuyecknx cpeacrtBax, OcCHaweHHbix [MAKM Kpuntollpo HSM gosikHO

MCNOSIb30BaTbCS TOJIbKO JIMLEH3NOHHOE NMporpaMMHoe obecrneyeHne GMpM-Npons3BoaUTENEN.

12) B BIOS onpegenstoTcss YCTaHOBKW, WCK/OYaloWmMe BO3MOXHOCTb 3arpysku
onepaunoHHOM CUCTEMbl, OTIMYHOM OT yCTaHOBNEHHOM Ha HDD: oTknto4aeTcs BO3MOXHOCTb
3arpyskm ¢ rmbkoro gucka, npusoga CD-ROM u npouymne HecTaHgapTHble BUAbl 3arpysku OC,
BKJIlOUAA ceTeBYIO 3arpy3ky. He npumensioTca N2BM ¢ BIOS, mncknoyaowmM BO3MOXHOCTb

OTKKO4YeHUs ceTeBol 3arpy3kum OC.

13) CpeactBammn BIOS posmkHa 6blTb  MCKAOYEHA BO3MOXHOCTb  OTK/IKOYEHUS
nonb3oBatensaMmn ISA-yctponcts n PCI-ycTponcTB. ANna UCKAKOYEHNS 3TOM BO3MOXHOCTU BXOA
B BIOS 2BM pomxeH 6bITb 3awuuieH MaposieM, K KOTOPOMY MpeabsBAsflTCS Te Xe
TpeboBaHMA, 4TO M K Naponto nonb3osatens root. MNaponb ana Bxoaa B BIOS pomxeH 6biTb
M3BeCTeH TONIbKO MOb30BaTesto root U 6bITb OTAIMYHBLIM OT MAposis Nofib3oBaTensa root Ans

Bxoaa B OC.
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14) Qo 3arpy3ku OC pgomkeH 6biTb peanu3oBaH KOHTPOJb LIESIOCTHOCTU (halifos,

KPUTUYHLIX Ansa 3arpy3ku OC n nporpammbl CPVERIFY.

15) Mpn 3arpydke OC pgomkeH O6biTb peann3oBaH KOHTPOJSb  LEOCTHOCTM
nporpamMmMHoro obecneyeHus, exoasuero B coctaB NAKM «Kpuntollpo HSM», camoin OC u
BCeX WCNOSHAEeMbIX ¢annos, QyHKUMOHUPYOWMX coBMecTHO ¢ CK3W ¢ ucnonb3oBaHueM
nporpammbl CPVERIFY.

16) Cpeactsamun BIOS pgoskHa 6biTb MCKAKOYEHA BO3MOXHOCTb paboTbl Ha DBM, ecnum

BO BpPEMS ero Ha4yasibHOM 3arpy3kun He NMpoxoAasaT BCTpOeHHble TecTbl DBM (POST).

17) Ha NM3BM yctaHaBnuBaeTca Tonbko ogHa OC. Ha M2BM He ycTaHaBnmBatoTCs
cpeacts paspabotkm u otnagku MO. Ecnu cpeacrtBa oTnagku MPUIOXKEHUA HYXHbl ANs
TexHo/lormyeckmx nortpebHoCcTel opraHmM3auuMm, TO WX WCNOSb30BaHME [OIXKHO ObiTb
CaHKLUMOHMPOBAHO aaMuHUCTpaTopoM 6e3onacHoctn. B nwbom cnydae 3anpellaertcs
MCMoJsIb30BaTb 3TU CpeAcTBa ANS NMPOCMOTPa U peAakKTMPOBaHUS KoAa M NAaMATU NMPUITOXEHUNA,
ncnonb3ytowmnx CK3U. Cneayet msberatb nonagaHus B CUCTEMY MPOrpaMM, MO3BONSIOLWIMX,

nonb3ysicb owmnbkamm OC, nony4yaTb NpuBunerun root.

18) Jo/mkHO 6biTb OrpaHMyeHo (C y4yeToM BbI6paHHOM B OpraHu3auuuM MNOJNTUKK
6e30MacHOCTM) MCMNONb30BaHME MOSb30BaTeNsIMM KOMaHA cron M at - 3anycka KoMaHz B

yKa3aHHoe BpeMms.

19) [lomkHO 6bITb peanns3oBaHo (GU3MYECKoe 3aTUpaHWE COAEPXKMMOro yaansieMbix

dannos ¢ ncnonbsosaHmnem nporpammbl Wipefile ns cocrasa CK3W.

20) JomxkHbl 6bITb OTKKOYEHbI BCE HENCMNOJ/Ib3yEMbIE CETEBbLIE MPOTOKOJIbl CETEBbLIE

MPOTOKOJIbl.

21) B cny4dae nogkntodeHus MIBM c¢ yctaHoBneHHbIM CK3U K 06WenoCcTynHbIM CeTsaM
rnepeaayn AaHHbIX AO/HKHO 6bITb OTKAKOYEHO Mcnonb3oBaHue JavaScript, VBScript, ActiveX un

APYT1X NPOrpaMMHbIX 06bEKTOB, 3arpy>aeMblxX U3 CeTU, B NPUKNAAHbIX MporpaMmax.

22) JomxHbl 6bITb MPUHATLI MEPbl MO UCKIOYEHNID HECAaHKLUMOHWMPOBAHHOMO A0OCTyna
MOCTOPOHHUX /UL, B MOMELWEHUs, B KOTOPbIX YCTAaHOBJIEHbl TexHuyeckune cpencrtsa [MAKM
«Kpuntollpo HSM», no poay cBoel [AeATeNbHOCTU He SBASKWUXCS NnepcoHanom,

AonyweHHbIM K pa60Te B YKa3aHHbIX NMOMeLleHNAX.

23) JomkHO 6bITb 3anpeLlleHo oCTaBnATb 6e3 KOHTPOMSA BblUMCUTENbHbIE CPEeaCTBa,
Ha KoTopbiX akcrnyatTupyetcs NMAKM Kpuntollpo HSM nocne BBoga Kno4eBon UHMOpMaLM.
Mpn yxone nonb3oBaTensa ¢ paboyero MecTa AO/KHO WMCNOMb30BaTbCA aBToOMaTU4YecKoe

BK/1lOYEHNE napoanoﬁ 3aCTaBKMWu.

24) N3 cocTtaBa CUCTEMbl AOJIKHO 6bITb UCKAKOYEHO 060pyAoOBaHME, KOTOPOE MOXET
co3gaBatb Yyrpody 6esonacHoctm OC. Takxe Heobxoammo wu3beratb WCMNONb30BaHUS
HecTaHAapTHbIX annapaTHbIX cpencTs, NMEeLWmX BO3MOXHOCTb BNUSATb Ha

dyHKUMOHMpoBaHue MN3BM munm OC.
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25) NM2BM, Ha koTopble ycTtaHaBnmaeTtcsa O CK3W, ponxHbl 6blTb AOMYLUEHBI
YCTaHOBNEHHbIM MOPSAKOM Asst 06paboTkm MHGOpPMaUUM OrpaHUYEHHOro AoCTyna U UMETb

COOTBEeTCTBYlOLWME MNpeanucaHmsa Ha aKcrnayaTaumio.

26) Ha Bce aupekTtopuu, cogepxawme cuctemHole dannbl OC n katanorm CK3WU,
HeobxoAMMO YCTaHOBUTb MpaBa AOCTyMna, 3anpewarlme BCEM MONb30BaATENSIM, KpPOME

Bnagenbua (Owner), 3anuce.

27) B cBA3nM C TeM, 4TO aBapuiHbIM AaMmn onepaTUBHOM MaMATM MOXET CoAepXaTb
KpunTorpaduyeckn onacHyw uHbOpMaumio, B MNpUKIaAHbIX MporpamMMax, WMCNosb3YHLWMX
CK3W1, cnepyeT OTKAOYUTb BO3MOXHOCTb €ro co3gaHus ¢ noMouwbtlo dyHkumm setrlimit c
napametpoM RLIMIT_CORE=0.

28) B OC ncnonb3yeTtcs BupTyanbHas namatb. O6nactb BUPTYanbHOW NaMsATU A0JKHA
O6bITb OpraHmsoBaHa Ha otaenbHoMm HDD. Mo okoHuyaHum paboTtbl CK3U coaepxumoe
BUPTYyasibHON NaMATU AO/KHO 3aTupaTtbCd C uMcnonb3oBaHuem cpeacte OC. B cnydae
aBapumHoro ocrtaHosa [M2BM, npu cnegytowern 3arpyske HeobxoomMmo B pexnme «single
user» o4ncTUTb 06/1aCTb BUpPTYasbHOM NamMaTn nporpamMmoint wipefile, Bxoaswei B coctas MO
CK3WN. B cny4dae Bbixoga u3 crtpoa HDD, Ha kOTopoM HaxoauTcsa o6sacTb BUPTYasbHOM
namMsaTu, Kpuntorpaduyeckme KAUM noanexart BbiBoAy W3 pJekcteua, a HDD - He
rnognexatwuMm pemMoHTy. DToT HDD yHMYTOXaeTcsa no rnpaBuiiaM YHUUTOXEHUS KJTHOYEBbIX

HocuTenen.
29) B ycnosusax:

o ecnn nHdopmauusa, obpabateiBaemasa MAK, noanexuTt 3awute B COOTBETCTBUM C
3aKoHoAaTeNnbLCTBOM Poccuiickon degepaunn;

o Npu opraHmsaumm kKpunTtorpaduyeckon 3sawuTtbl MHPoOpMaumnm B deaepanbHbIX
opraHax WCNOJIHUTENbHOW BAAcTM M B OpraHax WCNOJHUTENbHOM BNAacTu CybbekToB
Poccuiickon ®epepaumn;

o nNpu opraHmsaumu Kpuntorpaduyeckonm 3awmTtbl obpabaTbiBaemon [1AK
WHpOpMaLunM, B OpraHM3aumax He3aBUMCUMMO OT UX OpraHU3auMoHHO-NMpaBoBOW (OpPMbl U
(dopMbl COBCTBEHHOCTU MPU BbLINOJIHEHUM MMU 3aKa30B Ha MOCTaBKYy TOBApOB, BbIMOJIHEHME
paboT uan okKasaHue yCnyr Ans rocyAapCTBEHHbIX HYXA

ANS OrpaHM4YeHMsi BO3MOXHOCTM BJIMSIHMS annapaTHbiX KOMMOHeHToB CBT Ha
dYHKUMOHMpPOBaHUe uHTepdencHbIX Moaynen HeobxoaAMMO MnpoBeAeHUEe UCCefOBaHUn Ha
cooTBeTcTBMe 1O BIOS CBT, Ha KoTopbiX ycTaHoBneHo CK3UN «BpeMeHHbIM MeToAn4YeCKUM
pekoMeHAauusaM K MpoBeAEeHUI0 WccneaoBaHWint nporpamMmHoro obecnedeHus BIOS no

AOKYMEHTUPOBAHHbLIM BO3MOXHOCTAM> .
5.6.2 NOMNOJIHUTENbHBIE HACTPOWKW OC LINUX

Hactponkn OC BbIMOSHAKTCA NyTeM pegakTumpoBaHusa (yaaneHusi, pobasneHus)

Pas/IMUHbIX KOHMUIYPALMOHHbBIX U KOMaHAHbIX halinoB.




XKTAN.00096-01 90 02. KpunTtollpo HSM. Ncnonb3oBaHne MHTEpdENCHBIX MOAYEN 32

Ons  CcoXpaHeHMs BO3MOXHOCTU «OTKATUTb» BHECEHHble W3MEHEHUS creayeTt
CoxpaHaTb Moanduumpyemble dannbl B "6e3onacHoM" MecTe (Ha BHELWHEM HOCUTENE U/IN Ha

He MOHTUPYEMOW aBTOMaTudecku hannoBon CMCTEME).

1) OrpaHquHme AOCTyna rnosib3oBaTtesien n HaCTDOI‘/'IKI/I Mnos1b30BaTE/IbCKOro

OKpYXeHus
HacTpoika nonb30BaTeNbCKOro OKPYXEHNS 3aK/l4aeTcs B CneayrLwwmx 4enCcTBUSaX:
a) B danne /etc/login.defs cneagyet yctaHoBUTbL cneayowme ANPEKTUBDI:

PASS_MAX_DAYS=30 (napameTp 3ajaéT MaKcuMasnbHoe BpeM4

MCMosib30BaHMsA Maposs)

PASS_MIN_DAYS=30 (napameTp 3a4aéT MWHUMa/bHOE KOJIMYEeCTBO AHeN

MexAay CMeHaMu napons)
PASS_MIN_LEN=6 (ycTtaHaBAMBaET MUHUMAJIbHYO ASINHY Napons)

b) B daiine /etc/profile yctaHoBUTb 3HadeHns umask=022 (napameTp 3agaeT Macky

co3gaHusa daiiaia No yYMOoS4YaHUIo)

c) [Ana nonb3oBaTens root ycTaHOBUTb MacKy pexuma co3gaHus daiinos 077 wnu
027:

umask 077 (umask 027);

d) OtpegaktunpoBaTb ann /etc/shells 1 nomectnte B HEro MMeHa TONbLKO AN Tex
ncnosHsemblx ¢dannos obonoyvek, KOTOpble YCTaHOBAEHbl B cucteMme. [lo yMon4daHwuto,

cogepxxnmoe danna /etc/shells moxeT 6bITb TaKUM:
/bin/csh
/bin/tcsh
/bin/sh
/bin/bash
e) Ypanutb dann (ecnm oH cywecrteyeT) /.rhosts.
f)  Ymanutb cogepxumoe danina /etc/host.equiv.

g) OtpemaktupoBatb  dann  /etc/pam.conf ¢ uenblo  3anpeTta rhosts-
ayTeHTudumKaumm. BbINOMHAETCA KOMMEHTMPOBaHMEM BCEX CTPOK, coAepXalmx noaCTPOKY

"pam_rhosts_auth.so".

h) MpoBepuTb MaeHTUGUKATOPbI NOAb30BATENSA M FPynnbl AN BCeX MNosib30BaTesnen,
nepedncneHHbolx B Qanne /etc/passwd. Cnepyer ybeouTbCsi, 4TO He CywecTByeT
nosib3oBaTtenien, umerwmnx uaeHtndunkatop nonblosatens 0 n mnaeHTudukaTop rpynnbl 0

KpoMe, BO3MOXHO, Mosb30BaTeNs root.

i) Co3gaTb NMEpPEYEHDb nporpamm, KOTOpblE 3anyckakTca C npaBamMu

aaAMNHNCTPATOpa, U KOHTPOJZIMpOBaTb €ro HEM3MEHHOCTb.
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j) 3anpetuTb perucTtpaumio B CUCTeMe Mo/ib30BaTesien, MMeLWnx cneaylume
«CcnyxebHble MMeHa»:
Daemon, bin, sys adm, Ip, smtp, uucp, nuucp, listen, nobody, noaccess
[encremne BbINONHAETCA NyTeM yKasaHusa B dpanne /etc/passwd ctpoku '/bin/false’
B nosie shell-nporpamMmbl 1 ykasaHus cmmeona 'x' B none napons.

2) OrpaHunyeHns Npu MOHTUPOBAHUU (PANOBLIX CUCTEM

OrpaHnyeHns Npu MOHTMPOBaHUM HaNNOBbLIX CUCTEM pPeaNM3yrTCa peaaKTUPOBaHMNEM
daina /etc/fstab:

YCcTaHoBUTL onuuto nosuid Nnpu MOHTUPOBaHUKU aIOBON CUCTEMBI /var.

Mpn wWMHCTaNIsIUMM CUCTEMbI chieayeT Bblaenutb ansd dannosbix cucrtem /, /usr,
Jusr/local, /var pa3sHbie pa3genbl AMCKa Ana npeaoTBpalleHUss NepenosiHEHUS KPUTUYHbIX
dannosbix cucrtem (/, /var) 3a cyeT, HanpuMmep, NMosb3oBaTeNbCKMX AAaHHbIX U obecneveHuns
BO3MOXHOCTU MOHTMPOBaHUA QansioBON CUCTEMbI /USK B PEXUME «TOMBbKO ANS YUTEHUS».

3) OrpaHu4yeHuns Ha 3anycK NpoLeccos

CnegyeTr OrpaHuMYuUTb WCMNOMb30BaHWME B CUCTEME MNAHUPOBLIMKA 3adad cron wu
cpeacTts nakeTHon 06paboTku 3agaHui. Ons HopManbHOro (YHKLUWOHMPOBAHUS CUCTEMBI
MUHMMaNbHO HEO6XOAMMbIM SBNAETCS pa3pelleHMe WCMNOSIb30BaHUS MAaHWPOBLUMKA 3aaad
Cron M CpeacTtB MakeTHon o06paboTkuM 3ajaHMM TONbKO nosib3oBaTtento root. [Ansd 3Toro

cneayeT BbiNoNIHUTL cneayroumne KoMaHAabl (OT NnMeHU cynepnonb3OBaTenﬂ):
echo root > /etc/cron.allow
echo root > /etc/at.allow
4) HacTpolika ceTeBbiX CEpBUCOB
HacTpoitka ceTeBbIX CEPBUCOB 3aK/OYAETCH B C/eaYOLWEM:

a) CnegyeT oOrpaHuuuTb (PYHKUMOHANBHOCTL [AEMOHA YNpaB/iEHUST CETEBbIMU
coeanHeHusaMun xinetd. [lencTeme 3akni4aeTcs B pegaktupoBaHmm danna /etc/xinetd.conf u
dannoe B kartanore /etc/xinetd.d. Kak MnHuMyMm, crnepgyeTt 3anpetuTb cneaytoume CepBUCHI:

Echo discard daytime chargen finger nfsd systat netstat tftp telnet

Ecnn He nnaHupyeTcsa MCNonb3oBaTb HaCTpaMBaeMbl KOMMNbKOTEp B KayecTsBe
MaplpyTusaTopa, HeobxoauMoO B CTapToBble ¢akabl MoOMecTUTb KomaHay /sbin/sysctl -w

net.ipv4.ip_forward = 0

CnepyeT 3anpeTuTb NpuveM U3 BHELWHEN CeTU <«LupokosBellaTenbHbix» (broadcast)

MaKEeTOB, a TakKXe nepegadyy OTBETOB Ha MNPUHATbIE KWWMPOKOBELLATE/IbHbIE» MaAKETbI.

b) 3anpetutb cynepnonb3oBaTtento gocrtyn no ftp, ana storo Ao6aBuUTb «root» B

dann /etc/ftpusers

C) 3anyctuTb npouedypy — peructpaumMmM  3anycka —npoueccoe  (accounting)

BbIMOSIHEHNEM KOMaHAbl /sbin/accton
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d) Ecnu nnanupyetcs mcnonb3oBaTb Ha HacTpamBaeMOM cepBepe cepBuc FTP, To
cnepyet co3paTtbh (OTpeaakTupoBaTb) dann /etc/ftpusers co cnMCKOM Monb3oBaTenen, Ans
KOTOPbIX 3anpeweH AOCTyMn K cepBepy No npoTokony FTP. ®aiin nmeet TEKCTOBbIA popMaT u
OOJ/IKEeH coAepXaTb Mo OAHOMY MMEHW MoNb30BaTens B CTpoke. B cnucke "3anpeleHHbIx"
nonb3oBaTenen, Kak MWHUMYM, [O/KHbl OblTb MEpeyncrieHbl crleaylwue UMeHa

nosib3oBaTenen:

adm

bin
daemon
listen

Ip
nobody

noaccess

Ans orpaHuyeHuWss [AOCTyna K CUCTEeMHbIM dainam Ans HenpuBUIErMpoBaHHbIX

rnosb3oBaTtesien, U3 KOMaHAHOWN CTPOKUM CcneayeT BbINoONIHNTL cnegyrouwmne KoMaHAbl:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at
chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode
Takxe cnegyet o6bHynuTb dnar SGID Ans HEKOTOPbIX UCMONTHAEMbIX (alinoB:
chmod g-s /bin/mail
chmod g-s /usr/bin/write
chmod g-s /bin/netstat
chmod g-s /usr/sbin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /sbin/arp
chmod g-s /bin/dmesg
chmod g-s /sbin/swapon
chmod g-s /usr/bin/wall

5) OrpaHnyeHne Konn4ecTBa «BUAMMON NU3BHE» MHPOPMALMKM O CUCTEME
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O6bI4YHO, Ha4vanbHy MHMOPMaLNIO O CUCTEME NOTEHUMANbHbINA HapyLwuTenb nosy4daeT
M3 CUCTEMHbIX MpuUrnaweHuin, BblAaBaeMblx ceTeBbiMM cnyxbamu cepsepa (telnet-cepsep,
ftp-cepBep v np.).

MoaToMy, K MepaM MO OrpaHUYEHUIO KONMYECTBa «BUAMMOW WU3BHE» MHMOpPMaLMKU O

CUCTEME OTHOCATCA:

e (OTKa3 OT CTaHAApPTHOro «3arosioBKa», BbIBOAMMOro cepsepoM ftp npu oTeete
nonb3oBartento. [focturaetcd ykasaHuem B dawnne /etc/default/ftpd
cneayuwmx AUMPEKTUB:

BANNER=""

e PepaktuposaHue dannos /etc/issue, /etc/ftp-banner n /etc/motd c uenbio

pasbsCHEHUSI NMONb30BATENAM NMpaBuUa M NONTUKK AOCTyNa K cepsepy ftp.
6) HacTpolika noAacMcTeMbl NPOTOKO/IMPOBAHNSA U ayauTa

CneayeT yAOCTOBEPUTLCS, YTO TOMIbLKO MOSIb30BaTeNlb roOt MMEeeT AOCTYN Ha 3anucb

ans cnepyowmx gannos:

/var/log/authlog
/var/log/syslog
/var/log/messages
/var/log/sulog
/var/log/utmp
/var/log/utmpx
Ecnn Ha HacTpavBaeMoM cepBepe ucnonb3yeTcs web-cepBep, To cneayeTt ybeantbcs,

4YTO TOJSIbKO «Bnageneu» npouecca httpd nMeer goctyn Ha 3anucb K NnpoTokonam httpd

OrpaHuumntb (C y4yeToM BbI6paHHOW B OpraHmMsauum nNoAUTMKKM ©Ge30nacHOCTK)
MCMoJIb30BaHMe Nosib30BaTEN MM KOMaHA Su M sudo - npenocTaBNeHUs MNOJSb30BaTENO

AAMUHNCTPATUBHbIX MOJIHOMOYUM

CneayeTt NpoTOKO/IMPOBaTb MOMbITKN MCMNOJIb30BaHWUS NMporpamMm su u sudo. Ans aToro,

B dann /etc/syslog.conf cnegyet no6aBuTb 3anmch:
auth.notice /var/log/authlog
nnum
auth.notice /var/log/authlog, @loghost

BTopasi cTpoka aHasiorMyHa nepBOi, HO YyKasblBaeT, YTO MPOTOKON AOMOSIHUTESIbHO

nepeaaeTcsi Ha cepsep cb6opa MPOTOKOSIOB.

Cneanyetr obecneynTb MNPOTOKOSIMPOBAHME HeyCMNeLWHbIX MOMbITOK perncrtpaunn B

CUCTeMe B NIoKanbHOM NpoTokone. [Ansa 3Toro, cneayeT BbINOAHUTL cnefyowme KoMaHabl:

touch /var/adm/loginlog

chown root /var/adm/loginlog
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chgrp root /var/adm/loginlog
chmod 644 /var/adm/loginlog
[ns npoTOKONMPOBaHWUS CeTeBbIX COEAMHEHWI, KOHTPONMPYEMbIX AEMOHOM Xinetd
(Bkntoyas paTy/BpeMs coeamHeHnus, IP-agpec knveHTa, YCTaHOBUBLUErO COEAMHEHME N UMS
cepBuca, obcnyxusatowero coeauHeHme), B dann /etc/syslog.conf cneayer pobasutb
3anucbk: daemon.notice /var/log/syslog
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6. WCMOJZIb3OBAHUE MHTEP®ENCHbIX MOAYNEW
HA CEPBEPAX C OC CEMENCTBA WINDOWS

6.1 YCTAHOBKA OANCTPUBYTWUBA MO

[Ons B3aMMOAENCTBMSA NPUIIOXKEHUI Nonb3oBaTenen/cepBepoB NpuioxeHnii Ha MNM2BM
c OC cemerictea Windows c MAKM ucnonb3yetca kaHan «K2». [nsa ero peanusaumm Ha
cepBep HeobxoauMMmo yctaHoBuTb [10 «Kpuntolpo HSM Client», Bxoasiwee B COCTaB

AMcTpmnbyTmBHOro ancka nocraskun NMAKM «Kpuntollpo HSM»,

MopsaaoK YCTAaHOBKWM U HaCTpOP’IKM AAHHOro nporpamMMHoOro obecneyeHns MOXHO

npoynTaTb B AoKyMeHTe XT5MN.00096-01 93 01. PykoBoACTBO Nosb3oBaTens.
Mpwn ycTtaHoBKe nporpammHoro obecnedeHns CK3U, cnepyer:

1. Ha TexHuyecknx cpeacreax, oOcHaweHHbIXx CK3W, wucnonb3oBaTb TOJIbKO
JINLEH3NOHHOoEe nporpamMmMHoe  obecrnedyeHne  (GUPM-U3roTOBUTENEN. YcTaHoB/ieHHOEe
nporpamMMHoe obecrneyeHne He J[AO/MKHO coaepXxaTb CpeacTB pa3paboTkm M OoTnaaku
MPUIOXEHNIA, a TaKxXe CpeacTs, MNO3BONAIOWMX OCYLWECTBAATbL HECAHKLMOHMPOBAHHbLIN

ZAOCTYN K CUCTEMHbIM pecypcam.

2. AnnapaTypy, Ha KoTopouh ycTtaHaBnusaetca CK3W, nposBepuTb Ha OTCYyTCTBME

annapaTHbIX 3aKnagok.

3. MNepen yctaHoBkoit CK3WM npoBepuTb nporpammHoe obecnedeHne 3BM Ha
OTCYTCTBME BWPYCOB W MNPOrpaMMHbIX 3aKnagokK. TakXe peKoMeHAyeTCs WCKAKYUTb U3
nporpamMHoro obecneyeHuss cpeacrtesa pa3paboTkum v oTnaaku nporpamm. Ha 2BM poskHa
6bITb 0becnevyeHa aHTMBMPYCHAA 3awmTa MNpOrpaMMHbiX KomnoHeHToB [MAKM mn COK no

knaccy b1l ana paboumnx ctaHUun.

4. Tpu wncnonb3oBaHnn CK3W M3BM un ycTponcTtBa BBOAA/BbIBOAA AOSKHbI ObITb

oneyaTtaHbl.

5. TlpeaycMoTpeTb Mepbl, WCKAKOYalWmMe BO3MOXHOCTb HECAaHKLWOHUPOBAHHOIO
M3MEHEHMS annapaTHOM 4actu paboyeln CcTaHuuMm C ycTaHoBaeHHbIM CK3U (nytem

oneyaTbiBaHUsA cucTteMHoro 6noka n pasbemoB MN3BM).

6. [Mocne 3aBeplueHUs TMpoLecca YCTAHOBKM MPOBECTU KOHTPOJb LENOCTHOCTU

ycTtaHoBneHHoro MO, a TakXe ero oKpy>XeHus.
6.2 YCTAHABJIMBAEMbIE KPUMTOMNPOBAWAEPDI

B npouecce yctaHoBkM auctpubytmBa B Peectpe OC Windows permncrpupytoTcs

cneaytowme KpuntTonposanaepbl:
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e Crypto-Pro HSM CSP (tun 75)

e Crypto-Pro HSM Svc CSP (tun 75)

e Crypto-Pro GOST R 34.10-2001 HSM CSP (Tun 75)

e Crypto-Pro GOSTR 34.10-2012 HSM CSP (tun 80)

e Crypto-Pro GOST R 34.10-2012 Strong HSM CSP (tun 81)

e Crypto-Pro GOST R 34.10-2001 HSM Svc CSP (tTun 75)

e Crypto-Pro GOST R 34.10-2012 HSM Svc CSP (tun 80)

e Crypto-Pro GOST R 34.10-2012 Strong HSM Svc CSP (tun 81)
Kpuntonposangep Crypto-Pro GOST R 34.10-2001 HSM CSP (CMHOHUM MMEHMU

Crypto-Pro HSM CSP) ocHoBHOM KpunTonpoBangep 75-ro Tuna, KOTOPbIM AOMXKEH

MCNOJ1Ib30BaTbCs BHELWHUMU NpUnoxeHnsamm. OH peanmsyer:

e BbIMOSIHEHNE QYHKUMA CO34aHUS U NPOBEPKWM 3NeKTpPoHHOM noanucu (3M1)
cornacHo TOCT P 34.10-2001, BO3MOXHOCTb BbIYMCMEHNA X3W-DYHKLMN
cornacHo 'OCT P 34.11-94;

e BO3MOXHOCTb WNdpPOBaAHUSA N UMUTO3aLWKMTbl cornacHo NOCT 28147-89;
[0ns reHepaumn N XpaHeHus Kto4Yen MCNonb3yeTcsi BHYTPEHHUI cumnTbiBaTenb MNAKM ¢

nMeHeMm «HSMDB». Ero oTnnumtenbHoW OCOBEHHOCTbIO SBASETCS TO, UYTO BCE 3aKpbITble

Ko4YN WndpytoTcs Ha kn4dax wudposaHmsa MAKM.

Kpuntonposangepbl Crypto-Pro GOST R 34.10-2012 HSM CSP u Crypto-Pro
GOST R 34.10-2012 Strong HSM CSP 80 n 81 Tna cOOTBETCTBEHHO peasin3yroT:

e BbINOSIHEHNE (QYHKUUI CO34aHMS U MPOBEPKU 3MEKTPOHHOW nognucu (3M)
cornacHo [OCT P 34.10-2012, BbluMC/ieHMEe  X3W-(PYHKUMM  COrnacHo
FOCT P 34.11-2012;

e BO3MOXHOCTb WMN(pPOBAHUS U MMUTO3aLWMTbl cornacHo NOCT 28147-89;
[na reHepaunun n XpaHeHUs KKYEN UCMONb3yeTCs BHYTPeHHUM cumtbiBatens MAKM c

mMmeHeM «HSMDB». Ero oTiMuuMTenbHOM OCOBEHHOCTbIO SIBASIETCA TO, UYTO BCe 3aKpbITble

KAoUM WndpyoTcsa Ha ko4vax wngposaHus MAKM.

KpuntonpoBanaepbl, BKAl4YawwWwue nekcemMy <«Svc» B WMEHW, OTAu4yaetrcs OT
KpunTonpoBanaepos 6e3 eé HannumMsa TeM, UYTO MNO3BOJSISIET BbIBOAUTb 3anNpoChbl Ha BBOA MWUH-
KOAOB 4715 K/to4veln nonb3oBaTenen He Ha «paboumn cton» paboyen CcTaHUMKW Noab3oBaTens,
a Ha LCD naHenb NMAKM. KpoMe 3TOro oHM NO3BOMSIOT OpraHn3oBaTb 06MeH Mexay cepBepoM
n MNMAKM no 6onee npou3BOANTENBLHOMY HeEWW@POBAHHOMY KaHany, nNpu  YCIOBUU
OCYLLEeCTBIEHUS  OAHO3HAYHOW  ABYCTOPOHHEN ayTeHTudukaumm «cepsep<->MAKM»,
HaxoxzaeHuun cepeepa 1 NMAKM B 04HOW KOHTPOSIMPYEMOM 30HE N YCNOBUN, YTO UCMNONb3YETCS
cneunanbHbIi cepTuduKkaT Kaya 4oCTyna, BkAvawwmin pacwmpeHne (extended key usage
- EKU) «1.2.643.2.2.34.22».

Takue KpunTonpoBanaepbl UCMOSIb3YETCA B OCHOBHOM B CEPBEPHbIX KOH(MUrypaumsx

cepBepaMu npuioxeHun, pabotaowmMm B (POHOBOM peXMME U HE UMEKLWMMM KOHCONN AN
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BblBOAA COO6LWEHUA n/nnn 3anpoca nuH-kofoB. OHW peanu3oBaHbl B BUAE OTAENbHOMO

cepsuca OC Windows, 3anyckaemoro npwu 3arpy3ske OC.

CuutbiBaTens «HSMDB» - 370 BHyTpeHHAa namate (flash guck) MAKM, koTopas
3awmuaetca  knwodamm  wngposaHna TMAKM, T.e. Bce knwuu, cHOpMUpPOBaAHHbLIE Ha
cuntbiBatene «HSMDB», aBToMaTMyeckn WMdpyoTca. A Tak Kak koun wudposaHmsa NMAKM
3aWMLeHbl Ha pasgeneHHoM no cxeme 3 m3 5-tn knawde aktusaumm MNMAKM, To BCce Kiouu,
co3gaHHble Ha cuuTbiBaTene «HSMDB», HeBO3MOXHO OTKpbITb 6e3 aktmBaumm [1AKM

(akTMBaUMK pasgeneHHoro «k4a aktmsauum NMAKM»).

O6blyHOMY NOJSb30OBaTENIO He CcrieayeT UCMoNb30BaTb Kpuntonposanaepbl «"... Svc ..
"». Cncrtema BCE paBHO He no3BosUT eMy paboTtaTb C AaHHbIMM NpoBangepaMu, €cnm B

ceptTudmkaTe kaoda goctyna K NMAKM HET COOTBETCTBYHOLWENO paclnpeHUs.

AAMUHUCTpaTopaM cepBepoB npu ncnonb3osaHuu NAKM «Kpuntollpo HSM» ¢ Taknumu
cepBucamum kak Microsoft CA, «Kpuntolpo YLU», Microsoft IIS u agpyrumu, peannusoBaHHbIMU
B Buae cnyx6 OC Windows, Heo6xoAMMO MCMONb30BaTb KPUMATONPOBaMAEpbl «...SvC ...».
KnueHTckas 4dacTtb Takmx nposaihgepoB (Ha MawwuHe knueHTa MNMAKM «Kpuntollpo HSM»)
peanunsoBaHa B Buae cnyxbbol OC Windows, KoTopas 3anyckaeTcs B MOMeHT 3arpy3ku OC u
MoXeT obcnyxusaTb Kpuntorpaduyeckme 3anpocbl ApPYyrux cnyx6, gaxe ecim HUKTO U3

nosib3oBartenen He oTkpbll Windows ceccuto (MPOCTbIM S3bIKOM — «HE 3asIOTMHUIICS>»).

KnueHTckasa yactb 06blUHbIX npoBanaepoB (6e3 nekceMbl SVC B UMEHW) peanu3oBaHa
B BMAE OObIYHOIMO MONIb30BATENLCKOr0 MPUIOXKEHUS, KOTOPOEe Fpy3UTCS B MOMEHT BXO04a
(«noroHa») nonb3oBaTens, M oTtobpaxaeTcs B BUAE MKOHKWM B CUCTEMHOM Tpee. TakuMm
obpasoMm, ecnn Ha M2BM c yctaHoBneHHbiM MO «Kpuntolpo HSM Client» HeT akTuBHOWM
Windows ceccun (HM OAHOro <«3an0OrMHEHHOro» MoNb30BaTeNs), TO HWUKTO He CMOXeT

06Ccny»XuTb KpunTorpaduryeckme 3anpockl, obpaleHHble K 06bl4HbIM KPpUNTOMNpOBaaepaM.

AOMUHUCTpaTopaM  cepBepoB, HaobopoT, peKkoMeHAYeTCA  YCTaHOBUTb A4
nposaigepos Tunos 75, 80, 81 mno-yMOAYaHMIO COOTBETCTBYHOLIME MMEHA CEPBUCHBIX
nposanaepoB (BKAKYawLWmMe nekcemMy «Svc» B MMEHWU), T.K. HEKOTOPblE BbI30Bbl CEPBUCHI

Windows agenatoT, MCnonb3ys npoBanaepbl «MN0 YMOAYAHUIO».

Kpome 3Toro, obpaweHus K KpunTtonposangepam, pabotarowmm ¢ [MAKM yepes
cepBMC, MOryT ObiTb cAenaHbl TONbKO MOSb30BaTeNsMM C YYeTHbIMM MMeHamun SYSTEM
(LocalSystem), NetworkService, nonb3oBaTensMn, BXOASWMMW B TpPynny JOKaJbHbIX
aAMWUHUCTPATOpPOB KOMMbKOTEepa wWAKM B rpynny <«[lpuBuiernpoBaHHble MOJb30BaTeNu
Kpuntollpo HSM». pynny «lpuBmunernpoBaHHbiX nonb3osatenen Kpuntolpo HSM» MOXHO
co3gatb BpPYy4YHYO M aobaBuTb Tyda, HanpuMmep, Y4YeTHble WMeHa, Mno4 KOTOpbIMU
WCMOJIHAIOTCS CepBUCHbIE NPUIOXeHusa (HanpuMep, nyn npunoxenuii .NET nog ynpasneHunem
Microsoft IIS). 2Tn e npaBuna AENCTBYIOT npu obpaweHun nonb3oBaTenem K JobbiM
kpuntonpoBangepam [NAKM yepe3 CUCTEMHbIN Tpen, MNpuM WCMOSIb30BaHMU CreumnanbHOro
¢dnara B Bbi3oBax UHTepderica CryptoAPI - CRYPT_MACHINE_KEYSET.
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Mpouecc yctaHoBkn auctpmbytmea MO «Kpuntollpo HSM Client» He wun3MeHsieT
3HayeHue npoBanagepa no yMmon4daHuto 1 Tmna. O6biyHO, B OC Windows muMm gaBnsetcs

kKpuntonposanaep «Microsoft Strong Cryptographic Provider».

B uensax obecneyeHnss BO3MOXHOCTM CO34aHMS BbICOKOMPOWU3BOAUTESNIbHBLIX CUCTEM
MOBbIWEHHOW HaAeXHOCTW, co3aaHus nynos m3 MAKM, ropsyero pesepBMpOBaHuUs CpeacTs
CK3n B TMAKM «Kpuntollpo HSM» 3aperncrpMpoBaHo AOMOMAHUTENbBHO MO 8 uWMeH

KpunTonposanaepos 1-ro n 75-ro tuna:

Crypto-Pro HSM CSP 01
Crypto-Pro HSM CSP 08,

Mo 4 nmenn kpuntonposanaepos ana 80,81,16 n 24 TMNos:

no 4 ponosiHuTesnbHbIX MMeHn agnga 80, 81, 16 m 24 TMNOB KpuNTONpoOBakAepoOB.

[aHHble MMeHa UMeloT BUA:
Ans 80 Tuna:

- Crypto-Pro GOST 34.10-2012 HSM CSP 01

- Crypto-Pro GOST 34.10-2012 HSM CSP 02

- Crypto-Pro GOST 34.10-2012 HSM CSP 03

o ™ ™

- Crypto-Pro GOST 34.10-2012 HSM CSP 04

Ona 81 tuna:

- Crypto-Pro GOST 34.10-2012 Strong HSM CSP 01

- Crypto-Pro GOST 34.10-2012 Strong HSM CSP 02

- Crypto-Pro GOST 34.10-2012 Strong HSM CSP 03

PV R BV

- Crypto-Pro GOST 34.10-2012 Strong HSM CSP 04

Ona 16 tuna:

- Crypto-Pro ECDSA and AES HSM CSP 01
- Crypto-Pro ECDSA and AES HSM CSP 02
- Crypto-Pro ECDSA and AES HSM CSP 03

- Crypto-Pro ECDSA and AES HSM CSP 04

Ans 24 tuna:

- Crypto-Pro Enhanced RSA and AES HSM CSP 01
- Crypto-Pro Enhanced RSA and AES HSM CSP 02
- Crypto-Pro Enhanced RSA and AES HSM CSP 03

- Crypto-Pro Enhanced RSA and AES HSM CSP 04
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MpunoXxeHns MOryT UCMosb30BaTb 3TWU MMEHa ONA A0CTyna K pasfindHbiM [MAKM u3

nyna NMAKM, pasmeleHHbIX B KOPNopaTUBHON CETW.

Mpwn HeobxoaAnMoCTn 3Tn KpMI‘ITOI‘IpOBaVI,D,epr Ha YCTpOVICTBaX AOCTyna AO0JIXKHbl 6bITb

3aperncTpMpoBaHbl BPYUHYIO.

6.3 [AOOMNOJIHUTEJIbHbIE HACTPOWKW NMAPAMETPOB
KPMNTOMPOBAWAEPA

Ona 6onee TOHKOM HACTpOMKKM paboTbl C KpUATONpoBamaepaMu CyllecTByeT psj
napaMeTpoB, KOTOpPblE HEeNb3s U3MEHUTb, UCMNONb3ys LWTATHblE OKOHHble CpeacTBa MaHenu

ynpaB/iEHUS KpUNTOMPOBANAEPOM:

-  «RPCTimeout» — TammayT oxugaHma oTtBeta o1 [IAKM Ha BbI30B

KpunTorpaguyeckon yHKUNN.

- «WithoutEnc» — oTKAO4YUTL pexuMm WwndpoBaHMa B KaHane K2 ansa ysenuueHus

Nnpon3BOAUTENIbHOCTU CepBepa.
- «SENDTimeout» — TanMayT OXuaaHunsa odepean Ha oTnpaBKy 3anpocoB K HSM.

- «Pool_max_connection» —  MakcuManbHoe KOJMYECTBO OAHOBPEMEHHbIX
coeanHeHun c¢ HSM, yctaHaBnuBaemoe KaxabiM 3k3emnnspoMm KnmeHta HSM (hsmtray,

cepBucomMm cpcsphcim).

- «Init_pool_size» — HayanbHOe KOAMYECTBO OAHOBPEMEHHbIX coeaAuHeHui ¢ HSM,
yCTaHaBnMBaeMoe cCpa3y npu 3anycke cepsuca cpcsphcim wnm npu  yctaHOBAEHUU

noaknyeHns Kk HSM uepes hsmtray.

- «Connection_pool_max_retry» — KonnyectBo nMonbITOK Hautm cBobogHoe
coeanHeHne ¢ HSM B obwem nyne coeamHeHUn ana o6paboTkm NOCTyNMBLLErO 3anpoca.

- «DisableDeleteContainer» — 3anpeT nonb30BaTeNsIM Ha yAasieHuMe KJ4YeBbiX
KoHTeiHepoB B HSM uepe3 ocHacTky <Kpuntollpo HSM>.

- «DisablelnstallCertificate» — 3anpeT nonb3oBaTensiM Ha YCTaHOBKY CcepTMdMKATOB B
KM0YEBOM KOHTENHEpP Yepe3 ocHacTky <Kpuntollpo HSM>.

- «DisableViewCertificate» — 3anpeT nonb3oBaTensiM Ha WU3BJIEYEHME W MPOCMOTP
cepTndmrKaToOB U3 K/KOYEBOr0 KOHTEMHepa yepe3 ocHacTtky <Kpuntollpo HSM>.

- «DisableChangePassword» — 3anpeT nosb30BaTesISM Ha W3MEHeHMe naposns Ha
KNo4eBoOn KoHTenHep B HSM uepe3 ocHacTky <Kpuntollpo HSM>.

[aHHble NapaMeTpbl MO-yMOYaHUIO HE NponucbiBatloTcs B Peectpe Windows 1 umetrot
cnepylouime 3Ha4YeHns:

«RPCTimeout» ans obbluHbIX (HE CEPBUCHbLIX) KPpUNTOMNPOBaAepoB paBeH 15 cekyHA.

[ns cepBUCHBbIX KPUNTOMPOBAKAEPOB ... SVC ...» OH paBeH 60 CekyHA. YBE/MYEHHbIN TanMayT

AN CEPBEPHOro MnpoBaiigepa OOBbACHSAETCS TeEM, UYTO PinN-KoAbl Ha KOHTEMHEPbI KI/IOYEN,
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xpaHawmnxca B MAKM pns gaHHoro kpuntonpoBangepa 3anpawwusatTca ¢ LCD naHenu
MAKM. 310 MoxeT 6bITb AOBOSIBHO AnuTeNbHas npoueaypa, 0CO6eHHO ecnm AOMNOJHUTENBHO
3anpalinBaeTcs NoATBepXAeHne BBOoAa pin-koaa. Pin-koabl Xe Ans KOHTEMHEPOB K/HOYeENn,
cchopMmpoBaHHbIX ans nposangepa «Crypto-Pro HSM CSP», 3anpawmuBatoTca Ha paboudem
CcTosie nosib3oBaTeNns M AaHHas rnpoueaypa He BXOAUT B WMHTepBas OXWAaHWA oTBeTa OT
MAKM.

Mpn oyeHb BbicOkOW  3arpy3ke [1IAKM  kpuntorpaduyeckmmu  3anpocamu
nosib3oBaTefniel W CepBEpPOB MNPUIOXKEHUN BpeMsa OTkAnka [MAKM MOXEeT CyLlWwecTBEHHO
BO3pacTaTb, OCOBEHHO eCnn UCMNOMb3YEeTCs MOSHOE XYpHannpoBaHWe KpunTorpaguyeckmx

3anpocoB (cobbiTMin noanucuy, WngpoBaHus, paclundpoBaHms...) B XXypHane ayauta MNAKM.

[Ans yBenuyeHuUst 3Ha4YeHUs OAHHOro napaMeTpa HeobXoAMMO BpYyYHYH A06aBUTb

ko4 «RPCTimeout» n ero HoBoe 3HadyeHue Tuna «DWORD» B peectp Windows B BeTKY:
HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\HSM\

MapameTtp «WithoutEnc» no ymonuaHuto paseH 0 (Hyn0), T.€. UCMONb3YyEeTCs KaHan
«K2». [OaHHbIl napameTp MoxeT ObiTb M3MeHeH Ha 3HadeHue (DWORD) «1» TonbKO npu
NCNONb30BaHWKM CreunanbHOro ceptudukata kwda goctyna k [AKM, Bknatovatouwero
paclwmpeHne <«AAMWUHUCTPATOpP CepBepa» W UCNONb3yeTcss 06bIYHO KpMATOMpPOBamaepoM
«Kpuntolpo HSM Svc CSP». CooTBeTcTBYylOWaa HacTpolka AokKHa 6biTb nNpousBeaeHa U
BHYTpu MAKM «Kpuntollpo HSM» (cM. onuuto «Enable K2s» B n. «[poCcMOTp U M3MEHeHune
napametpos MAKM» pokymeHTa XKTHAW.00096-01 90 01 Kpuntollpo HSM. UHCTpyKuus no
MCNONb30BaHMIO), Mo3sonsowan paboTy (3anyckawwas caywartenb Ha cneumanbHblid nopT
1503) no HewwndpoBaHHOMY kaHany. Mpu aToM TLS ayTeHTUdUKaumsa npoxoauT 06blYHbIM

obpasom.
Ans n3MeHeHus 3Ha4YeHUs AAHHOro napaMeTpa — OTKJIYEeHUs WNdPOBaHUS B KaHasne
K2 - HeobxoanMo Bpy4HYyto gobaButb kntou «WithoutEnc» n ero HoBoe 3HadeHue («1») Tmna
«DWORD» B peectp Windows B BETKY:
HKLM\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\HSM\
Onsa 64 6uTHbIX Bepcuii OC COOTBETCTBYIOWAA BETKA HAXOAUTCA:
HKLM\SOFTWARE\WOW®6432Node\Crypto Pro\Cryptography\CurrentVersion\HSM\
Ons oTknyeHns wndposaHus B kaHane K2 (K2s), Heo6xoanMo BbINOAHUTL cCreaytowmne
MHCTPYKLNN:
e Cepsep 1 NMAKM gonXHbl HAXOANTLCS B O4HOM KOHTPOJSIMPYEMOMN 30HE;

e [na paGOTbI no HeLLIl/ICprBaHHOMy KaHany AOJ/IKEH WUCNO/1b30BaAaTbCA OTAENbHbIN

ceTeBon nHTepdenc NMAKM.

MO «Kpuntollpo HSM Client» gBnsgeTrca MHOronoToOYHbIM  MNPUIOXEHUEM. [ns
obecneueHuns 6onbluer NPON3BOANUTENBLHOCTU MOXHO CO34aTb Cpa3y Nysn coeaunHeruin ¢ NAKM

Kpuntollpo HSM. 3Tu rotoBble COeAMHEHUS MOryT O6biTb MCMOSIb30BaHbl MNPUIIOXEHUSMU
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Nnonb30BaTesisi, CEpBEpaMU MPUIOXKEHUA aAns poctyna k HSM ogHoBpeMeHHO U 6e3

AONNTENBbHOIO Npouecca Ha4vanbHOM YCTAHOBKMU CoeaMHEHWN.

Mo yMon4yaHuwo wucnonb3dyetrca nyn u3  20-TM  BO3MOXHbIX COEAMHEHWIA C

npeaBapuTenbHOM yCTaHOBKOM 1-ro coegmnHeHus. Mocneaytowmne coegmHerns (19 wr.) éyayr
yCTaHaBNMBaTbCsad NO Mepe Heobxoammoctn. Ecnn kakoe-nubo npunoxeHne/noTok noaact
3anpoc k MAKM, HO npu 3TOM BCe OTKpbITble COeANHEHUS 3aHATbl 06paboTkoi 3anpocoB OT
apyrmx npunoxexHun/notokos, TO0 [T1O «Kpuntollpo HSM Client» ycTraHoBUT HOBOE
coeanHeHne, ecnm oblee KONMYeCTBO He MpeBbllaeT 3a4aHHOMO0  MaKCMManbHOro
konuyectea (Pool_max_connection). Ecnu >xe Mcnonb3yrTCA BCE BO3MOXHble COEAUHEHUS,
To NO «Kpuntollpo HSM Client» 6yaeT nbiTaTbCa Heckonbko pa3 (nNo ymon4daHuio 40)
nony4nTb ocBoboxaatoLlleecs coeauHeHns n3 nyna. Konmyectso MonbITOK MOXHO U3MEHUTD,
yCTaHOBMB COOTBETCTBYIOLLEE 3HaUYeHMe nepeMeHHoln Connection_pool_max_retry.
MaKcuManbHO BO3MOXHOE KOSMYECTBO COEAMHEHUN B Myfle MOXHO WM3MEHUTb, YCTaHOBMB
COOTBETCTBYIOLLEE 3HAYeHMe nepeMeHHOM Pool_max_connection.
HauanbHOe KOMMYecTBO yCTaHaBAMBaeMblxX coeamHeHun ¢ MAKM npu 3anycke ciyxbbl nnum
npu noaknoyeHnn hsmtray MOXHO M3MEHUTb, YCTAHOBMB COOTBETCTBYHOLLEE 3Ha4deHue
rnepeMeHHon Init_pool_size, cooTBeTCTBEHHO OHO A.6 MeHble nMbo paBHO 3HAYEHUIO
Pool_max_connection.

3HauyeHue napameTpa «SENDTimeout» - (TanMmayT oxuaaHusa ovyepean Ha OTrnpaBKy
3anpocoB K HSM) no yMmonuaHuio coctasnsieT 15 cexk.

MapameTpsl "DisableDeleteContainer”, "DisablelnstallCertificate",
«DisableViewCertificate», «DisableChangePassword» no yMon4aHuio MMeT 3HayeHusa «0»
(FALSE), T.e. gaHHble onepauuu pa3peleHbl Noab30BaTe . YCTaHOBKA X B 3HadeHue «1»
npueeaeT K 3anpeTy COOTBETCBYIOLLEN onepaunm.

YKa3aHHble Bblle NapaMeTpbl MOryT 6biTb NepeonpeaeseHbl rpynnoBoi NoAUTUKOM!

Ans  pefakTMpoBaHWsi  TPYyNnoBOM  MOJUTUKM  MUCMONIb3YETCA  CrneuunanbHbIi

aAMUHUCTPaTMBHbIN WAa6MOH.
Ana goctyna K yKkasaHHOW NONUTUKE UCMONb3YNTe KOMaHAay

gpedit /32
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3HayeHUs NepeMeHHbIX FPynnoBOM MOJIMTUKM XpaHAaTCs B BeTke peectpa Windows
Software\[WOW6432Node\]Policies\Crypto-Pro\HSM 1 wumewT npeumyuwectso (ecam
yCTaHOBNEHbI) Nepea TeMK, KoTopble XxpaHaTca B BeTke SOFTWARE\[WOW6432Node\]Crypto
Pro\Cryptography\CurrentVersion\HSM.

6.4 KOHOUIYPALWA C HECKOJIbKUMA MAKM
«KPUMNTOMPO HSM»

B nocrasnsemon Bepcum MO «Kpuntollpo HSM Client» wnMeeTca BO3MOXHOCTb
oAHOBpeMeHHoOW paboTbl Nonb3oBaTenss C ogHOM pabouen CTaHuMKM Cpa3y C HECKOSIbKUMWU
sk3emnnsapammn MAKM «Kpuntolpo HSM». [aHHble MAKM MoryT 6biTb Kak K/AOHamMu Apyr
Apyra, HanpuMmep, B UensdAX MNOBbIWEHUS MNpPOU3BOAMTENbHOCTM cucteMm, nmbo B uensax
OTKA30yCTOMYMBOCTU, TaK U pa3IMYHbIMKU NO HabopaM KN4YeBOW MHPOpMauMM U BapMaHTam

MCNoJZib30BaHWA.

B KOHEYHOM uTore, C TOUKM 3peHus nporpamMMHoro nHTepderica MS CryptoAPI, Bbi6op
npunoxeHna pgnsa pabotel ¢ TeM uam uHbiM MAKM cBoauTtcs K BblbOpy COOTBETCTBYHOLLErO
MMeHM KpuntonpoBangepa. Mpu Hannumm TONMbKO oaHoro MAKM «Kpuntollpo HSM» B

cuctemMe  BCS AedATENIbHOCTb MO HacTpowke wW akcnayataumm  TMAKM wn MO




XKTAN.00096-01 90 02. KpunTtollpo HSM. Ncnonb3oBaHne MHTEpdENCHBIX MOAYEN 45

«KpunTtolpo HSM Client» HMYEM He OTNMYAETCSA OT TOro, YTO 6bII0 B NpeablayLLINX BEPCUSIX.

CyuwecTtBytowmn  rpadpudeckun uHTepdenc nonb3osatens (GUI) no HacTpolike
napametpos O  «Kpuntolpo HSM Client» nponucbiBaeT  3HayeHud napamMeTpoB

noaxknoyeHunsa K NAKM B Peectpe Windows B BeTKe:
HKLM\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\HSM
(HKLM\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion\HSM - B

64-6uTHbIX Bepcusax OC;

HKLM\SOFTWARE\Policy\Crypto Pro\Cryptography\CurrentVersion\HSM - T0 e, HO
HacTpavMBaeMoe, KaK rpynnosas NoanTuKa;

HKLM\SOFTWARE\Wow6432Node\Policy\Crypto
Pro\Cryptography\CurrentVersion\HSM - TO Xe, HO HacTpamBaeMoe, KaK rpynnosas

NoNnTUKa B cucrtemMax Ha 64-6utHonm OC.

B AanbHeWwem Ans ynpoweHus B [OKYMeHTe 6yAeT yKasbiBaTbCA TOMbKO OAMH

BapuaHT KOPHS AaHHOW BETKM.
MponuckiBalOTCA cneaytowme napaMmeTpbl:
"Channel" - cTpoka, cogepxawias IP agpec nnm dns numsa NMAKM;

"Reader" - cTpoka c uMeHeM wucnosb3yemoro cuutbiBaTens PC/SC ana noucka
KOHTelHepa c ka4oM goctyna K MAKM, nmbo nonHoe MMs KOHTelHepa AAHHOro KJw4a B

Peectpe Windows.

AAOMUHUCTpaTop cepBepa/paboyeit CTaHUMWM MOXET nponucaTtb TaM ewé paBa

napameTpa:

-  "RPCTimeout"=dword - 3HauyeHue TarMayTa 4O NOJy4yeHuUs OTBETa OT
MAKM, B cekyHaax;
- "WithoutEnc"=dword - 3HaueHne 0 nnm 1, ykasbiBatowee Ha BO3MOXHOCTb

OTKJ/IIOUYEHUS WudpoBaHMs B KaHane K2.
Ecnn B cucteme npucytcteyeT Tonbko oauH [MAKM, TO 3Toi BeTku Peectpa

AOCTaToOYHO ANst HopMasnbHoro dyHkumoHnposaHmsa cepsmncos MO «Kpuntollpo HSM Client».

Ecnu B KOHMUrypaumm cuUCTEMbl MPUCYTCTBYeT Heckonbko [MAKM, TOo napameTpbl,
yKa3aHHble B BETKe PeecTtpa HKEY_LOCAL_MACHINE\SOFTWARE\Crypto
Pro\Cryptography\CurrentVersion\HSM uncnonb3yTcs, Kak napaMeTpbl MO YMOJ4YaHUIO,
Hacnepyemble scemu NMAKM.

Onsa  ykasaHus nporpammHoMmy obecnedeHntio «Kpuntollpo HSM Client», u4to B
cucrtemMe wucnonbdyercss Heckonbko [AKM (6onee ogHoro), Heob6xoauMo nponucatb WUX

naeHTMdunkKaTopbl B Buae knwoyen Betkn Peectpa:
HKLM\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\HSM\HSMIDs

Hanpumep,
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HKLM\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\HSM\HSMIDs\HSM1
HKLM\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\HSM\HSMIDs\HSM2
HKLM\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\HSM\HSMIDs\HSM3

N ona KaXxaoro MOXHO YyKasaTb TOYHO TakKue e napaMeTpbl, KakK «napaMeTpbl Mo
YMOJT4aHWNKO>», HO C OT/INYAOWMNMNCA, @ BOSMOXHO N TaKNMU Xe 3HAYEHUAMU (BKJ'II-O‘-IaFI nip

aZipec U UMSA cuyuTbiBaTeNsd/KOHTEHepa KtoYa goctyna K NMAKM).

Mcnonb3oBaHME HECKONbKUX OMUCAHWMIA C OAHMMM M TEeMU Xe MNapaMeTpaMu MOXeT
YBE/IMYNUTb MPOM3BOAUTENBHOCTL CcepBepa (pacnapannenuTb o06palleHns HEeCKONbKUX

MpoLEeccoB K 0gHOMY M ToMy xe [MAKM).

Ha kaxabin MAKM MoxeT 6bITb 3anyweHo OT OAHOro A0 HeCKosbkux cepsucos MO
«Kpuntolpo HSM Client», a Takxe cucteMHbix Tpees. MNpu nogkntoveHun k NMAKM vepes GUI
CUCTEMHOrO Tpes nonb3oBaTento 6yaeT BblAaBaTbCAd MeHO M3 Habopa umaeHTUdUKaTOpPOB
MAKM (knroyen BETKM HKLM\SOFTWARE\CryptoPro\Cryptography\CurrentVersion
\HSM\HSMIDs) pans Bbibopa, k kakomy [MAKM ocywecTtBuTb NoAK/IOYEHME [AHHOMO

3K3eMnnsapa Tpes:

Default H5M
H5M_PERS1
H5M_PERS2
H5M_SERV1
H5M_SERVZ

Takum obpasoM, ecnun y nonb3oBatens HeT HeEO6XOANMOCTU B 0gHOBpEMEHHOM paboTte
C Heckonbknumm MAKM, TO MOXeT ObiTb 3anyLWweH TOJIbKO OAMH 3K3eMMNasp CUCTEMHOro Tpes.
Monb3oBaTeslb MOXET 3aBepwunTb paboTy ¢ oaHMM MAKM, NOTOM MOAKNKOYUTLCS K APYromy,

BblI6paB 13 MEHIO MAEHTUHUKATOPOB COOTBETCTBYOWMI MAKM.

[NaBHbIM YC/IOBMEM 3arycka HEeCKOJSIbKUX CEepBUCOB UM CUCTEMHbIX Tpees [10
«Kpuntollpo HSM Client» oaHOBpeMeHHO $BASETCA TO, 4YTO OHW JAO0/KHbI MCMOSb30BaTb
pa3Hble MMeHa «cnywartenen» - RPC (Remote Procedure Call) Touek nogkntoveHunn (RPC
Endpoint).

Onsa ykazaHnsa nmenn «RPC TOUKM NOAKIOYEHUS» UCMNOSb3YeTCs:

- ®nar «-e» C nocneaywwmMM MMEHEM B KOMaHAHOW CTpPOKe 3anycka Tpes
(HanpumMep, hsmtray —e "My endpoint 1 %d"” );
- [TNapameTp «CP Service Name» B kntoue peectpa windows, onucbiBaroLLeM

3anyCcKaeMbl CEpPBUC;

Nuctannauusa MO «Kpuntollpo HSM Client» nponuceiBaeT oauH cepBuc cpcsphcim
ansa pabotel ¢ NMAKM B ¢doHOBbIX pexmmax (6e3 obsazatenbHOro Hanumums Logon ceccuu

Mosib30BaTesNisl) - BETKMU

HKLM\SYSTEM\CurrentControlSet\services\cpcsphclm
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HKEY_LOCAL_MACHINE\SOFTWARE\\Microsoft\Windows NT\CurrentVersion\Svchost
(cM. gokyMeHTaumto no svchost)

W 3anycKk O4HOro CUCTEMHOrO Tpes NMpu BXoAe Mosib3oBaTesns B CUCTEMY — BeTKa:
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

Mpu aTOM napaMeTpbl, yKasbiBawowme mMeHa RPC Touyek MNOAKMOYEHUS HUrAEe He
nponuceiBaloTcsa. o yMONYaHUIO MCNONb3YIOTCA cneayouwme uMMeHa (NpownTbl B Koae

nporpamMmmbl)
- "CryptoPro HSM Client Service LM" - gna cepsuca;
- "CryptoPro HSM Client Service %d" - gnsa Tpes.

Ecnu B mMMeHW TOYKM nopknawyeHus nocnegHue 2 cummeona %d, 10 oHM 6yayT
3aMeHeHbl Npu ctapte Tpesi/cepsBuca HomepoM LOGON ceccumn nonb3osatens (mnm 0 — ong

cepsuca).

[ns 3anycka eweé oAHOro sk3emnnsipa Tpes Heo6XxoAMMO B KOMaHAHOW CTPOKe ero

3anycCKa yKa3aTb YHUKaJ/IbHOE 3HA4YEHNA ONUNN K->,

YT10o6bl 3anyCcTnTb eWwé oaAnH 3K3eMnNap cepemca Heob6xoanmo fob6aBuTb ero onncaHue
B cuctemy (CM. AOKyMeHTaumio Ha svchost.exe), a Takxe B ero onucaHmum B PeecTpe
nobaBuTb CTPOKOBbIN NapamMeTp «CP Service Name» M ykasaTb TaM YHWKasbHOE 3Ha4yeHue
mMeHn RPC TouykM nogknwdeHus. [Ons ykasaHusa, K Kakomy sk3emnnsapy MNAKM gaHHbIR
3K3EeMMIsp CepBMCa AO/IKEH noAKN4YaTbCsd Heobxogmmo TaM xe p[06aBUTb CTPOKOBBIN
napametp «HSMID» un ykasaTtb 3HaueHne naeHtndukatopa NMNAKM, Hanpumep, «HSM3» (6e3
KaBblyek), T.e. OAHO M3 TexX WMEH, KOTOpble MponucbiBanMCcb B  BeTKe
HKLM\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\HSM\HSMIDs

Mpwn 3anycke CUCTEMHOro Tpes B KOMaHAHOW CTPOKE TaKXe MOXHO YyKa3aTb - C KakuM
nMeHHO HSMID paHHbIN Tpen aomxkeH paboTaTtb. [n59 3TOro MCNOMb3yeTCs napaMeTp «-m» C
nocneayowmM 3HadveHnem naeHtudukartopa NAKM, Hanpumep «-m HSM3». B 3TOM cny4ae
[aHHbIA Tpeil He byaeT BUAETb Apyrux unaeHTugunkatopos MAKM, nponucaHHbIX B peecTpe,
n, daktnueckn, byper «3akpenneH» 3a KOoHkpeTHbiM [AKM. 3To no3Bonser 3anyckaTb
HEeCKOJ/IbKO CMCTEMHbIX TPEEB MpW aBTo3arpyskKe C 3apaHee onpeaeneHHon aaAMUHUCTPaToOpoOM

KoHbUrypaumen.

Bubnnotekn KpunTonpoBanaepos KpunTtollpo ans NOAKJ/IHOHEHMNS K
KpunTorpauyecknuMm cepsucaMm MCNonNb3yT 3HadeHne napametpa «CP Service Name», kak
uMeHn <«RPC Touku noakntoudeHuns». [JaHHbIM NapaMeTp MNpONUCbIBAeTCa B  KIO4eE,
onucelBatloLLeM KOHKpeTHoe nms KpunTonpoBanaepa (cMm.
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\<umsa kpuntonpoBangepa>)

Taknm obpa3oMm, ecnm HeobxoAMMO WCMOJSIb30BaTb HECKONIbKO Kpuntorpadunyeckmnx

CEepPBUCOB, KaXAblii U3 KOTOPbIX nMpocnywmBaeTr RPC C MCNONb30BaHUEM YHUKANbHbIX UMEH

«RPC Touek noAK/IYEeHUIn», HeobXoAUMO 3aperncTpupoBaTb AOMOJIHUTENbHbIE WMEHA
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KpMHTOHpOBaVIAGDOB, Y KOTOPbIX NPOMNMMUCaTb 3HA4YE€HUA 3TUX TOYEK NOAKOYEHWNA.

Mpu aTOM, ecnn NpunoxeHuto Heobxoammo obpaTuTbCcs K onpegeneHHomy MAKM, oHo
[OMMKHO 06paTuTbCa K onpeaeneHHoOMy CepBUCY/TPED MO  COrNacoBaHHOM  «TOYKe
nogkayeHus», a  daKTudecku ucrnonb3oBatb  A4NA  3TOro  NpaBuibHoe  UMS
KpunTonpoBanaepa.

T.k. BHyTpu T[AKM «Kpuntollpo HSM» Habop 3aperncTtpypoBaHHbIX WMeH
KpMNTONpOBanAepoB CTPOro onpeaeneH 3apaHee B MOMEHT €ro M3roTOBIEHUS U HE MOXeT
6bITb pacwmpeH B npouecce akcnayataumu, MO cepeucos/Tpes «KnueHta HSM» B Takux
cnyyasax nbiTaeTcs caenaTb 3aMeHy MMeHWM KpunTtonposanaepa, TpaHcnmpys B NMAKM yxe

npaBubHOe UMs. [lenaeT 3To OHO c/ieayoWwmnM o6pas3om:

B uMeHW kpunTonpoBanaepa, nNepenaHHOM MpPUSIOXEHMEM CepPBUCY/TPElD, WULLETCS
NOACTpoKa «Proxy» n ecnum HaxoAuUTCs, TO NMPOCTO «XBOCT» MMEHU C 3TOMN TOUKU OTCeKaeTcs.
Hanpumep, B MAKM <«Kpuntollpo HSM» n B OC Windows ecTb 3apeructpmpoBaHHbIN
nposanaep ¢ umeHeM «Crypto-Pro HSM CSP». Ons Toro 4utobbl ncnonb3oBaTb elle OAWH
CepBU1C C AOMOSIHNTENBHOM TOUYKON NOAKIIOUYEHUS MOXHO 3aperncTpMpoBaTb AOMOJHUTENbHOE
MMSa KpunTtonposangepa ¢ mmeHeMm «Crypto-Pro HSM CSPProxy HSM1», «Crypto-Pro HSM
CSPProxy HSM2» un 1.n. B NMAKM cepsuc 6yaet nepegasaTtb cTpoky «Crypto-Pro HSM CSP».

Kpome sT1oro B NMAKM «Kpuntollpo HSM» ana uenen cospaHus knactepos 13 MNMAKM
nobasneHo no 8 AONOMHUTENbHbIX UMEH KpunTonposanaepos Ana 1-ro u 75-ro tunos, no 4
aononHutenbHbIX nMeHn ana 80, 81, 16 u 24 TMNOB KpunTONpoBanaepos. [laHHble MMeHa

NMEKT BUA:
ana 75 v 1 Tuna:
- Crypto-Pro HSM CSP NN
- Crypto-Pro HSM RSA CSP NN

rae NN - Homepa oT 1 oo 8 c nmampyowmnm Hynem (T.e. B Buae «01»... «08»).

Onsa 80 Tuna:

- Crypto-Pro GOST 34.10-2012 HSM CSP 01

- Crypto-Pro GOST 34.10-2012 HSM CSP 02

- Crypto-Pro GOST 34.10-2012 HSM CSP 03

o W W™ ™

- Crypto-Pro GOST 34.10-2012 HSM CSP 04

Ans 81 tuna:

- Crypto-Pro GOST R 34.10-2012 Strong HSM CSP 01
- Crypto-Pro GOST R 34.10-2012 Strong HSM CSP 02

- Crypto-Pro GOST R 34.10-2012 Strong HSM CSP 03
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- Crypto-Pro GOST R 34.10-2012 Strong HSM CSP 04

Ans 16 tuna:

- Crypto-Pro ECDSA and AES HSM CSP 01
- Crypto-Pro ECDSA and AES HSM CSP 02
- Crypto-Pro ECDSA and AES HSM CSP 03

- Crypto-Pro ECDSA and AES HSM CSP 04

Ans 24 tuna:

- Crypto-Pro Enhanced RSA and AES HSM CSP 01
- Crypto-Pro Enhanced RSA and AES HSM CSP 02
- Crypto-Pro Enhanced RSA and AES HSM CSP 03

- Crypto-Pro Enhanced RSA and AES HSM CSP 04

Takum 06pas3oM, ecnm KONMYeCTBO CUHXpoHM3uMpyembix [MAKM He npeBbiwaer
YKa3aHHOro 4ucrna KpuntonpoBaepoB HYXHOIMO TMNa, TO MOXHO (AaXe peKkoMeHAyeTcs)
MCMNo/sib30BaTb YKasaHHble Bbille WMMeHa, 3apeructpupoBaHHblie BHYTpu [MTAKM «Kpuntollpo
HSM». Ecnn KomMyecTBO CUHXpoHu3npyembix [AKM 6onee BOCbMM uMAM 4deTbipex (B
3aBUCMMOCTM OT TuMa), B [JAOMNOJIHEHME MOXHO WCMOJSIb30BaTb MPOM3BOJSIbHbIE WMEHa,

NoJlyYeHHble U3 3aperncTpnupoBaHHbIX UMeH C Aob6aBneHneM cyddmnkcoB «Proxy...».

Mpwn ncnonb3oBaHnn UMeH ¢ cyddunkcom “Proxy ...” He pekoMeHAyeTCss MCNOoSb30BaTb
B nporpammax Bbi3oBbl CryptGetProvParam (.., PP_NAME,..), ¢ nocrneaywowmm
MCMoJSib30BaHWEM BO3BpallaeMoro AaHHbIM METOAOM WMMEHM KpunTornpoBangepa B TOW Xe
nporpamMme. Bo3Bpalwaemoe Takum obpasom wuMmsa 6yaeT oOTAMYaATbCA OT HayvasbHOro,
MCNONb3YEMOro MNpu OTKPbITUM KOHTEKCTa, B HeM Yyxe 6yaeTr OTCyTCTBOBaTb Cyddukc
«Proxy...». CneaywLmMin BbI30OB OTKPbITUS KOHTEKCTa C HOBbIM WMEHEM MoOXeT ObITb

nepeHanpassieH coBceM B apyron MAKM.
Hwxe npueBoaAnTCA BU3yasibHOE MOSICHEHME BCEro BbILUECKa3aHHOro.

OnucaHue 3apeructpupoBaHHoro crnncka NAKM «Kpuntollpo HSM»:
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P e S

Qaiin  Mpaeka Bwa sBpannoe Cnpaska

, ATI Technolegies -
 AVerMedia TECHNOLOGIES, Inc.

, Business Objects

) Classes

Vs Twun

f_‘_'](l'loymonuaHumJ REG_SZ
ab| Channel REG_S5Z
ab|Reader REG_SZ

3HadeHne

(3HaYEHWE HE NPUCBOEHD)
192168235

SCARD

-, Clients

b v T TV

- Crypto Pro

b - App Paths

44 Cryptography
4~ | CurrentVersion
b | AppPath

1

i |1 debug

4 H5M

© 4. HSMIDs

1| HSM_PERS1|
|, HSM_PERS2
| HSM_SERVL
| HSM_SERV2

|> |, KeyCarriers -
< | 1 | 3 < | 1 | 2

Komnetoteph\HKEY_LOCAL MACHINE\SOFTWARE\Wow6432MNode\ Crypto Pro\ Cryptography! CurrentVersion\HSM\HSMIDs\HSM_PERS1

OnucaHme gONOAHUTENbHBIX UMEH KPMNTOMpPOBanaepos - N0 o4HOM nape 75-ro n 1-ro
Tuna ans kaxgoro MAKM, 3apeructpupoBaHHoro B kntode HSMIDs (ato yaobHo penaTtb
nyTeEM 3KCNOpTa OMUCaHWM CyLEeCTBYHLMX KpUNTonpoBalhaepos, Hanpumep, «Crypto-Pro
HSM CSP» n «Crypto-Pro HSM RSA CSP» B dannbl “.reg”, nameHeHMeM B 3TUX daliaax UMeH
KpuntonpoBangepoB M napameTpoB Cc MMeHeM «CP Service Name» (3HayeHue RPC Toukm

MOAK/IOUYEHUNS), N 3anNyCKOM 3TnX 06HOBNEHHbIX (annoB n3 obonoukm Windows Explorer):

r B
e T

I ®aitn  lMpaska Bug VsBpannoe Cnpaeka
I - .. Command Processor “ 1 Hma Tun 3HaueHne
1>~ | Connectto a Netwark Projector Qﬂ(ﬂoyMOJ'IHEH“Kﬂ REG_SZ (3H@YEHWE HE NPUCEOEHD)
4-J. Cryptography 2b]CP Module Entry Point  REG_SZ DllStartServer

b ‘2”|t°_E”’°”me”t aB]CP Module Name REG_SZ cpesprdll

'> b C:;'; 08 ab] CP Service Name REG_SZ CryptoPro HSM Client Service %d

_____ : CatDB'Ig'empFiIes £||| ab|CP Service UUID REG_SZ ff7123aa3- d3ef-44h9-ael c-6fad64a0f52a

_____ || CertificateTemplateCache E}_ﬂlmage Path REG_SZ C\Program Files\Crypto Pro\H5M\cpesp.dll

2., Defaults Ig'_é]SigInFiIe REG_DWORD 0:00000001 (1)

0 || Provider ﬂ_&]Type REG_DWORD 00000004k (75)
----- . Crypto-Pro GOST R 3410-2001 Cryptographic 5
----- | Crypte-Pro GOST R 34.10-2001 HSM Local CSP
----- | Crypte-Pro GOST R 34.10-2001 KC1 CSP
-1 | Crypto-Pro HSM CSP |
----- . Crypto-Pro HSM CSPProxy HSM_PERSL
----- . Crypto-Pro H5M CSPProxy HSM_PERS2
----- . Crypto-Pro HSM CSPProxy HSM_SERVL
----- . Crypto-Pro H5M CSPProxy HSM_SERV2
----- . Crypto-Pro H5M RSA CSP
----- . Crypto-Pro HSM RSA CSPProxy HSM_PERSL
----- . Crypto-Pro H5M RSA CSPProxy HSM_PERS2
----- .. Crypto-Pro H5M R5A CSPProxy HSM_SERV1
----- . Crypto-Pro H5M RSA CSPProxy HSM_SERVZ
----- .. Microsoft Base Cryptographic Provider v1.0
----- . Microsoft Base D55 and Diffie-Hellman Cryptoc
----- . Microsoft Base D55 Cryptographic Provider
----- . Microsoft Base Smart Card Crypto Provider
----- . Microsoft DH 5Channel Cryptographic Provider
----- | Microsoft Enhanced Cryptographic Provider v1.
----- . Microsoft Enhanced D55 and Diffie-Hellman Cr
----- | Microsoft Enhanced RSA and AES Cryptographi
----- . Microsoft RSA S5Channel Cryptographic Provide
----- .. Microsoft Strong Cryptographic Provider
[>~ . Provider Types &
4 m | 3 < . | v

Komnetorep\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography'\Defaults\Provider\ Crypto-Pro H5M CSP
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Mpwn aTOM 3HaueHne napameTpoB «CP Service Name» ansa kaxgor napbl FTOCT n RSA
KpUATONpoBamaepoBs AO/MKHbl  6biTb OAMHAKOBbI (T.e. OAMH CUCTEMHbIN Tpen 6yaer
noaknoyatbcs K ogHoMy MAKM, koTtopbii obpabaTbiBaeT 3anpocbl M ang NOCT n gna RSA

KpunTonposanaepa).

& Penaxrop p&__—‘

I ®ain  [paeka Buwg VisBpannoe Cnpasxa
L Command Processar “ | Vpan Tun 3HaueHWE
, Connect to a Metwerk Projector f,‘_'](l'loyMOJ‘lHaHHro] REG_SZ (3HAYEHME HE NPHCBOEHD)
. Cryptography ab| CP Module Entry Point ~ REG_SZ DllstartServer
- ‘zult‘?E”“‘”me”t B 3] CP Module Name REG_SZ cpesprll
" C:tzlli 08 ab] CP Service Name REG_SZ CryptoPro HSM Client Service HSM_PERSL %d
""" = c g . ab| CP Service UUID REG_SZ ff723aa3-d3ef-44b3-aed c-6fadb4alfs2a
----- |, CatDBTempFiles 3,‘_']1 P ; .
_____ || CertificateTemplateCache mage Path REG_SZ C:\Program Files\Crypto Pro\HSM\cpesp.dll
-}, Defaults i’;'_.'r]SigInFiIe REG_DWORD (000000001 (1)
a. . Provider Ig'_&]Type REG_DWORD 00000004k (75)
----- |, Crypto-Pro GOST R 34.10-2001 Cryptographi
..... |/ Crypto-Pro GOST R 34.10-2001 HSM Local C¢
----- | Crypto-Pro GOST R 34.10-2001 KC1 CSP
..... | Crypto-Pro H5M CSP
ol | Crypto-Pro HSM CSPProxy HSM_PERSL |
..... | Crypto-Pro H5M CSPProxy HSM_PERSZ
----- | Crypto-Pro HSM CSPProxy HSM_SERVL
..... | Crypto-Pro HSM CSPProxy HSM_SERVZ
----- |, Crypto-Pro HSM RSA CSP
..... |1 Crypto-Pro HSM R5A CSPProxy HSM_PERS1
----- \. Crypto-Pro HSM RSA CSPProxy HSM_PERS2
..... |1 Crypto-Pro HSM R5A CSPProxy HSM_SERV1
----- b Crypto-Pro HSM R5A CS5PProxy HSM_SERV2 i
] | o I'|‘ B < | LLLJ | 4

KomnerotephHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography'\Defaults\Provider\Crypto-Pro HSM CSPProxy HSM_PERSL

24 Penacrop pee__"""" i

|| ®aiin  Mpaska Bug |sBpawnoe Crpaska
L Command Processor * | Kpan Twun 3HadeHne

, Connectto a Metwork Projector gﬂ(l'loymonuaHmo:l REG_SZ (3HAUEHUE HE NPUCEOEHD)

/. Cryptography 5] CP Module Entry Point  REG_SZ DliStartServer

- ‘:UIt‘?E”"’”me”t B aB]CP Module Name REG_SZ cpespr.dil

o c:;'li - ab] CP Service Name REG_SZ CryptoPro HSM Client Service HSM_PERS1 %d

= CatDB'Ig'em il ab| CP Service UUID REG_SZ ff723aa3-d3ef-44b9-aelc-6fadbdalfs2a

""" - o proes f_‘_ﬂlmage Path REG_5Z C\Program Files\Crypto Pro\HSM\cpesp.dll

----- | CertificateTemplateCache o ) -

1.l Defaults {l_o]SlgIr'lFHE REG_DWORD 000000001 (1)

0 . Provider j!'_.',]Type REG_DWORD 000000001 (1)
..... | Crypto-Pro GOST R 34.10-2001 Cryptographi
----- |/ Crypto-Pro GOST R 34.10-2001 H5M Local C¢
----- |, Crypto-Pro GOST R 34.10-2001 KC1 CSP
----- b Crypto-Pre HSM CSP
..... | Crypto-Pro H5M CSPProwy HSM_PERSL
----- | Crypto-Pro HSM CSPProxy HSM_PERS2
..... | Crypto-Pro HSM CSPProxy HSM_SERV1
----- . Crypto-Pro H5M CSPProxy HSM_SERVZ
..... |, Crypto-Pro HSM RSA CSP
i . Crypto-Pro H5M RSA C5PProxy HSM_PERSL |
..... | Crypto-Pro HSM R5A CSPProxy HSM_PERS2
----- \. Crypto-Pro H5M RSA CSPProxy HSM_SERVL
----- |/ Crypto-Pro H5M RSA C5PProxy HSM_SERVZ
] | wm I.|n Y 4 m | D

Komnerotep\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ Cryptography\Defaults\Provider\Crypto-Pro HSM RSA CSPProxy HSM_PERS1
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FIEET =)

Il ®aiin  [lpaeka Bug Vi=6pannoe Cnpaexa
L Command Processar | Mms Tun 3HaueHne
. Connectto a Network Projecter ab] (Mo ymonuanna) REG_SZ (3HaYEHME HE NPUCBOEHO)
» Cryptegraphy 25| CP Module Entry Point  REG_SZ DilStartServer
-l Autofnrollment E 28] CP Maodule Name REG_SZ cpespr.d
o E::IZ - 28] CP Service Name REG_SZ CryptoPro HSM Client Service HSM_PERS2 %d
..... j CatDB'Ig'empFiIes 3_!'] CP Service UUID REG_5Z ff723aa3-d3ef-44 b3-ael c-6fad64 a0f52a
lllll J CertificateTemplateCache f}_ﬂlmage Path REG_SZ C:\Program Files\Crypto Pra\H5M\cpesp.dll
-l Defaults .‘g’;'_c"]SigInFiIe REG_DWQORD 0x00000001 (1)
. I Provider j';_.',]Type REG_DWORD 0x0000004b (75)
----- 10 Crypto-Pro GOST R 34.10-2001 Cryptographi
----- | Crypto-Pro GOST R 34.10-2001 H5M Lecal Ct
----- | Crypto-Pro GOST R 34.10-2001 KC1 C5P
..... | Crypto-Pro HSM CSP
----- 1 Crypto-Pro HSM CSPProxy HSM_PERSL
.| | Crypto-Pro HSM CSPProxy HSM_PERS2 |
----- 1/ Crypto-Pro HSM CSPProxy HSM_SERVL
----- k Crypto-Pro HSM CSPProsxy HSM_SERVZ
..... 1/ Crypto-Pro HSM RSA CSP
----- | Crypto-Pro HSM R5A C5PProxy HSM_PERSL
----- 1) Crypto-Pro HSM RSA CSPProxy HSM_PERS2
----- | Crypto-Pro HSM R5A C5PProxy HSM_SERV1
----- 1. Crypto-Pro HSM RSA CSPProxy HSM_SERVZ
] '|r T owm "|n Y < m | 3

Komnerotep\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ Cryptegraphy\Defaults\Provider\Crypto-Pro HSM CSPProxy HSM_PERS2

I ®aiin  [lpaeka Buwg VsBpannoe Cnpasxa
L Command Processor “ || Mma Tun 3HauyeHne
, Connect to a Metwerk Projector fﬂ(ﬂoymonqaﬂnro] REG_SZ (3HAYEHME HE NPUCEOEHT)
i Cryptography ab| CP Module Entry Point ~ REG_SZ DliStartServer
c i ,2ulthnrollment E| E_E'JCP Module Name REG_5Z cpespr.dll
’ e C:tZIIZgDB 3,‘_'] CP Service Name REG_SZ CryptoPro H5M Client Service HSM_PERS2 %d
_____ : CatDBTempfFiles f_‘_'] CP Service ULID REG_SZ ff723a3a3-d3ef-44b0-ael c-6fadb4alf52a
..... J CertificateTemplateCache f_l_ﬂlmage Path REG_SZ C:\Program Files\Crypto Pro\HSM\cpesp.dll
g Defaults i’;'_c'r]SigInFiIe REG_DWORD 000000001 (1)
a- | Provider .E':'_t'»]Type REG_DWORD 0x00000001 (1)
----- 1 Crypto-Pro GOST R 34.10-2001 Cryptographi
----- | Crypto-Pro GOST R 34.10-2001 HSM Local Cf
----- 1 Crypto-Pro GOST R 34.10-2001 KC1 CSP
..... 1/ Crypto-Pro HSM CSP
----- K Crypto-Pre HSM CSPPrasxy HSM_PERSL
----- 1/ Crypto-Pro HSM CSPProxy HSM_PERSZ
----- K Crypto-Pro HSM CSPPraxy HSM_SERVL
..... 1) Crypto-Pro H5M C5SPProxy HSM_SERVZ
----- 1 Crypto-Pro H5M RSA CSP
----- 1) Crypto-Pro H5M RSA C5PProxy HSM_PERS1
ol | Crypto-Pro H5M RSA CSPProxy HSM_P ERS2|
----- | Crypto-Pro H5M R5A C5PProxy HSM_SERV1
----- 1) Crypto-Pro H5M RSA C5PProxy HSM_SERVZ i
. | SR ..|, e a0 = | -

Komneroreph\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Crypto-Pro HSM RSA CSPProxy HSM_PERS2

Ecnn B ucnonb3oBaHuuM RSA anroputMoB HeT HeobXoAMMOCTW, TO WM MPOMNUCHIBaTb

COOTBETCTBYHOLUME UMEHA KPUMNTONPOBANAEPOB HE HYXHO.
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7. KOHTPOJIb LENOCTHOCTHN

YctaHoBo4YHble Moaynu «Kpuntollpo HSM Client» 1 KOMNNeKT 3KcnayaTaunoHHOWN
OOKYMEHTaUUM K HeMy MNOCTaBASATCA MNOSb30BaTesNto YNOMHOMOYEHHOW OpraHusaumeln Ha

HocuTene (CD, DVD - auckn).

BMmecTte ¢ ,ClMCTpVIﬁYTMBOM n ILI,OKYMeHTaLl,l/‘IEI\/? Ha AWCKE pa3MeLlaeTcda OTAeIEHHadA
3IEKTPOHHaA noanncCb, And NpoBEPKU KOTOpOl}'I Heob6XxoAnMOo MUCMoNb30BaThb YTUNNTY cpverify,
NnoNTy4YEHHYO AOBEPEHHbLIM o6pa30M M coaepXalyr K4 nMpoBEPKU OaHHOM SﬂeKTpOHHOIZ

noanucwm.
YctaHoBka «Kpuntolpo HSM Client» MoxeT 6bITb OcCyllecTBfieHa TONbKO B ciy4dae

noaTBeEpXAEHNA LUENOCTHOCTU MOJNTYYEHHbIX YCTAHOBOYHbIX MOD,YJ'IGVI 3KCI'IJ'IyaTaLI,VIOHHOl7I

AOKyMeHTauunu.

1. CpeactBo KOHTpOAS UenocTHocTu (cpverify.exe) nepBoHa4YanbHO AOSIXKHO 6bITb MOJyUYEHO
rnonb3oBateneMm Ha GpuandyeckoMm HocuTene B odpuce komnanmm 000 «KPUMTO-MPO», nubo y
oduumanbHoro gunepa. Takas yTunmMta CUMTaeTCs MOoSy4YeHHOW AOoBepeHHbIM obpa3om. [danee
Noy4YeHHOW AoBepeHHbIM 06pa3oM npu3HaeTcs o4vepeaHas Bepcus YTUAUTbI, MONydYeHHas
"—_!_!_“ nobbiMm 0bpasom, Hanpumep, CKayaHHas C calTa www.cryptopro.ru, npu ycnoBumu, 4TO OHa
6blna NnpoBepeHa APYrMM 3K3EeMMNIAPOM YTUAUTbI, NOYyHYEHHbIM paHee A0BepeHHbIM 06pa3omM, 1

npoBepka 6bina ycnewHom.
2. Kntou npoeepku 31, a Takxe nHbopMaums o HeM (aaTa Co34aHus, anropuTM XaW-OyHKUNK,

VILI,EHTVIq)MKaTOp anropmnTtMma ﬂO,CI,I'WICVI) 3anucbIBalOTCS B UCXOAHbIA KOZA YTUINUTbl Ha 3Tane

cbopku.

Moaynb cpverify.exe no3BossieT  OCYLLECTB/SATb KOHTPOJIb Le/T0CTHOCTM
YCTaHOBIEHHOTO nporpamMHoro  obecrieyeHus. KoHTposnb LLeNIOCTHOCTU dannos
ocyllecTBasieTcs npu 3arpy3ke danna Ha wucnonHeHne (M nepuoavyvyeckm BO BpeMs
BbIMOSIHEHMSA) WKW NPU PYYHOM 3anycKe MporpaMMbl KOHTPOASA LENOCTHOCTM (CM. ONuUUI0 —rv

HUxXe).

Mpn nNOMOLWM NEPEUNCNIEHHBbIX HWXE Onuuin Moaynb cpverify.exe MoxeT 6biTb

MCNOJIb30BaH Ansd cneayruwmx KOHTPOJIbHbIX uenen:

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>] - BbluMcneHue
3HaueHus xaw-dpyHKuMn ansa danna ¢ umeHem filename ¢ nomowbto anropmutMa algid. Mone
algid MoxeT npuHuUMaTb 3HayveHnms GR3411, GR3411_2012_256 n GR3411_2012_512 (no
yMmonuyaHuio wucnonbdyetrca GR3411). [-inverted_halfbytes <inv>] yka3biBaeTcs, ecnam
nonybantel B hashvalue nepesepHyTbl (nNo ymonyaHumiwo aAna GR3411 inv npuHUMaeTcs
paBHbIM «1», ang anroputMoB GR3411_2012_256 n GR3411_2012_512 «0»).

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka

uenoctHoctn danna c¢ uMmeHem filename, wmcnonb3lys anroputMm algid m Xxsw-3HayeHue
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hashvalue. Mone algid MoxeT npuHMMaTb 3HaveHumss GR3411, GR3411_2012_256 wn
GR3411_2012_512 (no ymon4yanuio ucnonbsyerca GR3411). Ecnm hashvalue He ykasaH, TO
X3W-3HadeHne b6epetcsa u3 danna filename.hsh. [-inverted_halfbytes <inv>] ykasbiBaeTcs,
ecnn nony6antbl B hashvalue nepeBepHyTbl (N0 yMonydaHuto ansa GR3411 inv npuHUMaeTcs
paBHbIM «1», ana anropntMoB GR3411_2012_256 n GR3411_2012_512 «0»).

cpverify -rm [-alg algid] [cathame] - BbluMCNEHWE 3HAYEHMS X3W-PYHKUUM ANK
Kakgoro ns ¢annos, cogepxalwmxcsa B kaTanore cathame B pasgene peecrtpa (ecnu catname
He ykasaH, To 6yayT nepecuuTaHbl BCe X3W-3Ha4YeHWs B pasfjene peecTtpa). Tekylee
3HayeHne Xx3W-PyHKUUA NMpu 3TOM 3aMeHsieTCa Ha BHOBb nocymTaHHoe. MNone algid moxer
npuHuMaTtbh 3HadeHmsa GR3411, GR3411_2012_256 un GR3411_2012 512 (no yMonyaHwuio
ncnonb3lyetcsa GR3411).

cpverify —-rv [cathame] - npoBepka UeNoCTHOCTM (ainoB u3 katanora cathame B
pasgene peectpa (ecnu catname He ykasaH, To 6yayT nposepeHbl Bce dannbl B pasgene
peecTpa).

cpverify -xm in_file out_file [-alg algid] [xmlcatname] - BbluncneHne 3Ha4YeHus xaL-
dyHKUMM ana  dainnos, nepeyncieHHolx B Xxml-aine ¢ umeHem in_file B katanore
xmlcatname (ecnm xmlcathame He ykasaH, TO X3W-3Ha4vyeHusa 6yayT nocuuTaHbl AN BCeX
danos, nepeuncneHHbix B xml-darine ¢ uMeHem in_file), n 3anmcb Nony4yeHHbIX 3HAYEHUN B
xml-cpann ¢ mMeHem out_file. Tekywee 3HauveHne x3wW-AOYHKUMA NPU ITOM 3aMeHsAeTCs Ha
BHOBb nocumTtaHHoe. Mone algid MoxeT npuHMMaTb 3HavyeHus GR3411, GR3411_2012_256 u
GR3411_2012_512 (no ymonuaHuio ncnonbdyetcsd GR3411).

cpverify —xv in_file [xmlcathame] - npoBepka LenocTHOCTU hannoB, NepeyncneHHbIX
B xml-cpanne c nmeHem in_file B katanore xmlcatname (ecnn xmlcatname He ykasaH, TO
nposepka 6ypeT BbiNosIHEHA ANs Bcex (anoB, NepedncneHHbiXx B xml-canne c mMeHeMm
in_file).

cpverify —-r2x out_file — dopmmnposaHume xml-daiina c nmeHem out_file, cogepxawero
CNNCOK alnoB, HaxOAAWMXCA B pasgene peecTtpa MoA KOHTPOJieM LeNoCTHOCTU, U

X3W-3HaveHns 3Tmnx dhamnnos.

cpverify -x2r in_file - ycTtaHoOBKa nog KOHTPO/Jb LENOCTHOCTM  ainnos,

nepeyuncneHHblXx B xml-daiine ¢ numeHem in_file.

CnnCcoK KOHTPOJSIMPYEMbIX MOAYEN 3aBUCUT OT UCMOSHEHUSI U MOXET ObiTb MOSyYeH

npyv NOMOLLKN KOMaHAabl cpverify —r2x in_file.

Ona  Toro, uTOGbI noctaBnTb NoA  KOHTPOJIb  LUESIOCTHOCTU  YCTaHOBJIEHHOE

nporpaMMHoe obecrnedeHne, Hy>KHO BbIMOJIHUTb CIEAYHOLLY0 NOCNEeA0BATE/IbHOCTb AEACTBUIA:

1. Co3pgatb xml-cpaitn, coaepxawmini CrNMCOK YCTaHaB/IMBAEMbIX MNOA KOHTPOJb
LesnIoCTHOCTKU hannos. [aHHbii xml-daiin Ao/KeH MMeTb CeayoLwWyo CTPYKTYpY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<CProlntegrity>
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<catalog>

<entry name="calc.exe">
<Path>WINDOWS\system32\calc.exe</Path>
<Algid>00008021</Algid>

</entry>

<entry name="verifier.exe">
<Path>WINDOWS\system32\verifier.exe</Path>
<Algid>00008021</Algid>

</entry>

</catalog>

</CProlntegrity >

3HaudeHune nong Algid ponxHo paBHaTbCa 00008021.

2. 3anyctutb Moaynb cpverify —xm in_file out_file TestControl, yka3aes B kadecTBe
napametpa in_file uma cospgaHHoro xml-dainna. Pesynbtatom pabotel Moayns 6yaer
aBnatbcs xmi-dann ¢ nmenem out_file, cogepxawmnin BbIYNCNIEHHbIE 3HAYEHUSA X3LW-(PYHKLUN
ANnsa nepeuncneHHolXx B in_file dannos 1 MMeowmnii cneayowyo CTpYKTYpY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<CProlntegrity>

<catalog>

<entry name="calc.exe">

<Path>WINDOWS\system32\calc.exe</Path>

<Algid>00008021</Algid>
<Tag>679837307CDC7AA1E4BDBB75194A24D42C782079AF08E2D362D7624A90D6
04C7</Tag>

</entry>

<entry name="verifier.exe">

<Path>WINDOWS\system32\verifier.exe</Path>

<Algid>00008021</Algid>
<Tag>9DF987B89A323BEBC3C29BACOAED42A4F5BD651892AAE79F1EC1D05288D0
6B9C</Tag>

</entry>

</catalog>

</CProlntegrity>

3HaudeHue nong Algid gonxHo pasHATbCA 00008021.

3. YCTaHOBUTb MOA4 KOHTPOJIb LIENOCTHOCTU dannbl, ANs KOTOPbIX 6blN10 BbIYMCNEHO
3HayeHne xaWw-dyHKUMKM, wuncnonbsya wmoayib cpverify -x2r in_file TestControl, rae
napameTpoMm in_file aenserca xml-dann, nony4yeHHbIn B pe3ysbTaTe BbIYUCIEHUSA 3HAUYEHUS
X3W-PYyHKUMN B NYHKTE 2.
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MPUNOXXEHWE 1. MPUMEP KOHOUTIYPALIMOHHOIO
OANSIA MK3UN «KPUNTOMPO HSM» HA CEPBEPAX C OC
CEMEWCTBA LINUX

[Random]
# IaTuMKU CJIIYUaMHEX 4YMCell
# Bio - BMOJIOTMUYECKMMI OATUMK
# Dsrf - Harumk ICIOP
# Sable - JaTtumk CoBojb
[Random\Bio tui]
"DLL"="librdrrndmbio tui.so"
[Random\Dsrf]
"DLL"="1librdrdsrf.so"
[Random\CPSD]
"DLL"="1librdrdsrf.so"

[Random\CPSD\Default]

Name = "\xcal\xcf\xc8\xcc"

Level = 3

"/dbl/kis 1" = "/var/opt/cprocsp/dsrf/dbl/kis 1"
"/db2/kis 1" = "/var/opt/cprocsp/dsrf/db2/kis 1"
[KeyDevices]

# Twumnel cuMTHBaTEJIEN

# FAT12 - CumreiBaTesb "Juckoson"

# HDimage - CuwmrhHBaTesb "CTpyKTypa IOMCKETH Ha XEeCTKOM nucke'"
# PCSC - CumTeHBaTeJIb CMapT-kapT GemPC
[KeyDevices\FAT12]

"DLL"="1librdrfatl2.so"

"Group"=1

[KeyDevices\HDimage]

"DLL"="1ibrdrfatl2.so"

[KeyDevices\HDIMAGE\Default]

Name = "\xdl\xf2\xf0\xf3\xea\xf2\xf3\xf0\xe0 \xed\xe8\xfl\xea\xe5\xf2\xfb" \
" \xed\xe0 \xe6\xeb\xfl\xf2\xea\xee\xec \xed\xe8\xfl\xea\xeb"

[KeyDevices\HSM]

"DLL"="1librdrfatl2.so"

[KeyDevices\FLASH]
D11 = "librdrfatl2.so"
Script = "mount flash.sh"

[KeyDevices\FLASH\Default]

Name = "FLASH"
[KeyDevices\PCSC]

DLL = "librdrpcsc.so"
Group = 1

[KeyDevices\PCSC\"PNP PCSC"\Default]
Name = "All PC/SC readers"
[Capilite\cache settings]

# TNapamerpe CryptRetriveObjectByURL
max elements=100

fresh time=3600

[PKCS11]

# HacTpouky misa PKCS11

# [PKCS1ll\slot0]

# ProvGOST = "Crypto-Pro GOST R 34.10-2001 KC1 CSP"

# ProvRSA = "Microsoft Strong Cryptographic Provider"
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# reader = hdimage

[Parameters]
# I[apamMeTprl HpoBammepa

HacTtponku TLS

tls client use ocsp extensions=0

tls client disable revocation check=0

tls client disable self certificate usage validation=0
tls client disable legacy cipher suites=0

tls server use ocsp extensions=0

tls server disable revocation check=0

tls server disable self certificate usage validation=0
tls server disable legacy cipher suites=0

tls server use renegotiation info extension=0

tls server max sessions=64

tls server max certificate request cas=100

e e o e e R S S 3 e 3 3

# Iepron paboTH TecTepa
#TesterPeriod=10
TesterPeriod=600

PKZI Build=9092
ConfigEncoding="CP1251"
DisableShortcuts=true

[Provider]
# MaBJsIOHEl NPOBAMIOEPOB [0 THUIIAM HOCHUTEJIEN

# IpoBepka ajrebpamMyecKux CBOMCTEB OTKPHTOT'O KJIOYa
CheckPublic = true

[apppath]

"librdrfatl2.so"™ = "/opt/cprocsp/lib/amd64/librdrfatl2.so"
"librdrrdr.so" = "/opt/cprocsp/lib/amd64/librdrrdr.so"
"librdrrndm.so" = "/opt/cprocsp/lib/amd64/librdrrndm.so"
"librdrdsrf.so" = "/opt/cprocsp/lib/amd64/librdrdsrf.so"
"libcpui.so" = "/opt/cprocsp/lib/amd64/libcpui.so”
"libcurl.so" = "/usr/local/lib/64/libcurl.so"

"mount flash.sh" = "/opt/cprocsp/sbin/amdé64/mount flash.sh"
"libcspr.so" = "/opt/cprocsp/lib/amd64/libcspr.so"
"libpcsclite.so" = "libpcsclite.so.l"

"librdrpcsc.so" = "/opt/cprocsp/lib/amd64/librdrpcsc.so"
"librdrric.so" = "/opt/cprocsp/lib/amdé64/librdrric.so"
"libpkivalidator.so" = "/opt/cprocsp/lib/amd64/libpkivalidator.so"

# Iy k OuUBIMOTEKaM

[Services]

# CoyxOb M MX [apaMeTpH .

# I[apameTp "StartService" ykaseBaeT MMS MCIOJHSAEMOTO ¢Gamja CJIyXOb
# (B xaramore @ac_default prefix@/sbin)

# OcTasibHBIE MapaMeTpH 3aBUCHAT OT CJIIYyXOH

# CexuMy CEpBUCOB:

# HSMServer - Cinyx6a ®eHmkC-M

# HSMClient - Cnyx0a nommepxkm kKaHajsa "K" (xameHT deHmMkC-M)

# CryptSrvKB2 - Cnyxba mnposanzepa KB

# CryptSrvKC2 - Cmyx6a mnposarimepa KC2

[Services\CryptSrvKC2]

StartService = "cryptsrv"

[Defaults\Provider]

# Ipomarmeprl. OnmMcaHue OpoBaliIepa IOJDKHO COIepXaTb I[10JI:

# "Image Path" = nyTe mo paszensemMolr OuOIMOTEKM MNpoBamepa
# "Type"= Tun nposanmepa (71, 75)

[Defaults\Provider\"Crypto-Pro HSM CSP"]

"Image Path" = "/opt/cprocsp/lib/amd64/libcspr.so"”
"Function Table Name" = "CPSRV_GetFunctionTable"
Type = 75
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Channel = ".clientk2"
Media = "HSM"

[Defaults\Provider\"Crypto-Pro GOST R 34.10-2001 KC2 CSP"]

"Image Path" = "/opt/cprocsp/lib/amd64/libcspr.so”
"Function Table Name" = "CPSRV_GetFunctionTable"
Type = 75

Channel = ".cryptsrv"

[Defaults\"Provider Types"]
# Twunel nposalkpmepos. OnmMcaHMe Tura OpoBaliepa HOOJPKHO COLEepXaThb II0JIS:
# "Name"= wumsa npoBarmepa IO yMOJIUAHMIO IOJIS OAHHOTO THUIA

[Defaults\"Provider Types"\"Type 075"]
Name = "Crypto-Pro GOST R 34.10-2001 KC2 CSP"

["dummy section comment for debug"]

# OUIBTP OTJIAHOUHEIX coofbmenurr B dopmare "MMsa monyna"=6uToBas Macka
# ®maru ounbTpauny (mofname=x) :

# INoTepm npomsBomuTesibHOCTM [HeT auth.* B syslog.conf] [ecTb auth.*]
# N DB _ERROR = 1 0% 0%

# N DB TRACE = 2 77% 98%

# N DB CALL = 4 70% 98%

# N DB LOG = 8 1% 30%

# onaru dopmara (modname fmt=x):

# module 1

# thread 2

# file and line 4

# function 8

# text 16

# hex 32

# error 64

[debug]

cpcsp=1
cpcsp_fmt=57
capilO=1
capilO_ fmt=57
cprdr=0

cprdr fmt=57
cpext=1

cpext fmt=57
capi20=1
capi20_ fmt=57
capilite=1
capilite fmt=57
libecspr=1
libcspr fmt=57
cryptsrv=1
cryptsrv_fmt=57
kchansrv=1
kchansrv_fmt=57
fenixmsrv=1
fenixmsrv_ fmt=57
libssp=1

libssp fmt=57
cppkcsll=1
cppkcsll fmt=57
cpdrv=1
cpdrv_fmt=57
dmntcs=1

dmntcs fmt=57
ocsp=1

ocsp fmt=57
tsp=1

tsp fmt=57
cades=1
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cades fmt=57
pkivalidator=1
pkivalidator fmt=57
pcsc=0

pcsc_fmt=57

[OID]

# VneHTUOMKATOPE ajlOpUTMOB. OnMcaHmMe uIoeHTUdrKaTopa MOJIKHO COLNEPXaThb I[IOJIS:
# "Name"= umsa mmeHTUOMKaATOPA

# "Algid"= HomMep mmenTmduraTopa (ALG_ID)

# "ExtralInfo"= OuHapHBlM OJIOK HOI. MHOOPMALMM (OMILUMOHAJILHO)

[OID\"1.3.14.3.2.26!1"]
"Name"="shal"
"Algid"=32772

[OID\"1.3.14.3.2.18!11"]
"Name":ﬂsha"
"Algid"=32772

[OID\"1.2.840.113549.1.1.5!4"]

"Name"="shal/RSA"

"Algid"=32772
"ExtraInfo"=hex:00,24,00,00,00,00,00,00,01,00,00,00
#"ExtraInfo"=hex:00,00,24,00,00,00,00,00,00,00,00,01

[OID\"1.2.840.113549.1.1.1!3"]
" Name "= " RSA"

"Algid"=9216
"ExtraInfo"=hex:00,00,00,00

[OID\"1.2.643.2.2.19!3"]
"Name"="T'OCT P 34.10-2001"
"Algid"=11811
"ExtraInfo"=hex:00,00,00,00

[OID\"1.2.643.2.2.21'2"]
"Name"="T'OCT 28147-89"
"Algid"=26142

[OID\"1.2.643.2.2.314"]

"Name"="TOCT P 34.11/34.10-2001"

"Algid"=32798
"ExtraInfo"=hex:23,2e,00,00,04,00,00,00,4b,00,00,00
#"ExtraInfo"=hex:00,00,2e,23,00,00,00,04,00,00,00,4b

[OID\"1.2.643.2.2.30.1!20"]
"Name"="T'OCT P 34.11-94, napaMeTpe MO yMoOJ4aHUO"

[OID\"1.2.643.2.2.30.2!20"]
"Name"="TOCT P 34.11-94, napamerpe xema 1"

[OID\"1.2.643.2.2.30.3!20"]
"Name"="T'OCT P 34.11-94, napameTpel xema 2"

[OID\"1.2.643.2.2.30.4'20"]
"Name"="T'OCT P 34.11-94, napameTpu xema 3"

[OID\"1.2.643.2.2.31.1!20"]
"Name"="T'OCT 28147-89, napaMeTpH IO yMoJjidaHuio"

[OID\"1.2.643.2.2.31.2'20"]
"Name"="T'OCT 28147-89, napamerTpr umumdppoBanms 1"

[OID\"1.2.643.2.2.31.3!20"]
"Name"="T'OCT 28147-89, napameTpr mmdpoBanHmus 2"

[OID\"1.2.643.2.2.31.4'20"]
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mMoaynen

"Name"="T'OCT 28147-89, napaMeTpH

[OID\"1.2.643.2.2.31.5!20"]
"Name"="T'OCT 28147-89, napaMeTp:

[OID\"1.2.643.2.2.31.6!20"]
"Name"="T'OCT 28147-89, napaMeTphl

[OID\"1.2.643.7.1.2.5.1.1'20"]
"Name"="T'OCT 28147-89, napaMeTp:

[OID\"1.2.643.2.2.31.12!120"]
"Name"="T'OCT 28147-89, napaMeTphl

[OID\"1.2.643.2.2.31.13!120"]
"Name"="T'OCT 28147-89, napaMeTp:

[OID\"1.2.643.2.2.31.14120"]
"Name"="T'OCT 28147-89, napamMeTpH

[OID\"1.2.643.2.2.31.15!120"]
"Name"="T'OCT 28147-89, napaMeTpH

[OID\"1.2.643.2.2.31.16!20"]
"Name"="T'OCT 28147-89, napamMeTpH

[OID\"1.2.643.2.2.31.17!120"]
"Name"="T'OCT 28147-89, napaMeTpH

[OID\"1.2.643.2.2.34.1!7"]
"Name"="Ayour TLS Tpadmuxa"

[OID\"1.2.643.2.2.34.2!7"]

mpporanHmsa 3"

Ockap 1.1"

Ockap 1.0"

mbppoeanmsa TC26 A"

mpporanmusa TC26 1"

mbpporanmsa TC26 2"

mpporanmsa TC26 3"

mbpporanmusa TC26 4"

mppoeanms TC26 5"

mbpporanmusa TC26 6"

"Name"="lMneHTudmraumsa nojb30BaTesia Ha leHTpe Permcrpauum"

[OID\"1.2.643.2.2.34.3!7"]

"Name"="IIoOnuce COOEPXUMOI'O cepBepa JMHTepHeT"

[OID\"1.2.643.2.2.34.4!7"]

"Name"="AnMmuHucrparop lleHTpa Permucrpauumn"

[OID\"1.2.643.2.2.34.5!7"]

"Name"="Onepatop LeHTpa Permcrpauun"

[OID\"1.2.643.2.2.35.1!20"]

"Name"="TOCT P 34.10-2001, napameTpsl no ymoJsdaHumo"

[OID\"1.2.643.2.2.35.2!20"]

"Name"="T'OCT P 34.10-2001, napamerTpsl Ockap 2.x"

[OID\"1.2.643.2.2.35.3!20"]

"Name"="TOCT P 34.10-2001, napamerpsl nommmucyu 1"

[OID\"1.2.643.2.2.36.0'20"]

"Name"="T'OCT P 34.10-2001, mapameTps oOMeHa IO yMOJ4YaHMUO"

[OID\"1.2.643.2.2.36.1!20"]

"Name"="T'OCT P 34.10-2001, napameTpu obOMeHa 1"

[OID\"1.2.643.2.2.911"]
"Name"="T'OCT P 34.11-94"
"Algid"=32798

[OID\"1.2.643.2.2.98!3"]
"Name"="T'OCT P 34.10-2001 DH"
"Algid"=43556

[OID\"1.2.643.7.1.1.1.1!3"]
"Name"="T'OCT P 34.10-2012"
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"Algid"=11849

[OID\"1.2.643.7.1
"Name"="T'OCT P 34
"Algid"=11837

[OID\"1.2.643.7.1
"Name"="T'OCT P 34
"Algid"=32801

[OID\"1.2.643.7.1
"Name"="T'OCT P 34

.1.1.213"]
.10-2012"

.1.2.201m"]
.11-2012 256 bit"

.1.2.311"]
.11-2012 512 bit"

"Algid"=32802

[OID\"1.2.643.7.1.1.3.214"]

"Name"="TOCT P 34.11-2012/34.10-2012 256 bit"
"Algid"=32801
"ExtraInfo"=hex:49,2e,00,00,04,00,00,00,50,00,00,00
#"Extralnfo"=hex:00,00,2e,49,00,00,00,04,00,00,00,50

[0OID\"1.2.643.7.1.1.3.314"]

"Name"="TOCT P 34.11-2012/34.10-2012 512 bit"
"Algid"=32802

"ExtraInfo"=hex:3d, 2e,00,00,04,00,00,00,51,00,00,00
#"ExtraInfo"=hex:00,00,2e,3d,00,00,00,04,00,00,00,51

[OID\"1.2.643.7.1.1.6.1!3"]
"Name"="TOCT P 34.10-2012 DH 256 &ut"
"Algid"=43590

[OID\"1.2.643.7.1.1.6.2!3"]
"Name"="T'OCT P 34.10-2012 DH 512 6ut"
"Algid"=43586

[OID\"1.2.643.7.1.2.1.2.1'20"]
"Name"="TOCT P 34.10-2012 512 bit, napaMeTpsl no ymojdyaHMo"

[OID\"1.2.643.7.1.2.1.2.2'20"]
"Name"="I'OCT P 34.10-2012 512 bit, napamerpm TC26 B"

[OID\"2.5.4.3!5"]

"Name"="CN"

[OID\"2.5.4.7!5"]

"Name":"L"

[OID\"2.5.4.10!5"]

"Name":"O"

[OID\"2.5.4.11!5"]

"Name"="0U"
[OID\"1.2.840.113549.1.9.1!5"]
"Name":"E"

"ExtraInfo"=hex:07,00,00,00
#"ExtraInfo"=hex:00,00,00,07
[OID\"1.2.840.113549.1.9.1!5!a"]
"Name"="Email"
"ExtraInfo"=hex:07,00,00,00
#"ExtraInfo"=hex:00,00,00,07
[OID\"2.5.4.6!5"]

"Name"="C"
"ExtraInfo"=hex:04,00,00,00
#"ExtraInfo"=hex:00,00,00,04
[OID\"2.5.4.8!5"]

"Name":"S"
[OID\"2.5.4.8!5'a"]
"Name":"ST"

[0ID\"2.5.4.9!5"]
"Name"="STREET"
[0ID\"2.5.4.1215"]
"Name"="T"
[0ID\"2.5.4.12!5!a"]
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"Name"="Title"
[OID\"2.5.4.42!5"]
"Name"="G"
[OID\"2.5.4.42!5!a"]

"Name ":"GN"
[OID\"2.5.4.42!5!b"]
"Name"="GivenName"
[OID\"2.5.4.43!5"]
"Name":":["
[OID\"2.5.4.43!5!a"]
"Name"="Initials"
[OID\"2.5.4.4!5"]

"Name nw_mn SN"
[OID\"0.9.2342.19200300.100.1.25!5"]
"Name ":"DC "
"ExtraInfo"=hex:07,00,00,00
#"ExtraInfo"=hex:00,00,00,07
[OID\"2.5.4.13!5"]

"Name"="Description"
[OID\"2.5.4.17!5"]
"Name"="PostalCode"

[OID\"2.5.4.18!5"]
"Name"="POBox"
[OID\"2.5.4.20!5"]
"Name"="Phone"
"ExtraInfo"=hex:04,00,00,00
#"ExtraInfo"=hex:00,00,00,04
[OID\"2.5.4.24!5"]
"Name"="X21Address"
"ExtraInfo"=hex:03,00,00,00
#"ExtraInfo"=hex:00,00,00,03
[OID\"1.3.6.1.5.5.7.3.2!7"]

"Name"="Client authentication"
[KeyCarriers\OSCAR]
DLL = "librdrric.so"

[KeyCarriers\OSCAR\Default]

Name = "\xce\xfl\xea\xeO\xfO"

atr = hex: 00,00,00,00,00,00,00,43,52,59,50,54,4f,50,52
mask = hex: 00,00,00,00,00,00,00,ff,ff,ff,£f£f,ff,£f£f,£f£f, £ff
folders = "0BOO"

[KeyCarriers\OSCAR2]

DLL = "librdrric.so"

[KeyCarriers\OSCAR2\CSP]

Name = "\xce\xfl\xea\xeO\xf0 CSP 2.0"

atr = hex: 00,00,00,00,00,00,00,43,50,43,53,50,01,01,02
mask = hex: 00,00,00,00,00,00,00,ff, ff, £ff, ff, £f, ff, £f, ff
folders = "0BOO"

size 1 = 60
size 2 = 70
size 4 = 60
size 5 = 70
size 6 = 62

[KeyCarriers\OSCAR2\KChannel]

Name = "\xca\xe0O\xed\xe0O\xeb \xca"

atr = hex: 00,00,00,00,00,00,00,43,50,43,53,50,01,01,01
mask = hex: 00,00,00,00,00,00,00,ff,ff,ff,£f£,££,£f£,££,££f
folders = "0BOO"

size 1 = 56
size 2 = 36
size 4 = 56

size 5 = 36
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size 6 = 62
[KeyCarriers\TRUST]
DLL = "librdrric.so"

[KeyCarriers\TRUST\Default]

atr = hex: 3b,9%e,00,00,80,31,c0,65,44d,47,00,00,00,72,£7,41,81,07
mask = hex: ff,ff,00,00,ff,ff, ff, £ff,£f£,£f£,30,00,00,f£,£ff, £, £f£,£f

folders = "A\N\B\\C\\D\\E\N\F\\G\\H"
[KeyCarriers\TRUSTS]
DLL = "librdrric.so"

[KeyCarriers\TRUSTS\Default]

Name = "Magistra SocCard"

atr = hex: 3b,9%a,00,00,80,31,c0,61,00,72,£7,41,81,07
mask = hex: ff,ff,00,00,ff,£ff,£ff,£f£,30,ff,ff,£ff,£ff,£f
folders = "A\\B\\C\\D"

[KeyCarriers\TRUSTD]

DLL = "librdrric.so"

[KeyCarriers\TRUSTD\Default]

atr = hex: 3b,98,00,00,80,31,c0,72,£7,41,81,07
mask = hex: ff,ff,00,00,ff,ff,ff,ff,ff,ff, ff, ff
folders = "AN\BA\C\\D\\E\\F\\G\\H"

[policy\OIDs]

"{A4CCT781E-04E9-425C-AAFD-1D74DA8DFAF6}" = "libpkivalidator.so OCSPSigni"

llngImpl "
"{AFT74EE92-A059-492F-9B4B-EAD239B22A1B}"
"SigningImpl"

"{B52FF66F-13A5-402C-B958-A3A6B5300FB6}" = "libpkivalidator.so Signature"

" Impl "
4 = "libpkivalidator.so SSLImpl"

"libpkivalidator.so Timestamp"

\

\

\
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10.
11.
12.
13.

14.

15.

16.
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