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1. AHHOoTaAuUuMSA

Hactosiwmii AOKYMEHT COAEPXWUT OMNMCaHME, @ TakXe PYKOBOACTBO MO YCTaHOBKE, U
HacTpomnke nNporpamMMHoOro KOMMJiekca «Kpuntollpo LleHTp MoHuTOpMHra».  [aHHbIA
MpOrpamMMHbIA  KOMMJIEKC MCNONb3YyeTcs A/s  MOHUTOpuUHra pabotocnocobHocTn u
onepaTMBHOINO  YBEAOMJIEHUS  AAMUMHUCTPATOPOB O  BbIABJIEHHbIX c6osX, owwmnbkax
(YHKLMOHMPOBAHNSA M MPOUYMNX BHELITATHbLIX CUTyaUUsX.

JOKyMeHT npeaHa3HayeH 4718 CUCTEMHbIX aAMUHUCTPAToOpoB 1 AaMmmnHuctpatopos CII1
«Kpuntollpo DSS», MNMAK «Kpuntollpo YL», MAK «Cnyx6bl YLi».

[aHHbI AOKYMEHT, BK/tOYas Moabop M pacrnonoXeHue WANICTPauuin M maTepuanoB B HEM, ABASeTCs
06bEKTOM aBTOPCKMX MpaB W OXpaHSAeTCs B COOTBETCTBMWM C 3aKoHoAATenbCTBOM Poccuiickon ®epepauuu.
Ob6napaTteneM UCKIKUYUTENbHBIX aBTOPCKMX U MMYLLeCTBEHHbIX npaB aBnsetcs 000 «KPUMTO-MPO» Ucnonb3oBaHue
3TUX mMaTepunanos nbbiM cnocobom 6e3 NMMCbMeHHOro pa3pelleHns npaBoobnagaTens 3anpeweHo U MOXeT NoBeYb
OTBETCTBEHHOCTb, NPeAyCMOTPEHHYIO 3aKoHoAaTenbcTBoM P®. WMHdopmauus, npuBeaéHHas B AaHHOM AOKYMEHTe,
npeaHasHayYeHa UCKIIYMUTENBHO A1 O3HAKOMIIEHUS U HE SBAseTCa ncuepnoiBatoLlert. Coctas NpoAyKTOB, KOMMOHEHT,
X OYHKUUM, XapaKTEPUCTUKKN, BEPCUU, AOCTYMHOCTb M NMp. MOryT 6biTb M3MeHeHbl KoMnaHmen 000 «KPUMTO-MPO»
6e3 npeaBapuTenbHOro yeefoMseHus. Bce ykasaHHble AaHHble O XapaKTepucTMKaxX MpoAYyKTOB OCHOBaHbl Ha
MeXAyHapOAHbIX UM POCCUIMCKMX CTaHAApTaxX W pe3ynbTaTax TeCTUPOBaHUSA, NONYHYEHHbIX B HE3aBUCUMbIX TECTOBbIX
nnun cepTudmKaLMoHHbIX nabopaTopmsax, MMbo Ha NPUHATLIX B KOMMaHWM MeToAaMKax. B AaHHOM foKyMeHTe KOMNaHus
000 «KPUMTO-MPO» He npeaoCTaBnsieT HUKAKUX HWU SIBHbIX, HX NoApa3yMeBaeMbiX rapaHTuii. Bnagenbuem ToBapHbIX
3HakoB Kpuntolpo, KPUMTO-MPO, norotmnoB u npaBoobnagaTtesieM WUCKYUTENbHbIX MpaB Ha WX AM3alH U
MCNosib30BaHWe, MNaTeHTOB Ha cooTBeTCcTBylWMe npoaykTbl ssnsetrca 000 «KPUMTO-MPO». HassaHusa npo4ymx
TEXHONOrNI, NPOAYKTOB, KOMMNAHWMA, YNOMUHAKOLWUXCA B AaHHOM AOKYMEHTE, MOryT ABAATbCSA TOBapHbIMU 3HaKammu
CBOMX 3aKOHHbIX Bnagenbues. CBeaeHNs, NpuBeAEHHbIE B JaHHOM AOKYMEHTE, akTyalnbHbl Ha AaTy ero nybnaukaumm.
Mpy nepeneyaTke W UCMOMb30BaHUM AAHHbIX MaTepuanos nNMbo Nbor nx yactm ccbiikn Ha 000 «KPUMNTO-MPO»
obs3aTenbHblI.

© 2000-2018, OO0 «KPUMNTO-IMPO» Bce npaBa 3alULLeHbI.
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2. O6wee onncanue Kpunrtollpo LleHTp MOHMTOpPUHra

MporpamMmHbii koMmnnekc «Kpuntollpo LleHTp MoHWTOpWHra» — pelleHue Kniacca
Network Performance Monitoring and Diagnostics (NPMD), npeaHa3sHayeHHOe Ans
MOHUTOpUHra pabotocnocobHocTn UT-MHDPaACTpyKTypbl CUCTEMbl 3EKTPOHHOM MNOAMNUCU WM
yAocToBepsawero ueHTpa, Bkatodatowen MNAK «Kpuntollpo DSS», MAK «Kpuntollpo YL»
Bepcun 2.0, NMAK «Cnyx6bl YLU» (OCSP, TSP, SVS) u MNMAKM «Kpuntollpo HSM» u
onepaTMBHOIO  yBeAOMJIEHUS  aAMMHUCTPATOPOB O  BbIABAeHHbIX cbosix, owunbkax
(YHKUNOHMPOBAHMNSA U MPOYMX BHELITATHLIX CUTyaumsX.

Kaxabin 3K3eMnasp nporpamMMHoro komnsekca «Kpuntollpo LeHTp MoHuTOpuHra
MOXEeT NpuHaanexaTb K O4HOMY M3 IBYX TUMNOB:

> CepBep MoHutopuHra "Kpuntollpo LUeHTp MoHutopuHra" (panee - Cepsep
MOHUTOPUHIA)

> AreHTbl "Kpuntolpo LUeHTp MoHuTOopuHra" (aanee — AreHTbl). B HacTosiwee Bpems
AOCTYMHbI cneayowme AreHTbl:

AreHT Kpuntollpo LeHTp MoHuTOopuHra ans DSS;

AreHT Kpuntollpo LleHTp MoHuTopuHra ansa Llenrtpa Ceptucpmkauun YL ;

AreHT KpunTtollpo LeHTp MoHuTopuHra ansa Llenrtpa Peructpauuvm YU,

AreHT KpunTtollpo LUeHTp MoHuTopuHra ans Kpunrollpo TSP Server;

AreHT KpunTtollpo LeHTp MoHuTopuHra ana Kpuntollpo OCSP Server;

AreHT Kpuntollpo LeHTp MoHuTOopuHra ans Kpuntollpo SVS.

YV VYV VYV Y

Ha pucyHke Huxe npeacraB/ieHa CXeMa B3aumMoaencTemss KoMmnoHeHToB [K
«KpunTtollpo UeHTp MoHuTOpuHra». Onga ynobcrea npeactasneHns Ha cxeme ana Cepsepa
MoHUTOpUWHra BblaeneHa otaenbHasa paboyas ctaHUMs, a AreHTbl pacnpeseneHbol No cepeepamM
B COOTBETCTBMM C pa3MeLleHNEM NporpaMMHoO-anmnapaTHbIX KOMMIEKCOB, MOHUTOPUHI KOTOPbIX
HeobxoAMMO oCyLLeCcTBAATb. [laHHas KOHPUrypaumsa He ABNSEeTCHS eAWHCTBEHHbIM BapuaHTOM
pa3MelleHnsa KkoMmrnoHeHToB MK «Kpuntollpo LleHTp MoHUTOpUHra» n MoXeT 6biTb U3MEHEHA B
COOTBETCTBUM C TpebOBaHUAMN K NCNEKTUPYEMBIM MPOrpaMMHO-annapaTHbIM KOMMIEKCAM.

MNAK «Kpuntolpo DSS»
ArenT Kpuntollpo UM gna DSS

MAK «KpunTofpo DSS»

t

Kpunrolpo LienTp MNAKM «Kpuntollpo HSM»
MoHuTopuHra (Cepeep) T

v

Kpuntolpo HSM Client

v

Cepsep MoHuTOpUHra

. Kpuntollpo SVS L] Lentp Ceptuduraumn Kpuntolpo Y1
v . MNAK «KpunTollpo OCSP ] Uentp Permctpaumm Kpuntollpo YL
. NAK «KpunTollpo TSP» A\ . ArenTt Kpuntollpo UM ana LexTtpa
'L = . Arent Kpuntolpo UM gna SVS - Ceptudukaumn YL|
‘ . ArenT Kpuntollpo UM ana TSP Server |'- . ArenT KpunTtolpo UM gna Ledtpa
. ArenT Kpuntolpo UM ana OCSP Server Perucrpauun Y1,
¢ ﬁ
MAK «Cnyx6b1 YL» MNAK «Kpuntollpo YU»

Kpuntollpo LleHTp MoOHUTOpUHra.
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Kaxabin ak3emnnap Kpuntollpo LleHTp MOHMTOpPMHIa, BHE 3aBUCUMOCTM OT TOrO,
ansetrcs 1nm oH CepsepoM MOHUTOPUHIA WIN OAHMM U3 AreHTOB, UMeeT OANHAKOBbI NPpUHLMN
paboTbl, cuctemHble TpeboBaHUA M MNOPAAOK HACTPOMKN COMTAaCHO HACTOSALWEMY AOKYMEHTY.

OcHoBHbIM pa3nunumemM sk3emnnaspos (Cepeepa u AreHTtoB) Kpuntollpo
LleHTp MOHUTOpPUHIa SABASETCA NMUEH3Us, onpeaenstouwas pofb 3K3eMmnaspa B
nporpamMMHOM KoMmnnekce. NMpuHUMN NNLEH3UpOBaHMA onncaH B pasaene 2.3.

2.1. CepBep MoOHUTOpUHra «KpunTtollpo LleHTp
MOHUTOPUHIa»

CepBep MoHutopuHra "Kpuntollpo LleHTp MoHuTOpMHra" BbINOMHSET chnepytowmne
3aJaun:

» MOHUTOPUHI CepBEPOB C MOMOLLbIO YAa/leHHbIX TECTOB;

» UeHTpanusoBaHHbIi cbop wuHbOpMaumm 06 yaaneHHbIX TecTax W MpoBepkKax,
BblNnosiHaeMbIX AreHTaMn «Kpuntollpo LleHTp MOHUTOpUHIra»;

> Paccbinka no4yToBbiX  yBegomnenHumn u CMC-coobuieHuin 06 owmbkax w
npenynpexaeHusx;

> [lepepava MHTErpupyembiM cMCTEMaM pe3ysibTaToB yAasIeEHHbIX MPOBEPOK U MPOBEPOK,
BbIMOJIHAEMbIX AreHTamu;

» WHTerpauma ¢ 6GanaHcupoBLIMKaMW AN  ONpeAesieHus AOCTYMHOCTM 0ObekToB
MOHWTOPWHIra no pesyJsbTaTtaM TECTOB.

MoMMMO NepeydncrieHHOro Heo6xoamMmMo OTMETUTL, UuTo CepBep MoHUTOpUHIra obnagaer
BO3MOXHOCTbIO BbIMOMHATL JIOKaNbHble TeCcTbl (B Cny4yae, ecnum Kakue-nnbo ob6bekThl
MOHWTOPUHIa pacrnosioXXeHbl BMECTe C HUM Ha OAHOM paboyen ctaHumn).

Cnuncok aocTynHbixX TectoB Ansa Cepsepa MOHUTOpUHra onpeaenseTcs AUULEeH3Nen Ha
Kpuntollpo LleHTp MoHuTOpUuHra (cM. pasgen 2.3).

2.2. AreHTbl «Kpuntollpo LieHTp MOHUTOpUHIra»

AreHTbl, ¢YyHKUMOHMpPYOWKMe B coctase [K «Kpuntollpo LeHTp MOHUTOpUHra»,
BbIMOJIHAIOT Ccneaylowme 3ajaun:

» MOHUTOPUHI CepBepOB C MOMOLWbIO JOKAJNbHbIX WM YyaaslleHHbIX TeCcTOB B paMKax
AENCTBYOLWEN NuueH3nn (cMm. pasgen 2.3);

» Paccbinika no4yTtoBbIX  yBegomneHunn n CMC-coobueHuin 06 owmbkax u
npeaynpexaeHusx.

2.3. JinyeHnsnposaHume Kpuntollpo LleHTp MOHUTOpUHra

B naHHOM pasgene onucaHbl Tunbl nuueHsunin ansa Kpuntollpo LeHTp
MoHuTOpUHra, uXx o0cobeHHOCTM U BAUAHME Ha paboTy nporpaMMHOro
Komnnekca. lMpoueaypa BBOAa JIMLEH3NM onuMcaHa B pasgene 0 HacrTosLero
OOKYMeHTa.

Tun nnuensnm Kpuntollpo LeHTp MoHUTOpUHra onpegensietr AOCTYNHOCTb paboTbl C
3K3eMnagpamm TeCTUPOBAHWUA W IK3eMnisspaMu TecTtoB. Ecnm nuueHsua He BBeaeHa Wan

Kpuntollpo LleHTp MoOHUTOpUHra.
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NcTekna, CTaHOBUTCSA HEAOCTYMNHbIM CO3A4aHMe HOBbIX 3K3EMMISPOB TECTMPOBAHUS, HAaCTPOMKa
TecToB M TecTupoBaHue. CywecTBylT cregylowme Buabl nmueHsun Ha Kpuntollpo LeHTp
MOHUTOPUHIa:

JinueH3na no yMmosidyaHuio. [laHHas NMUEeH3na He UMEET orpaHmyeHuns B pabote ¢
3K3EeEMMNNApaMn TECTUPOBAHUA U 3K3EMNASApaMu TECTOB. AKTUBUPYETCS aBTOMaTUYECKW Mpwu
yctaHoBke Kpuntollpo LeHTp MoHuTOpMHra m pencrteyetr 3 Mecsiua C MOMEHTa MepBoro
3anycka ocHacTku. lMocne BBOAA NMUEH3UM NO60Oro gpyroro Tvna JIMueHsmsa no yMondyaHutio
oTkJtoyaeTcs. Nocne yaanenmnsa us ocHactkn Kpuntollpo LleHTp MOHMTOpPUHIa BCEX NULIEH3UN
noboro Tmna JinueHsunsa no ymMoa4aHutio Bo3BpallaeTcs.

Cpok geinctBus JIMLEH3MM MO YMOMYAHUIO OTCUMTLIBAETCA C MEepBOro
3anycka OCHAaCTKW M He NpUOCTaHaBMBAETCA NpW BBOAE APYroh NNLEH3UW.
MHbIMM cnoBaMu, €cniv MCMNOo/b30BaTb APYrMe NULEH3MM 3 Mecaua, a noToM
BEPHYTbCS K JIMLEH3UN MO YMOMYAHWUIO, OHA OKAXETCS UCTEKLLEN.

JinueH3usa Ha npaBo ucnosibzoBaHus NK «Kpunrtolpo LleHTp MOHMTOpUHIra»
Ha OQHOM cepBepe. [laHHasa NLEH3NS He MMeeT orpaHuYeHunin Ha paboTy C ak3eMnnasipaMm
TECTUPOBaAHUA W 3K3eMNnAaApaMn TECTOB. B NNUEH3NN HABHO MNponnmcaH CpPOK OKOHYaHuA
aencrteus. Npun BBoae 3amMmeHseT JIMLEH3MIO N0 YMOTYaHUIO.

JivueHsna Ha npaBo wucnosb3oBaHua  «AreHT Kpunrtollpo LeHTp
MoHuTOpMHra». [aHHas nAnueH3Ms UMeeT orpaHuveHus Ha paboTy C 3k3emnaspamu
TECTMPOBaHUA W 3K3eMnispamn TecToB. [lpy BBOAe 3aMeHAeT JIMUEH3MI0 MO YMOJIYaHUIo.
OnoHOBpEMEHHO Ha OA4HOM cepBepe MOXET ObiTb BBEAEHO HECKOSbKO JIMLEH3UI Ha mnpaso
WCMOoJsIb30BaHMSA pa3/inyHbIX AreHTOB.

B Tabnuua 1 ykasaHbl AOCTYMHblE ANA KaXA0W JIMLEH3UM IK3EeMNapbl TECTUPOBAHUS U
TecTbl. [loNHOE oOnucaHme 3K3eMMnISpoB TeCcTUpPOBaHMUA HaxoaAuTca B pasgene 5.2,
3K3eMNAapoB TeCToB — B pasgene 5.3.

Tabnuua 1 — CooTtBeTtcTBMe nuueHsn Kpuntollpo LleHTp MoHUTOpMHIra n AOCTYMHbIX
3K3eMNASapoOB TECTOB

AocTynHble

Bua nMueH3un 3K3eMMaspbl AOCTyrnHbIE 3K3eMIJISpbl TECTOB
TEeCTUpoBaHUA

Mo ymonuyaHuio  Bce Bce

Kpuntollpo

LeHTp Bce Bce

MOHUTOpPUHra

TecT nuueHsnm Cepsuca lNMoanucm DSS
TecTt nnuensnun LleHtpa NaeHTndumkaumm DSS

AreHT TectoBas ayTeHTUdUKALUS
HeTnnnamnpoBaHHbIN
Kpuntollpo P TecToBas nognucb
LleHTp aK3eMnnsap,
MOHUTOPUHTa DSS TecT kpuntonpoBargepoB CepBuca MNMognucu DSS
ans DSS TecT KoHeYHbIX Touek DSS

TecT goctynHoctn obpabotumka YL

MpoBepka cepTudmkatos Beb-nHtepdeinca DSS

Kpuntollpo LleHTp MoOHUTOpUHra.
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AocTynHble

Buag nuueH3un 3kKk3eMniaapbl [ ocCTynHble 3K3eMMnJisipbl TECTOB
TECTUpoBaHusA

Mposepka ceptudmkaTos Cepsuca Moagnucu DSS
TecTt nogkntoyeHus k B Cepsuca lNoanucu DSS

MpoBepka ceptudmkato LeHTpa NaeHTudnkaumm
DSS

TecT nogkntoveHuns kK bl LleHTpa MaeHTndunkaumm
DSS

TecT Cepsuca lNMposepku MNognucu

Tect TSP-cnyx6bl

3arpyska xypHanos HSM

TecT yKasaHHOro KpunTonposanaepa

TecT ykasaHHoOro ceptndukaTta

TecT ykasaHHoOM 6a3bl AaHHbIX

TecT ykazaHHOM cnyx6bl

TecT AOCTYNHOCTU YKa3aHHON Be6-cnyx6bl

Tect CRL

TecT cpoka penctemsa CRL

Tect OCSP-cnyx6bl

MpoBepkKa MCrnosb3yeMon onepaTMBHON NaMATH
MpoBepka MCnonb3yeMoro Mecta Ha Ancke
Mony4yeHune xypHanos AreHta MOHUTOPUHra
TecT cocTosAHMA yaaneHHoro AreHTa MoHUTOpuHra
TecT cocTtossHna HSM

BbinonHeHWe yKasaHHOro ckpunTa

MOHUTOPUHI CYETUMKA NPOU3BOANTENBHOCTHU
TecTt npoBepku cpoka aerictemsa ClientSecret
TecTt kpuntonposargepos Cepsuca Ayauta DSS

Tect CRL

TecT cpoka gemncremsa CRL

TecT ykaszaHHOro KpunTonpoBanaepa
TecT yKkasaHHoro ceptudukara

AreHT T 46
eCT yKa3aHHon 6a3bl AaHHbIX
KpunTollpo Y A
LleHTp _ TecT AOCTYMHOCTU yKa3aHHOM Cyx6bl
HeTnnusmnpoBaHHbIN N
MOHUTOpPUHIa SK3EMANSD TecT 4OCTYNHOCTU yKa3laHHoW Beb6-cnyxbobl
Ans LleHTpa MpoBepKa UCMonb3yeMoin onepaTMBHOM NamMaTu
CepTtndukauymm
yLl,p PuKau MpoBepka MCNOMb3yeMOro MecTa Ha AUcke

MonyyeHune xxypHanoB AreHTa MoOHUTOpUHra

TecT cocTosAHUA yaaneHHoro AreHta MOHUTOpPUHIa
TecTt cocTtodAHna HSM

BbINo/IHEHME YyKAa3aHHOro CKpunTa

Kpuntollpo LleHTp MoOHUTOpUHra.
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AocTynHble

Buag nuueH3un 3kKk3eMniaapbl
TECTUpoBaHusA

[ ocCTynHble 3K3eMMnJisipbl TECTOB

TecT nogkntoveHus k b LleHtpa Ceptudumnkaumm
yu

MOHUTOPUHI CYETUMKA NPOU3BOANTENBHOCTHU
3arpyska XypHanos HSM

Tect CRL

TecT cpoka pgencremsa CRL

TecT yKasaHHOro Kpuntonposanaepa

TecT ykasaHHoro ceptudukara

TecT ykasaHHoOM 6a3bl AaHHbIX

TecT yKasaHHOM cnyxo6bl

TecT AOCTYNHOCTU YKa3aHHON Be6-cnyx6bl

AreHt TectmnpoBaHue cBa3un ¢ LleHTpom CepTtudunkaumm YL
EpmnTol'lpo TecT kOMNoHeHTa ServiceBroker LleHTpa
eHT .
P HeTtunusuposaHHbin  Pernctpaunn YU
MOHUTOPUHIa SK3EMMAAD n 6 .

BEpKa KONN4ecCTs HWI B CUCTEMHbIX
anst LeHTpa poBepka Sy ecTBa coobuie cucre
Perncrpauuu ouepensx LIP YU
yL TecT cocTosHuAa ovepeaen LleHTpa Permnctpaunm YU

TecT nogkntoyeHns k 6 LeHtpa Perncrpaunun YL
MpoBepkKa MCrnosb3yeMon onepaTMBHON NaMATH
lMpoBepka MCNOAb3yeMOro Mecta Ha gucke
MonyyeHune xypHanoB AreHTa MOHUTOpPUHra
TecT cocTosAHMA yaaneHHoro AreHTa MoHUTOpuHra
BbINosIHEHME yKa3aHHOro cKpunTa
MOHUTOPUHI CHETUMKA NPON3BOANUTENBHOCTU
TecT cpoka gemncremsa CRL
Tect CRL
Tect OCSP-cnyx6bl
TecT ykasaHHoro ceptndukara
TecT yKasaHHOro KpunTonposanaepa
AreHTt TecT yka3aHHOM 6a3bl AaHHbIX
KpunTolipo TecT yka3aHHOI cnyx6bl
LleHTp HeTnnmnampoBaHHbIN .
TecT 4OCTYNHOCTU YKa3aHHoW Be6-cnyxbbl
MOHUTOpPUHra aK3eMnnsap
ans OCSP lMpoBepka Mcnosb3yeMon ornepaTUBHOWN MamMaTn
Server lMpoBepka MCNosb3yeMoro Mecta Ha Aucke

MonyyeHune xxypHanoB AreHTa MOHUTOpPUHIa

TecT cocToAHMNA yaaneHHoro AreHta MoHUTopuHra
BbinosiHEHME yKa3aHHOro cKkpunTa

MOHUTOPUHI CYETUMKA MPOU3BOANTENBHOCTU

TecT cMHXpoHmM3aummn BpemeHun cnyx6 TSP n OCSP

Kpuntollpo LleHTp MoOHUTOpUHra.
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AocTynHble
Bua nMUeH3un 3K3eMIuUispbl
TECTUpOBaHUSA

[ ocCTynHble 3K3eMMnJisipbl TECTOB

AreHT

Kpuntollpo o

LleHTp HeTunnamnpoBaHHbIN
3K3eMnnsap

MOHUTOPUHIa

ana TSP Server

TecT TSP-cnyx6bl

TecT ykasaHHoro ceptudumkara

TecT ykasaHHOro Kpunronposaliaepa

TecT yKka3aHHOW 6a3bl 4aHHbIX

TecT ykasaHHOM cnyx6bl

TecT AOCTYNHOCTU YKa3aHHOWN Be6-CNyXO6bl

Tect CRL

MpoBepka MCNOAb3yEMON ONMepaTUBHON MamMsaTn
MpoBepkKa MCnonb3yeMoro Mecta Ha gucke
Mony4yeHune xypHanos AreHta MOHUTOPUHTra

TecT cocTosHUA yaaneHHoro AreHta MOHUTOpUHra
BbINONHEHWE yKa3aHHOro CKpunTa

MOHUTOPUHI CYETUMKA NPOU3BOANTENBHOCTU

TecT cMHXpoHu3aummn BpeMmeHun cnyxo6 TSP n OCSP

Tect CRL

Tect OCSP-cnyx6bl

TecT ykasaHHOro ceptudgmukaTa

TecT yKasaHHOro Kpuntonposanaepa
TecT ykasaHHoM 6a3bl AaHHbIX

AreHT Tect CepBuca lMposepkn Moanucum
KpunTtoll N
Ll,p oflpo HeTunuampoBaHHbIi  TECT AOCTYNHOCTU yKasaHHON Be6-Cnyx6bl
eHTp
3K3eMnns Y
MOHUTOPUHTa P TecT AOCTYNHOCTU YKa3aHHOM cryX6bl
ansa SVS MpoBepKa MCrnosib3yeMoin onepaTMBHOM NaMATH
lMpoBepka MCNOAb3yeMOro Mecta Ha gucke
MonyyeHune xypHanoB AreHTa MOHUTOpPUHra
TecT cocTosAHMA yaaneHHoro AreHTa MoHUTOpuHra
BbINOSIHEHME YKA3aHHOIO CKpunTa
MOHUTOPUHI CHETUMKA NPON3BOANUTENBHOCTU
AreHT MonyyeHune xypHanos AreHta MOHUTOPUHIa
KpunTtollpo o
LleHTp HeTunnsmpoBaHHbIN  TecT COCTOSAHUSA yaaneHHoro AreHta MoHUTOpPUHra
3K3eMnng 1
MOHUTOPHHIa P BHuMaHume! JInueH3na B HacTosLwee BpeMs
ans OTA HaxoauTcsa B CTagmu paspaboTku.
AreHT
EDI/II'ITOHDO HeTunM3npoBaHHbIA  TECT COCTOAHUSA yAaneHHoOro AreHta MoHUTOpUHra
eHTp
3K3eMnng
MOHUTOpPUHra P Tect NGate
ana NGate

Kpuntollpo LleHTp MoOHUTOpUHra.
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2.4. NMpyHumn pa6otbl KpunTtollpo LleHTp MOHUMTOpUHra

Kaxxabi ak3emnnsap Kpuntollpo LleHTp MOHUTOpUHIa BHE 3aBMCUMOCTU OT TOr0, CEpPBEP
3TO WU areHT, COCTOUT U3 TpeX KOMMOHEHTOB:

» OcHactka Kpuntolpo HealthMonitor (cm pa3saen 2.4.1);
> Oainn KoHdurypauun (cM. pasgen 2.4.2);
> Cnyx6a Kpuntolpo HealthMonitor (cm. pasgen 2.4.3).

DT KOMNOHEHTbI CBSA3aHbl Mexay cobol cneayowmMm ob6pa3om:

A

v ®ann KoHdurypauum

Cnyx6a Kpuntollpo HealthMonitor OcHactka KpunTtollpo HealthMonitor

N3 npeacrtaBneHHon cxembl crneayeT, 4yto OcHacTka $BHO He B3aMMOAENCTBYET CO
Cnyx6oi. OcHacTka MOXEeT TO/bKO 3anucbiBaTb W3MeHeHWs KOoHodwurypauum B dann
KoHdurypaumn. [Mocne Toro, kak @ann KoHdbwurypaumm 6bin nepesanucaH, Tpebyetcs

nepesanyck Cnyx6bl, 4TObbl OHa WCMONb30Basia B MNOC/AEAYIOWEM TECTUPOBAHUM HOBYHO
Bepcuto daiina KoHdurypaumm.

Mocne BHecenus JIOBbIX v3MeHeHM BHYTpu OcHacTkuM Heobxoammo
nepesanyckatb Cnyx6y, 4T0bbl BHECEHHblE W3MEHEHUS OTPa3uINCb Ha
nocneaywLweMm TeCcTUpoBaHMM. B oTAeNbHbIX CcAyyasx AONYCTUMO TOJIbKO
nepeuyntatb KoHdUrypauuto (cMm. pasgen 2.4.3.1) 6e3 nepesanycka Cnyxobsbl.

Mepesanyck Cnyx6bl MoOXeT O6biTb Npou3BeAeH Mpu MNOMOLWM CUCTEMHOW KOHCOAMU
ynpasneHus cnyxb6amu, nmbo dyepes OcHacTky (cM. pasgen 2.4.3.1).

2.4.1. OcHacTka

OcHactka Kpuntollpo LleHTp MOHMTOpUMHIa npencraBasieT cobo KOHCOMb ynpaBieHns

Microsoft (Microsoft Management Console, MMC) n nosBonseT ynpaBnsTb NpuM MOMOLLM

Kpuntollpo LleHTp MoOHUTOpUHra.
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rpaduyeckoro nmHtepdgenca HacTpokaMn TeCTOB W IK3eMM/ISPOB TECTUPOBAHMSA, a TakKXe
06wmmn HacTpoinkamu Cepsepa/AreHta MoHUTOpUHra.

OcHoBHOE OKHO OCHACTKM COCTOUT U3 CrieayoWwmnxX 3/1EMEHTOB:

> DJK3eMnsApbl TectTupoBaHumsa (pasgen 5.2) — 34ecb HacTpamBaloTCs 3K3eMMaspbl
CUCTeM, TeCcTUpOBaHME KOTOpbIX npoussoauTca npu nomowm Kpuntollpo LeHTp

MOHUTOpPUHra.
> DJk3eMnnapbl TectoB (pasgen 5.3) — 34ecb HaxoaaTCcs TecTbl, CO34aHHble U3
wabnoHoB TecToB (CcM. pazaen 5.3.1) n HaCTpOEeHHbIE NOA SK3EMMISAPbI TECTUPOBAHUS.
> KoHdpwurypauma TtectupoBaHmna (pasgen 5.4) — 3pecb pacnonaratoTrca obume
HacTponkun Kpuntollpo LleHTp MOHUTOpUHra.
¥ Kpwntolpo HealthMonitor - | o [
®aiin  Jedicrsue  Bug  Cnpaska
e @ 2 BHE
ld HealthMonitor Wmn

4 i 3cemnnapsi recuposatia i 3zeunnape rectuposanina

4 5] 3wsemnnapbl TecToB =] 3kzemnnapel TecToR
‘&5 Kondmrypauns Tectuposaring ‘% Kondurypauus TecuposaHus

Ons ynobcTBa HaCTpPOMKWM TECTUPOBAHUS BO3MOXHO BPYYHYIO BbIMOSHUTL TECTbl (CM.
pasgen 5.3.1) n nonyuynTb pe3ynbTaTbl UX BbINOJHEHNA HENOCpeaACTBEeHHO B OcHacTke, o4HaKo
WHdOpMaUna O pesysnbTaTe BbINOJHEHUS 3TUX TECTOB He byaeT 3anucaHa B XXypHan cobbiTui
(cMm. pazpen 2.4.4).

Mpun pabote ¢ OcHacTkoM HeobxoanMo obpallaTb BHUMAHWE Ha creaytlollee:

> [Mpwn BHeceHun JTKOBbIX nameHeHnin BHyTpu OcHacTkm TpebyeTcs COXpaHAaTb UX MYyTEM
Ha)xaTns KHonkn «CoxpaHuTb». be3 3Toro B HEKOTOPbIX C/Ay4asiXx HEBO3MOXHO byaeT
MPOAO/IKUTb HaAcTpomky. KHomka «CoXpaHuUTb» MPUCYTCTBYET B KaXAOM OKHe C
HacCTpoOMKaMKN TECTOB M IK3EeMMNSPOB TECTUPOBAHUA.

> [lpy BHECEHUM HEKOTOPbIX N3MeHeHn BHYTpm OcHacTkmn notpebyeTcs ee nepesanyck.
be3s 3Toro B HEKOTOpPbIX C/lydasix HEBO3MOXHO 6yaeT npoAO/KUTb HaCTPOMKY.
MpepynpexaeHne o nepesanycke BbiBognTca OCHACTKOM aBTOMaTU4eCcKn B MOA4aSIbHOM
OKHe.

OcHacTka He MOXeT CaMOCTOATEeNIbHO OCYLLEeCTBASATb MOSHOLEHHbIN
MOHUTOPWHI. BHeceHne nameHeHunn BHyTpu OCHaCcTKu 1 NX coOXpaHeHue TOJ1bKO
npounssoauT 3anucb B ®ann KoHdurypauum (cm. pasgen 2.4.2).

Kpuntollpo LleHTp MoOHUTOpUHra.
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2.4.2. ®ann KoHdurypauummn

HacTtponku aksemnnsipa Kpuntolpo LleHTp MOHUTOPMHIa CoOXpaHaloTCs B cnepytowme
®annbl KoHdurypauum:

> DefaultModeConfig.xml — coaepxut cBegeHns 06 3k3eMnasipax TeCcToB W
3K3eMnaspax TeCTMpoBaHus Ans pexuma moHutopuHra Default (cm. pasgen 5.4.1);
> MinModeConfig.xml — cogepxuTt cBeageHuns 06 ak3eMnasipax TECTOB N 3K3eMnasipax

TeCTMpOBaHUSA 4NS pexuma MOHMTOpMHra Min (cMm. pasgen 5.4.1);

> CryptoPro.DSS.MonitoringTool.exe.config — coaepxut obwne HaACTPOMKMU
ak3eMnaapa LleHTpa MoHUTOpUWHra, BKOYas CBEAEHUS O JIMLEH3UU;
> SmsConfig.xml — cogepXuT HacTpOMKKM, BHECEHHble Ha 3Tane HacTtpomkm CMC-

paccbiikn (cM. pasaen 5.4.4).

Bce nepeuncneHHble ®annbl KoHpUrypaumm co3garoTcss U MU3MEHSKTCS B
g*j aBTOMaTU4YeCKOM pexume (Npu BHECEHUU M3MEeHeHUN 4vepe3 OCHacTKy) U He
noasexart pefakTUPOBaHUIO BPYUHYIO.

MN3MeHeHUs, BHeceHHble aaMuHuctpatopoM Kpuntollpo LUeHTp MOHUTOpUHra B
OcHacTtke, 3anucbiBatotcs B ®ann KoHdurypauymm. ®annbsl KoHpUrypaumm Mcnonb3yoTcsa Npu
pabote Cnyx6on Kpuntolpo HealthMonitor (cm. pasaen 2.4.3).

dann KoHdurypauumn nepesanucbiBaeTcs nMpu  COXPaHEHUMU
M3MEHEHWN, BHECEHHbIX B HacTpoWku npu pabote ¢ OcHacTtkon. lNpu aTOM
Cnyx6a MOHUTOpUHIra npoao/xXaeT pabotaTb C Bepcuen danna, akTyanbHOM Ha
ij MOMEHT ee 3anycka (cM. pasaen 2.4.3). Anga paboTbl ¢ HOBOM Bepcuen danna
HeobxoAMMO nepeunTaTb KOHPUrypaumi wnm nepesanyctutb Cnyxby (cm.
pasgen 2.4.3.1).

2.4.3. Cnyxb6a

Cnyx6a MoHuTOopuHra «Kpuntollpo HealthMonitor» pa3 B 3agaHHbIl nepuoj
BbINOSIHSAET 3anycK TecToB cornacHo ®ariny KoHdurypaumm, cdhopMMpoBaHHOMY Mpu NOMOLLM
OcHacTkn MmoHuTopuHra. Cnyxba paboTtaeT ¢ Bepcuen ®arina KoHpurypaumm, akTyanbHOM Ha
MOMEHT 3anycka.

Mocne Toro, kak ®ann KoHdurypaumm 6bi1 nepesanucaH, Tpebyetcs
nepesanyck Cnyx6bl nnu nepeuntatb KOHdUrypauuto (cm. pasgen 2.4.3.1),
E‘i yTO6bl OHa MCNoNb3oOBana B AajibHENLIEM TECTUPOBaAHUM HOBYIO Bepcuto danna
KoHdurypaumm.

Mo ymonuaHuto Cnyxba 3anyckaetcs nog nosnb3oBaTesieM «Cucrtema». YUYETHYHo
3anmcb, OT KOTOpon 3anyckaetcss Cnyxb6a, MOXHO M3MEHWUTb B e€e HaCTpoMKax B KOHCONMU
ynpasneHus cnyx6amm Services.msc.

B HekoTopbiXx cny4dasx Cnyxbe MoXeT He xBaTaTb Npas (HanpuMmep, Npu TeCTUPOBaHUN
B kakoih-nnbo cucrtembl). Toroa B Bl TectMpyemon cmucrtembl HeobxoaMMO BblAaTb Mpasa
yyeTHOM 3anucu, noh KoTtopoih 3anyckaetcsa Cnyxba, nubo obecneuntb Cnyxby
MUHUManbHbIMW NpasamMu (CM. pasgen 3.1).

Kpuntollpo LleHTp MoOHUTOpUHra.
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CoobuweHna o pabote Cnyx6bbl «Kpuntollpo Health Monitor» 3anucbiBatoTca B
aBTOMaTUYeCKM co3gaBaeMblii Npu yctaHoBke MK xxypHan cobbitnin (cMm. pasgen 2.4.4).

2.4.3.1. YnpaBneHue Cny>xb6omn Kpuntollpo
HealthMonitor

Mocne Toro, kak ®ann KoHdburypaumm 6bin nepelanuncaH, TpebyeTcs nepesanyck
Cnyx6bl. Ona nepesanycka cnyx6bbl Kpuntollpo Health Monitor Bocnonb3yntecb KOHCOJbIO
ynpasrnieHus cnyxbamn Services.msc, nM60 HaXXxMmMTe NMpaBoOM KHOMKOW MbIlLM Ha KOPHEBOM
anemeHTe HealthMonitor B OcHacTke n BbibepuTe NyHKTbl «Bce 3agaun» - «llepe3anycTuTtb
cnyxb6y» (1).

Ecnu TpebyeTcs NpuMMEHUTb HOBblE HAaCTPOMKM TECTOB WM 3K3eMMNIspOB TeCTUPOBaHMUSA
6e3 nepesanycka Cnyxb6bl (K npumepy, ans obecneyeHnss HeENpepbIBHOCTU MOHUTOPUHrA),
MOXHO BOCMOJ/1b30BATbCA NYHKTOM MeH «Bce 3agaumn» - «llepeunTtaTb KOHOUIYypaumo» (2).

JDencrtemne «llepeuntaTb KOHUrypauuto» He TMPUMEHSIET HACTPOMKH,
BbINO/IHEHHbIE B pa3gene «KoHdwurypauusa tectupoBaHua» (cM. pasgen 5.4).
Ona npyMeHeHus AaHHbIX HacTpoek HeobxoamM nepesanyck Cnyxo6bl.

Kpwntolpo HealthMonitor \;li-
Tain Bug Cnpaska
4= = | Bce 3agaun 3 3anycTuTe cyxBy
ld Hea 3KCNOPTUPOBATL CINCOK... Ocranoemte cayxBy
b ;ﬂ T MepesanycTume cyxby BaHUA
3 = e 1 MepeunTats KoHdurypauuo
‘i Kendurypauna TECT‘"PD““"‘R/ 5% Kondurypauua TecTnpoeanmna

tasksDesc

3anyck Cnyx6bl UAnM ee OCTaHOBKa MPOM3BOAATCHA TakKXe MpW MNOMOLUM KOHCOMMN
ynpasneHusa cnyxbamn Services.msc, n1Mbo B KOpHeBOM »3nemeHTe HealthMonitor B
OcHacTtke: «Bce 3agaumn» - «3anyctutb cnyx6y/OCTaHOBUTL CyXOy».

2.4.4. XXypHan cobbiTn KpunTollpo LleHTp
MOHUTOpPUHra

CoobuweHna o pabote Cnyx6bl Kpuntolpo LleHTp MoOHWUTOpWMHra 3anmcbiBalOTCa B
aBTOMaTnyeckn cosgaBaemblii npu yctaHoBke [1K xypHan cobbitun CryptoPro-DSS-
HealthMonitor\Admin. 3anyctutb KOHCONb MpoOCMOTpPa CO6bLITUIA MOXHO C npaBamu
NIOKanbHOro aAMUHUCTpaTopa, BbINOAHUB KOMaHay Win+R — eventvwr.

Kpuntollpo LleHTp MoOHUTOpUHra.
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& MpocMoTp cobbITURA =

Qaiin  Jeiicrane  Bug  Cnpaska

«=| #nE B[=

6l pocuorp cotermtn (oxaranmi o
 HacTpausaembie npeactaenesun e _
4 _# P pea Yposers |~ | | Admin -
Kypransl Windows i
4 1 XKypHans! NpUNCIKEHUi u cyk| @ Coegenn 5 OTKpeITs COXpaHEHHBIi KypHaN...
4 [ CryptoPro %E“e‘“e"“ ¥ Co303Ts HACTPAMBAEMOE NPEACTABNEHNE. .
4 [ pss BEAEHNR
- VIMNOPT H3CTPaUBAEMOrD NPEACTABNEHMA
b [ Analytics (i) Coenenns pT HACTP: pe
b [ Frontend () Coegerna OMMCTHTL HypHan...
4 [ HealthMonitor D Cseaennn | | e reyusere syprana..
] Admin (1) Ceenennn B Csoficras
peranenm () Coegerna =
b [ SignServer (i) Coegennn OTKAOUMTS KypHEA
] Intemet Explorer (D Coenennd | |0 Hadirw...
| Microsoft i
P Miosoft O 2 | e —
= Beinonxuts - MpUEA3aTE 3383y K XypHANY...
Bua »
= BEeAUTE MMA NPOTPaMABI, NANKH, ADKYMEHTS WK pecypca 06
= VrrepHers, KoTopsie TpEByerc oTpbITS. Gl Obnosum
Cnpaeka r
Orpoime: I v -
P 1 I | Cobbitie 108, HealthMonitor -
[E] Ceoiicrea cobbiuit
2/* oK | ‘ OTuera | ‘ 0630p... | B Npueasars 3agavy k cobbmtio... o

Kaxpoe n3 cobbiTuin, co3gaBaeMbix Cnyxb6or ans xypHana cobblTUM MOHUTOPWUHIA,
abCTpaKTHO MOXHO CrpynnMpoBaTh Mo:

> rpynne;
> Tuvny;
» KoaaM.

Kaxpoe n3 cobbITuin MOXeT MMeTb OAMH U3 Tpex TUMOB, NpeAcTaBieHHbIX B Tabnuua 2.
Ona cobbitmini TMNOB € M W MOXeT ObiTb HacTpOeHO onoBelleHne agMMHUCTpaTopa
NPoOrpaMMHOro KoMmmnjiekca no noyte. Ansa cobbitun Bcex Tunos (i, w, e€) MoxeT 6biTb
HaCTpPOEHO oOnoBelleHMe aaMuHUCTpatopa nocpeacTrsoMm CMC-coobuweHuii. MoapobHee o
HacCTpoiKke onoBelleHuns cM. pasaensl 5.4.2—5.4.4.

Tabnuua 2 — OnucaHue TmnoB cobbiTUI

Tun cob6biTuNA O603HaueHuMe OnucaHue
CeefneHrus i NHdopMaUnoHHOe coobLieHne, UANOCTpUpytowee
(Information) BaXXHble MOMeHTbI B paboTte Cnyxbbl.

CoobuieHune ¢ BaxHo nHpopmaumen
MpeaynpexaeHue . y (bopmaLmer, .

. npeaynpexaatouwen o HeobxoaMMbIX AENCTBUAX C

(Warning) N

CUCTEMOI BO n3bexaHme nosiBfieHns owmnbok.
Owwnbka (Error) e CoobuweHne 06 owunbke.

Fpynnbl cobbITMA, WX TUNbl M KoAbl MNpeacTaBneHol B Tabnuua 3. OcTanbHble
XapakTepucTnku cobbiTun (Aata, BpeMS M Mpod.) ABASIOTCA TUMOBbIMM U OTOBpaxatoTcs B
XypHasne cobbITii B KOHCONM NPOCMOTPa CObbLITUA.

Tabnuua 3 — CobbiTna xypHana LleHTpa MoHuUTOpUHra

K T
L o Ha3zBaHue

cobbiTa cobbiTusa

MHbopMmaumnoHHble coobuweHunsa Cnyx6bl (100-199)

100 i HeTunmsmpoBaHHOE MH(POPMaLMOHHOE coobuleHmne

Kpuntollpo LleHTp MoOHUTOpUHra.
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Kon Tvn

cobbiTas co6biTusA HasBaHue

101 i 3anyck cepBuca: Ha4dano

102 i 3anyckK cepBuca: KoHel,

103 i TecTbl yCnewHo CKOHMUIryprupoBaHbl

104 i OcTaHoBKa cepBuca: Ha4dano

105 i OcTaHoBKa cepBuca: KoHel

106 i OXxunaaetcsa 3aBeplueHne TecToB

107 i 3anycK TecToB

108 i TecTbl 3aBepLueHbl

109 i Pe3ynbTaTt BbINONHEHUS TecToB (TecTbl 6e3 ownbok)

110 W Pe3ynbTaT BbINONHEHMS TeCTOB (04HA WM HECKONbKO OWNBOoK B
TecTax)

111 i OTnpaBKa OTYETOB YCMELHO CKOH(pUrypmpoBaHa

112 i Beb6-cnyxba ycnewHo CKOHduUrypmpoBaHa

113 i OTnpaBka OT4ETOB NO SMS ycnewHo CKoHpUrypmupoBsaHa
Ownbkmn paborTbl cepBuca (200-299)

200 e HeTunuamposaHHas owmnbka

201 e Owwnbka Npu YTeEHNU KOHDUrypaumm TecToB

202 e Owunbka Npn MHUUMaNn3aumm TecTos

203 e He ypanocb HacTpouTb paccbiiky no Email

204 e He yaanocb 3anyctntb TauMep ANs 3anycka TecToB

205 e Mpomnsowna owwunbka npu otnpaske Email

206 e He yaanocb HacTpouTb Beb-cnyxby

207 e Owwnbka npu oTnpaBke SMS

208 e Owmnbka npn HacTporke SMS-onoBeLleHuns

Kpuntollpo LleHTp MoOHUTOpUHra.
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Kon Tvn

HasBaHue

cobbiTA Cco6biTUNA

Ownbkm TecroB (500-599)

500 o HeTtunmamposaHHas owmnbka Tecta DSS c (id cobbiTusa no
YMOJTYaHUIO)

501 e Owwnbka Tecta AuthenticationTest (TecTtoBas ayTeHTUdUKauns)

502 e Owwnbka Tecta ComplexSignatureTest (TectoBas noanuco)
Owwnbka Tecta CryptoProviderTest (TecT kpunTonpoBanaepos

503 e
Cepsuca Mognucu DSS)

504 e Owwunbka Tecta EndpointTest (TecT KOHe4HbIX Touek DSS)

505 e Owwnbka Tecta EnrollsTest (Tect goctynHoctn ob6paboTumka YL,)

506 o Owwunbka Tecta FeCertificateValidationTest (Mposepka
ceptudmnkatoB Beb-nHtepdeica DSS)

507 e Owwnbka Tecta OcspTest (Tect goctynHocTn cnyxbbl OCSP)
Owwnbka Tecta SsCertificateValidationTest (Mposepka

508 e
ceptndmkaTtos Cepsuca Moanucu DSS)

509 o Owwnbka Tecta SsDataBaseConnectionTest (TecT noakntoveHus K
B Cepsuca MNMoanucu DSS)

510 o Owwunbka Tecta StsCertificateValidationTest (Mposepka
ceptndmkaTos LleHTpa NaeHTudumkaumm DSS)

511 o Owwnbka Tecta StsDataBaseConnectionTest (TecTt nogkntoyeHns K
B cepeuca UeHTpa MaeHTudukauumm DSS)

512 e Owunbka Tecta SvsTest (Tect Cepsuca lNMposepku Mognucu)

513 e Owwnbka Tecta TspTest (Tect TSP-cny»x6bl)

514 e Owwnbka Tecta CriTest (Tect CRL)

515 e Owwunbka Tecta HsmlLogTest (3arpyska xypHanos HSM)

516 o Owwnbka Tecta SimpleCryptoProviderTest (TecT ykaszaHHOro
KpunTonpoBanaepa)

517 o Owwnbka Tecta SimpleCertificateTest (TecT ykazaHHoro
ceptudumkaTta)

518 o Owwunbka Tecta SimpleDataBaseConnectionTest (TecT ykaszaHHOM’
6a3sbl AaHHbIX)

519 e Owmnbka Tecta SimpleServiceTest (TecT ykazaHHOM Cryx6bl)
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Kon Tvn

HasBaHue
cobbiTA Cco6biTUNA
520 o Owwunbka Tecta SimpleHttpAvailabilityTest (Tect yka3aHHoW Be6
cnyx6bl)
521 e Owwnbka TecTta CrlVerificationTest (TecT cpoka gencrems CRL)
Owwunbka Tecta PingCaTest (TectupoBaHue cBasn c LleHTpom
522 e
Ceptndukaumm YL)
Owwnbka Tecta RaServiceBrokerTest (Tect koMnoHeHTa Service
523 e
Broker LUeHTpa Perncrpauun YL)
Owwunbka Tecta RaQueuesOverflowTest (lMpoBepka konuyecTsa
524 e . N
coobueHnn B cMcTeMHbIx odvepegein LIP YL)
Owwunbka Tecta RaQueuesStateTest (TecT cocTosiHMA ovepenen
525 e
LleHTpa Perncrpauuun YLI)
Owwunbka Tecta RaDataBaseConnectionTest (Tect nogknato4eHns K
526 e
b LeHTpa Perucrpauun YL)
Owwnbka Tecta StslLicenseTest (Tect nnueH3umn LleHTpa
527 e
NaeHTndunkaunm DSS)
Owwnbka Tecta SslicenseTest (Tect nnueH3unin Cepsuca Moanucm
528 e
DSS)
529 o Owwnbka Tecta UsedMemoryTest (MpoBepka UCMosib3yeMomn
ornepaTMBHOWM NaMsATH)
530 o Owwunbka Tecta UsedDiskSpaceTest (MpoBepka ncnosb3yemoro
MecTa Ha AUCKe)
531 o Ownbka Tecta GetLogsTest (Mony4vyeHne xxypHanos AreHTa
MOHUTOpPUMHra)
532 e Owwunbka Tecta HsmStatusTest (Tect coctosgHna HSM)
533 o Ownbka Tecta GetLastTestStatusTest (TecT cocTosAHMSA
yAaneHHoro AreHta MOHUTOPUHra)
534 o Owwunbka Tecta SimplePowershellTest (BbinonHeHne ykasaHHOro
ckpunTa)
535 e Owunbka Tecta NGateTest (Tect NGate)
Ownbka Tecta CaDataBaseConnection (TecTt nogknto4deHus K b
536 e
LleHTpa Ceptudunkaumm YL)
537 o Owwnbka Tecta PerfomanceCounterTest (MOHUTOPUHI CUETUMKA
NpoM3BOAUTENIBHOCTH)
Ownbka Tecta StsCryptoProviderTest (TecT kpunTonpoBanaepa
538 e
LleHTpa MaeHTudukaummn DSS)
539 o Ownbka Ttecta AuditCryptoProviderTest (Tect kpunTonpoBangepa
Cepsuca Ayguta)
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Kon Tvn

HasBaHue

cobbiTA Cco6biTUNA
Owwnbka TecTta ClientSecretTest (TecT npoBepKkM Cpoka AENCTBUS

540 e .

ClientSecret)

541 o Owwnbka Tecta TspOcspTimeTest (TeCT CMHXpPOHU3aLUNM BPEMEHM
cnyx6 TSP n OCSP)

Mpepynpe>xxpaeHus tectoB (600-699)

600 W HeTtunmnampoBaHHoe npeaynpexaeHne tecta DSS (id cobbitna no
YMOM4YaHUIO)

MpenynpexaeHne Tecta CryptoProviderTest (TecT

603 w .
kpuntonpoBangepos Cepsuca MNoanncu DSS)

Mpeaynpexaenue Tecta FeCertificateValidationTest (npoBepka

606 w N
cepTndmkaToB Beb nHtepderica DSS)

MpeaynpexaerHune Tecta SsCertificateValidationTest (nposepka

608 w
ceptTudukaToB cepBuca nognucm DSS)

Mpeaynpexaernune Tecta StsCertificateValidationTest (nposepka

610 w
ceptudgukatos LIN DSS)

617 W MpeaynpexaeHune Tecta SimpleCertificateTest (TecT yka3zaHHOro
ceptudumkaTta)
MpeaynpexaerHune Tecta PingCaTest (TecTnpoBaHue CBSA3MU C

622 w
LieHTpom CepTtudmkauum YL)
MpeaynpexaeHune Tecta StslicenseTest (TecT nmueH3nin LleHTpa

627 w
NaeHTndumkaunm DSS)

MpeanynpexaeHune Tecta SslicenseTest (Tect nnueH3nn Cepeuca

628 w
Moanucu DSS)

631 w MpeaynpexaeHune Tecta GetLogsTest (Mony4yeHue xypHanos
AreHTa MOHUTOPUHIA)

632 w MpeaynpexaeHue Tecta HsmStatusTest (TecTt coctoaHna HSM)
Mpeaynpexaernune Tecta ClientSecretTest (TecTt npoBepkn cpoka

640 o .
aenictems ClientSecret)
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3. CucteMHble TpeboBaHuA

CuctemHble TpeboBaHma k Kpuntollpo LleHTp MOHMTOPMHra OCHOBLIBAlOTCSA Ha
CUcTeMHbIXx TpeboBaHuax, npeabsBasembix kK CIMN «Kpuntollpo DSS». lMonHoe onucaHue
CUCTEMHbIX TpeboBaHmih Kk Kpuntollpo DSS copepxutca B pasgene 2 [OKYMeHTa
XKTAN.00096-02 92 02 KpunTtollpo DSS. PykoBoaCTBO agMMHUCTpaTopa.

B cnyvae, ecnu LleHTp MOHMTOpPWMHra YCTaHaB/MBAETCS Ha OTAENbHON MalluHe,
NnpeabsaBAATCS cneaytowmne oCHOBHble TpeboBaHuA:

> Windows Server 2008 R2/2012/2012R2 (x64)/2016;
> Microsoft .NET Framework;
> Kpuntolpo HSM Client (ansa nogkntoyeHus k Kpuntolpo HSM).

Kpuntollpo LleHTp MoHuTOpmnHra He nMeet cobcTBeHHOM 6a3bl AaHHbIX,
XOTS M MOXeT MCMOoNb30BaTb TECTbl, KOTOPbIM TpebyeTca noaknwveHue K b
Kpuntolpo DSS wnn gpyron cuctembl (cM. pasgenbl 2.4.3 n 0). B cBsaA3u ¢
3TnM, TpeboBanmsa kK CYB/] B HAacCTOSLWEM AOKYMEHTE HE MpeabsBNsOTCS.

3.1. HacTpoMku npaB gocrtyna

Ona  koppektHon  pabotbl  Kpuntollpo LUeHTp  MoOHUTOpUHra
pekoMeHayeTca 3anyckatb Cnyx6y Kpuntollpo HealthMonitor ¢ npaBamu
NIOKanbHOro aiMMHUCTpaTopa.

B cnydae npegnocrasneHuns Cnyxbe MuHmnMmanbHoro Habopa npas Heob6xoaAnMO:

> BbINONHUTL Cneaylowy KOMaHAy B KOMaHAHOW CTPOKE, 3anyLleHHOW OT MMEHMU
HenpuBWUIErMpoBaHHOro nonb3oBaTtens (HE nokanbHOro aaAMMHUCTpaTopa).

netsh http add urlacl url=http://+:8080/monitor/ user=[DOMAIN] \ [username]

rae [DOMAIN]\ [username] — CEpPBUCHAas Yy4yeTHas 3anuMcCb HEMNPUBUNErMPOBAHHOIO
rnosb3oBaTens.

» BblaaTb npaBa «4YTeHne n BoinonHeHmne», «CnnUCoOK COAEPXUMOro nanku», «4YteHue Ha
nanky» C:\Windows\System32\inetsrv\Config WU C:\Program Files\Crypto
Pro\DSS\HealthMonitor Y4Ye€THOM 3amnncu, M3-noa KOTOpoh 3anyckaetcsa Cnyxba
KpunTtollpo HealthMonitor.

Kpuntollpo LleHTp MoOHUTOpUHra.
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BesonacHocTe

Mrag ofvexma:  CAWindows'System 32\inetsnv config

Tpynns! K NoNES0BATENM:

2, dssadmin1 (DSSLAB dssadmin1)

82, CO3OATENL-BMADENEL

82, CUCTEMA

& dssadministrator {055 LAB dssadministrator)
%AﬂMHHHCTDEITOpr (D55LAB AgMuHMCTPaTOPLI)

2, TrustedInstaller

|J]n§aawh|| Yaanume |

Pazpewerna ana rpynns "dssadminl”
Pazpewnte Janpemime

T T
MameHerne -
YTeHKe W BRINOMHEHWE

Crvcox cogepammMoro nanku

YreHwe

Zanuce
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4. YctaHoBka Kpuntollpo LleHTp MOHUTOpUHra

lMpouenypa yCTaHOBKWU Unu yaaneHusa LleHTpa MoHUTOpuHra oanHakoBsa aAns noboro uns
3K3EMMNIAPOB — KaK LUEHTPaJZIbHOro cepBepa, Tak 1 areHToOB.

4.1. YctaHoBka Kpuntollpo LleHTp MOHUTOpMHra

Ona ycraHoBkn MO <«Kpuntollpo LeHTp MoOHMUTOpUMHra» HeobxoaAMMO 3anyCTuTb
ycTaHoBouUHbI hann HealthMonitorInstall.exe.

HealthMonitorlnstall.exe

OTkpoeTtcs MacTtep ycrtaHoBKM. Ecnm 3anyck ycTtaHOBOYHOro dgarina npom3Bognics He
C NpaBaMu JIOKAJIbHOro agMUHUCTpaTopa paboyein CTaHUMN, HAXMUTE KHOMKY «YCTaHOBUTb>» U
noaTeepanTe BHeceHMe u3MeHeHuW. B cnydae, ecnn npaB AOCTAaTOYHO, MNOC/Ae 3anycka
MacTepa yCTaHOBKM NpOM30onAeT aBTOMaTUYECKMIN nepexoa K cneayrweMy stany.

Kpuntolpo HealthMonitor B

Qj Kpuntollpo
HealthMonitor

"‘ YcraHoeuTs

O3HakoMbTeCb C JIMLUEH3UOHHbIM cornaweHmeMm. [Onsg npoao/KEHUs YCTaHOBKU
NnocTaBbTe rasiouky «{ npuHUMal yC/ioBUSA 3TOrMO COrsialieHnsa» n HaxmuTe «[anee».

Kpuntolpo HealthMonitor -

™ TpouTuTe NMUEHSMOHHOE COMMALLIEHME Ha MCNONb30BaHNE
nporpammHoro o6ecnedeHna Komnaduu Kpuntollpo

BHMMATE/IbHO O3HAKOMBTECH C JIMUEH3SMOHHBIM | A
COMNALWEHWEM HA MCNONB30BAHWE M3AENMA

NWUEH3WOHHOE COMMALWIEHHE

1. TepMHsl v onpeaenenis.
a. Hacroswee luuensvontoe cornawenme ssnseTca obwei odepron
000 "KPUMTO-TPO" 1 MNonb30BaTENEM - HUSUUECKIAM MAK
FOPUAMMECKMM NUUOM. HacTonwee fTMUEHSHOHHOE COMNALIEHIE B CRyyae
COTNACIR, BEIDEKEHHOMD & OPME MONUAHMA & TEUEHIE 7 AHEN C
MOMEHTa NpUOBPeTEHMa MSenua, B COOTBETCTaMM Co cT. 433 MK PO
MMEET CuTy A0rOB0pa.
b. Moa Mzaennem NoHMMAETCS KOMIAEKS NPorpamMM ans SBM, swnioqas
HOCMTENM ¥ AOKYMEHTALMIC, KOTCpuIid AENAETCA ofbexTom asTopckoro
NPaEE 1 OXPAHAETCA 33KOHOM.
c. Besae B TEKCTE NOA CNOBOM "AOKYMEHTALMA" NOAPASYMEBAOTCA
MEYETHEIE MATEPHANBI M HOCHTENM, CONEPHALLME AOKYMEHTALIMIO B
SNEKTPOHHOM BMAE. [OKYMEHTAUMA RENAETCA HEOTLEMIEMOR HaCTLIo
Wsnenna.
d. [Janroe Msaenve (NpOrpaMMHsIi MPOAYKT), BKIIOHEA HOCUTENM W h

1 [V} nputimato yonosua 3toro cornaweua 2
& Neuars Nanee ¥

YKaxute aupekTopuio, Kyaa 6yaet yctaHosneH Kpuntollpo LleHTp MoHuTOpuHra, u
HaxMute «[anee».

Kpuntollpo LleHTp MoOHUTOpUHra.
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Ecnn gaHHbIn 3k3emnngp LleHTpa MoHuTOpuHra pa3sBopaduBaeTcsa B
uensx MOHuUTOpUHra cocrtosiHusa C3IM  «Kpuntollpo DSS», Heobxoanmmo
OCTaBWUTb pacrofioXeHne Mo yMon4vaHut. B ocTanbHbIX cayyasx He uMmeeT
3Ha4YeHUs, B KaKyl aMpekToputo 6yaeT yctaHoBsieH LleHTp MoHuTOpUHra.

Kpwntollpo HealthMonitor -
\‘l:j BbiGepuTe pacnonoxeHue Gainos
Kpurmaflpo HealthMo

Urobul yeTaHOBUTL AaHHDIFA N
Kronky "O630p" v ykakuTe 3

ZHOBNEH Ha Balll KOMHTEP.
apy

MOXEHME,

TOE PacnoNOKeHNe, HaKMATE

1I|C‘.P'cugram Files\Crypto Pro\DSS I‘ & Osop

2
fanee ¥

Y6eanTech, 4To BbibpaHbl BEpHble NapamMeTpbl YCTAHOBKM M HAXMUTE «YCTaHOBUTL>.

KpunTolpo HealthMonitor En
;’3‘1 MoaTBEpAWTE NapaMeTpbl YCTaHOBKK

YCTaHaBAMBAEMBIE KOMMOHEHTLI

MapameTpel

Aupektopua C:AProgram Files\Crypto Pro\DSS

| € Hasan YcranosnTs |

B cnyvyae ycnewHon ycTtaHOBKU NosaBUTCSA OKHO «KpunTtollpo Health Monitor ycnewHo
ycTaHoBneH». [1ng 3aBepweHnsa paboTebl ¢ MacTepoM yCTaHOBKWM HaXXMuUTe «[OTOBO».

Mocne ycraHoBkn Kpuntollpo LeHTp MoHuTOpuHra TpebyeTtcs
rnepesarpyska pabouen cTaHUuuu.

Kpuntolpo HealthMonitor -

Kpunrolpo HealthMonitor ycnewno ycraHosnew

Kpuntollpo LleHTp MoOHUTOpUHra.
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4.2. YpaneHue Kpuntollpo LleHTp MOHUTOpPUHra

Ona ypaneHns MO «Kpuntollpo LUeHTp MOHMUTOpMHra» HeobxoAMMO 3anyCcTuTb
ycTaHoBouYHbI hann HealthMonitorInstall.exe.

HealthMeniterlnstall.exe

OTkpoeTtcss Mactep ycTtaHOBKM. Ecnm 3anyck ycTaHOBOYHOro dgarsa npomsBognics He
C NpaBaMu JIOKAsIbHOro agMMHUCTpaTopa paboyen CTaHUMN, HAXXMUTE KHOMKY «YCTaHOBUTb>» U
noaTBeEpANTE BHeCeHWe Wu3MeHeHuWn. B cnydae, ecnn npaB AOCTAaTOYHO, MocCne 3anycka
MacTepa yCTaHOBKM NpPOM30MAEeT aBTOMAaTUYECKMI nepexos K cneayrweMy atany.

Kpuntolpo HealthMonitor -

I_Jj Kpuntollpo
HealthMonitor

1' YcraHosnTe

YaaneHne Kpuntollpo LleHTp MOHUTOpPUHIa Npon3BoaUTCA aBToOMaTuUyeckun. B cnydae
yCrewHoro yaaneHus nosasutcs okHo «Kpuntollpo Health Monitor ycnewHo yaaneH». [Ons
3aBepuleHns paboTbl ¢ MacTepoM yCTaHOBKW HaxXMuTe «0TOBO».

Mocne yapanenns Kpuntollpo LUeHTp MoHuTOopuHra TpebyeTtcs
rnepesarpyska pabouei cTaHUuw.

Kpunrolpo HealthMonitor =

Mpoaykr Kpuntolpo HealthMonitor ycnewwo yaanén

4.3. O6HoBneHne Kpuntollpo LleHTp MOHUTOpUHra
Ona obHoBneHnsa MO «Kpuntollpo LleHTp MoOHUTOpUHra» HeobxoaMMO 3anyCcTuTb

yctaHoBouHbIn pann HealthMonitorInstall.exe.

Kpuntollpo LleHTp MoOHUTOpUHra.
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HealthMonitarlnstall.exe

OTKkpoeTcs MacTep ycTaHOBKU. Ecnm 3anyck ycTaHoBO4YHOro ¢alina npousBoausics He
C NpaBaMu JIOKANbHOIo aiIMMHUCTPaToOpa paboyeit CTaHUNK, HAXMUTE KHOMKY «YCTaHOBUTb» U
noATBepAUTE BHECEHME MW3MEeHeHuit. B cnydyae, ecnvM npaB AOCTATOYHO, MoOC/ne 3anycka
MacTepa yCTaHOBKW MPOM30MAAET aBTOMATUYECKUIA NEPEXOo] K creaytoweMy aTany.

KpunTolpo HealthMonitor B

I;tj_ KpunTollpo
HealthMonitor

b Sy Ycranosum ‘

O3HaKOMbTECb CO CMUCKOM MoANeXalwmnux OO6HOB/EHUIO KOMMOHEHTOB W HAaXMuUTe
«OBHOBUTbL>».

Kpwntolpo HealthMonitor [

A
frads ‘J}‘ O6HoBNeHWe NpoayKTa
s

OB6HOBNAEMBIE KOMNOHEHTLI

Komnonent Bepcun Deiicrave
Netfid§1Ful He uavenaTs
Microsoft PowerShell 3.0 He uzmerats
HealthMonitor 026200

OBrosnenne

2 ¥ Orosum

OTob6pa3snTca OKHO C AENCTBUSAMU, HEOBXOAUMMbIMKU AN MOAFOTOBKM K OBHOBAEHMIO.

O3HaKOMbTECb CO CMMCKOM 3TUX AEWUCTBMI M HaxXMuTe «BbinonHuTb». MNocne 3aBeplueHus
AENCTBUN MO NMOAroTOBKE K OOHOB/IEHUIO HaxXMuUTe «[Janee»,

Kpuntolpo HealthMonitor -

Kpwntolpo HealthMonitor -
%} MoaroToBKa K 06HOBAEHUIO

%ﬁ MoaroToBka k 06HOBAEHUIO

[Oeiictene

)  Mposepxa cayxbu HealthMonitor

Neiictaue

PesynsTat
@ Nposepra cryxBu HealthMonitor

Pesynerar

BuinonHena ycnewso

—

‘B Bu 'unmm|

Kpuntollpo LleHTp MoOHUTOpUHra.
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2 Nanee ¥ ‘
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O6HoBMEHME NPOM3BOANTCS B aBTOMaTu4eckoM pexuMe. Mocne ero okoH4YaHus byaer
npeasioxXeHo MpoU3BECTU 3amnyck CcNyXbbl MOHUTOPMHra. Ana atoro Haxmute «O6HOBUTH>.
Mocne 3anycka cnyx6bl HaXxXMUTe «danee».

Kpuntolpo HealthMonitor - Kpuntolpo HealthMonitor -
%j O6HoBneHune HealthMonitor Ej O6HoBneHue HealthMonitor
5 =
Jeicteme Pesynetar Deiicrene Pesynstat
ﬁ Y¥TUAUTa MOHWTOPHHra: 3anyck cnykbel H O ¥TUAUTE MOHUTOPWHTE: 3amycK caysxEel Beinaonweno ycnewxo

B Cbrosums Dance ¥ ‘

B cnyuae ycnewHoro o6HoBneHuss nosiButcs okHo «Kpuntollpo Health Monitor
ycrnewHo obHoBAeH». [Ans 3aBeplweHns paboTbl ¢ MacTepoM yCTaHOBKM HaXXMUTE «[OTOBO».

Mocne o6HoBneHns Kpuntollpo LUeHTp MoHUTOpMHra TpebyeTcs
rnepesarpyska pabouen cTaHuuu.

KpunTolpo HealthMonitor =

Kpuntelpo HealthMonitor ycnewxo oGHoBREH

TotoE0 |

4.3.1. CoBMecCTuMOCTb Bepcum DSS n LleHTpa
MOHUTOpPUHrIa

Mpn BbINONHEHMU TecToB, YHUKanbHbIX Ana Kpuntollpo DSS, LeHTp MOHUTOpWHra
yyBCTBUTENEH K Bepcumn DSS. B CBA3U C 3TUM, NPU CUJIBHOM pacxOoXAeHNU BEPCUUN FK3eMnaspa
LleHTpa MoHuTOpMHra mn Tectmpyemoro mm DSS MoryT okasatbCsd HepaboToCrnocobHbiMu
cneayouwune TecTbl:

» Tect kpuntonposangepos Cepsuca NMoanucm DSS;

TecT gocTtynHoctn obpabotumnka YL;

TecT nuueH3unm Cepsuca MNMoanucm DSS;

TecT nuueHsuun LenTtpa NaenTudurkaumm DSS;

MNMpoeepka ceptudukatos Beb-nHtepdeica DSS;

Mposepka cepTudmkaTos Cepsuca MNMoanucu DSS;
Mposepka ceptudunkatos LleHTpa UaeHTndukaumm DSS;
TecT nogkntoyveHnsa k 6ase gaHHbix Cepsuca MNoanuncm DSS;

YV V VYV VYV
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> TecT nogknt4eHus kK 6ase gaHHbix LleHTpa MaeHTndunkaumm DSS.

Cnepytowme HaCTpPoOMKM Heob6XoAMMO BbIMOMHATE TOJMIbKO B Cllyyae
@'} HepaboToCnoCObHOCTU MepeyYncnieHHbiX TecToB (MpuM YCNOBUM, YTO OHU
paboTanm KOPpPEKTHO paHee).

Mpu obHoBNeHUN sk3emnnsapa Kpuntollpo LleHTp MoHuTopuHra B agmpektopumn <MyTb
yctaHoBkn>\Crypto Pro\DSS\HealthMonitor asTomaTnyeckn cosgaetca nanka Tests,
cogepxalwas ¢ann CryptoPro.DSS.MonitoringTool.DssDependantTests.dll n nankn c
63kanoM(-mMn) storo caiina M3 npeabiaywmx sepcui LleHTpa MoHuTOpuHra. MNManku mmeroT
Ha3BaHMs, COOTBETCTBYOLWME cTapol Bepcun LleHTpa MoHuTopuHra (n Kpuntollpo DSS).

Mpumep:

2.0.2665.0
|%| CryptoPro.055.Moenitoring T ool DssDependantT ests.dll

ans BOCCTaHOBJ/IEHUNS paboTtocnocobHoCTH rnepeymncneHHbiX Bbille  TecToB
CKOMWUPYWUTE C 3AMEHOM caiin CryptoPro.DSS.MonitoringTool.DssDependantTests
.dll u3 nankn c nmeHemMm, cooTBeTCTBYOLWMM Bawen Bepcuun Kpuntollpo DSS, B nanky <MyTb
yctaHoBkn>\Crypto Pro\DSS\HealthMonitor\Tests.

Kpuntollpo LleHTp MoOHUTOpUHra.
PykoBoACTBO MO yCTaHOBKE M HACTpoOWKe CtpaHunua 26 ns 61



5. HacTtpouka Kpuntollpo LleHTp MOHUTOpUHra

HacTtpoika Kpuntollpo LleHTp MOHUTOpMHIra COCTOUT M3 TpeX OCHOBHbIX pa3AenoB:

> DkK3eMnaspbl TectTupoBaHusa (pa3sgen 5.2) — 34ecb HacTpamBalOTCA 3K3eMnnapbl
CUCTEM, TEeCTUPOBaHWE KOTOpbIX Mpou3BoanTca npu nomowm Kpuntollpo LeHTp

MOHUTOpPUHIa.

> DJk3eMmnasipbl TectoB (pa3gen 5.3) — 3p4ecb HaxoasaTCcs TeCTbl, MOJyYEHHbIE U3
WwabsioHOB M cneunasibHO HaCTPOEHHbIE NOoA dK3eMMSPbl TECTUPOBAHUS.

> KoHdpwurypauma tectmpoBaHmsa (pasgen 5.4) — 3pecb pacnonaratotcs obwue

HacTpoinkun Kpuntollpo LleHTp MoHuTOopuHra.

HacTtpoiky ntoboro sk3emnnspa Kpuntollpo LleHTp MoHuTOpuHra, BHEe 3aBUCUMOCTH OT
Tuna nuueHsnn, BAXXHO ocywecTensTb B criegyowem nopsake:

1. Hactpoiika nuueHsun (cMm. pasgen 5.1).

. OcHOBHble HacTpolkn (cM. pasgen 5.4.1).

. Hactponka sk3emnnsapos TectupoBaHus (cMm. pasgen 5.2).

. Hactpoinka sk3emnnapos TectoB (cM. pa3gen 5.3.1).

. lobaBneHme TeCTOB K 3K3eMnsipy TectnpoBaHusa (cMm. pasgen 5.3.2.1).
. Hactponka onoseweHus (cM. pasgensl 5.4.2—5.4.3).

. [JononHuTenbHble HacTporkn (cM. pasaensl 5.4.3—0).

NOu b~ WN

Bce ykazaHHble HAaCTPOMKU MOryT U3MEHATbCSA/AONOMHATLCA BMecCTe C
HoBbIMU Bepcuamm Kpuntollpo LleHTp MoHUTOopuHra.

5.1. HacTpoMka nmueH3umn

Hactpoinka nuuensum ana Kpuntollpo LleHTp MOHMTOpWMHra OTHOCUTCS K pasgeny
«KoHpurypaums tectMpoBaHus», HO NPUBOAMTCHA B Hayane HaCTPOMKK, TaK KaK NMLEH3Us
onpefeneHHoro Tuna Heobxoanma Ans ganbHenwen paboTbl C NPOrPpaMMHbIM KOMMIEKCOM.

Beoa nuueH3nn oamHakoB kak ansa Cepsepa MOHUTOpUHra, Tak u ansa nwboro m3
AreHTOoB MoOHMTOpUHra. [na BBOAA /NMUEH3MM 3anyctuTe ocHacTky Kpuntollpo LeHTp
MoHuTOopuHra (cp.dss.ru.msc), nnmbo pobaBbTe ocCHacTky <«YnpaBneHne KpunTtollpo
HealthMonitor» B koHconu ynpasneHus (MMC), n nepenaute Kk pasgeny «KoHdurypauus
TecTupoBaHus». MNepengnTte Ha BKNagky «JIMueH3uns» B NpaBon 4acTu OCHACTKMU.

Kpuntollpo LleHTp MoOHUTOpUHra.
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id HealthMonitor Ocrosroie HacTpow | BeS Cryxa | HacTpofis nowumoson pacosimim |

2 '! SKIEMNNAPE! TECTMPOBAHHA Hacrporia CMC pacoeinks | HecTpofis MorTopuHra sypeancs | [Muskans |
[ £ 3ksemnaspel Tectos

Y oe s patets e poaa i Kou nauersim Nuuenzng Tpox peicrens
/ HM100-X0030-00TET-GW1DE-... Cepeep moHuTopgdra 13.022019

Ona pobaBneHnss HOBOW NIMLIEH3UM HaXMUTe KHonKy «[obaBuTb» W BBeguTe
JNLEH3MOHHbIN KoY B MOSBUBLUEMCS OKHE.

=] Kpwuntollpo HealthMonitor -

®aiin  [eiictene  Bua  Cnpaska
4 | 2[m]

Id HealthMonitor Ocwosrise HacTpoR | BeG CryxGa | HacTpofica noutoson pacceiman |
[ g SKIEMMNAPEI TECTHPOBAHAA Hacpofica CMC [+ - | Meraua ‘
I £ 3ksemnnspel TECToB

"@3 KoHpurypayna TecTHpOBaHKUA

Knitoy nuueHsm Tnuersua Cpok pgeicTsnA
HM100-X0030-00TET-GW1DE-... Cepeep moHMTopMHIa 13.022019

™| [oBaenTe AVLEHIMKD

(- )

1%L}

(e ==
pd

O6a3aTenibHO COXpPaHUTE KOHMUrypauuo MyTeEM HaxaTus KHOMKU «COXPaHUTb>».
MoTpebyeTcs nepesanyck OCHACTKKU, AN Yero Ha)XMUTe KHOMKY «[a» B MOsiBUBLLEMCS OKHE C
npeaynpexaeHneMm. OcHacTka aBTOMaTMYECKN nepe3anycTuTcs.

Kpuntollpo LleHTp MoOHUTOpUHra.
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Daiin  Jeiictewe  Bug  Cnpaska

«= == B
K
d HealthMonitor Ocroswie HacTpoiw | Bet Cryxa | Hacoofica nosToson paccein |
v h! SHEEMMAAPLI TECTHPORAHMA Hactpotika CMC paccsime | HacTpotiia morwTopunra xypriancs | [Mustsua |
I» £4 3ksemnnapel TecToB
3 LI = B Kniou niuersum Muuerzna Cpok aeiicTeng
HM100-X0030-00TET-GW1DE-... Cepsep moHaTopiHra 13.022019
lNpeaynpexaeHne £3
JINUeHINA MOHNTOPWUHIE BbiNa MIMEREHA, LNA ECTYNNEHNA NIMEHEHNI
! L B CHTY HEOBXOAMM NEPE3NYCK GCHACTKN W CAYKBBI MOHWTOPHHTE,
MepesanycTiTe ocHacTky? (BCE HECOXPAHEHHEIE MMEHEHNA ByyT
noTepaHel)
5
-~

O6s3atenbHO nepesanyctute cnyx6y Kpuntolpo Health Monitor npu nomowm

CUCTEMHOM KOHCONM ynpaBneHus cnyxb6amu, nmbo yepes ocHacTky (cM. pasgen 2.4.2). nocne
Yero MOXHO HauMHaTb paboTy.

5.2. HacTtpoka 3Kk3eMnJIfpoB TeCTUPOBaHUSA

B HacToswee BpeMa B Kpuntollpo LleHTp MOHUTOpUHIra AOCTYMNHbI AN TECTUPOBAHUSA
ABa TUNa 3K3eMnspos:
> DSS;
» HeTunusmnpoBaHHbIN 3K3eMnasp.

Ona sk3emnngpa DSS B Kpuntollpo LeHTp MOHUTOpUHIa AOCTYMHbI A0OMNO/IHUTENbHbIE
HacTpomnku (cM. pasgen 5.2.1), B To BpeMs KakK A/ HETUNM3MPOBAHHOIO 3K3eMnJasapa Kakue-
nn6o AONONHUTENbHbIE HACTPOMKN OTCYTCTBYIOT.

DK3eMnasap TeCTUpoBaHus Heobs3aTenkLHO COOTBETCTBYET OAHO3HA4YHO

MHCNeKTUpyeMomn cucreme. JKk3eMnasap TeCcTMpoBaHu1s O3HavaeTt
onpefeneHHbin Habop TecToB M (B cny4dae € ak3eMmnasapoMm tuna DSS) Habop
HacTpoeK.

Mepen co3gaHMeM 3K3eMnisipa TECTUPOBaHMS ybeamTecb, YTO Bbl6paH MpaBWiIbHbIN
pexuMm pabotbl Kpuntolpo LleHTp MoHuTopuHra (Default mnn Min, cm. pasgen 5.4.1). Onsa
nobaBneHns HOBOro aK3eMnisipa TeCTUPOBAHUSA HaXXMUTE NPaBON KHOMKOW MbIlWW Ha pasaen
«DK3eMnaspbl TeCTUpoBaHusa» u Bblbepute «JobaBnTb».

@ain  feictene  Bug  Cnpaska

«s #HE = HE

ld HealthMonitor H Wrasn
il 3icemnnermeerinanai.

I 25 3xsemnn floGasuTe
-:3 Kendn Bua b

3I(CI'IDFITMpDEETb CANCOK...

Cnpaeka

Kpuntollpo LleHTp MoOHUTOpUHra.
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B okHe pobaBneHums 3aK3eMnispa TeCTUPOBaHMS OTKPOMTE BbiNadaloWwmii CAMCOK WU
Bblbepute TUN 3K3eMmnisgpa, KoTopbi Heobxoammo pobasutb B paboty - DSS wunam
HeTtunusupoBaHHbIN 3k3eMnasap (1). Haxmute «obaButb>» (2).

o [oBasnTb IK3EMNAAP TECTMPOBaHMA - [ loBaBuTh 3K3EMMNAAP TeCTMPOBaHWA -

[Dss v]

2 2 i Tt |

HoBbin ak3eMnnap 6yaet oTobpaxaTbCsl B pasgene «IK3eMnisipbl TECTUPOBaHUS». MM
CO34aHHOr0 3K3eMnisipa TeCTUPOBAHUS MOXHO WM3MEHWUTb, BbIAEIMB €ro M HaxaB JIeBOM
KHOMKOW Ha ero ums, nMbo npm nomMoLLn KOHTEKCTHOIO MeHI0 (HaXkaTtue NpaBoM KHOMKOM MbILN
- MNepenMeHoBaThb). 0 yMON4YaHMIO BCE HOBblE CO34aBaeMble 3K3eMMNAsSpbl MMeloT MMeHa DSS
nnn HeTMnusupoBaHHbIA 3k3eMnaap. Ayb6nupoBaHME MMEH 3K3EMM/ISSPOB HEBO3MOXHO,
MO3TOMY Npw Ll,OﬁaBJ'IeHVIVI aK3eMnnigpa € UMEHEM, KOTOPOE yXe €CTb B CNNCKE, K UMEHUN HOBOIo
ak3emMnnsapa gobasutcsa ero Homep no nopsaaky (Hanpumep: DSS, DSS1, DSS2...).

1

4 h! JKZEMMNNAPEI TECTUPOEAHMA
&, Dss
&, D551
&, Dss2
Mocne pobaBneHus sk3emnnspa Heobxoammo Aob6aBUTbL TECTbl, KOTOPpble ANS HEro

6yayT BbinonHAaTbCA (CM. pasgen 5.3.2.1). [Ona 3k3emnnsgpa TecTupoBaHusa Tuna DSS
Heo6Xxo4MMO BbINOAHUTL psAd HacTPOEK, ONMCaHHbIX B pasaene 5.2.1.

Ons konupoBaHWS 3K3eMnisipa TECTUPOBAHWUS HAXXMUTE Ha Hero npaBOW KHOMKOM
MbilM N BblbepuTe «KonupoBaTb». byaeT pnobaBneH HOBbIA 3K3eMMNasp TeCTUPOBaAHUSA C
MAEHTUYHbIMW HACTPOMKaMM, 0AHAKO K ero MMeHu B KOHLe obaBuTCca HoMep no nopsaky (cMm.
BbliLLE).

Ans yaaneHusa sk3eMmnisipa TECTUPOBAHUSA HAaXXMUTE Ha HEro NpaBoit KHOMKOMN MbIlWK U
BbibepuTe <«YaanuTb». BHMMaHue: yJaneHue 3K3eMMspa TEeCTMpPOBaHUsA He Tpebyer
NnoaATBEPXAEHUS.

5.2.1. MNapamMeTpbl 3Kk3eMnsApa TectupoBaHua DSS

Onga 3ajaHvsa napaMeTpoB 3K3eMnsispa TecTupoBaHua DSS B pasgene «3K3eMnaspsbl
TECTUpPOBaHMSA» BbibepuTe Co3daHHbIN paHee 3k3emnngpa Tuna DSS (1) n nepenaute Ha
Bknaaky «lMapametpbl DSS» (2). 3anonHUTe npeasioxXeHHble Nong Ha Bkiagke «lapaMeTpel
DSS» n HaxMmuTe KHOMKYy «CoxpaHuTb KoHdurypauuto» (3). OnucaHue napametpos DSS
rnpectasseHo B Tabnuua 4.

O6paTuTe BHWMaHWE Ha 3HAYOK OKOMO MWMEHU 3K3eMmnnspa
TeCTleOBaHVlﬂ. Korﬂa B KOHqJMryan,V”O 3K3eMI'IJ1$|pa BHOCATCA WU3MEHEeHUA,
OKONO HEro MosBASETCA 3Hauok . CoxpaHeHMe KOHbWUFypaLuuu NpUBOAMT
3K3eMMNAp B roTOBOE K TeCTMPOBAHMIO COCTOSIHME, O YeM CBUAETEeNbCTByeT
3Hayok

Kpuntollpo LleHTp MoOHUTOpUHra.
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Kpuntollpo HealthMonitor

H HealthMonitor
4 [l Jzemnnapei Tecwposanma

BrniounTs TECTMpOBaHWE
[ MHamBayansHsIn nepnos TecTMposaHUA

Mapametpel D55

[oBaEneHHsle TECTal

Wsmenero

55

ETWMUZMPOBAHHEIR 3K3EMNNAD
b # 3xzemnanpel TecToe
1';3 Kondmrypauma TecTpoeaqma

Vs TecTosgro nogédsarena [

MNapone tecffro nonbsosatens |

Appec DSS |?'nrtp:fflccalhast

Mg npuncocerna Cepauca Mognncw

Wma npunoxermna Llentpa MoeHmdukcawm |STS

Wma npunoxeqna Beb-vHtepdeica |Fr0ntend

|
|
|
|SignSEr\ler |
|
|
|

|hﬁp:f}‘1003lh05t

token v
Active svc v

WAEHTMGMKETOD NPOBEPRIOLLEA CTOPOHS!

Koneunan Touka Cepewnca lNoannon
MNepezarpyznte

Koneunan Touka Lertpa MoeHmigmicaism

Sj CoxpatuTs KoHDUrypaLwmo

Tabnuua 4 — MNapameTpbl DSS

MapameTp OnucaHue

MMsa TecTtoBOro
nonb3oBaTtend

NornH Nonb3oBaTtensa Ha LeHnTpe NaeHTudunkaumm DSS. BHUMaHue:
ANns paHHoro Monb3oBaTens AoaxHa 6biTb HaCTpoeHa
aYTeHTI/IdZ)VIKaLWIFI Mo NOrnMHy n Naposito Uin ToNbKO VI,CI,eHTVId)VIKaLWIFI.

Maponb TecToBoOro

Maponb Monb3oBaTtensa Ha LleHTpe UaeHTndumnkaumm DSS. Ecnun ansa
Monb3oBaTens Ha3HayeH MeToA BXoda «ToNbKO naeHTUduUKaumnsa»,

nosb3oBaTens
OAHHOE MoJie MOXHO OCTaBUTb MYCTbIM.
Apnpec cepBepa, Ha KoTopoM pacnonoxeH Cepsuc lNMoanuncu NMAK
«Kpuntollpo DSS». 3HaueHue no ymondanuto — http://localhost.
Anpec DSS P P y p://

BHMMaHMe: ANs TECTUPOBAHUSA BCE KOMMOHEHTbl DSS AonxHbI 6bITb
pa3BepHYTbl HA OZIHOM CepBepe.

UMa npunoxeHuns
Cepsuca lMoagnuncu

CooTBeTcTBYET UMeHU Beb-npunoxeHusa Tectupyemoro Cepsuca
Moanuncu DSS. MNMony4nTb 3HaYEHUE MOXHO MPpU NOMOLWKM KOMaHAeTa
Get-DssSignServerInstance (napametp -ApplicationName).

UMa npunoxeHunsa

Un

CooTBeTCTBYET MMeHU Beb-NpunoxeHnsa Tectupyemoro LleHTpa
NaoeHTudmkaunm DSS. MNonyunTb 3HaYEHNE MOXHO NpW NOMOLLK
koMmaHaneta Get-DssStsInstance (napametp -ApplicationName).

UMa npunoxeHus
Beb-nHTepdeiica
DSS

CoOoTBETCTBYET MMEHU BE6-NPpUNOXEHNS TecTupyemoro Beb-
nHTepderica DSS. MoayunTb 3HaYEHUE MOXKHO NPU NOMOLLK
komaHaneta Get-DssFelnstance (napametp -ApplicationName).

NaoeHTndunkatop
nposepstoLlen
CTOPOHbI

NoeHTudunkatop Cepsuca Moanucn Kak NpoBepsAoLEN CTOPOHbI.
Ecnn He 3anonHeHo, 6yAeT NOACTaBAEHO ceaytollee 3HaYeHne no
YMOJTYaHMIO:

Kpuntollpo LleHTp MoOHUTOpUHra.
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urn:cryptopro:dss:signserver:<ma npunnoxxeHnna Cepsuca
Moanucu (kak B napameTpe Bbilue)>.

MoNyu4nTb 3HAYEHNE MOXHO NMpu NomoLm KoMmaHaneta Get-
DssRelyingPartyTrust.

HaxxmMute kHonKy «[lepe3arpy3nTb», YTo6bl MOJYUYMUTb CIMCOK
OOCTYMHbIX KOHEYHbIX TodekK. [one ncnonb3lyerca ans Tecta
noanucu. 1ns yCnewHoro TeCTMpoBaHns HeobxoammMo BbibpaTb
KOHEYHYH TOYKY, COOTBETCTBYIOLLYIO BbIOpaHHOMY MPOTOKOJY
B3ammogencTteusa LleHTpa MoHutopuHra n DSS (https nnu http)*.

KoHeuyHas Touka
Cepsuca Mognucu*

HaxmuTte kHoMKy «[epe3sarpy3nTb», 4TO6bl NONYUYUTb CMINCOK
AOCTYMHbIX KOHEYHbIX ToYeK. [one ncnonb3lyerca Ansa Tecrta
ayTeHTUdMKauum. ins ycnewHoro TectupoBaHmsa Heobxoanmo
BbI6paTb KOHEYHYIO TOYKY, COOTBETCTBYHOLLYO BblIOpaHHOMY
npoTokony B3aunmopencTems LleHtpa MoHuTtopuHra n DSS (https vnu
http) * *.

KoHe4yHas Touka
LleHTpa
NaoeHTndumnkauymm* *

*PexkoMeHyeTCsl MCIOJIb30BaTh KOHE4YHYI Touky Issuedtoken/transport/mosc. s
storo B aapece DSS nomkHO ObIT 3aniicano uMs y3ia ¢ DSS To4Ho Tak ke, Kak B cepTuHUKaTe
ero BeO-cepBepa. Eciin HeT BO3MOXKHOCTH yKa3aTb MMsl Y3714, MCIOJIb3YHTE KOHEUHYIO TOUKY
issuedtoken/nosc.

**PexoMeHIyeTCs PpU ayTeHTH(HUKAINU C HCTIONb30BaHueM IpoTokosia TLS BeIOuparth
KOHEYHYIO TOUKY username/transport, 6e3 TLS — active.svc.

Mocne wnaMeHeHns napameTpoB DSS Heob6xoaAMMO COXpaHUTL
M3MEHEeHUs NyTeM Ha)kaTus KHonku «CoxpaHuTb» K nepesanyctutb Cnyxoby
MOHUTOPUHTa.

5.3. HacTpouka 3K3eMNnNApoB TeCToB

Sk3emnnapom Tecta B Kpuntollpo LleHTp MoHUTOpMHra Ha3blBaeTCsl TECT, CO34aHHbIN
13 wabnoHa TecTta, N HAaCTPOEHHbIN (MPU HANUUYUN HACTPOEK).

» CoszpaHue TecTtoB M3 WabnoHa onncaHo B pasgene 5.3.1.
» OnuncaHue Bcex TeCToB M UX NapaMeTpoB AaHO B pa3sgene 5.3.2.
> [obaBneHune TeCTOB K 3K3EMMNSAPY TECTMPOBAHUS ONMCcaHo B pasgene 5.3.2.1.

5.3.1. CospaHue 3K3eMrJisipa Tecta 3 wabnoHa TecrtoB

Mepen co3gaHueM ak3emnisapa Tecta ybeamtecb, UYTO NULEH3US Ha onpeaeneHHbIn
ak3emnnap LleHTpa MoHuTOopuHra BeBepeHa (cM. pasgenbl 2.3, 5.1) n BbibpaH npaBusibHbIN
pexunm paboTtbl Kpuntollpo LleHTp MoHuTopuHra (Default nnn Min, cMm. pa3sgen 5.4.1).

YT0o6bl 06aBMTL 3K3eMNaAp TecTa U3 WabnoHa, HaXXMUTE NPaBoON KHOMKOM MblWK Ha
pasgen «2k3emnnapbl TectoB» (1) u Bbibepute «[obaButb» (2). Mocne 3toro Bbibepute U3
BbiMnagatwouwero cnucka (3) wabnoH TecTta, KOTOPbIA HYXHO A[06aBUTb, U HaxMmuTe
«[JobaButb>» (4).

Kpuntollpo LleHTp MoOHUTOpUHra.
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HoBbin TecT 6ynet oTobpaxaTbCs B pasaene «2K3eMnaspbl TectoB». NIMa co3gaHHOro
TecTa MOXHO U3MEHUTb, BbIAE/INB €ro U Ha)xaB JIEBON KHOMKOM Ha ero uMs, 1Mbo npm NoMoLum
KOHTEKCTHOro MeHto (Ha)xaTme npaBoM KHOMKOM MbiwKn — NepenMeHoBaTh). 10 yMon4aHuio Bce
HOBble CO34aBaeMble 3K3eMMNAspbl UMEKT MMeHa Kak B wabnoHe Tecta. AybnnposaHne nMeH
TeCToB HEBO3MOXHO, NO3TOMY Npu AobaBneHnn Tecta C UMEHEM, KOTOPOe yXe eCTb B CMUCKe,
K MMEHM HOBOro ak3emnnspa fobaeButca ero HoMep no nopsaaky (Hanpumep: Tect CRL, Tect
CRL1, Tect CRL2...).

£ Tect CRL
:é Tect CRL1
£g Tecr CRL2

BbinonHnTe HacTpoliky aobaBneHHbix TecToB. [lapaMeTpbl TeCTOB OMNWCaHbl B
pasgene 5.3.2.

Mocne wn3MeHeHuss mnapameTpoB DSS Heob6xoaAMMO COXpPaHUTL
W3MEHEHUS MyTeM HaXaTus KHOMku «CoxpaHUTb» U nepesanyctntb Cnyxoy
MOHWUTOPWUHra.

OGpaTVITe BHMMaHWEe Ha 3HAQYOK OKOJ10 UMEHU 3K3eMMNidpa TecCTa. Korn,a

B NapaMeTpbl TECTA BHOCSTCS W3MEHEHMS!, OKOSIO HEro MOSIBASIETCS 3HAYOK 6 .
CoxpaHeHne KOHhUrypauumM nNpuMBOAMT TeCcT B rOTOBOE K TEeCTUPOBaHUIO

COCTOSIHME, O YEM CBUAETENbCTBYET 3HAUOK “&

Ons konupoBaHMS 3K3eMMnsipa TeCcTa Ha)XXMUTE Ha HEero nMpaBoOM KHOMKOWM MbIWK U
Bbibepute «KonupoaTb». byaer pobaBneH HOBbIA 3K3eMnasp TecTa C MAEHTUYHbIMU
HaCTpOMKaMK, O4HAKO K ero MMeHu B KoHLUe AobaBuTcsa HoMep no nopsaky (CM. Bblwe).

[ns yaaneHus ak3eMnaspa Tecta HaXkKMUTe Ha HEero NpaBoi KHOMKOW MbIlWK U Bbibepute
«Ypanutb». BHUMaHMe: yJasieHNe 3K3eMNspa TecTa He TpebyeT NoATBEPXKAEHMS.

5.3.2. NepeyeHb TECTOB U UX NapaMeTpoB

B Tabnuua 5 npneBoanTCS onmMcaHne Bcex A0CTynHbIX B KpunTtollpo LeHTp MoHuTOpUHra
TEeCToB, a TakKXe UX NapaMeTposB.

Tabnuuya 5 — OnucaHue TecToB

OnucaHue MapameTtpbl
BbinonHexne TecT BbINONHAET yKa3aHHbIn powershell ckpunT.
YKasaHHoro MpyW yKasaHUW NyTV HEOBXOAMMO yKasaTb nosHblii > yTb K danny ckpunta +
CKpunTa NyTb K CKpUNTY. TeCT 3aBepLiaeTcs yCnewHo,

Kpuntollpo LleHTp MoOHUTOpUHra.
PykoBoACTBO MO yCTaHOBKE M HACTpoOWKe CtpaHnua 33 n3 61



OnucaHue

€C/IM yKa3aHHbI CKpUNT 3aBeplinncs 6es
NCKJTIOUEHMS.

MapameTpbl

TecT cpaBHUMBAET cpefiHee 3HaYeHne yKa3zaHHOro

»>KaTeropus cyetymka
»06beKT cueTumka
»UMa cueTumka

MoHUTOpUHI ..
cueTuMKa CUCTEMHOro Cé‘-IeT‘-WIKa C NOpPOroBblM KPUTUYECKNM »>KpuUTnYeckoe 3HadeHne - «<»
3HauyeHneM. Ecnn noporoBoe 3HayeHue cyeTymka «>»
npou3soauTEn CTaHOBUTCS Bblme(HvrlJme) AonycTuMoro, Tect W > <uncno>
bHOCTMU M »YcpeaHaTb 3HayeHuns
3aBepIIaeTes ¢ oWwmbKoN. <KOSIMYEeCTBO> 3aMyCKoB
»>lepuog onpoca cyeTymka
<YUCNO> CeKyHA
MpW MCNOMHEHMM TecTa BbINONHAETCA 3arpy3ka »Aapec HSM;
XXYpHana ayauta u XxypHana cobbituin HSM. MyTb >Bepcus HSM (HSM 1.0/ HSM
AN COXpPaHEHWS XXYpPHasoB AONXeH 2.0)
3arpyska cyuwecTBoBaTb. MNepuosa 3anycka Tecta, NyTb ANs
KYpHanos COXPaHeHWS XXYPHanoB 1 NapameTpbl >OTneuarok cepTudukara
HSM noagkntoyeHns K HSM 3agatotcs B HacTporkax ayautopa HSM
TecTa. TecT He npoBepseT xypHanbl HSM Ha >Mepvioa TecTMpoBaHus -
Hanunume owmnbok. MoapobHee ocobeHHOCTM TecTa <KONN4ecTBo>
CcM. pasgen 5.3.2.1. yacoB/aHel/mMecaueB/neT
TecT npoBepsieT Hanuuune owmnboK un
npenynpexaeHnii B XypHanax Ha yAaneHHo > Aapec Be6-cnyx6bl MOHUTOPUHTa
Monyuenne MallWHe C YCTaHOBNEHHbIM areHTOM MOHUTOPUHIA. 3 CrMcoK XypHanoB As NPOBEPKY
KypHaNoB Ans koHbUrypaumm Tecta Heo6xo4MMO 3a4aTtb (>kypHanbl U KOAbl MUCKIOYAEMbIX
AreHTa aapec cnyx6bl yaaneHHOro areHTa u XypHansl, cobbITUMN nobaBnaTcA
MoHWTOpMHIa cobbITNS € KOTOPbIX HEOH6X0AMMO nonyyaTtb. B aHanorMuyHo HacTpoiike
cny4yae obHapy»xeHus owmnboK B yaaneHHOM MOHUTOPMHIa XypHanos B
XypHane TekcT owunbkun byaeT 3anucaH B pasgene 5.4.3)
pesynbTaT Tecrta.
MpoBepka TecT BbINOMHSAET NPOBEPKY A0S UCMONb3yEeMOM »>Mpeaynpexaatb npu
MCMoNb3yeMon  ONepaTMBHON NaMsATM U BblAAET OWNOKY npu npeBbILLEHUN - aons
onepaTuMBHOMN npeBblLlUeHUM 3a4aHHOoro nopora. Mopor NCnonb3yemon onepaTuMBHOMN
namaTu npeaynpexaeHns 3a8aétca B NpoLeHTax. NnamMaTU B NpoLeHTax
»>Bbl6op amcka - BbI6Op
JNIOKaNbHOro AWCKa, Ha KOTOPOM
Mposepka TecT BbINOMHSAET NPOBEPKY AOSMN UCNOSIb3YyEMOro NPOM3BOAMUTCS MOHUTOPHHI
MCMONb3yeMOr  MecTa Ha YKa3aHHOM AMCKe U BblAaéT OWmnbKy
0 MecTa Ha npuv NpesblWeHNN 3agaHHOro nopora. Mopor >Mpenynpexaats npw
ancke npeaynpexaeHns 3a8aétcs B NpoLeHTax. MpeBblLLEHNN - Aonsa
NCnonb3yemMoro MecTa B
npoueHTax
MpoBepka .
KONUYECTBa TecT npoBepsieT KONYECTBO coobLleHni B
CoOBLLEHM B oyvepeasax LeHTpa Peer:Tpau,VnyLl,. Ecnn »MakcumanbHo ,EI,OI'IY(ETI/IMOG
CUCTEMHbIX KOIMYeCcTBO COObLEHNI B Kako NTnbo oyepean KOJINYECTBO coobLweHunm B
ouepensx LIP npesbllIaeT 3ajaHHoe 3t|aquV|e, TecT ouepeam
3aBepliaeTcs C OWNOKON.
yu
TecT BbINOHSET NPOBEPKY cepTudmKaTos Beb- TLS-cepTudmkar
nHTepdemnca DSS. B cnncok npoBepsieMbix >MpoBepka cpoka AeincTeus
Mposepka cepTndunkaToB BXOAUT: cepTudmkaTt Beb- (uekb0oKc)
oy PTO%  yurepence Ny uaoasrery LoreSTHONSTposeora nepuone acicrons
. ! 3aKpbITOro ksto4va (4ekbokc)
uHTepdeiica AOBepeHHbIX n3gaTenen MapkepoB 6e30nacHOCTU.
DSS TecT TakXxe OMnoBeLlaeT 0 CKOPOM UCTEYEHUN >TposepsTs OT3bIB

cpoka aencteus ceptudunkaTtos. lepmuos BpeMeHun
00 UCTeYeHus cpoka AencTBusa ceptudukara, a

ceptudmkarta (4ekbokc)
CepBUCHbIi cepTudukart
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Takxe Habop HeobXxoAMMbIX TEeCTOB 3afaéTcs B
HacTpoKkax TecTa.

MapameTpbl

»[lpoBepka
(uekbokc)

cpoka [AencTBus
»MNpoBepka nepuoaa AenCTBUSA

3aKpbITOro knato4ya (4ekbokc)
»>lpoBepaTb
cepTudukaTa (4ekbokc)

OT3bIB

MpoBepka cepTudpukaTos

AOBEPEHHbIX usparenem
>[lpoBepka

(uekbokc)

cpoka [AencTeus
»MNpoBepka nepuoaa AenCTBUSA

3aKpbITOro ksto4va (4ekbokc)
»[poBepATb
ceptudukara (4ekbokc)

OT3bIB

»CoobwaTte 06
<KONIMYecTBoO>
yacoB/aHen/MecaueB/neT

ncTevyeHnn 3a

Mposepka
ceptndunkaTos
Cepsuca
Moanucu DSS

TecT BbINOMHAET NPOBEpPKY CepTUdnKaToB
Cepsuca lNMoanucu DSS. B cnncok nposepsieMbix
cepTudunkaToB BXoauT: ceptudukat Cepsuca
Moanuck, TLS-cepTudmrkaT cepBepa NpUNOXeHUN
(IIS), ceptudmkatbl 06paboTunkos YL,
cepTudumkaT knwo4ya goctyna Kk NAKM «Kpuntollpo
HSM», cepTudukaTtbl JOBEPEHHbIX n3patenemn
MapkepoB 6e3onacHOCTM. TecT Takxe onoseLlaeT
0 CKOPOM UCTEYEeHUWN CpoKa AeNCTBUS
ceptudukaTtos. Nepnoa BpeMeHn A0 UCTeYeHUs
CpoKa AencTBus cepTudmukaTa, a Takxe Habop
Heobxo0AnMbIX TeCTOB 334aéTCs B HaCTpomKax
TecTa.

TLS-cepTtudmkar

»lpoBepka
(4ekbokc)

cpoka [AencTeus
»MNpoBepka nepuoaa AenCTBUSA

3aKpbITOro knato4va (4ekbokc)
»>MpoBepsATb
ceptudunkarta (4ekbokc)

OT3bIB

CepBuUCHbIN cepTudmkar

»>MNposepka
(4ekbokc)

Cpoka AencTeBus
»MpoBepka nepuoaa AeNCTBUA

3aKpbITOro knato4va (4ekbokc)
»>MpoBepsATb
ceptudumkarta (4ekbokc)

OT3bIB

MpoBepka cepTucdmnkaTos

AOBEPEHHbIX usparenen
»>[lposBepka

(uekbokc)

cpoka [AencTBus
»[poBepka nepuoga AeNCTBUSA

3aKpbITOro knato4va (4ekbokc)
»>MpoBepsATb
ceptudumkarta (4ekbokc)

OT3bIB

NMpoBepka cepTucdmnkarTos

onepartopoB YL}
>[poBepka

(uekbokc)

Cpoka AaencTeus
>MNpoBepka nepuoaa AeACTBUS

3aKpbITOro ksto4va (4ekbokc)
»MNpoBepsATb
ceptudmnkarta (4ekbokc)

OT3bIB

»>Coobwatb 06
<KOJINYecTBo>
yacoB/aHen/mecsaueB/neTt

NUCTEYEHUN 3a

lMpoBepka
ceptndunkaToB
LleHTpa

TecT BbINOMHAET NpoBepKy cepTudukaTos LieHTpa
NpeHTndpumkaunm DSS. B cnmucok npoBepsieMbIX
cepTndunkaToB BXoAUT: cepTudukar LieHTpa
NpeHTndukauum, TLS-ceptudukaT cepaepa

TLS-cepTudmkar

»MNpoeepka
(4ekbokc)

Cpoka AaencTeus
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MapameTpbl

NoeHTudukay  npunoxenuin (IIS), ceptnudurkatbl NpoBepsaOLWLMNX >lMpoBepka nepuoaa AencTeus
mn DSS CTOPOH, cepTudmrKaTbl JOBEPEHHbIX U3aaTenemn 3aKpbITOoro knato4ya (4ekbokc)
MapkepoB 6e3onacHoOCTU. TecT Takxe onoseLaeT >MposepsTh OT3bIB
O CKOPOM UCTEYEHUWN CpoKa AeNTCBUS cepTudukaTa (4ek60oKc)
ceptudukaTtos. MNeproa BpeMeHU A0 UCTeYeHUs .
o CepBucHbIW cepTudukar
Cpoka AencTeuna ceptudumkara, a Takxe Habop
HeobX0AMMbIX TECTOB 334aéTCA B HacTpolikax >lpoBepka cpoka [AencTBus
TecTa. (yekbokc)
»lpoBepka nepuoaa AeNCTBUSA
3aKpbITOro knato4ya (4ekbokc)
»>poBepsTb 0T3bIB
ceptudukara (4ekbokc)
NMpoBepka cepTucdmnkarTos
AOBEepPEeHHbIX u3parenen
»lpoBepka Ccpoka [AencTens
(4ekbokc)
»lpoBepka nepwoga AeNCTBUSA
3aKpbITOro ksto4va (4yekbokc)
»>lpoBepaTb OT3bIB
ceptndukarta (4ekbokc)
MpoBepka cepTudukaTos
npoBepAIOLWNX CTOPOH
»>lpoBepka Cpoka [AencTBus
(4ekbokc)
»MNpoBepka nepuoaa AenCTBUSA
3aKpbITOro knato4va (4ekbokc)
»>MpoBepsTb 0T3bIB
ceptndukarta (4ekbokc)
»Coobwate 06 wucTeyeHuUM 3a
<KONIN4ecTBO>
yacoB/aHen/MecaueB/neT
TecT npoBepsieT 4OCTYMNHOCTb TOUYKM
pacnpocTpaHeHus CNUCKOB OT3biBa CEpTU(PUKATOB
Tect CRL (COC). MpoBepsieTca ToNbKO ceTeBas »AQpec TOYKW pacrnpocTpaHeHus
AOCTYMHOCTb TOYkK. Ecnu TpebyeTcs npoBepsTb cocC
OOCTYMNHOCTb Heckonbkux COC, To Heob6xoanmo
CO34aTb HECKOJIbKO 3K3EMMISPOB AAHHOMO TecTa.
TecT npoBepsieT goctynHocTb OCSP-cnyx6bl. Mpun
TECTUpPOBaHMUM NPONCXOANT CO3A4aHNe 3anpoca Ha
nony4yeHune cratyca ceptudukaTa U npoBepka
cooTBecTByloLero oteeta. Ecnmn agpec OCSP- >WMa xpaHunuila ceptudukaTos
cnyx6bl He yKasaH, TO UCNONb3YyeTCs CrieayoLwmnin (Moarpy»aeTtcs aBTOMaTUUECKM)
anropuTM: Npou3BOASTCA I'IOI'IbITKM6I'IOJ1y‘-II/ITb > PacronoxeHme XpaHMMLLa
cTaTyc cepTudukaTa y OCSP-cnyxAI,Aa.upeca cepTdUKaTOB (Current
Tecr OCSP- KOTOPbIX YKa3aHbl B pacluMpeHnu oy User/Local Machine)
—— ceptudukaTta (ecnm ectb). Ecnm no kakon-nn6o o
4 npuUyMHe 3TO caenaTtb He YAanocb, UCMOb3yeTcs >QOtneuatok cepTudukara
aApec No yMOSTYaHWUIO U3 FPYMNMNoBOM MOJUTUKM (noarpyxaetcs aBTOMaqueCK” B
(ecnu oHa cywecTtByeT). Ecnm ogHa mn3 cnyx6 3aBncMMOCTM 0T BbIOPAHHOrO
N . XpaHnnuwia)
BEpHYy/a OTBET, KOTOPbI NPOLWEN NPOBEPKMU, TO
JanbHeNnwWwme NockIIKM 3anpocos npekpawatoTca.  »Aapec OCSP-ciyx6bl
Ecnu TpebyeTcsi NpoBepsiTb AOCTYMHOCTb
Heckonbknx OCSP-cny»x6, To Heob6xoanMo
€034aTb HECKOJIbKO 3K3EMMISPOB AAHHOMO TecTa.
TecT npoBepsieT AOCTYMNHOCTb CAYX6bl LWTAMMOB
TecT TSP-
CryK6bi BpeMeHu (TSP-cnyx6bl). Mpu TECTMPOBaHMM >Anpec TSP-cnyx6bl

nponcxoaunT co3aaHue 3anpoca Ha nonydyeHue
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wTaMna BpeMeEHN U NpoBEPKa NOJy4YEHHOIo

OnucaHue

wTtamna. Ecnu TpebyeTcs npoBepsiTb AOCTYMHOCTb
Heckonbknx TSP-cnyx6, To Heo6xoaMMo co3aaTb
HECKOMbKO 3K3eMMNspoB AAHHOro TecTa.

MapameTpbl

XawunpoBaHua

»ANroput™m

(rOCT 34.11-2001, IOCT 34.11-
2012 256 6ut, I'OCT 34.11-2012
512 6ut, SHA-1, SHA-2, SHA-
3 256 6uT, SHA-3 512 6uT)

TecT npoBepsieT AOCTYNHOCTb 06paboTunka
YnoctoBepsowero LleHTpa. NaeHTndukatop
obpaboTumka YLl MOXHO MOsyyYuTb Npy NOMoOLM
koMmaHaneta Get-DssEnrollment. Ecnu TpebyeTcs
NpoBEpUTb AOCTYMHOCTb HECKONTbKNX
YpocToBepstowmx LleHTpos, Heob6xoanmo

TecT [06aBNTb COOTBETCTBYIOLLEE KOSTMYECTBO
[OCTYMNMHOCTU 3K3eMMNIsSpoB AAHHOro TecTa. TecT ocylecTsnseT  »ID o6pabotunka YL (B B[
obpaboTunka noakntodeHune k Cepsucy Moanucu DSS c Cepsuca Moanucu DSS)
yu YYETHbIMW AaHHbIMK Monb3oBaTens DSS, 4TobbI
nposepuTb Hannume obpabotunka YL B
HacTporikax ak3emnnapa Cepsuca Moanucu DSS.
BHuMaHume: Y lNonb3oBaTtens DSS gonxeH 6biTb
XOTS 6bl OAMH AENCTBUTENbHbIN cepTuduKkaT u
HacTpoeHa ayTeHTUdumKaumsa B DSS no
NIOrVHY/Maposo UM TONbKO MAEHTUdUKaUmS.
TecT npoBepsieT AOCTYNHOCTb YKa3aHHOM Be6-
cnyx6bl. poBepseTcs ToNbKO ceTeBas
[OCTYNHOCTb Cnyx6bl. TecT 3aBepliaeTcs
TecTt ycnewHo, ecnu nony4yeH oteet HTTP 200. Ecnun
OCTYMHOCTHU TpebyeTca NpoBepATb AOCTYNHOCTb HECKONbKNX
Aocty o peoy poBep AocTy »Anpec cnyxbebl
yKa3aHHOM cnyx6, To Heo6x0ANUMO CO34aTb HECKONBKO
Be6-cnyx6bl 3K3EeMMNSAPOB TecTa. TeCT TakxXe MOXeT 6biTb
MCMONb30BaH ANs NOlyYeHUs pe3ynbLTaToB
yAaneHHbIX NpoBepok AreHToB MoHUTOpKHIra (CM.
pa3sgen 0).
Tect
KOMMOHEHTa .
. TecT NnpoBepsieT COCTOSHME KOMMOHEHTa Service
ServiceBroker
LieHTpa Broker LleHTpa Peructpaumu YL. ECin KOMNOHEHT -
aKTUBMPOBaH, TECT 3aBEPLUAETCH YCMeLHO.
Peructpaunu
yu
TecT npoBepseT AOCTYNHOCTb CYyX6 HEKOTOPbIX
Tect 3k3eMnnsapos DSS. TecT BbINOMHSAET 3arpy3Kky
KOHEYHbIX MeTagaHHbIx Cepsuca Moanucn n LleHTpa -
Touek DSS NaeHTudukauum, TeM caMmbiM NpoBepss CETEBYHO
AOCTYNHOCTb Cnyx6 n akTuBauuio cnyxo6.
TecT npoBepsieT AOCTYMHOCTb >TecTupoBaTb Fpynnbl
Tect 3aperncTtpuposaHHbIx Ha Cepsuce Moanucu DSS KPUNTONPOBaiAEpOB (UEKGOKC)
. KpunTtonpoBanaepos (B ToM uncne n HSM). Bo .
KpunTonposaw »TecTupoBaTb nepuoa AeNcTBUS
BpeMs TecTa npoBepsieTcs AOCTYMNHOCTb TOIbKO
[epoB . MacTep-kntoya
C KpMNTONpOBaiAepOB B COCTOSHUMN «BrtoueH».
epsuca >Coobwars 06

Moanucu DSS

Mpw TeCTUPOBaHUU IPynnbl KPUNTONPOBaKAEPOB
TECT 3aBepLUaeTCsl YCnewHo, ecim xoTs 6bl 0AuH
KpUNTONpoBainaep M3 rpynnbl 4OCTYMEH.

MUCTEYEHUM 3a
<KOJINYecTBO>
yacoB/aHen/MecaueB/neT

TecTt
Kpuntonposar
[epoB
Cepsuca
Ayaunta DSS

TecT npoBepsieT AOCTYMHOCTb
3apernctpupoBaHHbiX Ha Cepsuce Ayanta DSS
KpunTonposanaepos (B ToM uncne n HSM). Bo
BpeMs TecTa NpoBepseTcs AOCTYMNHOCTb TO/IbKO
KpMNTONpOBaiAepOB B COCTOSHUMN «BktoueH».
Mpwn TecTMpoBaHWM rpynnbl KPUNTONPOBANAEPOB

»TecTnpoBsaTtb rpynnbl
KpunTonposaiaepos (4ekbokc)

»>TecTnpoBaTb nepwuos AEUCTBUS
MacTep-kntoda

»Coobwatb 06
<KONIMYecTBoO>
yacoB/aHen/MecaueB/neT

NUCTEYEHUN 3a
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TecT 3aBepLuaeTcs yCrnewHo, ecnu xoTta 6bl oanH

OnucaHue

KpunTonpoBsanaep 13 rpynnbl 4OCTYMNEH.

MapameTpbl

TecTt npoBepseT AOCTYMNHOCTb

3aperncTpmpoBaHHbIX Ha LleHTpe MaeHTudukaunm

»>TectnpoBaTb
KpunTonpoBanaepos (4ekboKc)

rpynnbl

Tect o
. DSS kpuntonpoBaiiaepos (B TOM uncne n HSM). .

KpunTonposaw »>TecTupoBaTb nepuoa AencTBus

Bo BpeMs TecTa npoBepsieTcs AOCTYMHOCTb TONIbKO
nepos LleHTpa . MacTep-kntoda
aermudnkal KPUATONpPOBaiAEPOB B COCTOSHUMN «BKktOUeH>.

MpW TECTVUPOBAHMM TPYMMbl KPMNTONPOBaNAEpOB »CoobwaTte 06 wncTeueHun 3a
mn DSS <KOJIM4ecTBoO >

TeCT 3aBepLlaeTcsl ycrnewHo, ecnm xoTs 6bl 0aMH

KpunTonposaniaep U3 rpynnbl AOCTYNEH. yacos/nHeit/mecsiLes/net

TecT npoBepsieT KOJIMYECTBO U CPOKK AENCTBUS »>Coobuwatb 06 MCTeyeHUn cpoka
Tect nuueHsnin Cepsuca MNoanucun DSS. Heobxoanmo nencrensa 3a <Ko/im4ecTBo>
NULEH31K yKasaTb CpOKM nNpeaynpexaeHust o6 eé Yyacos/aHen/mecsaues/net
Cepsuca ncrteyeHmn. Ecnm Heobxoammo TeCTUpoBaTb »Coobwatb 06 OKOHYAHUW yucna

Moanucu DSS

NMNLEH3NUN HECKONTbKUX TUNOB, HY>XXHO CO34aTb
HECKOJ1IbKO 3K3eMNapoB AaHHOro TecTa.

OOCTYMHbIX Mofb30oBaTenien  3a
<KONMYecTBO> MNoJib30oBaTenem

TecT NnpoBepsieT KOINMYECTBO U CPOKN AENCTBUA
nuueHsnn UenTtpa MaeHtudukauyum DSS.

>Tun nueH3snmn
(CloudCSP/MobileAuth/SimAuth)

TecTt
S Heobxoanmo ykasaTb B napamMeTpax Tecta Tvn »CoobwaTtb 06 ncTedeHMn cpoka
LienTpa TEeCTUPYEMOI NIMLIEH3UN N CPOKU nencreuns 3a <KONIM4ecTBo>
WaeHTudmKaL npeaynpexaeHust 06 eé ncreveHumn. Ecnm yacos/aHen/mecaues/ner
un DSS HeobxoAMMO TeCTUpPOBaTb JINLEH3NN HECKONbKNX »Co06aTh 06 OKOHYaHWM YnCna
TUMOB, HY>XHO CO34aTb HECKOJIbKO 3K3eMMIsipoB [OCTYMHbIX Mofb3oBaTeneil  3a
AaHHOro TecTa. <KONMYEeCTBO> MoNb3oBaTenei
TecT npoBepsieT goctynHocTb B CepBuca
Moanucu DSS. Ctpoka noakntoyeHns Kk SQL-
cepBepy 3anosisieTcsd aBToOMaTM4YeCKN U3 HacTpoek
Tecr sk3emnnspa Cepsuca MNMoanucu. Ecnu
ncnonb3yertca Windows-ayTeHTudukaums, To
NoAKJIIYEHNS

Kk B Cepsuca
Moanucu DSS

noakntoyveHue kK SQL-cepsepy 6yaet
OCYLLECTBASATLCA C YY4ETHBIMU AAHHbLIMK CYXObl
HealthMonitor. Ecnn ncnonb3yetcs SQL-
ayTeHTUdMKaums, noaknodeHne Kk SQL-cepsepy
6yaeT ocyLwecTBNATbCA C YYETHbIMU AAHHBIMU,
YKa3aHHbIMW B CTPOKE MOAKIIOYEHNS.

TecT npoBepsieT gocTynHocTb B LleHTpa
NpeHTndukauum DSS. CTpoka NoAKIYeHNs K
SQL-cepBepy 3anonHAEeTCS aBTOMaTUYECKN U3

TecTt HacTpoek 3k3emnnspa UenTtpa UaeHTndukauymm.
noaKIto4YeHns Ecnn ncnonbsyetca Windows-ayTeHTudukaums,
Kk B UeHTpa TO noakntoyeHne Kk SQL-cepsepy byaet -
MpoeHTndukay  ocywecTBAATbCS C YYETHBIMU AAHHBIMU CYX6bI
mun DSS HealthMonitor. Ecnu ncnonb3yetcs SQL-
ayTeHTUdMKaums, To nogkaoyeHme Kk SQL-
cepBepy 6yaeT oCyLwecTBNATbCA C YYETHbIMU
OAHHBLIMKU, YKa3aHHbIMU B CTPOKE MOAK/TIOYEHUS.
TecT npoBepsieT goctynHocTb B LleHTpa
Perncrtpauun YLU. Ctpoka nogkntwouyeHus Kk SQL-
Tect cepBepy 3anosIHAETCS aBTOMaTU4YeCcku U3 us
noAKtoHeEHNA HacTpoek LleHTpa Perncrtpauun. Ecnu
k B LleHTpa ncnonbsyetca Windows-ayTeHTudukaums, To -
Peructpauun noakntoyeHue kK SQL-cepeepy 6yaet
yu OCYLLECTBASATLCS C YY4ETHbIMU AAHHbLIMU CYXO6bl

HealthMonitor. Ecnu ncnonb3yetcs SQL-
ayTeHTUdMKaums, To nogknoyeHme Kk SQL-
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cepBepy 6yAeT OCYLLECTBASATLCS C YYETHLIMU

AAaHHbIMU, YKa3aHHbIMW B CTPOKE NOoAKMKO4YEHUA.

Tect
NoAKNOYEHUS
Kk B LleHTpa
Ceptudukaum
nyy

TecT npoBepsieT AOCTYNMHOCTb 6a3bl AaHHbIX
Llentpa Ceptudukauyum YU. CTtpoka noakntoyeHms
K SQL-cepBepy 3anofnHsaeTcs aBTOMaTU4ecKn ns
13 HacTtpoek LleHTpa Ceptudukauum. Ecnm
ncnonb3yetca Windows-ayTeHTudukaums, To
noakntodyeHne k SQL-cepsepy byaer
OCYLLECTBNATLCA C YYETHBIMM AAHHBIMU CYXObI
HealthMonitor. Ecnn ncnonbsyetcs SQL-
ayTeHTUdUKaums, To nogkaoyeHne Kk SQL-
cepBepy 6yaeT ocyLwecTBAATbCA C YYETHbIMU
OAHHBLIMKU, YKa3aHHbIMU B CTPOKE MOAK/TIOYEHUS.

Tect Cepsuca

TecT nposepseT gocTtynHocTb Cepsuca Nposepku
Moanuck (SVS). MpoeepsieTca ToNbKO ceTeBas

MpoBepku AOCTYNHOCTb cepBuca. Ecnun Tpebyetcsa nposepaTte  »Aapec SVS
Moanucu OOCTYMHOCTb HECKO/IbKMX SVS, To Heob6xoanmo
CO3[4aTb HECKOJIbKO 3K3EeMNAPOB AaHHOMo TecTa.
»Anpec HSM
TecT nony4aet Tekywme coctosHne HSM n »OTrneyaTok cepTudukaTa
nposepsieT Haanume cBoboAHOro MecTa Ha ayauTopa HSM
Tect XECTKOM Aancke HSM 1 KonnyecTBO OCTaBLUErocs
COCTOSIHUSA Ko4YeBoro Matepmana (rammel). Ecnn >l‘|pe,qynpe>|<,anbuo6 neredennn
HSM KOJIMYECTBO FaMMbl UMM OCTaBLLIEECs CBOGOAHOE raMMbl 3a (Kniouei)
MEeCTO Ha AMCKe MeHblue 33JaHHOr0 3Ha4YeHns - >MNpenynpexaatb o
TeCT 3aBepliaeTcs ¢ ownbKon. 3aKaHuyMBawLWeMcs  MecTe  3a
(M6awnT)
TecTt TecT npoBepseT AOCTYNHOCTb CUCTEMHbIX
COCTOAHUSA ouepepen LenTtpa Pernctpauum YL. Ecnn ogHa us
oyepepen LIP oyepenen He NpuHUMaeT cooblleHns, TecT )
yu 3aBepliaeTcs ¢ ownbKom.
TecT 3anpalmBaeT y yKa3aHHOro areHTa
Tecr MOHUTOPUWHIra pesynbTaT NOC/AeAHero 3anycka
TecToB. TecT 3aBepLlaeTcs yCnewHo, ecnm >Anpec Be6-cyxObl areHTa
COCTOSIHUSA ~
yABNEHHOrO nocneaHuin 3anyck BCcex TECTOB areHTa MOHWTOPMHIa
ArenTa 3aBepunncsa ycnewHo. Ecnn H606XOLI,I/IMO >NMa 3K3ensisipa TeCTUPOBaAHUSA
MOHWTOpUHra TECTUPOBATb HECKOJIbKO 3K3EMMNNAPOB (Ha areHTe MOHVITOpVIHFa)
TEeCTUPOBAHUSA UIN areHToB - Heo6xoanMo
€034aTb HECKOJIbKO 3K3EeMMIAPOB TecTa.
TecT NnpoBepseT AOCTYMHOCTb U CPOKWN AENCTBUS
CRL. CRL MOryT 6bITb 3arpyeHbl U3 yKa3aHHOMN
nanku nNo ykasaHHOMy CeTeBOMY afpecy Waun u3 >Tun ncTodHuKka CRL
YKa3aHHOro xpaHunuuwa. lMpu BbINONHEHUM TecTa (URL/Manka/XpaHnnmuie
Tect cpoka Npou3BOAMTCA NMpOBEpPKa Cpoka AeNCTBUSA CepTuduKaTOB)
- nonyuyeHHbix CRL Ha TeKyLluit MoMeHT. Mpu >MyTb kK CRL
nencteus CRL
yKasaHun XpaHunuuia Kkak nctoyHmka CRL MOXHO >Wmsa nspgatens
OrpaHnynTb TecTupoBaHue Tonbko ans CRL >TpoBepsiTh  AaTy  cneayioueil
yKasaHHoro msgartens. Ecnu uma nspatens He My6MKaLMK (4eK6oKC)
6b1n10 yKazaHo, 6yayT npotectupoBaHbl Bce CRL B
XpaHunuuie.
TecT npoBepsieT AOCTYNHOCTb YKa3aHHOIo
Tect KpunTonposaiaepa (B Tom uncne HSM). Mpu »>UMs KpunTonposaiinepa
YKasaHHoro ) OTCYTBUM UMEHU KpunTonposaraepa 6yaet (TekcTOBOE)
KpunTonpoBan  ncnonb3oBaH KpUNTOoNpoBangep yKasaHHOro Tuna .
»Tun kpunTonposangepa (4ncno)
Aepa rno ymonyaHuio. Bo Bpemsa Tecta AOCTYNHOCTb

npoBepsAeTca I'IyTéM CO34aHNA KOHTEKCTa
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OnucaHue

KpunTonpoBaiaepa v NofyyeHns ero
napameTpos.

MapameTpbl

TecT BbINOMHAET MNPOBEPKY YKa3aHHOro
cepTudmkaTa. TeCT TakKe OMOBELLAET O CKOPOM

»>WMa xpaHunuwa ceptudukaTos
(Moarpy>xaeTcs aBTOMaTUYECKN)

»PacnonoxeHune XpaHunuuia
cepTMdunkaToB (Current
User/Local Machine)

»0OTneuaTtok ceptudumkaTa

(noarpyxaeTtcs aBTOMaTU4eCcKkn B

TecTt o
UCTEYEHMN CPOKa AENCTBUS CepTUPUKATOB. 3aBMCMMOCTM  OT  BbliGpaHHOro
yKasaHHoro o
cepTUduKaTa [Mepvon BpeMeHn A0 UCTEYEHUS CPOKa AENCTBUSA XpaHuaumuia)
cepTudumkaTta, a Takxke Habop Heob6xoaMMbIX »MpoBepsTb nepuoa  AeicTBuS
TecToB 3a4aéTCs B HACTpoKKax TecTa. 3aKpbITOro ksto4va (4ekbokc)
»>MpoBepsATb OT3bIB cepTUdMKaTa
(uekbokc)
»Coobwatb 06 ucTedyeHMM 3a
<KONIM4ecTBoO>
yacoB/aHen/MecaueB/neT
TecT npoBepsieT AOCTYMNHOCTb 6a3bl AaHHbIX.
CTtpoka nogkntoyeHus kK SQL-cepsepy
yKa3blBaeTCs B napameTpax TecTta. Ecnm
Tect ncnonbsyertca Windows-ayTeHTudukaums, 1o
. noakntoyeHne k SQL-cepsepy 6yaer
yKa3aHHOM A Q pPeepy bYA »>CTpoka noakntodeHus kK 6

6a3bl AaHHbIX

OCYLUECTBATLCS C YYETHBIMU AAHHBIMU CYX6bl
HealthMonitor. Ecnu ncnonb3yetcs SQL-
ayTeHTUdMKaums, To nogknoyeHme Kk SQL-
cepBepy 6yAeT oCcyLwecTBAATbCA C YYETHbIMU
AaHHbIMW, YKa3aHHbIMW B CTPOKE MOAKIIIOYEHMS.

TecTt TecT npoBepsieT CTaTyC YKa3aHHOM NIoKanbHOM . .
. >Nms NoKanbHOM Windows-
yKa3aHHOM cnyx6bl. Ecnn coctosHue cnyxbbl oTinyaeTcs ot VKB
cnyx6bl «BbInonHaeTcs», TeCcT 3aBepLluaeTcs C OWNOKON. Y
TecT npoBepseT cBaA3b LleHTpa Perucrpaumu c
eHTpoM CepTudukaummn. Ecnu ceasb
TecTupoBaHue HerTp P 4
CBSIZU C npucyTeyeT, HO LleHTp CepTudukaumm He MoxeT
BbINyCcKaTb cepTuduUKaThbl, BbIBOANTCS
LieHTpom Y pTvd ! A »Wmsa LeHtpa Ceptndukaumm YL
npeaynpexaeHue. Ecnu cBa3b oTCycTBYET, TeCcT
CepTtudukaum .
uyll 3aBepLiaeTtcsa ¢ owmnbkon. Ecnu umsa LIC He 6b10
3apaHo, 6yaeT Ncnoib3oBaHO 3HayYeHune Mo
YMONYaHUIO.
TecT ayTeHTUdUKaumn. na BbINONHEHNS TecTa
Heo6x0AMMO HacTpoUTb NoAkoYeHne K LieHTpy
NpeHTndukauum DSS (B napameTpax sk3emnnspa
TecTtoBas TecTnpoBaHus DSS); 3aaaTb Y4€THbIE AaHHble
ayTeHTudukay (nornH/napons) Nonb3oBaTens, OT UMEHMU -
nsa KoToporo 6yaeT npovsBeaeHa ayTeHTUdUKaums.
TecT ncnonb3yeT yYéTHbIE AaHHbIE NOMb30BaTeNS
LN, ans KkoToporo HacTpoeHa ayTeHTUdnKaums
Mo SIOrMHY/Naponto Unu ToNbKo uaeHTudbukaums.
TecT cosganua noanucu. TecT nposepseT »Tun noanucu
KOPPEKTHOCTb BbIMOSIHEHMS onepauuii B DSS no (XMLDSig/GOST3410/CAdES/PDF
CO3AaHMI0 3EKTPOHHBIX MOAMMUCEN Cneayowmx /MSOffice/CMS)
TecTosas dopmaToB: »MapameTpbl noanucu
noanucb

1.YcoBepuweHcTBOBaHHas noanuck (CMS
Advanced Electronic Signatures, CAdES);

2.XML Digital Signature (XMLDSig);

Ana XMLDSig:
- Enveloped
- Enveloping
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Tecrt OnucaHue MapameTpbl
pexum
3.2nekTpoHHas noanuce NOCT 34.10-2001, - NoAMUCb MO WabsioHy
FOCT 34.10-2012; FOCT 34.10-2001 n IroOCT 34.11-
4.Moanucb fokyMeHTOB hopmaTa PDF; 94
5.Moanuck aokyMeHToB Microsoft Office; - NoANMCh Mo WabnoHy
FOCT 34.10-2012 c anvHOM xaw-
[nsa BbinonHeHMs TecTa HE06X0ANMO HACTPOUTb koza 256 61T
nogkntoyeHue Kk Cepsucy Moanuncu n LieHTpy
MaeHTUdUKaUMK; 3a4aTb YUETHbIE JaHHbIE - MoAnuce no wabnoHy
(NnornH/Naponb) Nonb3oBaTens oT UMEHHU, FOCT 34.10-2012 ¢ AnvHO# XaW-
KoToporo 6yfeT co3gaHa TectoBasi noanuch (B koaa 512 6ut
napameTpax 3K3eMnsipa TectuposaHus DSS). Ana CAdES:
TecT ncnonb3yeT y4€THbIE AaHHble NOJSib30BaTeNs - CAdES-BES
LM, ansa KoToporo HacTpoeHa ayTeHTudunkaumns
- CAdES-T
Mo SIOrMH/Naponto UNn TONbKO UAEHTUDUKaUUS.
Ecnu naeHTudmkaTop ceptudmuKaTa He yKasaH, - CAdES-X Long Type 1
6yaeT ncnonb3loBaTbCs cepTuduKkaT no Ans PDF:
YMOJTHaHUIO. - CMS
Ecnun TpebyeTcs npoBepuTb HECKOBbKO (hOpMaToB - CAdES-T
noanucu, To HeobxoaMMo co3aaTtb
COOTBETCTBYIOLLEE KOMMUYECTBO 3K3EMMSPOB - CAdES-X Long Type 1
JaHHOro TecTa. »Apnpec TSP-cnyx6bl (Tonbko Ans
CAdES-T n CAdES XLT1)
>WpeHTndurkatop ceptndukarta
TecT npoBepsieT AOCTYMNHOCTb M CTaTyC y3na
Tect NGate NGate. Ecnn Heo6xoaMMO TeCTMpOBaTb HECKOJSIbKO >Anpec NGate (nopt 7020). +
y3noB NGate, Heo6xoaANMO co3aaTb HECKOSIbKO
9K3eMnispoB TecTa.
TecTt npoBepsieT cpoku aencteus ClientSecret ans
3apernctpmpoBaHHbix OAuth-knneHToB DSS. Ecnmn
TecT npoBepku
cpoka y KVJ'IVIEHTa I'IvaICy.TCByeT X0TS 6bl 0OAMH »CoobwaTtb 06 wucTeyeHun 3a
P —— aencreytowmn ClientSecret, unu otcyTtceytoT <KOJIN4ecTBo> +
. BOBCE — TeCT 3aBepluaeTcs ycnewHo. Ecnu y yacos/aHewn/mMecsaues/neT
ClientSecret o N
KNneHTa HaraeH uctekawwmn ClientSecret —
TeCT 3aBepLuaeTcsl C npeaynpexaeHneM.
TecT NpoBepsieT CUHXPOHU3ALMNIO BPEMEHUN CNyX6
TSP n OCSP nyTéM cpaBHEHWS BPEMEHU B OTBETaX
cnyx6. Mpu TeCcTMpoBaHUM NPOUCXOAUT CO3aaHUe
3anpoca Ha nony4eHue cratyca ceptudukara m
npoBepka COOTBEeTCTBYlOLWeEro oTeeTa. Ecnm aapec
OCSP-cny»x6bl He yKasaH, TO UCNOob3yeTcst
cneanyowmn anropuTM: Npon3BOASATCS NOMbITKU >WMs XpaHunuiwa
nony4uTb cTaTtyc ceptudukarta y OCSP-cnyx6, >Pacronoxerne XpaHuamiua
Tect ajpeca KOTopbIX yKa3aHbl B pacwimpeHun AIA-
cepTudukaTa (ecnu ectb). Ecnu no kakoi-nm6o >OTneyatok cepTudukata
CUHXPOHM3aLmn
W BpeMeHN NpUYnHE 3TO caenaTb He yAanoch, flcnonbsye'rcn »Aapec OCSP-cnyx6bl +
CrysK6 TSP 1 aZpec No yMOMYaHUIO U3 FpynnoBOi NOMNUTUKMK >Anpec TSP-cnyx6bl
0CSP (ecnun oHa cyuwectByeT). Ecnu ogHa 13 cnyx6 > ANFOpUTM X3LINPOBAHMSA

BEpHy/a OTBET, KOTOPbIN NpoLwén NpoBepKu, To
AanbHeWwne NoCbISIKK 3aMpocoB NMpekpaLlaTCcs.
[anee nponcxoauT co3fgaHue 3anpoca Ha
nosly4yeHune wramna BpeEMEeHM 1 NpoBepKa
NOSyYEeHHOro wramna. 3aTeM NpouMCxXoanT
CpaBHeHWe nonel BpeMeHn B oTBeTax obomx
cnyx6. Ecnun pasHuua mexay BpemeHamum 6onblue
yKa3aHHOI A0MyCTUMOM TOYHOCTU - TeCT
3aBepliaeTcs C OWNOKON.

»[Oonyctumas
ceKkyHaax)

TOYHOCTb (B
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5.3.2.1. OcobeHHOCT TecTa <«3arpy3ska >XypHanos
HSM»>»

TecT He npoBepsieT XypHanbl HSM Ha Hanuume owmnbOK, a TONbKO
BbIrpy>XaeT uX.

Ona KoppekTHOM paboTbl TecTa HeObX0AUM COOTBETCTBYIOLWNIA cepTUdMKAT AOCTyNa K
HSM — ceptudukar Ayautopa. To/IbKO NMPUBUIErMpOBaHHbIM MOJib30BaTe/b C MpaBamMu
Ayaomntopa mMmeeT BO3MOXHOCTb MPOCMOTPA W BbIFPY3KWU XYpPHanoB ayauta u cobbitun HSM.
Ceptndukat npmBUIErMpoBaHHOro Mnosb3oBaTenst ¢ npasamm Ayamtop HSM ponxeH 6biTb
YyCTaHOB/IEH B XpaHwunuuwe <«JIM4YHble» JI0KaNbHOro KOMMbKTEPA C NPUBA3KON K 3aKpbITOMY
Ko4y.

MoapobHoe onncaHne No Co34aHUI0 NMPUBUAErMPOBaHHbIX Nonb3oBaTenel B MAKM HSM
onncaHo B AokyMmeHTe XTAWN.00046-02 91 01 Kpuntollpo HSM. WHCcTpyKuma no
NCMNONb30BaHMIO.

BakHOM 0CO6EHHOCTbLIO TeCcTa ABNSETCAS HEOBXOANMMOCTb COXPaHUTb Naposb B CUCTEME
Ans Toro, 4tobbl Nocneayrowme BbIMOSHEHMS TecTa NPONCXoAnanM aBToMaTmyeckn. s aToro
co3ganTe M HaCTpoOMTE 3K3eMnNsap TecTa «3arpyska XxypHanoB HSM» (cm. pasgen 5.3.1),
pobaBbTe ero K ak3emnnsapy TectupoBaHus (CM. pasgen 5.3.3), coxpaHuTe KOHdUrypauuo m
3anyCcTuTe TeCT BPYYHYH NMpPW NOMOLLKM KHOMKWN «3anyCTUTb TeCTbI». B npouecce BbINOMHEHUS
Tecta noTpebyeTca B NOSBMBLUEMCH OKHe YCTaHOBUTb 4ekbokc «CoxpaHuUTb naponb B
cucteme» (1) n HaxaTb KHONKy «OK» (2) anga npogoskeHuns. Ecnu TecT 3aBepluImMTCs YCNELWHO,
B Noc/eaywmx TeCTUPOBaHNAX OH ByaeT BbINOJIHATLCS aBTOMaTUYECKMU.

OKkHO ayTeHTUdMKaUWK -

Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider 3anpaluMeaeT NUH-KoL,
ONA ayTeHTUGMKAUMN HA HOCKTENe

CuMTbIBaTENS: Gemplus USB Smart Card Reader 0
Hocutens: MAGISTRA_7230A662
Hocutens: MAGISTRA_7230A662

BeeguTe NWH-KoO: ssssssss

1 V:CoxpaHUTs Naponk B CUCTEME:
[] Cnpawneate Naponk Ha Kaxayio onepaumio

M 0K | | OTMeHa |

Ecnn BCe HacCTpoiku 3ajaHbl BEPHO, MOCNE BbINOMHEHMS TecTa B yKasaHHOW nanke
nossatca dannbl auditlog_<paTta n Bpema> n eventlog_<parta n Bpemsa>.
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AN AL HSMs_log - I='-
m [naeHas MogenuTeca Bug 9

:(-} - 4t | /v 30T komnetoTep b Slokanened auce (C:) ¢ HSMs_log W C,-| | Mowck: HSMs_log o |
i “ I 3 3

X VsGparoe nas Jarta nameHeHna Tun Pasmep
4 3arpyzkn | auditlog_20180124134631.b¢t 25.01.2018 13:46 TeKCTOBBIA A0KyM... 2KB
:-'_; HepaeHne mecta || eventlog_20180124134637 bt 25.01.2018 1346 TEKCTOBBIA ACKYM... 6012 Kb
B PaBounid cTon =

1 3roT koMNBHOTED

'&i Cete v

3nemeHToR: 2

5.3.3. lo6baBneHue TeCcTta K 3K3eMMnJspy TeCTUPOBaHUSA

MNepen pobaBneHneM TecTa K 3K3eMNIsApy TecTupoBaHus ybeamTecb, 4TO
COOTBETCTBYHOLWWAA NNUeH3nsa aksemnsipa LleHTpa MoHuTOpuHra BBedeHa (cM. pasaensi 2.3,
5.1), BblbpaH npaBunbHbIA pexum paboTtel KpunTtolpo LeHTp MonuTopuHra (Default nnm Min,
cM. pasgen 5.4.1), a Takxe pobaBneHbl U HACTPOEHbl BCe HeobxoauMble 3K3eMnNapbl
TecTpoBaHus (cM. pasgen 5.2) u ak3emnnsapbl TectoB (cM. pasgensl 5.3.1, 5.3.2).

Mepenante K pasaeny «IK3eMnaspbl TECTUPOBAHUSA» U HAaXXMUTE Ha ak3emnasap (1), K
KOTOPOMY HYXHO aob6aBuTb TecTbl (Hanpumep, DSS). ABTOMaTM4YeCKM OTKpPOETCS BKIaZKa
«[JobaBneHHble TecTbl» B NpaBoi 4Yactun OcHacTkn MoHuTOopmHra. OBA3ATEJIbHO nocraBbTe
yekbokc «BkAwuUMTbL TecTtmpoBaHue» (2). [Mpu HeobxoaMMOCTM 3agaTb ANS  AAHHOro
3K3eMnaspa TEeCTUpOBaHMS COBCTBEHHbLIN MNepuog TEeCcTUpOBaHMSl, MocCTaBbTe 4YekboKC
«NHavBMAYyanbHbIN Nepuoa TecTupoBaHusa» (3) 1 3aganTe 3TOT nepuos B MUHyTax (4).

Kpwntolpo HealthMonitor |;|£-

Qaiin  feiictene  Bua  Cnpaska

YRR G

ld HeatthMonitor BrcniouaTs TeCTMpOBEHINE WsmereHis coxpareHs!
4l JSEMNAAPEI TECTUROBAHNA 2 VHIMBAGYaNEHLI Nepron ToaRRaEaHE

D55 "I MNepiog, TecTMpoBEHMA, MIHYT |1D ‘!

0 Hetwnuznposanteli sksemnnap
|- 4 Ixzemnnapsi TecTos 3 ofiasnenHsie TecTol | Mapametpel D55

&l Kondurypaums Tectupoeatna
OpcTtyrHele TeCTsl Crcor AoGaEneHHL TECTOR
3arpyzka xypHanos HSM ~

MpoBe&pKa MCNoNLEYEMora MECTE Ha I
MpoEepKa MCNoNb3yeMol ONepaTMBHON
IpoBepKa cepTUMKaTos BeG-HTeppe
MpoBepka cepTuemkaTos Cepenca Moa =
MpoBepka cepuomkaTos Lentpa MaeH =
Tect CRL

Tect OCSP-cryxdi

Tect TSPcnyxbe

Tect poctynHocT ofipadomaka Y11
TecT AoCTyNHOCTH yKasaHHoi Be6-cryx
Tect koreuHsr Touek D55

Tect nuuenswit Cepeica Mogrmen DSS
Tect nuuenswit Llentpa Moermadmkaim
Tect noaxnioueria kK b1 Cepenca Nomr
Tect noaxnioyeriA kK B Lientpa Woen
Tect Cepeuca MNposepry Moarmck
Tect cpoka aeitctana CRL

TecT ykasaHHOro KpMNToNpoEaAnepa
TecT yKasaHHOro CepTUdMKETa

TecT ykasaHHOR Gaskbl QaHHBX

TecT ykasaHHOR cryxGk

TecToBaA 3yTEHTUMKALIA

Tart wnunTannaes finann= Caneuea Moy
< n ¥

[{] ¥ @

v

| ZanycTMTe TECTh |

| CoxpaHnTL KOHPHrypaLnio |

B obnactn «[ocTynHble TeCTbl» oTObpaxatoTca gobaBfieHHble U HAaCTPOEHHble TecThl,
noaxoasilme Ans BbIMOSHEHMSA C BblOpaHHbIM 3K3eMMNAspoOM TeCTUpoBaHus. Ecnmn HekoTopble
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TecTbl 66111 AobaBneHbl Nocne 06HoBNEHUS HACTpPOEK 3K3eMMNAApa, OHN MOTYyT 6bITb HE BUAHDI.
Ans nony4vyeHUsa akTyaabHOro Cnmcka AOCTYMHbIX TECTOB HaXXMUTE Ha 3HA4Y0oK B

CoxpaHunTe KoOHDUrypauuto ak3emnisapa nepeg gobaBsneHmem/yaaneHnNeM TeCTOB MyTEM
Ha)xaTnsa KHonkn «CoxpaHUTb KOH@Urypaumio». B NpoTMBHOM crydae BHOCUTb WM3MEHEHMUS
6yaeT HEBO3MOXHO.

Ons po6aBneHuna TeCcToB K 3K3EMMNNIAPY TECTUPOBAHUA Heob6xoAnMO BblAENUTb OANH

MWW HECKOJIbKO TecToB B obnacTtu «[OCTynHble TECTbI» N HaXaTb Ha 3HA4YO0K =‘r‘-’i. Bbl6paHHbIe
TECTbl NEPEMECTATCA B obnactb «Cnncok gobaBneHHbIX TECTOB>.

[ns yaaneHumsa TeCcToB UX 3K3eMnaspa TeCTUPOBaHUS Heob6xo0aMMO BblAENUTb OANH UK

HECKONIbKO TecToB B o6nact «Crnmncok A06aBAEHHbIX TECTOB» M HaXaTb Ha 3HAUYOK “=,
Bbi6paHHble TecTbl 6yAyT yaaneHbl U3 3K3eMnisipa TeCTUPOBaHUS.

PaboTocnocobHocTb A06aBAEHHbLIX TECTOB M KOPPEKTHOCTb MX KOH(MUrypaunum MOXHO
npoBepuTb MNpM MNOMOLWM KHOMKKM <«3anyCcTuTb TecTbl». B 3ToM cnydae npousonger
EﬂVIHOBPEMEHHbIVI 3anycK TeCcToB, Haxoaawmxca B obnactm «Cnucok aobaBneHHbIX
TectoB», 1 byaeT BbiBeAEHO MH(OPMALUMOHHOE OKHO C pe3ynbTaTaMum ux paboTtbl. B gaHHOM
c/lyyae TectmpoBaHme nponssoamtcsa OCHACTKON MOHUTOPUMHIA, MO3TOMY nMepe3anyck CiyxXo6bl
He TpebyeTcsa. Ho Ansa ocywecTBeHns NoIHOLEHHOro TeCTMpoBaHus npun nomowm Kpuntollpo
LleHTp MOHUTOPMHIa HEO6XOANMO BbIMOSIHUTL YKa3aHHble HUXE AENCTBUS.

Nocne pobaBneHMss TeCTOB K 3IK3EMMASAPY TECTUPOBaHUA WU UX
yoaneHns HEOBXOAMMO coxpaHuWTb M3MEHEHMSI MyTeM HaXXaTusi KHOMKU
ij «CoxpaHuTb KOHpurypauuo» n nepesanyctutb Cnyxby MoHWUTOpuUHra. B

OTAENbHbIX Cny4dyasx AOMNYCTUMO TOJSIbKO MepeynTtaTb KoHdurypauuto (cm.
pa3sgen 2.4.3.1) 6e3 nepesanycka Cnyxbbl.

Obpatnte BHMMaHME Ha 3HA4Y0K OKOMO WMMEeHW 23K3emnaapa

TecTMpoBaHua. Koraa B KOHMUrypauuio 3K3eMnaspa BHOCATCA M3MEHEHMS,
ij OKOJ10 Hero nosiBNSAeTCs 3HauyokK -3 CoxpaHeHue KOHbUrypaumm npuBoanT
3K3eMnasap B rOTOBOE K TECTUPOBAHUIO COCTOSIHME, O YEM CBUAETENbCTBYET
3Hauok ¥

5.4. KoH¢purypaumsa tectTupoBaHus

Pazgen «KoHdurypauus TecTMpoBaHMSi» MO3BONSET HACTpPOUTb obliMe napaMeTpbl
TECTUPOBAHMS, OMOBELLEHNE U NINLEH3NPOBaHNE LleHTpa MoHUTOpUHra. JaHHble HacTpOWKuU
npeacTaBfieHbl CrieayoWwmMMm BKIaaKaMu:

» OcHOBHble HacTpolikn (cMm. pasgen 5.4.1);

HacTpoika no4ytoBol paccbeliiku (cM. pasgen 5.4.2);
HacTtpoiika CMC-paccobinikun (cM. pasgen 5.4.3);
HacTpoiika MoHUTOpuHra xypHanos (cM. pasgen 5.4.3);
JlnueHsusa (cm. pasgen 5.1);

Be6-cnyxba (cMm. pasgen 0).

YV VV V V

Kpuntollpo LleHTp MoOHUTOpUHra.
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5.4.1. OCHOBHbIE€ HAaCTPOUKM

Ona BBoga OCHOBHbIX HacTtpoek Kpuntollpo LUeHTp MoHuUTOpUHra B pasgene
«KoHpuUrypaums tectupoBaHma» nepengute Ha Bkiaaky «OcCHOBHble HacTpourkm» (1). Ans
HaCTPOMKM AOCTYMHbI Crieaylowmne napameTpbl:

> Tepuvop TecTUpOBaHMA NO yMosnvdaHMIo (2) — MHTepBan BpEMEHN B MUHYTaX, Yepes
KOTOpbIn 6yayT 3anyckaTbCsi HaCTpOeHHble B pasgene 5.3 TecTbl M paccbliaTbCs
noytosble 1 CMC-coobuieHus.

> Pexum moHutopuHra (3) — Default (no ymonuanuio) nnm Min (MMHMManbHbIN).

Pexxnum Default ncnonbsyercs, ecnun akzemnnsap LleHTpa MOHUTOPMHIa pa3BepHYT Ha
oAHoin paboueinn craHUMM C 06BEKTOM(-aMM) MOHUTOPUHIA W BbIMOJIHAET MNPOBEPKHU
3K3EeMMNAPOB TECTUPOBAHUS JIOKANBHO.

Pexxkum Min mncnonb3yercss B Tex cny4asix, Korga sksemnisap LleHTpa MoHuTOpuHra
yCTaHOB/IEH Ha OTAEe/NIbHOM OT OObEeKTOB MOHWTOPWHra CepBepe W BbIMNOSHAET TOJSIbKO
yYAaNlEHHbIE TMPOBEPKW. B MWHMManbHOM pexmnme AOoCTynHO OrpaHm4yeHHoe 4YKncino TECTOB.
CnucoK TecToB, AOCTYMHbIX B MMHMMalIbHOM pexume, npeacraened B Tabnunua 6.

Tabnuua 6 — YaaneHHble NPOBEPKHU

dk3eMnnap
TeCcTupoBaHuA

[AocTynHble B MMHUMAJIbHOM pe>XXuMe TeCTbl

MOHUTOPUHI cHETUYNKA MPOM3BOAUTENBHOCTU
BbinonHeHWe yKasaHHOro ckpmnTa
3arpyska XypHanos HSM
MpoBepka MCNOSb3yeMOro MecTa Ha AUCKe
MpoBepka MCNOsIb3yeMon onepaTUBHOM NaMATH
Tect CRL
Tect OCSP-cnyx6bl
Tect TSP-cnyx6bl
TecT AOCTYNHOCTM yKa3aHHOM Be6-cryx6bl
TecT KOHeYHbIX Touek DSS
Tect Cepsuca NMposepku Moanucm

DSS TecTt cpoka gencteusa CRL
TecT yKkasaHHOro KpunTonposanaepa
TecT ykasaHHOro ceptudukaTra
TecTt ykasaHHon B/}
TecT ykazaHHOM cnyx6bl
TecToBas ayTeHTUdUKaLMSA
TecToBas NnoANUch
MonyyeHue xypHanoB AreHTa MOHUTOPUHIa
TecT cocTogaHUA yaaneHHoro AreHta MOHUTOpPUHIa
TecTt cocTossHna HSM
Tect npoBepku cpoka gencreusa ClientSecret
TecT CMHXpOHM3aunm BpemeHn cnyx6 TSP n OCSP

MOHWTOPUHI cYeTYMKA NPOU3BOAUTENBHOCTU
BblnonHeHMe ykasaHHOro ckpunra

HeTunusnposaHHbIi 3arpyska xypHanos HSM

3K3eMnNsp MpoBepka Mcnonb3yemMoro Mecta Ha aucke
MpoBepka Ncnosb3yemMon onepaTuBHOM NamMaTn
Tect CRL

Kpuntollpo LleHTp MoOHUTOpUHra.
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dk3eMnaap

[AocTynHble B MMHUMAJZIbHOM pe>XXUMe TeCTbl
TeCTupoBaHusa

Tect OCSP-cnyx6bl

Tect TSP-cnyx6bl

TecT AOCTYNHOCTM yKa3aHHOW Be6-Cryx6bbl

Tect Cepsuca lNMpoeepku Moanucm

TecT cpoka aevnicteusa CRL

TecT ykasaHHOro kpuntonposargepa

TecT ykasaHHOro ceptudukarta

TecT ykasaHHon B/

TecT ykasaHHOWN cnyx6bl

Mony4yeHue xypHanoB AreHTa MOHUTOPUHIa

TecT cocTosiHMA yaaneHHoro AreHta MOHUTOPUHIa
TecT cocTossHna HSM

Tect Ngate

TecT CMHXpOHM3aunm BpemeHn cnyx6 TSP n OCSP

OT BbIGOpa pexuma 3aBucutT, B kKakon Pann KoHdurypaumm
(DefaultModeConfig.xml /11 MinModeConfig.xml) 6yayT 3anucbiBaTbCs
TeKyLMe HaCTPOMKKN BCero ak3emnnspa LeHTpa MoHuTopumHra. Ecnm namMeHuTb
peXWUM, HAaCTPOMKWN 3K3EMMNSAPOB TECTUPOBAHUSA N 3K3EMNISPOB TECTOB byayT
nonyyeHol u3 apyroro ®arna KoHdurypaumu.

Mocne wW3MeHeHUs pexmmMa MOHUTOPMHIa HeobXxOoAMMO COXPaHWUTb
n3MeHeHus (4), nepes3anycTuTb OCHACTKY U CNy>X6y MOHUTOPUHra.

] KpunTolpo HealthMonitor = | = -
Qaiin  [leficree  Bug  Crpaska

| 7

'ﬂ HealthMonitor ‘ Hactpoiika CMC-pacobinku | HacTpoiika MOHHTOPHHI 8 XyPHENOE |ﬂnueﬂavm |

14 ,” JHIEMNNADEI TECTUROERHIA HOBHBIE HECTPOMKI | BeGcnyxba | HacTpoiika noyToBol pacceInky |

b 4 3xseMnnape TecTos b

" Kondmrypauna tectn PUBEHV‘HI Mepvon TecTHPOBEHWA No 15 I 2
YMONUBHIN, MIHYT

IPMM MOHWTOPWHIE |Daﬂau|t v || 3

3arpysnTo wabinoH

Wsmererun cm

» KHonka «3arpy3autb Wa6noH» — Mn03BOSISeT 3arpy3uTb HaAabop nNpeaHaACTPOEHHbIX
(4aCTUYHO) TECTOB N IK3EMMJISAPOB TECTUPOBAHUS C YXXE HACTPOEHHON KOHpUrypaumnemn
n gobaBneHHbIMK TecTaMu. o yMOAYaHUIO AOCTYNHbl WwWabnoHbl TectTupoBaHuna DSS,

upP yy v LHC yl.
Kpuntollpo LleHTp MoOHUTOpUHra.
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Onsa 3arpy3km wabnoHa TecTMpoBaHus nepenaute B pasgene <«KoHdurypaums
TeCTUpoBaHUA» Ha BkNaakKy «OCHOBHble HACTPOMKM» W HaXMUTE KHOMKY <«3arpysuTb
wabnoH» (1). B okHe «3arpy3uTb WwabsoH» BbibepuTe 13 BbiNagatoLero Cnmcka HeobxoanMbIn
WwabsioH TecTupoBaHMS (2) N HAXMNTE KHOMKY «3arpy3ntb>» (3). B aaHHOM cny4dae coxpaHeHue
KoHpUrypaumm HeobsaAzaTtenbHo, HO ob6si3aTeneH nepesanyck Cnyxbbl Kpuntollpo
HealthMonitor.

Kpwntollpo HealthMonitor = =]

®aiin  [Jeiicrave  Bug  Cnpaska

e« aE B=E

i HeatthMonitor HacTpoica CMC pacceinki | HacTpoiika MorHTopHHRa Xyprance | Nuuersun |
v 8 3eeunape ecriposanua Oorosrisie HacTPoin | Be6cnyka | Hactpodika nauTosoR paccsinki |
b 29 Fcemnaspe TecTos
75 Kowdmrypauwa Tectuposarina Mepuoa TecTMpoBaHAs Mo
e —
Perm worers
3arpyauTs WaBnoH 1
Brifepute WalinoH AnA arpyskin KOHPHIYPELMA TECTUPOBSHHR,
OrofipasxareTch Toftoio WaBnoHal CORMEETHMBIE C TSRYLLHIM
PEXHMOM MOHMTOPHHIS.
Boe HECTRDZHEHHSIE WIMEHEHAR BYAYT NTEDAHE! 3arpysutb Wabnox
"““ TECTUpOBEHUA hd BriBepwTe watnoH ANA Sarpyski KOHPWMMYDaLMW TECTUPOBaHWA.
oo m.;;éém TR 2 Orofpakato ToA ToNbKD WabnoHs! COBMECTUMBIE C TEKYLLAM
Watnow LeviL PEXMMOM MOHWTOPWHTE.

Bce HecoxpaHéHHeIe MSMeHEHUA Gy Oy T NoTEpAHBI.

LaEnoH TecTposanna DSS v|

» KHonka MWMnoptupoBatb KOH(Urypauumro — N03BONSET 3arpy3utb dann
KoHdurypaumun, nepeHeceHHbI ¢ gpyroro Cepsepa (AreHta) MOHUTOpPUHra.

VismigHerus CoxpaHers! Coxparims

Ecnn npu nmnopTte KoHpurypaumm B Tekywem danne KoHpurypaumm
cywecreBoBaim 3K3eMnnsdapbl TECTUPpOBAHUA WM TECTOB C aHalOrnM4yHbIiMU
MMEHaMN, HOBble 3K3EMMSAPbl TECTUPOBAHUSA UM TECTOB 6yayT Aob6aBneHsbl C
M3MeHEeHHbIMM HasBaHMsAMK (Hanpumep, TecTl, TecT2 n 1.4.).

Ona  wvMmnopTa KoHbUrypaumn Haxmute <«UnoptupoBatb KoHdurypauuwo» (1).
O3HakoMbTeCh C npeaynpexaeHnem 06 naMeHeHun KOHMUrypauum TeCTUPOBAHNS N HAXMUTE
«[Oa» (2). BbibepuTe B OTKPbIBLLEMCS OKHE MMNOPTUPYeMbIn Pann KoHdUrypaumm n HaxXmuTe
«OTKpbITL>» (3).

KpunrolMpo HealthMonitor = | =] =
Oaiin  [leficreme  Bug  Crpaska

&= #m B

1d HeslthManitor HacTpoitca CMC pacosinkn | HaoTpoitia MosvTopyira syprancs | Miusrsun |
3 ! SK3EMMNAPSI TECTUPOBZHIA Ocroerisie HacTROMKH | Be6-cyxBa | HacTpofika nouTosoR pacesink |
b 57 Sxeunnaps Tecros
@ Korurypauun recvposarma Tlepyof TecTvpoBaHHA o
yMOmEFING, MPFYT
3arpysuTs wagnoH
1 MmnopTHposaTE KoHPHryPaWwo
FrTE T T Boibop darina Ans MMnopTa KoHUrypauvmn -
1 By v 3101 » NokansHsiig.. » v c,| [ Mowec Nokansmii ancx (C) 2 |
MNpeaynpexaetive 3
Ynopagounte ¥ Co3gaTe nanky = - [ @
i Kenpurypauns rectnporania Gyaer nsmenena. s scrynaerinn ) A Y - Dlava vamenerma Tan [~
L ioierenai 5 CAy HeaBKOMIM NepESanyCK DCHACTIN 1§ EMPXBLI It Mstpasmoe =
MOHUTOpHHFa, Jarpyan = PR =
n (sce wec GyayT noTepanbi) & Serpys Gamma e Marica
% Heagerue mecta inetpub 181 Manka
B PaBouwii cron Perflogs 131 Manka,
[ 8| Draneamn Filas < 10 210 185 Manes
—— v < n >
[ Vinan dpaiina: _ v| [@aiines konpuryparyam (Confi v
\ 3
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B nosiBmBWEMCA OKHe wWMMopTa BbibepuTe 3K3eMnaspbl TEeCTUMPOBAHUS W TECTOB,
KOTOpble HeobxogmMo nepeHecTn M3 mmnoptupyemoro ®anna KoHdpwurypaumm, n Haxmurte
«MmMnopTtmpoBaTtb» (4).

MrMnopmMpoBaTE

WMA akzemnnapa

MMNopTUPOBaHHOE MMA 3KSEMNNAPE

55

Ds5S

ETHI'IHSHDOBHHHI:I“ IKIEMONAp

HeminusmpoBanHeIi skaemnnap

Wmnopmposate  fWimna TecTa MmnopTuposaHHoe uvA TecTa Tun Tecta -~
ﬁrpy&r{a wypHanoe HSM Zarpys«a xypHanos HSM HemlLog Test
[v] [lpoEepka Menonesyemoro MecTa Ha ... | Mpoeepra ucnonesyemoro MmecTa Ha ... | UsedDiskSpace. ..
vl [poEepka MCNoNESYEMOA ONepaTMEH... | MpoEepKa MCNone3yemMoi onepamied... | UsedMemorny Test
[v] [lpoEepka KonwyecTEa cooblleHni B ... | [NpoBepka KonuyecTea coobweHi B ... | RaQueussOved]...
[v] I lpoEepka cepmidkkaTtos BeG4Htep ... | MpoBepka cepidukaTos BeGintep... | FeCertificataValid. ..
[ I lpoeepka cepmigikaTtos Cepewca ... | MNpoeepka cepmgukaTos Cepanca M. | SsCertificataValid...
[ Iposepka cepmadwkatos Llentpa Ma... | Mposepka cepmdwmkatos Lentpa Wa... | StsCerificateVali...
v Tect CRL Tect CRL CriTest
Tect OCSP-cryxii Tect OCSPcmyxfis 4 OcspTest h
WmnopmipoBats

Mocne wn3MeHeHUs pexmmMa MOHUTOPMHIra HeobxoAMMO COXpPaHUTb
M3MEeHeHUss KoHdUrypaumm TecTupoBaHMa W nepesanyctutb Cnyx6y
MoHuUTOpUHra.

» KHonka dkcnoptupoBaTtb kKOoHdurypaumio (5) — nossonseT BbIrpy3nTb TeKyLLUi
®ann KoHburypauum B BbiIbpaHHY Nanky.

Onsa akcnopta KOHMUrypaumm HaxXMmTe «DKCNopTMpoBaTb KOHdurypauuio» (1). B
OTKpbIBLWIEMCS OKHe BbibepuTe, Kyaa 6yaeTr coxpaHeH cooTeeTcTBylOwmi pexnmy (Default,
Min) Ha MoMeHT akcnopTa ®Painn KoHdurypaumm, n Haxxmmute «CoxpaHutb» (2).

Kpuntollpo LleHTp MoOHUTOpUHra.

PykoBOoACTBO MO yCTaHOBKE M HAacTponke CrpaHuua 48 n3 61



(= Kpuntolpa HealthMonitor = = =

Maiin  [feictene  Bug  Cnpaeka
I

'ﬂ HealthMonitar HacTpoiika CMCpacchinikm | HacTpoiika MOHWTOPKMHI 3 XKyPHanos I Inuexsua |
4 ﬁ .B'GEMnanbl TECTMpOEAHIA OcrosHble HacTPalik | BeG-cnyx6a I HacTpoitka nouToBoil paccsInkm |
i, Dss
% HeTunusmposanHend 3ksemniap Mepwo A TECTHPOBEHUA Mo
[ -.E.-;f' JKIeMnAapel TECTOR YMONUIHAD, MUHYT

15 |

752 Kondmrypauns TecTuposarma
1% ¢’ fypay P Pexitna MOHMTOPWMHNE |Defau|t v|

| ZarpyzuTe watnod |

| WmnopTvposaTs KoHpMrypaLwo |

KMOPTMPOBAETL KOHBMIYPaLMID |

) SkcnopT TEWM rypawuum .
A
1
L |=5_ b ITOT .. » ﬂoKaanblﬁ,qucx(C:]l 3 W O| | Mowck: NokaneHelii guck (G 2 |
¥nopagounte ~  Cozgate nanky iz - @

j PaBounii cron |~ Wua Jata usmeHeHna Tun -~

] "
i JlokaneHeIR anck

| Gamma 20.10.2018 18:03 Manka c dail
. instrih 24102018 1326 Mlanwa c thaif "
€ Ceme v|[< [T >
LR EEL ER D efaultModeConfig.xml v
Tun daiina: | Paitne kondurypauun (*Configxml) (FConfig.xml) v

L]

4 CkpbITs Nankm VCOXPEHHT!: | | OTmena ‘

5.4.2. HacTporka noYTOBOM PAaCCbUIKM
[Ona HacTponku nNo4ToBOM paccblikn B pasgene «KoHdwurypauusa TtectuposaHus»
nepenauTe Ha BKIaaky «Hactpoika noyToBor paccbinkm» (1).

UTobbl HaACTpolKa MOYTOBOW pacCbUIKM CTana AOCTYMHOW, BK/oUYMTE 4ekboKC
«BKNIOYNTb OTNpPaBKy OTYETOB>» (2).

OnucaHue napamMeTpoB MnoYTOBOM paccCblIKM NpeactaBiaeHO B Tabnuua 7.

Tabnuua 7 — lMapaMeTpbl NOYTOBOW pacChbiiku

MapameTp OnucaHue

Ncnonb3oBaTb SSL  YcTaHOBKAa AaHHOro yekbokca 03HadaeT MCNo/b30BaHWE NPOTOKOSa
(vekbokc) SSL npu oTnpaBke CO0bLLEHWNA.

Mepunoa, pa3 B KOTOPbIA NPOMCXOANT pacchl/ika NOYTOBbIX COOOLLEHMN
0 cobbiTuax Tmna w (MpeaynpexaeHne, cMm pasgen 2.4.4).
BHMMaHMe: pa3 B 3aZaHHbIM Nepuoa paccblnatoTcsa TONbKO
npeaynpexaeHus, noaydyeHHole Cnyx60/i B TeueHne nocneaHero
nepes OTCbISIKOW Nepuoja TeCTUPOBaHUS.

Mepuon paccbiiku
npeaynpexaeHumn

TeKkcT, yKka3aHHbIN B AaHHOM rone, byaeTt otobpaxaTbCsi B TEMe
MMcbMa C OMNOBELLLEHNEM.

3arosioBoK nNmcbMa

Anpec B AaHHOM none Heo6XoAMMO yKasaTb agpec OTNpaBUTENs MUCEM C
oTnpaBuTens OMoBELLEHNEM.

Anpec nonyyaTtensa B gaHHOM none HeOo6X0AMMO yKasaTb afpec NnosyyaTens nucem c
pacCbIKu oroBeLeHneM. MoXHO yKka3aTb HECKOIbKO aApecoB Yepes «;».

Kpuntollpo LleHTp MoOHUTOpUHra.
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MapameTp OnucaHue

Yuncno nonbITOK
Konnyecteo NonbITOK OTMPaBKM NMMCbMa C OMOBELLEHMEM, MOC/e

OoTNpaBKu
N OOCTUXeHns KoToporo 6yaet BbiBegeHo coobueHne o6 ownbke.
coobeHnm
Anpec SMTP-
AApec NoyYTOBOro cepeepa, C KOTOPOro OTNpaBAsOTCSA NUCbMa.
cepsepa
Mopt SMTP-
MopT NOYTOBOro cepBepa, C KOTOPOro OTNPaBAsAOTCS NMCbMa.
cepsepa
Tvn Tun ayTeHTUdMKaAUNM Ha yKa3aHHOM noyToBoM cepBepe (Windows-
ayteHTudukauma/Mmsa nonb3oBaTens m naponb/bes
ayTeHTudmKaumm

ayTeHTUUMKaUmn).

Nma nonb3oBaTtena JloruvH nonb3oBaTtens (oTnpaBuTens) An5 NOAKIIOYEHUS K NMOYTOBOMY
(oTnpaButens) cepBepy.

Maponb Maponb nonb3oBaTens (oTnpasuTensa) ANa NOAKAOYEHNS K MOYTOBOMY
(oTnpaBuTtens) cepBepy.

Mepuop paccbiiku  epuoa paccbuikn yBegomaeHnin o paborocnocobHoctn Cnyx6bl
yBeaoMmneHuii o6 MOHUTOpUHra. Ecnmn Cnyxba akTuBHa, yBeaomneHus 6yayr
AKTUBHOCTHU paccblNaTbCs C YKa3aHHbIM MHTEpPBanioM (B MUHYTax).

MNpoBepuUTb BBEAEHHble HACTPOMKM MOXHO TMpX MOMOLWKM KHOMKKM «OTnpaBuUTb
TectoBoe NMUCbMO>». B criyyae ycnexa Ha ykasaHHble B rnosie «Afpec nony4datens» agpeca
NpUAET NUCbMO C TEKCTOM «ECNnM Bbl BUAMUTE 3TOT TEKCT, paccblyika MOYTOBbIX COOBLLEHNI
HacTpoeHa BEepHO.»

Mocne BHeCEHUS M3MEHEHUI HEO6XOAMMO COXpPaHWUTb U3MeHeHus (3),
nepesanycTuTb OCHacTKy U Cnyx6y MOHUTOpPUHra.

Mepuoa paccbisiku NOYTOBbIX coobLeHumn 3aBUCUT
UCKJTIOUMUTENIbBHO oT nepuoga TeCTMpOBaHMS MO YMOJIYaAHMUIO,
HaCTpPOEeHHOro Ha Bknagke «OCHOBHble HacTponkm» pasgena «KoHdurypaums
TECTMPOBAHUS».

Kpuntollpo LleHTp MoOHUTOpUHra.
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Kpuntolpo HealthMonitor \;‘i-

®ain  Jeictene  Bua  Cnpaeka

e zE B
H I:!ealtthmtnr | Hacpaiika CMC-pacceinicn | HacTpoiika MoHUTOpWMHra Hanoe | [uueHsuA ‘
> ;u SKaEMNIApL! TECTHPOEHIA | OcHOBHBIE HACTPORKK I Befi-cnyxia | Hagzpaita noutosoit pacceinku
I 57 Jk3EMNNApEI TECTOR
’J‘;é Kondurypauws TecTuposaHng I BirioumTe OTNPEEKY OTUE
1/' [] Meronssosams SSL 2
Mepyoa pacesinim
NpeaynpexaeHuil |1 | |J:|Heﬁ s
Jaronosok nMcema |Mnnmmpm—|r Dss
Appec ompasuTens |usar@cryptopm.ru

Afpec nonyuaTens pacckInki |usar@cryptoprn.ru |

Yncno nensITok |1

0TNpaBkM coofiueHmi

Agpec smip cepeepa |pegas.cp.ru

MopT smtp cepeepa |25

Tun ayTEHTADUKALIAN | Bes ayTermaduicaim b

oot [ D
yBEAOMNEHMA 0F aKTMBHOCTH MY

OmpaeuTe TecToBOE
nncEMo

MsmeHerna coxparens) Coxpannts

5.4.3. HacTpoka MOHUTOPUHIra >XypHanosB

HacTpoika MOHUTOPUHIA XXYPHasioB SIBASIETCA MOAHACTPOMKOM MOYTOBOM pPaACCbISIKU U
poctynHa TOJIbKO npu BkAOYEHHOM 4ekbokce <«BKJIIOUUTb OTMpPaBKYy OTYETOB» Ha
BKNaake «HacTponka noyYToBOM pacChblKm».

Ha naHHoOM BKknagke ykasblBatoTcs xypHanbl Windows, n3 kotopbix Kpuntollpo LieHTp
MOHUTOpPUHIa CYNTbIBAET COObITUA NOC/E NPOXOXAEHUS TECTOB U ONOBELLaeT agMMHUCTpaTopa
0 cobbiTnax Tmnoe e U w (cM. pasgen 2.4.4) nocpeacTtBoM email-coobuieHnii, HaCTPOEHHbIX
Ha BKIagke «HacTpowka rmouyToBOM paccbuiku». 10 yMonyaHuio yxe gobaBneH cobCTBEHHbIN
XypHan Kpuntollpo LUeHTp MoHuTopuHra CryptoPro-DSS-HealthMonitor/Admin.

UTo6bl O6ABUTb HOBLIN XYpPHan MOHUTOPUHIa, HaxmuTe «[JobaBnTb>».

Kpuntolpo HealthMonitor == -
@aiin [eiicrene Bua  Cnpaska
e=zm B
1d HealthMonitor [ Ocwosee Hacporiar | Bes Cryxda | Hactpolica nowtoso pacosimci
L] ;:ﬁwnww recuposann Hocmoitca CHC paocmimen | HECTR0MKE MoraITopueira xoprancs
#, Dss
% osst Kyprano! anm morTopUHTG Voxnosern
_ Bos CiyptoPro-DSS-HeathMontor/Admin
£ Fcemnnapei recros
/&3 Kongurypaunn recrmposarina
Dotesums Vsmerms Vaanim,
g Zecemn |

Mpn pobaBneHuUn XXypHasa MOHUTOPWUHIa ykKaxute Tun xypHana (1) (Bbibepute u3
BblNagaoLero cnmcka), nckntoueHus (2) (kogbl cobbitmii, o kotopbix HE HYXKHO onoBewaTb)
N HaXMuTe KHonky «[ob6asutb>» (3).

Kpuntollpo LleHTp MoOHUTOpUHra.
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Tun xypHana

)Kﬂ:IHEJ'I YTMNU TRl MOHHMTORKMHNS L

Hazsarwe xypHana 1
CryptoPro-D55-Health Monitor/ Admin

McknioueHina

3

[oCTynHble TUMbI XYPHa/IOB MOHUTOPUHIa:

VVYVYVVVYVYVVVYYVYYVY

XKypHan yTunuTbl MOHUTOPUHIA;

XypHan Cepsuca MNoanucu DSS;
XypHan LeHTtpa MaeHTudukaumm DSS;
XypHan Beb-uHtepderica DSS;

XypHan Cepsuca Ayauta DSS;

XypHan myDSS;

XypHan Cepsuca lNposepku Noanucu;
XypHan npunoxexnunii Windows (MpunoxeHune);
CuctemHbiii xypHan Windows (Cuctema);
XypHan OCSP-cnyx6bl;

XypHan TSP-cnyx6bi;

Mpoun3BOJIbHBINA XXypHan.

5 [o6aBuTE XKypHan -

Mpon3BONbHbBIN XXypHasn MO3BOMSET HACTPOUTb CYUTbiBaHWe CcobbiTin n3 nboro
XypHana cobbituii Windows. B 3ToM cnydae none «HasBaHue
OOCTYMNHbIM Npy AobaB/ieHnn, n ero HeobxoaMMo 3anoIHUTb BEPHbIM Ha3BaHWEM XYypHana.

YT06bI

5 JloBaBuTb XypHan

Twn xypHana

MpoWzE0NEHEIR XypHan

HaseaHue *ypHana

McrnioyeHua

XYpHana» CTaHOBMUTCSH

HaXMUTE «N3MEHUTb» UNN «YaanuTb» COOTBETCTBEHHO.

Kpuntollpo LleHTp MoOHUTOpUHra.
PyKkoBOACTBO NO YCTaHOBKE M HAcCTpolike

M3MEHUTb WUNN YyAanUTb XypHana MOHUTOPUHIa U3 CMUCKa, BblAENNTE €ro U
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B npouecce naMeHeHus XXypHana MOXHO BHOCUTb M3MEHEHUS TONbKO B
none  «Wcknw4yeHmsa».  WCKNYEHUS AN XKYpHasoB  MOHMTOPMHra
npeacTtaBnatoT CobOM CMMCOK KOAOB COGbLITUIA onpeaeneHHOro >XypHana,
3anmcaHHbIX Yyepes «;» (Hanpumep: 1;128;1024).

Mocne W3MeHEeHUss HACTPOEK MOHWUTOPUHIa >XYpHanoB Heob6xoAMMOo
COXPaHUTb U3MEHEHUA NMYTEM HaXaTUA KHOMKU «COXPaHUTL» U Nepe3anycTuTb
Cny»x6y MOHUTOpWUHra.

5.4.4. Hactpouka CMC-paccbuUiku

Onsa HacTpoikn CMC-pacchiikm B pasgene «KoHdurypaumns TectTupoBaHmna» nepenante
Ha Bknaaky «Hactponka CMC-pacceinikm» (1). AkTuBmpynte 4ekbokc «Bknwouute CMC-
onoselleHne», YyTobbl NPOAO/IKUTL HACTPOMKY paccbiikn (2). 3apante HoMep(-a) TenedoH(-
oB) (3), Ha koTopble HeobxoanMo agoctaBnsATb CMC-coobuweHnsa. Homepa TenedoHoOB MOryT
6bITb MepeymncneHbl Yepes «;».

_I:I-

Kpwntolpo HealthMonitor
daiin  Jedcteme Bug Cnpaexa
e n[E @

ld HealthMonitor

b [ Skzemnnape Tectuposanma

| OcHOBHEIE HACTROMKK I Bef CnyxSa | HacTpoitka noyTos0il paccbiniku |
Hacpaiika CMC pacceinkm | HacTpoika MoHTODWHNE XKyPHEN0E | MiueHzna |

I [W] Brniounts CMC onoseweHme
TenedoHs! nonyyaTenedi [|
S

MnaruH popMaTMpoEaHUA |CryptoPro D55 Message Formatter. SMSFomatter, DS

I £ BzEmMnNApbI TECTOR

Wﬂ TECTWPOEAHWA

1 2

MnariuH CMC |O’yptoPro D55 SmsService. SmppPlugin.SmppFPlugin, DS |

‘ OmpasnTs TecToE0E

BeiSop nnarvHos ‘

Wma napameTpa | 3HaueHwe napameTpa |
Key Value
DotiasnTs MsMeHNTL Yoanmts
2KypHank! ANA MOHUTOPWHT 3 Kop cofkiman  Onucanue cobeman
WameHeHo CoxpaHiTs

3anucuK XypHasioB MOHUTOPMHIa MoryT 6biTb NpeobpasoBaHbl U focTaBneHbl B CMC-
coobLleHnn TOAbKO MoCne HacTpoMku nnarmHa (popMaTMpoOBaHUA M TPAHCNOPTHOrO
nnarnHa. [llo ymonuyanuto B Kpuntollpo LUeHTp MoHUTOpUMHra MOryT OTCYTCTBOBaTb
Heobxoanmble nnaruHel. MNosaToMy nepes HavyanoM HacTporikn CMC-onoBelleHns Heob6xoamMmMo
noMecTuTb niarnHbl B mnanky <[lMyTb yctaHoBkn>\Crypto Pro\DSS\HealthMonitor\Plugins.
Ecnn nanka Plugins oTcyTCcTBYET, CO34anTe ee.

PekoMeHayeTCs MCNoNb30BaTb BCTPOEHHBbIN nnarvH (GopMaTUpOBaHUS COO6LLEHUI
DSS.MessageFormatter. lpu 3TOM TeKCTOBKM COOLITUA MOryT OblTb HACTPOEHbI Mpu
AobaBneHnn XXypHasnoB MOHUTOPUHIA (CM. HUXXe AaHHbIN pasgen).

Kpuntollpo LleHTp MoOHUTOpUHra.
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JonyckaeTtcs ncnonb3oBatb CO6CTBEHHbIN NnarmH 4ns CMC-onoselweHusi. PykoBoacTBo
pa3paboTumKa No Co34aHMI0 NaarnMHa HaxoamTcsa B pasgene 5.4.4.1.

Mons «MnarnH dopmatupoBaHma» u «MnarmH CMC» MoryT 6bITb NO
yMOS4aHuo 3anosiHeHbl. 910 HE 3HauuT, 4TO nnarunHbl yXxe gobaBneHbl u
ncnonb3ytotca. Heobxoammo noaTBEpAMTb MX WUCMOb30BaHWE MpM MOMOLUM
KHOMNKK «Bbibop nnarvHoB».

HacTpoika nnarMHoOB Npou3BOAMTCA MPY NMOMOLM KHOMNKK «Bblbop nnarmHos». Mocne
Ha)xaTus NosiBUTCS OKHO «Bbi6op nnarnHa». BbibepuTe U3 BbiMagatowero cnucka naarvH
dopmaTmpoBaHus (1) m TpaHCNOpTHbIA nnarnH (2). JoCTynHbie niaruHbl M3 nankm <MyTb
yctaHoBkn>\Crypto Pro\DSS\HealthMonitor\Plugins noarpy»atTcsa B Bbinagatoline Crmncku
aBToOMaTuyecku. MNMocne Bbibopa NaarMHOB HaXXMUTe KHOMNKY «[JobaButb>» (3).

£ Brifop nnarvHa x

BriGepuTe NnarkHel ANA GOPMaTMPOBEHKA W pacceinki CMC yeepomneHwid. CEopki NNErMHOE AomKHb! GbITE
NpeAEapHTENEHD NoMelleHsl B nanky "Plugins”, HaxopAwyocA & kaTanore ycTaHosku HealthMonitor. Ecni Takan
M&MKa He CYLUECTEYET - 88 Heofxo Mo COZAET:.

IprtoPro.DSS.Messaganrrnatter.SMSForrnaﬁer.DSS.MessageFormaﬂer | W I

MnaruH CMC
lC::,rptc-Pro.DSS.SmsServi-:e.Stul:-F‘Iugin.SmsStub.DSS.SmsSewice.StubPlugin £ v l

3 * LofzenTs

Mocne BbIGoOpa nnarMHOB Heo6XOAMMO HACTpOUTb Noakat4veHne k CMC-wnw3y, ¢
KOTOpOro 6yaetr npou3BOAUTLCS pacCbilika coobweHui. ns aTtoro mcnosnb3yercs obnacTb
napaMeTpoB, NpeacTasnsitowas cobon Habop nap «MMsa napameTpa — 3HayeHne napaMeTpa».
Ons Toro, yto6bl 406aBUTbL HOBLIN NMapaMeTp, HAaXMUTE KHOMKY «[o6aBuTb». [ N3MEHeHMUS
WKW yaaneHns napaMeTpa BblAENNTE 3TOT NapaMeTp B CMMCKE N HAXMUTE KHOMKY «M3MEHUTb>»
nnn «YaannTtb» COOTBETCTBEHHO.

Wran napameTpa 3HaueHWe napameTpa

Key Walue

Mocne HaxaTusa KHonku «[JobaBuTb» MM «UN3MEHUTb» OTKPOETCA OKHO HaCTPOMKM
napametpos CMC-wnto3a. 3anonHnTe HeobxoaAUMbIMU 3HAYEeHUAMKU nonsa «Mma napameTpa»
(1), «3HadeHne napameTpa» (2) U HaxMmuTe KHonky «dobaBuTtb/N3MeHUTb» (3). HoBble
napameTpbl NOABATCA B Tabnuue.

JNoBaBnTb/W3MEHUTL 3HAUEHWE -

3 _¥ pBaents/NsmeHnTs

YT06bl NPOBEPUTH KOPPEKTHOCTb BbIMOSIHEHHbIX HACTpoOeK nnarvMHoB u wint3a CMC-
OrnoBeLleHNs, COXpaHUTE KOHMUrypauuto npu nomMowm KHOMKM «CoXpaHUTb» U HaxmuTe
KHoMkKy «OTnpaBuTb TecToBoe coobuweHune». Ecnu npeabiaywime HaCTPOMKM BEPHbI, Ha
TenedoHbl Nnony4yaTtenen npuaet coobuieHne «Paccblfika HAaCTpOEHa KOPPEKTHO».

Kpuntollpo LleHTp MoOHUTOpUHra.
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Cnepgytowinm aTanom HacTponkm CMC-onoBelweHns ABNSETCS HaCcTpoMKa MOHUTOPUHIA
XXYpHasnoB, 0 cobbITUAX M3 KOTOPbIX MOTyT 6bITb pa3ocnaHbl CMC-coobuieHuns.

OCHOBHbIM OT/IMYUMEM HACTPOMKWU XYpHasoB MOHWUTOpPMHra ana CMC-
OMoBeLEeHNS OT >XYpHasioB MOHWUTOPMHIa MOYTOBOM PacCCbIsIKU ABsSieTCS
HacTponka cobbITuin. [1na NOYTOBOM pacCbiIKM HAaCTpamBalOTCS MCKIIOUYEHUS,
T.H. «4epHbI cnucok», a ansa CMC-paccbinkn — «6enbliii CNnMcok».

[ns Toro, 4to6bl 4O6aBUTb XypHan AN MOHUTOPMHIA, HAXXMUTE KHOMKY «[106aBUTb>.

KypHank! AnA MOHWTODMHIE Kop cofieimua  Onucanue cofibimin

Mpn pobaBneHnn xypHana MOHUTOPUHIa yKaxute Tun XxypHana (1) (Bbibepute u3
BblMNagawLero cnucka) u cobeitmsa ana paccbikn (2) (koabl cobbituii, 0 koTopbix HYXKHO
onoBewaTb). CobbITna yka3sbiBaloTCA MpM NMOMOLLUM KOAOB COBLITUI onpeaesieHHOro XypHana,
3anncaHHbIX Yyepes «;» (Hanpumep: 1;128;1024).

Mo >enaHuto 3aganTe onucaHue cobbitna (4) (aaHHbIM TekcT 6yaet nomeweH B CMC-
coobuieHne) n HaxmmTe KHonky «[obaBute» (5).

5 JloBaBuTh XxypHan | x |

HazsaHue ¥ypHana
CryptoPro-D55-Health Monitor,/ Admin

[oCTynHble TUMbI XYPHa/IOB MOHUTOPUHIa:

XypHan yTunuTbl MOHUTOPUHIA;
XKXypHan Cepsuca lNoanucu DSS;
XKypran UeHTpa NaeHTndumkaunm DSS;
XypHan Beb-unHTtepdeica DSS;
XypHan Cepsuca Ayauta DSS;
XKypHan myDSS;

XKXypHan Cepsuca lNposepku lNoanucu;
XypHan npunoxeHunin Windows (MpunoxeHue);
XypHan OCSP-cnyx6bi;

XypHan TSP-cnyx6bl;
Mpon3BoJIbHDbIN XXYpHan.

VVYVVVYYVYYVYVYY

Kpuntollpo LleHTp MoOHUTOpUHra.
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Mpon3BONbHbBIN XypHan MO3BOMSET HACTPOUTb CYUTbIBaHME Cob6biITMii n3 nboro
XypHana cobbitnin Windows. B aTtoM cnydae none <«HasBaHue >XypHana» CTaHOBWUTCS
AOCTYMHbIM NMpu Ao6aBNeHNN, N ero He06xXxoaMMO 3aMNoSIHUTb BEPHLIM Ha3BaHWEM XypHarna.

5 JloBaBWThb XypHan | x |
Tin xypHana
Mpor3BonEHBIR XypHEN n
HaseaHue fHana
Cofikiman anA Ean::n::bmr:n

Ormcanue cofibiman
5 —Jpi Hosea |

ONs nsMeHeHns nnun yaaneHuns xxypHasaa MOHUTOPUHIa BblAeNNUTE 3TOT XYpPHan B CNUCKe
N HAXMUTE KHOMKY «MI3MEHUTb» UNnN «YaanuTb» COOTBETCTBEHHO.

B npouecce M3MeHeHMs XypHasna MOXHO BHOCUTb M3MEHEHUS TOJSIbKO B
none «CobbITna ansa paccblikn». CobbITua ANa yKasblBalOTCSA MpW MOMOLLU
KOAO0B CO6bITUIM ONpeAeneHHOro XXypHana, 3anmcaHHblX Yepes «;» (Hanpumep:
1;128;1024).

Mocne naMeHeHnss HacTpoek CMC-onoBelleHs Heo6X0AMMO COXPaHUTb
M3MEHEHMSA MYTEM HaXaTus KHOMKKM «COXpaHUTb» U nepesanyctuTb Cnyxoy
MOHUTOPUHra.

Mocne BbINOMHEHUA BCEX OMUCAHHbIX Balwe HacTpoeK Ha TenedoHbl YKa3aHHbIX
nonydartenen HadyHyT npuxoautb CMC-coobuweHns o cobblTUaX, KoAbl KOTOPbIX YKa3aHbl B
HacTponkax AobaBNeHHbIX XYPHa0B MOHUTOPUHTrA.

Ona  kypHana <«XXypHan yTunuTbl MOHUTOpUHra» CMC-coobuleHne BbIrISAaUT
cneaywowum obpasom: <UMa xypHasia MOHUTOpUHra>:<Kopa cobbiTua> <OnucaHue
cobbiTna>.

Ona Bcex ocTanbHbiX XypHanoB CMC-coobuweHune BbIrNaauT cregyowmm obpasom:
<Wmsa xypHana MoHUTOpUuHra>:<Kopg cobbitnsa>.

CMC-coobuieHuns MoryT npuxoamTtb ¢ Hebonblon 3aaepxxkon. MNepunog
paccbiikn  CMC-coobuwenunin 3asucnt WUCKJITHOYMUTEJIBHO oT nepuoaa
TECTUPOBAHUA MO YMOJIYAHMIO, HACTPOEHHOro Ha BkIaake <«OCHOBHblE
HacTpoikun» pasgena «KoHdburypaumsa TeCTupoBaHus».

Kpuntollpo LleHTp MoOHUTOpUHra.
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5.4.4.1. Co3zpaHme cO6CTBEHHOro rJiarmHa paccCbUIKU
CMC-coob6uweHunm

Moaknrovyaembie MOoAym

Bce nogkntodaeMmble Moaynu, wucnosnbdyemble B Kpuntollpo LeHTp MoHUTOpUHra,
OO/MKHbI npeactaBnatb cobort cbopky .NET u peanusosbiBaTb MHTepderic IDSSPlugin,
onucaHHbi B cbopke CryptoPro.DSS.Common.dil.

NHTepdelic npepoctasnsetr metosn Initialize, koTopbin fonXeH MHUUMANU3NPOBaTL
NOAK/IOYAEMBIM MOAYJ/Ib MO NapaMeTpaM, nepeAaBaeMbiM Ha BXOA AAHHOMO MeToda B BuUAE
crnosaps.

public interface IDSSPlugin
{

void Initialize (IDictionary<string, string> parameters);

}

OnucaHue Mmopays ornpaBku CMC-coobueHuin

Moaynb OTnNpaBKM KOPOTKMX TEKCTOBbLIX coobweHnn (CMC-coobuweHunin, SMS) gonxeH
npeactaBnatb cobon cbopky .NET. Cb6bopka OOMKHA coaepXaTb €AMHCTBEHHbIM MyB6AWMYHbIN
knacc, peanmsyrwowmin nHtepderic ISmsPlugin. MHTepdenc ISmsPlugin onucaH B cbopke
CryptoPro.DSS.Common.dIl.

NHTepdelic, KoTopbli npenocTaBnsetr Mmetoq SendSms, npegHasHauyeHHbI Ans
oTnpaBkn CMC-coobleHunin, onpeaenéH cneaywwmm obpasom:

public interface ISmsPlugin : IDSSPlugin
{

void SendSms (string message, string phone) ;

}

MeToa SendSms npuHUMaeT cneaylowme napameTpsbl:

> message — TEeKCTOBOe coobLieHune;
> phone - HoMep TenedoHa;

Cnncok AonofHUTENbHBLIX NapaMeTpoB 3agaeTcs npu nomowm OcHacTkm B obnactu
napaMeTpoB, npeacTtasnsowen cobon Habop nap «Mma napameTpa — 3HadyeHue NnapameTpa»
(cM. paspen 5.4.4).

Mpwn BO3HMKHOBEHMM oWwMbKK B NpoLecce BbiNoNHeHNa MeToga SendSms HeobxoaMMo
creHepupoBaTb UcktovyeHne SmsException.

Mpumep rotoBoro moayns ornpasku CMC-coo6ueHni
B naHHOM pasgene npuseaeH npumep Moaynsa ornpaBskn CMC-coobuieHui.

using System.Collections.Generic;
using System.Web.Services.Protocols;
using DSS.Common.ExternalUsage;

namespace DSS.SmsService.DevinoSms

{

public class DevinoSmsPlugin : ISmsPlugin
{
public void SendSms (string message, string phone)
{
try
{
SmsService smsService = new SmsService () ;
string sessionID =

Kpuntollpo LleHTp MoOHUTOpUHra.
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}

smsService.GetSessionID (smsLogin, smsPasswd) ;

Message smsMessage = new Message() ;
smsMessage.Data = message;
smsMessage.SourceAddress = sourceAddress;
smsMessage.DestinationAddresses = new[] { phone };

smsService.SendMessage (sessionID, smsMessage) ;

}

catch (SoapException ex)

{

if (ex.Message.Contains("Invalid destination address"))

throw new SmsException ("HeBepHell HOMep TejedoHa", ex);

throw new SmsException (
"Tlpouzomwsia ommbKa HOpu OoTHpaBke SMS", ex);

public void Initialize (IDictionary<string, string> parameters)

{

smsLogin = parameters["login"];
smsPasswd = parameters|["password"];
sourceAddress = parameters|["sourceaddress"];

5.4.5. Beb6-cnyxb6a

Beb-cny>x6a MOHMTOpUHra npegHasHayeHa Ansa obMeHa AaHHbIMM O TECTUPOBAHUMU
mexay CepBepoM MoHUTOpUHra n AreHtamm MoHuTopuHra. Hactpontb Beb-cnyx6y BoO3MOXHO

Ha nobom sk3emnnsgpe Kpuntollpo LeHTp MoHUTOpUHra,

OHAKO OCHOBHOW BapuaHT

MCNOAb30BaHUS nogpa3yMeBaeT ee HACTPOMKY Ha AreHTax, KOTOpble C €e MOMOLLbI CMOryT
oTnpasnsATb MHDOpMaumto o Tectax Ha CepBep MoHuTopuHra. Cepsep MOHUTOPUHIA Mony4aeT

cBegeHuns

MoHuTopuHra (cMm. pasgen 5.3.1).

(W)

oT Beb-cnyx6bbl npu nomowm Tecra COCTOSSHUMA YyaasieHHOro AreHTa

Ona koppekTHol pabotbl Beb-cnyx6bl Cnyxb6e MoHUTOPUHIa
HeobxoaunMbl NpaBa, onucaHHble B pasgene Ownbka! MICTOYHUK CCbIJIKM He

Onsa BkaouveHus Beb-cnyxbbl B pasgene «KoHdurypauus TecTupoBaHus»
nepenante Ha Bknaaky «Beb-cnyxba» (2) un Bkatounte yekbokc «Bkaountb Be6-crnyxby» (3).

Mpn HeobxoAMMOCTU CKOppeKkTUpyhTe none <«Aapec cnyxbbi»

«CoxpaHutb» (5).

Kpuntollpo LleHTp MoOHUTOpUHra.

PyKoBOACTBO MO YCTaHOBKE W HacTpoiike

(1)

(4) n HaxXMuUTe KHOMKY

CtpaHunua 58 ns 61




] Kpuntolpo HealthMonitor [ - = [y

®aiin  Jeiictsne  Bug  Cnpaeka

s HE H=

Id HealthMonitor Hactpoiika CMC pacceinin | Hactpoiika MonnTopuHra xkypranos | Miuenaun ‘
a i _;;;eunnnpb\ TECTUPOBAHWA fieti Cnyfia | HacTpoitka nouTosoil paccsinki
DSs
&%, Dss1

% D2 BrnioudTs Be6 cryxdy .
=y élGeMI’U’U{pb\ recron 3 Appec cnyxfil Ihttp /Aocalhost: 8080/manitor/ I 4
@ KoHburypauma TECTUpoBaHng
Cryxfia MOHWUTOPHHI & NPEAOCTAENAET CREMYIoWNE METO LI
1 GET <Anpec cnyxGel=/<1MA 3KseMNNApa TecTMposaHnA>/GetLast Test Status -
sosepawaet kon 200, ecnv NoCneoHWA PESYNETAT SANYCKE TECTOR YCMEWHEIA

Wrave 500.

[nA nonyseHns pesynbTaTos TECTMPOSEHIA Ha NOKANEHOM MOHWTODHHIE C
YAANEHHOTO MOHWTOPVHIE C BKIIOYEHHOIA CryxBoi HeoBXDaMMo HoGaBNTL TecT
yKasHHOA 626 cnyxGil HA NOKANEHOM MOHATOMWHIE, YKE53E B afpece MycTs K
oHeuHoW Touke GetlLast TestStatus cnyxBbl yAANEHHOMD MOHUTODMHIE

Vsmenero 5 Coxparime

Mocne wn3MeHeHMs HacTpoek Beb-cnyx6bl HeobxoaMMO COXpaHUTb
W3MEHEHUS MyTeM HaXaTus KHOMKM «CoxpaHuTb» U nepesanyctntb Cnyxoby
MOHUTOPUHIrA.

B3anmopencteume c Beb-cnyxboi ocyuwecTesnaeTca nyteMm oTnpasku K Heit GET-3anpoca
Buaa GET <Agpec cnyxbbi>/<WMa ak3emnnsapa tectuposaHusa >/ GetLastTestStatus.

MpumMmep 3anpoca:
http://win-srv:8080/monitor/DSS/GetLastTestStatus
Bo3MOXHbI ABa BapuaHTa OTBETA BGG-C}'IY)KGI:IZ

» HTTP 200 (ycnex);
» HTTP 500 (owwnbka).

Be6-cnyxxb6a BepHetr HTTP 200, ecnu B npeablaylieM 3anycke TeCTOB Ha AreHTe, K
KOTOPOMY AenaeTcsa 3anpoc, HE NPOM30LLIO0 OWNHOK.

Be6-cnyxb6a BepHeTr HTTP 500, ecnn B npeablaylieM 3anycke TeCTOB Ha AreHTe, K
KOTOpOMY AenaeTtcs 3anpoc, 6buin ownbkn. B pgaHHbIA OTBET MOMELLAlTCs CBeAEHUS O
pe3yfnbTaTax NocneaHero 3anycka TectmposaHums B dopmate JSON (cM. Tabnuua 8).

Tabnuua 8 — OTBeT Beb-cnyx6hl

MNMone Tvn OnucaHue

DetailedInformation List<string> Cnucok pe3ynbTaToB NMocnegHero 3anycka TecToB

KpaTkoe onncaHme owmnbkn. [JonycTmMMble 3Ha4YEHUS:

» TecTupoBaHue aksemnnspa [Umsa
ErrorMessage String ak3eMnaapa] ewe He NpoBOANIOCH;

» OAWH NN HECKOJ/1bKO TECTOB 3aBepLUMINCH C
ownbkKon.

Kpuntollpo LleHTp MoOHUTOpUHra.
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MNMone Tvn OnuncaHune

BpemMsa dopMaTMpoBaHnsA AaHHOr0 COObLLUEHNS B
UTC.

Time String

NpumMmep oTBeTa:

{"DetailedInformation":

["DSS -> TecToBas ayTeHTubMKalLMsa —> YCIEUWHO 3aBepméH",

"DSS -> TecToBasd NOONMUCH —> yCIEWNHO 3aBepméH",

"DSS -> TectT kpunronposanzmepos Cepeuca Iomnmcmu DSS -> ycnemHoO 3aBepméH",
"DSS -> IlpoBepka cepTudmxaTor BeO uHTepdelrca DSS -> ycrnemHo 3aBepméH",
"DSS -> IIlpoBepka cepTudmxaTor cepBuca LM DSS -> 3aBepmwéH c ommbOxom",
"DSS -> IlpoBepka cepTudUKaTOB cepBUca nomnmucu DSS -> ycnemHo 3aBepméH"],
"ErrorMessage":"DSS: OIMH MJIM HECKOJIbKO TECTOB 3aBEepUMIMCL C ommbkon.",
"Time":"2019-01-29T10:18:042Z"}

CepBep MOHUTOpUHra TakXe MOXET MNoslyyaTb pe3y/ibTaTbl TECTUPOBAHMS OT AreHTa
MoHuTOpuHra npu nomowm Beb-cnyxbbl. Ons 3TOoro ucnonb3syercs TecT COCTOAHMSA
yaaneHHoro AreHta MoHutopmHra (cM. pasgen 5.3.1). Ykaxute cnegytowine HacTpomKu
AAHHOro TecTa:

> Appec cnyx6bl (1) — Appec cnyxbbl u3 HacTpoek Beb-cnyxbbl Ha AreHTe
(Hanpumep, http://win-srv:8080/monitor)

> WMmMA 3k3eMnnsapa tectmposBaHmsa (2) — VMg TecTupyeMoro ak3emnasipa Ha AreHre
(Hanpumep, DSS).

» CoxpaHuTe HacCTpPOMKM TecTa Npu NoMoLKn KHoMkn «CoxpaHntb» (3).

Mpumep:

TecT cocTtoanua yganéasoro Arenta MoHuTopuHra
Wsmenenua coxpaHeHsl

Onucatne TecT sanpaWWEaST ¥ yYKa3aHHOro areHTa MOHWTOPMHIE PESyTIbTaT
MOCNEAHETO 3aMyCTa TECTOS. [ECT 3a5EPWASTCA YCNSWHO, SCNM MOCNSaHMA
SAMycK BCEX TECTOB areHTa 3a5epWMNCA yenewHo . Ecnn neotixomamo
TECTMPOBAETE HECKOMNEKO SK3EMNNAPOS TECTMPOSEHWA MK AreHToS -
HEOEX0MMO COSAATE HECKOMEKO SK3EMMNNAPOE TECTA.

Anpec sef-cryxfil areHTa I http:/Awin-srv:3080/maonitor I l
MOHWTOPMHIE
Wma skzennapa TeCTMpOBEIHHF' Dss 2 |

3
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CBEAEHUA O PASPABOTHYUKE

KomnaHua Kpuntollpo co3gaHa B 2000 roay M B HacTosilee BpeMs 3aHUMaET
avaupylowee roJsioXKeHMe Mo pacrnpoCcTPaHEeHUID CpeacTB Kpuntorpaduyeckon 3aluThbl
MHpOpMaUNM N 31EKTPOHHON LMdpPOBOI NOAMUCH.

OcHOBHOE HanpaB/ieHMe [esaTeNbHOCTM  KoMnaHuum -  paspaboTka cpeacTts
KpunTorpadumnyeckon 3almnTbl MHGOPMaUmn U passmutne MHppacTpykTypbl OTKpbITbIX Krtouen
(Public Key Infrastructure) Ha ocHoBe MCMOSIb30BaHUS MeEXAYHapOAHbIX PEKOMEeHAauUn u
POCCUMNCKUX KpunTorpadmyeckmx anropuTMoB.

KomnaHusa paspaboTana noaHbIi CNEKTP NPOrpaMMHbIX M annapaTHbIX NMPOAYKTOB AN
obecrneyeHms LeNoCTHOCTM, aBTOPCTBA U KOHPUAEHUNANbHOCTN nHdopMaunm C NpUMEHEHNEM
3N u wndpoBaHus Ans UCNosb30BaHMA B pa3andHbix cpeagax (Windows, Unix, Java). Hosoe
HanpasneHune NPOAYKTOB KOMMNaHun - nporpaMmMHo-anmnapaTHble cpeacTsa
Kpuntorpadguyeckon 3awuntbl MHDOPMaAUMM U UCMONb30BaHMEM cMapT-kapT u USB kntouen,
NMO3BOMIAOLWMX CYLECTBEHHO NOBbICUTb 6€30NacCHOCTb CUCTEM, MCMOoNb3ytowmx .

KomnaHnusa Kpuntolpo sensetca pa3paboTumMkoM M NOCTABLMKOM CPEeACTB NMPUMEHEHUS
Ol B aBTOMaTU3NpPOBaHHbIX MHHDOPMALMOHHBLIX cMcteMax. Kpome 3Toro, KOMnaHus okKasbiBaeT
KOHCY/IbTaUMOHHbIE yCNyrn no obecnevyeHuto AeATeNbHOCTM YyAOCTOBEpPSWMX LLEHTPOB U
npuMmeHeHunto DIl B aBTOMaTU3MPOBAHHbLIX MHMOPMALMOHHBIX CUCTEMaxX MpeanpuaTun
pasnnyHbiX ¢opM cO6CTBEHHOCTH.

YpocTtosepsawowmn  LeHTp KoMnaHuum Kpuntollpo npeaocTtaBnsaeTr opraHusaumsam
(topyuanyecknuMm numuam) ycnyrm no M3roTOBAEHUIO M YNPaB/EHUIO OTKPbITbIMU U 3aKpbITbIMU
knwodamm [onb3oBaTteneinr WHQPOPMAUMOHHBIX CUCTEM, BK/OYas npoueaypy nogavm u
06paboTkm 3anpocoB Ha cepTuduKaTbl, BepuduKauulo 3anpocoB Ha cepTudukaThl,
dopMupoBaHmna cepTUdMKATOB, WX MNOJYYEHMS, WCNONb30BAHMA W OT3bIBa. TaKxe
YAoCToBEPALWMM LEHTPOM MpefoCTaBfAlOTCA WHble CEepPBUCHbIE (PYHKUWU, CBA3AHHbIE C
MCNONb30BaHNEM 3NEKTPOHHbIX Moanucen, wudpoBaHmeM, obecneyeHneM 3/eKTPOHHOrOo
opuaAnNYEeCcKn-3HauYMMoro gokymeHtoobopora.

KOHTaKThI:

000 «KPUMTO-MPO»

127018, Mocksa, yn. Cywésckui Ban, 18
TenedoH: (495) 995 4820

dakc: (495) 995 4820

URL: http://www.CryptoPro.ru

E-mail: info@CryptoPro.ru
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