CepBep dnekTpoHHou MNoanucu
«Kpuntollpo DSS»

KOMMNOHEHT NAKM «KPUNTOMPO HSM»

PykoBoacTtBO AAMMHMUCTpaATOpa



UCMNOJIb3YEMbIE COKPALWEHNA N OBO3HAYEHUA

CAdES — PacwwupeHHass Bepcua cTaHgapTa 3/eKTpoHHoW noagnucu CMS (CMS
Advanced Electronic Signatures)
CMIS — CepBucbl B3auMmMogencTsusi npu  ynpasreHun KoHTeHTOM (Content

Management Interoperability Services)

CRL —  Cnuncok oT3biBa ceptudukaTton (Certificate Revocation List)

CSsP —  KpunTtonposanaep (Cryptographic Service Provider)

HSM — AnnapaTHbIi MOAyb cucTeMbl 6esonacHocTn (Hardware security module)
HOTP — anroputm 3alULLEHHON ayTeHTudmKaumn C MCNOJIb30BaHUEM

oaHopasoBoro napons. (HMAC-Based One-Time Password Algorithm)

IIS —  Habop cepsepos oT koMnaHuu Microsoft (Internet Information Services)

OATH — Habop anroputmMoB ayTeHTUdMKAUMM C WUCMNONb30BAHMEM OAHOPA30BbIX
naponen

OAuth —  OTKpbITbIA NPOTOKOJST aBTOpM3aUWKU, KOTOPbLIA MO3BONSET MNpPeaocTaBuTb

TpeTbel CTOPOHEe OrpaHW4YeHHbIn AO0CTyN K 3awWuWéHHbIM pecypcam
Monb3oBaTtens 6e3 HeobxooMMOCTM nepepaBaTb €l (TpPeTbel CTOPOHE)
normH n naposnb (Open Authorization)

OCsP — [lpoToKon nony4yeHmsa cratyca ceptudurkaTta B peasnbHOM BpeMmeHun (Online
Certificate Status Protocol)

OoTP — Maponb, AeNCTBUTENbHbIM TOAbLKO A8 OAHOr0 ceaHca ayTeHTudukauum
(One-Time Password)

REST —  ApXUTeKTYpHbIl CTWU/Ib MOCTPOEHUS pacnpenesieHHOro MnpuIoXeHus
(Representational State Transfer)

RFC —  PekomeHpauusa Internet Engineering Task Force (Request for Comments)

SAML —  S3blK pa3MeTKku geknapaumm 6e30nacHOCTU, SA3blK pa3MeTKu, OCHOBAHHbIN

Ha a3blke XML (Security Assertion Markup Language)

SOAP — [pocTtor npoTokon goctyna kK obvektaMm (Simple Object Access Protocol)
SSL — [poTokon 3awmTbl cokeToB (Secure Sockets Layer)

TLS —  [poToKoO 3awWmTbl TPAHCNOPTHOro ypoBHS (Transport Layer Security)
TOTP —  OATH-anroputM c034aHMS OAHOPa30BbIX Maponen Ana 3alWueHHOn

ayTeHTMdMKaumMM, reHepupylwmin naposab Ha ocHoBe BpeMeHu. (Time-
based One Time Password Algorithm)

URL —  EaunHbin ykasartenb pecypcoB (Uniform Resource Locator)

WCF —  [lporpaMMHbIli (pperiMBOpPK, MCMNONb3yeMblil Ans obMeHa AaHHbIMU MeXAy
npunoxenmammn, Bxoasawmm B coctaB .NET Framework. (Windows
Communication Foundation)

M3 —  MexceTeBon 3KpaH

APM — ABTOMaTM3MpoBaHHOe paboyee mecTo
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TEPMWHDbI U ONPEAENEHUA
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cepTuduMKaT OTKPbITOro
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(kBannduUUMpoBaHHbIN
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MHMOpMaUna B 31eKTPOHHON hopMe, KOTopast NpucoeamHeHa
K Apyrow MHGopMauumn B 3/1IEKTPOHHOM dopme
(noannceiBaemMon nHdopMaumm) nanm nHbIM ob6pasoM CBsizaHa
C TakoM wuHdopMaumen wun KoTopas WCNOoNb3yeTcs Ans
onpeaeneHns nuua, NoANMUCbIBatoLWwero MHgopmauuio.

SNEKTPOHHbIA UK ByMaxKHbIi  AOKYMEHT, CoAepXXaliui
OTKPbITbIN K/OY, MHOPMaLMIO 0 BlagenbLe Ktoda, obnactu
NPUMEHEHUS  KJo4Ya, NOAMUCAHHbIN  BbIAABLIMM  €ro
YpocTtoBepstowmM LLEHTPOM n noaTBepXXaatoLwmni
NPUHaAIEXHOCTb OTKPbITOro Kjtova BlagesnbLuy.

ceptudumkar OTKPbITOro KJtoua, BblAaHHbIN
aKKpeaMTOBaHHbIM yOOCTOBEPSOLWMM LEHTPOM nnu
[OBEPEHHbIM JIMLOM aKKpPeAUTOBaHHOIo yAOCTOBEPSHOLEro
ueHTpa nubo deaepanbHbIM OpPraHOM UWCMNOJIHUTENbHOWN
BNacTW, YMOJIHOMOYEHHbIM B cdepe MCNoab30BaHUS
3/1EKTPOHHOM noanucu.

NINLO, KOTOPOMY B YyCTaHOBNeHHOM ®defepasibHbiM 3aKOHOM
(N963-03 or 06.04.2011 r. «O6 371eKTpOHHOW MoaNUCK»)
nopsiike BblAaH CcepTUdMKAT OTKPLITOro Kitoua.

YHUKabHas nocneaoBaTeNbHOCTb CMMBOJIOB,
npeaHasHauyeHHas ansa WwndbpoBaHus.
YHUKabHas nocneaoBaTeNbHOCTb CMMBOJOB,

npeaHa3HayeHHasi ANsa CO34aHUA 3NEKTPOHHOM noanucu
YHUKanbHas nocneaoBaTeslbHOCTb CMMBOJIOB, OAHO3HAYHO
CBA3aHHass C  KJ/KOYOM  SJIEKTPOHHOW  moalucu U
npeaHa3HayeHHas AJs1s NpoBepPKN NOAAMHHOCTU S/TIEKTPOHHOM
noanucu.

topnanyeckoe nvuo nnm WHAUBUAYANbHbLIN
npeanpuHuUMaTensb, ocylecTeasowmne dyHKUUN no
CO3[@aHMI0 U Bblaaye cepTUdUKaATOB OTKPbITbIX KO4Yen, a
TakXe WHble @YyHKUWK, npeaycMoTpeHHble deaepanbHbIM
3akoHOM N963-03 or 06.04.2011 r. «O6 31eKTpOHHOM
noanucu».

WwndposanbHbIe (kpunTorpacdudeckme) CpeAacTBa,
ucnonb3lyemble And peanu3aumm xoTa 6bl  ogHOM U3
cnepywwmx @QyHKUUA - CO34aHWE INEKTPOHHOM noAanucH,
npoBepka 3MNeKTPOHHOM NOAMNUCK, CO3AaHME 3aKpbITOro u
OTKPbITOro KJIlO4eMn.
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1. AHHOoTaAuUuMSA

HacToawmi oKyMeHT coaepxuTt PykoBoacTBo AaMnHuctpatopa Cepsepa DNeKTPOHHOM
Moanuncm (C3M) «Kpuntolpo DSS». C3MN «Kpuntollpo DSS» mucnonb3yetca Ans Co3haHus
3NEKTPOHHOM noanucu, WwudpoBaHMSA [OKYMEHTOB, a TakXxe Ans UeHTpasn30BaHHOIo
3alMWEHHOIO0 XPaHEHMS 3aKpbITbiXx Kaoder [lonb3oBaTenen. [Ona xpaHenms B CII
cepTndUKaTOB M 3aKpbITbiX Kto4deln lMonb3oBaTtesnen B 3awmM@poBaHHOM BUAE, @ Takxe Ans
peanusaummn Kkpmntorpadunuecknx onepaunii ncnonbsyetcs [MNAKM «Kpuntollpo HSM».

JOKyMeHT npegHa3sHayvyeH A/ CUCTEMHbIX aAMUHUCTPaTopoB 1 AaMuHucTpaTopos C3I1
KaK pyKOBOACTBO MO yCTaHOBKe U KoHdurypuposaHumio CIM «Kpuntollpo DSS».

[aHHbIi [OKYMEHT, BKAtoYas noabop W pacnonoXeHue WAAICTpauui U MatepuanoB B HEM, SABNSETCSH
06bEKTOM aBTOPCKMX MpaB W OXpaHSeTCs B COOTBETCTBMWM C 3aKoHoAaTenbCTBOM Poccuiickon Odenepaumu.
Ob6napaTeneM UCKIKUYUTENbHBIX aBTOPCKMX U MMYLLeCTBEHHbIX nNpaB aBnsetcs 000 «KPUMTO-MPO» Ucnonb3oBaHue
3TUX mMaTepuanos nbbiM cnocobom 6e3 NMMCbMeHHOro pa3pelleHns npaBoobnagaTens 3anpewweHo U MOXeT NoBeYb
OTBETCTBEHHOCTb, NMPEeAyCMOTPEHHYIO 3aKoHOAATenbCcTBoM PD. WMHdopMmaums, npuseaéHHas B AAHHOM AOKYMEHTe,
npeaHasHayeHa UCKIKYUTENBHO AN 03HAaKOMJIEHUSA U He SBNseTCsa ncyepnoiBatowen. CoctaB NpoAyKTOB, KOMMOHEHT,
nx MYHKUUM, XapaKTePUCTUKKN, BEPCUU, AOCTYMNHOCTb M NMp. MOryT 6biTb M3MeHeHbl koMnaHmnen 000 «KPUMTO-MPO»
6e3 npeaBapuTenbHOro yeefoMseHus. Bce ykasaHHble AaHHble O XapaKTepuCcTMKaxX MpoAyKTOB OCHOBaHbl Ha
MeXAyHapOAHbIX UM POCCUICKMX CTaHAApPTaxX W pe3ynbTaTax TeCTUPOBaHUSA, NONYYEHHbIX B HE3aBUCUMbIX TECTOBbIX
nnun cepTudmKaLMoHHbIX nabopaTopusax, MMbo Ha NPUHATLIX B KOMMaHMM MeToAauKkax. B AaHHOM AOKyMeHTe KOMNaHus
000 «KPUMTO-MPO» He npeaoCTaBAsieT HUKAKUX HWU SIBHbIX, HXU NoApa3yMeBaeMbiX rapaHTuii. Bnagenbuem ToBapHbIX
3HakoB KpunTtolpo, KPUMTO-MPO, norotunoB v npaBoobnagaTeneM WCKAKUYUTENbHbIX MNpaB Ha WX AU3alH w“
MCNosb30BaHWe, MNaTeHTOB Ha cooTBeTcTBylWMe npoaykTbl ssnsetrca 000 «KPUMTO-MPO». HassaHua npo4ymx
TEXHONOrNI, NPOAYKTOB, KOMMNAaHWNA, YNOMUHAKOLWMNXCA B AaHHOM AOKYMEHTE, MOryT SBAATbCS TOBapHbIMU 3HaKaMu
CBOMX 3aKOHHbIX Bnagenoues. CBeaeHNs, NpuBeAEHHbIE B JaHHOM AOKYMeHTe, akTyasbHbl Ha AaTy ero nybnunkauuu.
Mpn nepenevaTke M UCMOAb30BaHUM AaHHbIX MaTepuanosB nM6o Nboi nx vyactm ccbiikm Ha 000 «KPUMTO-MPO»
obsa3aTenbHbl.

© 2000-2019, 000 «KPUMNTO-NMPO>» Bce npaBa 3alyMLLEHbI.
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2. CucremMtublie TpeboBaHus

2.1. TpeboBaHuA K annapaTtHoMy obecne4yeHuio

AnnapaTHble TpeboBaHMSA K TEeXHUYECKUMM CpeacTBaM, Ha KOTOpbIX pa3MelaroTcs
nporpamMMHble  KoMnoHeHTbl C3I  «Kpuntollpo DSS», 3aBucaAT OT  KOAM4YecTBa
3aperncTtpmpoBaHHbiX [onb3oBatenen u TpeboBaHM MO NPOU3BOAUTENBHOCTU BCEro
KOMreKkca.

B Tabnuua 1 npuBeaeHbl MUHUManbHble TpeboBaHMSA K TEXHUYECKMM CpeacTBaM,
KoTopble obecneunBatoT ycTaHOBKY KoMnoHeHToB C3IM 1 nx paboty npmn 1000 MNMonb3oBaTenax:

Tabnuua 1. TpeboBaHmnsa K annapaTHOMY obecneyeHuno

O6opynoBaHue MuHunManbHble TpeboBaHun

LleHTpanbHbIn 64-pa3paaHblii ABYXbAAepPHbIA NPOLECCOpP C TaKTOBOM 4acTOTOM
rnpoweccop 1,86 I1Tu.
OnepaTuBHas
P 4 6 03Y.
namaTb
XXecTkumin guck 4 'b cBoboagHOro mecra.
OanH ceTeBol aganTep, COBMECTUMbINA C ONEepaLMOHHON CUCTEMOM
CeTeBble aganTepsbl . .
KOMMblOTEpaA, 4S9 B3aUMOAENCTBMSA C BHYTPEHHEN CETbIO.

2.2. TpeboBaHus K nporpaMMHOMY obecneyeHutro

B Tabnuua 2 ykasaHbl NpeabsaBiseMble K nporpaMMHOMy obecnedeHunto TpeboBaHus.
Ha nepeceyeHunsx ctpok c MO n ctonbuos € ykaszaHueM KoMnoHeHTa Kpuntollpo DSS crout
3HaK «+>» B cfy4yae HeobxoanMMocCcTn ycTaHoBkM MO, U «-» B NPOTUBHOM Cnydae.

Mpun TectuposaHmnu Kpuntollpo DSS MoxHO ucnonb3osatb CYB MS SQL
Express, oaHako npu 3Kcnjyatauum Heobxoammo ucnonb3oBaTb CYB/
Microsoft SQL Server 2008 R2 u Bbiwe. B koMnnekT noctaskn C3MM
«Kpuntolpo DSS» BxoauT TONbko anctpmbyTtme Microsoft SQL Server
Express 2008 R2.

Tabnuua 2. TpeboBaHUA K NporpaMMHOMY obecrneveHuto

CepBuc LleHT Beb-
P P nHTepdgemnc (of=15]:1" o
HasBaHue Moann WpaeHTudhUka
Monb3oBaten AyauTa
cu umm -
Windows
Server 2008 +, Kpome
R2/2012/20 Windows
12R2 * + + * Server 2008
(x64)/2016/ R2
2019
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Beb6-
nHTepdgemnc
Monb3oBaten
a

CepBuc LleHTp

HasBaHue Moann WpaeHTUhUka
cu uvm

Microsoft
SQL Server
2008
R2/2012/20
14/2016/20
17

Kpuntollpo + (Internal
HSM Client + - - - Interaction

Server)

2.3. Tpe6oBaHua kK komMnoHeHTamM OC, ycTaHOBJIEHHOM
Ha Beb-cepBepe

Ona dyHKUMOHMPOBaHMA Bcex KoMMoHeHToB C3IM «Kpuntollpo DSS» Heobxoauma
ycTtaHoBka Microsoft Internet Information Services (IIS). Ana pasnuyHeix OC Heobxoanma
yCTaHOBKa M HacTpolika KOMMNOHEHTOB, OMMUCAaHHbIX HUXE.

Microsoft Windows Server 2008 R2

Ona HacTponkun paboTbl Beb-cepBepa Heobxoaumo yctaHoBuTb Microsoft Internet
Information Services 7.5. B Mactepe pobaBneHus ponein M KOMMOHEHTOB HeobxoaMmo
nobaesntb cneaywowme ponn seb-cepeepa IIS (noapobHee cMm. pasgen 3.1):

ASP.NET;

Pacwunpsemocts .NET (.NET Extensibility 4.5);
PacwmnpeHuns ISAPI (ISAPI Extensions);

®unbTpbl ISAPI (ISAPI Filters);

CraTnueckoe cogepxumoe (Static content);
dunbTpauma 3anpocos (Request Filtering);

KoHconb ynpasneHus IIS (IIS Management Console).

YV VYV VYV VY

Microsoft Windows Server 2012, 2012 R2, 2016, 2019

Ons HacTpoikn paboTbl Beb-cepBepa Heobxoammo yctaHoBuTb Microsoft Internet
Information Services 8 u Bblwe. B Mactepe pgobasneHus ponein U KOMMNOHEHTOB
Heobxoammo gobasuTb cnegytouwme ponun seb-cepsepa IIS (nogpobHee cM. pasgen 3.1):

ASP.NET 4.5;

Pacwupsemoctb .NET (.NET Extensibility 4.5);

Pacwunpenuns ISAPI (ISAPI Extensions);

Ounbtpbl ISAPI (ISAPI Filters);

Cratudeckoe cogepxmnmoe (Static content);

dunbTpauma 3anpocos (Request Filtering);

KoHconb ynpasnexus IIS (IIS Management Console);

JononHutenecHble cnyxbbl .NET Framework 4.5 (NetFx4Extended-ASPNET45);
AkTmBauusa no HTTP (HTTP Activation).

VVYVVYVYYVYYVY
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3. PasBepTtbiBaHue Kpuntollpo DSS

B paHHOM pasgene onucbiBaeTcs passepTbiBaHne CIIM «Kpuntollpo DSS». [Ons
BbIMOJIHEHUS pa3BepTbiBaHUA CII «C Hyna» Heo6XoAMMO BbIMONHUTL CleayloWwme Wwaru:

1.
2.

© R NOU AW

PasBepTbiBaHMe Beb6-cepBepa.

YcrtaHoBka Kpuntollpo DSS wn gononHutensHoro MO (BkAOYas aBTOMaTU4YeCKYyro
YyCTaHOBKY C gucka Microsoft .NET Framework sBepcun 4.6.1 n PowerShell Bepcun
3.0).

YctaHoBka NMAKM «Kpuntollpo HSM».,

PaseepTbiBaHne LINA.

PaseepTbiBaHne Cepsuca lNoanucu.

PaszBepTbiBaHne Beb-nHtepderica Nonb3oBaTtens (nNpu Heob6xoaAnMoCTH).
PaseepTbiBaHne CepBuca Ayamnta (nNpm HeobxoammMocTw).

PazBepTbiBaHMe myDSS (npu HeobxoanmocTtn).

PazBepTbiBaHMe 6a3 gaHHbiXx cnyx6 (npm mcnonb3oBaHum anst C3M HECKONbKUX
cepBepoB).

3.1. PasBepTbiBaHue Beb-cepBepa

B A4aHHOM pa3gene onucbiBaeTcss HaAcTpolika KOMMOHeHTOB W ponei Internet
Information Services ana OC Microsoft Windows Server 2008 R2, 2012, 2012 R2.

3.1.1. PasBepTbiBaHne Beb6-cepBepa Ha OC Microsoft
Windows Server 2008 R2
Ona HacTponkun paboTbl Beb-cepBepa Heobxoaumo yctaHoBuTb Microsoft Internet

Information Services 7.5. B Mactepe pnobasneHus poner M KOMMNOHEHTOB Heob6xoAuMMO
nobasuTb crnegyowme ponn Beb-cepeepa IIS:

VVVYVY VYV VY

ASP.NET;

Pacwupsemoctb .NET (.NET Extensibility 4.5);
PacwunpeHuns ISAPI (ISAPI Extensions);

Ounbtpbl ISAPI (ISAPI Filters);

CraTtudeckoe cogepxunmoe (Static content);
Ounbtpaumsa 3anpocos (Request Filtering);

KoHconb ynpasneHusa IIS (IIS Management Console).

Ecnun ycraHoBka Microsoft .NET Framework 4.5.1 npoucxoanna no
yctaHoBku ponu IIS, To nocne gobasneHusa gaHHoM ponan Heobxoammo B
KOMaHAHOW CTpOKe BbINOJHUTbL KOMaHAy (B 04HY CTPOKY):

$windir$\Microsoft.NET\Framework64\v4.0.30319\aspnet regiis.
exe —iru

3.1.2. PasBepTbiBaHne Beb-cepBepa Ha OC Microsoft
Windows Server 2012

Ons HacTpolikn paboTbl Be6-cepBepa He06X0AMMO B KOMaHAHOM CTPOKe, 3anyLeHHOMN
OT UMEHU aAMWUHUCTPATOpPA, BbINO/IHUTb C/IEAYIOLWYI0 KOMaHAay:
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dism.exe /Online /Enable-Feature /FeatureName:IIS-WebServerRole
/FeatureName:IIS-WebServer /FeatureName:IIS-ASPNET45 /FeatureName:IIS-
NetFxExtensibility45 /FeatureName:IIS-ISAPIExtensions /FeatureName:IIS-
ISAPIFilter /FeatureName:IIS-StaticContent /FeatureName:IIS-ManagementConsole
/FeatureName:IIS-RequestFiltering /FeatureName:WAS-WindowsActivationService
/FeatureName :WCF-HTTP-Activation45 /FeatureName:NetFx3
/FeatureName:NetFx4Extended-ASPNET45 /FeatureName:WAS-ConfigurationAPI
/FeatureName:netfx3serverfeatures

3.1.3. PasBepTbiBaHMe Beb-cepBepa Ha OC Microsoft
Windows Server 2012 R2, 2016, 2019

Ona HacTpoliku paboTbl Be6-cepBepa HEO6X0AMMO B KOMaHAHOW CTPOKE, 3anyLeHHON
OT UMEHU aAMUHUCTPATOpPa, BbIMOMHUTbL CNEAYIOLLYI0 KOMaHAay:

dism.exe /Online /Enable-Feature /FeatureName:IIS-WebServerRole
/FeatureName:IIS-WebServer /FeatureName:IIS-ASPNET45 /FeatureName:IIS-
NetFxExtensibility45 /FeatureName:IIS-ISAPIExtensions /FeatureName:IIS-
ISAPIFilter /FeatureName:IIS-StaticContent /FeatureName:IIS-ManagementConsole
/FeatureName:IIS-RequestFiltering /FeatureName:WAS-WindowsActivationService
/FeatureName :WCF-HTTP-Activation45 /FeatureName:NetFx4Extended-ASPNET45
/FeatureName:WAS-ConfigurationAPI

3.2. YctaHoBka Kpuntollpo DSS

3.2.1. YcTaHOBKaA

[Ona yCcTaHOBKM KOMIMOHEHTOB cepBepa 3/1eKTpoHHOW noanucu «Kpuntollpo DSS»
3anyctute ycTaHoBKy naketa DSSInstall.exe, pacnosoXeHHOro Ha KOMMNAKT-AUCKeE.
YctaHoBka KpunTtollpo DSS ao/mkHa OCyLWeCcTBMATLCSA OT MMEHU Mofib3oBaTens C rnpasamu
aAMUHUCTpaTopa. [locne KOpPOTKUX MOArOTOBUTENbHbLIX NMpoueayp Ha 3KpaHe NOSABUTCA OKHO
MacTtepa ycTtaHoBKM (CM. Puc. 1).

\ | Kpuntollpo DSS
sy

‘ "‘" YcraHoeWTE

Puc. 1 — Ha4dano yctaHoBku Kpuntollpo DSS

Mocne HaxaTusa KHOMKKU «YCTaHOBUTbL» ByaeT npeasioxXeHo ycTtaHoBUTb Microsoft .NET
Framework, ecnun oH otcytctByeT (Puc. 2). [nsa ero yCtaHOBKM Takxe notpebytoTcs npasa
aAMUHUCTpaTopa. YCTaHOBKa NpOXOoAMT B aBTOMATUYECKOM pexuMe.

HKTAN.00096-02 92 02 KpunTtollpo DSS. PykoBoactso AGMUHUCTpaATOpa CtpaHuua 11 13 286



Ana ycraHoBku Kpuntollpo DSS
Tpebyetca Microsoft .NET
Framework

Haxmaute kHonky "TIpUHATE U yCTaHOBUTE", Y4ToBEI NPUHATE YCACEMA AMLEHIMK
Microsoft NET Framework.

g‘ﬂplﬂHRTb " ycraHoauTL | OtknoHuTe |

Puc. 2 — YctaHoBka Microsoft .NET Framework

[Mocne ycTtaHoBkuM pononHuTesnbHoro MO npeanaraeTcd O3HAKOMUTBCA U MPUHATb
YCNOBUS NMLEH3MOHHOIO corfialerHms Ha ucnosb3osaHue MO (Puc. 3). Ecnm Bbl cornacHbl co
BCEMU MYHKTaMW COrfaweHunsl, BblaennuTe NyHKT «S NpUHUMAt0 YC/I0BUS 3TOrO COralleHums»,
MU HaxkmMute «[anee».

MpouTKTe NMLEH3NOHHOE COrNalleHWE Ha NCMoNb30BaHNe
nporpaMmHoro o6ecneueHna komnadum Kpuntollpo

BHMMATENBEHO O3HAKOMBTECE C MMUEHSWMOHHBIM  »
COMNALEHWEM HA MCNONB30BAHWME M3OENKA

JNUUEHSWMOHHOE COMALUEHME

1. TepMuHbl W oNpeaenedHs,

3. HacToswes MMUEHIMOHHOE COTNaWEeEHne RENAETCR ofWwel odepToi
000 "KPUMTO-MPO" 1 Mons308aTENEM - MHSMUECKMM WK
HOPMAMYECKMM NMUoM. HacToAwee NTMUEHINOHHOE COTNEWERWE B CyYas
COMNacHuA, BEIPaWEHHOro & opMa MONYAHKMA B TEHEHWE 7 AHER ©
MOMEHTa npuobpeTenuA MZ0enWA, B COOTEETCTBMMK co cT. 433 MK PO
WMMEET CHAY ASrOE0Pa.

b. TMoa Wsgenwem NoHWMAETCR KOMMAEKS NporpaMm oans 3BM, sxnwoyas
HOCHTENW W ASKYMEHTAUMIC, KOTOPSIA AENRETCA 06wEKTOM asTopckoro
npasa W OXPaHAETCA 3aHoHOM.

c. Besge B TEKCTE Nog cNoBoM "QoKyMEHTAUMA" NOJDESYMEBITCR
MEUSTHEIE METEPMANS! ¥ HOCUTENM, CONSPAELLME AOKYMEHTELMID B
SMEKTPOHHOM BMAE. JOKYMEHTAUMA RAENAETCA HEOTHEMNEMONR YacTLIC
Wsnenms.

d.  fandoe M3genue (MporpaMMHsIi NPOSYRT), SKNICHER HOCUTENM U bt

A NpPHHAMEH YCNIOBWA 3TOMD COrNaLWeHNA

Puc. 3 — YcnoBusa AMLEH3MOHHOIO COrnaleHumnsa

Ha cnepywowem stane Heobxoammo BbibpaTb kKOMNOHeHTbl CIIM «Kpuntollpo DSS»,
KoTopble 6yayT yctaHoBneHbl (Puc. 4).
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w KoHgurypauvsa ycTaHOBKW KOMMOHEHT

Cepeuc Mognwem
Bef-uHTepdeiic

Uentp WaeHtudukarmm
Cepeuc Ayavta

Puc. 4 — Bbi6bop KOMNOHEHTOB A1 YCTaHOBKM

Ha cnepytoweM ware HeobxoaMMO BbibpaTb AMPEKTOpPUIO, Kyaa 6yaeT ycTaHOBNEH
KpunTtolpo DSS (Puc. 5).

e~ e
% Bbibepute pacnonoxeHue painos

Kpuntolpo D55 GyaeT ycTaHOBNEH Ha Ball KOMMBIOTEP.
Urofbi yETaHOEMTE AaHHLIA NPOAYKT B APYroe pacnonoXeHne, HakMuTe
kronky "0630p" W ykakuTe 3T0 pacnoNoHeHre,

C:\Pragram Files\Crypto Pro\DSS | I i OBsop |

[ ‘ Hazan | I Nanee ) ‘

Puc. 5 — Bbibop ANpeKTopmKM YCTaHOBKM

Cnepytowee okHO (Puc. 6) HOCUT WMH(MOPMAUMOHHBLIN XapakTep, coobuwas, Kakue
KOMMOHEHTbI 6yAyT YCTaHOBJMEHbI B BbIGpaHHYO AMpeKTOpuio. HaxaTne KHOMKN «YCTaHOBUTL»
3anycKaeT NpoLecc yCTaHOBKMU.
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MNoaTEEpAUTE NAapaMeTPbl YCTaHOBKH

YcraHaBAWBaeMble KOMMOHEHThI

Cepeuc Mognucu YeraHoswuTh
Uentp Maentudukanmm YeraHosuTe
Beb-wHTepdeic nonssosaTens YcraHoeuTh

Cepewc AyauTa YcranoeuTs

MapameTpbl

Jwpextopua CAProgram Files\Crypto Pro\D35

[ < Hazag ‘I}’crahoamb Pd

Puc. 6 — MNoaTeepxaeHne NapaMeTpoB YCTaHOBKM

Mocne 3aBeplieHuns yctaHoskn Kpuntollpo DSS (Puc. 7) Heo6X0ANMMO Ha)kaTb KHOMKY
«[0TOBO» W Nepe3arpy3nTb pabouylo CTaHUUIO.

Kpwnrollpe DSS yonewHo ycTaHoBAEH

Puc. 7 — 3aBeplueHne yCcTaHOBKMU

3.2.2. flobaBneHmne/ynaseHne KOMNOHEHTOB

Ons pobaBneHuss vAu  ypaneHMs KOMMOHEHTOB CepBepa 3JIEKTPOHHOW noanucu
«Kpuntollpo DSS» 3anyctute ycTaHOBKY naketa DSSInstall.exe, pacnosioXXeHHOro Ha
KOMMNAKT-AMCKE M HaXMuTe «YCcTaHoBUTb» (cM. Puc. 1). UameHeHne yctaHoBku Kpuntollpo
DSS pomkKHO ocywecTBAAaTbCA OT MMEHM nonb3oBaTens ¢ npaBsaMm aaMUHUCTpaTopa.
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Ha cnepytoulen CTpaHuue MacTepa yCTaHOBKU Heobxoanmo Bbl6paTb
«[o06aBnTb/yaannTe KOMNOHEHTbLI» U HaXaTb KHOMKY «[anee» (Puc. 8).

N3meHuTe Tekywyto ycraHoBky Kpuntolpo DSS

O] JobasuTh/yaanuTe KOMNOHEHTE

O Yaanute npoayxT

Puc. 8 — BbI6oOp M3MeHeHUs yCTaHOBKM

Ha cnepywowen ctpaHumue mactepa HeobxoamMo BbibpaTb KOHMUIrypauuto yCTaHOBKMU
Kpuntolpo DSS (cM. Puc. 9). B cnucke KOMMOHEHTOB OTMeYeHbl YXe YCTaHOBJIeHHble
KOMMOHEeHTbl. Ecnn TpebyeTcs ycCTaHOBUTb KOMMOHEHT — OTMETbTE ero B cnucke. Ecnu
TpebyeTcs yaanuTb YCTaHOB/IEHHbIN KOMMOHEHT — CHUMWUTE BblAESIEHME HYXHOIMO KOMMOHEHTA.
[Ons NnpoAonkKeHns yCTaHOBKM HaXXMUTE KHOMKY «[anee».

# KoHdurypaumsa ycTaHOBKWU KOMMOHEHT

Cepeuc Mognwcn
Beb-unTepdeiic

Lentp MaeHTUdrKaLmn
[] Cepeuc Ayauta

Puc. 9 — Bbi6Op KOMMOHEHTOB AJ19 U3MEHEHUS

Ha cneaytowen crpaHvue noaTeepavTe NapaMeTpbl M3MEHEHUS U HaXMUTEe KHOMKY
«[Oanee» (cMm. Puc. 10). Ecnm oaMH WAM HECKONbKO KOMMNOHeHToB Kpuntollpo DSS 6buin
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BblbpaHbl ANs yaaneHus, HanpoTUB HUX B CMMUCKE NOSIBUTCA CNOBO «YaanuTtb». Ecnn ogmH nnm
Heckosibko kKoMnoHeHToB KpunTtollpo DSS 6biin BbibpaHbl 418 YCTAaHOBKW, HAMpOTUB HUX B
CNMCKEe MOSIBUTCA C/I0BO <«YCTaHOBWUTb». HanpOTMB KOMMOHEHTa, KOTOPbIA W3MEHEHWUS He
3aTparuBaloT, B CMUCKE NOSBUTCS CNOBO «He n3MeHaATb».

Mpwu XenaHmm N3MEHUTb KOHdUrypauuio KOMMOHEHTOB, noanexatmx
YCTaHOBKE/yAaneHuto, HaxXMnUTe KHoMNKy «Hasan».

MNoaTBepanTe NapaMeTpbl YCTAaHOBKK

M3meHAeMble KOMNOHEHTLI

Cepsuc Mognucw He usmenaTs
Uentp MaenTudikanim He usmeHaTts
Beb-wHrepdeiic nons3oeatens He usmensTs

Cepeuc Ayawa ¥aanTs

MapameTpbl

Jupextopua CA\Program Files\Crypto Pro\DSSY

Puc. 10 — NHdbopmauna 06 namMeHeHUn KOHOUINypaumm KOMNOHEHTOB

Ha cnegytowein ctpanuue (Puc. 11) oTobpakatoTCcs co3haHHble paHee 3K3eMnaspbl
cnyx6, KoOTOopble 3aTparmMBaeTr W3MEHeHWe YCTaHoBKW. [pu yaaneHnMn KOMMOHEeHTa
YHWUUTOXAIOTCA BCe CO3AaHHble aK3eMnasapbl cnyx6. MNpu xenaHun M3MeHuUTb KOHUrypaumo
KOMMOHEHTOB, NMoAsiexalwmnx ycTaHoBKe/yaaneHuno, HaXxXMmTe KHONKY «Hasaa», B NpPOTUBHOM
cnydyae — KHornky «[anee».

HKTAN.00096-02 92 02 KpunTtollpo DSS. PykoBoactso AGMUHUCTpaATOpa CtpaHuua 16 13 286



a MoarotoBKa k yaaneHuto Cepeepa MNoanuck

YcTaHOBAEHHEIE 3K3eMNAAPEI Cﬂ)’}Kﬁ

Cepeuc AyanTta FKIEMMNAPLI HE CO34aHLI

Puc. 11 — MHd)OpMaLI,MFI O 3aTparmBa€MblX USMEHEHUNEM YCTAaHOBKWU 3K3eMNadapax CJ'IY)K6

Mocne BbINOMIHEHUSA BCEX OMWUCAHHbLIX LWIAroB MacTtep U3MeHUT ycTtaHoBkKy Kpuntollpo
DSS, conpoBoxaasi 4eACTBUSI KOMMEHTapusiMu. 1o OKOHYaHUM U3MEHEHUS MacTep MOKa)eT
OKHO C MOATBEpXAeHMeM ycnewHoro naMmeHenmsa (Puc. 12), B KOTOpoM He0obXoaMMO HaxaTb
KHOMKYy «loTtoBo». [locne 3aBeplweHWs YCTaHOBKKM TpebyeTca nepe3sarpy3utb pabouyto
CTaHuuto.

& KpwnTolpo DSS

Kpuntolpe DSS ycnelwHo mameHeH

lotoso

Puc. 12 — 3aBepuieHne nameHeHmns komnoHeHtos Kpuntollpo DSS

3.2.3. O6HOBNEHMe

Ons obHoBnenms Kpuntollpo DSS 3anyctute yctaHoBky naketa DSSInstall.exe,
pacrnosioXXeHHOro Ha kKomnakT-gucke (Puc. 1). Tlocne noarotoBuTenbHbIX Mpoueayp
oTobpa3snTtcsa cTpaHuua ¢ uHdopmauuen o6 obHoBneHnn (cM. Puc. 13). Ons npoponxKeHus
Ha)XMUTe KHOMKY «[lanee».
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{_c'\.
E"@ ObHoBNeHWE NpoayKTa

Komnonent LNeictene

Netfreds1Full He MzmMeHATE
Microsoft PowerShell 3.0 He MsmMeHATL
Microsoft System CLR Types for SQL Server 2014 He MzMeHATh
Microsoft System CLR Types for SQL Server 2014 (x54) He MzMeHATE
Microsoft SQL Server 2014 Management Objects He M3MeHaTh
Microsoft SQL Server 2014 Management Objects He HZMEHATE

Microsoft Visual C++ Redistributable Packages for Visual Stu He MZMEHATE
Capenc Moanuou 1.0.1777.0 OGHoBNEHKUE
Bef-uHTepdaiic nonksoeaTend 1.0.1777.0 OOHoRNEHKHE
LieHTp MneHTwdrKaLmm 1.0.1777.0 OOHOBNEHKHE
Cepenc AyauTa 1.0.1777.0 OGHoRNEHHE

Puc. 13 — KomnoHeHTbl Kpuntolpo DSS, noanexaiime 06HOBNEHUIO

Ha cTtpaHumue noarotoBku Kk obHoBneHuto (Puc. 14) otobpaxarTcs Heobxoammble
NpoBepKM, KOTOpble 6yayT nMpoBeaeHbl nepes yCTaHOBKOM OBHOBNEHMS. 34eCb Xe MOXHO
nosy4nTb CBEAEHUS O HUX, BbiBpaB MKOHKY C B6ykBOM «i». YTOObl BbINOSHUTL OBHOBMEHME
KpunTtollpo DSS, HaXXMnTe KHOMKY «BbINOMHUTL>».

== g
g MoarotoBka K 0BHOBNEHUMID

Nelictene

3akputue Powershell

MpoBepka HEEEPCMOHHBIX GaiNoE
Mposepka cnyxGol D55 Health Monitor

Ceenerna ob obHoBNEHMN

Puc. 14 — MoarotoBka k obHoBneHuto (1)

Ha cnepgytowenn crtpaHuue noarotoBknM K obHoBneHuto (Puc. 15) otobpaxatotcs
pe3ynbTaTbl MPOBEAEHHbIX MPOBEPOK, FAe TaKXe MOXHO NOoMy4YuMTb cBeaeHuss 06 3Tux
pe3ynbTaTax, BbibpaB MKOHKY € 6ykBOM «i». YTo6bl npogomkmnte o6HoBNneHmne Kpuntollpo DSS,
Ha)XMUTe KHOMKY «[lanee».
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3 MoaroToBka K 0OHOBAEHWID

Deiicteme Pesynetar
3akpbitwe Powershell JononHUTENbHBIE CEEAEHW
Mposepka HEEEPCUOHHLIX daince [ononHUTENbHEIE CEEAEHM

Mposepka cryxBe D35 Health Monitor ErinonHens yonewHo

CeepsHnA ob obHOBAEHMK JonoAHHTENEHEE CEELEHN

Puc. 15 — MNMoarotoBka k ob6HoOBMeHUO (2)

Mocne o6HoBneHus @annos oTobpasuTCs CTpaHMua C 0BHOBNEHMEM pa3BEPHYTbIX
ak3eMnnapoB kKoMnoHeHToB Kpuntolpo DSS (Puc. 16). Ansa npoaonkeHns HaXxXMuTe KHOMKY
«[Janee».

Moarotoeka k obHoBneHwo Cepeepa Moanwck

¥cTaHOBNEHHEIE IK3EM nAapbI EJ'I)’H(G

Beb-wHTepdedic nonssosatena IKIEMNAAPLI HE CO3AaHEI.
Cepeuc Mognucy SKZEMMNAAPLI HE CO3AEHI
Cepeuc AyauTa SKZEMMNAAPLI HE CO3AEHI

UenTp Maentudukaumm IKIEMNAAPLI HE CO3AaHEI.

Puc. 16 — CeegeHus 06 nMmerowmxcs aksemnnaapax Kpuntollpo DSS

O6HoBnenne Kpuntollpo DSS npopomkutcs B aBTOMaTUYeCKOM pexume. o ero
3aBepueHnn otobpasnTtcsa oKHO ¢ Hagnucbto «Kpuntollpo DSS ycnewHo o6HoBneH» (Puc. 17).
[ns 3aBepwieHns o6HOBMEHNS U BbiXOAA U3 NMPOrpaMMbl YCTAHOBKM HaxXMuTe «0TOBO>.
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Kpuntellpo DSS ycnewHo oBHoENEH

loroBo

Puc. 17 — 3aBepweHune ob6HoBneHnsa Kpuntolpo DSS

3.2.4. YaaneHue

Ons ypaneHus cepBepa 37eKTpoHHOM noanucn <«Kpuntollpo DSS» 3anyctute
yctaHoBky naketa DSSInstall.exe, pacnonoxeHHOro Ha KOMMaKT-AWCKE, WIW 3anycTuTte
YCT@HOBLUMK Ha yaaneHue u3 pasgena lNporpamMmmbl 1 KoMNoHeHTblI Ha lMaHenu ynpasneHus.
Ypanernue «Kpuntollpo DSS» AO/MKHO OCYLLECTBAATLCS OT MMEHU MoJsib30BaTensd C npaBamu
aAMUHUCTpaTopa.

Mpun yaaneHumm KOMMOHEHTOB «CepBUC Mognucm», «LleHTp
NaeHTndunkaummn», «CepBuC Ayanta», 6yayTt yAaneHsbl BA
COOTBETCTBYIOLWMX IK3EeMNISPOB Cryx6.

Ecnn yctaHoBwMK «KpunTtolpo DSS» 3anyckaeTcsa C KOMMNAKT-AWCKAa, Ha NepBoW
CTpaHuue MacTepa yCTaHOBKM Heob6xoAMMO Bbl6paTb Heobxoaumoe AeWcTBME: yaaneHue
npoaykTa. [Ana npoAo/XXeHUs HaxmuTe KHonky «[anee» (Puc. 18).
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% WM3amenute Tekywyto ycraHoBky Kpuntolpo DSS

] AoBaEnTe/YA3NUTE KOMMNOHEHTEI
@) Ypanuts npoaykr

Puc. 18 — Bbibop yaanenusa Kpuntolpo DSS

Ha cneaytowenn cTpaHumue Mactepa (Puc. 19) otobpaxatloTcs pa3BepHyTble
3K3eMnnapbl Cnyx6, kKoTopble O6yayT 3aTpoHyTbl npu yaaneHmn Kpuntollpo DSS. Ansa
NMPOAO/IKEHMS HAXXMNTE KHOMKY «[lanee».

Moarotoeka K yaaneHuo Cepeepa Moanucn

YcTaHOBNeHHble 3IKZEMNNAPLI mymﬁ

BeG-wHrepdeiic nonbzosarena IKIEMMAAPLI HE CO3AaHEL
Cepeuc Moannck JKSEMMIAPLI HE COSAaHBI
Cepeuc Aygna IKIEMMAAPLI HE CO3AaHBI

Lentp Maertrdmkaipm JKSEMILIAPE HE CO3AaHbL

‘ ‘ Hazag H Oanees ) |

Puc. 19 — MoarotosBka K yganenuto Kpuntollpo DSS

Mocne BbINOSIHEHUS BCEX OMMCAHHbIX LIAroB, MacTep YCTaHOBKM yaanut Kpuntollpo
DSS, conpoBoxaas AEWCTBUS KOMMEHTapusMu. MO OKOHYaHWM yAasIEHUS MacTep MOKaXeT
OKHO C MNoATBEpP)XAEHWEM ycnelwHoro yaaneHus (Puc. 20), B KOTOpPOM Heo6X0AMMO Ha)kaTb
KHOMKY «[0TOBO», YTO6bI BbINTU M3 NPOrpaMMbl YCTaHOBKMU.
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Mpoaykr Kpuntollpo DSS ycnewHo yaanéH

Puc. 20 — 3aBepuweHune yganenns Kpuntollpo DSS

3.3. YctaHoBka NAKM «Kpuntollpo HSM»

MporpammHo-annapaTHbii kKpunTorpadumdeckmnini moaynbe (MAKM) «Kpuntollpo HSM»
ABNSAETCH Heob6XOAMMbIM 3/1EMEHTOM apXUTEKTYpPbl KOMMJEKCHOro pelweHus Ha 6asze COIl
«KpunTolpo DSS» n gomkeH yCTaHaBAMBaTbCs B COOTBETCTBMM C Mpoueaypoin, ONMCaHHOM B
AokyMmeHTe «XKTHAKN.00096-02 95 01 Kpuntollpo HSM. lMpasuna nonb3oBaHUsA», BXOAALWEM B
koMmnnekT noctasku NMAKM «Kpuntollpo HSM».

Mocne Toro, kak MAKM «Kpuntollpo HSM» ycTaHoBfeH, Ha pabouylo CTaHuuio, Ha
KOTOpOW pa3sBepTbiBaeTca KoMnoHeHT CepBuc MNoanucu, cnegyet yctaHosuTb KpunTtollpo HSM
Client. NMogpobHasa MHCTPYKUMS MO YCTaHOBKEe npuBeaeHa B AOKyMeHTe «XT5N.00096-02 93
01 Kpuntollpo HSM. PykoBoacteo lMonb3oBaTtens», BXoAsieM B KOMMNEKT noctaskn NAKM
«KpunTollpo HSM».

CepBuc Moanucu MoxeT paboTaTb CO CeayWmnMmn KpMnTonpoBangepaMm:

» Crypto-Pro HSM Svc CSP (tun 75);
» Crypto-Pro GOST R 34.10-2012 HSM Svc CSP (tun 80);
» Crypto-Pro GOST R 34.10-2012 Strong HSM Svc CSP (tun 81).

Onsa perncrtpaumn kpuntonposargepa Ha Cepsuce MNoanmcm Mcnonb3ymte KomaHaner
Add-DssCryptoProvider.

Ons B3anmMoaencTBus cepBuca anekTpoHHon noanucu ¢ NMAKM «Kpuntollpo
HSM» HeobxognMo p[o6aBuTb y4yeTHYH 3anucb, Mog KoTopon paboTtaer

Cepsuc DNEeKTPOHHOM noanucu (no yMOST4aHUo — IIS
AppPool\CryptoProDSS-1-SignServer), B rpynny
«MpuBunernpoBaHHbIE noJsib3oBaTesin KpunTtollpo HSM»

(nonb3oBaTenu, KoTopble MMEKT NpaBo nogkatoueHus K «Kpuntollpo HSM»).
Ecnu Takon rpynnbl HET, TO ee Heob6XxoaAnMO co3aaTh.
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3.4. PasBepTbiBaHue LN

PazgépTbiBaHMe LeHTpa MWaeHTndukaumm Kpuntollpo DSS ocyuwiectBnsietcs B
cnepyoweM nopsake:

1.

YcTtaHoBka Beb-cepBepa Microsoft IIS ¢ Heob6xoanMMbIMM KOMMOHEHTaMKU (CM.
pasgen 3.1).

YcraHoBka 3ak3emmnigpa CYb Microsoft SQL Server Bepcun 2008
R2/2012/2014/2016/2017. B kayecTBe MeToAa ayTeHTUdUKaLNUM HEOBXOANMO
BblbpaTb «Pexunm nposepku nognnHHoctn Windows».

YctaHoBka «Kpuntollpo CSP».
YcraHoBka UeHTpa NaeHTudumkaumm Kpuntollpo DSS (cMm. pasgen 3.2.1).
Hactpolika UeHTpa NaeHTndukaumm Kpuntollpo DSS (cMm. pasgen 4.5).

3.5. PasBepTbiBaHue CepBuca lNMNoanucum

PazgépTbiBaHMe CepBuca lNMognmcm ocyLeCcTBNsSETCs B cregyoweM nopsake:

1.

No v AW

PasBepTbiBaHne Beb-cepBepa Microsoft IIS ¢ Heob6xooMMbIMM KOMMOHEHTaAMU
(cM. NnyHKT 3.1).

YctaHoBka 3k3emnnapa CYB[ Microsoft SQL Server Bepcum 2008
R2/2012/2014/2016/2017. B kayecTBe MeToAa ayTeHTMdDMKaLMM Heob6xoammo
BblbpaTb Windows npoBepka noasiIMHHOCTM.

YcraHoBka «Kpuntollpo CSP».

YctaHoska Kpuntollpo HSM Client (cM. pasgen 3.3).
YctaHoBka «Kpuntollpo .NET».

YcrtaHoBka Cepsuca Mognucu (cMm. pasgen 3.2.1).
Hactpowka Cepsuca Noanucu (cMm. pasgen 4.5.9).

Ona nopnepxku ¢dopmatoB noanucm (XMLDSig, PDF, MS Office) Heobxoammo
ycTaHoBUTb NpoaykT «Kpuntollpo .NET» 1 BBECTU AEUCTBYIOLLYIO TULIEH3UIO.

Ons nopaoepxku dopmaTta noanucn CAdES-X Long Type 1 TpebyeTtca BBecCTU
AencTeyowmne nuueHsnm Ha npoayktel «Kpuntollpo TSP Client» n «Kpuntollpo
OCSP Client». JaHHble NnpoayKTbl BXOAAT B cocTas anctpmubytmusa C3MN «Kpuntollpo
DSS».

Ona koppekTHor paboTtbl C3I noTpebyeTca HanmMumMe Ha cepBepe nNpoaykKTa
«KpunTtollpo CSP» (BxoauT B KOMMNeKT noctaBku MAKM «Kpuntollpo HSM»).

3.6. Pa3zBepTbiBaHne Beb-nHrepcdenca NonbsoBarensn

PassépTbiBaHne Beb-uHTepdelica MNMonb3osatens Kpuntollpo DSS ocyllectBnseTcs B
crefyroleM rnopsigke:

1.

YcraHoBka Beb-cepsepa Microsoft IIS ¢ Heob6xoaMMbIMM KOMMOHEHTaMu (CM.
pasgen 3.1).

YctaHoBka Beb-uHTepdelica Monb3osatens Kpuntollpo DSS (cM. pasgen
3.2.1).

Hactpoiika Beb-uHtepdeiica Nonbsosatensa Kpuntolpo DSS (cM. pasgen 4.7).
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3.7. PasBepTbiBaHue CepBuca AyauTa

PasBepTbiBaHne CepsBuca Ayamta Kpuntollpo DSS ocywecTtBnsercs B Cnenylolem
nopsigke:

1. YcraHoBka Beb6-cepBepa Microsoft IIS ¢ HeobxooMMbIMKM KOMMOHEHTaMu (CM.
NyHKT 3.1).

2. YcraHoBka 23k3emmnigpa CYbA Microsoft SQL Server Bepcun 2008
R2/2012/2014/2016/2017. B kayecTBe MeToAa ayTeHTUdUKaLNUM HEOBXOANMO
BbibpaTb Windows npoBepka NoASIMHHOCTM.

3. YcraHoBka Cepsuca Ayauta (cMm. pasgen 3.2.1).
HacTtpolika CepBuca AyauTta (cMm. pasgen 4.8).

3.8. PasBepTbiBaHne myDSS

PazBépTbiBaHMe KOMNOHeHTa MyDSS ocyuwecTBnsieTcs B cnefyoweM nopsake:

1. YcraHoBka Beb-cepBepa Microsoft IIS ¢ Heo6XO0AUMbLIMM KOMMOHEHTaMu (CM.
pasgen 3.1).

2. YctaHoBka 3k3emnnsipa CYBA Microsoft SQL Server Bepcun 2008
R2/2012/2014/2016/2017. B kayecTtBe MeToAa ayTeHTUdUKaumm Heobxoanmo
BblbpaTb «PexuM npoBepku noanmHHoctn Windows».

3. YcraHoBka «Kpuntollpo CSP».

YcTraHoBka KoMnoHeHTa myDSS (cM. pasgen 3.2.1).

5. HacTtporika komnoHeHTa myDSS (cMm. pa3aen 4.8.1).

3.9. PasBepTbiBaHue 6a3 faHHbIX CNy»k6

Cepsuc Noanucu, UeHTtp NaoeHTndukaumn, Cepeuc Ayanta n myDSS ans ceoen paboTebl
TpebyloT noakntoveHnsa Kk 6aszamM gaHHbIX Ha SQL-cepBepe. ba3sbl AaHHbLIX Cnyx6 co3patoTcs
npu passopaymsaHum sk3emnngapos Cepsuca Moanucn, LeHTpa WaeHTudwukaumm, Cepsuca
Ayauta un myDSS ¢ nomMowbio koMmaHanetoB New-DssSignServerlnstance, New-
DssStsinstance, New-DSSCmisInstance, New-MyDssServerExternallnstance, New-
MyDssServerInternallnstance.

B npocrenweMm cnydyae, koraa SQL-cepBep pa3BEPHYT Ha OAHOM cepBepe C
ak3eMnaapoM cnyxboel DSS, TpebyeTcs 3agath TONbKO MMA SQL-cepBepa 1 nmsa 6asbl aHHbIX.
MoakntoveHune Monb3oBatens (AaMuHucTpaTopa DSS) n cnyx6bbl DSS 6yaeT ocywecTBeneHo
noA COOTBETCTBYHOLWNMU YyUETHbIMK 3anncammn Windows.

Ecnn SQL-cepBep pa3BEPHYT Ha OTAENbLHOM XOCTe, TO MpuM pasBopadMBaHumn
ak3eMnaapoB cnyxbbl TpebyeTrca wucnonb3oBaTb napamerp ConnectionInfo Tuna
CryptoPro.DSS.Common.Utils.SqlConnectionInfo.

B Tabaunua 3 npmuBeaeHo onucaHme cTpyktypbl SqlConnectionInfo:

Tabnuua 3. Onucanme cTpykTypbl SqlConnectionInfo

MNMapameTp Tvin OnucaHue

Appec sk3emnngapa SQL-cepsepa, Ha

KOTOpPOM cneayeTt pa3BepHyTb 6a3y
ServerName string OAHHbIX.

®opmaT: <SQL-cepBep host>\<ums

3K3eMmnnapa>

HKTAN.00096-02 92 02 KpunTtollpo DSS. PykoBoactso AGMUHUCTpaATOpa CtpaHuua 24 13 286



MapameTp Tvn OnucaHue

DatabaseName string NMs 6a3bl AaHHbIX.

Nmsa MNMonb3osaTtens SQL-cepsepa, noa
AsUser string KOTOpbIM ByAeT yCTaHOB/IEHO
coeauHeHune.

Maponb Monb3oBaTensa SQL-cepsepa, noa

AsUserPassword string KOTOpbIM ByAeT yCTaHOB/IEHO
coeauHeHune.
AccountType ServiceAccountType Twun y4yeTHOM 3anmMcuK Cnyxobi.

Nms yyéTHOM 3anmcuK cnyxobl ans

ServiceAccountName string noaKNtoUenms: K SOL-cepsepy

Maponb y4€THOM 3anucu cnyxbbl ans

ServiceAccountPassword string noaKnioueHNs K SQL-cepeepy

MponycTUTb NPOBEPKM MOAKHOUYEHNS K

SkipValidation bool SQL-cepsepy.

MoaKNUYNTBLCA K CyLlecTBytowel 6ase

UseExistingDB bool
OaHHbIX.

Ecnn xoct SQL-cepBepa M XOCT 3k3eMmnisipa cnyxb6bl DSS HaxoasTcss B AOMEHe
Windows, To no ymonuaHuio 6yaet ncnonb3oBaHa Windows-ayteHtTudunkaums Nonb3osartens
n cnyx6bl DSS npu noaknoueHnn Kk SQL-cepsepy. B aToM cnyuae Tpebyetca 3agaTb MMS U
naponb y4étHon 3anucu cnyxbel DSS (napameTpbl  ServiceAccountName u
ServiceAccountPassword). YuéTtHas 3anucb cnyxbbl goskHa ObiTb npeaBapuUTesnibHO
co3gaHa B AOoMeHe. [loa aaHHOM y4YEéTHOM 3anuncbio 6yaet paboTaTb Nyn NPUNOXEHUN CNyXObl
Ha IIS. YuéTHasa 3anucb cnyxbbl DSS 6yaeT 3apeructpmpoBaHa Ha SQL-cepsepe npwu
pa3BopaymMBaHuMK 3K3eMmnisgpa. Huxe npuBeaéH npuMep CKpunTa Ans pa3BopayvMBaHuUs
ak3emnnsapa Cepsuca Noanncu ¢ 6a3oin gaHHbIX Ha yaanéHHoMm SQL-cepsepe.

Import-Module CryptoPro.DSS.PowerShell.SignServer

SconnInfo = New-Object -Type CryptoPro.Dss.Common.Utils.SglConnectionInfo
SconnInfo.DatabaseName = “SignatureServerDB”

SconnInfo.ServerName = “alwaysOn”

SconnInfo.ServiceAccountName = “test\dssservice”
SconnInfo.ServiceAccountPassword = “P@sSwOrd”

New-DssSignServerInstance —-DisplayName SignServer —-SiteName “Default Web
Site” -ConnectionInfo $connInfo

Ecnm ognH nnmn oba xocta He BKAK4YeHbl B goMeH Windows, TO 415 NOAKAKOYEHUS K
SQL-cepBepy 6yaneT ncnonb3oBaHa SQL-ayteHTudmkaumsa. B aTom cnydae TpebyeTtcsa 3aaaTbh
Y4YE€THble AaHHble NoNb30BaTeNsi, KOTOPbIA pa3BopavynBaeT ak3eMnnsap cnyxbbl (NnapameTpbl
AsUser n AsUserPassword), u Vy4éTHble pJaHHble cnyx6bel DSS (napametpbl
ServiceAccountName un ServiceAccountPassword). YuyéTHas 3anucb noJb3oBaTens
Ao/mkHa 6bITb NpeaBapuTenbHO 3apeructpmpoBaHa Ha SQL-cepBepe M MMeTb AOCTATOYHbIN
Habop npaB A4na co3gaHmsa 6asbl  AaHHbIX. Y4é€THas 3anucb cnyxb6bl DSS 6yper
3aperncTtpupoBsaHa Ha SQL-cepBepe npu pa3BopadmMBaHUM 3K3eMnasapa.

MNMonb3oBaTesb MOXET CaMOCTOSATENbHO pPelWnTb, C KaKMMM YYETHbIMU AaHHbIMK byaeT
noakntodaTbcs cnyxba k SQL-cepBepy u nonb3oBaTenb ANs8 co3gaHma 6asbl gaHHbIX. Ons
aToro Tpebyetcs ycraHoBuTb Napametp SkipValidation B 3HaueHune $true. Ecnm He 3aaaHbl
napameTpbl AsUser n AsUserPassword, 10 nonb3oBaTtenb byaer noakntodatbcs K SQL-
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cepBepy c nomouwbio Windows-ayTeHTudunkaummn. B npoTMBHOM cny4dae - C nomouwblo SQL-
ayTeHTudumKaummn ¢ 3agaHHbIMU YYETHBIMU AaHHbIMU. Ona cnyxbbl TpebyeTca SBHO yKasaTb
TMN Yy4yé€THOM 3anucm 4epe3 napamerp AccountType. [lapamMeTp MOXET nNpuUHMMaATL
cnepyrowme 3HavYeHus:

» CryptoPro.Dss.Common.Utils.SqglConnectionInfo.ServiceAccountType.Windows;

» CryptoPro.Dss.Common.Utils.SglConnectionInfo.ServiceAccountType.SqlAccount.
B oboux cnyuyaax tpebyerca 3agaTb MMS M Maposib YYETHOM 3anmcu cnyxbbel DSS uepes
napameTpbl ServiceAccountName v ServiceAccountPassword.

Ecnv pasBopaumBaeTcsa AOMNOSHUTENbHbIAN 3K3eMnasap cnyx6bl CepBuca Moanucm nnm
LeHTpa NaeHTndunkaumnm, To TpebyeTcs ykasaTb MMS CyllecTBylowen 6a3bl AaHHbIX OCHOBHOMO
ak3emnnsapa u BbicTaBuTb NapamMetTp UseExistingDB B 3HaueHue $true.
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4. HacTtpouka Kpuntollpo DSS

4.1. Obwme cBeaeHus 06 aAMMHUCTPUPOBAHUMN
koMnoHeHToB Kpuntollpo DSS

AOMUHUCTPUPOBaAHME OCYLLECTBNSETCS 4epe3 KoHcosb PowerShell ¢ nomouwbto
KOMaHAeTOB, BXoaawmMx B coctaB PowerShell-moayna kaxaoro m3 KOMMoHeHToB. B obuwem
cny4yae 06beKTbl aAMUHUCTPUPOBAHMS NOAAEPXKUBAIOT cneaytowmin Habop oencTeunii:

» Co3gaTtb 06bekT (Add-*, New-*);

> W3MeHuTb NnapameTpbl 06bekTa (Set-*, Update-*);
» MonyuynTtb napameTpbl 06bekTa (Get-*);

» Ypanutb 06bekT (Remove-*).

YacTb 06bekToB  noAadepXuMBAlOT  AOMOJSIHUTENbHble  AEUCTBUS,  TakuMe  KakK:
BkAOUNTb/OTKNOUNTL (Enable-*, Disable-*), konupoBaTtb (Copy-*), nportectupoBaTb (Test-
*). UMeHa KoOMaHANETOB UMEIKT cneaytowyto CTpykTypy: <Verb>-<Name>, rge

» <Verb> - wma pgeicteusA, BbINONHSAEMOro Haa OOLEKTOM aAMUMHUCTPUPOBAHUS.
Hanpumep: Add, Get, Update n T1.4.
» <Name> - ums o6bekTa aAMUHUCTPUPOBAHMUS

Cnucok KoMaHANeToB, BXoAAWMX B coctaB PowerShell-moayna kaxgoro w3
KoMrnoHeHToB Kpuntollpo DSS, MOXHO MOAy4nTb, BbIMNOSHUB KOMaHAY:

Get-Command -Module CryptoPro.DSS.PowerShell.<KomnoHeHT> -CommandType Cmdlet

PowerShell-moaynn komnoHeHToB Kpuntollpo DSS npuseneHsl B Tabaunua 4.

Tabnuua 4. Moaynu komnoHeHToB Kpuntolpo DSS

KoMnoHeHT Uma mopynsa

LeHTp MaeHTudunkaumm CryptoPro.DSS.PowerShell.STS

Cepsuc Noanuncu CryptoPro.DSS.PowerShell.SignServer

Be6-nHtepdeic Nonb3oBaTtens CryptoPro.DSS.PowerShell.Frontend

Cepsuc Ayguta CryptoPro.DSS.PowerShell.Analytics
Moaynb ayTeHTUdUKaUnmn CryptoPro.DSS.PowerShell.MyDSSInternal
myDSS CryptoPro.DSS.PowerShell.MyDSSExternal

ﬂ,ﬂﬂ nony4yeHma cnpaBkKuy no KaXxXaomy M3 KOMaHANETOB BbIMOJIHUTE KOMaHAY
Get-help <mmMsa xomaHIJeTa>

Hanpumep:
Get-Help Set-DSSStsProperties

nnum

Get-Help Set-DSSStsProperties —-Full
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4.1.1. KouBeunep

KomaHanetbl, Bxoasiuwme B coctaB Powershell-Mmogynen DSS, nogaepxunsatoT paboTty
uepe3 koHBelep (pipeline). Bce komaHanetbl Get- Bo3BpawakT 06beKTbl. [lonydyeHHble
06beKkTbl MOryT 6bITb Yepe3 KOHBelep Hamnpas/ieHbl B KoMaHaneTtbl select, where, foreach,
format-list, format-table n T.4.

Hwxe npuBeaeHbl npuMepbl paboTbl ¢ koMaHaseTaMn DSS yepe3 kKoHBelep.
> [lpoBepka AOCTYNHOCTM KpUNTOMpoBaniaepoB
Get-DssCryptoProvider | Test-DssCryptoProvider
> [obaBneHne naeHTMdmnkKaTopa NpoBEPSIOLLEN CTOPOHbI

Sidentities = (Get-DssRelyingPartyTrust -Id 2).Identities
Sidentities.Add ("https://newhostname/frontend")
Set-DssRelyingPartyTrust -Id 2 -Identities $identities

> [NobaBneHne HoBon cnyx6bl TSP

SnewTSP = New-Object -TypeName CryptoPro.DSS.Common.Service.TspService

SnewTSP.Name = "New TSP Service Name"
SnewTSP.Title = "New TSP Service Title"
SnewTSP.Url = "http://hostname/tspNew/tsp.srf"
StspList = (Get-DssProperties).TSPList

StspList.Add ($newTSP)
Set-DssProperties -TSPList S$tsplList

» TpocMOTp OTAeNbHbIX CBOMNCTB 06bEKTOB
> [1poCMOTp CBOMCTB KpPUMTOMNPOBaniAepoB
Get-DssCryptoProvider | select -ExpandProperty Settings
> TlpoCMOTp CBOWCTB MOAY/NS OMOBELLEHUS
Get-DssStsNotifier -NotifierID 1 | select -ExpandProperty TransportPlugin
> ®opMaTnpoBaHue BbiBOAA B BUAE CNMCKA
Get-DssFeWSFederationSettings | format-list
» ®opMaTmpoBaHue BbiBOAA B BUAE Tabauubl
Get-DssFeWSFederationSettings | format-table
> [onyuyeHune cBoCTB (NONy4YeHne nMeHn MacTtep-ktoda y ob6bekTa Kpuntonposangepa)

(Get-DssCryptoProvider —-ID <prov ID>) .Settings]|
[CryptoPro.DSS.Common.Cryptography.Enums.CryptoProviderParam] : :MasterKeyNamnme ]

> W3meHeHune ceptudukaTta OnepaTopa

Scert = Get-Item Cert:\LocalMachine\TrustedPeople\0A5193D4C .. CA4437063
Set-DssIdentityOperator -IssuerName realsts -Login adminGost -Certificate
Scert

> [Mowuck MoAysia onoBeweHna 3a4aHHOro Tuna
Get-DssStsNotifier | where { $ .Type -eqg "Audit" }
> Bbibop wabnoHoB cooblieHnin 3agaHHOro Tuna
Get-DssStsFormatterTemplate | where { $_.Destination -eq "MyDssAuth" 1}
> [onyyeHne KoaoB cobbITU

(Get-DssSignServerEvent) | foreach { Write-host $ .EventType "
("([int]$ .EventType)") - " $ .Id }

> BbiBog MHpOpMauumn 06 ownbke
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Serror[0] .Exception
Serror[0] .Exception.InnerException

4.2. HacTtpouka nuueH3snm B Kpuntollpo DSS

4.2.1. JinueHsua Ha Cepsuc Noanucm

Ons ncnonb3oBaHus Cepeuca Moanucu Tpebyertca BBeCTU nuueH3nto. ECTb cnegytowme
TUNbl AnueH3snn Ha Cepsuc Mognucu:

» [eMoHcTpaumnoHHas. Paccuntana Ha 10 MNonb3oBaTenen n He orpaHM4YeHa No CpoKy
aencrteusa. 3agaeTcsa npu nomowm komaHaneta Komananet Add-Dsslicense. JinyeH3ns
3aKpennsaeTcs 3a KaxablM HOBbIM lMofb30BaTeneM, co3gaBLLMM 3anpoc Ha cepTmudmkar.
MNocne BBoaa basosol NuUeH3nn JeMOHCTPaUMOHHAs YHUUYTOXAETCS.

> ba3oBan. JlnueH3us BbIAAETCS Ha OrpaHWyeHHoe konuyectBo [lonb3oBaTtenen u
no3BosiieT UM Co34aTb 3anpoc Ha ceptudumkaT. He orpaHuyeHa no BpemeHu. [Ons
oAHoro aksemnnsgpa Cepsuca Moanmcm MoxeT 6bITb BBeAeHa TONbKO oaHa ba3sosas
nvuensus. MNpu BBoae HOBOM Ba3oBol AMLEH3NN, CTapas YHUUTOXAaeTCs.

> Ha pacwupeHme Ba3oBoW nuMUEH3UWU. JIMLEH3US BbLIAAETCS Ha OrpaHU4YeHHoe
Konn4yecTsBo MNonb3oBaTenen n HasHavaeTcs Monb3oBaTesnto TOIbKO MOC/e ncHepnaHus
nmmuta Monb3oBaTtenen B bazoson nuueH3un. JIMLueH3nM Ha pacluMpeHmne MoXeT bbiTb
CKOJIbKO YrOAHO.

> OrpaHuYeHHas No CPpoOKy AeNCTBUSA. B nuueH3mMn nponncaH sBHO CPOK OKOHYaHUS
[ENCTBMSA, @ TakXke MOXET 6blTb OorpaHuM4yeHo konu4vecTBo [lonb3oBaTtenein. [JaHHas
nvueH3ns 3ameHseT [1eMOHCTpauuoHHYl, He TpebyeT o06s3aTeflbHOr0 Hanuums
baszoBoi n/unmn nuueHsnm Ha pacwmnpeHne, HO MOXET UX AOMOSHATb. OrpaHMyeHHas
Mo CpPOKYy AEWUCTBUS NMUEH3MS MOoXeT ObiTb BBeAeHa TONbKO oaHa. Besoa HoBOWM
OrpaHM4yeHHOM NO CPOKY JIMLLEH3NN 3aMeHseT cTapylo.

> Ha pononHuTtenbHbIN cepBep. cnonb3yeTca Ana co3haHua cepBepa penankaumu.

BBoa NuMuUEH3MKM OCYLIECTBASETCS Npu NoMowm KomaHanetoB PowerShell. KomaHabl
ynpasneHma obwenn nuueHsnen Ha  CepBuc lognucum  BKKOYEHDI B MOAYNb
CryptoPro.DSS.PowerShell.SignServer. Cnncok KkomaHa npmseeaeH B Tabaunuya 5.

Tabnuua 5. CNMCcoK KOMaHANETOB AN yNpaBieHus nuueHsuein Ha Cepeuc Moanuncu

Add-Dsslicense 3apaHune nuueHsun Ha Cepsuc MNognucu.
Remove-Dsslicense YaaneHue nuueHsnm Ha Cepsuc lNognucu.
Get-DsslLicense BbiBOA Ha KOHCOMb CBeAeHUI O nnueH3nn Ha Cepsuc Moanucw.

4.2.1.1. KomaHgnet Add-DsslLicense

KomaHanet no3sonder 3agatb JsauueHsunio Ha Cepsuc [llognucn. K OCHOBHbIM
napaMeTpaMm OTHOCHATCH:

» CepwuiiHbli HOMEp;
» HauMeHoBaHue opraHmsaumu (ecnu BblAaHHas JUWUEH3MS  npeaycMaTpuBaeT
obs3aTesibHbIM BBOA MMEHW OpraHusaumn).
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Beoa komaHgsneta 6e3 napaMeTpoB akTMBUpyeT [eMOHCTPauMOHHYH JINLEH3UIO Ha
Cepsuc Moanucn (cm. Paspen 4.2.1).

CuHTakcumc:
Add-DssLicense [-SerialNumber <string>] [-CompanyName <string>] [-DisplayName
<string>] [-Force]
Tabnuua 6. MNapameTpbl koMmaHaneta Add-DssLicense

MNMapameTp Tvin OnucaHue

SerialNumber string CepwuiiHbli HOMEp.

CompanyName string HanmeHoBaHMe opraHusaumun.

DisplayName string OTobpaxaemoe nms skzemnnsapa Cepsuca MNognucu.

MapamMeTp no3BonsieT 6e3 NoATBEPXAEHUS OTKPENUTL
Force switch Monb3oBaTenen oT NpeablayLien NMUEH3UN U
npuBsa3aTb K HOBOW.

4.2.1.2. KomaHpgnet Get-DsslLicense

KoMaHANeT no3BONSET BbIBECTUM Ha KOHCOMb MHMOpMauuio O nnueH3nm Ha CepBuC
Moanucu.

CuHTakKcuc:

Get-DssLicense -DisplayName <string> -AssignedUsersInfo

Tabnuua 7. NapameTpbl koMmaHaneta Get-Dsslicense

MapameTp Tun OnucaHue

Mpu HanNM4MM AaHHOro NapaMeTpa BbIBOAUTCSA
AssignedUsersInfo string MHpOpMaLMN O TeKyLeM KonumyecTse lNMonb3oBaTenen,
NOAK/OYEHHbIX K AaHHOM JIMLLEH3UW.

DisplayName string OTobpaxaemoe nmsa sksemnnsapa Cepsuca lMoanucu.

4.2.1.3. KomaHgnetr Remove-DsslLicense

KoMaHonet nos3Bongder yAanuTb JINLUEH3UKI0 Ha CepBMC Moanncn. K napameTpam
OTHOCATCA:

CuHTaKcumc:
Remove-DssLicense [-DisplayName <string>] -SerialNumber <string> [Force]
Tabnuua 8. MNapameTpbl kKoMaHaneTa Remove-DsslLicense
MapameTp Tun OnucaHue
SerialNumber string CepuitHbIN HOMED.
DisplayName string OTobpaxaemoe nms ak3emnnspa Cepsuca Mognucu

MNapameTp no3sonsieT 6e3 NnoaATBEPXAEHUNSA OTKPENUTb
Force switch Monb3oBaTenen oT NpeablayLien NMUEH3UN U
npuBs3aTb K HOBOWA.
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4.2.2.JIn1eH31UA Ha KOMMNOHEeHTb! LA

Ona Kaxporo uM3 cfneaylowmx KOMMoHeHToB LM, oTBeualowmx 3a ayTeHTMdUKALUIO,

TpebyeTcsa NuueH3us:

>

>

>

Ha wmopaynb ayteHTudpmkaumm myDSS (ayteHTMduKaumss nonb3oBatenenm c
rnomoLbo MO6UILHOro npunoxeHns myDSS);

Ha cpepctBo ayteHtTudpumkaumm SimAuth (ayteHTudunkauma [MNonb3oBaTtenen c
noMoLbio annneta Ha SIM-kapTe);

Ha moaynb gocrtyna Cloud CSP (o6nauHbin kpuntonposanaep Cloud CSP).

Ans Kaxkaoro U3 aTUX KOMMOHEHTOB CYLWECTBYIOT cneytolime TUnbl TNLEH3UN:

>

>

AeMOHCTpaunoHHaA. AKTUBMPYETCA aBTOMaTUYECKN Npu co3gaHun sk3emnnsgpa LN,
paccuymTaHa Ha 10 MNonb3oBaTenen n He orpaHMYyeHa No Cpoky aencTeums. MNocne BBoaa
Baszoson mnm OrpaHMYEeHHOW MO CPOKY AENCTBUMS NUUEH3UM [eMOHCTpauMoHHas
YHUUTOXaeTcs.

[JeMOHCTpauMoHHasa JfMLUEH3MS He YHuUTOoXaeTca B Bepcusax DSS
@'3 2.0.2849 u BblLE.

Bba3oBas. JlnueH3na BblAAETCA Ha OrpaHM4YeHHoe Koau4vectBo [Monb3oBatenen uM He
orpaHu4yeHa no BpeMeHu. Ons oaHoro sk3emnnsipa UM moxeT 6biTb BBEAEHA TOJIbKO
oAHa baszosas nuueH3us. MNpu BBOAE HOBOW Ba3oBol NNUEH3MK, CTapas YHUYTOXaeTCs,
a nepeHasHayeHue JunueH3uu [lonb3oBaTensM MNPOMCXOAUT aBTOMATUUYECKU Mpu
rnonbiTKE MOATBEPXAEHUS oOnepauum WA BPYYHYK TMpW  Ha3HayYeHun MeToaa
ayTeHTudmKaummn.
Ha pacwwmpeHune Ba3oBoW nuueHsum. JlnueHsns gononHsetr basosyto (He MoxeT
6biTb BBeAeHa 6e3 Hee) M BblAaeTcss Ha orpaHMYeHHoe KonmyecTtBo [Monb3oBaTenen.
JlnyeHsnn Ha pacwmpeHne MoxeT 6biTb CKOSIbKO YroAHO.
Moanucka (Tonbko ana myDSS!). B nuueH3snun Tuna NMognucka orpaHnyeH Kak Cpok
AEeNCTBMSA NUUEH3MKW, Tak U Konu4yectBo [lonb3oBaTtenen (KOA-BO aKTMBaUWKA).
OcobeHHOCTU NUUEH3UN:
> CpoK [encTBus /NULEH3UM OTCYUTbIBAETCS WHAMBMAYaANlbHO C MOMEHTa
aKkTMBaumm kaxporo lMNonb3oBaTens. AkTuBauumen [onb3oBaTens Ha3blBaeTCH
BKtOUEeHMe aaHHOMY [Monb3oBaTento Metoga ayTeHTudukaumn myDSS.
> Tlpu BkAYeHun lonb3oBaTento MeToda ayTeHTudwukauum myDSS Tpatutca
OAHO WCNOMb30BaHMe nuueH3um (ogHa akTmeauusa). Ecam cpok pencreums
NMUeH3un ang gaHHoro ofnb3oBaTens UCTEK M Y Hero no-rpexHeMy BKIOYEH
MeTo4 ayTeHTudumkaunm myDSS, TpatuTcs ewe 04HO NCNOSIb30BaHNE JINLLEH3NU
(ogHa akTtuBaumsa). [JaHHbIM Npouecc NpoucxXoAuMT aBTOMaTUUYECKU WU
MOBTOPSIETCA, NOKa MeToa ayTeHTudmkaumm myDSS ocTaércs BKAOYEHHbBIM 4N
AaHHoro lMonb3oBaTtens.
> AKTUBauMsa nNuuUeH3uM 3akpennsetca 3a [lonb3oBaTeneMm. B TeueHme cpoka
OENCTBUS aKTUBUPOBAHHOM JIMLUEH3UM BOYEHNE/OTKOHEeHNEe A9 AaHHOro
Monb3oBaTena metoga ayteHTUudmnkaumm myDSS He TpaTUT HOBYIO aKTUBaUMUIO.
> JlnueH3snsa MoxeT 6biTb BBeAeHa, Aaxe ecnu ba3oBas nNMuUeH3ns OTCYTCTBYET.
OrpaHuyYeHHas No CPOKy AENUCTBUA. B NMUEH3MN NponncaH SSBHO CPOK OKOHYaHUS
OENCTBUSA, a TakKXe MoXeT 6bITb OorpaHuyeHo konm4yecTtso [lMonb3oBaTtenen. [daHHas
nmueH3ns MoxeT 6bITb BBeAeHa nocse [JeMOHCTpaumMoHHOM, He TpebyeT ob6sa3aTtenbHoro
Hanuumsa ba3oBoi uW/Man nuueHsaum Ha pacwupeHne, HO MOXET WX AOMNONAHSATb.
OrpaHu4yeHHas No CpoKy AeNCTBUS NMUEH3MS MOXeT H6bITb BBeAeHa TONIbKO ogHa. Beog
HOBON OrpaHM4YeHHOW NO CPOKY JIMLEH3UN 3aMEHSIET CTapylo.
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(tonbko ans myDSS!) OrpaHMyeHHass NO CPOKY JINLEH3UA NepecTaeT
MOJSIHOLLEHHO AeNcTBoBaThb B Bepcussix DSS 2.0.2849 u Bblwe. pn 3ToM
HEBO3MOXHO:

» BBOA W yaaneHue NMueH3nu aHHoro Tmna.

» [lpucoeanHeHne K 4ENCTBYIOLWEN IMLEH3MN HOBbIX MOSib30BaTenen.
Oco6eHHOCTM MCMNONb30BaHUSA OrpaHUYeHHOW MO CPOKY JIMUEH3UM B
Bepcuax DSS 2.0.2849 w Bbiwe:

> T[puKpenneHHble K AEeNCTBYOLWEN SIMUEH3UN MOSIb30BaTENN MOryT
Nnofib30BaTbCs €/ A0 WUCTEeYEeHUS Cpoka AEWCTBMS MpU YC/IOBUM
HEOTKJ/TIOYEHNSA MeToAa ayTeHTUudukaummn myDSS.

» Ecnu oTKI04YNTb NONb30BaTeNto, NPUKpPENnIEHHOMY K OrpaHMYeHHOMN
Mo CPOKYy JIMLEH3UN, MeToa ayTeHTudukaumm myDSS, cnepyouwee
Ha3Ha4yeHue eMy 3TOro MeToAa NpPUKpPenseT ero K HOBOM NMUEH3MN
TMna Moanncka (Npyn HanMuun).

JnueHsnn MOryT ObITb BBE€AEHbI KaK nocseaoBaTte/ibHO:

NuueHzuM Ha
paclMpeHne

.. . + m ________________ + Mognucka
n N

JeMoHCTpauMoOHHAA AUMLEHZMA basoean nuueHzuA

Puc.
Puc. 21 — lMocnenoBaTeNnbHbIV BBOA IMLEH3UI Ha MOAY/b ayTeHTUdUKaumn myDSS

Tak n napannenbHo:

NuueHanu Ha
pacwmpermne

| |
]
|
JemoHcTpayroHHan
HMLI'EH’EIMR

I Moanucka

Puc. 22 — MapannenbHbli BBOA NMLEH3UA HA MOAYNb ayTeHTuduKaumm myDSS

Mpu HanMumMn BBEAEHHOW JMUEH3UM Ha TOT WIN WHOM KOMMOHeHT UWN wu3
rnepeymncneHHbiX Bbllle, JMUEH3UWN 3aKpenasdanTca 3a [lonb3oBaTendaMm aBToOMaTUYeECKU npu
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HasHa4YeHMn MeToda ayTeHTUdMKaAUUM UM NpU NOMbITKE MNOATBEpPXAeHMs onepaunun. lMpu
OTK/ItOYEeHUM Y [onb3oBaTENA KAaKOro-iMbo M3 METOAO0B ayTeHTUdMKALMN UM MoAYyNa A0CTyNa
Cloud CSP, nuueH3us ocBoboxpaetcs M MOXeT ObiTb 3aHsATa Apyrmm [lonb3oBaTenem
(kacaeTcs ToNbKO [JeMOHCTpaUMOHHON, Ba3oBoli NMUEH3NK 1 nnueH3nm Ha pacwmnpeHue).

KoMaHabl ynpaBneHuss JULEH3UMA Ha KOMMOHeHTbl LM  BkAoyeHbl B MOAysb
CryptoPro.DSS.PowerShell.Sts. Cnucok KkomaHa npuseaeH B Tabnvua 9.

Tabnnua 9. Cnncok KOMaHAMETOB A8 YNpaBAeHus NMLEH3NEN Ha CpeacTBa

ayTeHTUdunKaumm
KomaHnaner OnucaHue
Add-DssStslicense 3a4aHne NMMUEH3UM Ha KOMMNOHEHThI LN,
Get-DssStslLicense BbIBOA Ha KOHCO/Ib CBEAEHUN O JIML,EH3MM HA KOMMOHEHTbI L.

4.2.2.1. KomaHanet Add-DssStslLicense

KoMaHaneT no3BosifeT 3a4aTb JIMLUEH3UIO0 Ha KOMMNOHeHTLI LI, K OCHOBHLIM NapameTpam
OTHOCATCA:

» CepWuiiHbll HOMep;
» HauMeHoBaHue opraHmsaumu (ecnu  BblAaHHas JUUEH3MS  npeaycMaTpuBaeT
obs3aTesnibHbIV BBOA MMEHW OpraHusaumn).

CuHTaKcuc:

Add-DssStsLicense —-SerialNumber <string> [-CompanyName <string>] [-—
DisplayName <string>] [-Force]

Tabnuua 10. NapameTpbl koMaHaneTa Add-DssStsLicense

MapameTp Tvn OnucaHue

SerialNumber string CepuiiHbIi HOMED.

CompanyName string HanmeHoBaHMe opraHunsaumu.
DisplayName string OTobpaxkaemoe nmsa sksemnnsapa L.

MNapameTp no3sonseT 6e3 noaTBEPXAEHUSA OTKPEnUTb
Force bool MNMonb3oBaTenen oT NpeablayLien NMUEH3UN U
npuBsa3aTb K HOBOWA.

4.2.2.2. KomaHgnet Get-DssStsLicense

KoMaHaneT no3BonseT BbIBECTU HA KOHCOb MHMOPpMaLMIO O NINLEH3MN Ha KOMMOHEHTDI
LI Monb3oBaTens.

CuHTaKCcumC:

Get-DssStsLicense -IdentityMethodType <string>[-DisplayName] <string> -
AssignedUsersNumber
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Tabnuua 11. MapameTpbl koMaHaneta Get-DssStslicense

MNMapameTp T™vin OnucaHue

DisplayName string OTobpaxaemoe nmsa aksemnnspa LN.
string
Bo3MOXHbIe
3Ha4yeHUs:

MeTtog ayTeHTUdMKaUMn, MHGOPMaLUIO O JINLIEH3UN

IdentityMethodType 2
Ha KOTOPbIN HY>HO MOJYYMnTb.

myDSS,
SimAuth
CloudCSP

Konunyecrtso I'IOJ'Ib3OBaTe}'Iel71, NPUKPENIEHHbIX K

AssignedUsersNumber switch N
OAHHOM NINLLEH3UK

4.3. HacTpoMkKa yYyeTHbIX 3anucem

YnpasneHne ydyeTHbiMU 3anmcamu B Kpuntollpo DSS ocywecTBnserca Ha OCHOBe
ponesoin Moaenwn. Bbigensetca 4 Tuna ponen, OTHOCALWMXCH HenocpeacTtBeHHo kK C3M
«Kpuntolpo DSS»(cMm. Puc. 23):

» [lonb3oBaTensb;
OnepaTop;

OnepaTtop AyauTa;
OnepaTop-Habntogatens;
AoMUHKUCTpaTOp.

YV V V

Mockonbky ponb AAMUHUCTpaATopa JSIOFrMYecku He 3aBUCUT OT Fpynmn U CO3[AaeTcs Ha
KaXxaoM 3k3emnngape komnoHeHTa Kpuntollpo DSS, uMetowem B, TONbKO AN NOAyYeHUs
npas Ha BbINOJIHEHWE YNpaBAALWNX KoMaHaneToB (CM. pasgen 4.3.3), Ha AaHHOM CXeMe OHa
He oTobpaxaeTcs.

MHoxectso LA

| |
| |
| h |
' I
|
I |
t
' ! l I
|
| |
C L D :—
I |
| ! |
|=EEsEssEmEs= 1 77777777 .
I 1 | |
\ ! [ |
I H : UenTtp MaeHTndmkaumm |
| ! | |
[ ! L]
‘ |
| |
| Y
|
v
e |
s o)
L B W ®
| |
Oneparo I
1 PR } | Oneparop
} | CepBsuca
1 = [ o | Jyes
_— F— — ‘ \
Tenb | 1
I
MNMonb3oBatens Monb3oBatenb Nonesosatens | |

Ipynna

Puc. 23 — Jlornyeckas cTpykTypa ponen C3I
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CooTBeTCTBEHHO nMepeduncsieHHbiM ponam, B Kpuntollpo DSS MOXHO co3paBaTb
y4yeTHble 3anucu. Kpome 3TOro, yyeTHas 3anmncb MOXET MpuUHagnexaTb K KOHKPETHOMY
ak3eMnnapy (a3k3emnnspam) LN, Ha koTopoMm 6bina co3gaHa, a Takxke K rpynne.

Janee paHO noapobHOE ONMCaHME HACTPOMKM YUYETHbIX 3anucen AN KaXaonm w3
nepeyncneHHbIX ponen.

4.3.1. HacTtpounka y4yeTHbiXx 3anuceu MNMonb3oBarenen

Monb3oBarenb C3M «Kpuntollpo DSS» - nwbon nonb3oBaTesb, MNOSYYUBLUUIA
y4yeTHble AaHHble ansa Bxoga oT OnepaTtopa. EMy pgoctyneH ocHOBHOM dyHKumoHan CIMM wu
JINYHBbIN KabunHET, rae OH MOXET NPOCMOTPETb CBOW NPOodub U HAaCTPOEHHbIE AJ1S1 HEF0 BMAbI
ayteHTudumkaumn. PepakTupoBaHme NMYHbIX JAaHHbIX W cnocoboB ayTeHTuduKaumm
OCYyLLEeCTBNSIETCS B OCHOBHOM OnepaTtopoM, OAHAKO B CUCTEME eCTb BO3MOXHOCTb BblAauu
Monb3oBaTento NpaB Ha Takue AencTems. MNonb3oBaTento MoOXeT 6biTb Ha3HadeHa TONbKO o4Ha
rpynna.

YnpasneHue ydyeTHbiMu 3anucamu lMonb3oBatenen B CII «Kpuntollpo DSS» moxeT
OCYLWEeCcTBAATbCA TONbKO 4yepe3 Beb-uHtepdernc (OnepaTopoM UM 4YaCTUYHO CaMUM
Monb3oBaTtenem).

Monb3oBaTenu, npowealine npoueaypy ayteHtmdumkaumm, obbeanHeHbl BOKpPYr CBOEro
ak3emnnapa UeHTpa UaeHTudumkaummn. Onsg HUX MOryT ObiTb BK/IHOYEHbl 06LME HACTPOMKM
NEpPBUYHOM M BTOPUYHOW ayTeHTUdUKAUMKU, @ TaKXKe MOJIMTUKA KOMMOHEHTOB MMEHU, B
KOTOpOW yKa3biBaeTCs, Kakne KOMMOHEHTbl MeHN 06a3aTeNbHO A0J1XXHbI MPUCYTCTBOBaTb Npu
peructpauumn MNMonb3osartens.

Monb3oBaTenun, OTHOCALWMECA K OAHOMY 3k3eMnnsapy LW, moryT 6biTb pa3geneHbl Ha
rpynnel  noa ynpasneHueMm OnepaTtopoB. [pynna [lonb3oBaTenen xapakrepulyeTtcs
pa3/InyHbIMKM MONUTUKAMKW, HACTPOEHHOM ANns BCEX BXOASWMX B Hee [lonb3oBatenen u
OnepaTopoB. OTO MOryT 6bITb NMpaBuia BXxoda, BTOPUYHON ayTeHTUdGUKaunm (NoATBEPXKAEHNE
BX04a W NoATBepXAeHWe onepaunin n ap., cM. pasgen 4.5). Ecnun Ha LeHTpe MaeHTudukaumm
paspelleHa caMoCTosTeNbHas perucrpaumsa (B TeCTOBOM pexume), TO Mpu  CO34aHun
MNonb3oBaTenemM cBoel YYETHOM 3anncn oH ByaeT BKIKOYEH B rpynmny no yMonyaHuio.

Ona kaxpaoro [lonb3oBaTens MWHAWMBUAYANbHO MOryT 6biTb 3adaHbl  CMNoCO6bI
ayTeHTUdUKaUUN 1 NoATBEPXAEHUS BXoAa W onepauunii. OfHAaKO U3MEHEHUe 3TUX HACTPOoek
JLO/IXXHO COOTBETCTBOBATb HAacTpoiikaM ak3emnasapa LM, B koTopoM MNMonb3oBaTeb CO34aH.

4.3.2. HacTpoika y4yeTHbIx 3anucen OnepaTtopos

B Kpuntollpo DSS cyuwectsyeT Tpu Buaa OnepaTtopos:

> Onepatop DSS (paspen 4.3.2.1);
» Onepatop-HabnogaTtens (pa3gen 4.3.2.2);
> Onepatop AyanTa (pasgen 4.3.2.3).

ij OaHa n Ta Xe yyeTHas 3anucb He MOXeT BbINoNHATL posb OnepaTtopa,
OnepaTopa-Habnogatens n OnepaTtopa AyauTa OAHOBPEMEHHO.

AyTeHTudunkauma Onepatopa B Kpuntollpo DSS ocywecTBnsercsa npu MNomowm
ceptudumkara.

Kpuntolpo DSS nopaepxuBaeT BblAeNeHHOE XpaHuaulie usaatenen ceptudukatos
Ana ayteHTudwukaumn. UMa xpaHunuwa MOXHO MNONyyYuTb B BbiBOAE KOMaHaneta Get-
DssStsProperties (6es3 napameTpoB) HanpoTmnse napaMeTpa
ClientAuthenticationIssuersStoreName (no ymonuaHuto - STS Client Authentication
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Issuers). Ncnonb3oBaHue AaHHOro XpaHunnumuwa perynmpyercs napamMeTpom
IsClientAuthenticationIssuersStoreEnabled (cM. pa3gen 4.5.8.2).

Ons npoBepkn noa/MHHOCTK cepTudmrkaTta Onepatopa DSS Beb6-cepBepoM HEOH6X0AMMO
nobaBuTb KOpHeBOW cepTudukaT wmsgatens ceptudukaTta onepatopa DSS B xpaHunuuwe
«[loBepeHHble KOPHEBbIE LEHTPbI cepTUdUKaLMN» NOoKaNbHOro KoMnbloTepa.

Ons npoBepku nMogavHHOCTU cepTudumukaTta OnepaTtopa co ctopoHbl Kpuntollpo DSS
HeobxoaMMO MOMECTUTb KOpHeBOW cepTudukaT usgatens ceptudukaTta onepatopa DSS B
cneumanmnanpoBaHHoe XpaHunuue «<msa_npunoxeHus_LN> Client Authentication Issuers».
[aHHas npoBepka BO3MOXHa TOJIbKO Mocne ee akTuBauum (aKTMBMpPOBAHA MO YMOJITHYAHMUIO).
Ons akTmBaunm NpoBepku HeO6XOAMMO BbIMOMHUTL C/IEAYIOLLYI0 KOMaHAY :

Set-DssStsProperties —-IsClientAuthenticationIssuersStoreEnabled 1

4.3.2.1. Onepartop

OnepaTtop C3I1 «Kpuntollpo DSS» — npuBMNernpoBaHHbIi NOJIb30BaTENb, MMEKOLWMNIA
npaso Ha co3jaHune, peaakTMpoBaHUe 1 yaaneHme yu4€THblx 3anucel MNMonb3oBaTtenen, a Takxe
Ha ynpasneHune ceptudukatamm Nonb3osatenen DSS. OnepaTop MOXeT ynpaBnsaTb YYETHbIMU
3anucamMm 1 ceptudukatamm [onb3oBatenen TOMbKO B paMkax cBoero LeHTpa
NoeHTudukaumm mn ceoei rpynnbl. OnepaTop MOXET 6bITb BK/KOUEH B OAHY WM 6onee rpynnm.
Mpu coszpgaHum y4yéTHol 3annucu OnepaTtopa eMy HasHayaeTcs rpynna no ymondaHuto Default.
B fanbHenwem MOXHO M3MeHuTb Habop rpynn, B KOTOpble BKAtoYeH OnepaTop.

OnepaTop C3I «Kpuntollpo DSS» obecneuynBaeT BbINONHEHWE CNeayOWMX 3a8ay:

» Peructpauus MNonb3osatenen CIM «Kpuntollpo DSS»;

> YnpasneHue (pefakTupoBaHue, yaaaeHune) yY4eTHbIMM 3annucsamMm 3apermncTpupoBaHHbIX
Monb3oBaTtenen C3M «Kpuntollpo DSS»;

» HacTporika ayTeHTudUKaunm NMonb3osaTtenen;

> T[lpueM 3a89BNEHUN Ha perucTpaumio cpeacts ayteHTudukaumm lNMonb3osatenen;

> [lpocMoTp cpeacTB ayTeHTUdUKaumm, 3apernctpmpoBaHHbix B L Kpuntolpo DSS;

> Co3gaHue 3anpocoB Ha cepTudukatbl Monb3oBatenen CIMN «KpunTtolpo DSS»;

> Bblgava ceptudukaToB lMonb3oBaTtensam;

> TlpocMOTp 1 neyvaTb co6bITUIM ayanTa HasHavyeHHbIX OnepaTopy rpynn.

B uensx obecneuenms 6esonacHoctn LUeHTp WaeHTudumkaumm He wunMmeer
npeaycTaHOB/IEHHOM BCTPOEHHOWM yyeTHOW 3anucu OnepaTtopa. Mo3ToMy co3gaHuMe ydyeTHoMm
3anucnm OnepaTopa BO3MOXHO TOMBKO JIOKAJIbHO Ha cepBepe, rAae ycTaHoBfeH LleHTp
Naoentndumkaumm Kpuntollpo DSS. Ponb OnepaTtopa HasHadaeTcs AAMUHUCTPaToOpOM MyTeM
Bblgaun  Onepatopy cepTudmkata C  pacClWIMpeHHbIMM  MpaBaMuM WU KJIMEHTCKOWN
ayTeHTudukaumen. CepTudukaT [O/MKEH XPaHUTbCA B XpaHuauwe «JIMdHble» TeKyLero
nonb3oBaTens.

Co3paHune y4yéTtHon 3anncu OnepaTtopa OCyLeCcTBASEeTCS C NOMOLWb KoMaHaneta Add-
DssldentityOperator, Bxoaswero B coctas moayns CryptoPro.DSS.PowerShell.STS.
MoNHbIN CNNMCOK KOMaHANETOB MO HACTPOMKe yyeTHbIX 3anucelit OnepaTtopos Kpuntollpo DSS
HaxoauTca B pasgene 4.5.8.10.
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4.3.2.2. OnepaTtop-Habnwoaparenb

Ponb  OnepaTtopa-HabntoaaTtens MO3BONSIET  UCKIKYUTENBHO  MNpocCMaTpuBaTth
mHpopmauuto o [Monb3oBaTensx, noctynawuwyw ¢ CepBuca Moanucu u  LeHTpa
NaeHTudmnkaymm.

OnepaTop-HabnoaaTesb MOXET NpocMaTpMBaTb Creaytollee:

> Cnucok Monb3oBaTtenen C3MN «Kpuntolpo DSS»;

» HacTtpoikun ayTeHTudumkaunm MNonb3osaTenen;

> [lpocMoTp cpeacTB ayTeHTMdMKaUNK, 3aperncTtpmpoBaHHbix B LM Kpuntolpo DSS;

> [pocMmoTp ceptudmkaTtoB u/Mnm 3anpocoB Ha ceptudukaTtbl lMonb3oBatenen CIM
«Kpuntollpo DSS»;

> [pocMOTp K neyvaTb COOLITUI ayanTa Ha3Ha4vyeHHbIX OnepaTopy rpynnm.

Ponb OnepaTopa-Habniopatens MOXET MCNOMb30BaTbCA TaKXe MNpuKNIagHbIMK
CUCTeMaMu, KOTOpPbIM HeOH6X0ANM A0CTYN K MHpOpMaLUKUmM, yKa3aHHOM Bblwe. [JoCTyn BO3MOXEH
Kak yepe3 SOAP- u REST-unHtepdencol, Tak n yepes Beb-uHtepdeliic NMonb3oBatens — B 3TOM
cnydyae y Onepatopa-Habntogatens 6yayT OTCyTCTBOBAaTb HEKOTOPbLIE 3/1EMEHThI, OTBEeYatouwme
3a U3MEHeHMe HacTpoek ayTeHTudukaummn, ceptTndunkaTtos 1 Npou.

Co3gaHune y4détHon 3anmcm OnepaTopa-HabnwogaTtens OCyLeCcTBASETCS C MOMOLLbIO
koMaHaneta Add-DssldentityOperator, c o6a3arenbHbIM napamMeTtpom —type Readonly.

4.3.2.3. OnepaTtop AyauTta

Pone OnepaTtopa Ayauta C3Il1 «Kpuntollpo DSS» cywecTtByeT A/19 MOHUTOPUHra
cobbITU, MocTynawwmnx ¢ komnoHeHToB CII oT Bcex lMonb3oBaTtenent. MNMockonbky OnepaTtop
AyauTa npukpennseTca Tonbko K 3ak3emnnsapy LW, a He Kk rpynne, Ha Beb-uHTepdelice
Cepsuca Aygmta eMy AOCTYMNHbI BCe cobbiTUS BCeX lNMonb3oBaTenen AaHHOro aksemnnasapa LN,
B OoTAn4ne ot Apyrux ponen (Monb3oBatena n Onepatopa DSS), KOTOpbIM COBbITUA AOCTYMHbI
TONbKO B (pmnbTpOBaHHOM Mo rpynne/nonb3oBaTtento Buae. Onepatop AyauTa CyllecTByeT
Tonbko B Npeaenax Cepsuca AyamTta n He UMeeT A0CTyna K APYrMM KOMMOHEHTaM U hyHKUMSAM
Kpuntollpo DSS.

OcHoBHOM dyHKuMenn OnepaTopa AyauTa SBNseTCS co3pgaHue oT4vyeToB. [na 3TOro
TpebytoTcs nnarnHbl  popMupoBaHma otdyeTHocTu. B Kpuntollpo DSS cyuwectsytoT
npegonpeaeneHHble TUMbl 0OTYETOB, HO ANs Aob6aBieHns BO3MOXHOCTU BbiMyCKa TaKMX OTYETOB
Heo6xoaMMO CHavana HacTpouUTb COOTBETCTBYlOWME niarnHbl. OnmMcaHMe WUX HaCTPOMKM
HaxoauTcsa B pasnene 4.8.1.4.

B uensx obecneuyenms 6esonacHoctn LUeHTp WaeHTudumkaumm He wmmeer
npeayCcTaHOB/IEHHOMW BCTPOEHHON y4yeTHOM 3anucu OnepaTtopa AyauTta. [Mo3TOMy co3pgaHue
yyeTHown 3anuncm OnepaTtopa AyanTa BO3MOXHO TOJIbKO JIOKaNbHO Ha cepBepe, rae yCTaHOB/EeH
UeHtp WaentTudumkaumm Kpuntollpo DSS. Ponb Onepatopa AyamTa HasHadaeTcs
AAMWHUCTpATOpOM nyTeM Bbldaunm Onepatopy AyaumTta ceptudukata C  KINMEHTCKOWM
ayTeHTudunkaumen. CepTudukaT [O/MKEH XPaHUTbCA B XpaHuauwe «JIMdHbie» TeKylero
nosb3oBaTens.

CospaHne y4déTtHoOMm 3anmcm Onepatopa AyaAuTa OCYLWECTBASETCS C  MOMOLUbIO
koMmaHaneta Add-DssldentityOperator, ¢ o6s3atenbHbiIM napamMeTpoM -type Audit,
Bxoasiwero B coctaB wMoayns CryptoPro.DSS.PowerShell.STS. T[lonHbIn  cnncok
KOMaHA/1eTOB MO HacTpoilke ydyeTHbIX 3anucen Onepatopos Kpuntollpo DSS HaxoauTtcsa B
pa3gene 4.5.8.10. Hactpoiika yyeTHbIx 3anucen ALMMUHUCTPATOPOB
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4.3.3. O6wme cBegeHmnna 06 AgMMHUCTpaTopax

AaMmuHucTtpatop C3I1 «Kpuntollpo DSS» 3aHMMaeTca aAMUHUCTPUPOBAHUEM
HenocpeacTeeHHo CIIM «KpunTtollpo DSS». Ero 3agadamMun BnsOTCA:

»  AAMWHUCTPMPOBAHME cneunasbHOro NporpaMMHoro obecnevyeHus;

> HacTpoWka 3k3eMnnsapoB KoMrnoHeHToB CIIM «Kpuntollpo DSS»;

> ynpasneHue (co3pgaHue, pedakTMpOBaHMe, YyAdaneHWe) YYETHbIMM  3anumcsaMu
OnepaTtopos C3I1;

» ynpasneHune nuueHsmamm Kpuntollpo DSS.

Ons poctyna AaMmnHucTpaTtopa K B/l ak3emnnapa komnoHeHTa C3I1 «KpunTtollpo DSS»
eMy HeobxoagmMma yyeTHas 3anucb B B[l Kaxaoro u3 3k3emMnasipoB. TO/IbKO B 3TOM C/ly4ae OH
CMOXET BbIMOJIHATbL KOMaHANeTbl B PowerShell, npuHagnexalwme npocTpaHCTBY KOMaHA/1ETOB
TOro UAn MHoro mMoayns. NMpu 3ToM y4deTHas 3anmcb AaMuHuctpatopa B UM Kpuntollpo DSS
He co3pjaeTcs.

Co3paHne y4deTHbIX 3anucerr AAMUHUCTpaTopoB TpebyeTca pAna  cneaylowmx
KoMmrnoHeHToB Kpuntollpo DSS:

Tabnuua 12. KomaHaneTbl Ansg co3gaHus y4yeTHbIX 3anucen AAMMHUCTPATOPOB

KoMnoHeHT KomaHpner OnucaHue

[JobaBnaetr AAMMHUCTpaTopa

Add-DssStsAdministrator
Ana sk3emnndapa UK.

BbiBOAUT cBEaeHUsS 06
Get-DssStsAdministrator AAMUHUCTpaTopax
ak3emnnsapa UN.

LleHTp
NaoeHTudmkaumm

Ypanaet ADMUHUCTpaTopa C

Remove-DssStsAdministrator
akzeMmnnsapa Un.

[JobaBnsetr AAMMHUCTpaTopa
Add-DssSignServerAdministrator ana ak3emnnsapa Cepsuca
Moanuncu.

BbiBOAMT cBeaeHust 06
AoMUHUCTpaTOpax
sk3eMmnnsapa Cepsuca
Moanucw.

CepBuc

Get-DssSignServerAdministrator
Moanucu

Ypanaet AoMUHUCTpaTopa C
Remove-DssSignServerAdministrator sk3eMmnnsapa Cepsuca
Moanucw.

Jobasnaet AaMMHUCTpaTopa
Add-DssAnalyticsServiceAdministrator ans sksemnnspa Cepsuca
AyauTta.

BbiBOAUT cBeaeHUsa 06
AoMUHUCTpaTOpax
sk3eMmnnapa Cepsuca
AyauTa.

Cepsuc AyauTa Get-DssAnalyticsServiceAdministrator

Yaanaet ADMUHUCTpaTopa C
sk3emnnapa Cepsuca
AyauTa.

Remove-
DssAnalyticsServiceAdministrator

[JobaBnaet AaMMHUCTpaTopa

CepBep
B3ammogenctena Add-MyDssInternalAdministrator 22;.1??;;132 EeLpl)Ijmca
¢ UM myDSS A

myDSS.
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KoMMnoHeHT KomMmaHaner OnucaHue

BbiBOAMT cBEeaeHus 06
AoMUHUCTpaTOpax

Get-MyDsslInternalAdministrator sk3emnnsapa Cepsuca
B3aumopaenctemnsa c LA
myDSS.

Ypanaet ADMUHUCTpaTopa ¢
ak3eMmnnsapa Cepsuca
B3aumMoaencTems c LU
myDSS.

Remove-MyDssInternalAdministrator

LJobaBnaet AAMMHUCTpaTopa
ansa ak3emnnsipa Cepsuca

Add-MyDssExternalAdministrator B3aMMOAENCTBUS C
MOBUIbHBIM MPUTOXKEHNEM
myDSS.
CepBic BboiBOAMT cBEeaeHus o6
o AAMUHUCTpaToOpax
B3auMonencTBiA sk3emnnapa Cepsuca
C MOB6UbHbBIM Get-MyDssExternalAdministrator P P
B3aMMOAENCTBUS C
npumnoxeHnem
myDSS MOBUBbHbIM npunnoxeHmnem
myDSS
Ypanaet ADMUHUCTpaTopa C
sk3emnnsapa Cepsuca
Remove-MyDssExternalAdministrator B3auMOLENCTBUSA C
MOBUbHBIM MPUTOXKEHNEM
myDSS
4.3.3.1. AAMMHUCTpUpOBaHHue Y4YeTHbIX 3anucen
AaAMUMHUCTpPaATOpPOB

AOMUHUCTpUpPOBaHME y4yeTHbIX 3anucern ApgmuHucTpaTtopos Kpuntollpo DSS
OCYLLECTBASETCA C MOMOLLbIO KOMAHAETOB, BXOASLWMX B COCTAB CNeayrwmx Mogynen:

» CryptoPro.DSS.PowerShell.SignServer;
CryptoPro.DSS.PowerShell.STS;
CryptoPro.DSS.PowerShell.Analytics;
CryptoPro.DSS.PowerShell.MyDssServerExternal;
CryptoPro.DSS.PowerShell.MyDssServerInternal

V V VYV V

B 3aBMCMMOCTM OT KOMMOHEHTa A8 KOTOPOro BbIMNOMHSAETCH HacTpoika. Bce moaynu
coAep>at OAHOTUMHbLIA HAabop KOMaHA ANS HAaCTPOMKU YUYETHbIX 3anucern AAMUHUCTPATOpPOB.
Cnucok KoMaHg npuBeaéH B Tabauua 12.

KomaHpnetr Add-DssStsAdministrator

Jobasnaet AoMnHMUcCTpaTopa Ansa sk3emnasapa LN.

CuHTakKcuc:

Add-DssStsAdministrator [-Password <string>] -UserName <string> -DisplayName
<string>
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Tabnuua 13. MapameTpbl koMmaHaneta Add-DssStsAdministrator

MapameTp Tvn OnucaHue
. . OTobpaxkaemoe nmsa ak3emnasapa
DisplayName string
KOoMMNoHeHTa LleHTp MaeHTndunkaumm.
Password string Maponb yyeTHOW 3anucu
AAMUHUCTpaTOpa.
UserName string MMs yueTHOM 3anmcm AgMUHKUCTpaTopa.

KomaHpanert Get-DssStsAdministrator

BbiBOAMT cBeaeHns 06 AgMMHUCTpaToOpax yKasaHHOro aksemnispa L.

CuHTaKkcuc:

Get-DssStsAdministrator -DisplayName <string>

KomaHanetr Remove-DssStsAdministrator

Ypoanaet AQMUHUCTpAToOpa C YKasaHHOoro ak3emnnapa Ln.

CuHTaKcuc:

Remove-DssStsAdministrator [-DisplayName <string>] -UserName <string>

Tabnuua 14. MapameTpbl koMaHaneta Remove-DssStsAdministrator

MapameTp Tun OnucaHue
DisplayName string OTobpaxaeMoe nma aksemnnspa
KOMMoHeHTa LeHTp NaeHTndunkaumnn.
UserName string Mg yyeTHoM 3anmcyn AAMUHUCTpaTopa.
4.3.4. YnpaBneHue rpynnamm Ha LleHTpe
NpeHTudmnkaumm

Llentp UaeHTndmkaunm Kpuntollpo DSS nossonsieT pasgenuTtb lNonb3oBaTener Ha
rpynnbl. PasgeneHne Ha rpynnbl BBeAEHO AN yAo6CTBa agMMHUCTPUPOBAHUS YUETHbIX
3anucenn Monb3oBaTeneit OnepatopaMu. TO eCTb YynpaBfieHMEe YYETHbIMKU  3aMUCAMMU
Monb3oBaTenen MOXHO pasfAenuTb Mexay HeckonbkuMu Onepatopamu, TakuMm o6pa3om
Kaxxablh OnepaTtop 6yaeT ynpaBnsiTb TOJIbKO CBOUM HabopoM onb3oBaTenen.

[Ons ynpaBneHus rpynnamMmu uUCnosb3ytoTcsa komaHanetbl New-DssldentityGroup, Get-
DssldentityGroup, Remove-DssldentityGroup, Set-DssldentityGroup. [Ons  kaxporo
3aperncrpmpoBaHHoro aksemnnspa LleHTpa NaeHTudukaumm Bcerga cos3gaércsd rpynna no
yMoi4aHuio ¢ npegonpeaenéHHoiM nmeHem Default.

Monb3oBaTento MOXET ObITb Ha3HayeHa TOMbKO OAHA rpynna. o yMonyaHuio npu
co3gaHum yyétHom 3anmcu Monb3oBaTtenb 6yaeT BKAKOYEH B rpynny no ymondaHuto Default.

OnepaTop MoOXeT 6bITb BKAKOYEH B o4HY 1 6onee rpynn. MNMpu co3gaHnn y4ETHOM 3anncu
OnepaTopa eMy HasHa4aeTcs rpynna no ymondaHuto Default. B ganbHeiweM MOXHO M3MEHUTb
Habop rpynn, B KOTopble Bk/AYeH OnepaTtop, C MNOMOWbK KOMaHaneta Set-
DssldentityOperator. Ecnu Onepatop co34aéTt y4éTHYH 3anuck [onb3oBaTens, TO OH MOXET
HasHa4ynTb rpynny Monb3oBaTensa M3 cnucka rpynn, B KOTopblie OH BK/IKOYEH.
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4.4. Hactponka orpaHM4YeHUM pasMmepa AOKYMEHTOB

B Kpuntollpo DSS cywectByeT BO3MOXHOCTb HacCTPOUTb MaKCUMManbHbIA pa3Mmep
OOKYMEHTa, C KOTOPbIM COBepLUaeTcs onepaums wnudpoBaHus, paclumngpoBaHnus nnm noanncu.
Mo yMoNnuyaHWK MaKCUMManbHbIX pa3Mep Takoro AOKyMeHTa cocTtaenser 5 M6ant. Ecnu
TpebyeTcsa M3MEeHUTb AaHHOe OrpaHuMyeHue, 3Ta HacTpoika Ao/kHa 6biTb BbiMOSHEHa Ha
Cepsuce Moanncu, Ha Beb-nHtepdeiice Monb3oBaTtens, a Takxe Ha LleHTpe NaeHTudnkauymu.
Mpn HEe0bXoAMMOCTM NOATBEPXAEHUS OonepauUnii C UCNOSIb30BaHMEM MOBUIBHOTO NPUIOXKEHUS
myDSS  aHanoruM4yHykw  HaCTPOWKY HYXHO BbINOAHWUTL Ha 3k3emnnspe Cepsuca
B3auMogencremss C  MobunbHbIM  npunoxeHmem myDSS un  3sk3emnngpe CepBuca
B3anmogencrems ¢ UM myDSS.

Cnncok KOMaHANeToB, TMpuM TMNOMOLWKM KOTOPbIX HacTpauMBaeTCad OrpaHunyeHue
MaKCMManbHOIo pa3Mmepa nepefaBaeMoro AOKyMeHTa, npuBeneH B Tabauua 15.

Tabnuua 15. KoMmaHaneTbl Ana HAaCTPOMKKW OrpaHMYeHUi i pa3Mepa AOKyMeHTa

!HHIHHHHHHEIIIIIIIIIHHHHiHHHHEIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Cepsuc Moanuncu Set-DssEndpointGlobalSettings ¢ napametpom MaxMessageSize.
LleHTp Set-DssStsEndpointGlobalSettings ¢ napameTpom
NaeHTudmkaumm MaxMessageSize.

Be6-unTepgeiic Set-DssFeProperties ¢ napametpom MaxIISContentLength.

Monb3oBaTens

Set-MyDssServerlnteractionPushServiceEndpointGlobalSettings
myDSS External n
Interaction Server Set-MyDssServerlnteractionServiceEndpointGlobalSettings

c napametpoMm MaxMessageSize.

myDSS Internal

Interaction Server Set-EndpointGlobalSettings ¢ napametpom MaxMessageSize.

Ecnu ponyckaeTtca nepepada 6onblinx AOKYyMeHTOB (K npuMmepy, pasmepom 6onee 50
M6aiiT), MoxeT noTpeboBaTbCa HACTpPOMKa TalMayTa Ha nepepady AaHHbIX. [daHHble
HaCTPOMKM OCYLLECTBASAKTCA Ha KomrnoHeHTax Cepsuc MNoanucu, LeHtp NaeHTudukauumn,
CepBUC B3aMMOAENCTBUA C MOBUNBbHBIM npunoxeHnem myDSS myDSS u Cepsuc
B3aumogenctema ¢ LM npu nomowm Tex >Ke KOMaHAAeToB, 4To M B Tabauua 15, HO C
napamMetpamm MaxRecieveTimeOut n MaxSendTimeOut. 3T napameTpbl MNO3BOASAIOT
HacCTpOUTb BpeMs MoJSyYeHUs 1 OTMPaBKKN COObLLUEHNS CcepBEepOM.

B uensax wucknawoudeHus perpagaunm npowussoautenbHoctu Kpuntollpo
DSS, pekoMeHAyeTCs He yCTaHaBAMBaTb OrpaHMYeHne Ha MakCuMasbHbIN
pa3smMmep AOKyMeHTa Bbiwe 50 M6anT.

MpuMmep HACTPONKM OrpaHUYEHU NepeaaBaeMoro AOKyMeHTa:

# HacTporka orpaHMueHusa Ha LU
Set-DssStsEndpointGlobalSettings -MaxMessageSize 5242880 -DisplayName STS

# HacTpoiika orpaHuuenHus Ha Cepsuce lonnucu
Set-DssEndpointGlobalSettings -MaxMessageSize 5242880 -DisplayName SignServer

# HacTporka oTpaHMUYeHMs Ha BebO-uHTepberice I[lojib30BaTesNs
Set-DssFeProperties -MaxIISContentLength 5242880 -DisplayName Frontend
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4.5. HacTtpouka UA

LUeHTp WaoeHTndumkaumm npeacrasnsetr cobown npunoxerHne ASP.NET, koTopoe
npegHasHadeHo AN perucrpauuMm KW ayTeHTudukauum [onb3oBaTtenen, a Takxe
noaTBepXXAeHUs BoONen3sbaBaeHUs lMonb3oBaTens Ha onepauum ¢ ero kawdamu. B cnydae
yCrewHom ayTeHTudnKkaumm BblAaéTCs 3/IEKTPOHHBLIN UAEHTUMUNKATOP, KOTOPbIN 3aTEM MOXET
6bITb ncnonb3oBaH Ansa gocrtyna k Cepsucy [MMoanucm wnu ana ynpaeneHus LleHTpom
NoeHTndmkaumm. Bsammopencremne ¢ LleHTpoM NaeHTudmKaumm MOXET OCYLLeCTBASATHCS Mo
npoTtokony SOAP, a TakXe C UCNOSIb30BaHUEM apXUTEKTYpHOro ctmns REST.

4.5.1. MNocnepoBaTeNibHOCTb LWAroB NO HacTpouke
kKoMrnoHeHTa LeHTp UaeHntTndpmkayummn

JaHHblli pa3pgen PykoBoacTtBa AAMMHMCTpaToOpa onpeaensieT nocnefoBaTenbHOCTb U
nopsiaooK OENCTBMI MO pa3BopadMBaHUIO M HacTpolke 3k3emnnspa Cepsuca [MNoanucu B
peXnuMe «C Hyna».

NMpeaBapuTesibHble YCNOBUA:

YcTtaHoBeHHbIn SQL-Server;

YctaHoBneHHas ponb Cepsep npunoxenuii (IIS) (cm. pasgen 3.1);

HacTtpoeHHasq npussaska https Ha Cepsepe npunoxenun (1IS);

BbINyLWEHHbIN N YCTaHOBNEHHbIN CepBUCHbIN cepTudmkaTt LUeHTpa NaeHTudurkaumm (cm.
Pazgen 6).

VV VYV

BasoBas nocnepoBaTeNbHOCTb LLIAroB NO HacTpolike (o6si3aTenbHbIE):
1. CosgaHue sk3emnngpa cnyx6boel LUeHtpa MaeHTndunkauum (cm. pasgen 4.5.8.1).

Ha paHHOM ware 6yaer co3gaHo Beb-npunoxeHme Ha Cepepe npunoxenuin IIS,
pa3BépHyTbl 6a3bl AaHHbIX, 3aperncTpupoBaHbl XypHasnbl Windows.

2. Hactpoiika cepBucHoro ceptudmkarta Lentpa MaeHTndmnkaymu.

Ha paHHoM ware 3sk3emnnspy LeHTpa WaeHTuduKaunmm HasHa4vyaeTcss CepBUCHbIN
ceptudmKaT, KOTOpbIM  UCNOAb3YEeTCA ANA  ayTeHTUdPUKaAUMM  MNpU  MEXCEPBUCHOM
B3aumoaencrTemu (cMm. pasgen 6).

YuyeTHOM 3anucu, nog kotopok pabotaeTr nyn npwuioxenus LleHTpa
NaoeHTudunkaumm, Heob6xoamMMo BblaaTb MpaBa Ha AOCTYN K 3aKpbITOMY
K04y CepBUCHOro ceptudukarta (cm. pasgen 6.3).

3. Hactpoiika Cnyx6bl Mapkepos 6e30nacHOCTM.

Mpn HeobXO0AMMOCTM MOXHO 3a4aTb COBCTBEHHbIM cepTudukaT noanucu cnyxbol
MapkepoB 6e3onacHocTu (CM. PykoBoaCTBO Mo uHTerpauunm ¢ L), Mo yMonyaHuio CepBUCHbIN
ceptndukat UM n ceptndukat nognucu cnyxbol Mapkepos 6e30macHOCTM COBNagalT, a caMa
cnyxba cosgaercsa aBToMaTUYECKM NpU co3daHum aksemnasapa L.

Mocne BHeCeHwus U3MEHEHUM B KOH(pUrypauuto  sk3emnaspa
nepesanycrtute nyn Beb6-NpuAoOXeHMs COOTBETCTBYHOLWErO0 KOMMOHEHTa
Mpu NOMOLLM KOMaHA, ONMUCaHHbIX B pasgene 7.1.

AononHutenbHble AeACTBUA MO HacTpoike (onuMoHaNbHbIE):

» HacTpoika oTHoweHni gosepusa (cM. pasgen 4.5.3).
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> [lapaMeTpbl NEPBUYHON ayTEHTUDUKALNM NOKanbHbIX MMonb3oBaTenei.

AAMWHUCTPATOP MOXET 3aAaTb TpeboBaHMs K Nnaponto MNonb3oBaTens, Takne Kak AoJsMHa
W C/TIOXXHOCTb Maposier, MakCMMasibHOE KOJIMYECTBO MOMbITOK HEBEPHOro BBOAa MNapons (cMm.
pasgen 5).

ALMWHUCTPATOP MOXET BKJIOUNTL Creaylowme METOAbI NEPBUYHOM ayTEHTUDMKALNK:

> Bxop no nornHy/naposnto (BKAOYEH MO YMOJIYAHUIO);
> Bxop no ceptudukaTy (BKAKYEH NO YMOSIYAHUIO);

AOAMWHUCTPATOP MOXET paspewnTb WM  3anpetutb [lonb3oBaTesissM  U3MEHSTb
HaCTPOMKM NepBUYHOM ayTeHTuduMKaumn. [JaHHas HaCTpoMKa MMEET 3HA4YeHne, TONbKO ec/un
BKJIIOYEHO HECKOJIbKO METOAOB MEepBUYHOM ayTeHTUdUKauMn, HO HasHadaTb [losb3oBaTesto
TOT WAN MHOW MeTo4 BxoAa AO/KeH Tonbko OnepaTtop. [laHHas HacTpoWka He 3anpewaert
Monb3oBaTeNtd MEeHSATb JAaHHble ayTeHTUdMKauum - HanpuMmep, CMEHUTb Mapoib WK
Ha3HaunTb ApPYroin cepTudunKaT A5 BXOAA.

> T[lapameTpbl npodunsa Monb3osatensa (cMm. pasaen 4.5.4).
AOMUHUCTPaTOp MOXET 3adaTb TpeboBaHUA K KOMMOHEHTaM npodunsa MNMonb3oBaTens:

> CocTaB KOMNOHEHTOB (MMS, daMuand, A0/HKHOCTb, aapec, opraHusauus, NHH n 1.4.);
> YCTaHOBWUTb, KakKMe KOMMOHEHTbl ABNASAKTCA 00653aTeNbHbIMU U OMUMOHANIbHbIMU ANS

3anosiHeHus;

> YCTaHOBWUTb 3HaYeHMS NO YMOAYAHUIO ANS KOMMOHEHTOB (4719 OpraHm3auum, cTpaHbl U
T.M.)
AAMWHUCTpaTOP MOoXeT N3MEHUTL napaMeTpbl KOMMOHEHTOB UMeHun,

3aperncTpmMpoBaHHbIX MO YMOJIYAHUIO, yAANUTb Uin 4o06aBUTb HOBblE KOMMOHEHTbI (CM. pa3saen
4.5.4).

Takxe AOMMHUCTpATOpP MOXET paspewuTb uAM  3anpetutb [lonb3oBaTensm
pefakTuposaHme cBoero npodpwunga. Tlo yMmonyaHuio  [llonb3oBaTensaM  paspeleHo
penakTupoBaTb Npoduib.

» TpeboBaHUs K YHMKANbHOCTM AaHHbIX (cM. pa3gen 4.5.8.5, 4.5.8.15).

AAMUHUCTPATOP MOXET BK/OYUTb WM  OTKIOYUTb TpeboBaHMe YHUKaNbHOCTU
crnepyrowmnx AaHHbiX B npodune Monb3osaTtens:

> Homep TenedoHa;

» Appec 3/1eKTPOHHOM NOoYThI;

» PasnuuntenbHoe wuMms [lonb3oBaTens (COBOKYMHOCTb BCEX KOMMOHEHT B npodune
Monb3oBatens: uMs, damMuans, 4OSKHOCTb, agpec, opraHusaumns, MHH n 1.4.).

TpeboBaHne YHWKANbHOCTM HOMepa TenedoHa W/MNM agpeca 3/eKTPOHHOW MouYThl
aBnaeTca obsazatenbHbIM, €C/iM OHM UCNOAb3YTCA AN naeHTudukaumm MNMonb3osatenen. To
eCTb, ecnn AOMWHWUCTPATOP paspewwunn ucnonb3oBaHMe Homepa TenedoHa u/mnm appeca
3NEKTPOHHOM NOYTbl B KadecTBe naeHTndukatopa (nornHa) Monb3osatens.

» Onepatop DSS (cm. pasgen 4.5.8.10).

ALMUHUCTPATOP MOXeT 3aperncrpuposaTtb Y4Yé€THble pgaHHble OnepaTtopos DSS.
OnepaTop DSS saABnsieTca npMBuiermnpoBaHHoM y4é€THOM 3anmcbio Ha LleHTpe NaeHTudmkaumuy,
KOTOpOW pa3pelleHo co3haBaTb, peAaKTMpPOBaTb, yAaNsaTb YYETHble 3anmcu MNonb3oBaTenei;
Tak e Onepatop DSS m™oxeT ynpasnate ceptudmkatamm [lonb3oBaTenen: cospasaThb,
0406pATb, OTKAOHSATL 3anpockl Ha cepTudukaTel Nonb3oBaTenen.

> HacTpoika onoselleHus Monb3oBaTenei.
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AoMuHucTpatop DSS moxeT HacTpouTb SMS- nnu Email-onoseweHne MNonb3oBaTenemn
0 AEeNCTBMAX, BbINOSIHEHHbIX Ha LleHTpe NaeHTudunkaumm (cm. Pasgen 4.9).

OnoseuweHne Monb3oBaTenen Tpebyet nogknwvenmsa UM k SMS-wno3y
onepaTtopa COTOBOM CBSA3WM MUAW K MOYTOBOMY CeEpBEpPY B COOTBETCTBMWU CO
CXEeMOW pa3MelleHns KoMNoHeHToB (CcM gokyMeHT XTAKN.00046-03 90 02
Kpuntolpo DSS. Ob6uwee onmcaHue). n B COOTBETCTBMU C TpeboBaHMAMU
K NOAKJ/IIOYEHMIO K ceTaM obLero nosib3oBaHUs, OnNMcaHHbIMKM B Pasgene
10 XXTSAW.00046-03 05 01. MNpaswuna nosib3oBaHUA.

> Hactporika ayauTa.

AoMmuHucTpatop DSS MoxeT noakntountb LleHTp UaeHTndumnkaumm k Cepsucy Ayamta
ONsl BeAeHus XypHana cobbitnii (cM. Pasgen 4.8.2).

> Kactommzaums (cMm. pasgen 4.5.8.13).

AoMUHUCTpaTOp DSS MOXeET KaCTOMU3NpPOBaTb Beb-nHtepdeic LleHTpa
NaeHTndurkaumm: naMeHuTb UBeTa OHa, TEKCTA, IOFOTUNMbI, TEKCTbI 3aroyIoBKOB U T.M.
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4.5.2. O6beKTbl agMUHUCTPUPOBAHUSA

Ha Puc. 24 npuBeseHa cxema 06bEKTOB, AOCTYMHbIX ANS aAMWUHUCTPUPOBAHMUS Ha
LleHTpe NaeHTudurkauunm.

JKsemnnap
UeHTpa
AyguT HMaenTudurayun
Y A $unay AyTeHTudurauma
Tpynnbi Hactpo#km
JTyeHzmum -
nonb3oBaTensai 3K3emnaApa
HoMMNOHEHTbI MMEHM
Mogynu [osepeHHble
npoduana
ONOBELEHWA CTOPOHEI
nonb30BaTeNA
n graToKo Kactomuzauma
narvHel —
OAuth ad
CobbITua — OnepaTtopbl HypHanupoeaHue
MonuTtuka
LUabnoHb! MNpeobpazosaHme
“ — NoATEEpHAEHWA
coobuweruin LOKYMEHTOB "
onepayuid
MonuTMKa gocTyna K
HoHeuHble Touku A
onepauraAm
MaponbHaa
AAMWHWCTPATOPSI
NOAWTHKA

Puc. 24 — O6beKkTbl aaMUHUCTPMpOBaHuS LleHTpa UaeHTudunkaunm

Tabnuua 16. CNMcok KOMaHANETOB KOMMNOHeHTa «LleHTp NaeHTudukaunmn»

0O61beKT
aAMUHUCTPUPOBaHUSA

KomaHpner OnucaHue

KomaHanetr Remove-
DssStsInstance

KomaHanetr Remove-

HacTpoliku DssStsInstance
3K3eMnasapa

O6beKkT oTBeYaeT 3a
yrnpaB/ieHne 3K3eMnasipamm

KomaHaneT Get-DssStsInstance LN,

Update-DssStsInstance
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0O61beKT

KomMmaHaner

OnucaHue

aAMMWHUCTPUPOBAHUA

O6Lime HacTpomnKu

KomaHnanet Set-DssStsProperties

KomaHgnet Get-DssStsProperties

Get-DSSStsRegistryProperties

Set-DSSStsRegistryProperties

O6bekT oTBEYaEeT 3a
HacTponky ak3emnnspa LN un
CTPOKM nogkstoyeHus k 6ase
OaHHbIX.

KOHEeYHble TOYKU

Get-
DssStsEndpointGlobalSettings

Set-
DssStsEndpointGlobalSettings

O6bekT oTBeYaeT 3a obwme
HacTpPOWMKM NapaMeTpoB
B3ammogencTeusa LN ¢
VHTErpmMpyemMbiMm
CUCTEMaMM.

JInueH3sum

Add-DssLicense

Get-DssLicense

Remove-DssLicense

O61bekT oTBEvaeT 3a
NMueH3npoBaHmne
Kpuntolpo DSS. (cm.
pasgen 4.2).

MonuTtmnka gocryna K

Get-DssAccessPolicy

onepaunam

Set-DssAccessPolicy

O6beKkT oTBEYaEeT 3a
HaCTPOWMKY pa3peLleHHbIX
onepauun.

HacTporku cozaaHus

Get-DssAccountPolicy

YUYETHbIX 3aMUCen

Set-DssAccountPolicy

Ob6bekT oTBE4vaeT 3a obwme
HaCTPOMKM CO3aaHuUS
YUYETHbIX 3anucen .

[MapoabHbIE NOJUTUKU

Get-DssPasswordPolicy

Set-DssPasswordPolicy

O61bekT oTBeYaeT 3a
HaCTPOMKY MaposibHbIX
nonutuk UK.

JoBepeHHbIe CTOPOHbI

KomaHanet Add-
DssRelyingPartyTrust

KomaHgnetr Remove-
DssRelyingPartyTrust

KomaHanet Get-
DssRelyingPartyTrust

KoMmaHanet Set-
DssRelyingPartyTrust

KomaHanet Enable-
DssRelyingPartyTrust

KomaHnanet Disable-
DssRelyingPartyTrust

O61bekT oTBeYaeT 3a
HaCTpPOWMKY AOBEPEHHbIX
cTopoH LW KpunTtollpo DSS.

MpoTtokon OAuth

Add-DssClient

Disable-DssClient

Enable-DssClient

O6bekT oTBEYaeT 3a
HaCTPOMKY ayTeHTUdUKaLmn
no npotokony OAuth.
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0O61beKT

aAMMWHUCTPUPOBAHUA

KomMmaHaner

Get-DssClient

Remove-DssClient

Set-DssClient

OnucaHue

KomaHnpnet New-

DssldentityGroup

KomaHanet Get-DssIdentityGroup OOPEKT oTBeuaer 3a
Cpynnbl HacTpoOWKy rpynn
Monb3oBartenemn . Monb3oBaTtenen Kpuntollpo

KomaHanet Set-DssldentityGroup pgg.

KomaHonet Remove-

DssldentityGroup

KomaHanet Add-

DssldentityOperator

KomaHanet Get-

DssldentityOperator

KomaHanet Enable-

DssIdentityOperator O6bexT oTBeqaeT 3a
OnepaTopel ) HacTponky OnepaTtopoB

KOMaH,CI,n_eT Disable- KpunTolpo DSS.

DssldentityOperator

KomaHanet Set-

DssldentityOperator

KomaHanet Remove-

DssldentityOperator

KomaHanet Get-

DssStsConverterPlugin O6bLeKT OTBEYaeT 33
MNpeobpasoBaHue KomaHanet Add- HacTpOWKM nnarvHa ang
OOKYMEHTOB DssStsConverterPlugin npeobpasoBaHuns

KomaHnanetr Remove- AOKYMEHTOB.

DssStsConverterPlugin

KomaHnanet Get-

DssAuthenticationMethod

KomaHanet Enable-
AvTeHTUdunKaums DssAuthenticationMethod O6.beKTVOTBeLIaeT 3a

: HacTpOMKY MeToa0B

KomaHaner .Dlsgble- ayTeHTUdmKaumm L.

DssAuthenticationMethod

Import-DssStsOtpTokenData

KomaHanet Get-

DssStsCustomization

Komamaner Set- O6bekT oTBEYaeT 3a
Kactommnzaums A HacTpoMnKy oTobpaxeHus

DssStsCustomization

KomaHanet Reset-
DssStsCustomization

Beb-nHtepdenca LN.

KOMMNOHEHTbI MMEeHU

[Nonb3oBaTens

KomaHpanet Add-DssRDN

O6beKT oTBEYaeT 3a
HaCTPOMKY KOMMOHEHTOB
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0O61beKT
AAMMHUCTPUPOBAHUSA

KomMmaHaner

KomaHpgnet Set-DssRDN

Komanpnet Get-DssRDN

KomaHngnetr Remove-DssRDN

OnucaHue

pasnuMuUNTENbHbIX UMEH
Monb3oBaTenew.

Add-DssRdnPolicy

O61bekT oTBEYaeT 3a

[OANTUKM Get-DssRdnPolicy HaCTPOIKY NONUTUK
KOMMOHEHTOB UMEHMU KOMIMOHEHTOB
Monb3oBaTens Set-DssRdnPolicy Pa3MUYUTENbHbIX UMEH
Monb3oBaTenei.
Remove-DssRdnPolicy
NonAnTMKK Get-DssConfirmationPolicy O6bekT oTBevaeT 3a
noATBEPXAEHUS HACTPOMKY MONINTUKM
onepaunit Set-DssConfirmationPolicy NOATBEPXAEHNS onepaLuil.
Get-DssStsTracing
Set-DssStsTracing
Enable-DssStsTracing
Disable-DssStsTracing O6bekT oTBEYaeT 33
XYPHanMpoBaHWe CETEBbIX
KypHanunposaHue

Get-DssUmsTracing

Set-DssUmsTracing

Enable-DssUmsTracing

Disable-DssUmsTracing

B3aMMOLEeNCTBUN (CM.
pasaen 7.5).

Moaynun onoselieHuns

Add-DSSStsNotifier

Get-DSSStsNotifier

Set-DSSStsNotifier

Remove-DSSStsNotifier

Enable-DSSStsNotifier

Disable-DSSStsNotifier

O6bekT oTBEYaeT 3a
paccbliKy yBeoOMIIEHNI
Monb3oBaTensm um
Onepatopam Kpuntollpo
DSS (cm. pazgen 4.9.5).

MnarvHbl

Add-DSSStsPlugin

O61beKkT ABNAeTCa 4YacTblo
mMoAyn4a onoBeLWEHNA U
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0O61beKT

KomMmaHaner OnucaHue
aAMMUHUCTPUPOBaHUA

oTBeyaeT 3a popMUpoBaHme
coobLLieHnit, oTnpaBnsieMbix
Monb3oBaTensm um
Set-DSSStsPlugin OnepaTtopaM, a Takxe 3a
OTNpaBKy CO0bLWEHUN No
kaHany cesasm (SMS, Email n
T.4.) (cM. pa3gen 4.9.5).
Get-DSSStsEvent O6bekT «CobbITna»
no3B0oJISieT HAaCTPOUTb
CMMCOK CObbITUIA, O KOTOPbIX
6yayT onoBsewaTtbcs
CobbiTus Monb3oBaTenn u
Set-DSSStsEvent OnepaTopsbl, a TakXe 3a4aTb
KaHasnbl OTNpaBKK
coobweHun (SMS, Email, n
T.n.) (cMm. pasgen 4.9.5).

Get-DSSStsFormatterTemplate O6beKT no3sonseT

HacTpouTb WabnoHbl

coobLeHnit, oTnpaBsieMbiX
Set-DSSStsFormatterTemplate ny

Get-DSSStsPlugin

Remove-DSSStsPlugin

LLla6noHbl coobLeHnin

_ O6beKkT oTBEeYaeT 3a
New-DSSStsAudit B3aMMoaencremne c

Ayaunt CepBucom AyamTa v 3anucob

Remove-DSSStsAudit cobbiTuin LN B xypHan
AyauTa (cM. pa3gen 4.8.2).

4.5.3. [loBepeHHble CTOPOHbI

MpunoxeHne, koTopoe B cBoen paboTe onupaeTca Ha yTBepxaeHus (claims),
Ha3blBaETCS MPUIOXKEHNEM AOBEpeHHON CTopoHbl (relying party, RP). [loBepeHHOI CTOpOHOWN
MOXeT 6bITb, Kak Beb-npunoxeHune, Tak u sBeb-cnyxba. NMpunoxeHne AOBEPEHHO CTOPOHDI
npMHMMaeT MapKepbl, BblAaHHble cnyx601 MapkepoB 6e3onacHocTu (Security Token Service,
STS), n n3BNeKaeT U3 HUX yTBEPXAEHUs, YTobbl MCMONb30BaTh UX B 3aZavax, CBA3AHHbIX C
ayTeHTudmKaumen.

Cnyx6a ToKeHOB
6GezonacHocTu (STS)

1 MpunoskeHve
npoBepaAtoLLe il
CTOPOHbI

W W

Monb3oBartens Beb-knueHT

Puc. 25 — CueHapuii ayTeHTUdUKaLMM Ha OCHOBE YTBEPXAEHUN

Ha paHHon cxeme (Puc. 25) npepcrtasneH Beb6-cant (NpuioXxeHue [OBEPEHHOWN
CTOPOHbI) 1 Beb-knneHT (Beb6-6paysep), xenatowmin MCNonb3oBaTb AAHHbIN CalT.
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1. MNonb3oBaTenb, Npoweawnin NpoBepKy NOA/IMHHOCTU, 3anpalunBaeT Beb-CcTpaHuuy;
NpUNOXeHWe [OBEPEHHOM CTOPOHbI MepeHanpasfasieT €ero Ha nocTaBLiMKa
yaocTtoBepeHuin (STS).

2. Monb3oBatenb NpeaocTaBnsieT NOCTaBLWWKY YAOCTOBEPEHNIA CBOM YYETHbIE AaHHbIE,

Hanpumep, umsa Monb3oBatens u naposnb, 6unet Kerberos u 1.4.

. MocTaBLlMK yAOCTOBEPEHMI CO34aET TOKEH N OTMPAaB/ISIET €0 K/INEHTY.

4. KnueHT oTnpasnsieT 4OBEPEHHOM CTOPOHE 3anpoc BMECTE C MNOJIlyYEHHbIM TOKEHOM, U
AOBEpeHHas CTOpOHa pellaeT, COOTBETCTBYET JIN TOKEH YC/I0BMSAM A0CTyna U CToUT
IV yAOBNETBOPSATb 3aNpoC KMEHTA.

w

B KpunTtollpo DSS nocTtaBwmMKoM yaoctoBepeHuin aensertcs Lentp NaeHtTudukaumm, a
AO0BepeHHbIMM cTopoHaMu senstotTcsa Cepsuc Mognucu n Beb-nHtepdenc MNonb3osaTens.

Pernctpauma  OOBEPEHHbIX CTOPOH W yrnpaBleHUe  3aperncTpMpoBaHHbIMU
NOBEPEHHbIMU CTOpOHaMM ocyllecTBnsaercs c NMOMOLLIbIO KoMaHanetos  Add-
DssRelyingPartyTrust, Set-DssRelyingPartyTrust, Enable-DssRelyingPartyTrust, Disable-
DssRelyingPartyTrust, Remove-DssRelyingPartyTrust.

4.5.3.1. Perncrpaums ,oBepeHHON CTOPOHbI

Perncrpaumns goBepeHHON CTOpOHblI B LleHTpe NaeHTudukaumm pewaert crnepyowme
3ajaun:

» OrpaHn4yeHue CepBMCOB U MPUNOXKEHUN B CTOPOHY, KOTOpbIX L MOXeT BbinyckaTb
MapKepbl 6€30nacHOCTH.

> LudposaHne mapkepoB 6e30MacHOCTy.

> OTobpaxeHne MNOHSATHOrO0 MMEHW AOBEPEHHOWN CTOPOHbLI B Beb-uHTepdence UM npu
ayTeHTMdMKaunm Monb3oBaTens.

> 3apaHue agpeca Beb-unHtepdenca ang ynpasneHusa lNMonb3oBatenem.

JoBepeHHbIMKN cTopoHaMmu B KpunTollpo DSS asnfioTcs:

» Cepsuc lNoanucu;
> Beb-unTtepderic NMonb3oBartens;
» Cepsuc Ayaura.

Perncrpauusa poBepeHHbIX CTOPOH OCYLWECTBASAETCHS 4epe3 3arpysky MeTadaHHbIX,
KOoTOpble Ny6nKyeT Kaxabln u3 komnoHeHToB DSS no npoTtokony WS Federation Metadata.

Aapeca nybnukaumm MeTafaHHbIX cieayouime:
Cepsuc lNoanucm
http://<HostName>/<SignServer>/FederationMetadata/2007-06/FederationMetadata.xml

3arpy3ka BO3MOXHa Kak no http, Tak n no https.
Beb6-uHtepdeic Nonb3zoBartens

https://<HostName>/<Frontend>/FederationMetadata/2007-06/FederationMetadata.xml
3arpy3ka BO3MOXHa Tonbko no https.
CepBuc AyauTa
https://<HostName>/<Analytics>/FederationMetadata/2007-06/FederationMetadata.xml

3arpy3ka BO3MOXHa Kak no http, Tak n no https.
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http://docs.oasis-open.org/wsfed/federation/v1.2/os/ws-federation-1.2-spec-os.html

[loBepeHHas CTOpoHa onpeaensieTcs naeHTurUKaTopoM, KOTopbliit UMeeT BUA:
urn:cryptopro:dss:<apptype>:<appname> ,
roe apptype - komnoHeHT DSS, appname — nMsa ak3eMnisgpa KOMMoHeHTa.

[aHHble naeHTMdmKaToOpbl UCNOABL3YKOTCA B TOM YMcie Npu nHTerpaummn ¢ Kpuntollpo
DSS uepes API:

SOAP API:

NneHTudunkatop Cepsuca Noanucu nepenaetcsa B none AppliesTo 3anpoca Ha BbiNyck
Mapkepa 6e3onacHocTu. o yMonyaHumtio naeHTundumkaTop UMeEET BUA:

urn:cryptopro:dss:signserver:<SignServer>

REST API:

NoeHtudukatop Cepsuca Moanucu nepepaetca B nose Resource B 3anpoce Ha
BbiNyck JWT-TokeHa. 1o yMOAYaHMIO naeHTU@UKaTop MMeeT BUA:

urn:cryptopro:dss:signserver:signserver

4.5.3.2. Perncrpauunsa Be6-nnrepcdenca lNonbsosarens

Ons pabotbl Monb3oBatenen yepe3 Beb-uHtepdenc MNonb3oBaTens ero Heob6xoamMmo
3aperncTpmpoBaTb B KayecTBe AOBEPEHHOWN CTOPOHbI Ha LleHTpe NaeHTndmkauum.

Beb-nHTepdeic nogaepxumBaer nybauMkaunm MeTagaHHbIX Mo npoTtokony WS
Federation Metadata, koTOpble MOryT UCNOAb30BaTbCA A1 HACTPOMKN AOBEPEHHON CTOPOHbI
Ha UeHTpe NaeHTudmnkaymu.

Add-DssRelyingPartyTrust —-Name "Frontend" -MetadataUri
https://<HostName>/<Frontend>/FederationMetadata/2007-
06/FederationMetadata.xml

Tak)xe MOXHO HacTpouUTb MOHATHOE MMS, KOTopoe 6yaeT oTobpaxaTbCs B npouecce
ayTeHTudunkaummn B seb6-nHTepodence L.

Set-DssRelyingPartyTrust -Id 2 -Name 'CKO OO0 "Pora u xomneTa"'

Mpu pobaBneHun Beb-uHTepdeiica MNMonb3oBaTens B Ka4yeCTBE AOBEPEHHOW CTOPOHLI
perncTpupyeTcs cneumdunyecknii 4ns Hero napameTp — agpec JIMYHOro kabmHeta OnepaTopa
DSS (-AdministrativeUrl). Ecnn cepsBep, Ha KOTOpOM pa3BepHyT Beb-uHtepdenc
MNonb3oBaTensl, MMeeT HECKOJIbKO UMeH (K NpUMepy, BHYTPEHHEE U BHELUHEE), 3HA4YeHMe Mo
YMOSTYaHUIO MOXET NoTpeboBaTbCs M3MEHUTb. [aHHas onepaunsl BbIMOJHAETCS NMpU MNOMOLUM
cnepytoulen KomMaHabl:

Set-DssRelyingPartyTrust —-Id <FrontendId> -ForOperator
Strue -AdministrativeUrl https://<hostname>/<Frontend>/Admins/

4.5.3.3. Pernctpauua Cepsuca lNoanucm

Ons pabotbl MNonb3oBaTener vyepe3 SOAP-uHTepdenc Beb-cepsnc Cepsuca Mognucu
HeobxooMMO  3aperncTpupoBaTb B  KayecTBe [AOBEPEHHOM CTOpPOHbl Ha LleHTpe
NaoeHTudunkaymn.

CepBuc TMMoanucu noagpepxmeaetr nybnukaumio MeTagaHHbIX nNO npoTokony WS
Federation Metadata, koTOpble MOryT UCNOAbL30BaTbCA A8 HACTPOMKN AOBEPEHHON CTOPOHbI
Ha LleHTpe NaeHTndurkaumm.
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Add-DssRelyingPartyTrust —-Name "SignServer" -MetadataUri
http://<HostName>/SignServer/FederationMetadata/2007-
06/FederationMetadata.xml

Mpwn nobasneHmnn Cepsuca Noanmcu B Ka4ecTBe JOBEPEHHON CTOPOHbI PErMCTPUPYETCS
cneunduyeckMn ans Hero napaMeTp - aapec B3aumogenctema ¢ CepsucoMm [Mognucu
(-BackChannelUrl). [aHHbIn napaMeTp TMPUMEHSIETCA TONbKO MpU  UCNOSIb30BaHUU
BTOPUYHOW ayTeHTUdukaumn. Ecnm cepBep, Ha KOTOpOM pa3BepHyT Beb-uHtepdeiic
Monb3oBaTens, MMeeT HECKO/IbKO MMeH (K NMpuMepy, BHYTPEHHEE U BHELUHEee), 3Ha4YeHue no
YMOJIYaHUIO MOXeET noTpeboBaTbCs M3MEHUTb. [JaHHas onepauunst BbIMOMHAETCS MpU NMNOMOLLK
cneaywoulen KomaHabl:

Set-DssRelyingPartyTrust —-Id <SignServerId> -BackChannelUrl

https://<hostname>/<SignServer>/SignService.svc/transactiontokens -
SupportsBackChannel

Ecnn B KauecTBe cepBUCHOro ceptudukaTa Mcnonb3yerca cepTudukaT C anropMTMoMm
oTkpbiToro knda [OCT P 34.10-2001 wnm TOCT P 34.10-2012, TO0 B napaMmeTpax
AoBepeHHol cTtopoHbl CepBuca lMoanucn ob6sasarenbHo Tpebyercs ykasaTb cepTudukart
wuoposaHnua (cepBucHbih  cepTudumkat Cepsuca [lMoanucu). [OaHHbIn  cepTudukaT
pPermcTpmpyeTcs aBTOMaTUYECKM MpW HACTPOMKE [0BEPEHHOM CTOPOHblI 4epe3 3arpysky
MeTagaHHbIX. UI3MEHUTb CEPBUCHbIN CcepTUdMKAT MOXHO C MOMOLLbIO cneaytowen KOMaHAabl:

Set-DssRelyingPartyTrust -Id <SignServerid> -EncryptionCertificate
C:\fakepath\enccert.cer -DisableTokenEncryption $false

4.5.3.4. Perncrpaumsa Cepseuca Ayaurta

Ons Toro, utobbl NMonb3oBaTeNnb MOr MpocMaTpuMBaTb CBOM onepaumn 4vepes Cepsuc
AyanTa, cepBuc Heo6xoaAMMO 3aperMcTpupoBaTb B KauecTBe AOBEPEHHOM CTOPOHbI Ha LleHTpe
NaoeHTudunkaymm.

Cepsuc AyauTta nogaepxuBaeT nybnnkaunto MetagaHHbiX no npotokony WS Federation
Metadata, KoTopble MOryT UCMOMb30BaTbCA A8 HAaCTPOMKM AOBEPEHHOW CTOPOHbLI Ha LleHTpe
NaoeHTudunkaymm.

Add-DssRelyingPartyTrust -Name "AnalyticsService" -MetadataUri
https://<HostName>/AnalyticsService/FederationMetadata/2007-
06/FederationMetadata.xml

Tak)xe MOXHO HacTpoMTb MOHSATHOE MMs, KoTopoe 6yaeT oTobpaxaTbCs B npouecce
ayTeHTudmKaummn B seb6-nHTepodence L.

Set-DssRelyingPartyTrust -Id 2 -Name 'CKO OO0 "Pora m xomnera"'

4.5.4. Hactpoka KOMNOHEHTOB nMeHu NMonb3oBarens

4.5.4.1. Obwume cBegeHUA O KOMIMOHEHTaX MUMEHMU
Monb3oBatens B Kpuntollpo DSS

Mpn dopMupoBaHmun 3anpoca Ha cepTuduKkaT Nonsa GopMbl 3anNOSHATCA U3 AAHHbIX,
KOoTOpble MOoryT nepenasaTbCs B yTBEPXAEHUU X500DistinguishedName
(http://schemas.xmlsoap.org/ws/2005/05/identity/claims/x500distinguishedname) oT
UeHTpa NpoeHTndukaumn. [JaHHOe yTBEpXAEHME AO/HKHO COAEpXaTb pasfnuymtesnibHoe uMs
Monb3oBaTens B BuAeE:

«CN=WBaHoB MBaH, E=ivanov@ivanov.ru,C=RU,O=KPUMNTO-MPO>».

HKTAN.00096-02 92 02 KpunTtollpo DSS. PykoBoactso AGMUHUCTpaATOpa CtpaHuua 53 13 286


http://docs.oasis-open.org/wsfed/federation/v1.2/os/ws-federation-1.2-spec-os.html
http://docs.oasis-open.org/wsfed/federation/v1.2/os/ws-federation-1.2-spec-os.html

LlenTp NoeHTndmkaumm Kpmuntolpo DSS no3sonseTr popMmpoBaTh Takoe yTBepXaeHne
Ha OCHOBe AaHHbIX WMeHM lonb3oBaTens. HacTpoilka KOMNOHEHTOB MMeHu [lonb3oBaTtens
OCYLLECTBSIETCA C MoMoLbio koMaHaneToB Set-DssRDN, Add-DssRDN, Get-DssRDN, Remove-
DssRDN.

PaznnuntensHoe wma [llonb3oBaTtens COCTOUT W3 OTAEJNIbHbIX  KOMIMOHEHTOB,
Ha3blBAaEMbIX OTHOCUTENbHbIMKU pasnuuutenbHbiMM MMeHamn (RDN - Relative Distinguished
Name). [nsa Kaxaoro Takoro KOMMOHEHTa BO3MOXHO HacTpOWUTb MapaMeTpbl, ONUCaHHbIE B
Tabnuua 17.

Tabnnua 17. HacTtpavBaeMblie napaMeTpbl ANs KOMMOHEHTA nMeHun MNonb3oBaTtens

MNMapameTp T™vin OnucaHue
Id String NoeHTudunkatop KOMNoHeHTa nmMmeHu B b LA
Oid String NaoeHTndmkaTop B ob6weM kaTanore o6bekToB
. L . NaeHTndmkaTop CTPOKMK, coaepiKallell KOMNOHEHT UMEHMU
Stringldentifier String A ® pcTp » COAEpXall
lMonb3oBaTend
FriendlyName String OTobpaxkaeMoe nMs KOMMOHEHTa nmeHu Monb3oBaTtens
MaxLength int MakcmManbHasa osinHa KOMNOHEHTa uMeHu MNonb3oBaTens
MinLength int MunHuManbHasa ANIMHa KOMIMOHEHTa MMeHu lNonb3oBaTens
. Tun 3Ha4YeHns KOMNOHeHTa nmeHun MNonb3osaTtensa. MoxeTt
ValueType string . .
npuMHMMaTb 3HavyeHns Numeric nnan String.
. . Twn yTBepxaeHus (ceepeHnii o MNMonb3oBartene
ClaimType string YTBEPHKA ( oeA )
coaepXallero AaHHbIM KOMMOHEHT
Description String OnucaHue KoMnoHeHTa UMeHn lMonb3oBaTens

Mo ymonuaHuio B ak3emnnsape LW Kpuntollpo DSS 3apeructpuposaHo 16 RDN. OHu
npuseaeHsl B Tabnnua 18.

Tabnunua 18. KoMnoHeHTbl nMeHu Monb3oBaTens rno yMondaHuto

KoMnoHeHT

(OTo6parkaemoe ::IneHTucbuKaTop Max Min Tvin

TPOKM ANVMHA p[AJIMHA  3HauvyeHusn
Obuwee nmsa CN 128 0 String 2.5.4.3
Nmsa OTuecTBO G 128 0 String 2.5.4.42
damununs SN 40 0 String 2.5.4.4
MHnymnansl I 5 0 String 2.5.4.43
DNneKTpoHHas . 1.2.840.1135
nouta E 128 0 String 49.1.9.1
WHH INN 12 12 Numeric ;20433131
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KoMnoHeHT

(OTo6parkaemoe :’:lﬂeHTMd)VIKaTOP Min Tun

D) TPOKM ANVHA  3HaYeHwus

OrPH OGRN 13 13 Numeric 1.2.643.100.1
OrPHUN OGRNIP 15 15 Numeric 1.2.643.100.5
CHUNC SNILS 11 11 Numeric 1.2.643.100.3
CtpaHa C 2 0 String 2.5.4.6
Obnactb S 128 0 String 2.5.4.8

opon L 128 0 String 2.5.4.7

Aapec Street 30 0 String 2.5.4.9
OpraHunsaums 0] 64 0 String 2.5.4.10
MoapaspeneHue ou 64 0 String 2.5.4.11
JOMKHOCTb T 64 0 String 2.5.4.12

4.5.4.2. MONNTUKN KOMNOHEHTOB uMeHu NMonb3oBarens

Kpuntollpo DSS no3sonsetr HacTpouUTb KOMMOHEHTbl MMeHU [lonb3oBaTena Ha ABYX
ypoBHAX: rnobanbHOM (ypoBeHb HacTpouku LW, cm pasgen 4.5.4.1) n ypoBHe rpynnbl (CM.
pasgen 4.3.4). nsa Ka)Xaoro n3 ykasaHHbIX YPOBHEN CyLLECTBYET cobcTBeHHas nonntnuka RDN.
Monutuka RDN npeacrasnsieT cobon Habop naeHTMdnKaTopos rno6anbHoO
3aperucTpmpoBaHHbiX RDN 1M COOTBETCTBYIOLWMX KaXAoMy M3 HUX napameTpoB Required u
DefaultValues.

Hactpoinka nonutukm RDN yposHSa UWN (rnobanbHoro) u yposHSA rpynnbl Kpuntollpo
DSS ocyuectengerca npum nomowm komaHanetos Add-DssRdnPolicy, Get-DssRdnPolicy, Set-
DssRdnPolicy, Remove-DssRdnPolicy.

Monutnku RDN obnazatoT creayowmnMm ocCobeHHOCTSIMN:

» [Onsa Monb3oBatensa MoryT 6biTb 3anofiHEHbl TO/IbKO T€ KOMMOHEHTbl UMEHWU, KOTOopble
3aperucTpmpoBaHbl B MOJINTMKE rpynnbl, B KOTOPOWM HaxoauTcs Monb3oBaTtensb.

> Henb3a ypanutb RDN u3 rnobanbHon nonutukm LN, ecnn B NOAUTUKE rpynnbl
3apermnctpupoBaH 31oT RDN.

> Henb3a ypanute RDN wm3 nNOAUTMKM rpynnbl, e€CiM B 3TOW rpynne CylWecTBYT
MNMonb3oBaTenn, y KOTOPbIX 3aMofiHEH AAHHbIA KOMMNOHEHT UMEHMN.

> [na penakTMpoBaHMS MNOAUTUKM  OnpedeneHHoW rpynnbl HeobxooMMo yKasaTtb
napametrp Groupld. B cnyuyae, ecnm napamerp Groupld He ykasaH, 6yaer
NMpoM3BOAUTLCA pedakTupoBaHue rnobanbHon nonmtukmn UM Kpuntollpo DSS.

» [ocne co3ganus ak3emnasapa UM Kpuntolpo DSS rnobanbHasa nonutuka UM v rpynna
no YyMOYaHUIO (Default) aBTOMaTU4YeCKHU 3an0JHSATCS rnobanbHoO
3apernctpupoBaHHbiMm RDN. Kaxxabin Tako RDN siBnsieTcs Heoba3aTenbHbIM U MOXET
NMPpUHMMaTbL Ntobble 3HaYeHus.
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> T[pu pobaBneHnn HOBOW rpynmnbl B onpeaeneHHbin LI ana Hee co3paeTca NoinTuka, B
KOTOPYI MO YMOJIHAHUIO KOMUPYKTCS HACTpoMku wu3 rnobanbHor nonuntmkm LN
Kpuntollpo DSS.

MN3MeHeHMe HaCTpoeK MONIUTUKM KOMMNOHEHTOB MMeHW [onb3oBaTens He
pacrnpoCTpaHAETCSs Ha YXe CO3AaHHbIX C WCMNOJIb30BaHWEM [OAHHOW
nonuTukK Monb3oBatenen. ITO M3MeHeHue 6yAeT pacrnpoCTpPaHATbCA
TOMbKO Ha BHOBb CO34aHHbIX MNonb3oBaTenen.

4.5.5. Monntnka noaTBEp>XAEeHUA onepaunm

Mpwn cospgannm ak3emnngapa UM Kpuntollpo DSS ansa Hero aBToMaTMYeCKM CO3aaeTcs
noauTMKa noATBEPXAEHUS onepauuin. lMonuTuka MNOATBEpPXAEHMS onepaunii aBnseTcs
MHOrOypOBHEBOW, B KOTOPOM HWXXHME YPOBHM HACNeayrwT MO YMOJYAHMIO HACTPOMKM OT
BEPXHUX YPOBHEN MOMNTUKU. B HacTOAWMM MOMEHT BO3MOXHO NPOM3BECTU pedakTupoBaHue
MONNTUKU NOATBEPXAEHUA onepauni Ha Tpex ypoBHsAX: yposHe LW Kpuntollpo DSS, ypoBHe
rpynnbl Monb3oBaTenen n ypoBHe lMonb3osaTtens. MNpu gobasneHnn Hosow rpynnbl B UMW ans
Hee Co34aeTcs NOJUTUKA, B KOTOPYH KOMMPYKOTCS HAaCTporku n3s nonntmku L. Mpn cozgaHum
HoBoro lonb3oBaTens BHYTPM rpynnbl, B €ro nHameuayasbHble HAaCTPONKWU MOATBEPXAEHUS
onepaumim KonumpyeTcs CNMCOK onepaumin ansa noaTeBepXXAeHUS N3 NoANTUKK TPpynnbl.

HacTporka RoMMTUKM NOATBEPXAEHUS oOnepauumin OCYyLLeCTBASETCa npu MNOoMOLLM
koMmaHaneToB Get-DssConfirmationPolicy, Set-DssConfirmationPolicy.

N3MeHeHMe HacTpoeKk MOAUTUKM NOATBEPXKAEHMS onepaunn ansg
nonb3oBaTeseil BO3MOXHO TOJIbKO Yepe3 Beb-uHTtepdeiic Monb3oBaTtens
nnn API DSS (cM. PykoBoacTteo pa3spabortuumka).

Monutuka noATBepXAeHUs onepauuin npeacrasnser cobom Habop cnefyowmx
HaCTpoek:

Ta6bnuua 19. HacTpavBaeMble NapaMeTpbl NOUTUKN MOATBEPXKAEHUSA onepaLunii

MapameTp Tun OnucaHue

OpcActions <DssActions>

Onepaunu ans nnn Habop onepauuii, 4ns KOTopbIX
noATBEpPXAEeHUS NoneOpcActions HeobxoaMMO NoAaTBEPXAEHME.
nnun

AllOpcActions

Onpepenset, MmoxeT nn OnepaTtop

AllowChangeByOperator bool M3MEeHATb CAWUCOK onepauni Ans
NOATBEPXAEHMUS.
OnpenenseTt, MOXET Sn
AllowChangeByUser bool MNMonb3oBaTenb U3MEHSATb CMMUCOK

onepauuvmn ans noaTBepXXaeHus.

OnpenenseTt, MOXET SN NOANTUKA
AllowOverride bool 6bITb NepeonpeneneHa Ha 6onee

HW3KOM YPOBHE Mepapxuu.
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B 3aBMCMMOCTM OT TOro, NOJIMTUKA KAKOr0 YPOBHS HacCTpamMBaeTcs —
ypoBHsa LN nnn ypoBHSA rpynnbl — HEO6X0AMMO TakXXe COOTBETCTBEHHO

'5'3 ncronb3oBatb napametp =IdpId co 3HaueHuem 1, WIWN napametp -

Groupld co 3HayeHneM naeHTUdmnKaTopa HacTpaMBaeMown rpynmnol.

Mocne co3paHusa sk3emnnspa UM rnobanbHas nonutnka UM n nonmTtuka rpynnbl
rpynnbl No ymondanuto (Default) aBToMaTnyeckn 3anonHaoTcs cneayowmM obpa3om:

> Cnucok onepaumin = NoneOpcActions
> AllowChangeByUser = true

> AllowChangeByOperator = truse

> AllowOverride = true

Ecnn B mnepapxmm nonutmk ectb nonutmka c AllowOverride = false, HacTpoliku
NOINTUKM YPOBHEM HMXE He uMelT cunibl. EcAn BCe NOAUTMKM B uMepapxuum uMerT
AllowOverride = true, napametpbl AllowChangeByUser n AllowChangeByOperator
MCNOMb3YHTCA N3 NOJIMTUKKU FPynnbl, @ HacTpoiika OpcActions NpyMeHaeTCcs MHANBMAYANbHO
ans kaxgoro MNonb3oBaTtens (HacTpanBaeTcs B Beb-nHtepdeice Monb3osatens).

MNepen n3MeHeHWEM HaCcTpOEeK MOSIUTUKKN MOATBEPXAEHUSA onepauui npum

noMmown komaHanetos (yposeHb LM DSS unu ypoBeHb rpynmnbl),
E'} ybeanTtecb, 4UTO Ha YpOBEHb BbilWe HEe TMPUMEHSAIOCh 3HayeHue
AllowOverride = false.

MpuMepbl:
MonyyeHune NOJIMTUK NOATBEPXKAEHUA onepaunii No YPOBHAM:

# Ionyuyenme nosmTmxm LM DSS:

Get-DssConfirmationPolicy -IdpId 1

# Ecim B BHBOIE HOAHHOM kKoMaHmOel comepxurcs AllowOverride = False,
# HaACTpPOMKM YPOBHS TPYINNHE HE MMEKT CIJIH.

# MonydeHMe MNONUTUKM TPYIIIE

Get-DssConfirmationPolicy -GroupId 1

# Ecim B BHBOIE HOAHHOM kKoMaHmOel comepxurcs AllowOverride = False,

# Iosb30BaTesyib HEe CMOXET M3MEHMUTL NONUTUKY NOOTBEPXIOEeHMS onepaumuii B Beb-
# muTepberice.

MpuMepbl HACTPOEK NOJIMTUKUN NOATBEPXKAEHUSA OoNepaluii:

Onsa npuMmeHeHns rnobanbHoro TpeboBaHMsa NoATBEPXAATb BCE onepaumMn HeobxoamMMo
BbINOJIHUTL crieayowyto PowerShell-komaHay:

Set-DssConfirmationPolicy -IdpId 1 -AllOpcActions -AllowOverride 0

Ona npumeHeHnsa rnobanbHoro TpeboBaHMs He MOATBEPXAATb HWUKaKMe onepauumu
Heob6xoaMMo BbINONHUTL cneaywy PowerShell-komaHay:

Set-DssConfirmationPolicy -IdpId 1 -NoneOpcActions -AllowOverride O

YTob6bl ykazaTb Habop onepaunin, KOTopbiM TpebyeTcs NoATBEpPXAEHME, HEOBXOANMO
ucrnonb3oBaTb NapamMeTp —-OpcActions, ykasbiBas B €ro 3HadeHUMW CMNMCOK onepauun,
Tpebyowmnx NoATBEPXAEHUSA, cneayowmm obpasom:

Set-DssConfirmationPolicy -IdpId 1 -OpcActions Issue, SignDocument

nJn

Set-DssConfirmationPolicy -IdpId 1 -OpcActions 1, 2
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B cnyuae, ecnn Heob6x0aMMO M3MEHUTb MNONUTUKY FPYNNbl, cneayeT BMeCcTo napaMeTpa
-Idpld yka3biBaTb Nnapametp —Groupld.

MoNHbIM CNMCOK onepauuini U X KoaoB NpueeaeH B Tabnuua 20.

Tabnuua 20 — MNepeuncnenme DSSActions

HanMmeHoBaHue Kop OnucaHue

Issue 1 Bbinyck Mapkepa 6e3onacHoCTM («BX0o4» Nonb3oBaTens)
SignDocument 2 Moanncb AOKYMeHTa

SignDocuments 4 Moanncb NakeTa AOKYMEHTOB

DecryptDocument | 8 PacwudpoBaHme gOKyMeHTa

CreateRequest 16 Co3paHune 3anpoca Ha cepTudukaTt

DeleteCertificate 32 Ypanernue ceptudunkarta

CMeHa nuH-koAa ANs AOCTYNa K 3aKpbITOMY K4y

ChangePin 64 cepTudunkara

RenewCertificate 128 Co3paHue 3anpoca Ha obHoBneHWe cepTudmkaTa

RevokeCertificate | 256 Co3gaHue 3anpoca Ha 0T3bIB cepTudmkaTa

Co3aaHue 3anpoca Ha NpPUOCTaHOB/IEHWE AEWCTBUSA

HoldCertificate 1024
ceptudukaTa

UnholdCertificate | 2048 | Bo3zo6HoBneHne agencremsa ceptudukarta

4.5.6. MNonntnka pocryna K onepaumam

Mpwn cozgaHum akzemnndapa UM Kpuntollpo DSS, ansa Hero aBToMaTU4eCcKM CO34aeTcs
noauTMKa AoCcTyna K onepauusam. Nonntmka gocTyna K ornepauunsMm sBASeTCd MHOFOypOBHEBOW,
B KOTOPON HWXHWE YPOBHW HaCNeaylT MO YyMOMNYaHUKD HacCTPOWMKW OT BEPXHUX YPOBHEWN
NOMNTUKK. B HaCTOAWMN MOMEHT BO3MOXHO NPOM3BECTU pefaKTUpoBaHUe NOoANTUKK AO0CTyna
K onepaumsiM Ha Tpex ypoBHSAX: ypoBHe LM KpunTtolpo DSS, ypoBHe rpynnbl Monb3oBaTtenemn
n yposHe lNMonb3osaTtens. Npu gobasneHnn HoBow rpynnbl B LI ang Hee co3paeTcsa nonutuka,
B KOTOPYIO KOMUPYIOTCA HacTpomku us nonutuku LUW. Mpun co3paHum Hooro lMonb3osatens
BHYTPM Fpynnbl, B €ro UHANBMAYaNbHblE HACTPONKKW AOCTYNa K onepauunsaM KonmpyeTcs CIncok
onepauuin, K KOTOpbIM paspelleH A0CTYyM, U3 NOANTUKK FPynnbl.

HacTpolika noAMTUMKKM A[OCTyna K onepaunsiM OCyLecTBASAeTCs nNpu  MNOMOLLK
koMmaHaneToB Get-DssAccessPolicy, Set-DssAccessPolicy.

N3mMeHeHMe HacTpoek MOAMTUKM  AOCTyna K  onepauusim  ans
nosib30BaTeNIEN BO3MOXHO TONIbKO yepe3 Beb-nHTtepderic Nonb3oBaTtens
nnn API DSS (cMm. PykoBoacTso paspaboTtuumka).

MonuTrnka goctyna K onepaumsam npeacrasnseTt cobort Habop cneayowmx HacTpoek:
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Tabnuua 21. HacTpaMBaeMble NapaMeTpbl MNOUTUKN A0CTYNa K onepaumnsim

MapameTp Tun OnucaHue

AllActionsAllowed

nnn Habop onepauuii, kK
JocTtyn K onepauusm AllActionsDisallowed KOTOPbIM HacTpanBaeTcs
nnn AocTyn.

DisallowedActions <DSSActions>

OnpepenseTr, MOXeT Nn
OnepaTop U3MEHATb
MOSIMTUKY AOCTyna K
onepauusm.
OnpegenseT, MOXeT 1K1
Monb3oBaTesib U3MEHATb

AllowChangeByOperator bool

AllowChangeByUser bool
NOUTUKY AOCTYyNa K
onepauusM.
Onpepensiet, MOXeT Nn
. nonumTtuka 6bITb
AllowOverride bool

nepeonpeaeneHa Ha 6onee
HW3KOM YPOBHE MepapxuMu.

B 3aBMCMMOCTM OT TOro, MOAMTUKA KAKOr0 YPOBHS HacTpamBaeTca —
ypoBHsa LN nnn ypoBHS rpynnbl — HEO6X0AMMO TakXXe COOTBETCTBEHHO
ncriono3oBatb napametp -IdpId co 3HaueHuem 1, WIWN napametp -
GroupId co 3HaveHreM naeHTuduUKaTopa HacTpanBaeMon rpynnol.

Mocne co3pgaHuna sk3emnnapa UW rnobanbHas nonutuka UMW M nonutmka rpynnel
rpynnel No ymondanuio (Default) aBToMaTMueckn 3anonHAOTCSA cneayrowmm obpasom:

> [Joctyn k onepauusam = AllActionsAllowed
AllowChangeByUser = true
AllowChangeByOperator = true
AllowOverride = true

YV V V

Ecnn B mnepapxmm nonutmk ectb nonutmka c AllowOverride = false, HacTpoliku
NOINTUKM YPOBHEM HUXE HE WUMEeT cunbl. Ecnm Bce MNONUTUKUM B MEpapxXum UMERT
AllowOverride = true, napametpbl AllowChangeByUser n AllowChangeByOperator
MCNOJMb3YHTCSA U3 MNONUTUKN TPYNNbl, @ HACTPOIKa CaMoro AOCTyrna K ornepaunsM npuMeHseTcs
MHaAMBMAyanbHO Ansd  Kaxporo [lonb3oBaTtens (HacTpauBaeTca B Beb-uHTepdeice
Monb3oBaTtens).

Mepen W3MeHEHMEM HACTpoeK MOJIMTUKKM AO0CTyna K ornepaunam npwu
nomMowm komaHasnetoB (ypoBeHb LM DSS wnu ypoBeHb rpynnbl),
y6eﬂ,MTer, yTo Ha YPOBEHb BblLUE He NPpUMEHANOCL 3Ha4eHune
AllowOverride = false.

MpumMephbl:
MonyyeHue NONUTUKKN AOCTYNa K onepayusiMm rno ypoBHSAM:

# Ionyuyenme nosmTmkm LM DSS:

Get-DssAccessPolicy -IdpId 1

# Ecim B BHBOIE HOAaHHOM kKoMaHOe comepxurcs AllowOverride = False,
# HACTPOWVKM YPOBHSA I'PYIINE HE MMEKT CUJIH.

# MonydeHMe MNONUTUKM TPYIIIE
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Get-DssAccessPolicy —-GroupId 1

# Ecim B BHBOIE HOAaHHOM kKoMaHOe comepxurcs AllowOverride = False,

# Tlob30BaTEN b HE CMOXET M3MEHUTL INOJIMTUKY IOCTyIla K olepauusaM B Beb-
# mHTepberice.

MpuMepbl HacTpoek NOJIMTUKU AOCTyNa K onepauusam:

Ons npumeHeHnsa rnobanbHoro TpeboBaHMs NoaTBEPXAATb BCE onepaumMn HeobxoamMo
BbIMOJIHUTbL cneaytowyto PowerShell-komaHay:

Set-DssAccessPolicy -IdpId 1 -AllActionsAllowed -AllowOverride O

Ona npuMmeHeHns rnobanbHoro TpeboBaHMs He MOATBEpPXAaTb HUKaKMe ornepauum
HeobxoamnMo BbINOSHUTL cneaytowyto PowerShell-komaHay:

Set-DssAccessPolicy -IdpId 1 -AllActionsDisallowed -AllowOverride O

YTob6bl ykKasaTb Habop onepauuii, AOCTYNM K KOTOPbIM 3anpeuieH, Heobxoammo
ucnonb3oBatb NnapameTp —DisallowedActions, yka3biBasi B ero 3Ha4eHMU CNMCOK onepaunmi
cneaywowum obpasom:

Set-DssAccessPolicy -IdpId 1 -DisallowedActions Issue, SignDocument
nnn
Set-DssAccessPolicy -IdpId 1 -DisallowedActions 1, 2

B cnyyae, ecnn Heo6x0ANMMO M3MEHUTbL MOANTUKY FPYNMbl, CNeAyeT BMECTO NapaMeTpa
-Idpld ykasbiBaTb Nnapametp —Groupld.

MonHbIA CMMCOK onepaunn n nx Kogos npueeaeH B Tabnnua 20.

4.5.7. Noapeprxka CORS

CORS (Cross-origin resource sharing, COBMeCTHOe WCMNOJSIb30BaHUE PecypCcoB MexXxAay
pa3HbIMU WUCTOYHUKAMW) — MeXaHW3M, WCMOonb3ylwuni cneumanbHole HTTP 3aronoskwy,
yKkasbiBawme 6paysepy, UTO MPUIOXKEHUE, BbINMOSHAEMOE B OAHOM AOMeHe, MMeeT AOCTyn K
onpeaenéHHbIM pecypcaM, pacrnofloXXeHHbIM Ha cepBepe M3 Apyroro goMmeHa (noh AOMEHOM
MM UCTOYHUKOM MOHUMAETCA COBOKYNHOCTb URL-CXeMbl, JOMEHHOIO MMEHM N HOMepa nopTa).

Kpuntollpo DSS no3Bonser orpaHUyuTb MepedeHb AOMNYCTUMbIX WCTOYHUKOB. [ns
3TOr0 NpeaycMOTpeH crneunanbHbld nNapameTp kKoMmaHanetos Set-DssProperties un Set-
DssStsProperties: -AllowedCorsOrigins. B 3HaueHnX 4aHHOrO NapamMeTpa MOXHO yKa3aTb
yepes 3angaTylo crnuMcok ponyctumbix URL-agpecoB MCTOYHMKOB, C KOTOPbIX pa3peleHo
obpallaTbCs K COOTBETCTBYIOLWMM CEpBUCAM.

Mpumep 1:
Set-DssProperties -AllowedCorsOrigins "https://test-cors.org,http://example.com"

URL-agpec NCTouyHMKa AO/KEH YAOBAETBOPATL cneayowmm TpeboBaHnaM:

» URL-agpec gomkeH 6biTb abCONOTHBLIM (T.€. HAYNMHATLCA CO CXEMbl).

> URL-agpec He oo/KeH 3aKkaH4YMBaTbs Ha «/».

» URL-agpec Ha fosmKeH coaep)XaTb OTHOCUTENbHbLIN NMyTb, CTPOKY 3anpoca (query string)
W pparMeHT.

Mpumep 2:

https://test-cors.org — NpPaBUJIILHEIN aIpec.

https://test-cors.org/, /test-cors.org,
https://test-cors.org/path?query=string#fragment - HenpaBUJILHEIE aIpeca.

KTAN.00096-02 92 02 KpunTtollpo DSS. PykosoacTso AaMuHUCTpaTopa CrpaHunua 60 13 286



Mo ymonuaHuto, 3HadyeHue ansa napametpa AllowedCorsOrigins He 3agaHo, B 3TOM
cnydyae paspewéH nbol NCTOYHUK, YKa3aHue NMyCToM CTPOKM B 3HAYEHUM MapaMeTpa TakKxe
OTK/It0MaeT BaMaaumnio NCTOUYHMKOB. CrieayeT OTMeTUTb, YTO paspelleHune ntobbiX MCTOYHMKOB
He oTkNto4vaeT nogaepxky CORS Boobuie: cepBep NpoaoXuT opMnMpoBaHne HeobxoanMbixX
B paMKax AaHHOro MexaHusma HTTP-3arosioBKoB.

Tekyllee 3HaAYeHME napaMeTpa MOXHO MOCMOTPETb C nomouwbio Get-koMaHANETOB:
Get-DssProperties, Get-DssStsProperties.

Mpumep 3:
PinMode : Allow
TSPList : {testtsp, csptsp, gtsp}
SignatureTypelist : {GOST3410, CMS, CAdJES, XMLDSig...}
ServiceCertificate : 859D63834CT7F61B81FF44D89382CD4081B20011B
ValidateCertificateBeforeSignature : False
ServiceType : Server
MonitoringTimeout : 10000
PdfSignatureSize : 100000
CadesUseOcspAuthorizedPolicy : False
TokenTimeout : 600
RequireStrongConfirmation : False
TransactionCacheMode : DistributedCache
IsAdditionalCertStoreEnabled : False
AdditionalCertStoreName :
CadesUseProxy : False
OcspList
ServicelIdentifier :
AllowedCorsOrigins : http://www.test-cors.org
DisplayName : SignServer

MexaHnsm CORS nogaepxusatoT Bce REST-cepsucel Kpuntollpo DSS.

4.5.8. AAMMHUCTpMpoOBaHue KOMIMOHEHTa LleHTp
NaeHTndnkaumm

HacTtpoiika koMnoHeHTa «lUeHTp WaeHTudumkaumm» ocyllecTBnsgeTcs C MNOMOLLbIO
Windows PowerShell. KoMaHAbl aAMUHUCTPUPOBAHUA BKJTHOYEHbI B Moy b
CryptoPro.DSS.PowerShell.STS . [Ins noucka HeobxogmMoro kKoMmaHgserta nepenaute B
O6bekTbl agMUHUCTpUpoBaHua (cM. Pasgen 4.5.2) n Bblbepute 06BLEKT, YbW MNapaMeTpsbl
Heob6XxoaMMO HaCTPOUTL.

4.5.8.1. HacTponkm ak3eMnnsipa

Komananetr New-DssStsInstance
Co3aaéTt ak3eMnnsp KoMnoHeHTa LleHTp NaeHTudukaumm.
K OCHOBHbLIM NapamMeTpaM OTHOCATCS:
> HasBaHue Beb-canTa IIS, Ha KOTOpOM crneayeT pa3BepHyTb Beb-npuioxeHue LleHTpa
NoeHTndmkaumm;
> appec SQL-cepBepa, Ha KOTOPOM crieayeT pa3BepHyTb bl LleHTpa MaeHTndunkauumn;
> oTobpaxaeMoe nmsa aksemnnsapa LleHTpa MaeHTudukauymun.
CuUHTaKcumC:

New-DssStsInstance —-SiteName <string> [-ApplicationName <string>] -
SQLServerName <string> -DisplayName <string>
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Tabnuua 22. Mapametpbl koMaHaneta New-DssStsInstance

MapameTp T™vin OnucaHue

Ha3BaHune Beb-cainTa, Ha KOTOPOM
cneayeTt pas3BepHyTb Beb6-npusoxeHue.
HasBaHune Beb6-npunoxeHus LleHTpa
NaeHTndnkaumnm.
Ecnv napameTp He 3agaH, ncnonb3yeTcs
3HayeHue STS.
Aapec sk3eMnnsapa SQL-cepsepa, Ha
KOTOPOM cneayeT pa3BepHYTb 3K3eMnasp
SQLServerName string b LeHnTtpa NaeHTudwnkauymu.

®opmat: <SQL-cepsep host>\<umsa

aK3emnnapa>

Mmsa 6a3bl gaHHbIX LleHTa
DBname string NaeHTndunkaumnm.
Mo ymonyaHuto IdentityServiceDB.
OTobpaxaemoe nma aksemnnspa
KOMMoHeHTa LeHTp NaeHTndmnkaumn.
PacwmpeHHblie gaHHble ANna NoAKIYeHus
K SQL-cepBepy (cM. pasgen 3.9).

SiteName string

ApplicationName string

DisplayName String

ConnectionInfo SqlConnectionInfo

KomaHaner Remove-DssStsInstance
YpanseTt ak3eMnnsap KomnoHeHTa LleHTpa MaoeHTndukaumn.
K OCHOBHbIM MapamMmeTpaM OTHOCATCS:
» ¢nar, onpegensatowmin, Tpebyetca nm yaanate b LleHTpa MaeHTudunkaumn.
CuHTaKkcumc:

Remove-DssStsInstance [-DisplayName <string>] -DeleteDB <bool>

Tabnuua 23. MapameTpbl KoMaHaneTa Remove-DssStsInstance
MapameTp Tun OnucaHue

OTobpaxaeMmoe nms aksemnasapa
KoMnoHeHTa UeHTp NaeHTudukauumn. Ecnm

DisplayName String 3HayeHue He ykasaHo, byaeTt
MCMNONb30BaH 3K3eMnAap, Ha3HaYeHHbIM
Mo YMOAYaHUIO.

®nar, onpeaenstownii, Tpebyetcs nm

DeleteDB bool yaanate B LeHTpa NaeHTudmkaumm

PaclwupeHHble AaHHble 4519 NOAKIYEHUS

ConnectionInfo SqlConnectionInfo « SQL-cepBepy (cm. pasaen 3.9).

KomaHpanet Get-DssStsInstance

BbIBOAWUT Ha KOHCO/b CMUCOK 3k3eMnisipoB LleHTpa MaeHTndunkaumnn.
CuHTakKcuc:

Get-DssStsInstance

Komananer Update-DssStsInstance

O6HoBNSET 3K3eMMNNApP KOMMNOHeHTa LleHTp NaeHTuduMKaumm nocne yCcTaHOBKM HOBbIX
6ubnnoTek.

CuHTaKcuc:

HKTAN.00096-02 92 02 KpunTtollpo DSS. PykoBoactso AGMUHUCTpaATOpa CtpaHuua 62 13 286



Update-DssStsInstance [-DisplayName <string>]

4.5.8.2. O6bwme HaACTPOMUKH

KomaHpanert Set-DssStsProperties

Komananetr Set-DssStsProperties no3BosisieT 3agatb OCHOBHblE MapaMeTpbl
KOMMOHeHTa «LleHTp naeHtudmkaumm». K OCHOBHbIM NapaMeTpaM OTHOCST:

> oTnevyaTok cepTudumkaTa Kk4ya NoANNCK 3NTEKTPOHHOMO naeHTUduKaTopa;
ncnonb3oBaHWe NoaTBepXAeHUs TenedoHa;

MCNoNb30BaHWe NOATBEPXKAEHUS BXOAA;

HaCTPOMKM OAHOPA30BbIX Napone;

obLme HaCTpOMKM AOBEPEHHbLIX CTOPOH.

YV V V V

CuHTaKcuc:

Set-DssStsProperties [-ServiceCertificate <string>] [-AllowUserRegistration
<bool>] [-AllowUserPrimaryAuthChange <bool>] [-AllowUserSecondaryAuthChange
<bool>] [-PhoneConfirmation <bool>] [-PhoneConfirmationByOperator <bool>] [-
DefaultTokenLifetime <int>] [-MaximumTokenLifetime <int>] [-
TransactionTimeOut <int>] [-MaxTransactionLifetime <int>] [-
OtpConfirmationTimeOut <int>] [-MinOtpConfirmationTimeOut <int>] [-
TransactionMonitorInterval <int>] [-MaxDocumentInfoSize <int>] [-
AppliesToValidationRequired <bool>] [-SslAuthHostName <string>] [-SslAuthPort
<int>] [-AvailableIdentitifers <string[]> {Login | PhoneNumber | Email}] [-
PasswordDisplayFormatList <PasswordDisplayFormatEnum[]> {Email | Phone |
Print | Screen | Frame}] [-EmailConfirmation <bool>] [-
AnalyticsServiceAddress <string>] [-RequireMutualHttps <bool>] [-
AllowUserProfileChange <bool>] [-LockUserAfterRegistration <bool>] [-
IsClientAuthenticationIssuersStoreEnabled <bool>] [-
AllowCloudCspLicenseActivationByUser <bool>] [-AllowedCorsOrigins <string>]
[-DisplayName <string> {STS}]

Tabnuua 24. MNMapameTpbl KoMaHaneTa Set-DssStsProperties

3HauyeH
ue no
yMosiua
HMIO

OnucaHue

MapameTp

AllowUserPrima bool False PaspelwweHo nu MNonb3oBaTeNto MEHATbL HACTPONKMU
ryAuthChange NnepBUYHOM ayTeHTUdMKaLUNN.
AllowUserSecon .
PaspeweHo nu lNMonb3oBaTento MEHATb HACTPONKHU
daryAuthChang bool True N
e BTOPUYHOWM ayTeHTUdUKaumn.
AllowUserProfile PaspelwnTb caMoCToATENbHOE U3MEHEHNE NMpoduIs
bool False
Change Monb3oBaTtenem.
AllowUserRegist bool True PaspelwmnTb CaMOCTOATENbHYO perncTpaumio
ration nosib3oBaTenen.
AllowCloudCspL PaspelwnTb Ha3Ha4yeHe CepBEPHOM INLIEH3NM Ha
icenseActivation bool False P
CloudCSsP
ByUser
OTobpaxaemoe nMa ak3eMnasipa KOMMNOHEHTA
. . eHTp aeHTudpukaumm. Ecnun 3HavyeHmne He
DisplayName string STS LewTp WA ¢ H
yKasaHo, byaeT ncnonb3oBaH 3K3eMnnaap,
Ha3Ha4YeHHbIN MO YMOAYaHUIO.
IsClientAuthenti Ncnonb3oBaTb COBCTBEHHOE XpaHUIULLE
cationIssuersSt  bool True OOBEpEeHHbIX nsgarenemn ceptmdmnkaTon
oreEnabled ayTeHTUdmKaummn. M xpaHmamuwa He U3MeHsIeTcs.
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MapameTp

3HaueH
ue no
yMoJsiua

OnucaHune

EmailConfirmati

HUIO

MoATBEpXAeHME 3NEKTPOHHOMN MOYTbI NpU

bool False
on 3aaHunn.
EmailConfirmati MoaTBep)xaeHne 3/1eKTPOHHOM NOYThl NPU 3a4aHUK
OnepaTopoM nocne permcrpaummn.
onByOperator
Mo yMO/IYaHMIO BbIK/THOYEHO.
PhoneConfirmat MoateepxxaeHne HoMepa TenedoHa nosb3oBaTenem
ion bool False rnocne perncrpaumu.
Mo yMO/IYaHMIO BbIK/IHOYEHO.
PhoneConfirmat MoateepxxaeHne HoMepa TenedoHa OnepaTopomM
. bool False rnocse perncrpaumu.
ionByOperator
Mo yMO/IYaHMIO BbIK/IHOYEHO.
ServiceCertifica strin ) OTnevaTok cepTudurkaTa Kaw4da nognmucm Mapkepa
te 9 6e3onacHoCTK.
DefaultTokenLif Int 600 Bpemsa xun3HM mapkepa 6e3onacHocTn no
eTime yMosiyaHuto (B cekyHaax)
LockUserAfterR BnokupytoTca nu 3aperucTtpmpoBasLLnecs
. . bool False
egistration nosib30BaTesin.
MaximumToken . MakcuMmanbHoe BpeMs XU3HU MapKepa
o int 1800
LifeTime 6e3onacHocTM (B cekyHaax).
String[]
Bo3MOXH
ble {Phone
. 3HaJyeHusa: , Email,
PasswordDispla
{Phone, Screen, Cnncok paspelleHHbIX NAeHTUHONKaATOPOB.
yFormatEnum . .
Email, Print,
Screen, Frame}
Print,
Frame}
i::AuthHostNa int - Nmsa xocta ana SSL-ayteHTudmkaumu.
SslAuthPort int - Homep nopTta ansa SSL-ayteHTudukauymn.
MakcmManbHoe BpeMs (B CeKyHAax), KoTopoe
. . npepoctasnsetcsa Monb3oBaTesnto A1 BbINOJHEHUS
TransactionTim . .. o
eOut int 44 onepauunmn, noaTBEPXAEHHON OAHOPA30BbLIM
naposneM. MNMogpobHee Npo AaHHbIN NapaMeTp CM.
pasgen 5.5.1.
MaxTransaction MakcumanbHoe BpeMs (B cekyHaax), KoTopoe
LifeTime Int 0 npepocrasnsetca lNonb3osaTento Ang
noATBEPXXAEHMS NPOU3BOJSILHON onepaunu.
OtpConfirmatio . Bpema noaTsepxaeHus QuHopa3osgn>naponﬂ(B
' int 300 cekyHgax). NMogpobHee Npo AaHHbIN MapaMeTp CM.
nTimeOut
pasgen 5.5.1.
MunHMManbHoe BpeMs (B CeKyHaax), B TeyeHue
. ) KoTOoporo MNonb3oBaTesib HE MOXET 3anpalnsaTb
MinOtpConfirma .
. . int 300 MOBTOPHYIO OTNpaBKy 0AHOPA30BOro rnaposns.
tionTimeOut o
MoapobHee Npo AaHHbIM NapaMeTp CM. pasaen
5.5.1.
RequireMutualH TpeboBaTb ABYCTOPOHHUI TLS ansa pgoctyna K Beb-
bool False .
ttps nHTepdericy MNMonb3oBaTtens.
TransactionMon int 10 NHTepBan NpoBepKM UCTEKLWIMX TpaH3akumii (B

itorInterval

cekyHpax).
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3HaueH
ue no

MapameTp yMonua OnucaHue

HUIO

MakcuManbHbI pasmep (B CMMBOAAax) Nons c
int 256 MHpOpMaunen o0 JOKYMEHTe, NepegaBaemMon B
SAML-TokeHe lNonb3oBaTens.

MaxDocumentI
nfoSize

AppliesToValida bool True OcywecTBnsiTb M NpoOBEPKY UAEHTUHONKATOPOB
tionRequired 3aperncTpmpoBaHHbIX JOBEPEHHbIX CTOPOH.

Cnucok nageHtudukatopos onb3oBaTens,
OOCTYMHbIX ANS UCNOoMb30BaHMs Ha LIN.

string[] .
- Login — ncrnonb3oBaTb JIOrMH lonb3oBaTens B
. . {Login |
Availableldentifi . KauecTtBe naeHtudmkaTopa.
PhoneNu {Login}
ers mber| PhoneNumber - ncnonb3osatb HOMEpP MOBWUIBHOIO
Email} TenedoHa B KayecTBe uaeHtudumnkartopa.
Email - ncnonb3oBaTb agpec 3N1eKTPOHHOM MNOYThI B
KayecTtee naeHtudmkatopa Monb3osaTens.
https://
<ums
MaLUVHbI
>/Analyt
AnalyticsServic . |csSerV|§ Appec koMnoHeHTa CepBuc AyauTa.
string e/analyti
eAddress k
csservice
.svc/issu
edtoken/
transpor
t/nosc
AllowedCorsOri string - 3apatb UCcTouHukm CORS (cMm. paspen 4.5.7)

gins

Komananer Get-DssStsProperties

KomaHanetr Get-DssStsProperties no3BonsieT BbIBECTM HA KOHCO/b 3HA4yeHue
OCHOBHbIX MapaMeTpoB KOMMOHeHTa «LleHTp NaeHTudukaumm».

CuMHTaKcuc:

Get-DssSTSProperties [-DisplayName <string>]

Komananer Get-DssStsRegistryProperties

Mcnonb3yetca nons otobpaxeHus CTpokuM noakyeHuss K 6ase pgaHHbix CepBuca
Moanwucu.

CuHTakKcuc:

Get-DSSStsRegistryProperties

Komananert Set-DSSStsRegistryProperties

Mcnonb3yeTca Ana M3MEHEHUS CTPOKM noakawdeHus K 6a3e paHHbix Cepsuca
Moanwucu.

CuHTakKcuc:

Set-DSSStsRegistryProperties [-DisplayName <string>] [-DBConnection <string>]

Tabnuua 25. MapameTpbl kKoMaHaneTa Set-DSSStsRegistryProperties

MapameTp Tun OnucaHune

Nma sk3emnngpa Cepsuca lNMognucu. Ecnu 3HavyeHne He yKasaHo,

DisplayName  strin "
play 9 6yneT ncnosb3oBaH 3K3eMNAAP, HA3HAYEHHbIN MO YMOAYaHULO.
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MapameTp

Tvn OnuncaHune

‘ DBConnection string Crtpoka nogkntodeHus Kk 6ase gaHHbix CepBuca Mognucu. ‘

Komanpanet Export-DssStsConfiguration

Bbirpy>xaeT TeKylime HacTpoiku ak3emnasapa Lentpa MaeHTudukaumm B dann.

CuHTaKkcuc:

Export-DssStsConfiguration -OutFile <string> [-DisplayName <string> {STS}]

Export-DssStsConfiguration
{IdentityConfiguration | IdentityProviders
RelyingParties | OauthClients | Notifiers

DisplayName <string>]

Export-DssStsConfiguration
{IdentityConfiguration | IdentityProviders

RelyingParties OauthClients | Notifiers

DisplayName <string>]

[-Include <ConfigurationTypes|[]>

| AuthnMethods | CryptoProviders |
| Events}] -OutFile <string> [-

[-Exclude <ConfigurationTypes|[]>

| AuthnMethods | CryptoProviders |
| Events}] -OutFile <string> [-

Tabnunua 26. NMapameTtpbl koMmaHaneta Export-DssStsConfiguration

MapameTp Tun

string

Bo3MOXHble 3Ha4YeHUSNA:

IdentityConfiguration;
IdentityProviders;

OnucaHune

MapaMeTp oTBEYaET 3a TO, Kakue Habopbl
HaCTPOEK BKJIKOYATb B 3KCMOPTUPYEMbI

Include AuthnMethods; KOHMUrypaumoHHbi daiin. Onucanume
CryptoProviders; HabopoB HacTpoek HaxoanTcsa B Tabnuua
RelyingParties; 220.

OauthClients;

Notifiers;

Events

string

Bo3MOXHble 3Ha4YeHns:

IdentityConfiguration; MapameTp oTBeYaeT 3a TO, Kakmne Habopbl
IdentityProviders; HacTpoek HE Bk/iloYaThb B

Exclude AuthnMethods; 3KCNOPTUPYEMbIN KOHMOUIYpPaLMOHHbIN
CryptoProviders; dann. OnncaHme HabopoB HaCTpoek
RelyingParties; Haxoautca B Tabnuua 220.
OauthClients;

Notifiers;
Events
MyTb Kk daliny, B KOTOpbI byaet
OutFile string COXpaHeHa 3KCrnopTMpoBaHHas

KOHMUrypaums.
O6s3aTenbHbIV NapameTp.

DisplayName string

OTobpaxkaemoe nmsa ak3emnaapa
KOMMNoHeHTa LleHTp MaeHTndunkaumnn.

Komananert Import-DssStsConfiguration

3arpyxaeT HacTporiku LeHTpa NaeHTudukaumm m3 KOHUrypauuoHHoro danna u
(onunoHanbHO) Nepea 3TUM pe3epBUPYET B APYroin dann TekyLwme HaCTPOMNKHU.

CuHTaKcumcC:
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Import-DssStsConfiguration -ConfigFile <string> [-BackupFile <string>] [-
DisplayName <string>]

Tabnuua 27. NapameTtpbl komaHaneTa Import-DssStsConfiguration

MapameTp Tun OnucaHue

MyTb K KOHMUIrypaumoHHoMy danny ¢
ConfigFile string MMMOPTUPYEMbIMU HACTPOMKaMu

3K3eMmnspa.

MyTb K anny, B KoTopom 6yayTt
BackupFile string COXpaHeHbl TeKyLlMe HaCTPOMKH

3K3eMnagpa rnepes UMNOpTOM HOBbIX.
OTobpaxxaemoe nmsa ak3eMnasipa
KOMMoHeHTa LeHTp MaeHTndunkaumn.

DisplayName String

4.5.8.3. O6wMe HaCTPOMKMN KOHEUYHbIX TOYEeK

Komananert Get-DssStsEndpointGlobalSettings

Mcnonb3yeTcsa AN BblBOAA HA KOHCOJIb OOLMX HAcCTpoeK KOHeYHbIX Todek LleHTpa
NoeHTndunkaumm.

CuHTakKcuc:

Get-DssStsEndpointGlobalSettings [-DisplayName <string>]

Komanpaner Set-DssStsEndpointGlobalSettings

Mcnonb3yetca A8 U3MeHeHUMs obwMX HacTpoeKk KOHe4dHbiX Todyek LleHTpa
NoeHTndmkaumm. Cnncok napamMeTpoB KOMaHAbl yKka3aH B Tabauua 28.

CHUHTaKCcUC:
Set-DssStsEndpointGlobalSettings [-MaxRecieveTimeOut <int>] [-MaxSendTimeOut
<int>] [-MaxMessageSize <int>] [-DisplayName <string>]
Tabnunua 28. NapameTpbl koMaHaneTa Set-DssStsEndpointGlobalSettings
MapameTp Tun OnucaHue

MakcuMManbHoe BpeMs MoJjlydeHUs CoobLLeHMa B CEKYHAAX.

MaxRecieveTimeOut int
Mo yMonuyaHuio paseH 30 ceKkyHA.

MakcumManbHoe BpeMs OoTnpaBku cooblleHuns B cekyHaax. Mo

MaxSendTimeOut int
yMon4yaHuto paseH 30 cekyHA.

MakcuMasnbHbI pa3mep coobuieHns B 6anTax. Mo
yMondaHuto paBeH 5 M6anr.

Nmsa sk3emnnsapa UeHTpa UaeHTudukaunm. Ecnm 3HaveHune
DisplayName string He ykaszaHo, 6yAeT UCcnonb3oBaH 3K3eMnnsap, Ha3Ha4YeHHbI’
Mo yMOJI4aHuIo.

MaxMessageSize int

4.5.8.4. Monutuka AocTtyna K onepaymam

Komananer Get-DssAccessPolicy

KoMaHANEeT No3BONSET BbIBECTU Ha KOHCOJIb TEKYLLME HAaCTPONKWN MOJIUTUKM AOCTyna K
onepaumsmM.

CuHTaKCcumC:

Get-DssAccessPolicy [-GroupId <int>] [-DisplayName <string>]
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Tabnunua 29. NapameTpbl koMaHaneta Get-DssAccessPolicy

MapameTp Tun OnucaHue
NaeHTndmkaTop rpynnbl, 418 KOTOPOM HEO6X0AMMO BbIBECTU
cBefleHUs 0 NONUTUKE AO0CTyNna K onepauunsm.

NUmsa sk3emnnapa Cepsuca lMognmncu. Ecnmn 3HauyeHmne He ykasaHo,
6yneT ncnosb3oBaH 3K3eMNAApP, Ha3HAYEHHbIN MO YMOAYaHULO.

Groupld int

DisplayName  string

KomaHpanet Set-DssAccessPolicy

Mcnonb3yeTcss AN M3MEHeHUs HacTpoeK AoCTyna K onepauusiM. NMoMMMO HacTpoek
ZI0CTyNa K onepauusM, HacTpanBaloTCa Npasa MNosib3oBaTesNsi/onepaTopa U3MEHATb HAaCTPOIKK
[IOCTyNa K onepaumsiM CaMoCTOSATENbHO.

CuHTaKkcuc:
3anpeuleHHble onepaunm He HacTpamBakTCA

Set-DssAccessPolicy [-AllowChangeByUser <bool>] [-AllowChangeByOperator
<bool>] [-AllowOverride <bool>] [-GroupId <int>] [-DisplayName <string>]

Bce onepauunu paspelleHsbl

Set-DssAccessPolicy -AllActionsAllowed [-AllowChangeByUser <bool>] [-
AllowChangeByOperator <bool>] [-AllowOverride <bool>] [-GroupId <int>] [-
DisplayName <string>]

Bce onepauuun 3anpeLleHsbl

Set-DssAccessPolicy -AllActionsDisallowed [-AllowChangeByUser <bool>] [-
AllowChangeByOperator <bool>] [-AllowOverride <bool>] [-GroupId <int>] [-
DisplayName <string>]

3anpelleHbl yKasaHHble onepauum

Set-DssAccessPolicy -DisallowedActions <string[]> {SignDocument |

DecryptDocument | CreateRequest | DeleteCertificate | RenewCertificate |
RevokeCertificate | HoldCertificate | UnholdCertificate | ChangePin} [-
AllowChangeByUser<bool>] [-AllowChangeByOperator <bool>] [-AllowOverride
<bool>] [-GroupId <int>] [-DisplayName <string>]

Tabnuua 30. MapameTpbl kKoMaHaneTta Set-DssAccessPolicy

MapameTp Tun OnucaHue

Nma sk3emnngpa Cepsuca Nognucu. Ecnu
DisplayName string 3Ha4YeHue He yKasaHo, 6yaeT ncnosb3oBaH
3K3eMNAap, HasHa4YeHHbIN MO YMOAYaHMUIO.
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MapameTp Tun OnucaHue
String[]

BO3MOXHbIe

3Ha4vYeHus:

{SignDocument;

DecryptDocument;

CreateRequest; CTpoka noaknoyeHns Kk 6ase gaHHbIX
DeleteCertificate; Cepsuca Moanucuy.
RenewCertificate;

RevokeCertificate;

HoldCertificate;

UnholdCertificate;

ChangePin}

DisallowedActions

YKasaHue faHHOro napameTtpa paspelwaeTr
BCe ornepauuu.
YKa3saHue gaHHOro napaMeTpa 3anpelwaer
BCe ornepauunu.
Onpepenset, MmoxeT nn OnepaTtop
M3MEHATb AOCTYM K onepaumsM.
OnpepensieT, moxeT nu Monb3oBaTenb
M3MEeHATb AOCTYMN K onepaumsm.
OnpepensieT, MOXET M NONNUTUKA BbITb
AllowOverride bool nepeonpenesneHa Ha 6osiee HU3KOM
YPOBHE Mepapxuu.
NaeHTudukaTop rpynnbl, Aas8 KOTOPOKH
GrouplId int Heob6XxoaMMO HaCTPOUTb NOSINTMKY AOCTyna
K onepaumsm.

AllActionsAllowed -

AllActionsDisallowed -

AllowChangeByOperator bool

AllowChangeByUser bool

4.5.8.5. HacTpoMkun co3paHnUA yYETHbIX 3anucen

Komanpner Get-DssAccountPolicy

KoMaHAaNneT no3BONSIET BbIBECTM HA KOHCOJIb TEKYLUME HACTPOMKU CO34aHUS YUETHbIX
3anucen

CuHTakKcuc:

Get-DssAccountPolicy [-DisplayName <string>]

Komanpanet Set-DssAccountPolicy

KoMaHaneT no3BosigeT HacTPOUTb MONUTUKU CO3[4aHUSA YUETHbIX 3anuncen

CHUHTaKCcUC:
Set-DssAccountPolicy [-RequireUniqueEmail <bool>] [-RequireUniquePhone
<bool>] [-RequireUniqueDn <bool>] [-DisplayName <string>]
Tabnuua 31. NapameTpbl KoMaHgneTa Set-DssAccountPolicy
MapameTp Tun OnucaHue
. . Nmsa ak3emnnspa UW. Ecnm 3HauyeHue He ykasaHo, byaeT
DisplayName string pa Ll Y » OYA
MCMNO/1b30BaH 3K3eMMSpP, Ha3HAUYEHHbIA MO YMOSTYaHUIO.
. . TpeboBaTb YHUKANbHOCTb Pa3/IMuYMUTENIbBHOIO MMEHM
RequireUniqueDn bool P Y p

Nonb3oBaTens.

RequireUniqueEmail bool TpeboBaTb YHUKANbLHOCTb ajpeca 3/1eKTPOHHOM MOYThI.
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MapameTp Tun OnucaHue

RequireUniquePhone bool TpeboBaTb YHUKaANbLHOCTb HOMepa TenedoHa.

CookieExpireDays int BpeMmsa gencTBmsa AonroBpeMeHHbIX cookie B AHSX.

4.5.8.6. MaponbHbIE NOJIUTUKMH

KomaHanet Get-DssPasswordPolicy
Mo3sonseT nonyuntb MHPOpMaLUMo 06 ncnonb3yemMon NaposbHOW NOMUTUKE.

CuHTaKkcuc:

Get-DssPasswordPolicy [-DisplayName <string>]

Komanpner Set-DssPasswordPolicy

[Mo3BonseT HacCTpOUTb MNapoSbHY MOAUTUKY KaK [AONrOBPEMEHHbIX, TakK W
OAHOpPAa30BbIX Maposien.

CuHTakcumc:
Set-DssPasswordPolicy [-PasswordLength <int>] [-PasswordComplexity
<ComplexityEnum> {Trivial | Weak | Fair | Strong}] [-OtpLength <int>] [-
OtpComplexity <ComplexityEnum> {Trivial | Weak | Fair | Strong}] [-
InvalidPasswordAttempts<int>] [-InvalidOtpAttempts <int>] [-PasswordSource
<PasswordSources> {ClientAndServer | ClientOnly | ServerOnly}] [-PasswordType
<PasswordType> {Symbolic | Phrase}] [-PasswordPhraseComplexity
<PasswordPhraseComplexityEnum> {Common | Strong}] [-PasswordLifetime <int>]
[-ChangePasswordAfterReset <bool>] [-DisplayName <string>]

Tabnuua 32. MapameTpbl KoMaHaneTta Set-DssPasswordPolicy

3HaueHue
MapameTp no OnucaHue
NcTouHnk naponein:
PasswordSources Tonbko MNonb3osBartens
3a4aéT naponb
BO3MOXHble 3HaYEHUS: ClientAndSer (ClientOnly);
PasswordSource ClientOnlv: ver Maponb reHepupyeTcs
ServerOn‘I,\;- TO/IbKO Ha CTOPOHe
ClientAndServer cepsepa (ServerOnly);
' CMeLaHHbIA pexunm
(ClientAndServer).
PasswordType 3
ajaeT Tun napons,
PasswordType BO3MOXHbIE 3HaYEHMUS Symbolic reHEepnpyeMoro CEpeepom,
Phrase; — CMMBOJIbHbIN UK
Symbolic. Ppasa.
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3HaueHue

MapameTtp no OnucaHue
YMONYAHUIO

ComplexityEnum

Bo3MOXHbIE 3HaYeHus:
Trivial - Tonbko Undpsl;
Weak - undpbl n
NaTUHCKne 6yKBbl

Fair — undpbi 1 3 CnoxHoCTb

PasswordComple

xit OJITOBPEMEHHbIX Maposien.
Y NaTUHCKne 6yKBbl A P P
Pa3/INYHbIX PETNCTPOB
Strong - undpsl,
NaTUHCKne 6yKBbl
pPa3/INYHbIX PErNCTPOB,
CNeucmMMBOIbI.
I . Cpok geincreus napons (B
PasswordLifetime int 0 poK 4 P (
OHSX).
JINHA A0NIFOBPEMEHHbIX
PasswordLength  Int 8 A A P
naponen.
. Konn4yectBo HeBepHbIX
InvalidPasswordA . P
int 5 rMonbITOK BBOAA
ttempts
A0/ITOBPEMEHHOIO Naposs.
MonyyaeT nnun 3agjaet
3HaueHue, NnokasbiBatoLlee,
TpebyeTtcsa num oT
ChangePassword pEoy
bool False rnosib3oBaTens cMeHa
AfterReset
[ONrOBPEMEHHOrO Nnaposs
rnocne cbpoca 3Toro
naponsa OnepaTtopom.
JIMHa 04HOPa30BbIX
OTPLength Int 5 A AHOP

naponen.

ComplexityEnum

Bo3MOXHble 3Ha4YeHus:
Trivial - Tonbko undpsbl;
Weak - undpbl u
NaTUHCKKNE 6yKBbI
OTPComplexity Fair - undpbl 1 1

NaTUHCKNe 6yKBbI
pasfIMYHbIX PErUCTPOB
Strong - undpsl,
NaTUHCKKNE 6yKBbI
pasfIMYHbIX PErUCTPOB,

CNnoXXHOCTb OAHOPA30BbIX
naponen.

CNeucMMBOIbl.
KonnuyectBo HeBepHbIX
nMonbITOK BBOAA

InvalidOtpAttem int 3 04HOpPa30BOro Napons.

pts MoagpobHee Npo AaHHbIN
rnapameTp CM. pasaen
5.5.1.

PasswordPhraseComplexi
tyEnum
PasswordPhraseC CnoOXHOCTb NapoJibHOM
; Common
omplexity Bo3MOXHble 3HaYeHns: dpasbl.

Common - 3 cnoB.a;
Strong - 4 cnosa.
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3HaueHue

MapameTtp no OnucaHue
MOJTYAHUIO

Nma sksemnngapa UW. Ecnu
3HayeHue He yKasaHo,

DisplayName string 6yneTt ncnonb3oBaH
9K3eMnasp, HazHaYeHHbIN
Mo YMO/YaHuIo.

4.5.8.7. loBepeHHble CTOPOHBbI

Komananer Add-DssRelyingPartyTrust

Komananet Add-DssRelyingPartyTrust no3sBosisieT 3aperncrpvpoBaTb noTpebutens
MapkepoB 6€30NacHOCTU — MPOBEPSIOLLYI0 CTOPOHY.

CuHTakcumc:
Add-DssRelyingPartyTrust -Name <string> -Identities <List[stringl> [-
Description <string>] [-EncryptionCertificate <X509Certificate2>] [-

AdministrativeUrl <string>] [-DisplayName <string>] [-
AuthenticationCertificate <X509Certificate2>]

Tabnuua 33. MapameTpbl koMmaHaneta Add-DssRelyingPartyTrust

MapameTp Tun OnucaHue

OTobpaxaeMoe nma aksemnnspa

KoMrnoHeHTa UeHTp UaeHTndukaumm. Ecnm
3Ha4eHue He yKasaHo, 6yaeT ncnosnb3oBaH
3K3eMMAAp, Ha3Ha4YeHHbIN N0 YMOAYaHUIO.

DisplayName string

Name string OTobpaxkaemoe UM AOBEPEHHOM CTOPOHbI.

Description string KpaTkoe onucaHne AOBEPEHHON CTOPOHbI.

URI-agpec danna MeTagaHHbIX 4OBEPEHHOWN
CTOPOHbI.

Ceptudwmkat wmdpoBaHna Mapkepa
6e3onacHoCTu.

B kauecTBe 3HauYeHUs faHHOro napameTpa
MOXHO yka3aTb 06bekT PowerShell
X509Certificate2 nnv nyTb K banny c
cepTudmKaToOM.

Cnuncok naeHtTudurKaTopoB A0BEPEHHOMN
CTOPOHbI.

URL-agpec pasgena agMUHUCTPUPOBAHMUSA
AdministrativeUrl string nonb3oBaTtenen (4actb Beb6-uHTEpPpdENiCa,
aoctynHas OnepaTtopy).
CepTndukaT ayTeHTUPUKaLNM OBEPEHHOMN
CTOPOHbI.
B kauyecTBe 3HaueHUs faHHOro napameTpa
MO>HO yKa3aTb 06bekT PowerShell
X509Certificate2 nnu nyTb K danny c
cepTnudmKaTom.

URL-agpec kaHana Ansa nosyyeHns TOKEHOB
onepauuu.

MetadataUri string

EncryptionCertificate X509Certificate2

Identities List<string>

AuthenticationCertificate X509Certificate2

BackChannelUrl string
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Komanpanet Set-DssRelyingPartyTrust

KomaHanert Set-DssRelyingPartyTrust nossonseT U3MEHUTb rnapameTpbl
3aperncTpnpoBaHHOM AOBEPEHHOM CTOPOHbI.

CuHTakKcuc:

Set-DssRelyingPartyTrust [-Name <string>] [-Description <string>] [-
EncryptionCertificate <X509Certificate2>] [-Identities <List[string]>] [-
DisableTokenEncryption <bool>] [-ForOperator <bool>] [-AdministrativeUrl
<string>] [-AuthenticationCertificate <X509Certificate2>] [-DisableActAs
<bool>] [-DisplayName <string>]

Set-DssRelyingPartyTrust -Id <int> [-Name <string>] [-Description <string>]
[-EncryptionCertificate <X509Certificate2>] [-Identities <List[string]>] [-
DisableTokenEncryption <bool>] [-ForOperator <bool>] [-AdministrativeUrl
<string>] [-AuthenticationCertificate <X509Certificate2>] [-DisableActAs
<bool>] [-DisplayName <string>]

Tabnuua 34. NapameTpbl kKOMaHaneTa Set-DssRelyingPartyTrust

MapameTp OnucaHue

OTobpaxkaeMoe nmsa ak3emnnasapa

KoMrnoHeHTa UeHTp UaeHTndukauun. Ecnm
3HayeHue He ykasaHo, 6yaeT ncrnosb3oBaH
3K3eMMNAsAp, Ha3Ha4YeHHbIN N0 YMOAYaHUIO.

Monck No yHUKanbHOMY naeHTUdUKaTopy
[OBEpPEHHOW CTOPOHbI.

DisplayName string

Id int

Name string OTobpaxkaemoe nMs LOBEPEHHON CTOPOHBI.

Description String KpaTkoe onucaHme AOBEPEHHOW CTOPOHbI.

CepTtudukaTt wndpoBaHUsa Mapkepa
6e30nacHOCTU Ana AOBEPEHHOWN CTOPOHBI.
B KauecTBe 3HaueHUda JaHHOro rnapameTpa
MOXHO yka3aTb 06bekT PowerShell
X509Certificate2 nnu nyTb k danny c
cepTndurKaTomM.

Cnncok naeHTMdrKaTopos A0OBEPEHHOWN
CTOPOHbI.

EncryptionCertificate X509Certificate2

Identities List<string>

Bo3MOXHO nu ynpasneHue lMNonb3oBaTensaMm

ForOperator bool N N
B A@HHOI AOBEPEHHOM CTOPOHE.

URL agpec pa3gena aaMMHUCTPUPOBAHNA

AdministrativeUrl string Monb3oBaTene

OTKNOYEHO NN WNdPOBaHME MapKepoB
6e30MacHOCTM ANSl AOBEPEHHOIN CTOPOHbI.

CepTtudukart ayTeHTMdDMKaUMM 4OBEPEHHON

CTOPOHbI.

B kayecTBe 3HauyeHUs faHHOro napameTpa

MOXHO yKa3zaTb 06bekT PowerShell

X509Certificate2 nnuv nyTb K panny c

cepTudmKaToM.

OTKkNOYEHA T BO3MOXHOCTb 3arnpocoB

DisableActAs bool MapKepoB AenerMpoBaHus Anst 40BEpPEHHOMN
CTOPOHbI.

DisableTokenEncryption  bool

AuthenticationCertificate X509Certificate2
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KomaHnanet Enable-DssRelyingPartyTrust

KomaHaner Enable-DssRelyingPatryTrust penaer akTuBHOM NpOBEpSIOLLYIO
CTOPOHY, 3aperncTpmposBaHHyto B Kpuntollpo DSS.

CuHTakKcuc:

Enable-DssRelyingPartyTrust [-DisplayName <string>] -Id <int>
Tabnunua 35. NapameTpbl komaHaneta Enable-DssRelyingPartyTrust

MapameTp T™vin OnucaHue

OTobpaxkaemoe nms ak3eMmnnasapa KoMnoHeHTa LleHTp
DisplayName string WaeHTudukaumn. Ecnm 3HavyeHue He ykasaHo, byaeT Mcnonb3oBaH
3K3eMnasp, Ha3HaYeHHbIA N0 YMOMYaHUIO.

Id int MoncK No yYHUKanbHOMY UAEHTUDUKATOPY AOBEPEHHOM CTOPOHDI.

Komanpaner Disable-DssRelyingPartyTrust

KomaHanetr Disable-DssRelyingPatryTrust penaetr HeakTMBHOM nNpoOBepSIOLLYIO
CTOPOHY, 3apernctpmposaHHyto B Kpuntollpo DSS.

CuHTakKkcuc:

Disable-DssRelyingPartyTrust [-DisplayName <string>] -Id <int>
Tabnunua 36. NapameTpbl koMaHaneta Enable-DssRelyingPartyTrust

MapameTp Tun OnucaHue

OTobpaxaemoe nMs akseMnaspa KoMnoHeHTa LleHTp
DisplayName string WaeHTudukaumn. Ecnm 3HavyeHne He ykasaHo, byaeT Mcnonb3oBaH
3K3eMnasp, Ha3HaYeHHbIA N0 YMOMYaHUIO.

Id int MoncK No yHUKanbHOMY UAEHTUDUKATOPY AOBEPEHHOM CTOPOHDI.

Komananer Get-DssRelyingPartyTrust

KomaHanetr Get-DssRelyingPatryTrust nossonger oTobpa3uTb CMNMCOK BcCeX
3aperucTpmMpoBaHHbIX [AOBEpPEeHHbIX CTOPOH wan noapobHyto wnHdbopmaumto o6 ogHol m3
3aperncTpmpoBaHHbIX AOBEPEHHbLIX CTOPOH.

CuHTaKcuc:

Get-DssRelyingPartyTrust [-DisplayName <string>] [-Id <int>]
Tabnuua 37. NapameTpbl KoMaHaneta Enable-DssRelyingPartyTrust

MapameTp Tun OnucaHue

OTobpaxaeMmoe nMs akseMnasspa KoMMnoHeHTa LleHTp
DisplayName string WaeHTudwukaumn. Ecnn 3HayeHmne He ykaszaHo, 6yaeT ncnosab3oBaH
3K3eMNnasp, Ha3HaYeHHbIA MO YMOSYaHUIO.

Id int Monck no yHUKanbHOMY MAEHTUPUKATOPY AOBEPEHHOM CTOPOHDI.

Komananetr Remove-DssRelyingPartyTrust

KomaHanet Remove-DssRelyingPatryTrust nossonsier yaanuTb npoBepsloLyto
CTOpPOHY.
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CuHTakKcuc:

Remove-DssRelyingPartyTrust [-DisplayName <string>] —-Id <int>
Tabnuua 38. NapameTpbl kOMaHaseTa Remove-DssRelyingPartyTrust

MapameTp T™vin OnucaHue

OTobpaxaemoe nMs aK3eMnsipa KoMnoHeHTa LieHTp
DisplayName string WaeHTudukaumn. Ecnm 3HayeHme He yKasaHo, byaeTr ncnonb3oBaH
3K3EeMMNNAP, Ha3HAYEeHHbIM MO YMOJIYAHULD.

Id int Monck Mo yHMKanbHOMY MAEHTUDUKATOPY AOBEPEHHON CTOPOHBI.

4.5.8.8. NMpotokon OAuth

KomaHpanert Add-DssClient

KomaHaneT ucnonb3yeTcsa ANs perncrpauum HOBOMO K/MEHTa, UCNOob3YlowWerocs Ansd
ayTeHTMdMKaLnM NpUNOXEHNS B CUCTEME C MCnofib3oBaHMeM npoTtokonos OAuth 1 ctaHaapTa
OpenID. OcHoBHble NapaMeTpbl KOMaHaseTa ykasaHbl B Tabauua 39. [lMonHOe onucaHue
npotokona OAuth copepxutca B cooTtBeTcTBYytOoweM RFC 6749. WUHdopmauuo o6 OpenlID
MOXHO MOSYYUTb Ha CTpaHuLe NPOeKTa.

Tabnuua 39. Mapametpbl koMmaHaneta Add-DssClient

MapameTp Tvn OnucaHue
Identifier string NaoeHTudmkaTop KIneHTa
Name string Nma pobaBnaemMoro KianeHTa
Description string OnuncaHue NpuUNoXeHUs-
KNneHTa
Flows []

CueHapum B3aMMOAENCTBUS:
AuthorizationCode

Implicit

ResourceOwner

[pyrne BO3MOXHble CLeHapumn Onpepenenne AonycTmMbIX
COrfacHo ctaHpapTy ONS KNNeHTa CueHapueBs
3ape3epBMpoBaHbl AN MCNOJIb30BaHUS,
6yayLwiero ncnosib3oBaHMs 1 B coBMecTuMbIX ¢ OpenlID.
Tekywen sepcum Kpuntollpo

DSS HeaoCTynHbI:

Hybrid

ClientCredentials

Custom

AuthorizationCodeWithProofKey

HybridWithProofKey

AllowedFlow
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MNMapameTp Tvin

RedirectUri string

OnucaHue

OAuth-napameTp, cogepxuTt

aapec, kyaa byner
nepeHanpasneH
MONYYEHHbIN KOA
aBTopusaunmn, nmbo Mapkep
JocTyna.

AuthorizationCodelLifetime int

Bpems xu3HM KoAa
aBTOpMU3aunn B CEKYHAAX.

AccessTokenLifetime int

Bpems )X1U3HU Mapkepa
noctyna (cBeaeHUn o
NMPUNOXEHNN-KIIMEHTE) B
CeKyHAaax.

IdentityTokenLifetime int

OpenID-napameTp,
COAEPXNUT BPEMS XKU3HU
MapKepa Y4YeTHbIX AaHHbIX
rnonb3oBaTens.

RefreshTokenLifetime int

Bpems )X1U3HM Mapkepa
06HOBJIEHMS B CEKYHAAX.

GenerateSecret

JenaeTt npunoxeHue
ny6anYHbIM Nn
KOHbWAEHUMaNbHbIM B
pamkax npotokona OAuth.
CreHepupyeT KoY,
KOTOpbIN ayTeHTUdGUUMpyeT
KneHTa. BkioyaeTca B
3anpoc KaneHTa K LN Ha
Mapkep gocryna.

PassThru switch

lMo3songer nepeaatb
06bekT, Haa KOTOpbIM
coBepllaeTcs AencTeune, B
cneaywwmn KoMaHgaer.

DisplayName string

OTobpaxaemoe nms
3K3eMMnsapa KOMMNOHEHTA
Llentp UaeHTndunkaymu.
Ecnu 3HaueHne He yKasaHo,
6ynet ncnonb3oBaH
3K3eMNNap, Ha3HauYeHHbIN
Mo YMOAYaHuIo.

CuHTakKkcuc:

Add-DssClient [-Identifier <string>]
[-AllowedFlow <Flows[]> {AuthorizationCode
ClientCredentials | ResourceOwner
HybridWithProofKey}] [-RedirectUri <string[]>]
<int>] [-AccessTokenLifetime <int>]
RefreshTokenLifetime <int>] [-GenerateSecret]

<string>]

KomaHpnert Get-DssClient

KomaHanetr rno3songer  NoJjayyuTb

3aperncTpMpoBaHHbIX KMEHTaX.

CuHTakKkcuc:

Get-DssClient [-ClientId <string>]
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[-Name <string>]

[-Description <string>]
| Hybrid |

AuthorizationCodeWithProofKey |
[-AuthorizationCodelLifetime
[-IdentityTokenLifetime <int>] [-—
[-PassThru] [-DisplayName

KOHCONb  WHdoOpMauum o

[-DisplayName <string>]
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KomaHpnet Set-DssClient

KomMaHaneT no3BONSieET HACTPOUTb CBOMCTBA KJIMEHT@ HEeNOoCPeACTBEHHO MO €ero
naeHtTudukaTopy, nmbo nepesatb C MOMOWbLI KOHBenepa O06beKT M3 npeabliayLliero
KOMaHANeTa, NCNoJsib3ysa CKpbITbin napameTp —TargetClient.

CuHTakKcuc:

Set-DssClient -ClientId <string> [-Name <string>] [-Description <string>] [-
AllowedFlow <Flows[]> {AuthorizationCode | Implicit | Hybrid |
ClientCredentials | ResourceOwner | Custom | AuthorizationCodeWithProofKey |
HybridWithProofKey}] [-RedirectUri <string[]>] [-AuthorizationCodelLifetime
<int>] [-AccessTokenLifetime <int>] [-IdentityTokenLifetime <int>] [-
RefreshTokenlLifetime <int>] [-PassThru] [-DisplayName <string>]

nnn

Set-DssClient -TargetClient <Client> [-Name <string>] [-Description <string>]
[-AllowedFlow <Flows[]> {AuthorizationCode | Implicit | Hybrid |
ClientCredentials | ResourceOwner | Custom | AuthorizationCodeWithProofKey |
HybridWithProofKey}] [-RedirectUri <string[]>] [-AuthorizationCodelLifetime
<int>] [-AccessTokenLifetime <int>] [-IdentityTokenLifetime <int>] [-
RefreshTokenLifetime <int>] [-PassThru] [-DisplayName <string>]

KomaHpanet Enable-DssClient

KoMaHAaneT Mcnonb3yeTca AN BKAKYEHUS ayTeHTUduMKaunum KnmeHta no npoToKoy
OAuth HenocpeacTBeHHO Mo naeHTUMMKATOPY KANEHTa, 1Mb0O C MOMOLWbIO KOHBeNepa 06beKkT
M3 nNpeablayLwero KoMaHAaneTa, UCNoab3ys CKpbITbiM NapameTp —TargetClient.

CuMHTaKCcuUC:
Enable-DssClient -ClientId <string> [-PassThru] [-DisplayName <string>]
nnn
Enable-DssClient -TargetClient <Client> [-PassThru] [-DisplayName <string>]

KomaHpanert Disable-DssClient

KOMaH,Cl,J'IeT MCNOJIb3YETCA ANA OTKIHYEHUNA aYTeHTVICbVIKaLl,VIVI KJIMEHTA MO NpOTOKONYy
OAuth HenocpeacTBEHHO MO ero uaeHTudunkatTopy, NMb60 C NOMOLWbIO KOHBenepa 06bekT u3
npeablayLlero KoOMaHaseTa, Ncnosb3ys CKpbITbin NnapameTp —TargetClient.

CuHTaKCcuUc:
Disable-DssClient -ClientId <string> [-PassThru] [-DisplayName <string>]
Zniz
Disable-DssClient -TargetClient <Client> [-PassThru] [-DisplayName <string>]

KomaHanetr Remove-DssClient

KoMaHANeT ucnonb3yeTcs ANs yAaneHus CylwecTBYHLWero KAneHTa HenocpeacTBeHHO
no ero naeHTUdunKaTopy, MMb60 C NOMOLLbIO KOHBeNepa 06beKT U3 NpeablAyLLEro KOMaHANEeTa,
NCnonb3ysa CKpbITblA NapameTp -TargetClient.

CuHTakKcuc:
Remove-DssClient -ClientId <string> [-DisplayName <string>]

nJn

Remove-DssClient -TargetClient <Client> [-DisplayName <string>]
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4.5.8.9. Fpynnbi NMNonb3oBaTeneun

KomaHanetr New-DssIdentityGroup

KomaHaner co3gaért HoByto rpynny Monb3oBaTenen B paMKax yKazaHHOro JOBEPEHHOIro
nsgaTtens.

CuHTaKkcuc:

New-DSSIdentityGroup —-Name <string> -Title <string> [-IdentityProviderID
<int>] [-IssuerName <string>] [-Description <string>] [-DisplayName <string>]

Tabnuua 40. MapameTpbl komaHaneta New-DssIdentityGroup

MapameTp Tvn OnucaxHue
OTobpaxkaemoe nMs aK3eMnnasapa KOMMNoHeHTa LleHTp
DisplayName string WNaeHTndukauun. Ecnm 3HaueHue He ykasaHo, byaeT
MCMNONb30BaH 3K3eMNaap, Ha3Ha4YeHHbIM MO YMONMYaHUIO.
Name string Wmsa rpynnbl Monb3oBatenen.
Title string Otobpaxaemoe nMsa rpynnel Monb3oBaTenein.
IdentityProviderID int NpoeHTndurkaTop AOBEPEHHOro ulgartens.
IssuerName string CrtpokoBbIn ngeHtTudmkaTop ngartens.
Description string OnwucaHue rpynnobl Monb3oBaTtenei.

MapameTpbl IdentityProviderID v IssuerName sBASIOTCA B3aMMOMUCKI/IIOYAOLWMMM.

Komanpaner Set-DssIdentityGroup

KoMaHANET U3MeHSeT HAacTpoWKuM rpynnbl Monb3oBaTenen.

CMHTaKCcuC:
Set-DSSIdentityGroup -GroupId <int> [-Name <string>] [-Title <string>] [-
Description <string>] [-DisplayName <string>]

Tabnuua 41. NapameTpbl koMaHaneTta Set-DssldentityGroup

MapameTp Tun OnucaHue

OTobpaxkaeMoe nMsa aK3eMniasipa KoMnoHeHTa LleHTp
DisplayName string WaeHTudwukaumn. Ecnmn 3HadeHme He ykasaHo, 6yaeT ncnonb3oBaH
3K3eMNAAp, Ha3Ha4YeHHbIN MO YMOYaHUIO.

GrouplId int NaeHTUdMKaTOp peaakTMpyeMon rpynmeol.
Name string WmMsga rpynnbl Monb3oBaTenen.
Title string OTobpaxaemoe nmsa rpynnsbl Monb3oBaTenen.

Description string OnwucaHue rpynnol MNonb3oBaTenemn.

Komananert Get-DssIdentityGroup

KoMaHAeT BbIBOAUT Ha KOHCOMb MHMOpMaumMio o rpynnax Monb3oBaTtenen.
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CuMHTaKCcuUc:

Get-DSSIdentityGroup [-GrouplId <int>] [-DisplayName <string>]
Tabnuua 42. NapameTpbl koMaHaneTa Get-DssldentityGroup

MNMapameTp Tvin OnucaHue

OTobpaxkaemoe MMsa ak3eMnasipa KoMmnoHeHTa LleHTp
DisplayName string WaeHTudwmnkaummn. Ecnm 3HadeHune He ykasaHo, byaeT MCnonb3oBaH
3K3eMnNsap, Ha3HaYeHHbI MO YMONYaHUIo.

NaeHTudmkaTop oTobparkaemoit rpynnbl. Ecnn 3HayeHne He
yKasaHo, 6yaeT BbiBeAEH CMUCOK BCEX rpynn AAaHHOIro 3K3eMnspa.

GrouplId int

Komananetr Remove-DssldentityGroup
KomaHnanet yganset rpynny MNonb3oBatenen LleHTpa MaeHTndunkauymm.

CuMHTaKCcuc:

Remove-DSSIdentityGroup -GroupId <int> [-DisplayName <string>]
Tabnuua 43. MapameTpbl KoMaHaneta Remove-DssldentityGroup

MapameTp Tun OnucaHue

OTob6paxkaeMmoe uMsa ak3eMmnaspa KoMnoHeHTa LleHTp
DisplayName string WaeHTudwmnkaummn. Ecnm 3HadeHne He ykasaHo, byaeT MCnosb3oBaH
3K3eMnNap, Ha3HaYeHHbI MO YMONYaHUIO.

Groupld int NaoeHTudgukatop yaansemon rpynnol.

4.5.8.10. OnepaTopbl

Komananer Add-DsslIdentityOperator
KomaHanet co3paér y4éTtHyto 3anmcb Onepartopa LleHTpa NaeHTndmkaumm.
CuHTaKcuc:

Add-DSSIdentityOperator -Type [String] -Login <string> -Name <string> -
IssuerName <string> [-Audit <bool>] [-Certificate <string> WU
<X509Certificate2>] [-DisplayName <string>]

Tabnuua 44. MapameTtpbl koMmaHaneta Add-DssldentityOperator

MapameTp Tun OnucaHue

OTobpaxkaemoe nMsa ak3eMnaspa KomnoHeHTa LleHTp
NaeHTndumnkaummn. Ecnmn 3HayeHmne He yKasaHo, byaer

DisplayName strin N
play 9 MCNONb30BaH 3K3eMMNAP, Ha3HaYeHHbIN Mo

YMOTYAHMUIO.
NornH OnepaTopa, NpeacTaBnsalLWnn cobon
Login string YHUKanbHbIN naeHTudmkatop B b LleHTpa
NnaeHTndumnkaumu.
Name string OO OnepaTopa.
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MNMapameTp T™vin OnucaHue

string,
Twnn ponn coszgasaemoro OnepaTtopa: OnepaTtop,
BO3MOXHble
Type 3HaYeHUs: OnepaTtop AyauTta nnu OnepaTtop-Habnioaatens. MNpu
U OTCYTCTBMM AAHHOro NapaMeTpa co3gaeTcs
Operator; OnepaTto
Audit; paTop.
Readonly.
. MNyTb k danny ceptnudukarta Onepatopa
string hY
Certificate bl B KayecTBe 3Ha4YeHns AaHHOro napameTpa MOXHO
X509Certificate2 A pameTp

yka3aTtb 06bekT PowerShell X509Certificate2.
CTpoKoBbIN naeHTUdMKaTop 4OBEPEHHOrO n3gartens,
IssuerName string K KOTOpOMYy oTHocuTcs gobasnsdembin OnepaTtop.
dukcnposaHHoe nmsa - realsts.
Cnucok rpynn MNonb3oBaTenen, cobbiTna KOTOPbIX
string OnepaTop MoXeT BuaeTb. 1o ymMondaHuio — rpynna
Default.

Grouplist
<string[]>

Komanpanert Get-DssIdentityOperator

KomaHaner BbIBOANT Ha KOHcCoOMb MHQopMmaumto 06 Onepatopax LleHTpa
NaoeHTudunkaymm.

CvHTaKCcuUC:
Get-DssIdentityOperator [-Groups] [-Login <string>] [-DisplayName <string>] -
IssuerName <string>]

Tabnuua 45. Napametpbl koMmaHaneta Get-DssldentityOperator

MapameTp Tun OnucaHue

OTobpaxaeMoe nMs ak3eMnasgpa KoMrnoHeHTa LeHTp
NoeHTndunkaumm. Ecnm 3HaveHue He ykKasaHo, byaeTt

DisplayName strin N
play 9 MCMOSb30BaH 3K3eMnasp, Ha3HAYeHHbIN No

YMOJIYaHMUIO.
string,
BO3MOXHble

. Tun ponu co3pgasaemoro Onepartopa: OnepaTop,

Type 3HaueHns: Onepatop Ayanta nnn OnepaTtop-Habntogatenb
Operator; )
Audit;
Readonly.

Login string JlormH OnepaTtopa, nHdopmauunto o KoTtopoMm TpebyeTcs

noay4unTb.
Groups SwitchParameter [aHHbIN NapaMeTp UCNONb3YeTCs ANS NoSyYeHus

MHdOopMaunm o uneHcTee OnepaTopoB B rpynnax.

CTpoKOBbI naeHTUMUKaTOp AOBEPEHHOIo UsgaTtens, K
IssuerName  string KOTOPOMY OoTHOCuTCa OnepaTop, nHdopmMaumio o
KOTOPOM TpebyeTcs NosyynThb.

MapameTpbl IssuerName, Groups 1 Login sBs10TCS B3aMMOUCKAOYAOLWNMMN,

Komanpaner Set-DssIdentityOperator
KoMmaHanert nameHsieT yu4éTtHyto 3anuce Onepatopa LeHTpa MaeHTudmnkaumm.

CuHTaKCcumC:
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Set-DSSIdentityOperator -Login <string> [-NewName <string>] [-GroupList
<string[]>] [-DisplayName <string>] [-Certificate <string> wuuu
<X509Certificate2>] [-IssuerName <string>]

Tabnunua 46. NapameTpbl koMaHaneTa Set-DssldentityOperator

MapameTp Tun OnucaHue

OTobpaxaeMmoe nMs ak3eMnisipa KOMMNoHeHTa LleHTp
DisplayName string NoeHTudunkaummn. Ecnn 3HayeHme He yKasaHo, byaeTt
MCNOJ/Ib30BaH 3K3eMMSIP, Ha3HAYeHHbIM MO YMONYaHUIO.

Norux OnepaTopa, yyeTHas 3anvcb KOTOporo 6yaeT

Login string N3MEHSTbCS.
NewName string Hoeble ®NO AgMuUHUCTpaTopa.
. MyTb K ainy .cer ¢ HOBbIM cepTudmkaTom OnepaTopa
string LY
Certificate Mam B KauecTBe 3Ha4YeHUs AaHHOro napameTpa MOXHO
X509Certificate2 A P P

ykasaTb 06bekT PowerShell X509Certificate2.

Cnucok rpynn, B KoTopble cneayet NOMeCcTuTb AAaHHOro
OnepaTopa.

GrouplList string[]

CTpoKOBbI naeHTUbUKaTop 4OBEPEHHOIro usgaTtens, K

IssuerName  string KoTopoMy 6yaer oTHeceH OnepaTop.

MNapameTp GroupList wucnonb3yerca B cnydasx, Koraa HeobxoAMMO W3MEHUTb
uneHcTeo OnepaTopa B rpynnax. siBnserca B3anMoucknodawumum c Certificate.

Kpuntolpo DSS noaaepXXuBaeT BblAESIEHHOE XpaHWIuWe mlgartenen ceptudmkaToBs
ayTeHTudumkaumn. UMMa  xpaHunauwa MOXHO MNOCMOTpPeTb B  BblBOAEe  NapaMeTpa
ClientAuthenticationIssuersStoreName «komaHaneta Get-DssStsProperties (no
ymonuaHuto — STS Client Authentication Issuers). Wcnonb3oBaHMe AaHHOIMO XpaHunuuia
perynupyetcsa napametpom IsClientAuthenticationIssuersStoreEnabled (cm. pasgen
4.5.8.2).

Komananet Enable-DssIdentityOperator

KomaHanet pasbnokupyeT 3ab/IOKMPOBaHHYIO paHee y4yeTHyk 3anucb OnepaTtopa
LleHTpa MaeHTndunkaumn.
CuHTaKcumcC:

Enable-DssIdentityOperator [-DisplayName <string>] -Login <string> [-
IssuerName <string>]

Tabnuua 47. NapameTpbl koMaHaneta Enable-DssldentityOperator

MapameTp Tvn OnucaHue

OTobpaxaeMoe nmsa aksemnnasipa KOMMNoHeHTa LleHTp
DisplayName string WaeHtudukauummn. Ecnm 3HauyeHme He ykasaHo, byaeT Mcnosb3oBaH
3K3eMMaap, Ha3Ha4YeHHbIN N0 YMOAYaHUIO.

NornH OnepaTopa, NpeacTaBnsoWmnn cob6on YHNUKaNbHbIN
naeHtudumkaTtop B b LleHTpa NaeHTndmkaumm.

Login string

CTpokoBbIn naeHTudmkaTop 4oBeEpeHHOro nsgatens, Onepatop

IssuerName  string KoToporo 6yaet pa3biokmpoBaH.

MNapameTpbl IssuerName 1 Login SBNa0TCS B3aMMOUCK/IIOHAOLWMMHN,

Komananert Disable-DssIdentityOperator

KomaHnanet 6nokunpyet yyeTHyto 3anmcb Onepatopa LleHTpa MaeHTndunkaumn.
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CuHTakKcuc:

Disable-DssIdentityOperator [-DisplayName <string>] -Login <string> [-
IssuerName <string>]

Tabnuua 48. MapameTpbl kKoMaHaneta Disable-DsslIdentityOperator

MapameTp Tun OnucaHue

OTobpaxkaeMoe nMmsa aKseMniasipa KoMMNoHeHTa LleHTp
DisplayName string WaeHTudumkauumn. Ecnm 3HaueHme He ykasaHo, 6yaeT ncrnosb3oBaH
3K3eMMNaap, Ha3Ha4YeHHbIN N0 YMOAYaHMUIO.

NornH OnepaTopa, NpeacTaBAsalOWNNn co60M YHUKANbHbIN
naeHtngukatop B b UeHTpa NaeHTndmkauum.

Login string

CTpokoBbI naeHTUdmKaTop 4OBEPEHHOro nsgartens, Onepatop

IssuerName  string
KoToporo 6yaeT 3ab/0kMpoBaH.

MapameTpbl IssuerName u Login SBASOTCS B3aMMOUCK/IIOYAOLWNMU.

KomaHanetr Remove-DssldentityOperator
KoMmaHaner yaansaeT yuyeTHyto 3anmck Onepatopa LeHTpa MaeHTndukaunn.
CuHTakcumc:
Remove-DssIdentityOperator [-DisplayName <string>] -Login <string> [-
IssuerName <string>]

Tabnuua 49. NapameTpbl koMaHaneTta Set-DssldentityOperator

MapameTp Tun OnucaHue

OTobpaxaeMoe nMsa aK3eMnasipa KoMnoHeHTa LleHTp
DisplayName string WaeHTudwukaumn. Ecnm 3HadeHme He ykasaHo, 6yaeT ncnonb3oBaH
3K3EeMMNAp, Ha3HAYeHHbIM MO YMOAYaHUIO.

NornH OnepaTtopa, NpeacTaBNAaoWnn cobon YHMKaNbHbIN
naeHtTudukaTop B B LlenTpa NaeHTudmkaumm.

Login string

CTpokoBbIi naeHTUdbnKaTop goBepeHHoro nsgartens, OnepaTtop

IssuerName  string KOTOpOro 6yAeT yAaneH.

MapameTpbl IssuerName 1 Login SBSI0TCS B3aMMOUCKIOYAOLWMNMN.

4.5.8.11. NpeobpazoBaHne AOKYMEHTOB

Komananert Get-DssStsConverterPlugin

KoMaHaneT wucnonb3yeTcsa AN18 BbIBOAA Ha KOHCO/Ab BCeX 3aperncTtpmpoBaHHbIX
nnarmHoB Ans npeo6pa303aHMﬂ AOKYMEHTOB.

CuHTaKCMKC:

Get-DssStsConverterPlugin [-DisplayName <string>]

Komananer Add-DssStsConverterPlugin

[o6aBneHne HOBOro niarvHa ans npeobpasoBaHWs AOKYMEHTOB B KOHUIYpaLMOHHbIN
dann.

CHUHTaKCUC:
Add-DssStsConverterPlugin [-DisplayName <string>] -FileExtension <string> -
Assembly <string> [-Classname <string>] [-Priority <int>] [-Parameters
<Hashtable>]
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Tabnuua 50. MapameTpbl komaHaneta Add-DssStsConverterPlugin

MapameTp Tun OnucaHue

OTob6paxkaeMoe uMsa ak3eMmnaspa KoMnoHeHTa LleHTp
DisplayName string NaeHTudukaummn. Ecnm 3HavyeHue He ykasaHo, byanert
NCNONb30BaH 3K3eMNasp, Ha3HAYE€HHbIN NO YMOJYaHMIO.

FileExtension string PacwupeHue AoKyMeHTa.

MonHbIM NyTh Ao danna cbopku naarmHa.

B kauvecTBe 3HauyeHUs faHHOroO NapaMeTpa MOXHO

ykasaTtb Tonbko umsa dll dpaiina cbopku, B aTOM cnyyae
Assembly string MOJIHbIA NyTb 6ByAeT OTCYNTLIBATLCA OTHOCUTENLHO

OVNPEKTOPUN:

<MyTb yctaHoBkn>\DSS\Plugins\Converters\<Tun

niarnHa>.

Nmsa knacca, peanusyowero nHutepdenc
IDSSDocumentConverter.

MpuopuTeT naarvHa OTHOCUTENIbHO OCTaNbHbIX
Priority int 3aperncTpupoBaHHbIX A9 AAHHOIro pacluupeHns
nJarnHoB.

Classname string

Parameters Hashtable [dononHuTenbHbie NnapaMeTpbl MaaruHa.

B PowerShell ansa 3agaHnsa napametpa tvna Hashtable MoxHO npuMeHnTb cneaytoLwyto
KOHCTPYKLMIO:

@{paramName;=paramValue:;; paramName,=paramValue;;..;paramNamey=paramValuey}

raoe paramNamei, paramValuei - Ha3BaHWe 1 3HaYeHne napaMeTpa COOTBETCTBEHHO.

KomaHnanetr Remove-DssStsConverterPlugin

YaaneHve 3apernctpupoBaHHOro naarvHa Aana npeobpa3oBaHUs [OKYMEHTOB U3
KoHbUrypaumoHHoro gainna.

CuHTakKkcuc:

Remove-DssStsConverterPlugin [-DisplayName <string>] -FileExtension <string>
-Assembly <string> -Classname <string>

Tabnuua 51. MapameTpbl koMaHaneta Remove-DssStsConverterPlugin

MapameTp Tun OnucaHue

OTobpaxkaeMoe nMsa sk3eMnisgpa KoOMMNoHeHTa LleHTp
DisplayName string NpeHTndukauymmn. Ecnu 3HavyeHne He ykasaHo, byaer
MCMNONb30BaH 3K3eMNAsap, Ha3Ha4YeHHbIM MO YMONYaHUIO.

FileExtension string PaclwimnpeHune nokyMeHTa.

MonHbIn NyTb Ao danna cbopku nnarmHa.

B kayecTBe 3Ha4YeHMs AaHHOrO NapaMeTpa MOXHO

yKasaTb Tonbko ums dll dpanna cbopku, B aTOM cnydae
Assembly string MOSIHbIN NYTb 6yAeT OTCUYNTLIBATbCS OTHOCUTESNIbHO

AVNPEKTOpUN:

<MNyTb yctaHoBkn>\DSS\Plugins\Converters\<Tun

niarvHa>.

NMa knacca, peannsyrowero nHTepgenc
IDSSDocumentConverter.

Classname string
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4.5.8.12. AyteHTUdUKauums

KomaHpnert Get-DssAuthenticationMethod

BbiBOANT Ha KOHCO/b CMUCOK 3aperuMcTpMpoBaHHbIX METOAOB ABYX(aKTOPHOM
ayTeHTudmKaumm.

CuHTaKkcuc:

Get-DssAuthenticationMethod [-DisplayName <string>] -Id <int> -Uri <string>

Tabnuua 52. MNapametpbl koMaHaneta Get-DssAuthenticationMethod

MapameTp Tvn OnucaHue

OTob6paxkaeMoe uMsa ak3eMmnnaspa KoMnoHeHTa LleHTp
. ; NaeHTndumkaunm. Ecnm 3HavyeHne He ykasaHo, byaert

DisplayName string A ® H YK » OYA
MCNONb30BaH 3K3eMNAsap, Ha3Ha4YeHHbIN No
yMO4YaHuIo.

Id int NaoeHTugukaTop MeToaa ayTeHTUdMKaumu.

Uri string YHUKanbHbI MAEHTUPUKATOP pecypca 418 MeToaa
ayTeHTUdunKaumn.

KomaHpanert Enable-DssAuthenticationMethod

BkntovaeT MeToa ABYX(daKTOPHON ayTeHTudbukKaumn.
CuHTaKcumc:

Enable-DssAuthenticationMethod -Id <int> [-DisplayName <string>]

Tabnuua 53. MapameTpbl koMaHaneta Enable-DssAuthenticationMethod

MapameTp Tvn OnucaHue
OTobpaxaeMoe nmsa aksemnnasipa KoMnoHeHTa LleHTp
. . NaoeHTndunkaunm. Ecnm 3HayeHue He ykasaHo, byaeTt
DisplayName string A ® H yK » OYA
NMCNONb30BaH 3K3EeMMNNAP, Ha3Ha4YeHHbIN Mo
YMOTHAHUIO.
Id int NaeHTndukaTop Metoaa ayteHTuduUKaumu.

KomaHanert Disable-DssAuthenticationMethod
OTknoyaeT MeToa ABYX(aKTOpHOM ayTeHTudmKaumu.
CuMHTaKCuUC:

Disable-DssAuthenticationMethod -Id <int> [-DisplayName <string>]
Tabnuua 54. NapameTpbl koMaHaneTa Disable-DssAuthenticationMethod

MapameTp Tun OnucaHune

OTobpaxkaemoe nMsa ak3eMnaspa KomnoHeHTa LleHTp
NnaeHTudumnkaummn. ECnn 3HaveHmne He yKasaHo, byger

DisplayName string N
NCNONb30BaH 3K3EeMMNNAP, Ha3Ha4YeHHbIN Mo
YMOTYaAHUIO.

Id int NaoeHTndumkaTop metoaa ayTeHTUdUKaUmu.
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KomaHanet Import-DssStsOtpTokenData

MUmnopTtupyeT napameTpbl OATH-TOKEHOB 13 dalina nHMLnanm3aumm.
CuHTaKcuc:

Import-DssStsOtpTokenData -FilePath <string> [-DisplayName <string>]

Tabnuua 55. MapameTtpbl komaHaneta Import-DssStsOtpTokenData

MapameTp Tvn OnucaHue

OTobpaxaeMoe nmsa aKsemniasipa KoMnoHeHTa LleHTp
. . NaeHTndmkaunm. Ecnm 3HavyeHue He ykasaHo, byaeTt
DisplayName string A ® H yK r OYA
NCNONb30BaH 3K3EMMNNAP, Ha3Ha4YeHHbIN Mo
YMO/I4aHuUIo.
FilePath string MyTb K danny nHnumanmnsauum.

Kpuntolpo DSS noaaepxunsaet paboty ¢ OATH-TokeHamn “eTokenPass” n dpannamm
MHMUManusauum B popmate “dat”.

4.5.8.13. Kactomunsauums

KomaHpanet Get-DssStsCustomization

JaHHbI  KOMaHANEeT WCMoAb3yeTca ANs BbiBOAA HA KOHCOMb BCEX HAaCTpPoOeK
oTobpaxkeHnsa sk3emnnsipa Beb-untepdenca L.

CUHTaKCcuc:

Get-DssStsCustomization [-DisplayName <string>]

KomaHpanet Set-DssStsCustomization

[aHHbIN  KOMaHANeT MWCMNoNb3yeTcs AN  WU3MEHEeHUs HacTpoek oTobpa)keHus
ak3emnnapa Beb-nHtepdeirca L.

CuHTaKcumc:
Set-DssStsCustomization [-DisplayName <string>] [-Title <string>] [-Copyright
<string>] [-LogotypeFile <string>] [-HelpFile <string>] [-MainColor <string>]
[-AdditionalColor <string>] [-FontColor <string>] [-Font <string>]
[-StsLinksColor <string>] [-FavIconFile <string>]
Tabnuua 56. MapameTpbl kKoMaHaneTta Set-DssStsCustomization
MapameTp Tun OnucaHue
Title string 3aronoBoK Be6-NpUAOXKeEHUS.
Copyright string Konupanr.
. . MonHbIn NyTb Ao danna c norotunoM. Pasmep norotmna -
LogotypeFile string YTh A ¢ . P
MakcuMyM 80 pix B BbICOTY M 220 piX B LUMPUHY.
. . MonHbIn NyTb Ao danna co cnpaskoi. daiin cnpaBku
HelpFile string yTb A0 o P P
npeactaensiet coboih HTML-goKyMeHT.
. . OcHoBHoOW UBeT nHTepdenca seb-NpmnoxeHnsa (MeHo
MainColor string H e P ( y
BblAeNeHHble KHoMkK). LiBeT 3agaetca B ¢popmaTte HEX.
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MapameTp Tun OnucaHue

JononHutensHbl UBET nHtepdenca Bedb-npuioxeHus
AdditionalColor string (BblAENEHHbI 21EMEHT MEHI0, BbiMajaloLWwmii CNMCOK Nog
y4eTHOM 3anucbio). LiBeT 3agaetcs B popmaTte HEX.
. BeT wpudTa 3arosioBka, NyHKTOB MeH. LiBeT 3apaeTtcs
FontColor string H pud » Ty H A
B popmaTte HEX.
Font string Tun wpndTa.
. . BET CCbIJIOK Ha CTapToBOW cTpaHuue. LiBeT 3apaeTca B
StsLinksColor string " P P ue. U A
dopmaTte HEX.
. . MonHbIn NyTb Ao danna c favicon. Jonyctnmoe
FavIconFile string yTb AC & o X Hory
pacwmpeHue ana darina - ico.

Huxe npuBeaéH npumep cKpunta AN Kactommsaumm Beb-uHTepdelica LeHTpa
NaoeHTudmkaumm
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KomaHaner Reset-DssStsCustomization

KoMaHaneT ncnonb3ayercs ANs BOCCTaHOBEHMS HACTPOEK MO YMOSTYaHMI0 0TOBpaxeHus
ak3emnnsapa Beb-nHtepderica.

CuHTakKcuc:

Reset-DssStsCustomization [-DisplayName <string>]

4.5.8.14. KoMmnoHeHTbl nMeHu NMonb3oBaTtens

Komananer Add-DssRDN
KomaHnanet no3ponseTr 0o6aBUTb KOMMOHEHT pa3nnynTenbHOro UMeHu Monb3oBaTens.
CuHTaKcuc:
Add-DssRdn -0id <string> -StringIdentifier <string> -FriendlyName <string> [-
DisplayName <string>]

Tabnuua 57. MapameTtpbl komaHaneta Add-DssRDN

MapameTp Tun OnucaHue

OTobpaxaemoe nMMs aK3eMnisipa KoMnoHeHTa LleHTp
DisplayName string NoeHTndmkaumm. Ecnm 3HaveHne He yKasaHo, byaeTt
MCNO/Ib30BaH 3K3eMMNsp, Ha3HaYeHHbIM MO YMONYaHUIo.

NoeHTudmkatop gobaBnsemMoro KOMNoHeHTa B ob6wem

Oid string KaTanore.
StringIdentifier string CTpokoBbIli naeHTudunkatop AobaBnsaeMoro KOMMNOHeHTa
(Hanpumep, O, OU, Cun 1.4.)
. . OTobpaxaeMoe MM KOMMOHEHTa pa3INnYNTENbHOro
FriendlyName string

nMmeHun lMonb3oBaTens.
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KomaHpnert Set-DssRDN

KoMaHaneT no3Bonsger HaCTpPOUTb KOMIMOHEHT pa3fiMuyntenbHoOro nuMeHu MNonb3osaTtens.

CuHTakcumc:
Set-DssRdn -Identifier <int> [-MaxLength <int>] [-MinLength <int>] [-Required
<bool>] [-ValueType <string> {Numeric | String}] [-DefaultValue <string>] [-
ClaimType <string>] [-Description <string>] [-DisplayName <string>]
Tabnuua 58. NapameTpbl koOMaHaneTa Set-DssRDN
MNMapameTp T™vin OnucaHue
OTobpaxaemMoe nMs aK3eMnsipa KoMrnoHeHTa LieHTp
DisplayName string NpeHTndukaumm. Ecnu 3HavyeHne He ykasaHo, byaer
MCNO/b30BaH 3K3eMMSP, Ha3HAYeHHbIV MO yMOAYaHuIo.
L . NaoeHTUdMKATOp KOMNOHEHTA PasMUYnUTENIbHOMO MMEHMU
Identifier int
MNonb3oBaTensa B b LleHTpa MaeHTndunkaumnn.
MaxLength int MakcumanbHas AsiMHa 3HAa4YEeHUS KOMNOHEHTa MMEHMN.
MinLength int MunHuManbHasa ANIMHa 3Ha4YeHUS KOMIMOHEHTA UMEHMN.
. Tun 3HaYeHNs KOMMOHeHTa. MoXeT NpUHMUMaTb 3HaYeHus
ValueType string . .
Numeric nnu String.
. . Twn yTBepxaeHus (ceeaeHnii o Monb3oBaTtene
ClaimType string YTBEPHKA ( oeA )
cogepXkallero AaHHbIM KOMMOHEHT.
Description string OnucaHue KOMMNOHeHTa UMeHMN.

Komanpner Get-DssRDN

BbIBOAMUT Ha KOHCO/b CAMCOK KOMMNOHEHTOB pasfinunuTenbHOro nMeHu Nonb3soBaTtens.
CUMHTaKcuc:

Get-DssRdn [-DisplayName <string>]

KomaHnanetr Remove-DssRDN

[JaHHbIi KOMaHANeT Mo3BONSeT HacCTpOUTb KOMMOHEHTOB pas3/inynuTeNbHOro UMeHWU
Monb3oBaTens.

CuHTaKcuc:

Remove-DssRdn -Identifier <int> [-DisplayName <string>]

Tabnuua 59. MapameTpbl koMaHaneta Remove-DssRDN

MapameTp Tun OnucaxHue

OTobpaxaeMoe nMs aKkseMnispa KOMMNoHeHTa LleHTp
DisplayName string NoeHTudunkaummn. ECnn 3HavyeHmne He yKasaHo, byaeTt
MCNO/Ib30BaH 3K3eMMspP, Ha3Ha4YeHHbIM Mo yMONYaHuUIo.

NaeHTUdMKATOp KOMNOHEHTa pasNnynUTelbHOro0 UMEeHU
MNonb3oBaTtensa B b LleHTpa NaeHTndukaumnn.

Identifier int
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4.5.8.15. MonntTukn KOMNoHeHToB uMeHu NMonb3oBarens

KomaHpgnet Add-DssRdnPolicy

[aHHbIN KoMaHAaneT nossonsdaeT co3AaTb HOBYHIO MNONTUKY KOMMOHEHTa
pasnnumnTenbHoOro uMeHu lNonb3oBaTtens.

CuHTaKkcuc:

Add-DSSRdnPolicy -Identifier <int> -Required <bool> -DefaultValues
<List[string]> -DisplayName <string> [-GroupId <int>]

Tabnunua 60. NapameTpbl koMmaHaneta Add-DssRdnPolicy

MapameTp Tun OnucaxHue

OTobpaxaeMoe nMs aK3eMniasipa KOMMNoHeHTa LleHTp
DisplayName string NoeHTudunkaummn. Ecnn 3HayeHmMe He yKasaHo, byaeTt
MCNOJ/Ib30BaH 3K3eMMISIP, Ha3HAYEeHHbIV MO YMOMYaHUIO.

NaeHTudrKaTop KOMMNOHEHTa pa3/IMYUTENbHOrO0 UMEHHN
Monb3oBaTtens B B LleHTpa MaeHTudukaumu.

Identifier int

3HaueHue, NokKasblBaloLlee, ABASETCA N AaHHbIN

Required bool
KOMMOHEHT 06513aTeNbHbIM.

DefaultValues List[string] Cnuncok 3Ha4YeHun Mo yMoaYaHUIO ANS KOMIMOHEHTA

NaeHTudmkaTop rpynnbl, 418 KOTOPO NPOU3BOANTCS
penakTUpoBaHUE MOJIUTUKM.

OTBeuvaeT 3a NOpsSAOK crieaoBaHus Ha Beb-nHTtepdeiice
MNMonb3oBaTens 3apernMcTpMpoOBaHHbIX KOMMNOHEHTOB

Order int nmeHun Monb3oBaTens. Yem Bbllle HOMep, TEM Bbllle B
CMUCKE KOMMOHEHT MMeHMU. o yMonyaHMio napaMeTp
paseH 0.

GrouplId int

Komananert Get-DssRdnPolicy

[laHHbIi KOMaHANEeT NO3BOIAET MNOMYYUTb CMUCOK HACTPOEHHbIX MOSIMTUK KOMMOHEHTOB
pasnnunTenbHbiX UMeH Monb3oBaTenein. KoMaHANET MOXHO Bbi3BaTb M 6€3 AONOMHUTENbHbIX
napaMeTpoB.

CuHTaKcuc:

Get-DSSRdnPolicy [-Identifier <int> -DisplayName <string>]

Tabnunua 61. MNapameTpbl koMmaHaneta Get-DssRdnPolicy

MapameTp Tvn OnucaHue

OTobpaxaeMoe nmsa aksemnnasipa KOMMNoHeHTa LieHTp
DisplayName string NnaeHTudumnkaummn. ECnn 3HaveHme He yKasaHo, bygert
MCNO/b30BaH 3K3EeMMAsIP, Ha3HAYeHHbIM MO YMO4YaHMUIO.

NaeHTndnKaTop KOMNOHEHTA PasINYmUTENbHOIO MMEHN
Monb3oBaTtens B b LeHTpa MaeHTudukaummn.

Identifier int

Komananet Set-DssRdnPolicy

[JaHHbIi KOMaHANET NO3BOJISET HACTPOUTb MOJIMTUKY KOMMOHEHTOB pPa3/iIM4ynTeNbHOro
nMmeHun lNonb3oBaTens.

CuHTaKcumcC:
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Set-DSSRdnPolicy -Identifier <int> -Required <bool> -DefaultValues
<List([string]> -DisplayName <string> [-GroupId <int>]

Tabnuua 62. NapameTpbl KoMaHaneTa Set-DssRdnPolicy

MNMapameTp T™vin OnucaHue

OTobpaxaemoe nMs aK3eMnsipa KoMnoHeHTa LieHTp
DisplayName string NpeHTndukaumm. Ecnu 3HavyeHne He ykasaHo, byaer
MCMNONb30BaH 3K3eMNAap, Ha3Ha4YeHHbIM MO YMONYaHUIO.

NaoeHTUdMKATOP KOMNOHEHTA PasMUnUTENIbHOMO MMEHMU
Monb3oBaTtens B bl LleHTpa MaeHTudunkaumnm.

Identifier int

3HadeHune, nokasbliBatoLlee, ABNSeTCH Iun OaHHbIN

Required bool
KOMMOHEHT o6a3aTeNbHbIM.

DefaultValues List[string] Cnuncok 3Ha4eHuin Mo yMOAYaHUIO AN KOMIMOHEHTA

NaeHTudmkaTop rpynnel, A9 KOTOPOM NPOM3BOAUTCS
penakTMpoBaHMe MOSINTUKM.

OTBeuvaeT 3a NopsAoOK creaoBaHus Ha Beb-nHtepdeice
Monb3oBaTens 3aperncTpmpoBaHHbIX KOMMNOHEHTOB

Order int uMeHun lMonb3oBaTtensd. Yem Bbile HOMEpP, TEM BbIWE B
CNMUCKEe KOMMOHEHT MMeHU. Mo yMOSYaHMIoO napameTp
paseH 0.

Groupld int

Komananetr Remove-DssRdnPolicy

[JaHHbIA KOMaHANET MO3BONSET yAanuTb MNOJUTUKY KOMMOHEHTOB pa3/iIMuUTENbHOro
nmeHun NMonb3oBaTens.

CuHTaKcuc:

Remove-DSSRdnPolicy -Identifier <int> [-DisplayName <string> -GroupId <int>]
Tabnunua 63. NapameTpbl koMaHaneTa Remove-DssRdnPolicy

MapameTp Tvn OnucaHue

OTobpaxaemoe nMs aksemnaspa KoMnoHeHTa LleHTp
DisplayName string NoeHTndmkaumm. Ecnm 3HavyeHne He yKasaHo, byaeTt
MCNOJ/Ib30BaH 3K3eMMISIP, Ha3HAYEeHHbIV MO YMOMYaHUIO.

NaoeHTudmnkaTop KOMNOHEHTa pa3INnuYnUTENbHOr0 MMEHM
Monb3oBaTtens B b1 LleHTpa MaeHTudunkaumnn.

Identifier int

NaeHTndmkaTop rpynnel, 418 KOTOPOM NPON3BOAMUTCS

Groupld int
yAaneHune NoNTUKU.

4.5.8.16. MonnTUKM NoaTBEPXKAEHUA onepauumn

KomaHnaner Get-DssConfirmationPolicy

[aHHbIN  KOMaHANeT MO3BONSIET  MOJIYYUTb  CMUCOK  HACTPOEHHbIX  MOJIUTUK
noATBEPXAEHUS OMepaLunii.

CuHTaKCcumC:

Get-DssConfirmationPolicy [-DisplayName <string>] [-GroupId <int>] [-IdpId 1]
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Tabnuua 64. MapameTtpbl koMmaHaneta Get-DssConfirmationPolicy

MapameTp Tvn OnucaHue

OTobpaxkaemoe nMs ak3eMnnaspa KOMMnoHeHTa LleHTp
DisplayName string NpeHTndukaummn. Ecnu 3HavyeHne He ykasaHo, byaer

MCNO0Nb30BaH 3K3eMNAap, HAa3HAYEHHbIM MO YMOSIYaHUIO.

NaeHTndukatop rpynnbl, ANS KOTOPOW Heo6xoamMMo

Groupld int BbIBECTU CBEAEHUS O NONTUKE NOATBEPXKAEHUS
onepauun.
Idpld int NapeHtndukatop UM Kpuntolpo DSS. PaseH 1.

Komanpanert Set-DssConfirmationPolicy
[aHHbIA KOMaHANET NO3BOISIET HACTPOUTb MOSIMTUKY MOATBEPXKAEHNSA Onepaunii.
CuHTaKkcumc:

Set-DssConfirmationPolicy -NoneOpcActions [-AllowChangeByOperator -
DisplayName <string> -Groupld <int> -AllowChangeByUser -AllowOverride]

NI

Set-DssConfirmationPolicy -AllOpcActions [-DisplayName <string> -GroupId
<int> -AllowChangeByOperator -AllowChangeByUser -AllowOverride]

NI

Set-DssConfirmationPolicy -OpcActions <DssActions[]> [-DisplayName <string> -
GroupId <int> -AllowChangeByOperator -AllowChangeByUser -AllowOverride]

Tabnnua 65. NapameTtpbl komaHaneta Set-DssConfirmationPolicy

MapameTp Tun OnucaHue

OTobpaxaeMoe nmsa aKsemnnsipa
KOMMNOHeHTa LleHTp
NaeHtTndumkaunm. Ecnm 3HaveHue
He yKka3aHo, 6yaeT ncnosib3oBaH
3K3eMnaap, Ha3Ha4YeHHbIN Mo
YMO/4aHuIo.

DisplayName string

DssActions[]
MoXeT NpuHMMaTb
3Ha4YeHus:

Y

Issue,
SignDocument,
SignDocuments,

DecryptDocument, OnpepensieT Habop aencTemii Ha

CreateRequest, LW, ana koTopbix Tpebyercs
ChangePin, NoATBEPXAEHME onepauuii.
RenewCertificate,

RevokeCertificate,

HoldCertificate,

UnholdCertificate,

DeleteCertificate,

PrivateKeyAccess.

OpcActions

VVYVYVVVYVYVVYYVYVY

MpumeHseT TpeboBaHne He

NoneOpcActions -
NOATBEPXAAaTb HMKaKMe onepaumu.
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MNMapameTp T™vn OnucaHue

MpumeHsieT TpeboBaHume
NOATBEpPXAATb BCE onepauunu.

Onpegenset, MoxeT nn OnepaTtop

AllOpcActions -

AllowChangeByOperator bool M3MEHSTb CNMCOK onepaumnin ans
NoATBEPXAEHMUS.
OnpepenseTr, MOXeT Nn
AllowChangeByUser bool Monb3oBaTenb U3MEHATb CMNCOK

onepauun ans NoaTBEPXAEHUS.

OnpenensieT, MOXET SN NONUTUKA
AllowOverride bool 6bITb NepeonpeneneHa Ha bonee
HM3KOM YPOBHE Mepapxuu.
NaoeHTudgukaTop rpynnbl, Ans
KOTOPOW HEOH6XOAMMO HACTPOUTDb
NONUTUKY NOATBEPXAEHMUS
onepauun.

Groupld int

4.5.9. Mpumep PowerShell-cueHapua AnNa HaACTPOMUKM
KOMNoOHeHTa «LeHTp NaeHTudmnkaummn>.

[JaHHbIA cueHapui BbINOJIHAET MUHMMaNIbHO HE06XOAMMYIO HACTPOWKY 3K3eMmnnasipa
KOMMNOHeHTa «LleHTp MaeHTndunkaumnm».

#00a3aTesIbHEIE HACTPOMKM :

# Coszmanme skzemmispa LU
New-DssStsInstance -SiteName "Default Web Site" -DisplayName STS -
SQLServerName “.\SQLESXPRESS”

# IoOaBJieHME OTIEUYAaTKa CEPBUCHOTO cepTudbmraTa leHTpa UmeHTUOMKALIMUM
Set-DssStsProperties —-ServiceCertificate <OrneuaTok cepTudmMKaTa KOMIOHEHTAa>

#ONLUMOHAJIbLHEIE HACTPOMKM :
# IobamByieHue JiIoOKaJibHOTO OmepaTopa DSS

# NonyuaeM o6BeKT cepTudmrarTa OneparTopa M3 XpaHuIMia JIMUHOE TeKymeTo
[Toslip30BaTENd
Scert = Get-Item cert:\CurrentUser\My\<orneuarok ceprud¢mxkara OnepaTopa>

Add-DssIdentityOperator -Login Admin -Name “/BaHOB VBaH VBaHOBMY” —-IssuerName
realsts —-Certificate S$cert

Mpumep aobaBneHns AOBEPEHHON CTOPOHDI:

# PeructTpauus Beb-mHTepderca [oJb30BaATENd B KAUECTBE NOBEPEHHOM CTOPOHE
Add-DssRelyingPartyTrust —-Name "Frontend" -MetadataUri
https://$HostName/Frontend /FederationMetadata/2007-06/FederationMetadata.xml

# Perucrpauusa CepBuca I[oOnoMcy B KAUECTBE INOBEPEHHOM CTOPOHE
Add-DssRelyingPartyTrust -Name "SignServer" -MetadataUri
http://$HostName/SignServer /FederationMetadata/2007-
06/FederationMetadata.xml

# BrJIOUAEM BaJIMIOALMIO IOBEPEHHHIX CTOPOH (BKJIOUEHA IO YMOJIUAHUI)
Set-DssStsProperties -AppliesToValidationRequired 1
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4.6. HacTtpouka CepBuca NMNoanucm

KoMmnoHeHT Kpuntollpo DSS Cepsuc [lloanucu npegHasHadeH Anas BbINOJHEHUS
onepauunin no WndpoBaHMIO AOKYMEHTOB, CO34aHMNIO 3NEKTPOHHOM NOAMUCK U ee NPOBEPKMU.

4.6.1. MocnepoBaTeNbHOCTb LWAroB MO HacTpouke
sak3eMnnsapa Cepsuca lNMNoagnucu

[aHHbll pasgen PykoBoacTBa onpegensieT nocsenoBaTenbHOCTb U NOPSAAOK AENCTBUN
Nno pa3BopaYyMBaHMIO N HacTpolike ak3eMnasipa Cepsuca MNoanncn B pexmMe «C Hyns».

NMpeaBapuTesibHbie YCNOBUA:

YcTtaHoBneHHbIn SQL-Server;

YctaHoBneHHas ponb Cepsep npunoxenuii (IIS) (cm. pasgen 3.1);

HacTtpoeHHaqa npussaska https Ha Cepsepe npunoxenun (1IS);

YcraHosneHHbln Kpuntolpo CSP u Kpuntollpo HSM Client (cm. pasaensl 3.5, 3.3);
YctaHosneHHbIn Kpuntollpo .NET (cMm. pasgen 3.5);

BbiMylWeHHbI M YCTAQHOBJIEHHbIN CepBUCHbLIN cepTudukat Cepsuca [MNoanucum
(cM.pazgen 6).

VV VY VVY

BasoBas nocnepoBaTeNIbHOCTb LWAroB No HacTpolike (o6si3aTenbHbIE):
1. CosgaHue sk3emnngpa cnyx6bel Cepsuca MNMoanucu (cMm. pasgen 4.6.3.1).

Ha paHHOM ware 6yaer co3gaHo Beb-npunoxeHme Ha Cepepe npunoxenuin IIS,
pa3BépHyTbl 6a3bl AaHHbIX, 3aperncTpupoBaHbl XypHanbl Windows.

2. Hactpoika cepsucHoro ceptudmkarta Cepsuca NMoagnmcm (cMm. pasgen 6).

Ha gaHHoM ware ak3emnnsapy Cepsuca lNoanmcu HasHavyaeTcs CEPBUCHbIN cepTudukar,
KOTOPbIN UCNONb3YETCHa ANA ayTeHTUdUKALUM NPU MEXCEPBUCHOM B3anMOAENCTBUN.

YuyeTHOM 3anucu, noa KoTopon paboTtaetr nyn npwunoxeHusa Cepsuca
Moanucu, HeobxoAMMO BblAaTb MpaBa Ha AOCTYN K 3aKpbITOMY K/O4Yy
cepBucHoro ceptudukarta (cMm. pasgen 6.3).

3. Bsoa nuueH3un (cM. pasgen 4.1).

4. Perunctpauus kpuntonposahgepoB (cM. pa3gen 4.6.3.3).

Ha naHHOM wWware B ak3eMnnspe CepsBuca MNMoanucu pernctpupyeTtcs Kpuntonposaiaep,
KOTOPbIV UCMONb3yeTCcs ANa Co34aHusA U paboTbl C 3aKPbITbIMK KtodaMu Monb3oBaTenei.

5. Peructpaums obpabotumka, peanusyrowero GyHKUUIO MO CO34aHUIO 3anpoca Ha
ceptndumkaTt (cM. pasgen 4.6.3.6).

6. HacTpolika oTHoweHWI goBepus c LleHTpoM UaeHTndukaumm (cM. pasgen 4.6.3.4).

Ha paHHOM ware ycTaHaB/AMBaAeTCA OTHOWeEHWe JoBepusa Mexay LeHTpoMm
NoeHTndmkaumm un CepBucom llognucu, KoTopoe HeobxoauMMO Ans ayTeHTudukaumm
Monb3oBaTtenen n Onepatopos Ha Cepsuce Mognucwm.

HaCTDOVIKa BbIMOJTHAETCA B ABa Wara:
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» PerucTtpauuns Ha Cepsuce MNognucu LleHTpa MaeHTudunkaumm B Kadectse 4OBEPEHHOMO
nsgartens mapkepoB 6e3onacHocTtu (cM. pasgen 4.6.3.4).

» Peructpauma Cepsuca [lognnucu B KadecTBe [OOBEPEHHOM CTOPOHbI Ha LleHTpe
NaoeHTndunkaumm (cM. pasgen 4.5.8.7).

K MOMeHTYy BbiNosiHEHUS wara 5 B HacTpoike Cepsuca Mognucu gonxeH
6bITb pa3BEpPHYT 3k3eMnnsap LeHTpa MaeHTudunkaumm.

Mocne  BHeCEHMS  WM3MEHEeHW B KOHUrypauui  3K3eMnisipa
nepesanycrute nyna Be6-npuioXeHUs COOTBETCTBYIOLEr0o KOMMOHEeHTa
Mpu NOMOLLM KOMaHA, ONMUCaHHbIX B pasgene 7.1.

[ononHutenbHbie AEeACTBUA MO HAacTpoke (ONUMOHANbHO):
» HacTpoika napaMeTpoB NOANUCH.

AOMUHUCTPaATOp MOXET orpaHnymTtb Habop dopMaToB MNOAMNMCU, KOTOpble MOXeT
co3paBaTtb Cepsuc lNoanucu. Mo ymonyaHuio A0CTyMNHbl Bce dopMaTbl NOANUCH.

Onsa nognucn dopmata CAdES-T n CAdES-X Long Type 1 HeobxoaMMo 3aaaTb agpeca
cnyx6 WTamMnoB BpeMeHU (CM. AOKyMeHTauumto Ha Cnyx6el YL 2.0). Cnncok HaCTpOEeHHbIX
cnyx6 wramnoB BpeMeHun byaet otobpaxaTtbcs B Beb-nHTepdelice Nonb3oBaTtens.

AOMUHUCTPATOP MOXET HACTpouTb MOAUTUKY BBoAa MWH-koAa Ha 3aKpbITblA KAKOY:
TpeboBaTb ob6sa3atenbHoro 3agaHus MNMUH-koaa, HuUkorga He TpeboBaTb 3agaHusa MUH-koaa,
nmbo cpenatb 3agaHue [MNH-koa onuMoOHanNbHbIM — Ha ycMmoTpeHue [Monb3oBaTtens. [o
yMon4aHuio 3agaHue NMNH-koga Ha 3aKpbITbIA KOY SBASETCS OMUMOHANbHbIM.

AOMUHUCTPATOP MOXET HAcTpouTb 0653aTeNlbHYH MPOBEPKY Ha OT3bIB cepTudukaTa
nepen noAnuchio.

> HacTporika onoselieHuns lNonb3oBaTenen.

AommnHucTtpaTop DSS MoxeT HacTpouTb SMS- unu Email-onoBeweHue Monb3oBaTtenei
0 AeNCTBUAX, BbiNOIHEHHbIX Ha Cepsuce Moanucu. MoapobHee 0 HacTpoike onoBeLeHUs
MOXHO y3HaTb B pa3sgene 5.8.

» Hactponka ayauTa.

AaMuHucTpatop DSS MoxeT HacTpouTb cb6op cobbiTuii ¢ CepBuca lMoanucm u ux
oTnpaBky Ha CepBuc AyauTta Ang BeAeHUs XypHasna Co6bITUA.

> HacTpoiika KOHEeYHbIX TOYEeK.

AaMuHUCTpaTop DSS MoXeT HacTpouTb NapaMeTpbl B3anMoaenctesmnsa Cepsuca lNMoanucu
CO WHTerpmpyembiMn cuctemamu. Hanpumep, MOXHO OrpaHuUYuUTbL pasMep AOKYMEHTOB,
KoTopble 6yayT noanucbiBaTbCa w/vnu wudpoBaTbcd Ha Cepsuce lMoanucu, OrpaHUyunTb
MakCuMManbHOe BpeMs OTNpaBKW/NOMy4YeHUs [AOKYMEHTOB MO CeTW, 3ajaTb napaMeTpbl
6e3onacHOCTM Npu B3aUMOAENCTBUN C UHTErPUPYEMBIMU CUCTEMAMM.

4.6.2. O6beKTbl agMUHUCTPUPOBAHUSA

Ha Puc. 26 npuBeaseHa cxeMa 06beKTOB, AOCTYMHbIX ANS aAMUHUCTPUPOBAHMS Ha
Cepsuce lMognucu.
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3kzemnnap CepeMca
Noanucu

Mogyau
OMOBELWEeHNA

MAarkHB —

CoBbiTHA —

LaBnoHbl
cOOBULEHWMIA

Ayaut —

OBpaboTumKmn
3anpocos Ha —
cepTHUdMKaT

MNpeobpazoeaHue
AML-O0KyMeHTOR

TSP-caywba —

NuueHauna

HacTpoiiku
SK3emMnAApa

Kpuntonposadaepbl

OoeepeHHsbie
usgarenu

HoHeuHble TOUKK

HypHanMpoBaHue

AAMWUHKMCTPATOPbI

Puc. 26 — O6bekTbl aaMuHUCTpMpoBaHusa Cepeuca Noanmcum

Tabnuua 66. Cnncok KoMaHANeToB kKoMnoHeHTa Cepsuc Moanucu

0O61beKT

KomMmaHanertnbl

OnucaHue

AAMUHUCTPpUpPOBaHuUA

New-DssSignServerInstance

H . Remove-DssSignServerlnstance
Hactpovikun

aK3eMnaapa .
Get-DssSignServerlnstance

Update-DssSignServerlnstance

O6beKkT oTBeYaeT 3a
ynpasrieHne
sk3emnnsapamm Cepsuca
Moanucu.

Get-DssProperties

Ob6lwuKre HacTponKmn

Set-DssProperties

O6bekT oTBEYaeT 3a
HaCTpPOMKY aK3eMnasipa
Cepsuca NMognucu um
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0O61beKT

KomMaHanerbl
aAMMHUCTPUpPOBaHMSA

Get-DssRegistryProperties

Set-DSSRegistryProperties

OnucaHue

CTPOKM NOAKNKYEHNA K

6a3e AaHHbIX.

Get-DssCryptoProvider

Get-DssCryptoProviderType

Add-DssCryptoProvider

Remove-DssCryptoProvider

Copy-DssCryptoProvider

KpuntonpoBanaepsl

Set-DssCryptoProvider

Split-DssCryptoProvider

Test-DssCryptoProvider

Enable-DssCryptoProvider

Disable-DssCryptoProvider

O6beKkT oTBEYaeT 3a
ynpaB/ieHME 3aKPbITbIMU
kno4amu Monb3oBaTenen.

Add-DssClaimsProviderTrust

Get-DssClaimsProviderTrust

[oBepeHHbIE U3gaTenu

Set-DssClaimsProviderTrust

Remove-DssClaimsProviderTrust

O61beKkT oTBeYaeT 3a
HaCTPOWMKY OTHOLLEHMUI
poBepus c LleHTpom
NaeHTudunkaymn.

Enable-DSSEndpoint

Disable-DSSEndpoint

KoHeuYHble TOYKM Get-DSSEndpoint

Get-DssEndpointGlobalSettings

Set-DssEndpointGlobalSettings

O6bekT oTBEYaET 3a
napameTpbl
B3ammogencrtens Cepsuca
Moanwucu ¢
MHTEerpupyeMbimMm
cucTeMamum.

Get-DssSignServerTracing

Set-DssSignServerTracing

XXypHanupoBaHue

Enable-DssSignServerTracing

Ob61bekT oTBevaeT 3a
XXYPHannpoBaHne ceTeBbIX
B3auMogencreunii (CMm.
pasgen 7.5).
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0O61beKT
KomMaHanerbl
aAMMHUCTPUpPOBaHMSA

Disable-DssSignServerTracing

OnucaHue

Add-DSSSignServerNotifier

Get-DSSSignServerNotifier

Set-DSSSignServerNotifier

Moaynu onoseLeHus - —
Remove-DSSSignServerNotifier

Enable-DSSSignServerNotifier

Disable-DSSSignServerNotifier

O61bekT oTBEvaeT 3a
paccblUIKy yBenoMIIEHNI
lMonb3oBaTensaMm um
OnepaTtopam DSS (cm.
pa3gen 4.9.5).

Add-DSSSignServerPlugin

Get-DSSSignServerPlugin

MnarunHbl Set-DSSSignServerPlugin

Remove-DSSSignServerPlugin

O61beKT ABNAETCSA YacTblio
MOAY/1S1 ONOBELLUEHNS U
OTBEYaeT 3a
dopmMupoBaHue
coobLeHun,
OTNpaBAsSiEMbIX
lMonb3oBaTensaMm um
OnepaTtopaM, a Takxe 3a
OTMNpaBKy CO0bLWEHU NO
KaHany cesasu (SMS, Email
n 1.4.) (cM. pasgen 4.9.5).

Get-DSSSignServerEvent

CobbITus
Set-DSSSignServerEvent

O61bekT no3Bonser
HacTpOUTb CMMNCOK
cobbITMN, 0 KOTOPbIX ByayT
onoBeLlaTbCcs
Monb3oBaTtenu u
OnepaTopsbl, a Takxe
3a4aTb KaHanbl OTNpPaBKK
coobweHun (SMS, Email, n
T.n.) (cM. pasgen 4.9.5).

Get-
DSSSignServerFormatterTemplate

LLabnoHbl coobLueHnin
Set-
DSSSignServerFormatterTemplate

O6beKT NO3BONSAET
NMPOCMOTPETb U U3MEHUTb
TEKCT CcoobLeHN o
cobbiTnsax Ha CepBuce
Moanwucu, KoTopble
pacchbiialTcs
Monb3oBaTensM un
OnepaTopam (cM. pasaen
4.9.5).

New-DSSSignServerAudit

AyauTt
Remove-DSSSignServerAudit

Ob6bekT oTBEYaeT 3a
B3aMMopencremne c
CepBucom Ayauta um
3anmcb cobbiTuii CepBuca
Moanucu B xxypHan AyauTa
(cM. pasgen 4.8.2).

Add-DssLicense

JinueH3us
Get-DsslLicense

O6bekT oTBEYaET 3a
NMueH3npoBaHmne
KpunTtollpo DSS. (cm.
pasaen 4.2).
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0O61beKT

KomMaHanerbl
aAMMHUCTPUpPOBaHMSA

Remove-DssLicense

OnucaHue

O6paboTumkn
3anpocoB Ha

CEQTVIQQVI KaT

Add-DssEnrollment

O6beKkT ncnonblyerca ans
perncrpaumm
obpaboTuuka,
peanuayowero GyHKLUMIO
no Cco3A4aHuIo 3anpoca Ha
cepTudmkar.

Add-DssSignServerTransformPlugin

XML-npeobpasoBaHug Get-DssSignServerTransformPlugin

Remove-
DssSignServerTransformPlugin

O61bekT obecneumsaer
noAKtOYEHNE CTOPOHHUX
moaynen npeobpasoBaHus
XML, ncnonb3yembix npu
dopMmMpoBaHMM Nnoanmcu
no craHpapty XMLDSig.

Add-DssTspService

Get-DssTspService

TSP-cnyxb6a
Set-DssTspService

Remove-DssTspService

O61bekT oTBevaeT 3a
HacTponKy
B3anmogencrteuns Cepsuca
Moanucu ¢ TSP-cnyx6oi
(cny>x6o wWTamnos
BpPEMEHMN).

4.6.3. AAMMHUCTpUpoOBaHue
Moanucun»

Hactpoiika komnoHeHTa «CepBuc lNoanucu» ocywectsasieTcs ¢ nomouwbio Windows
BKJ1OYEHbI B

HeobxoanMoro
nepenante B O6bekTbl aaAMUHUCTPUMpoBaHus (cM. Pasgen 4.6.2) u Bbibepute 06bEKT, 4bM

PowerShell. KomaHAabl
CryptoPro.DSS.PowerShell.SignServer.

aAMUHNCTPUPOBAHMUSA
Ona  noucka

napaMeTpbl HEO6X0ANMO HACTPOUTb.

4.6.3.1. HacTponku 3k3eMmnapa

Komananetr New-DssSignServerInstance

KOMIMOHEHTA

«CepBMucC

Mcnonb3yeTcs Ans cosaaHuns HoBoro sk3emnnsipa Cepsuca Mognucu.

K OCHOBHbLIM MapamMeTpaM OTHOCATCSH:

> HasBaHue Beb-caiTa IIS, Ha KOTOpPOM crieayeT pa3BepHyTb Beb-npunoxeHne Cepsuca

Moanucw;

» aapec SQL-cepBepa, Ha KOTOpoOM cneayeT pa3sepHyTb B[] Cepsuca Moanucu;

> oTobpaxaemoe nms sksemnnspa Cepsuca Nognucu.

CuHTaKcumC:

New-DssSignServerInstance -SiteName <string>
SQLServerName <string> [-DBName <string>]
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Tabnuua 67. NMapametpbl koMmaHaneta New-DssSignServerInstance

MapameTp Tun OnucaHue

HasBaHwue Be6-caitTa, Ha KOTOPOM crieayeT

SiteName string pa3BepHyTb Beb6-npunoxeHne Cepsuca
MNoanucu.
HaszsaHune Beb-npunoxeHnsa Cepsuca
ApplicationName string foanmcy.

Ecnn napameTp He 3a4aH MCnosib3yeTcs
3Ha4yeHue SignServer.

NmMa aksemnngpa SQL-cepsepa, Ha
KOTOpPOM cnieAyeT pa3BepHYTb IK3eMNsap

SQLServerName string Cepsuca MNoanucwu.
®dopmMaT: <SQL-cepsep host>\<ums
3K3eMmnnapa>
Nma 6a3bl gaHHbIx CepBuca Moanucu.
DBName string Mo yMon4aHUI0 UCMOMb3YETCH 3HaYeHne

SignatureServerDB.

OTobpaxaemoe nmsa sk3emnnsapa Cepsuca
Moanucu.

DisplayName string

PacwnpeHHble AaHHble AN NoAgKYeHns

ConnectionInfo SqlConnectionInfo « SQL-cepBepy (cm. pasaen 3.9).

B co3spaHHOM »3k3emnnsipe Cepsuca [loanucu 3aperncTpupoBaHbl Bce dopmMaThl
noanncn (O6wee onucanme Kpuntollpo DSS, Pasgen 8). [Ona wn3MeHeHWs cnucka
npeaocraBasieMbiX cepBMcoM (opMaToOB NOAMNUCKU, UCMOb3YylMTe KoMaHaeT Set-DssProperties.

Komananetr Remove-DssSignServerInstance

Mcnonb3yeTtca ansa yaaneHus aksemnnsapa Cepsuca MNognucuy.
K OCHOBHbLIM NapamMeTpaM OTHOCATCS:

» ¢nar, onpegensatowmni, yaanate nm b1 Cepsuca Moanucm;
» nar, onpegensaowmnn yaanate nm obwyto b ak3zemnnspos Cepsuca Moagnucu.

CUMHTaKcuc:

Remove-DssSignServerInstance [-DisplayName <string>] -DeleteDB <bool> -
DeleteDBCommon

Tabnuua 68. MapameTpbl kKoMaHaneta Remove-DssSignServerlnstance

MapameTp Tun OnucaHue

Nma sk3emnngpa Cepsuca Nognucu. Ecnu
3Ha4eHMe He yKasaHo, byaeTt

DisplayName string MCMONb30BaH 3K3EMMASP, Ha3HAUYEHHbI
No YMOJITHAHUIO.

DeleteDB bool dnar, onpegensatowmnin, Tpebyetcs nm
yaaneHnue b/l Cepsuca lMognucu.
®dnar, onpegensowmnn, Tpebyertca nm

DeleteDBCommon Bool yAaneHune pasgensemon bl Cepsuca
Moanucwu.

ConnectionInfo SqglConnectionInfo PacumpeHHble AaHHbIe AN MOAK/OHEHN

K SQL-cepBepy (cM. pazgen 3.9).

KomaHnaner Get-DssSignServerInstance

BbIBOAMUT Ha KOHCO/b CNMCOK 3k3eMnnsapoB CepBuca lNMoanucu.
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CuHTakKcuc:

Get-DssSignServerInstance

Komanpgner Update-DssSignServerInstance

O6HoBnseTr 3k3eMnnsap kKomnoHeHTa CepBuc [lMognmMcm nocne YCTaHOBKM HOBbIX
6ubnmnotek.

CuHTakcumc:

Update-DssSignServerInstance [-DisplayName <string>]

4.6.3.2. O6wme HaCTpPOMKM

Komanpaner Get-DssProperties
Ncnonb3yeTcs ANns BbiBOAA Ha KOHCOJIb OCHOBHbIX MapameTtpos Cepsuca Mognucu.

CuHTaKkcuc:
Get-DssProperties [-DisplayName <string>]

Komanpaner Set-DssProperties
Ncnonb3yeTcs Ans 3agaHus 0OCHOBHbIX napameTpoB Cepsuca lMoanucn.

CuHTakKkcuc:

Set-DssProperties -ServiceCertificateThumbprint <string> -ServiceCertificate
<X509Certificate2> -ServiceCertificatePFX <string> [-PinMode <PinCodeMode>
{Required | Forbid | Allow}] [-TSPList <List[TspServicel>] [-
SignatureTypelist <List[SignatureType]> {XMLDSig | GOST3410 | CAJES | PDF |
MSOffice | CMS}] [-ValidateCertificateBeforeSignature <bool>] [-ServiceType
<ServiceType> {Server | Client | ServerAndClient}] [-MonitoringTimeout <int>]
[-PdfSignatureSize <int>] [-CadesUseOcspAuthorizedPolicy <bool>] [-
TokenTimeout <int>] [-RequireStrongConfirmation <bool>] [-
TransactionCacheMode <TransactionCacheMode> {DistributedCache |
HalfDistributedCache | InMemoryCache}] [-IsAdditionalCertStoreEnabled <bool>]
[-AdditionalCertStoreName <string>] [-OcspServicelist <string[]>] [-
CadesUseProxy <bool>] [-Serviceldentifier <string>] [-
ServiceCertificatePassword <string>] [-AllowedCorsOrigins <string>] [-
AllowHashSigning <bool>] [-DisplayName <string> {SignServer}]

Tabnuua 69. MapameTpbl kKoMaHaneTta Set-DssProperties

3HauyeHue no
OnucaHue

Mapamerp  Tun  yyonuanmio

NMa sk3emnnspa
Cepsuca Noanucun. Ecnn
3Ha4yeHMe He yKasaHo,
DisplayName string SignServer 6yneTt ncnonb3oBaH
aK3eMnnsap,
Ha3Ha4YeHHbIN No
YMOJSIYaHUIO.
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3HauyeHMe no
MapameTp Tvin OnucaHue
YMOJT4HaHUIO

string

Jonyctumeble
3Ha4YeHuns:
Allow - paspewuTb
Beo NNH-kopa
PinMode (3HaueHune no Allow
yMOM4aHuio),
Forbid - 3anpetnTb
BBog NMNH-koaa,
Required -
TpeboaTtb MNH-
Koa.
List<TspService>

Pe>xxum BBoga NMUH-
Koaa.

O61bekT TspService

nMmeeT cnegymoune i
Aytol 3anaéT AOCTynHble

CBOWCTBa:
N Cny>X6bl WTaMMos
Name — CTpOKOBbI
naeHTudmnkaTo BPEMEHN.
P TSP-cny»x6a MoxeT
CryXGel, 6bITb 3aperncrpmpoBaHa
TSPList Title - Ha3BaHue -
Ha Cepsuce lNoanucum
TSP-cnyx6bl
TaKXe nNpu nomoLm
(BaHHasa cTpoka
6yer KOMaHAEeTOB,
y OMKnCaHHbIX B pasgene
oTobpaxaTtbCcs B 4.6.3.8

Be6-nHtepdeiice
MNonb3oBaTens),
Address - URL-
agpec TSP-cnyx6bl.
List<SignatureType
>

JonycTtumblie

3HaueHs: Mopaep>xxnBaeMble
SignatureTypelList XMLDSig, Bce BO3MOXHbIE AAep
GOST3410, dopmMaTbl nognucu.
MSOffice,
PDF,
CADES,
CMS.
ServiceCertificateThu . Orneuarok
- string - ceptudmkaTa cnyxbol
mbprint
Cepsuca NMognucu.
ServiceCertificate X509Certificate2 - ObwekT, coAepxawui
X.509-cepTndukar.
MyTb K PFX-hanny ¢
ServiceCertificatePFX string - CepBUCHbIM

cepTudmkaToM.
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MapameTp

ServiceCertificatePas
sword

Tvn

string

3HauyeHume no
YyMOTYaHUIO

OnucaHue

Maponb Kk PFX-danny c
CepBMUCHbIM
cepTndurKaTom.
MapameTp oba3aTeneH,
ecnu ceptudmkart
yCTaHaBNMBaETCH 13
PFX-danna (napameTtp
ServiceCertificatePFX).

ValidateCertificateBef
oreSignature

bool

False

MNpoBepsATb cepTUdMKaT
nepea noAnuchblo.

MonitoringTimeout

int

10000

Mepwnop
CaMOTEeCTUPOBaHUSA B
MUNNceKyHaax.

Ecnn B 3HaueHnn 3anaH
0, camoTecTMpoBaHue
OyaeT OTK/IOYEHO.

ServiceType

string

Server

Twvn cepsuca.
MoxeT npuHUMaTb
3Ha4yeHus:
Server, Client,
ServerAndClient.

Serviceldentifier

string

urn:cryptopro:ds
s:SignServer:Sig
nServer

URN-mngeHTndpukaTop
Cepsuca Mognucwm.

CadesUseOcspAuthor
izedPolicy

bool

False

PaspewaeT
MCNnosib3oBaHue
rpynnoBoOn MONUTUKM
Kpuntolpo OCSP Client
"Cnyx6bl OCSP:
ceptudmkaTsl
YNO/THOMOYEHHbIX
cny»6 OCSP" npwu
npoBepKe NoJIHOMOYNI
CNYX6bl aKTyanbHbIX
ctaTtycoB. MNogpobHee
CMOTPETHb B
CnpaBo4HuKKe Mo
Kpuntolpo OCSP SDK.

PdfSignatureSize

int

100000

MakcmManbHbI pa3Mep
noanucu B PDF.

TokenTimeout

int

600

MakcnmanbHoOe BpeM4d
noaTBepXXaeHUs
onepauun B CeKyHaax.

RequireStrongConfir
mation

bool

True

TpeboBaTb cTporoe
noaTBeEpXAeHNE
onepauun.

TransactionCacheMod
e

<TransactionCache
Mode>

Bo3MOXHble
3HaYeHus:
DistributedCache;
HalfDistributedCach
€;
InMemoryCache.

DistributedCache

Pexxum paboTbl kewa
TpaH3aKUWUN.
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3HauyeHue no
MapameTp Tvun OnucaHue
YyMOJTYaHUIO

Ncrnonb3oBaTb /n
OONOoNHUTENbHOE
bool False XpaHuauLe
cepTndurKaToB Npwu
noanucu.
HasBaHue xpaHunuuia,
coaeprkaliero
OOMONHUTENbHbIE
string - ceptndukatol n CRL ansa
cbopa gokasaTenbCcTB
OENCTBUTENbHOCTHU
ceptndukaTa 3.
MonyuaeT nnun 3agaet
3Ha4eHue,
AllowHashSigning bool False rnokasblBaroLlee, MOXHO
M co3paBaTtb Noanuch
X3W-3Ha4yeHusl.
Ncrnonb3oBaTb NpoKCH
CadesUseProxy bool False npu opMMpoBaHUM
CAdES-nognucu.

Cnuncok BblaeneHHbIX

IsAdditionalCertStore
Enabled

AdditionalCertStoreN
ame

OcspServicelList string[] - cnyx6 OCSP.
3a4aTb UCTOYHMKM
AllowedCorsOrigins string - CORS (cm. pazpen
4.5.7)
Co3paHune 3NEKTPOHHOM noanucum X3LW-3HavyeHns TpebyeTt

OOMNOSTHUTENbHbBIX TEMaTUYECKUX UCCNefOoBaHU M MOXeT MPUMEHSATHCH
WCKSTIIOUYNTENBHO AN4 CO34aHUsa YCUeHHON HekBanuduumposaHHon II1.

Komananert Get-DssRegistryProperties

Mcnonb3yetca nons otobpaxeHus CTpokuM noakyeHuss K 6ase gaHHbix CepBuca
Moanucu.

CuHTakKkcuc:

Get-DSSRegistryProperties

Komanpanert Set-DSSRegistryProperties

Mcnonb3yeTtcsa AnsS WU3MEHEHUst CTPOKWM noakntodyeHuss Kk 6a3e paHHbix CepBuca
Moanwucu.

CuHTaKCcumC:

Set-DSSRegistryProperties [-DisplayName <string>] [-DBConnection <string>]

Tabnuua 70. NapameTpbl kKOMaHaneTa Set-DSSRegistryProperties

MapameTp Tun OnucaHune

Nma sk3emnngpa Cepsuca NMognucu. Ecnu 3HadyeHne He yKasaHo,

DisplayName  strin .
play 9 6yneT ncnosb3oBaH 3K3eMNAAP, HA3HAYEHHbIN MO YMOAYaHULO.

DBConnection string Crtpoka nogkntodeHus K 6asze gaHHbix Cepsuca Mognucu.
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Komananet Export-DssSignServerConfiguration
Bbirpy>aeT Tekylime HacTpolikm ak3emnnspa Cepsuca MNoanucu B dann.
CuHTaKcuc:
Export-DssSignServerConfiguration -OutFile <string> [-DisplayName <string>]
Export-DssSignServerConfiguration [-Include <SignServerConfigurations[]>

{Configuration | CryptoProviders | Enrolls | Notifiers | Events}] -OutFile
<string> [-DisplayName <string>]

Export-DssSignServerConfiguration [-Exclude <SignServerConfigurations[]>
{Configuration | CryptoProviders | Enrolls | Notifiers | Events}] -OutFile
<string> [-DisplayName <string>]

Tabnuua 71. NapameTpbl koMaHaneta Export-DssSignServerConfiguration

MapameTp Tun OnucaHue

string

MapaMeTp OTBEYaEeT 3a TO, Kakune Habopsl

Bo3MOXHble 3Ha4YeHUSN: o
HACTPOEK BKJ1KIOYATb B 3KCNOPTUPYEMbIN

Configuration;

Include CryptoProviders; KOH(MUrypaumoHHblli dann. OnncaHune
EnY‘oIIS' ! HabopoB HacTpoek HaxoauTcs B Tabnuua
I
Notifiers; 221.
Events
string
BO3MOXKHBIE SHAYCHUS: MapameTp oTBe4YaeT 3a TO, Kakme Habopsbl
Configuration: ' HacTtpoek HE Bknto4yaTb B
Exclude Cr t%Provide’rS' 3KCNOPTUPYEMbIA KOHMOUIYpPaLMOHHbIN
En»;gIIS' ! dann. OnucaHme HabopoB HaACTpoek
NotifierIS' HaxoauTca B Tabnuua 221.
I
Events
MyTb Kk daliny, B KOTOpbI 6yaet
OutFile string COXpaHeHa 3KCNopTMpoBaHHas

KOHbUrypaums.
Ob6s3aTenbHbIV NapameTp.

OTob6paxkaeMmoe umMsa sk3eMmnnasapa

DisplayName  string KoMnoHeHTa Cepsuc lMoanucu.

Komananer Import-DssSignServerConfiguration

3arpyxaet Hactpoilkm CepBuca Tlloanucu w3 KOHUrypauuoHHoro anna u
(onunoHanbHO) Nepea 3TUM pe3epBupyeT B Apyroi dain TekyLine HacTPONKM.
CuMHTaKCuUC:
Import-DssSignServerConfiguration -ConfigFile <string> [-BackupFile <string>]

[-DisplayName <string>]

Tabnuua 72. NapameTpbl koMaHgneTa Import-DssSignServerConfiguration

MapameTp Tun OnucaHue

MyTb K KOHDUrypaumoHHoMy danny ¢
ConfigFile string MMMNOPTUPYEMbIMM HacTpOMKa

aK3eMmnngpa.

MyTb K anny, B KoTopom 6yayTt
BackupFile string COXPaHeHbl TeKyLMe HAaCTPOMNKM

3K3eMnasipa nepea MMMNOpPTOM HOBbIX.
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MapameTp OnucaHue

OTobpaxxaemoe nmsa ak3eMnasipa

DISpIayName String KoMnoHeHTa Cepsuc lMoanucu.

4.6.3.3. KpunTonpoBaugephbl

KomaHpanet Get-DssCryptoProvider

Wcnonb3yeTcs Ans BbiBOAA Ha KOHCOMAb MHMOpPMauum O 3aperucTtpupoBaHHbIX
nposanaepax.

CuHTakcumc:
Get-DssCryptoProvider [-ID <guid>] [-DisplayName <string> {SignServer}]
Tabnunua 73. Napametpbl komaHaneta Get-DssCryptoProvider
MapameTp Tun OnucaHue

Uma sk3emnngpa Cepsuca lNoanucu. Ecnu 3HaveHne He
DisplayName string yKasaHo, 6yaeT ncnonb3oBaH 3K3eMnasp, HasHaYEHHbIN
No YMOJTYAHUIO.

ID guid NaeHTndmkaTop Kpuntonposangepa.

KomaHpanert Get-DssCryptoProviderType
BbIBOAWUT Ha KOHCO/Ib CMNUCOK 3aperncTpmMpoBaHHbIX TUMNOB KPpUNTONPOBanaepoB.
CHUHTaKCcmC:

Get-DssCryptoProviderType [-DisplayName <string>]

Komanpaner Add-DssCryptoProvider
Mcnonb3yeTcsa ana perucrpaumm HOBOro Kpuntonposagepa Ha Cepsuce Moanucu.
CuHTaKcumc:

Add-DssCryptoProvider [-DisplayName <string>] -ProviderName <string> -
ProviderType <int> -Typeld <string> [-Order <int] [-SetMasterKeyLife [-
MasterKeyLife <int>]] [-SetUsersKeysLife [-UsersKeysLife <int>]] [-
MasterKeyName <string>]

Tabnuua 74. NapameTpbl koMaHaneta Add-DssCryptoProvider

MapameTp Tvn OnucaHue

Umsa sk3emnnapa Cepsuca Mognucu. Ecnm
DisplayName string 3HayeHuMe He yKasaHo, byaeT ncnosb3oBaH
3K3eMnasap, HasHa4YeHHbIN NO YMOAYaHUIO.
OnucaHne kpuntonposangepa ans
Description string oTobpaxkeHns B Beb-nHTepdence
Monb3oBaTtens.

String

Bo3MoxHble
Typeld 3HayeHus: MaeHTudumnkaTop TMna Kpuntonposamnaepa.
GostWithMasterKey
Common
RSAWithMasterKey
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MapameTp

Order

Tvn

int

OnuncaHune

OTBevaeT 3a NopsAoK cnegoBaHus Ha Beb-
nHTepderice MNMonb3oBaTtens
3apernMcTpnpoBaHHbIX KPMNTONPOBanaepoB.
YeM BbllEe HOMEp, TEM BbILIE B CrNCKe
KpunTonpoBanaep. Mo yMmonyaHuio napameTp
paseH 0.

ProviderType

int

Tun npoBaiaepa, 3aperMcTpMpoBaHHOroO B
OC (O4nsa Kpuntolpo CSP - 75).

ProviderName

string

MMa npoBaliaepa, 3aperMcTpMpoBaHHoe B
cucTeMme.

MasterKeyLifetime

int

Cpok nencrtemsa Mactep-kit4a C MOMEHTaA
co3gaHuns B mecsiuax. Mo ymonyaHuio cpok
nencteus Macrtep-knoda - 36 MecsiLeB.

SetUsersKeysLifetime

SwitchParameter

YCTaHOBUTb CPOK AENCTBUSA
NO/b30BaTENbCKUX KITHOUEN.

UsersKeyslLifetime

int

CpoK oencrTems NoNb30BaTENbCKUX KIKOYEN,
CO34aHHbIX Ha AaHHOM npoBalgepe, B
Mecsuax. Mo yMon4aHunio CpoK AeNCTBUSA
Mosib30BaTeNIbCKOro Knva 15 mecsues.

MasterKeyName

string

MMs KOHTeHepa ¢ MacTep-K/ouYoM, ecnn
co3gaeTcsa npoBangep C yXe CyLweCcTBYLWNM
MacTep-Ka4yoM.

Exportable

switch

MoMeTUTb K/OY KakK 3CNOpTUPYEMbIN.
Ncnonb3yeTcs TOAbKO Ha 3Tane HaCTPOMKU U
TectupoBaHuma Kpuntollpo DSS.

>

>

>

3aperncTtpmpoBaHHOe MMSA MpoBaljepa B CUCTeMe npefonpenesneHo 3apaHee.
Ero MOXHO yBMAETb B AOKYMEHTauMu MNOCTaBLWMKa KpunTonpoBanaepa. Ans
npoaykrtos Kpuntollpo:
» KpunTtollpo HSM:
» Crypto-Pro HSM Svc CSP (tun 75);
» Crypto-Pro GOST R 34.10-2012 HSM Svc CSP (tun 80);
» Crypto-Pro GOST R 34.10-2012 Strong HSM Svc CSP (tun 81).
> Kpuntolpo CSP (tonbko anga tectnposaHusa Kpunrtollpo DSS):
Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider

(tvin 75);

Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider

(tTun 80);

Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service
Provider (Tvn 81).

Komananetr Remove-DssCryptoProvider

Ncnonb3yeTca Ana yaaneHus KpunTtonposanaepa Ha Cepsuce [lloanucu. Moxet
NMPUHMMaTb Ha BXO4 0H6BHLEKT B pexume KoHBenepa.

CuHTaKcuc:

Remove-DssCryptoProvider

[-DisplayName <string>] —-ID <guid>
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Tabnuua 75. Napametpbl koMaHaneta Remove-DssCryptoProvider

MapameTp Tun OnucaxHue

Nma sk3emnnsapa Cepsuca NMoanuncu. Ecnm 3HadeHmne He ykasaHo,

DisplayName strin "
play 9 6yaeT ncnonb3oBaH 3K3eMNAApP, HA3HAYEHHbIN MO YMONYaHUIO.

ID guid NaeHTndurkatop Kpuntonposaraepa.

MpuHyanTEeNnbHOE yaaneHne kpuntonposaligepa 3 b Cepsuca

Force switch
Moanwucu

KomaHanet Enable-DssCryptoProvider

Mcnonb3yeTca Ans BKKOYEHMs KpunTonpoBangepa Ha Cepsuce lMoanucm, paHee
nepesefé&HHOr0 B COCTOSIHME OTK/4YEH. MoXeT npuMHMMaTb Ha BXOA4A 06bekT B pexume
KOoHBelepa.

CuHTaKcuc:

Enable-DssCryptoProvider [-DisplayName <string>] -ID <int>
Tabnuua 76. Mapametpbl koMaHaneta Enable-DssCryptoProvider

MapameTp Tun OnucaHue

Nmsa aksemnnapa Cepsuca lNMoanmncu. Ecnmn 3HauveHmne He ykasaHo,

DisplayName strin "
play 9 6yneT ncnosb3oBaH 3K3eMNAAP, HA3HAYEHHbIN MO YMOAYaHULO.

ID guid  WpeHTndukatop Kpuntonposanaepa.

Komanpaner Disable-DssCryptoProvider

Mcnonb3yeTtcsa ans OTKAKYeHUMS KpunTonpoBanaepa Ha Cepsuce Moanucu. Moxet
NpUHUMaTb Ha BXo4 O06bEKT B pexunMe KoHBelepa.

CuHTaKcuc:

Disable-DssCryptoProvider [-DisplayName <string>] -ID <guid>
Tabnunua 77. NapameTpbl koMmaHaneta Disable-DssCryptoProvider

MapameTp Tun OnucaHue

Nmga sk3emnnapa Cepsuca MNoanuncn. Ecnm 3HavyeHne He yKasaHo,

DisplayName strin "
play 9 6yneTt ncnonb3oBaH 3K3eMMNAsp, Ha3HAYEHHbIN MO YMOTYaHUIO.

ID guid NaeHTndumkaTop Kpuntonposangepa.

Komanpanert Copy-DssCryptoProvider

[aHHbIN KOMaHANET UCMOb3YETCA TONbKO AJ19 9KCNOpTUpyeMbix MacTtep-
KJIOUE M MOXET MCMOSIb30BaTbCA WMCK/IUUTENIbHO B TECTOBbIX LensxX v Ans
CO34aHNs HEKBaNMMPULMPOBAHHOW 31EKTPOHHOM NOAMMUCH.

Mcnonb3yeTcsa ana cosgaHna HOBOrO KpunTonpoBanaepa, npuHagaexawero 3agaHHom
rpynne KpunTonpoBanaepoB. MacTep-Kato4 HOBOrO KpunTonpoBalnaepa cosnagaeT ¢ Macrep-
KJIl0YaMM OCTasibHbIX KPUMTOMNPOBaKAepoB rpynnbl. MOXeT MpuUHUMaTb Ha BXOA OOBEKT B
pexuMe KoHBenepa.
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CuHTakKcuc:

Copy-DssCryptoProvider [-DisplayName <string>] -GroupID <int> -NewProvName
<string>

Tabnuua 78. NapameTtpbl koMaHaneTa Copy-DssCryptoProvider

MNMapameTp T™vn OnucaHue

NUmsa ak3emnnapa Cepsuca lNMognmncu. Ecnm 3HauveHmne He ykasaHo,

DisplayName strin <
play 9 6yaeT ncnosb3oBaH 3K3eMNAAP, Ha3HAYEHHbIM MO YMOAYaHULO.

NaeHTudmnKaTop rpynnbl, KOTOPO NPUHAANEXMUT KOMUPYEMbI

GroupID Int o
KpunTonpoBanaep.

NewProvName string Wms HOBOro KpuntornpoBanaepa.

KomaHpaner Split-DssCryptoProvider

Mcnonb3yeTcsa Ana UcKatdeHns Kpuntonposangepa ns rpynnbl. MoxeT npuHMMaTh Ha
BX04 06BEKT B pexunMe KOHBelepa.

CuHTaKcuc:

Split-DssCryptoProvider [-DisplayName <string>] -ID <guid>
Tabnuua 79. Mapametpbl kKoMaHaneta Split-DssCryptoProvider

MapameTp Tun OnucaHue

Nmsa ak3emnnapa Cepsuca lMoanmncu. Ecnmn 3HauyeHmne He ykasaHo,

DisplayName strin <
play 9 6yneT ncnonb3oBaH 3K3eMMNASApP, HAa3HAYEHHbIN MO YMOJTYaAHUIO.

ID guid  WpeHTndukatop Kpuntonposanaepa.

Komanpaner Set-DssCryptoProvider

Mcnonb3yeTcsa aAns M3MeHeHMs HaCTpPOeK 3aperncrpMpoBaHHbIX nNpoBanaepos. Moxer
NpUHUMaTb Ha BXo4 O6beKT B pexnMme KOoHBenepa.

CuHTakKkcuc:

Set-DssCryptoProvider -DisplayName <string> [-MasterKeyName <string>] [-Order
<int] [-Description <string>] -ID <guid>

Tabnuua 80. MapameTpbl koMaHaneta Set-DssCryptoProvider

MapameTp Tvn OnucaHue

Nma sksemnnsgpa Cepsuca lNoanucu. Ecnn 3HaveHne He
DisplayName string yKa3saHo, byAeT ncnonb3oBaH 3K3eMnasp, Ha3HauYeHHbIN
Mo YMOYaHuIo.
OTBeuaeT 3a NopsAoK cneaoBaHms Ha Beb-uHTepdelice
MNMonb3oBaTens 3aperMcTpupoBaHHbIX
Order int KpunTonpoBangepos. Yem Bbilwe HOMEp, TEM Bbllle B
cnucke kpuntonposanaep. o ymonyaHuio napameTp
paseH 0.

OnucaHue kpunTonpoBangepa a1 otobpaxeHuns B Beb-
nHTepdelic Nonb3oBaTens.

Description string

NmMsa KoHTelHepa ¢ MacTep-KJlo4yoM, ecnm co3gaeTcs

MasterkeyName  string npoBaliaep C y>e CyLIecTBYWMM MacTep-K/to4oM.
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MapameTp Tvun OnucaHue

ID guid NpeHTndukatop Kpuntonposaraepa.

Hanuuue naHHoro napameTpa npeobpasyeT KoY B

NotExportable switch N
HE3KCNOPTUPYEMBIN.

CuHXpOHM3NpPOBATb BpeMs XU3HU MacTep-kntoda B

SyncKeylLifeTime switch . . L
KOHTenHepe C TeKkylleln HacTpolikoin Cepsuca MNoagnucwy.

KomaHpanet Test-DssCryptoProvider

Mcnonb3yeTtcsa Ans NnpoBepku AOCTYMHOCTM KpunTonpoBakaepa. MoXeT NpMHMMaTb Ha
BX0J, 06BEKT B pexuMe KOHBelepa.

CuHTaKkcuc:

Test-DssCryptoProvider [-DisplayName <string>] -ID <guid>
Tabnuua 81. MapameTpbl komaHaneta Test-DssCryptoProvider

MapameTp Tun OnucaHue

DisplayName string Nmga sk3emnnapa Cepsuca MNMoanuncn. Ecnm 3HavyeHne He yKasaHo,
6yaeT ucnonb3oBaH 3K3eMnNAp, Ha3HaYeHHbI MO YMONYaHUIO.

ID guid NaeHTndmkaTop Kpuntonposangepa.

KomaHpanet Join-DssCryptoProvider
Mcnonb3yetca gnsa nobaBneHus Kpuntonposanaepa B rpynny.
CHUHTaKCcmC:

Join-DssCryptoProvider [-DisplayName <string>] -ID <guid> -GroupID <int>
Tabnuua 82. MapameTpbl komaHaneta Join-DssCryptoProvider

MapameTp Tun OnucaHue

Uma sk3emnngpa Cepsuca Nognucu. Ecnn 3HavyeHne He yKasaHo,

DisplayName strin <
play 9 6yneT ncnosb3oBaH 3K3eMNAAP, HA3HAYEHHbIN MO YMOAYaHULO.

ID guid NaeHTndukaTop Kpuntonposangepa.

NaeHTudunKaTop rpynnbl, KOTOPOM NPUHAANEXMUT KOMUPYEMbI

GroupID Int o
Kpuntonposanaep.

4.6.3.4. loBepeHHble nspartenm

KomaHpnetr Add-DssClaimsProviderTrust

Ncnonb3syeTtcs ana pobaBneHus oTnedyaTka cepTudukaTa AOBEPEHHOro m3paTens
MapKkepoB 6e30nacHoCTw.

CuHTaKcumC:

Add-DssClaimsProviderTrust [-DisplayName <string>] -IssuerName <string> -
Thumbprint <string>
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Tabnuua 83. NapameTpbl koMmaHaneta Add-DssClaimsProviderTrust

MapameTp Tun OnucaxHue

Nma sk3emnnsapa Cepsuca NMoanmncu. Ecnm 3HadeHmne He ykasaHo,

DisplayName strin -
play 9 6yaeT Ncnonb3oBaH 3K3eMNAP, HA3HAYEHHbIN MO YMOYaHUIO.

IssuerName string YHUKanbHoe NMA usgatensd Mapkepos 6e3onacHocTH.

Thumbprint string OTneuaTtok cepTudukaTa nognmcm Mapkepos 6e30nacHOCTU.

KomaHpnert Get-DssClaimsProviderTrust

Mcnonb3yeTcs N5 BbiBOAA HA KOHCOJIb 3aperncTpmpoBaHHbIX 4OBEPEHHbIX U3gaTenen
MapkepoB 6e3onacHocTn. OTobpakaeTcsl CTPOKOBOM naeHTUdMKaTop m3gaTtenss U oTneyaTtok
cepTudmkaTa Ko4a No4nucK.

CuHTaKcuc:

Get-DssClaimsProviderTrust [-DisplayName <string>]

KomaHpnert Set-DssClaimsProviderTrust

Ncnonb3yeTcsa Ansa U3MeHeHWUs oTnedvaTka cepTudukaTta [OBEpPEHHOro usaartens
MapkepoB 6e30MacHOCTH.

CuHTaKcuc:

Set-DssClaimsProviderTrust [-DisplayName <string>] - IssuerName <string>
-NewThumbprint <string>

Tabnuua 84. MapameTpbl koMmaHaneta Set-DssClaimsProviderTrust

MapameTp Tvn OnucaHue
Nma sk3emnnsgpa Cepsuca lNoanucu. Ecnn 3HavyeHne He
DisplayName string ykasaHo, 6yaeT ncnosb3oBaH 3K3eMNAAp, Ha3HAYeHHbIN Mo
YMOJTYaHMUIO.
IssuerName string YHuKanbHOe MMS u3gaTens MapkepoB 6e30MacHOCTU.

HoBbllh oTneyaTok CepTMd)MKaTa noanmcm MapkKepos

NewThumbprint string 6e30nacHOCTH

KomaHanetr Remove-DssClaimsProviderTrust

Ncnonb3yeTcsa onsa yaaneHus AOBEPEeHHOro nsaatens MapkepoB 6€30MacHOCTU.

CHUHTaKCcUC:
Remove-DssClaimsProviderTrust [-DisplayName <string>] - IssuerName <string>
Tabnuua 85. NapameTpbl koMaHAseTa Remove-DssClaimsProviderTrust
MapameTp Tvn OnucaHue

Uma sk3emnnapa Cepsuca lNMognmncu. Ecnm 3HaveHmne He ykasaHo,

DisplayName  strin <
play 9 6yneT ncnonb3oBaH 3K3eMMNAsp, HAa3HAYEHHbIN MO YMOSTYaHUIO.

IssuerName string YHuMKanbHOe MMA nlgatens Mapkepos 6€30MacHOCTU.
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4.6.3.5. KOHEe4YHble TOUYKMU

Komananert Get-DssEndpointGlobalSettings

Mcnonb3yeTca ons BbiBOAA Ha KOHCOMb 06WMX HAaCTpoek KOHeuHbix Todek CepBuca
Moanwucu.

CuHTaKkcuc:

Get-DssEndpointGlobalSettings [-DisplayName <string>]

Komanpanet Set-DssEndpointGlobalSettings

Mcnonb3yeTca Ansa naMeHeHust obnx HacTpoek KoHeuyHbiXx Touyek Cepsuca Mognucwy.
Cnuncok napaMeTpoB KOMaHAbl yKa3aH B Tabauua 28.

CuHTakcumc:
Set-DssEndpointGlobalSettings [-MaxRecieveTimeOut <int>] [-MaxSendTimeOut
<int>] [-MaxMessageSize <int>] [-DisplayName <string>]
Tabnuua 86. MapameTpbl KoMaHaneTa Set-DssEndpointGlobalSettings
MapameTp Tvn OnucaxHue

MakcumanbHoe BpeMs noay4vyeHus coobuieHns B CeKyHAaax.

MaxRecieveTimeOut int
Mo ymon4daHuto paseH 30 cekyHa.

MakcuManbHoe BpeMs OTrnpaBKu coobuieHns B cekyHaax. o

MaxSendTimeOut int
yMon4daHuto paseH 30 cekyHa.

MakcuManbHbIM pa3mep coobweHnsa B 6aritax. Mo

MaxMessageSize int N

yMoOJslyaHuto paseH 5 Mbar.

Nmsa sk3emnnsapa Cepsuca NMoanucn. Ecnm 3HavyeHne He
DisplayName string ykaszaHo, byZAeT MCNOoNb30BaH 3K3eMMNAsp, Ha3Ha4YeHHbIM Mo

YMOIYaHMUIo.

Komananet Enable-DssEndpoint

Wcnonb3yeTca ANA  BKAOYEHUA KOHe4yHbix Toudek Cepsuca Moanucu. Crnmncok
napaMeTpoB KOMaH/bl yka3aH B Tabnuua 87.

CuMHTaKcuc:

Enable-DSSEndpoint -Address <string> [-DisplayName <string>]
Tabnunua 87. NapameTpbl koMaHaneta Enable-DSSEndpoint

MapameTp Tun OnucaHue

Uma sk3emnngpa Cepsuca lNognucu. Ecnn 3HavyeHne He yKasaHo,

DisplayName strin <
play 9 6yneT ncnonb3oBaH 3K3eMMNAsp, HA3HAYEHHbIN MO YMOTYaHUIO.

Name string M5 KOHEYHOW TOuKM.

Komananert Disable-DssEndpoint

Mcnonb3yeTca Aans OTK/YEHUS KOHeuHbix Touyek CepBuca [Noanucmn. Cnucok
rnapaMeTpoB KOMaHAbl yka3aH B Tabnuua 88.

CuHTakKcuc:

Disable-DSSEndpoint [-DisplayName <string>]
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Tabnuua 88. MNMapameTpbl kKoMaHaneta Disable-DSSEndpoint

MapameTp Tun OnucaHue

NUmsa ak3emnnapa Cepsuca lMognmncu. Ecnm 3HauveHmne He ykasaHo,

DisplayName strin <
play 9 6yaeT ncnosb3oBaH 3K3eMNNAP, HA3HAYEHHbIN MO YMOAYaHULO.

Name string MM KOHEYHOM TOUKM.

Komanpnert Get-DssEndpoint

Mcnonb3yeTcsa ans BbiBOAA Ha KOHCOSb MHGOPpMauMm O KOHe4yHbIX Todkax Cepsuca
Moanwucu.

CuHTakKcuc:

Get-DSSEndpoint [-DisplayName <string>]

4.6.3.6. O6paboTuMkKmM 3anpocoB Ha cepTudukar

KomaHpner Add-DssEnrollment

Wcnonb3yeTca ana perncrpaummn obpaboTtunka, peanmsyrowero GyHKLMI0 No CO34aHMI0
3anpoca Ha cepTudukar.

CuHTakKcuc:

-Add-DssEnrollment [-DisplayName <string>] -Type EnrollOutOfBand [-Order
<int] -EnrollDisplayName <string> [-SNChangesEnabled <bool>] [-ValidationMode
<string>] [-CertificatePrintTemplate <string>] [-RequestPrintTemplate
<string>] [-RevokeRequestPrintTemplate <string>] —-RdnConfig <string> -
TemplatesConfig <string>

Tabnuua 89. MNapametpbl komaHaneta Add-DssEnroliment

MapameTp Tvn OnucaHue

Nmsa sk3emnnapa Cepsuca Moanucu.
Ecnu 3HaueHune He ykasaHo, bypet
MCNONb30BaH 3K3eMnnap,
Ha3Ha4YeHHbIA N0 YMOSTHaHUIO.
OnpepensieT MUHUMasbHbIA Habop
napaMeTpoB, HEO6X0ANMbIX AN
perucrpaumm obpaboTtumka.
OTBeuvaeT 3a NOpPSAOK CrieaoBaHMA
Ha Beb-uHTepdelice Monb3oBaTtens
3aperncTpmpoBaHHbIX
obpaboTunkoB. YeM Bbilwe HOMep,
TeM Bblle B cnncke obpabotumk. Mo
yMosidaHuo napameTp paseH 0.

OTobpaxaemoe nmsa obpaboTtumnka
yu.

PaspewnTtb n3MeHaTb nMs cybbekTa
B cepTudukare.

DisplayName string

Tvoe 3HayeHune:
ypP EnrollOutOfBand

Order int

EnrollDisplayName string

SNChangesEnabled bool
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MapameTp Tvun OnucaHue

string Pexxnm npoBepkn ceptudukarta Il
nepej UCnosib30BaHUEM.
Bo3MOXHbIe Mo B Cepsuca lNMognucu;
o 3Ha4veHusa: Mo nokanbHO yctaHoBneHHoMy CRL;
ValidationMode o .
CertificateAuthority, [Mo nokanbHO yCTaHOBNEHHOMY UK
ChainOffline, 3arpy>xeHHomy no cetn CRL U
ChainOnline, npu nomowm OCSP-cnyx6sbl;
NoCheck. He npoBepsiThb.
CertificatePrintTemplate string MyTb K WabnoHy nevatu
ceptndukaTta

MyTb K WabnoHy neyaTu 3anpoca Ha

RequestPrintTemplate string cepTuduKaT

MyTeb K wWabnoHy neyaTn 3anpoca Ha
0T3bIB cepTMduKaTa

MyTb Kk dalny KoHbUrypaumm
RdnConfig string KOMMOHEHT nMeHun lNMonb3oBaTens
(NONNTUKKN UMEH).

MyTb Kk dalny KoHbUrypaumm
wabnoHoB cepTUdMKaTOB.

RevokeRequestPrintTemplate string

TemplatesConfig string

KomaHpanet Enable-DssEnrollment

[aHHbIN  KOMaHA/eT MNO3BONSET BKIKOYMTL 06paboTumk. KomaHaneT npuHUMaeTt
naeHTndnKaTop 3aperncTpmpoBaHHoro obpabotumka, nmb6o o6bEKT B pexunme KoHBelepa.

CuHTaKcumc:
Enable-DssEnrollment [-DisplayName <string>] -ID <int>

nin

Get-DssEnrollment [-DisplayName <string>] -ID <int> | Enable-DssEnrollment

Tabnunua 90. NapameTpbl koMaHaneTa Enable-DssEnroliment

MapameTp Tun OnucaHue

Nmga sk3emnnapa Cepsuca Moanucn. Ecnn
DisplayName string 3HayeHne He ykasaHo, 6yaeT ncnonb3oBaH
3K3eMMAsap, Ha3Ha4YeHHbIN N0 YMOAYaHUIO.

ID int NaeHTndunkaTop obpaboTtunka.

KomaHpanert Disable-DssEnrollment

[JaHHbIi KOMaHA/eT NOo3BONSIET OTKAOUMTL 0b6paboTumk. KomaHanetr npuHumaeTr
naeHTudmnkaTop 3aperncTtpmpoBaHHoro obpabotumka, NnmMbo 06bEKT B pexmMme KoHBenepa.

CuHTakcuc:
Disable-DssEnrollment [-DisplayName <string>] -ID <int>

nJin

Get-DssEnrollment [-DisplayName <string>] -ID <int> | Disable-DssEnrollment
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Tabnunua 91. NapameTpbl koMmaHaneta Disable-DssEnrollment

MapameTp OnucaHue

Nma sk3emnnapa Cepsuca Moanucn. Ecnn
DisplayName string 3HaueHue He ykasaHo, 6yaeT ncnosnb3oBaH
3K3eMnNap, Ha3HaYeHHbIM MO YMONYaHMUIO.

ID int NaeHTugukatop obpaboTumka.

KomaHpaner Set-DssEnrolimentOob

KomaHaneTt no3sosisieT HAacTpouTb 06paboTumk 06paboTumk, peanusywwmin GyHKLUIO
Mo Co3JaHMKO 3anpoca Ha cepTudukaTt. KomaHanetr npuHMMaeT umaeHTUdMKaTop
3aperncrpmpoBaHHoro obpabortumnka, nnbo o6BLEKT B pexunMe KoHBenepa.

CuHTakcumc:
Set-DssEnrollmentOob -ID <int> [-DisplayName <string>] [-Override] [-Order
<int>] [-EnrollDisplayName <string>] [-SNChangesEnabled <bool>] [-
ValidationMode <string>] [-CertificatePrintTemplate <string>] |[-
RequestPrintTemplate <string>] [-RevokeRequestPrintTemplate <string>] [—
RdnConfig <string>] [-TemplatesConfig <string>]
Tabnuua 92. MapameTpbl kKoMaHaneta Set-DssEnrollmentOob
MapameTp Tvn OnucaHue
Nma sk3emnnsapa Cepsuca Mognucu.

. . Ecnun 3HaueHune He ykasaHo, byaeT

DisplayName string Y » OYA

MCNoJZib30BaH 3aK3eMnna4ap,
Ha3Ha4YeHHbIN NO YMOJIHaHUIO.

Hanunuune paHHoOro napametpa
onpepenseT, 6yayT nn yaaneHbl Bce
npeablayLine Hactponkm obpabotumka

Override switch YL nepen 3anucbio HOBbIX.
OTcyTCcTBME NapamMeTpa NO3BONSET
W3MEHWUTb TO/IbKO SBHO YKa3aHHble B
KOMaHA/1eTe HAaCTPOMNKMU.

OTBeuvaeT 3a NOpPSAOK CrieA0BaHUS Ha
Beb6-nHtepdeiice Monb3oBaTtens
3aperucTpmpoBaHHbIX 06paboTuMKOB.
YeM Bbllle HOMEep, TEM Bbllle B CNUCKE
obpaboTtumk. Mo ymonuaHuio
napameTp paseH 0.

Order int

NaoeHTndmkaTop obpabotumnka YL,
ID int A1 KOTOPOro U3MEHSAITCA
HaCTPOMKMN.

Otob6paxaemoe nmsa obpabotumnka YL.
Mpn BBOAE HOBOIO UMEHU, NAapaMeTp
6ynet nepeonpeaeneH 4ns
HacTpamBaemoro obpabotumnka YL.

EnrollDisplayName string

Pa3pelwmnTb U3MEHSTb UMSA Cy6beKkTa B

SNChangesEnabled bool
cepTudumkare.

HKTAN.00096-02 92 02 KpunTtollpo DSS. PykoBoactso AGMUHUCTpaATOpa CrpaHuua 113 u3 286




MNMapameTp Tvin OnucaHue

string Pexxnm npoBepkn ceptudukata Il
nepea UCNosib30BaHUEM.
Bo3MOXHble Mo b4 YL
o 3Ha4veHus: Mo nokanbHO yctaHoBneHHoMy CRL;
ValidationMode o .
CertificateAuthority, [Mo nokanbHO yCTaHOBNEHHOMY UK
ChainOffline, 3arpyxeHHomy no cetn CRL UJIU npwu
ChainOnline, nomown OCSP-cnyx6bl;
NoCheck. He npoBepsTb
CertificatePrintTemplate string MyTb K wWabnoHy neyatn ceptTndukaTa

MyTb K WabnoHy neyaTu 3anpoca Ha

RequestPrintTemplate string cepTuduKaT

MyTb K WabnoHy neyaTy 3anpoca Ha

RevokeRequestPrintTemplate string OT3bIB cepTudukaTa

MyTb K hanny KOHDUrypaumm

RdnConfig string KOMMOHEHT uMeHu lNMonb3oBaTtend.
(cM. panee).
MyTb K dhanny KOHDUrypaumm
TemplatesConfig string wabnoHoB cepTUdUKATOB

MNonb3oBaTenen. (cM. ganee).

KomaHpanet Get-DssEnrollment

[aHHbIN KOMaHANEeT NO3BOJSIET BbIBECTM Ha KOHCOJIb CBEAEHMUS O 3aperncTpupoBaHHOMU
obpabotunke YL. KomaHaner npuvHMMaET UMAEHTUPUKATOP  3aperncTtpupoBaHHOro
obpaboTunka YL, nnb6o o6beKkT B pexumMe KOHBeNepa.

CuHTaKkcuc:
Get-DssEnrollment [-DisplayName <string>] -ID <int> [-IncludeCaProperties

<switch>]

Tabnuua 93. MNapameTpbl koMaHaneta Get-DssEnrollment

MapameTp Tun OnucaHue

Nma sk3emnnapa Cepsuca Moanucn. Ecnn
DisplayName string 3HayeHue He yKasaHo, byaeT ncnosb3oBaH
3K3eMMAsAp, Ha3Ha4YeHHbIN N0 YMOAYaHUIO.

ID int NaeHTndunkatop obpabotumnka YL.

BkntounTb B BbIBOA cBOWCTBA YL. [aHHbIN
rnapamMeTp BbI3blBAETCs, €C/IN HYXKHO
oTobpa3nTb cBoiCcTBa YL, K KOTOpOMYy
nogknt4yeH o6paboTymk.

IncludeCaProperties switch

KomaHanetr Remove-DssEnroliment

[aHHbIN KOMaHANET NO3BONAET YAanUTb 3aperncTpupoBaHHbIi 06paboTumk  YLI.
KomaHaneTt npMHMMaeT naeHTudukaTop 3apernctpmposaHHoro obpabotumka YL, nn6o o6bekr
B peXuMe KoHBelepa.

CuHTakcuc:
Remove-DssEnrollment [-DisplayName <string>] -ID <int>
nnn

Get-DssEnrollment [-DisplayName <string>] -ID <int> | Remove-DssEnrollment
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Tabnuua 94. NapameTpbl koMaHAseTa Remove-DssEnrollment

MapameTp OnucaHue

Nmsa sk3emnngapa Cepsuca NMognucun. Ecnu
DisplayName string 3Ha4yeHWe He yKasaHo, byaeT ncnonb3oBaH
3K3eMNAsap, Ha3Ha4YeHHbIN MO YMOAYaHUIO.

ID int NaeHTndunkatop obpabotunka YL.

O6pabotunk YL, moxeT 6bITb yganéH Tonbko B cny4ae, ecin B 6ase
AaHHbIx CepBuca [NMognucu HeT cepTuduMKaToB M 3aNpocoB  Ha
ceptudukaTbl K gaHHOMY YLI.

dannbl KoHpurypaumm wabnoHoB cepTU@UKATOB M MNOIUTUKN UMEH MpPEeacTaBnsioT
cobon TekcToBble (hainbl, coaepxawme CTPOKK onpeaeneHHoro gopmara.

dannbl KOHdUrypaunmm wabnoHos cepTUPUKATOB M MONAUTUK MMEH
OO/MKHbI 6bITb COXpaHeHbl B koanposke UTF-8.

dopMaT CcTpokn danna KoHpuUrypaunmm KoOMMNOHEHT uMeHu lMonb3osatens (MOANTUKMK
MMEH):
DisplayName="'crpokoBoe 3HaueHue DisplayName' Name ='CTpoxoBoe 3HaueHue Name'
OID='3BunaueHnue OID' Order='l..n' Required='truel|false',6 rae

» DisplayName = otobpaxaemoe MM KOMMOHEHTa UMEHN;

Name — CTpPOKOBbIN MAEHTUDUKATOP KOMMOHEHTA UMEHMU;

OID - cooTtBetcTBYtOWMA OID KOMNOHEHTA UMEHMU;

Order = nopsiA0K KOMMNOHEHTA MMEHWN B WAbAoHE UMeEHN;

Required = cdnar ykasbiBatowmnii Ha 0683aTe/IbHOCTb KOMMNOHEHTa MMEHMU.

YV V V V

Mpumep:

DisplayName='VmMa' Name='CN'OID='2.5.4.3' Order='1l' Required='true'
DisplayName='3nexrpoHHas nodura' Name='E' OID='1.2.840.113549.1.9.1"
Order='17"' Required='false'

DisplayName="'CrpaHa/perrod' Name='C'OID='2.5.4.6'0Order="'9'Required="false'
DisplayName='Peruou' Name='S' O0OID='2.5.4.8'Order='3"' Required='false'
DisplayName="'Hacenéuueni nyHkT' Name='L' OID='2.5.4.7'Order="'4"
Required='false'

DisplayName="'Opraumzauus' Name='O' O0ID='2.5.4.10"'Order='5"' Required='false'
DisplayName="'llonpaznejenmue' Name='OU' OID='2.5.4.11'Order='6"
Required='false'

DisplayName='OI'PH' Name='OGRN' OID='1.2.643.100.1"'Order="7"' Required='false'
DisplayName='VHH' Name='INN' OID='1.2.643.3.131.1.1'Order="8"
Required='false'

dopmMaT 3anucu danna wabnoHoB cepTUPMKATOB:

[MiMa wmabinoHa TemplateName]
OID1
OID2

W T.4., roe

» TemplateName - nms wabnoHa cepTudunKaTos;
» OID - naeHTndmnKaTop yay4dleHHOro NCNOoAb30BaHUS K/oya, BXOAALWMI B WabnoH.
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Mpumep:
BpemenHBlM cepTudMrKaT Illojep30BaTend YII]
.2.643.2.2.34.2

[

1
1.2.643.2.2.34.6
1:3:6:1:505:70302

[BpeMeHHBEM cepTuduxat Onepatopa YII]
1.2.643.2.2.34.2
1.2.643.2.2.34.5
1:.3:6:1:5:5,703,2

4.6.3.7. NpeobpasosaHne XML-AOKYMEeHTOB

Komananer Add-DssSignServerTransformPlugin
Mcnonb3yetca ana perucrtpaumn XML-npeobpasoBaHus.

CuHTaKcuc:

Add-DssSignServerTransformPlugin [-DisplayName <string>] -Assembly <string> -
<string> -Identifiers <string[]>

Tabnuua 95. NapameTpbl koMaHaneTa Add-DssSignServerTransformPlugin

MapameTp Tun OnucaHue

Nmsa ak3emnnapa Cepsuca Moagnucu. Ecnm
DisplayName string 3HayeHue He yKasaHo, 6yaeT ncnosb3oBaH
3K3eMNAap, Ha3Ha4YeHHbIN MO YMOAYaHUIO.
MyTb kK cbopke, coaepxaliern peannsaumio
npeobpasoBaHus. Mo yMOA4YaHMIO NOUCK
Assembly string 6yaet ocywecTBnaTbcs B nanke <MyTtb
yctaHoBku DSS> /Plugins/Transforms
(ecnu He ykasaH MNoHbIN NyTb).
Nma knacca B ykasaHHOM cbopke,

ClassName string HenocpeaCcTBEHHO peanusytowero XML-
npeobpasoBaHue.
CnncoK naeHTUdnKaTopos,

Identifiers string [] COOTBETCTBYIOLLMUX PErMCTPUPYEMOMY
npeobpasoBaHuIo.

KomaHnanet Get-DssSignServerTransformPlugin
Mcnonb3yeTcsa ana noayyeHns cnucka sapermctpupoBaHHbix XML-npeobpasoBaHui.
CvHTaKcuc:

Get-DssSignServerTransformPlugin [-DisplayName <string>] [-Identifier

<string>]

Tabnuua 96. NapameTpbl kKoMaHgneTa Get-DssSignServerTransformPlugin

MapameTp Tun OnucaHune
Uma sk3emnnapa Cepsuca lMognucu. Ecnm 3HayeHmne He
DisplayName string yKaszaHo, 6yaeT ncnonb3oBaH 3K3eMnsp, Ha3HAYEeHHbIA MO
YMOYaHUIO.

Ecnn 3apaHo, KOMaHAeT BO3BpaLlaeT npeobpasoBaHue,
KoTOopoe 6b110 3aperncTpMpoBaHo Ans AaHHOro
naeHTudmkatopa. B npoTMBHOM crnydae Bo3BpallaeTcs
MOJIHbIMA CMNCOK 3apernmcTpmMpoBaHHbIX Npeobpa3oBaHuii.

Identifier string
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KomaHnanetr Remove-DssSignServerTransformPlugin
Mcnonb3yetcsa ana yaanenms XML-npeobpa3oBaHnsa C 3aaHHbIX NAEHTUHOUKATOPOM.
CuHTakcumc:

Remove-DssSignServerTransformPlugin [-DisplayName <string>] -Identifier
<string>

Tabnunua 97. NapameTpbl KoMaHaneTa Remove-DssSignServerTransformPlugin

MapameTp Tun OnucaxHue

Nmsa sk3emnnsapa Cepsuca MNMoanucu. Ecnm
DisplayName string 3HayeHue He yKkasaHo, byaeT ncnonb3oBaH
3K3eMnasp, HAa3HaYeHHbIA N0 YMOMYaHUIO.

Identifier string NpeHTndukatop yaansemoro npeobpasoBaHus

4.6.3.8. TSP-cnyxb6a

KomaHanet Add-DssTspService
Mcnonb3yetca ansa nobaBneHus cnyxo6bl LUTaMMNoOB BPEMEHMU.

BHUMAHME! [1na dopMnpoBaHmnsa anekTpoHHoM noanucu dopmaTta, TpebyLiero wranm
BpeMmeHn (CAdES-T, CAdES-XLT 1), Tpebyetcsa yctaHOBUTb cepTudukaT YL, BbinyCTUBLIEro
ceptudmkat TSP-cnyxbbl, B XxpaHunuuwe «[JoBepeHHble KOPHEBbIE LEHTPbl CEpPTUDUKALUN> .

CuHTaKcuc:

Add-DssTspService [-DisplayName <string>] -Name <string> [-Title <string>] -
Url <string>

Tabnuua 98. NapameTpbl koMaHaneTa Add-DssTspService

MapameTp Tun OnucaHue

Nma sk3emnnapa Cepsuca Moanucn. Ecnn
DisplayName string 3HayeHue He ykasaHo, 6yaeT ncnonbL3oBaH
3K3eMnNap, Ha3HaYeHHbI MO YMONYaHUIO.
NUma TSP-cnyx6bl. ABTOMaTUYECKMU
3anuceiBaeTcs B —Title, ecnn napameTp -

Name string Title 6b11 NnponyweH npu perncrtpaunm TSP-
CNyX6bl.
Title strin OTobpaxaemoe nma TSP-cnyx6bl B Beb-
9 nHTepderice MNMonb3oBaTtens.
Url string Aapec TSP-cnyx6bl.

Komananert Get-DssTspService

Mcnonb3yeTca Ang nonyvYeHus CnnMcka 3apermcTpupoBaHHbIX CyX6 LWTaMnoB BPEMEHMU.
Ons nonydyeHus nHdopMaunmm o KOHKpeTHOM cnyxbe cnegyeT ykasaTb ee umsa (napameTp -
Name <string>).

CuHTaKCcumC:

Get-DssTspService [-DisplayName <string>] [-Name <string>]
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KoMmaHpaner Set-DssTspService

Ncnonb3yeTcs Ans HAcTPOWKWM 3aperncTpMpoBaHHbiX Ha CepBuce Moanucu cnyx6
LWTAaMNoB BpeMeHU. KoMaHANET MOXET NPUHUMaTb Ha BXO4 O6BbEKT B peXunMe KoHBenepa.

CuHTakKcuc:

Set-DssTspService [-DisplayName <string>] -Name <string> [-Title <string>] -
Url <string>

Tabnuua 99. NapameTpbl KOMaHaneTa Set-DssTspService

MNMapameTp Tvin OnucaHue

Nma sk3emnnsapa Cepsuca NMognucu. Ecnm
DisplayName string 3HaYyeHue He yKkasaHo, byaeT ncnosnb3oBaH

3K3EMNNAP, Ha3HaYeHHbIV MO YMOJIYaHULO.

Nma TSP-cnyx6bl. ABTOMaTMUYECKM 3anucbiBaeTcs
Name string B —-Title, ecnn napametp -Title 6611 NponyweH

npu peructpaunm TSP-cnyx6bl.

OTobpaxaemoe nmsa TSP-cnyx6bl B Beb-
nHTepderice MNMonb3oBaTtens.

Title string

Url string Anpec TSP-cnyx6bl.

KomaHagnetr Remove-DssTspService

Mcnonb3yeTca Ans yaaneHus 3apernctpuposaHHo Ha Cepsuce lMoanucm cnyxbbl
WwTamMnos BpeMeHn. KoMaHANeT MOXeT NpUHMMaTb Ha BXOA 06BLeKT B pexuMe KoHBelepa. Ans
yaaneHus TSP-cnyx6bl cneayeT ykasaTtb ee uMsa (napametp —Name <string>).

CuHTaKcuc:

Remove-DssTspService [-DisplayName <string>] -Name <string>
Tabnuua 100. NapameTpbl koMaHAaseTa Remove-DssTspService

MapameTp Tun OnucaHue

Nmsa sk3emnnsapa Cepsuca MNoanucu. Ecnm
DisplayName string 3Ha4yeHMe He yKasaHo, byaeT ncnonb3oBaH
3K3eMnasp, Ha3HaYeHHbIA N0 YMOMYaHUIO.

Identifier string NpeHTndukatop yaansemoro npeobpasoBaHus

4.6.4. Npumep PowerShell-cueHapua AnNAa HACTPOMUKM
CepBuca lNoanucm

[aHHbI cueHapuii 3a4aéT MMHMUMaNbHO HeobxoamMble HacTponkn Cepsuca MNoanucu.

# Co3ImaHMe HOBOTO 5K3eMIUIgpa KOMIOHeHTa CepBuc [lonmmcu
New-DssSignServerInstance -SiteName "Default Web Site" -ApplicationName
SignServer -SQLServerName “.\SQLEXPRESS” -DisplayName SignServer

# BBOI oOTHNeUaTKa CEPBUCHOTO CepTudMraTa
Set-DssProperties -ServiceCertificateThumbprint <OrneuaTok cepTubmkaTa
KOMIIOHEHTa>

#IobaBnenmue HSM-nposarzmepa ¢ MacTep KiouoMm

Add-DssCryptoProvider -Typeld < GostWithMasterKey> -ProviderName "Crypto-Pro
HSM Svc CSP" -ProviderType 75
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#Perucrpauus obpaboTuMka, OTBeUalUEI'o 3a I'eéHepaluio 3alpoca Ha CepTudmxarT
Add-DssEnrollment -Type EnrollOutOfBand -EnrollName <lmMsa ofOpaboTumka> —
RdnConfig <IIyTs k baninay OOIUTUKM mMeH> TemplatesConfig <IIyTe k damnyay mabJIOHOB
cepTudmUraToOB>

# HacTpoiika OTHOWEHMN noBepus C leHTpoMm VmeHTubOMKaLMM
Add-DssClaimsProviderTrust -IssuerName realsts -Thumbprint <OrneuaTok
cepruduxkara leHTpa VMoeHTUMOMKALIAM>

# BBOI BPEMEHHOW JIMIEH3UU
Add-DssLicense

Mpumep peructpaumnm Cepsuca lNMognucm B KayecTBe AOBEPEHHOM CTOPOHLI Ha LleHTpe
NpeHTudnkauymu:

Add-DssRelyingPartyTrust —-Name "SignServer" -MetadataUri
http://<signserver host>/SignServer/FederationMetadata/2007-
06/FederationMetadata.xml

MpuMep HacTponkm agpecos cnyx6 wrtamnoB BpemeHu (AByMs criocobamm):

CIIOCOB 1:
#3amauyre cuyx0 MTAMIOB BPEMEHU

SnewTsp = New-Object -TypeName CryptoPro.DSS.Common.Service.TSPService
#3anmaume ampeca

SnewTsp.Url = " http://tsp.cryptopro.ru/tsp20/tsp.srf"

#3amaure mmeHTUOUKATOPA

SnewTsp.Name = "testtsp"

#3amaHue oTobpaxaeMoro MMEHU

SnewTsp.Title = "TecTtoBas TSP cayxba KPUITO-IIPO"

SnewTsp2 = New-Object -TypeName CryptoPro.DSS.Common.Service.TSPService

SnewTsp2.Url = " http://tsp.cryptopro.ru/tsp20/tsp.srf"
SnewTsp2.Name = "csptsp"
SnewTsp2.Title = "TSP-cayxba KPUITO-IIPO"

# dopMMpyeM CHOMCOK CJIyX0 WMTaMIOB BPEMEHMN.
SnewTspList = $newTsp, $newTsp2

# PerucTpupyeM CJyXOH WTaMIOB BpeMeHu Ha CeBpuce llonnmcu
Set-DssProperties -TspList $newTspList

CIIOCOB 2:

# PermcrTpauusa CIyXOB MTAMIOB BPEMEHM NPV MNOMOIM CHEHUAJIUSMPOBAHHOTO
KOMaHIJIeTa

Add-DssTspService —-Name testTSP -Title "TSP-cayxBa KPUITO-IIPO" -Url "
http://tsp.cryptopro.ru/tsp20/tsp.srf"

MpUMep HAaCTPOMKM KOHEUHbIX TOYEK:

# PasMep BXOOAmUX/MCXONANMX COOBMEHMUN yBesmuumBaeMm mno ~50Mb

# Time-out npméma/mepenaum COOOMWEHMIM yBeJMUYMBaeM OO 1 MMHYTEH
Set-DSSEndpoint -MaxRecieveTimeOut 60 -MaxSendTimeOut 60 -MaxMessageSize
50000000

MpuMep BKIHOUYEHUS XXYPHANTUPOBAHUA:

# HacTpoiika XypHaJMPOBAHMUSA COOBITUM
Set-DssSignServerTracing -ServiceModellistenerLogFile
C:\dsstrace\SignServer.svclog -ServiceModellListenerSourcelLevel All
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# HacTpolika XypHalMpOBaHMSA COOOLEHUN

Set-DssSignServerTracing —-ServiceModelMessagelLoggingListenerLogFile
C:\dsstrace\SignServerMessage.svclog -
ServiceModelMessagelogginglListenerSourcelLevel All

# BKJIOUEHME XYPHAJIMPOBAHUS
Enable-DssSignServerTracing

4.7. Hactpouka Beb6-uHrepcgenca NonbsoBarens

Beb-uHTepdeiic [Nonb3oBaTtensa npenocrtaBnset [lonb3oBaTensM rpaduyeckuit
nHTepderc ansa pabotel ¢ CepBncoM IneKkTpoHHOM Mognucu.

4.7.1. MocnepoBaTeNibHOCTb LWAroB MNO HacTpouke
3K3eMIispa KOMNOHeHTa «Beb-nHrepdenc NMNonbsoBartens»

[aHHbll pasgen PykoBoacTBa onpegensieT noc/ienoBaTenbHOCTb U NOPSAAOK AENCTBUN
Mo pasBopaYMBaHMIO M HACTPOMKE 3K3eMMnaspa KOMNoHeHTa Beb-mHtepdelic Nonb3oBaTens B
pexXnMe «C Hyns».

NMpeaBapuTesibHbie YCNOBUA:

> YcraHoBneHHas ponb Cepsep npwunoxeHuin (IIS) (cm. pasgen 3.1);

» HacTtpoeHHas npussaska https Ha Cepsepe npunoxeHunn (IIS);

> DBbINylWeHHbIN W YCTAHOBJIEHHbLIN  CepBUCHLIN  cepTudukat Beb-nHTepdeinca
Monb3oBaTtensa (cM. pasgen 6.2).

Bba3oBan nocnenoBaTesibHOCTb LIAroB No HacTpolike (o6s3aTesibHbie):
1. CospaHune ak3emnnsipa Beb-uHTepdelica Nonb3oBaTens (cMm. pasgen 4.7.3.1)

Ha paHHOM ware 6yaeT co3paHo Beb-npunoxeHue Ha Cepsepe npunoxeHun IIS,
3aperucTpmpoBaHbl XypHanbl Windows.
2. Hactpoika cepBucHoro ceptudmkarta Beb-untepdeiica Nonblosatensa (cM. pasgen
4.7.3.1)
Ha paHHOM ware »3k3eMmnnsapy Beb-uHtepdeica Tonb3oBatensa Ha3HadaeTcs
CEPBUCHbIN cepTUdMKaAT, KOTOPbIN UCNONb3yeTca ANs ayTeHTuduKaumm npm MexcepBuCHOM
B3aMMOAENCTBUM.

Heobxoammo BblgaTb NpaBa Ha AOCTYN K 3aKpbITOMY K04y cepTudukaTa
YYETHOM 3anmcm nog KoTopon pabotaeTr nyn npunoxeHums Beb-
uHTepderica Nonb3oBaTens (cMm. pasaen 6.2).

3. Hactpoinka agpecos Cepsuca Moanncn n LUenTpa NgeHTudumkaumm (cMm. pasgen
4.7.3.3).

Ha naHHoM ware 3agatoTtcsa agpeca Cepsuca lNMoanucn un UeHTtpa NMaeHTudukaumm ans
MEXXCEPBUCHOI0 B3aMMOAENCTBUS.

4. HacTpomka napaMeTpoB MNpoToKosa ayTeHTudukaumm ws-federation passive
reguestor profile.

Ha gaHHoM ware AgMmHucTpaTop 3a4aéT napameTpbl Ana ayteHTudukaumm Ha Beb-
nHTepderice MNMonb3oBaTensa npu noMowmn komaanerta Set-DssFEWSFederationSettings.

5. HacTpoiika oTHoweHuni gosepus ¢ LleHTpom UaeHTudukaumm (cm. pasgen 4.7.3.2)
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Ha paHHOM Wware ycTaHaBNMBalOTCA OTHOWeEHWS goBepuss Mexay LleHTpom
NoeHTudumkaumm un  Beb-mHTepdencom Tlonb3oBaTtens, KoTopoe Heobxoammo Ans
ayTeHTudmkaumm MNMonb3osaTtenen n OnepatopoB Ha Beb-nHtepdeice Monb3oBaTtens.

HacTpolika BbINOJIHSETCA B ABa Lara:

> Perucrtpaumsa Ha Beb-uHtepdence NMonb3osatens LleHTpa NaeHTudmkaumm B Kayectse
[OBEpEHHOro usnatens MmapkepoB 6e3onacHocTu (cM. pasaen 4.7.3.2).

> PerucTtpauus Ha UeHTpe MaeHTudukaummn Beb-mHtepdelica MNMonb3oBatens B KadecTse
AOBEpPEHHON CTOpOHbI (CM. pa3gen 4.5.8.7).

K MOMeHTy BbINOJIHEHMS wara 5 B HacTpolike Beb-nHTepderica
@‘3 Monb3oBaTensa  Ao/keH O6biTb  pa3BEpHYT 3k3emnnsaAp  LleHTpa
NaeHTudmnkaymm.

Mocne BbIMONHEHUS MEPEYUCTIEHHbIX HACTpoek goctyn K Beb-uHTepdeiicy
Monb30BaTeNst OCYLECTB/ISIETCS MO YMOSYAHUIO MO C/eAYOLWMUM CChisIKaM:

Be6-uHTepdeiic Cepsuca NMNognucu:
https://<hostname>/Frontend

JInuHbIK KabuHeT NMNonb3oBaTens:
https://<hostname>/STS/Users

Mpumep PowerShell-ckpynta ans HacTpoliku Beb-uHTepdeirica [Monb3oBaTtens
npueenéH B pasnene 4.7.4.

Mocne  BHeCEeHMA  M3MEHeHWM B KOHUrypauuilo  3K3emnnspa
@wg nepesanycrute nyn Beb6-npunoXeHns COOTBETCTBYIOLWEr0 KOMMOHEHTa
npv NOMOLLM KOMaHA, onucaHHbIX B pasgene 7.1.

AdononHuTenbHble AeACTBUA NO HacTpolike (ONUMOHANBbHO):
» Kactomusaumsa Beb-nHtepdeinca Nonb3osartens

AOMUHUCTPaTOP MOXET M3MeHUTb oTobpaxkaemble Ha Beb-uHTepdelice MNMonb3oBaTens
norotunsl, UBeTa nHTepdeinca, uBeTta wWpudTOB, 3aro/1IoBKK 1 T.M. NoapobHee 0 KacToMuM3aLUmn
CM. pasgen 4.7.3.6. Takxke AOAMUHUCTPATOP MOXET U3MEHWUTb MNepBYK CTpaHuULy, KoTopas
oTobpaxaeTtcsa lNonb3oBaTento npu sBxoae Ha Beb-uHTepdenc. Mo ymonuaHuio otobpakaetcs
CTpaHuLa NpuBeTCTBUS.

> Busyanusaumsa 4OKYMEHTOB

AAMWHUCTPATOP MOXeT HaCTpoUTb OTobpa)keHne AOKYyMeHTOB B Beb-uHTepdelice npu
noanuvcaHum un wnoposaHun. NMogpobHee 06 oTobpaxeHN AOKYMEHTOB CM. pasaen 4.7.3.5.

> HacTpoika pasMepa noanncbiBAaeMbIX 0OKYMEHTOB

AOMUHUCTPATOP MOXET OrpaHNU4YMTb MaKCUManbHbIA pa3Mep AOKYMeHTa, KOTOpbli
MoXeT O6biTb noanucaH depes Beb-uHTepdelic Monb3osatensa (cM. pasgen 4.7.3.1). Mo
YMOJIYaHUIO, MaKCUMMasbHbIN pa3Mep AOKYMeHTa paBeH 5Mb.

> WHnTerpaumnsa c CepsucoM lMposepku Moanncn (Kpuntollpo SVS 2.0)

AOMUHUCTPATOP MOXET BK/OUYUTb OTOOpaXKeHue AOMNOSIHUTENbHbLIX BKIaAoK Ha Beb-
nHTepderice Monb3oBatens Ans nposepku noanucu n ceptudmkarta (cm. pasgen 4.7.3.1). Ana
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BbIMOJ/IHEHUS AAHHOro AencTBust Heobxoammo, 4Tobbl 6bln ycTaHOBNEH M HacTpoeH CepBuUC
Mposepku Moanucwu.

> OtobpaxkeHne XypHana ayguTa

AZMWHUCTPATOP MOXET BKIOUUTbL OTOBpaxeHue xypHana Cepsuca Ayamta Ha Beb-
nHtepderice lMNonb3osatens (cMm. pasgen 4.7.3.1). [Ona BbINOMHEHMSA [AAHHOW onepauunu
Heobxoammo, 4yTobbl 6bI1 YCTAHOBNEH M HAcTpoeH komnoHeHT Cepsuc AyauTta (CM. pasgen
5.5).

4.7.2. O6beKTbl agMUHUCTPUPOBAHUSA

Ha Puc. 27 npuBeaeHa cxema 06beKToB, AOCTYMHbIX 415 aAMUHUCTPUPOBaHNSA Ha Beb-
nHTepderice MNMonb3oBaTtens.

3Kzemnnap Beb-

— WHTepdeiica .
MNoneszoeartensa
Mpotokon ‘ _ Hactpoliku
WS-Federation h . SHIEMNNAPa
OBEpEeHHbIE
A P 4 > HypHanupoeaHwe
M3gaTenm
Muterpaywma no HTTP
4 = Kactommzauua
API
OtobpaseHue
OOKYMEHTOB

Puc. 27 — O6bekTbl agMUHUCTPUpPOBaHus Beb-nHtepdeiica Monb3oBatens

Tabnuua 101. Cnucok KOMaHANETOB KOMMNOHeHTa Beb-uHtepderic Monb3oBaTens

aAMMHUCTPUPOBaHUA

New-DssFEInstance

Remove-DssFEInstance
O61beKkT OTBEYaEeT 3a

HacTpoiku npaBfieHne 3K3eMnasspamm
Get-DssFelnstance ynp " P
aK3eMnnapa Beb-nHTepdeica

MNonb3oBaTens.
Set-DssFEProperties

Get-DssFEProperties
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0O61beKTbl
KomMmaHaner OnuncaHune
aAMMUHUCTPUPOBaHUA

Update-DssFEInstance

JoBepeHHble U3gaTenm

Add-DssFeClaimsProviderTrust

Get-DssFEClaimsProviderTrust

Set-DssFEClaimsProviderTrust

Remove-
DssFEClaimsProviderTrust

O6bekT oTBevaeT 3a
HaCTPOMKY OTHOLUEHUN
nosepusa ¢ LleHTpom
naeHtTndnkauymu.

Mpotokon WS-
Federation

Get-DssFEWSFederationSettings

Set-DssFEWSFederationSettings

O6bekT oTBEYaET 3a
HacTpoiky npoTokona WS-
Federation c UM KpunTtollpo
DSS.

NHTerpaunsa no HTTP-
API

Add-DssFETrustedWebapplication

Enable-
DssFETrustedWebapplication

Disable-
DssFETrustedWebapplication

Get-DssFETrustedWebApplication

Remove-
DssFETrustedWebApplication

Ob6bekT oTBe4vaeT 3a
HaCTPOMKMN B3anMOAEeNCTBUS
¢ Beb-nHTepdericom
WHTErpMpyemMor cmcTembl no
HTTP API.

OtobpaxeHue

Get-DssFEConverterPlugin

Add-DssFEConverterPlugin

Ob6beKkT oTBeYaEeT 3a
BM3yanunsaunto 4OKYMEHTOB

Get-DssFETracing

Set-DssFETracing

OOKYMEHTOB npu ux 3arpyske B Beb-
NHTepdelic Monb3oBaTtens.
Remove-DssFEConverterPlugin
Get-DssFECustomization
O61beKkT oTBEYaET 3a
KacTtoMmnsauums Set-DssFECustomization HacTponKy 0T96pameHMﬂ
Be6-uHTtepdeiica
Monb3oBaTens.
Reset-DssFECustomization
Enable-DssFETracing
0O6bekT «XXypHanupoBaHune»
Disable-DssFETracing oTBeYaeT 3a
XXypHanunpoBaHue XYPHaMpoBaHME CETEBbIX

B3anMogencremi (cMm.
pasgen 7.5).
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4.7.3. ABMMHUCTpMpoBaHue KOMMOHEHTa «Beb6-
nHtepdenc NMNonbsoBarens»

HacTpolika koMmnoHeHTa «Beb6-uHTtepdenc Tllonb3oBaTensa» OCyWecTBAseTcs C
nomowbio Windows PowerShell. KomaHabl agMUHUCTPUPOBAHMS BKJIKOYEHbI B MOAY/b
CryptoPro.DSS.PowerShell.Frontend. [1nsa noncka HeobxoamMMoro KomMmaHasieTa nepenamTe
B O6beKkTbl aaAMUHUCTPMpoBaHua (cM. Pasagen 4.7.2) n Bbibepute 06bEKT, UbM MapaMeTpbl
Heob6XxoaMMO HaCTpPOUTD.

4.7.3.1. HacTpokm 3k3eMnnsapa

KomaHanetr New-DssFEInstance
Co34aéT HOBbIN 3K3eMMNIAp KOMNOHeHTa Beb-nHTepderic Monb3oBartens.

K OCHOBHbIM NapaMeTpaM OTHOCATCS:

> HasBaHue Beb-canTa IIS, Ha KOTOpOM cneayeT pa3BepHYTb BEG-NpuoXxeHne cepeepa
noanuvcu.
» oTobpaxaemoe nmsa akzemnnsapa Beb-uHtepderica MNonb3osaTtens.

CuHTaKcuc:

New-DssFEInstance —-SiteName <stirng> [-ApplicationName <string>] -DisplayName
<string>

Tabnuua 102. NapameTpbl koMmaHaneTa New-DssFEInstance

MapameTp Tun OnucaxHue
. . Ha3BaHune Beb-caliTa, Ha KOTOPOM C/leAyeT pa3BepHyTb
SiteName string 4 pv AYeT p PHY
Beb6-npunoxeHne Beb-nHtepderica Nonb3osaTtens.
Ha3eaHune Beb-npunoxeHusa Beb-nHtepodelica
. . Monb3oBaTens.
ApplicatonName string
Ecnn napameTp He 3agaH, MCNoNb3yeTcs 3HadeHue
Frontend.
. . OTobpaxaemoe nmsa aksemnnsipa Beb-nHtepodeiica
DisplayName string p P P
lMonb3oBaTens.

KomaHaner Remove-DssFEInstance

YpaanseT co3gaHHbli 3K3eMnasip KoMnoHeHTa Beb-nHTtepdeiica MNMonb3oBaTtens.
CuHTakcumc:

Remove-DssFEInstance [-DisplayName <string>]

KomaHpnert Get-DssFEInstance

BbIBOAMT Ha KOHCOJ/Ib CNMCOK 3K3eMnnsapoB Beb-nHTepdelica Nonb3osaTens.

CuHTakKcuc:

Get-DssFEInstance

KomaHpanet Set-DssFEProperties

KomaHanetr Set-DssFEProperties no3sonser 3a4aTtb OCHOBHble mMapaMeTpbl
KOMMNoHeHTa «Beb-nHTtepdeic NMonb3oBatens». K oCHOBHbIM NapaMeTpaM OTHOCAT:

» URL-agpec Cepsuca lMoanucu;
» URL-agpec LeHTpa MaeHTndmnkaumnm;
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» oTneyaTok cepTudmkaTa Beb-uHtepdelrica Nonb3oBaTens.

CuHTakcumc:
Set-DSSFEProperties [-SignServerAddress <string>] [-StsAddress <string>] [-
ServiceCertificate <string>] [-VsAddress <string>] [-CmisAddress <string>] [-
AnalyticsServiceAddress <string>] [-IndexPage <FrontendIndexPages> {Sign |
Encrypt | Decrypt | VerifySign | VerifyCertificate | CertificatesList}] [-
MaxIISContentLength <uint32>] [-RequireMutualHttps <bool>] [-DisplayName
<string>]
Tabnuua 103. MNMapameTpbl koMmaHaneta Set-DssFEProperties
MapameTp Tun OnucaHue
, . OTobpaxaemoe nmsa sk3emnnsipa Beb-
DisplayName string o
nHTepdelica MNonb3oBaTens.
URL-aapec Cepsuca lMoanucu.
Mpumep:
SignServerAddress string http://<hostname>/<SignServiceApp
Name>/SignServiceExR.svc/token/nos
C
URL-agpec UeHTpa NoeHTndukaumn:
. Mpumep:
StsAddress string https://<hostname>/<StsAppName>/
Active.svc/service
ServiceCertificate string Otneuatok ceptudukara Beo-
nHTepderica MNonb3oBaTens.
URL-aapec Cepsuca lMpoBepku
Moanucu.
VsAddress string Mpumep:
http://$HostName/$SVSAppName/rest
/api
FrontendIndexPages
BO3MOXHbIe
3Ha4YeHuns: i
. 3anaét nepsyto oTobpaxaemyto
Sign o
IndexPage Encrvot CcTpaHunuy Beb-nHTepdeica
yP Monb3oBaTtens.
Decrypt
VerifySign
VerifyCertificate
CertificatesList
MakcuManbHbIN pa3Mep KOHTEHTa,
MaxIISContentLength  Uint32 KOTOPbI MOXHO 3arpy3uTb B Beb-
npunoxenune (B 6antax). Mo
yMosi4aHuio paseH 4 Mb6aur.
Appec kKoMnoHeHTa «CepBuc AyauTta».
Mo ymonyaHuio agpec nmeet
. . . cneaywowmm sma:
AnalyticsServiceAddress string https://<ums
MawmnHbl>/AnalyticsService/analyticss
ervice.svc/issuedtoken/transport/nosc
RequireMutualHttps bool TpebosaTb coeanHeHus no httpsvc
OBYCTOPOHHEN ayTeHTUdmKaumen.

KomaHanet Get-DssFEProperties

KomaHanet Get-DssFEProperties nossonsier otobpasnTb OCHOBHble nNapaMeTpbl Beb-

nHTepderica Nonb3oBaTens.
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CuHTakKcuc:

Get-DssFEProperties [-DisplayName <string>]

Komanpgner Update-DssFEInstance

O6HoBNsieT 3Kk3eMnsap KoMnoHeHTa Beb-nHtepdenc MNonb3oBaTtensa nocae ycraHOBKMU
HOBbIX 6BubnunoTek.

CuHTaKkcuc:

Update-DssFEInstance [-DisplayName <string>]

4.7.3.2. loBepeHHble usaartenm

KomaHpaner Add-DssFEClaimsProviderTrust

[obaBnsieT oTneyatok cepTudukata MNOANUCUM MapKepoB 6€30MacHOCTM B CAMCOK
[lOBEPEHHbIX U3haTene MapkepoB 6e30MacHOCTU.

CuHTakKcuc:

Add-DssFEClaimsProviderTrust [-DisplayName <string>] -IssuerName <string> -
Thumbprint <string>

Tabnnua 104. NMNapameTpbl komaHaneta Add-DssFEClaimsProviderTrust

MapameTp Tun OnucaHue
. . OTobpaxaeMoe nms aksemnnsipa Beb-mHtepdelica
DisplayName string P P o
Monb3oBaTens.
IssuerName string NMa poBepeHHOro usgartens.
Thumbprint string OTnevaTok cepTudurKaTa 4OBEPEHHOrO nlgartens.

KomaHpnert Get-DssFEClaimsProviderTrust

Mcnonb3yeTcs Ans BbiBOAA Ha KOHCOJb 3aperncTpupoBaHHbIX AOBEPEHHbIX U3daTenemn
MapkepoB 6e3onacHocTn. OTo6paXkaeTcs CTPOKOBOM MAEHTUGMMKATOP M3aaTens U oTnevyaTok
cepTuduUKaTta Karoua noanmcu.

CuHTaKcuc:

Get-DssFEClaimsProviderTrust [-DisplayName <string>]

KomaHpanet Set-DssFEClaimsProviderTrust

Ncnonb3ayeTcs Ans M3MEHeHus oTnedyaTka cepTudukata [AOBEPEHHOro m3paTens
MapKkepoB 6e30nacHoCTw.

CuHTaKCcumC:

Set-DssFEClaimsProviderTrust [-DisplayName <string>] - IssuerName <string>
-NewThumbprint <string>

Tabnuua 105. MapameTpbl KomaHaneta Set-DssFEClaimsProviderTrust

MapameTp OnucaxHue

Nmsa sk3emnnsapa Beb-uHtepdelica NMonb3oBatens. Ecnm
DisplayName string 3HaueHue He ykaszaHo, 6yaeT UCnMoNb30BaH 3K3eMNAsp,
Ha3Ha4YeHHbIN MO YMOYaHUIO.
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MapameTp Tun OnucaHue

IssuerName string YHuWKanbHOEe uMa nspartens Mapkepos 6e3onacHocTu.

HoBbIn oTneyaTok CepTMCbMKaTa noanmncm MapkKepos

NewThumbprint string 6e30MaCcHOCTH

KomaHpgnetRemove-DssFEClaimsProviderTrust

Mcnonb3yeTtca onsa yganeHuss 4OBEPEHHOIro uagarensa MapkepoB 6e30macHoCTU.
CuHTakKcuc:

Remove-DssFEClaimsProviderTrust [-DisplayName <string>] - IssuerName <string>
Tabnnua 106. NMapameTpbl koMaHAsieTa Remove-DssFEClaimsProviderTrust

MapameTp Tun OnucaHue

Nmga sk3emnnapa Beb-nHtepdenca Monb3osaTtens. Ecnm 3HauveHue
DisplayName string He ykasaHo, byaeT ncnosib30BaH 3K3eMMnasp, Ha3Ha4YeHHbIN No
yMO/I4aHuLo.

IssuerName string YHuMKanbHOe nMA nagatens mapkepos 6€30nacHOCTU.

4.7.3.3. NMpoTtokon WS-Federation

Komanpnert Set-DssFEWSFederationSettings

[aHHbIN KOMaHANEeT MCMNONb3yeTcs ANns naMmeHeHums HacTtpoek WS-Federation. K Hum
OTHOCATCH:

> appec UeHTpa NaeHTudunkaummn Kpuntolpo DSS;
» aapec Beb-umHTtepderica NMonb3osatens Kpuntollpo DSS;
» appec gosepeHHoro LeHTpa MaeHTudukaumm B goMeHe lNonb3oBaTens.

CuHTaKcumcC:
Set-DssFEWSFederationSettings [-DisplayName <string>] [-Issuer <string>] [-
Realm <string>] [-HomeRealm <string>] [RequireHttps <bool>]

Tabnuua 107. NapamMeTpbl koMaHaeTa Set-DssFEWSFederationSettings

MapameTp Tun OnucaHue

Nma ak3emnnsapa Beb-uHtepdelica MNonb3osaTtens. Ecnm 3HaveHune
DisplayName string He ykasaHo, 6byaeT Mcnonb30oBaH 3K3eMnasp, Ha3HaYeHHbIN No

YMO4aHuIo.

URL-agpec LeHTpa MaeHtndukaumm Kpmuntollpo DSS.
Issuer string [lo ymMon4yaHuio nMeeT 3Ha4YeHuns:

https://<host_name>/sts/sts/issue/

URL-agpec Beb-nHtepdeinca NMonblosatena Kpuntollpo DSS.
Realm string [lo ymMon4yaHuio nMeeT 3Ha4YeHuns:

https://<host_name>/frontend/

URL-agpec UeHTpa UaeHTndukaummn. Mo ymon4yaHuio He
3anoJIHAeTCs, 3ape3epBMpoBaH ANg AasibHENLWEro NCNo/ib30BaHus.

HomeRealm  string

RequireHttps bool TpeboBaTb 3aLUNLLEHHOIO COeANHEHMS.

HKTAN.00096-02 92 02 KpunTtollpo DSS. PykoBoactso AGMUHUCTpaATOpa CtpaHuua 127 us 286



KomaHanet Get-DssFEWSFederationSettings

[aHHbIA KOMaHANET NCNOAb3YEeTCs AN BbiBOAA Ha KOHCOJ1b HacTpoek WS-Federation.
CuHTaKcuc:

Get-DssFEWSFederationSettings [-DisplayName <string>]

4.7.3.4. MuTterpauma no HTTP-API

Komanpner Add-DssFETrustedWebapplication

KomaHanet no3sonser fobaBuTb Beb6-MHTEpPhENC MHTErPUPYEMON CUCTEMbI, C KOTOPOTO
npu NonbITKe ayTeHTudukaumm byaeT nNponcxoamTb nepeHanpassieHne Ha Beb-uHTepderic
Monb3oBaTtens. Micnonb3yeTcs Aas HaCTPOMKKM MHTerpaumm ¢ nomowbio HTTP-API.

CuHTaKcuc:

Add-DSSFETrustedWebApplication -Name <string> [-BackPostUrls <List[string]>]
[-DisplayName <string>]

Tabnuua 108. NapameTpbl koMmaHaneta Add-DssFETrustedWebapplication

MapameTp Tvn OnucaxHue
. Ha3zsaHune Beb-caiTa, ¢ KoTOporo 6yaeT oCyLeCcTBAATLCS
Name string ! P YA yul
nepeHanpasfeHune.
BackPostUrls string URL nnn mHOoxecTBo URL foBEpEHHbIX MPUNOXKEHNIA.
. . OTobpaxaeMoe nms aksemnnsipa Beb-nHtepdelica
DisplayName string
MNMonb3oBaTens, ANs KOTOPOro HacTpanBaeTCs MHTerpauus.

Komananert Enable-DssFETrustedWebapplication

KomaHaneT no3BossieT BKAOUYNTb NepeHanpasneHne Ha Beb-uHtepdelic NMonb3oBatens
c pob6aBneHHOro paHee AOBEPEHHOIro NPUIOXKEHMUS.

CuHTaKcuc:

Enable-DSSFETrustedWebApplication [-DisplayName <string>]

Komanpaner Disable-DssFETrustedWebapplication

KomaHaner no3BonseTr OTKA4UYMTb  NepeHanpasneHMe Ha  Beb-uHTepdelic
Monb3oBaTensa ¢ fobaBNeHHOro paHee 4OBEPEHHOrO MPUIOXKEHUS.

CuHTakKkcuc:

Disable-DSSFETrustedWebApplication [-DisplayName <string>]

Komananer Get-DssFETrustedWebapplication

KoMaHAaneT no3BonisieT NoNy4YnTb CIMCOK AOBEPEHHbIX MPUOXEHUN.
CuHTaKcumcC:

Get-DSSFETrustedWebApplication [-Name <string>] [-DisplayName <string>]

KomaHnanetr Remove-DssFETrustedWebapplication

KoMaHANET No3BOMSET yAaNUTb AOBEPEHHOE MPUSIOXEHUE.
CUHTaKCMKC:

Remove-DSSFETrustedWebApplication [-Name <string>] [-DisplayName <string>]
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4.7.3.5. OTO6paxeHne AOKYMEHTOB

KomaHnanert Get-DssFEConverterPlugin

[aHHbIi KOMaHANET UCMONb3yeTCs AN BbIBOAA HA KOHCOJIb BCEX 3apPerMcTpMpOBaHHbIX
naarvHoB Ansa nNpeobpasoBaHMsa JOKYMEHTOB.

CuHTaKCuUcC:

Get-DssFEConverterPlugin [-DisplayName <string>]

Komananer Add-DssFEConverterPlugin

Pernctpaumnsi HOBOro njarnHa Ansa npeobpasoBaHUs [LOKYMEHTOB.

CuHTaKcumc:
Add-DssFEConverterPlugin [-DisplayName <string>] -FileExtension <string> -
Assembly <string> [-Classname <string>] [-Priority <int>] [-Parameters
<Hashtable>]

Tabnuua 109. MNapameTpbl koMmaHaneta Add-DssFEConverterPlugin

MapameTp Tun OnucaHue

FileExtension string PacwupeHue gokyMeHTa.

NonHeIn NyTb A0 danna cbopku nnaruHa.

B kauecTBe 3HauyeHUs A4aHHOrO NapaMeTpa MOXHO
ykasaTb Tosibko nmsa dll daina céopku, B 3TOM cnydae
NONHbIA NyTb 6yAEeT OTCYUTLIBATLCA OTHOCUTENIbHO
OVPEKTOPUN:

<MyTb yctaHoBkn>\Plugins\Converters\<Tun nnarvHa>.
Nmsa knacca, peanusyowero nHtepdenc
IDSSDocumentConverter.

MpnopuTeT nnarvHa OTHOCUTESIbHO OCTallbHbIX
Priority int 3aperncTpupoBaHHbIX 4S9 AAHHOro pacluupeHunsd
njarvHoB.

Assembly string

Classname string

Parameters Hashtable [JononHuTenbHble NapaMeTpbl NnaruvHa.

B PowerShell gnsa 3apaHnsa napametpa Tuna Hashtable MoXXHO NpuMeHUTL cneaytoLLyro
KOHCTPYKLMIO:

@ {paramName;=paramValue:; paramNames=paramValue;;..;paramNamey=paramValuey}

roe paramNamei, paramValuei - HazBaHWe 1 3HaYeHWe napaMeTpa COOTBETCTBEHHO.

Komananetr Remove-DssFEConverterPlugin
YpaneHue 3aperncTtpnposaHHOro niaarMHa ans npeo6pa3OBaHM;|.
CuHTaKCcuUC:
Remove-DssFEConverterPlugin [-DisplayName <string>] -FileExtension <string> -

Assembly <string> -Classname <string>

Tabnuua 110. MapmeTpbl kKoMaHgneta Remove-DssFEConverterPlugin

MapameTp OnucaHue

FileExtension string PacwmnpeHue nokyMeHTa.

HKTAN.00096-02 92 02 KpunTtollpo DSS. PykoBoactso AGMUHUCTpaATOpa CtpaHuua 129 us 286



MapameTp Tun OnucaHue

MonHbih NyTb Ao danna c6opkn naaruHa.
B kauyecTBe 3HayeHMa AaHHOrO NapamMeTpa MOXHO
yka3saTtb Tonbko nmsa dll danna c6opku, B aTOM cnyvae

Assembly string o
MOJIHbIN NYTb 6YAET OTCUYMTLIBATLCA OTHOCUTESNIbHO
OVNPEKTOPUN:
<MyTb yctaHoBkn>\Plugins\Converters\<Tun nnarvHa>.
. NmMa knacca, peanusyrowlero nHtepdeinc
Classname string ' P yroul P

IDSSDocumentConverter.

4.7.3.6. Kacromusaumsa

KomaHpanert Get-DssFECustomization

JaHHbI  KOMaHANEeT WCMoAb3yeTCa [ANs BbiIBOAA HA KOHCOMb BCEX HAaCTpoeK
oTobpaxkeHusa ak3emnnsipa Beb-uHtepdenca Nonb3osartens.

CuHTaKcuc:

Get-DssFECustomization [-DisplayName <string>]

KomaHpanet Set-DssFECustomization

JaHHbI?  KOMaHANEeT Wucnonb3yeTrca AN W3MEHEeHUs HacTpoek oTobpaxeHus
ak3emnnsapa Beb-uHtepderica NMonb3oBaTens.

CuMHTaKCuUC:
Set-DssFECustomization [-DisplayName <string>] [-Title <string>] [-Copyright
<string>] [-LogotypeFile <string>] [-HelpFile <string>] [-MainColor <string>]
[-AdditionalColor <string>] [-FontColor <string>] [-Font <string>]

[-FavIconFile <string>]

Tabnuua 111. NapameTpbl koMaHaneTa Set-DssFECustomization

MapameTp Tvn OnucaHue

Title string 3aronoBok Be6-nNpunoxeHus.

Copyright string [lpaBa Ha nUcnonb3oBaHMWeE U pacrnpocTpaHeHue.
MonHbIn NyTb Ao danna c norotunom. Pasmep

LogotypeFile string norotuna - makcumym 80 pix B BbICOTY 1 220 pix B
LNPUHY.

MonHbIM NyTb Ao danna co cnpaskoi. daiin cnpaBku
npeacrtaenset cobon HTML-gokyMeHT.

OcHoBHOV UBeT nHTepdenca Be6-NpmnoxeHns
MainColor string (MeHlo, BblgeneHHbIe KHOMKK). LiBeT 3agaeTcs B
dopmaTte HEX.
JlononHuTenbHbIN LBET uHTepdenca Beb-npnnoxeHums
(BblAENEHHbIV 3N1eMeHT MEeHI0, BbiNagatLlwmnin CNmMcok

HelpFile string

AdditionalColor string rnoa y4yeTHol 3anuceto). LiBeT 3apaetcsa B popmaTte
HEX.

FontColor string LiBeT wpwudTa 3arososka, NyHKTOB MeHto. LiBeT
3agaetcs B opmaTe HEX.

Font string Tun wpudrTa.
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MapameTp Tvun OnucaHue

MonHbln NyTb A0 darina c favicon. Jonyctumoe

FavIconFile string o )
pacwmpeHune gns ganna - ico.

URI ansa ckaumeaHua Kpuntollpo 3UMN Browser plug-

BrowserPluginDownloadUri string in

EnableSurfPatrolBanner bool BkntounTtb 6aHHep SurfPatrol.

NaeHTUdMKaTop KINEHTa cepBMca aHalanTUKK

SurfPatrolClientId string g\, fpatrol

Huxe npuBeaéH npuMep Ans  HaACcTpoOMKM  KacTtommsaumm Beb-mHTpedelica
MNonb3oBaTens:

Set-DSSFECustomization -AdditionalColor £37c20 -MainColor 02458d
Set-DSSFECustomization -FontColor £37c20 -Font Calibri
Set-DSSFECustomization —-FavIconFile E:\Temp\favicon.ico -LogotypeFile
E:\Temp\logo.jpg -HelpFile E:\Temp\Help.html

Set-DSSFECustomization -Title "CepBep =zJexTpoHHOM noxnmcu Tect" -Copyright
"TeCT"
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LogotypeFile

FavliconFile
AdditionalColor
Tite HelpFile
FontCo\or /
-
/ / I / /
e "0" https://dss cryptyém ru/ Fro tenci Sign/ L-ac || D-PCepsep 3nerran?(nﬁ noan... | |
KPHHTO
% en Cepeep anekTpoHHon noanucu Kpuntollpo DSS ® Buxon
TNnuHeii kabuHeT
CosgaHue nognucu
ﬂ 'u OEPaTHaﬂ .
3awmppoeats G
[oKkymeHT ~
Pacwumndgposats He 2anax
S [okymeHT ByoeT oTNpaeEneH Ha CEpEEp.
Obaop...
dbopmart noanucu ~
Snekrponnan nognuce FTOCT P 34.10 - 2001
[MapameTpbl NOANKUCK ~
Mognuck gaHHBIX
CepTudmkar ~
CN=tany
000 "KPUMTO-NPO" @ 2015
4
\\ / |
Font
MainColor Copyright

Puc. 28 — HacTtpolikn otobpaxeHus Beb-uHtepderica NMonb3osatens

KomaHpanert Reset-DssFECustomization

[JaHHbIN KOMaHAMET WCNOMb3YEeTCA ANS BOCCTAHOB/EHMS HacTpoeK MO YyMONYaHuio
oTob6paxkeHUsa sk3emnnsipa Beb-uHtepdenca Nonb3osaTtens.

CuHTaKcuc:

Reset-DssFECustomization [-DisplayName <string>]

4.7.4. Npumep PowerShell-cueHapua Ans HaACTPOMKMU
KOMMNoOHeHTa «Be6-uHtepdenc NMNonbsoBartena»

[aHHbIl cueHapuii 3a4aéT MUMHMMAbHO HEOHXOAMMYO HACTPOMKY KOMMOHEHTA.

# ILobGaBileHMe HOBOTO B%k3eMIsgpa Beb-uHTepderica I[lonb30BaTess
New-DssFEInstance -SiteName "Default Web Site" -DisplayName Frontend

# IoOaBjeHMEe OTIeUaTKa cepTudukarTa BebO-mHTepderica Ilosb30BaTesNs
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Set-DssFEProperties -ServiceCertificate <OrneuaTox ceprudrkaTa KOMIOHEHTa>

# HacTporka ampecosB CepBuca lNomnucu u lleHTpa VoeHTHOUKALMMK
Set-DSSFEProperties -SignServerAddress
"http://<hostname>/SignServer/SignServiceExR.svc/token/nosc" -StsAddress
"https://<hostname>/STS/Active.svc/service"

# IOoOaBJjieHME OTHNeUaTKa KOMIOHeHTa «leHTp VmeHTubOMKALIMM»
Add-DssFEClaimsProviderTrust -IssuerName realsts -Thumbprint <OrneuaTox
ceptuduxara lLeHTpa MoeHTHOMKaLMM>

# IoBaBieHyre ampeca UM Kpuntollpo DSS B HacTpolkyu WS-Federation
Set-DssFEWSFederationSettings -Issuer

"https://<xocT koMmnoHeHTa STS>/STS/sts/issue/" -Realm
https://<xoct komMmnoHnenra Frontend>/Frontend/

Mpumep peructpaunm Beb-nHtepdenca Monb3osaTtens Ha LleHTpe MaeHTndunkaunn.

# Peructpauus Beb-umurepderica Ha lenrpe VmeHTHMOMKALUM

Add-DssRelyingPartyTrust -Name "Frontend" -MetadataUri
https://<hostname>/Frontend/FederationMetadata/2007-06/FederationMetadata.xml

4.8. HacTtpouka CepBuca Ayauta

KomnoHeHT, ocywecTtensawwmii ayant B C3M «Kpuntolpo DSS», 3aHMMaeTca cbopom
cobbiTMin ¢ apyrux komnoHeHToB: Cc Cepsepa Moanucu n LUeHTpa UaeHTndumnkaummn. Cepsuc
Ayanta coctout m3 SOAP-cepBuca, Beb-mHTepdeinca ayamta n b ayamta. SOAP-cepBuc
nosyyaeT CrMCOK 3anucen ayauta C Apyrux KomnoHeHTtos Kpuntollpo DSS (3aBucuT OT
KOHKPETHbIX HacTpoek cbopa cobbITuiA) n 3anuceiBaeT 3Tn cobbitua B BA. C nomowbio Beb-
MHTepderica ayauta [lonb3oBaTesb MOXET MNpPOCMOTpeTb Cob6bITUS ayauTa, a TakxXe
oTUNbTPOBATb UX MO AaTe N Koay ornepaunu.

B coctaB koMnoHeHTa «CepBuc Ayauta» (Puc. 29) BxogaT:

» SOAP-cepBuc AyauTta;
> Beb-unTepderic CepBuca AyauTa;
» bl Cepsuca AyauTa.

=1

LienTtp Mgentudmnkauymm

CoBbITna

BeB-untepdeiic
Cepsuca Ayguta
SOAP-cepBuMC

b/, Cepeuca Ayguta
Cepsuc Ayguta

Cofibrrna

Cepenc
Noanwncu

Puc. 29 — CoctaB kOMNoHeHTa «CepBuc Ayanta»
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Ons xpaHeHust MHGOpMauMn o0 cobbITUAX Mcnonblyetca 6asa gaHHbIX Microsoft SQL
Server Bepcun 2008 R2 vnu Bbiwe.

MpuHLUMN paboTbl cepBMCca 3aK/I0YAETCA B CIeAYIOWEM:

1. [Ana 3anuncu coobuwenunii B Bl CepBuca Ayamta LleHTp MaeHTndukaumm n Cepsuc
Moanncm obpawatoTcs Kk cnyxbe 3anmcn coobleHnin ayamta, Bxoasiwemy B coctaB SOAP-
cepBuca Cepsuca Ayauta. Agpeca cnyXbbl Mo yMOA4YaHUIO UMET BUA:

> https://<hostname>/<AnalyticsAppName>/AuditWriter.svc,
> http://<hostname>/<AnalyticsAppName>/AuditWriter.svc

2. CepBuc 3anucu coobuleHnin ayamTa OCYLLECTBNASET 3anucb B B[l Bcex cobbiTuit
ayauTa, KoTopbie nocTynatT oT KoMnoHeHToB C3MN Kpuntollpo DSS «LenTp UaeHTudnkaymmn»
n «Cepsuc lNognucm»;

3. Beb-uHtepdeic CepBmca Ayamta NO3BONASET OCYLECTBMTb NPOCMOTP/UNbTpaLnto
3anuMcen ayauTta, xpaHawmxcs B bA.

4. CepBuc u4teHust ayauTta npeacrtasnser coboin SOAP-cepBuc. Beb-uHtepdeic
Monb3oBatensa wn LeHTp NaeHTudumkaumm vmcnonb3yloT AaHHbIA cepBUC ANna oTobpaxeHus
cobbiTMa ayauTta. Agpeca cnyx6bl N0 yMOYaHNIO UMEKT BUA:

> http://<hostname>/<AnalyticsAppName>/analyticsservice.svc/token
(6e3 ncnonbloBaHua SSL/TLS).

> https://<hostname>/<AnalyticsAppName>/analyticsservice.svc/issuedtoken/transpo
rt

(c npumeHeHunem SSL/TLS mn ncnonb3oBaHmeM koHTekcTa 6e3onacHocTn (WCF Security
Context))

> https://<hostname>/<AnalyticsAppName>/analyticsservice.svc/issuedtoken/transpo
rt/nosc

(c npumeHeHueMm SSL/TLS un 6e3 ucnonb3oBaHuUa KoHTekcTa 6esonacHoctn (WCF
Security Context))

OaunH 13 3TUX agpecoB AosKeH bbITb HAacTpoeH B koMaHaieTax Set-DssFeProperties,
napamMeTp -AnalyticsServiceAddress 1 B Set-DssStsProperties, napametrp -
AnalyticsServiceAddress.

4.8.1. CepBuc Ayaurta

B naHHOM pa3sjene onucbiBaeTcs HacTponka komnoHeHTa Kpuntollpo DSS «Cepsuc
AyounTta», a TaKxXe ero perucrpaums u otobpaxeHue Ha Beb-umHTepdeiice Monb3oBaTtens.
Hactpoinka cbopa cobbituin npu nomowm Cepsuca AyauTta onucbiBaeTca B Paspene 4.8.2
AOMUHUCTPUPOBaHMe ayauTa.

4.8.1.1. MocnenoBaTe/IbHOCTb LWIAroB nNO HACTpoMKe
3K3eMnasipa komnoHeHTa «CepBuc Ayamta»

[aHHblli pasgen PykoBoacTBa onpefensieT nocsienoBaTenbHOCTb U NOPAAOK AEACTBUN
rno pasBopaudmBaHuto ak3emnnaspa CepBuca AyamTta B pexmme «C Hyns».

NMpeaBapuTenbHbIe YC/IOBUSA:

> YcTaHoBneHHbIh SQL-Server;
> YctaHoBneHHas ponb Cepsep npunoxenuin (IIS) (cM. pasgen 3.1);
» HacTtpoeHHas npussaska https Ha Cepsepe npunoxexui (IIS);
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> BbinNyLleHHbIN N YCTaHOBJIEHHbIV cepBUCHbIN cepTudmkaT Cepeuca AyauTta (cMm. Pasgen
6).

Bba3oBan nocnenoBaTesibHOCTb LIAroB No HacTpolike (ob6sa3aTenbHble):

1. BbINyCcK M yCTaHOBKa cepBUCHOro ceptudukata Cepsuca AyamTa, a TakxKe Bblgauya
npaB Ha AOCTYN K 3aKpbITOMy KJtouy (nocse BbinosHeHus n.2) (cM. pa3sgen 6).

2. CospaHue aksemnnspa npunoxeHus Cepsuca Aygmta (cMm. pasgen 4.8.1.9.1).

3. HacTpolika napaMeTpoB 3k3emnnapa Cepsuca AyauTta (cM. pasgen 4.8.1.9.1).
Ha gaHHOM ware AgMnHUCTpaTopy Heobxoammo:

3apaTb OTNeYaToK CEPBUCHOMO cepTudukaTa.

HacTponTb oTHOWweHus goeepus ¢ LleHTpom MaeHTndukaumm (cm. pasaen 4.8.1.9.2).
3apeructpuposaTtb Cepsuc Ayanta Ha LleHTpe NaeHTndumkaumm (cMm. pasgen 4.5.3.4).
HacTpounTb napameTpbl NpoTokona ayTeHTudukaumm ws-federation passive requestor
profile.

YV V V VYV

Ha paHHOM ware AgMMHUCTpATOp 3af4aéT napameTpbl Ans ayTeHTudumkaumm Ha Beb-

nHTepdence MNMonb3oBaTtensa npu nomowm komaHaneta Set-DssAnalyticsWSFederationSettings.

> HacTtpoutb oTobpaxeHue nyHKTa MeHw «AyauTt» B Beb-uHTepderice MNonb3oBaTtens
ans:
> Beb-uHTepdelica MNMonb3osaTtensa (cMm. pasaen 4.7.3.1);
» LUeHTpa NpeHTudukaumm (cMm. pasgen 4.5.8.2).
» HacTtpouTb ayauT ans:
> Cepsuca Moagnucu (cm. pasnen 4.8.2.2);
» LUeHTpa NpeHTudukaumm (cMm. pasgen 4.8.2.2).

Mocne  BHeCeHMA  M3MEHeHWW B KOHUrypauuilo  3K3emnnspa
E"j nepesanycrute nyn Be6-NpuIoOXeHUs COOTBETCTBYIOWEr0 KOMMOHEHTa
npv NOMOLLM KOMaHA, onucaHHbIX B pasgene 7.1.

[lonosiHuTeNbHbIEe AECTBUSA NO HAacTpoike (ONUMOHANIbHO):

» HacTpouTb XypHanupoBaHue KkoMnoHeHTa Cepsuc Ayauta (cMm. pasgen 7.5.3).
» KactomusuposaTb Be6-npunoxeHune Cepsuca AyauTta (cM. pasgen 4.8.1.9.6).
» HacTtpouTb wabnoHbl neyatn Cepsuca Ayamta (cm. pasgen 4.8.1.9.5).

4.8.1.2. O6beKTbl aAMUHUCTPUPOBAHMUSA

Ha Puc. 30 npuBeaeHa cxeMa 06beKTOB, AOCTYMHbIX ANS aAMUHUCTPUPOBAHUSA Ha

CepBuce Ayaguta.
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https://msdn.microsoft.com/en-us/library/bb498017.aspx
https://msdn.microsoft.com/en-us/library/bb498017.aspx

3xzemnnAp Cepeuca |
Ayputa

MpoTtokon p HacTpoikm
WS-Federation h IKSEMNANAPE
JoeepeHHblie

A | HypHanupoBaHue

AAMWHKMCTPATOPLI [+ » KacTommuzauma
Kpuntonpoeaipepbl [« »  LWabnoHsl neyatu

Puc. 30 — O6bekTbl agMUHUCTpUpoBaHua CepBuca AyauTta

Tabnuua 112. Cn1ucok KOMaHANEToB KOMMNoHeHTa CepBuc AyauTta

KomaHpaner
aAMMUHUCTPUPOBaHUA

New-DssAnalyticsServicelnstance

OnucaHune

Remove-
DssAnalyticsServicelnstance

Update-DssAnalyticsServicelnstance

HacTtponku

Get-DssAnalyticsServicelnstance

O6beKkT oTBEYaeT 3a
ynpaB/ieHune

3K3eMNadpa

Set-DssAnalyticsServiceProperties

sk3emnnapamm Cepsuca
AyauTta.

Get-DssAnalyticsServiceProperties

Get-DssAnalyticsRegistryProperties

Set- DssAnalyticsRegistryProperties

Add-
DssAnalyticsClaimsProviderTrust

Get-
DssAnalyticsClaimsProviderTrust

O6bekT oTBEYaEeT 3a
HaCTPOWMKY OTHOLLEHMUI

JoBepeHHble u3gaTenu

Set-DssAnalyticsClaimsProviderTrust

posepus c LleHTpom
NoeHTudunkaymu.

Remove-
DssAnalyticsClaimsProviderTrust
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0O61beKT
KomMmaHaner OnucaHue
aAMMUHUCTPUPOBaHUA

MpoTtokon WS-
Federation

Set-
DssAnalyticsWSFederationSettings

Get-
DssAnalyticsWSFederationSettings

O6beKkT oTBeYaeT 3a
HacTpoOWKYy NMpoToKona
WS-Federation ¢ LA
Kpuntollpo DSS.

LLabnoHbl nevyaTtu

Get-DssAnalyticsConverterPlugin

Add-DssAnalyticsConverterPlugin

Remove-
DssAnalyticsConverterPlugin

O6bekT Nno3BosnseT
3aperncTpupoBaTb
naaruHbl, popMupyowme
rneyaTHy opMy crmcka
cobbITUI ayauTa.

Enable-DssAnalyticsServiceTracing

Disable-DssAnalyticsServiceTracing

O6beKkT oTBEYaEeT 3a
XXypHannpoBaHue

Reset-DssAnalyticsCustomization

XXypHanupoBaHue N N
i . ) CeTeBbIX B3aMMOAENCTBUM
Get-DssAnalyticsServiceTracing (cM. pasgen 7.5).
Set-DssAnalyticsServiceTracing
Get-DssAnalyticsCustomization
O61bekT oTBEYaET 3a
Kactommnzaums Set-DssAnalyticsCustomization HaCTponKy oTobpaxkeHus

Cepsuca AyguTa.

[MnarnHbl oTYETOB

Add-DssAnalyticsReportPlugin

Get-DssAnalyticsReportPlugin

Remove-DssAnalyticsReportPlugin

O6bekT no3BonfAeT
3aperncrpupoBaTb
naaruHbl, dopMupytowme
npeaHacTpOEHHbIN oTveT
0 cobbITUSAX ayguTa
Kpuntollpo DSS.

Add-
DssAnalyticsServiceAdministrator
Get-

O6beKkT oTBEYaEeT 3a
ynpaBneHne y4yeTHbIMU
3anncdamm

Get-DssAnalyticsCryptoProviderType
Remove-DssAnalyticsCryptoProvider
Set-DssAnalyticsCryptoProvider
Test-DssAnalyticsCryptoProvider

AAMUHMCTPATOPS! DssAnalyticsServiceAdministrator AAMUHKCTPATOPOB,
umeroLwmnx goctyn k b/
Remove-
. . . myDSS Internal Server
DssAnalyticsServiceAdministrator
(cM. pasgen 4.2.2.1).
Add-DssAnalyticsCryptoProvider
Copy-DssAnalyticsCryptoProvider
Disable-DssAnalyticsCryptoProvider = O6bekT no3Bonsier
Enable-DssAnalyticsCryptoProvider ynpasnsTb
Kpuntonposaiiaepel Get-DssAnalyticsCryptoProvider KpuMnTonpoBangepamm Ha

CepBuce Ayauta (cm.
pasaenbl 0 1 4.8.1.9.3).
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4.8.1.3. OTO6parkeHune Beb6-uHTepdeiica CepBuca
AyauvTa ansa pasnyHbIX poJsien

B Kpuntollpo DSS cneaytouwme ponu MoryT BuaeTb cobbitnus ayamrta:

Monb3oBaTensb;
OnepaTop;
OnepaTop-HabnioaaTtens;
OnepaTtop ayauTa.

YV V V

OT KaXxaom Wn3 nMepeducsieHHbIX ponen 3aBuUCUT oTobpaxkeHune Beb-nHTepdenca
Cepsuca Ayaguta u cammx cobbitnii aygmta. NogpobHee o ponsix cM. pasgen 4.3.

4.8.1.4. NMnarnHbol GOopMUpPOBaAHUSA OTUYETOB

B Cepsuce Ayauta Kpuntollpo DSS agocTynHa paclimMpeHHast HacTpoMKa pPas/inyHbIX
OTYETOB. DTy BO3MOXHOCTb peanm3yloT niaarnHel GOpMUpoOBaHMA OTYETOB. [lnaruHbl
HacTpamBaloTca  npu  nomowm  kKoMaHanetos  Add-DssAnalyticsReportPlugin,  Get-
DssAnalyticsReportPlugin, Set-DssAnalyticsReportPlugin Remove-DssAnalyticsReportPlugin.
B 3aBMCMMOCTM OT TMMNOB OTYETOB, MPEACTaBfeHHbIX B Tabnuua 113, K nnarnHy HYXHO
NOAKOUNTE COOTBETCTBYIOLWMIA KNacc oTyeTa.

Bce npeponpeaeneHHble TUMbI OTYETOB coaepxaTcs B cbopke
CryptoPro.DSS.AnalyticsService.ReportPlugins.dll. nms cbopku yKa3blBaeTcs npu
ncnonb3osaHuM napamMeTpa —Assembly (cm. 4.8.1.9.7).

Tabnuua 113. Tunbl otyeToB CepBuca AyauTa

Twun oTuerTa Knacc otuera OnucaHune

CryptoPro.DSS.AnalyticsService.ReportPlugins. OT4eT 0 CO3AaHHbIX

CertificateReports.CreatedCertificateReport ceptudukatax

CryptoPro.DSS.AnalyticsService.ReportPlugins. Ot4yeT 06 0TO3BaHHbIX

CertificateReports.RevokedCertificateReport ceptTudmkaTax
OTueTbl 0 OTtueT O

cepTudmkaTax CryptoPro.DSS.AnalyticsService.ReportPlugins.

CertificateReports.HeldCertificateReport MPVOCTaHOBEHHEBIX

cepTudmkaTax

OTtueT 0 cepTudmkaTax
C BO306HOB/IEHHbIM
CPOKOM AeNncTBus

CryptoPro.DSS.AnalyticsService.ReportPlugins. OTuyeT 0 KoNMyecTee

CryptoPro.DSS.AnalyticsService.ReportPlugins.
CertificateReports.UnheldCertificateReport

OT14eTbl 06 30

SignatureReports.CreatedSignaturesReport Sl
OTueTbl 0 CryptoPro.DSS.AnalyticsService.ReportPlugins. Otuer o KonuuecTse
CO34aHHbIX

Monb3oBaTenax UserReports.CreatedUsersReport N
nosb3oBaTenemn

OTueT 0 KOoNnyecTBe

Otuer o CryptoPro.DSS.AnalyticsService.ReportPlugins. nonb3oBateneii MyDSS
nosb3oBaTensax

MyDss.MyDssUserReport B paMKax 3a4aHHOro
MyDSS

nepuoaa

OTueT o OTyeT 0 KoNmMyecTee

CryptoPro.DSS.AnalyticsService.ReportPlugins. nonb3osatenen Cloud
nosb3oBaTensax
Cloud CSP CloudCspReport.CloudCspReport CSP B paMkax

3a4aHHOro nepmnoja

MNpn  aAMUMHUCTPUPOBAHMM MNArMHOB (OPMMPOBAHUSA OTYETHOCTM (CM. pasaen
4.8.1.9.7) Heob6x0AMMO yKasaTb NapaMeTpbl HACTPaUBaAEMOro nyarnHa. 3To MOXHO cAenaThb C
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rnomoLllblo NapaMeTpa parameters. 371oT napameTtp umeet Tmn hashtable. B PowerShell ans
3agaHna napameTpa Tuna Hashtable MoXHO NpMMeHUTb cnefyowy0 KOHCTPYKLMIO:

@ {paramName;=paramValue;; paramNames=paramValue;;..;paramNamey=paramValuey}

roe paramNamei, paramValuei - Ha3BaHWe N 3Ha4YeHue napaMeTpa COOTBETCTBEHHO.
Ka)kabli napaMeTp U ero 3HauyeHne NoMeLLaloTCsa B IBONHbIE KaBbIYKW.

B Tabnuua 114 ykasaHbl NapaMeTpbl MjarvMHOB (OpPMUPOBaAHMS OTYeTa, KOTOPbIE
HacTpauBatoTcs npu gobaBneHnM NNarMHOB pasHbIX TUMOB.

Tabnuua 114. MapameTpbl N1arnHoB GOPMMPOBaAHUS OTYETOB

OTuyeTbl 0 cepTudukKaTax

OT4eTbl 0 cepTudmkKaTax

AuditConnectionStri string Ctpoka nogkniodyeHunsa k bl Cepsuca AyauTa.

ng
YHuKanbHbl ngeHtndukaTop aksemnnsapa Cepsuca
MoanucuK, No gaHHbIM KOTOPOro CTPOUTCH OTYeT.

. BHUMAHME: noeHtudpmnkaTtop nmeet popmart

InstanceName string . . d) P hop .
<SiteId>/<ApplicationName>, rae 3Ha4YeHUd SiteId U
ApplicationName MOXHO MOJYYnUTb B BbIBOAE KOMaHAETA
Get-DssAnalyticsServicelnstance.

Xslt string MyTb Kk danny c XSLT-npeobpa3oBaHueM.

ReportName string Otobpakaemoe nms ot4yeTta.

. . CnMBON pasgeneHust 31eMEHTOB NpKU 3KCNOpPTE OTYETa B
Delimiter string pasa P P

CSV-dopmar.

OTtueTbl 06 3N

AuditConnectionStri string Crtpoka nogkntodeHuns k b1 Cepsuca Ayaura.

ng
YHuKanbHbI naeHTUdmnkaTop aksemnaspa Cepsuca
MoanucuK, No AaHHbIM KOTOPOr0O CTPOMTCS OTYET.

: BHUMAHME: npeHTudukatop nmeet popmar

InstanceName string . ) d) P hop .
<Siteld>/<ApplicationName>, rae 3HayeHusd SitelId u
ApplicationName MOXHO MOAYYnUTb B BbIBOAE KOMaHAMETA
Get-DssAnalyticsServicelnstance.

Xslt string MNyTb K danny ¢ XSLT-npeobpasoBaHuemM.

ReportName string OTtobpaxkaemoe nms ot4yerta.

- . CnMBoON pasgeneHus a1eMeHTOB NpKu 3KCNopTe oT4yeTa B
Delimiter string pasi P P

CSV-dopmar.

StsConnectionString string Crpoka noakntwoyeHusa k b LIN.

OT1ueTtbl 0 NMonb3oBaTenax

StsConnectionString string Crtpoka noakntodyeHunsa k bl LleHtpa UaeHTudunkaumu.
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NoeHTudmnkaTtop ak3emnnaapa LN, koTopoMy npuHagnexar
MNonb3oBatenn. BHUMAHME: naeHTudunkaTtop paBeH

RealmName string 3Ha4yeHM0 NapameTpa IssuerName, KOTOPbIN MOXHO
noslyynTb B BblBOAE KOMaHA/ETa
Get-DssIdentityProvider.

. . Cnncok 06beKTHbIX MAEHTU(PNKATOPOB KOMMOHEHTOB UMEHM

RdnList string A ¢ P
Monb3oBaTens, KOTopble NoNaayT B OTYET.

Xslt string MyTb Kk danny c XSLT-npeobpa3oBaHueM.

ReportName string Otobpakaemoe nms oT4yerta.

. : CvMBON pasaesieHns 3/1eMEeHTOB NMpu 3KCNopTe oT4yeTa B
Delimiter string pasi P P

CSV-dopmar.

OT4yeT 0 nonb3oBarensax MyDSS

AuditConnectionStri

ng string Ctpoka nogkniodyeHunsa k bl Cepsuca AyauTa.
YHUKanbHbIN naeHTudmnkaTop sksemnngapa UM, no gaHHbIM
koToporo ctpoutcs otdyet. BHUMAHME: naeHtudmkatop

InstanceName string wnMeeT dopMaT <SiteId>/<ApplicationName>, rae
3HayeHUda SiteId U ApplicationName MOXHO NOJIyYUTb B
BblBOAEe KOMaHANneTa Get-DssStsInstance.

Xslt string MyTb Kk dpanny c XSLT-npeobpa3oBaHueM.

ReportName string Otobpakxaemoe nms ot4yeTa.

- . CuMmBON pasaeneHus aneMeHTOB NpKU aKCnopTe oT4yeTa B
Delimiter string pasi P P

CSV-dopmar.

OT1ueT 0 nonb3oBartenax Cloud CSP

AuditConnectionStri

ng string Crtpoka nogkntodeHuns k b1 Cepsuca AyauTa.
YHUKanbHblh ngeHTndukaTop aksemnaapa LM, no gaHHbIM
koToporo ctpoutcs otdyet. BHUMAHME: naeHtudunkatop

InstanceName string w“MeeT dopMaT <Siteld>/<ApplicationName>, rae
3HayeHna Siteld N ApplicationName MOXHO MOJIyYUTb B
BblBOAe KOMaHANneTa Get-DssStsInstance.

Xslt string TyTb K anny ¢ XSLT-npeobpasoBaHueM.

ReportName string OTobpaxaemoe nMa oTYeTa.

. ; CvMBON pasfesieHns 3/1eMEHTOB NMPU 3KCNopTe OTYEeTa B
Delimiter string pasi P P

CSV-dopmar.

yMoJiYaHuto

Mpwn HacTporike oT4yeTa O lNonb3oBaTensax HeobxoAMMO AaTb NpaBa Y4YeTHOM
3anucu, nog kKotopok pabotaetr Cepsuc Ayauta (no ymonyanuwo - IIS
AppPool\CryptoProDSS-1-AnalyticsService),
IdentityServiceDB).

Ha poctyn k BA UM (no
Ona 3Ttoro HeobxogmMo BKIOYUTb
yuyeTHyto 3anucb Cepsuca Ayamta B ponb IdentityServicelnstance 8 b LIN.
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Mpumepbl gobaBneHMsa nnarMHoB oT4eToB Ha CepBuce AyauTa:
MnarvH oTyeTa NO KONMYECTBY co3aaHHbIx I:

Add-DssAnalyticsReportPlugin -DisplayName <DisplayName> -FileExtension csr -
Assembly CryptoPro.DSS.AnalyticsService.ReportPlugins.dll -Classname
CryptoPro.DSS.AnalyticsService.ReportPlugins.SignatureReports.CreatedSignatur
esReport -Parameters @{"AuditConnectionString" =
"<AuditServiceDbConnection>"; "InstanceName"="<SiteId/ApplicationName>";
"ReportName"="KommuecTBO CO3OaHHBIX

nonnucen"; "StsConnectionString"="<StsDbConnection>"; }

MnarvH oTyeTa No KOJINYECTBY CO3AaHHbIX CepTU(PUKaATOB:

Add-DssAnalyticsReportPlugin -DisplayName <DisplayName> -FileExtension ccr -
Assembly CryptoPro.DSS.AnalyticsService.ReportPlugins.dll -Classname
CryptoPro.DSS.AnalyticsService.ReportPlugins.CertificatesReport.
CreatedCertificateReport -Parameters @{"AuditConnectionString" =
"<AuditServiceDbConnection>"; "InstanceName"="<SiteId/ApplicationName>";
"ReportName"="KonnMyeCcTBO CO3IOAaHHHEX cepTudbmxaTor"; }

MnarvH oTyeTa NO KOJIMYECTBY CO3AaHHbIX Monb3oBaTtenei:

Add-DssAnalyticsReportPlugin -DisplayName <DisplayName> -FileExtension cur -
Assembly CryptoPro.DSS.AnalyticsService.ReportPlugins.dll -Classname
CryptoPro.DSS.AnalyticsService.ReportPlugins.UserReports.CreatedUsersReport -
Parameters @{"StsConnectionString" = "<StsDbConnection>";
"ReportName"="KonnuuecTBO CO3HOaHHHX IoJb30BaTejsen"; "RealmName"="<STS Realm
Name>";"RdnList"="2.5.4.3"}

MnarvH oTyeTa NO KOJIMYECTBY Nonb3oBartene MyDSS:

Add-DssAnalyticsReportPlugin -DisplayName <DisplayName> -FileExtension mur -
Assembly CryptoPro.DSS.AnalyticsService.ReportPlugins.dll -Classname
CryptoPro.DSS.AnalyticsService.ReportPlugins.MyDss.MyDssUserReport -
Parameters @{"AuditConnectionString" = "<AuditServiceDbConnection>";
"InstanceName"="<SitelId/ApplicationName>"; "ReportName"="OTueT O
nojb30BaTenax MyDss"; }

MnarvH oTyueTta No KosIMYeCTBY Nonb3oBaTteneit CloudCsp:

Add-DssAnalyticsReportPlugin -FileExtension clur -Assembly
CryptoPro.DSS.AnalyticsService.ReportPlugins.dll -Classname
CryptoPro.DSS.AnalyticsService.ReportPlugins.CloudCspReport.CloudCspReport -
Parameters @{"AuditConnectionString" = "<AuditServiceDbConnection>";
"InstanceName"="<SitelId/ApplicationName>"; "ReportName"="OrueT O
nojgep30oBaTenax Cloud CSP"; }

4.8.1.5. KOHTpO/b LENOCTHOCTH 3anmcen ayauTa

Cepsuc Ayauta Kpuntollpo DSS nossonsieT obecneuymBaTb KOHTPOJIb LLEIOCTHOCTU
3anuMcen ayauTta, XxpaHsawmxcs B ero bJl. 3To gocTuraeTcs nyteMm Cco3gaHus noanucm 3anucen
ayauTa npu nNoMowmM KpuntonpoBahaepa, 3aperncTtpupoBaHHoro B pamkax Cepsuca AyauTa.
Peructpaums kpuntonpoBaigepoB Ha CepBuce AyamTa OCYyLLECTBASETCS MNpW  MOMOLUK
komaHanetoB Add-DssAnalyticsCryptoProvider, Remove-DssAnalyticsCryptoProvider, Get-
DssAnalyticsCryptoProvider, Set-DssAnalyticsCryptoProvider u 1.4. (cM. pasgen 4.8.1.9.3).

Ong BkntodeHnsa dyHKLMN KOHTPOAS LeNoCTHOCTM 3anucen ayamTta Ha Cepsuce AyauTta
HeobxoanMO:

> 3apernctpupoBaTb KpunTonpoBangep noaAnucM 3anuvcer ayaumta npu  nomMowm
kKoMaHaneta Add-DssAnalyticsCryptoProvider;

> Hactpoutb npm nomowm komaHanetra  Set-DssAnalyticsServiceProperties
cnepytouwme napameTpbl CepBuca  AyauTa: SignatureTimerInterval "
SignatureBlockLength (cMm. pa3gen 4.8.1.9.1).
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Mocne atoro CepBuc AyauTa HadHeT dopMupoBaHme 6510KOB 3anucer ayauvTa
3a4aHHOr0  pasMmepa, KoTopble B MNOCNeAcTBUM OyayT noAanuMcaHbl  MNpU MOMOLUM
KpuntonpoBalgepa, 3aperncrtpmpoBaHHoro Ha Cepsuce AyauTta. Bcs nHdopmauns o 6soke um
noanucu 3atem nomMewaetcs B b} Cepsuca Ayanta v MoXeT 6bITb MPOCMOTPEHa No3aHee.

4.8.1.6. PesepBupoBaHMe KaHaJila 3anucum coobuieHun
ayavTa

B cuny Toro, 4to cobbiTMsa ayamTa reHepupyltoTCs M 3anmcbiBalOTCA Ha pas/iNyHbIX
KOMMOHEeHTaxX He3aBMCMMO APYr OT Apyra, AN obecnedyeHUs HernpepbIBHOM 3annucmn cobbliTui
HeobxoaMMO HanMume NOCTOSSHHOM CBS3M MO CETU MeXAY UCTOYHMKaMm cobbitmii u Cnyxboi
3anucn cobbitnii ayamta (AuditWriter.svc). Cutyaumnm, B KoTopbiX Cnyx6a 3anucu cobbitmin
ayanTa MoXeT 6bITb He4OCTYMHOW, NPUBOAST K NOTepe 3anucer ayanta. [na npegoTBpalleHns
nogobHoro Kpuntolpo DSS obnagaet pyHKUMNEN pe3epBUPOBAHMS KaHasa 3anmcm coobueHni
ayauTta nyTeM 3annucu HeaoCTaBAEHHbIX CObbITUI B halinl Ha XXEeCTKOM AUCKE C Nocnenytowen
BO3MOXHOCTbIO MMMNOpTa 3TUX 3anucen B B[] Cepsuca AyauTa.

AKTMBaLMS pe3epBHOr0 KaHafna 3annucu yTepsHHbIX COOBLWEHUN ayauMTa Ha XeCTKUN
AVCK OCYLLeCTBNAETCA nyTeM 3ajaHusa napameTtpa -FolderName moayns onoselleHus Tuna
«AyanT». [aHHbIn napaMeTp MOXHO 3agaTb B kKomaHanetre New-DssXXXAudit (XXX =
SignServer nnn STS) cpean napaMeTpoB Moay/s ornoBeuweHus (cMm. pasgen 4.8.2) unun xe
[ob6aBUTb napaMeTp K YXe CyllecTByllWeMy MOAy/A0 MNyTeM Bbi30Ba KoMaHAaneta Set-
DssXXXNotifier (XXX = SignServer nnu STS) (cM. pasgen 4.9.5.4). [laHHbIi napaMeTp 3ajaeT
NyTb K Nanke, B KOTopon 6yaeTt co3paH dain ¢ HeAoCTaBNEeHHbIMKU 3anMcsamMn ayanta. dopmar
MMeHn danna MMeeT cneayrowmn sma;:

{product} {instanceName} Messages (0) .cdm,

rae product — 371o Tun (TODO) ak3emnnspa komnoHeHTa Kpuntollpo DSS;

instanceName — wumMsa 3k3eMnnasipa kKomnoHeHTa Kpuntollpo DSS, ¢ kotoporo
3anmcbiBatoTCsa cooblieHns ayauTa.

Mpumep pob6aBneHnsa napamerTpa:

# TonyueHve ID MomyJsid onoBemeHuMs npu nomomm Get-DssSignServerNotifier

Get-DssSignServerNotifier

D : 5

Type : Audit

Settings : {[Enabled, True], [FolderName, C:\tmp], [ThreadCount, 1]}
IsEnabled : True

TransportPlugin : CryptoPro.DSS.PowerShell.Common.Objects.Plugin
MessagePlugin : CryptoPro.DSS.PowerShell.Common.Objects.Plugin

# HasHaueHye mnapaMeTpa FolderNameSet-DssSignServerNotifier -NotifierID 5 -
Settings @{"FolderName"="C:\tmp"}

4.8.1.7. BNOKMpYOLWMNN ayauT

Cepeuc Ayauta Kpuntollpo DSS obnagaet BO3MOXHOCTbIO 3anmcu cooblieHnin B
pexume bnokupyowero ayamta. log TepMUMHOM «6A0KUPYIOWNIA ayanT» NOHUMAETCs pexum
paboTbl Kpuntollpo DSS, npn KOTOPOM HEBO3MOXHOCTb 3anmcu coobuweHuns aygmta B B no
TeEM WIN MHbLIM MPUYMHAM MPUBOAUT K 3aBepLUEHUID BbIMOJIHSEMOW onepauum C OWMOKON.
[aHHbIN pexuMm noneseH Ans Tex CueHapuveB, B KOTOPbIX >XYpPHanMpoBaHue ornepauunm
ABASETCA KPUTUYHBIM MPU UX BbINOJHEHUU. [JaHHbIN pexuM noapasyMeBaeT, YToO B Ciy4ae
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wTaTtHoM paboTbl BCeEX KOMMOHEHTOB MWHdOpMauus o Noboi 3aBeplUMBLUENCS YCNEXOM
onepaunn moxet 6biTb HageHa B B} Cepsuca AyaguTa.

Pexxum 6nokupylowero ayamrta MOXeET OblTb BKIKOYEH KakK MNpu MNepBoHayasbHON
KOHdUrypauum ayauMta Ha KOMMOHEeHTe, TaK W MNpu KOHOUrypauuu yxe CyLLeCcTBYHOLMX
aKk3eMnsapoB. Ans aktmBauuun 6a0okMpylowero ayaMta Npu nepBoHavanabHOM KOHdUrypauum
Heobxoamnmo BbicTaBuTb NnapameTp -UseBlockingAudit komaHaneta New-DssXXXAudit (XXX
= SignServer nnun STS) B 3HaudeHue 1. [Ana moaMduKauMM pexunma yxXe CyLIeCTBYLEeN
KOH(pUrypaumm ayamta HeobxoaAMMO wucnonb3oBaTb KoMaHaseT Set-DssXXXAudit (XXX =
SignServer nnm STS) c napametpom =UseBlockingAudit, BbicTaBneHHbIM B 3HadeHune 1. MNpu
nepefave paHHoro napameTtpa Powershell cumTbiBaeT Tekyllyk KOHdUrypauuio ayauTa,
OCYLLECTBMSET NepeperncTpaumo Tmna Moaynsa onoBeLeHNs Ha 3anpoLUeHHY0 U 3ajaeT eMy
napameTpbl, MOJly4YeHHble N3 3a4UTaHHON KOHDUrypauum.

MpumMmep HacTpoiiku 6s0kupyloWero ayaura:

New-DssSignServerAudit -AuditServiceAddress
http://host.name/Analytics/AuditWriter.svc -Settings
@{"FolderName"="C:\tmp"} -UseBlockingAudit 1

4.8.1.8. Koabl cobbiTK ayauTa

CobbiTna, nonagatowmne B XKypHan Ayaumta, oTobpaxaemblil Ha Beb-uHtepdeiice
Monb3oBaTens, UMEKT KOoAbl, TUMbl U METOAblI AOCTaBKW, NMpuBeaeHHble B Tabnuua 115 ans
Cepsuca Moanucn n Tabnuua 116 ana UeHtpa MaeHTndukKauum. 3T Nons MCNOb3YHOTCS B
HacTpomke CcBOWCTB cobbiTin (CM. pa3gen 4.9.4), a Takxe Npu HacTponke wabnoHoBs
coobuweHuni ana cobbituin (cM. pasgen 4.9.5.7).

OTaenbHo cTtouT Bbiaenntb cobbiTne PushNotification, oTHocaweecs kK myDSS:

MeToabl
Tun cobbiTna B XXypHane AyauTta AOCTaBKMU
(Destinations)
202 PushNotification HacTtporika ayteHTudumnkaumm (202) MobileAuth

Kon Nma cobbiTusa

cobbitTna (EventType)

Tabnunua 115. Koabl cobbiTnii ayanta ansa Cepsuca MNoanucum

Koa UMsA cobbiTua Metop

COBLITUS (EventType) Tun cobbiTna B XXypHane AyauTta Agcra_sku_
0 Unknown HeunssectHbin T1n (0) -
20 CertificateCreated CozgaHue ceptudumkara (20) SMS, Email
21 RequestCreated CospaHue 3anpoca (21) SMS, Email
22 RequestCreateFail Co3spaHue 3anpoca (22) Audit
23 RequestDeleted YpaneHue 3anpoca (23) SMS, Email
24 RequestDeletedAll YpaneHune Bcex 3anpocos (24) SMS, Email
25 CertRequestsRequested TlNony4deHne cnucka 3anpocos (25) Audit
26 CertRequestRequested MonyuyeHue 3anpoca (26) Audit
27 CertificatesRequested MonyyeHue cnucka ceptudmkaTos (27) Audit
28 CertificateRequested MonyyeHue ceptndumkaTa (28) Audit
29 RevokeRequestsReques [lony4yeHue crnmcka 3anpocoB Ha OT3bIB Audi
ted (29) udit
30 CertRequestContentReq MonyueHne nevaTHol GopmMbl 3anpoca Audit
uested (30)
31 CertificateContentRequ Mony4yeHue neyaTHOW OpMbI Audi
udit
ested ceptudukaTta (31)
33 ServicePolicyRequested [Nony4deHne nonutmnku cepsuca (33) Audit
34 DocumentSignSuccess Moanucek gokymeHTa (34) SMS, Email
35 DocumentSignFail Moanuce gokymeHTa (35) SMS, Email
36 DocumentEncrypted 3awwudpoBaHmne gokymeHTa (36) SMS, Email
37 DocumentEncryptionFail 3awudpoBaHue gokymeHTa (37) SMS, Email
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Kopn
cobbiTunA

Nmsa cobbiTun
(EventType)

Tun cobbiTua B XXypHane AyauTta

Metop
AOCTaBKHM

(Destinations)

38 DocumentDecrypted PacwmndposaHme gokymeHTa (38) SMS, Email
39 lDocumentDecryptlonFa| PacwndposaHme pokymeHTta (39) SMS, Email
40 CertRequestAccepted (I'I:(f,)TBepx(p,eHme 3anpoca Ha cepTudukar Audit
41 CertRequestDeclined (O“TF;OHeHme 3anpoca Ha ceptudukar Audit
42 RegRequestAccepted MNoATBepxaeHne 3anpoca Ha Audit
perncrpaumnto (42)
43 RegRequestDeclined ?J;;OHeHme 3anpoca Ha perncrpaunio Audit
44 ;RevokeRequestAccepte MoaTBepxaeHue 3anpoca Ha oT3bIB (44) Audit
45 RevokeRequestDeclined OTkN0OHEHME 3anpoca Ha 0T3bIB (45) Audit
46 CertificateDeleted YpaneHue ceptudukaTa (46) SMS, Email
47 CertificateDeletedAll YpaneHune cnucka ceptudukaTtoB (47) SMS, Email
48 CertificateRevoke OT3bIB cepTudunkata (48) SMS, Email
49 CertificateHold Mpuocraronerne Aencrens Audit
ceptudukaTa (49)
50 CertificateUnhold (BSO(:-)B)O6HOBJ'IeHI/Ie AencTBuna ceptudukarta Audit
51 CertificatePinChanged N3meHeHune nuH-koaa (51) SMS, Email
52 CertificatePinChangeFail W3meHeHune nuH-koaa (52) SMS, Email
53 CertificateSetDefault ?g;?HOBKa CepTNdUKaTa MO YMONUAHMIO gy praj)
54 CertificateSetDefaultFail B(ISCZ&)]HOBKa cepTMduKara no yMonuaHuio Audit
55 CertificateResetDefault C6poc ceptudunkaTta no ymonyanHuto (55) SMS, Email
56 ;IielzrnﬂcateResetDefaultF C6poc ceptudumkaTa no ymonyanuto (56)  Audit
58 Certificatelnstalled YctaHoBKa ceptudukaTa (58) SMS, Email
90 EnhanceSignature YcoBepuweHcTBoBaHMe noanucu (90) SMS, Email
91 EnhanceSignatureFail YcoseplleHcTBOBaHMe noanucu (91) SMS, Email
105 CertificateSetFriendlyNa HasHauyeHue gpyXXeCTBEHHOIO MMEHMU SMS, Email
me (105)
106 Certlf!cateSetFrlendIyNa Ha3HaudeHne Apy>XeCTBEHHOIr0 MMEHMU SMS, Email
meFail (106)
DocumentSignWithConf Moanucek AOKyMeHTa C NOATBEPXAEHUEM SMS. Email
127 irmationSuccess (127) !
DocumentSignWithConf Moanucek AOKyMeHTa C NOATBEPXKAEHUEM Audit
128 irmationFail (128)
CertificateCreatedWithC CosgaHue ceptudukata ¢ .
) - SMS, Email
137 onfirmation noaTeepxaeHunem (137)
CertificateCreationWith ~ CosgaHue ceptudukarta ¢ Audit
138 ConfirmationFail noaTeepxaeHunem (138)
DocumentDecryptionWi  PacwmndpoBaHue c noaTBEpPXAEHMNEM SMS. Email
139 thConfirmation (139) !
DocumentDecryptionWi  PacwudpoBaHue c noATBEPXKAEHNEM Audit
140 thConfirmationFail (140)
143 ICert|f|cateRevocat|onFa| OT13bIB cepTndumkaTa (143) Audit
CertificateRevocationWi  OT3bIB cepTudmnkaTta ¢ noaTBEPXKAEHMNEM SMS. Email
144 thConfirmation (144) !
CertificateRevocationWi  OT3biB cepTudmrkaTa C NOATBEPXKAEHUEM Audit
145 thConfirmationFail (145)
- : MpunoctaHoBka AencTems ceptudukarta .
146 CertificateHoldFail (146) Audit
CertificateHoldWithConf MpuocTaHoBKa AencTBMS cepTudurkaTa ¢ .
. . SMS, Email
147 irmation noaTeepxaeHvem (147)
CertificateHoldWithConf [NpnocTtaHoBKa aencTems ceptudukaTa .
. . . Audit
148 irmationFail noaTeepxaeHnem (148)
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Kopn
cobbiTunA

Nmsa cobbiTun
(EventType)

CertificateUnholdFail

Tun cobbiTua B XXypHane AyauTta

Bo3o6bHoBneHne agencteua ceptudukaTa

MeTtopn
AOCTaBKM
(Destinations)

Audit

149 (149)
CertificateUnholdWithC Bo3o6HoBneHne gencreunsa ceptudukarta SMS. Emai
) . , Email
150 onfirmation c noaTBepxaeHmem (150)
CertificateUnholdWithC Bo3o6HoBneHne gencreunsa ceptudukarta .
) . . Audit
151 onfirmationFail c noaTBepxaeHmem (151)
152 CertificateDeleteFail YpnaneHune ceptudumnkarta (152) Audit
CertificateDeleteWithCo YpaneHue ceptudukaTa c SMS. Emai
- - , Email
153 nfirmation noaTeepxaeHunem (153)
CertificateDeleteWithCo YpaneHue ceptudukaTa c Audit
154 nfirmationFail noaTeepxaeHunem (154)
RequestCreatedWithCo  CospaHue 3anpoca C NOATBEPXAEHNEM SMS. Email
155 nfirmation (155) !
RequestCreatedWithCo  CospaHue 3anpoca ¢ noaTBep>XAeHNeEM Audit
156 nfirmationFail (156)
PinChangedWithConfirm CwmeHa NMH-koaa c noaTBeEpXAEHNEM .
157 ation ’ (157) SMS, Email
PinChangeWithConfirma CwmeHa NWH-koaa ¢ noaTBepxXaeHnem Audit
158 tionFail (158)
CertificateDeleteAllWith  YaaneHue Bcex cepTUdumKaToB C SMS. Email
159 Confirmation noaTeepxaeHunem (159) !
160 'clj'ransactlonTokenCreate CospaHue TpaH3akumu (160) Audit
161 '(I)';?:r;??ctlonTokenCreau CospaHue TpaH3akumm (161) Audit
216 ;gs;\tggé:eConﬁguratlonC MN3MeHeHMe HacTpoek ak3emnagpa (216)  Audit

Kon

Tabnunua 116. Koabl cobbiTnii ayanta ana LleHtpa MaeHTndunkaumm

Nmsa cobbiTuna

Twun cobbiTna B

MeToa aocraBKu

(Destinations)

cobbiTnsA (EventType) XypHane AyauTta

0 Unknown HewnssecTHbili T1n (0) -

1 UserCreated E:f):maHme none3osarens SMS, Email, Audit
UserCreatedByAdm Co3gaHue nonb3oBatens

2 ) SMS
in aaMunHucTpaTopom (2)

3 UserCreateFail E:;)sp.aHme nonesosarens Audit

4 UserAccountChang M3MeHeHune y4yeTHOMN SMS, Email, Audit
ed 3anucu (4)

5 Use'rAccountChang N3MeHeHMe ydyeTHOM Audit
eFail 3anucum (5)

6 gzgrPasswordChan N3meHeHMe napons (6) SMS, Email, Audit

7 gzﬁz’lasswordChan N3meHeHne napons (7) Audit
UserPhoneChangeF CmeHa HOoMepa TenedoHa di
ail (8) Audit
UserPasswordReset C6poc napons (9) SMS, Email, Audit

10 UserDeleted z’fg;‘e””e nonb3oBaTeNs  gvg Email, Audit

11 UserDeleteFail ?ff;‘e””e Mone3oBaTeNd  Audit

12 AdminCreated Co3pnaHue onepaTtopa (12) SMS, Email, Audit

13 AdminCreateFail Co3paHue onepartopa (13)  Audit

14 AdminDeleted YpaneHue onepatopa (14) SMS, Email, Audit

15 AdminDeleteFail YpaneHue onepatopa (15)  Audit

16 AdminAccountChan W3MeHeHMe y4yeTHOM SMS, Email, Audit
ged 3anuncm onepatopa (16)

17 AdminAccountChan W3MeHeHMe y4yeTHOM Audit

geFail

3anuncm onepatopa (17)

HKTAN.00096-02 92 02 KpunTtollpo DSS. PykoBoactso AGMUHUCTpaATOpa

CtpaHuua 145 un3 286




Koa
cobbiTunA

NmMsa cobbiTun

UserEnterConfirma

Tun cobbiTna B
XypHane AyauTta

Bxon nonb3osatensa s LA

Metop aoctaBku (Destinations)

18 tion (18) SMS, Email
19 Us_erPhoneConﬂrm SMS
ation
57 OTP SMS, Email
UserAccountStateC U3meHeHeHMe cTaTyca .
61 . Audit
hanged y4yeTHomn 3anucm (61)
62 UserAuthentication  AyTeHTudukauus Audit
Passed nonb3oBaTtens (62)
63 Us_erAuthentlcat|on AyTeHTUdpuUKauus Audit
Failed nons3oBaTtens (63)
64 SmsVerificationPas [NMpoBepka CMC-coobuieHuns Audit
sed (64)
65 SmsVerificationFail MpoBepka CMC-coobuieHuns Audit
ed (65)
M3MeHeHMe HoMepa
66 UserPhoneChanged TenedoHa nonb3oBartens SMS, Email, Audit
(66)
UserPhoneConfirm MoaTeBepxaeHue TenedoHa .
67 . - Audit
ationFail nonb3oBatens (67)
68 Us_erPhoneConﬁrm SMS
ationOtp
59 UniServerEnter SimAuth
60 UniServerOtp SimAuth
69 SimAuthSuccess AyTeHTMdMKALNS MO CM- SimAuth
KapTte (69)
SimAuthFailUserCa AyTeHTUdMKALMS:
70 nceledAuthenticati y L. SimAuth
on onepaumsa otMmeHeHa (70)
SimAuthFailApplet  AyteHTudukaums: annneT .
/1 NotActivated He akTmBupoBaH (71) SimAuth
72 SimAuthFailByTime AyTteHTudumKaums: Tanm- SimAuth
Out ayt (72)
SimAuthFailApplet] AyTeHTudukauma: annnet .
74 sLocked 3abnokumpoBaH (74) SimAuth
75 SlmAuthF_allu_serCa AyTeHTUdmKaums: oTMeHa SimAuth
nceledActivation aktmBauum (75)
76 OtaNotification Ota
27 L{serEmaHConﬁrma Email, Audit
tionOtp
78 UserEmailChanged Cmena aApeca Email, Audit
3NeKTPOHHOM NoyThl (78)
UserEmailConfirma [lMoaTBepXxaeHue aapeca .
79 . . _ Audit
tionFail 3NEKTPOHHOM noyThl (79)
80 U_serEma|IChangeF CMeHa ap,pe(v:a Audit
ail 3NEKTPOHHOM NoyThl (80)
81 UserMobileAuthSec SMS, Email
retKeyInfo
82 MobileAuthTransac Audit, MobileAuth
tionConfirmation
83 MobileAuthUserEnt Audit, MobileAuth
erConfirmation
AuthenticationSche WM3MeHeHMe cxeMbl . .
84 meChanged ayTeHTudmkaumm (84) SMS, Email, Audit
85 AuthenticationSche WN3MeHeHWe cxembl Audit
meChangeFail ayTeHTudmkaumm (85)
86 AddExternallogin  ‘3003B/I€HME BHEWHErO SMS, Email, Audit
noruHa (86)
87 AfjdExternaILoglnF [JobaBneHwe BHelWHero Audit
ail norunHa(87)
88 RemoveExternallLo YpaneHune BHeLWHero SMS, Email, Audit

gin

noruvHa (88)
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Koa
cobbiTunA

NmMsa cobbiTun

Tun cobbiTna B

RemoveExternallLo

XypHane AyauTta
YpaaneHmne BHeWHero

Metop aoctaBku (Destinations)

69 ginFail norunHa (89) Audit
. SMS, Email, Audit, EventlLog,
92 :econdaryA“th"og' ('-';Z“)TBep’K“e””e BXoAa SimAuth, MobileAuth, AirkeyAuth,
RutokenAuth, JctokenAuth
SecondaryAuthSig MoaTBepxaeHue noanucm SMS, Email, Audit, EventLog,
93 n okyMeHTa (93) SimAuth, MobileAuth, AirKeyAuth,
AOKY RutokenAuth, JctokenAuth
. SMS, Email, Audit, EventlLog,
94 ﬁgf)‘zrs‘daryA“ths'g SimAuth, MobileAuth, AirkeyAuth,
RutokenAuth, JctokenAuth
SMS, Email, Audit, EventLog,
95 rsect"”daryA“thDec SimAuth, MobileAuth, AirKeyAuth,
YP RutokenAuth, JctokenAuth
SMS, Email, Audit, EventLog,
96 ifgsgdjg‘s'?“thcre SimAuth, MobileAuth, AirkeyAuth,
q RutokenAuth, JctokenAuth
SMS, Email, Audit, EventLog,
97 ﬁegg?ndaryA“thCha SimAuth, MobileAuth, AirkeyAuth,
9 RutokenAuth, JctokenAuth
SMS, Email, Audit, EventlLog,
98 gfvf:oe“rfaryA“thRe” SimAuth, MobileAuth, AirkeyAuth,
RutokenAuth, JctokenAuth
SMS, Email, Audit, EventlLog,
99 iigggffryA“thRe" SimAuth, MobileAuth, AirkeyAuth,
RutokenAuth, JctokenAuth
SMS, Email, Audit, EventLog,
100 igg‘;{'daryA“thHo' SimAuth, MobileAuth, AirkeyAuth,
RutokenAuth, JctokenAuth
SMS, Email, Audit, EventLog,
101 iﬁjccoé‘rct'aryA“thU”h SimAuth, MobileAuth, AirkeyAuth,
RutokenAuth, JctokenAuth
SMS, Email, Audit, EventlLog,
102 gfecg;f‘taryA“thDe' SimAuth, MobileAuth, AirkeyAuth,
RutokenAuth, JctokenAuth
SMS, Email, Audit, EventlLog,
103 gfecg;f‘tzryA“thDe' SimAuth, MobileAuth, AirkeyAuth,
RutokenAuth, JctokenAuth
. SMS, Email, Audit, EventlLog,
104 ifeclggd:gz’g;:hpm’ SimAuth, MobileAuth, AirkeyAuth,
Y RutokenAuth, JctokenAuth
107 S(;onassUserActlvat Audit
108 _GIona_ssUserActlvat Audit
ionFail
109 GlonassUserDeacti Audit
vated
110 GIo_nassterDeactl Audit
vationFail
111 GlonassUserReacti Audit
vated
112 GIo'nassL'JserReacU Audit
vationFail
GlonassCertificateC .
113 reated Audit
114 Glor!assC_ertlflcateC Audit
reationFail
UserAirKeyAuthSec .
117 retKeyInfo SMS, Email
AirKeyAuthTransac o
116 tionConfirmation Audit, AirKeyAuth
115 AirKeyAuthUserEnt Audit, AirKeyAuth

erConfirmation
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Koa
cobbiTuNA

NmMsa cobbiTun

Tun cobbiTna B

Metop aoctaBku (Destinations)

AuthenticationResu

pHasne AyauTta

AuthenticationResultCallback

118 ItCallback
ScopeConfirmation SMS, Email,
Audit, SimAuth, MobileAuth,
ScopeConfirmation AirKeyAuth, Challenge,
RutokenAuth, JctokenAuth,
119 MyDssAuth
120 TestMessage SMS, Email
UserMobileAuthSen .
121 dQrCodeByEmail SMS, Email
SimAuthAppletActi .
122 vated Audit
123 SimAuthEnabled Audit
124 SimAuthDisabled Audit
125 MobileAuthEnabled Audit
MobileAuthDisable .
126 d Audit
OperationConfirme  Onepauus noaTeBep>xxaeHa Audit
129 d (129)
AuthenticationCom Tonb3oBaTtensb Audit
130 pleted ayteHTndunumposaH (130)
. ) Onepaumsi oTK/IOHeHa .
131 OperationDeclined (131) Audit
SimAuthCallbackAu .
132 thentication SimAuth
SimAuthCallbackCh .
133 angePin SimAuth
SimAuthCallbackCh .
134 angeKey SimAuth
SimAuthCallbackG .
135 etStatus SimAuth
SimAuthCallbackAc .
136 tivation SimAuth
SamlAuthMethodD  HacTtpoiika Audit
162 eleteFail ayTeHTUdunKaumm (162)
SamlAuthMethodD  HacTtpoiika SMS. Email
163 eleted ayTeHTndumkauum (163) !
SamlAuthMethodAs Hactpolika Audit
164 signationFail ayTeHTudunkaumm (164)
SamlAuthMethodAs Hactpolika SMS. Email
165 signed ayTeHTudumkaumm (165) !
OtpSmsAuthMetho  HacTtpoiika Audit
166 dDeleteFail ayTeHTUdunKaumm (166)
OtpSmsAuthMetho  HacTtpoiika .
167 dDeleted ayTeHTudunkaumm (167) SMS, Email
OtpSmsAuthMetho  Hactpolika Audit
168 dAssignationFail ayTeHTudunkaumm (168)
OtpSmsAuthMetho  Hactpolika .
169 dAssigned ayTeHTudunkaumm (169) SMS, Email
OAthAuthMethodD  HacTtpoika Audit
170 eleteFail ayTeHTndmkauum (170)
OAthAuthMethodD  Hactpolika SMS. Email
171 eleted ayTeHTndumkauum (171) !
OAthAuthMethodAs Hactpolika Audit
172 signationFail ayTeHTndukauum (172)
OAthAuthMethodAs HacTtpoika .
173 signed ayTeHTndukauum (173) SMS, Email
OtpEmailAuthMeth  Hacrtpowka Audit
174 odDeleteFail ayTeHTudukauum (174)
OtpEmailAuthMeth  HacTtpoiika .
175 odDeleted ayTeHTndumkauum (175) SMS, Email
OtpEmailAuthMeth  Hactpolika Audit
176 odAssignationFail ayTeHTudukaumm (176)
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Koa
cobbiTuNA

NmMsa cobbiTun

Tun cobbiTna B

Metop aoctaBku (Destinations)

XypHane AyauTta

OtpEmailAuthMeth  Hactpolika .

177 odAssigned ayTeHTudukaumm (177) SMS, Email
SimAuthMethodDel Hactpolika Audit

178 eteFail ayTeHTudunkaumm (178)
SimAuthMethodDel Hactpolika SMS. Email

179 eted ayTeHTudunkaumm (179) !
SimAuthMethodAss HacTpolika Audit

180 ignationFail ayTeHTudumkaumm (180)
SimAuthMethodAss Hactpolika SMS. Email

181 igned ayTeHTudunkaumm (181) !
MobileAuthMethod HacTpoiika Audit

182 DeleteFail ayTeHTUdpuKkauum (182)
MobileAuthMethod HacTpoika SMS. Email

183 Deleted ayTeHTudunkaumm (183) !
MobileAuthMethod HacTpoika Audit

184 AssignationFail ayTeHTUdunKaumm (184)
MobileAuthMethod HacTpoiika SMS. Email

185 Assigned ayteHTudunkaumm (185) !
MtmoAuthMethodD HacTtpoiika Audit

186 eleteFail ayTeHTudunkaumm (186)
MtmoAuthMethodD HacTtpouka SMS. Email

187 eleted ayTeHTUdunkaumm (187) !
MtmoAuthMethodA HacTtpouka Audit

188 ssignationFail ayTeHTUdunKaumm (188)
MtmoAuthMethodA Hactpoiika SMS. Email

189 ssigned ayTeHTudunkaumm (189) !
MoAuthMethodDele HacTtpoiika Audit

190 teFail ayTeHTudumkaumm (190)
MoAuthMethodDele HacTtpoiika SMS. Email

191 ted ayTeHTUdunkaumm (191) !
MoAuthMethodAssi  Hactpouka Audit

192 gnationFail ayTeHTUdunKaumm (192)
MoAuthMethodAssi  Hactpowka SMS. Email

193 gned ayTeHTudumkaumm (193) !
AirkeyAuthMethod HacTpoiika Audit

194 DeleteFail ayTeHTudukauum (194)
AirkeyAuthMethod HacTpoiika .

195 Deleted ayTeHTUdunkaumm (195) SMS, Email
AirkeyAuthMethod HacTpoiika Audit

196 AssignationFail ayTeHTUdunKaumm (196)
AirkeyAuthMethod HacTtpoika .

197 Assigned ayTeHTndumkauum (197) SMS, Email
MyDssAuthMethod HacTpoiika Audit

198 DeleteFail ayTeHTudunkaumm (198)
MyDssAuthMethod HacTpoiika .

199 Deleted ayTeHTudunkaumm (199) SMS, Email
MyDssAuthMethod HacTpoiika Audit

200 AssignationFail ayTeHTUdunkaumm (200)
MyDssAuthMethod  HacTtpolika .

201 Assigned ayTeHTndumkauum (201) SMS, Email
IdOnlyAuthMethod  Hactpoika Audit

203 DeleteFail ayTeHTudunkaumm (203)
IdOnlyAuthMethod  HacTtpowka .

204 Deleted ayTeHTudunkaumm (204) SMS, Email
IdOnlyAuthMethod  Hactpolika Audit

205 AssignationFail ayTeHTndumkauum (205)
IdOnlyAuthMethod  Hactpolika .

206 Assigned ayTeHTndmkauum (206) SMS, Email
CertificateAuthMet  Hactpolika Audit

207 hodDeleteFail ayTteHTudunkaumm (207)
CertificateAuthMet  HacTtpowka SMS. Email

208 hodDeleted ayTeHTudunkaumm (208) !
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Kona NmMsa cobbiTun Tun cobbiTna B

co6bITUS T e Metop aoctaBku (Destinations)
CertificateAuthMet = Hactpolika Audit
209 hodAssignationFail ayteHTUdukaumm (209)
CertificateAuthMet  Hactpolika SMS. Email
210 hodAssigned ayTeHTudunkaumm (210) !
PasswordAuthMeth  HacTtpolika Audit
211 odDeleteFail ayTeHTudunkaumm (211)
PasswordAuthMeth  Hactpolika SMS. Email
212 odDeleted ayTeHTndmkauum (212) !
PasswordAuthMeth  HacTtpoiika Audit
213 odAssignationFail ayTeHTndmkauum (213)
PasswordAuthMeth  Hactpoiika SMS. Email
214 odAssigned ayTeHTudurkauumm (214) !
o CloudCspUsed E/Izci-lg;wosawe CloudCsP Audit
InstanceConfigurat I3MeHeHWe HacTpoek Audit
216 ionChanged ak3emnisgpa (216)
4.8.1.9. AAMMHUCTpMpoBaHue KoMnoHeHTa <« CepBuUc
Ayaunta>»

HacTtponka komnoHeHTa «CepBuc AyamTta» ocywectsnseTca ¢ nomowbto Windows
PowerShell. KomMaHabl aAMUHNCTPUPOBaHUSA BKJ/THOYEHbI B MoAynb
CryptoPro.DSS.PowerShell.AnalyticsService.

4.8.1.9.1. HacTpoWku ak3eMmnnapa

KomaHanetr New-DssAnalyticsServiceInstance
Co3paaeT HOBbIN aK3eMnasap KomnoHeHTa «CepBuc AyauTta».
K OCHOBHbLIM NapamMeTpa OTHOCATCS:

» HasBaHue Beb-canTa IIS, Ha KOTOpOM cnepyeT pa3BepHyTb Beb-npunoxeHne Cepseuca
AyauTta;

» oTobpaxaemoe nMs 3K3eMniapa;

» appec SQL-cepBepa, Ha KOTOpoM cneayetT pa3sepHyTb B[] Cepsuca AyauTta.

CuHTakKcuc:

New-DssAnalyticsServiceInstance -SiteName <string> -DisplayName <string>
-SglServerName <string> [-ApplicationName <string>] [-DbName <string>]

Tabnnua 117. MapameTpbl koMaHaneTa New-DssAnalyticsServicelnstance

MapameTp Tvn OnucaHue

Ha3eaHune Beb-calTa, Ha KOTOPOM
SiteName string cneayer pa3BepHyTb Beb-npuioxeHue
Cepsuca AyauTa.
Ha3eaHune Beb-npunoxenuns Cepsuca
AyauTa
Ecnun napameTp He 3afaH, UCNosib3yeTcs
3Ha4yeHue Analytics.
Agpec ak3emnnsipa SQL-cepBepa, Ha
KOTOPOM cnefyeT pa3BepHyTb IK3eMMISApP
SQLServerName string B Cepsuca Ayaunta

®opmMaT: <SQL-cepBep host>\<unms

aK3emnnapa>

ApplicationName string
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MapameTp Tvin

DBname string

OnucaHue

Nma 6a3bl aaHHbix CepBuca Ayaura.
Mo ymonyaHuto DSSAudit.

DisplayName String

OTobpaxkaemoe nmsa ak3emnnsapa
kKoMnoHeHTa CepBuca AyauTa.

ConnectionInfo SqglConnectionInfo

PaclwmnpeHHble AaHHbIE ANS NOAK/IIOYEHUS
K SQL-cepBepy (cM. pa3gen 43.9).

KomaHanetr Remove-DssAnalyticsServiceInstance

YpansaeTt sk3eMnnsp komnoHeHTa Cepsuca AyauTa.

K OCHOBHbIM NMapaMeTpaM OTHOCATCS:

> dnar, onpegensawowmnin, Tpebyetca nu yaanats bl Cepsuca AyauTta.

CuHTakKcuc:

Remove-DssAnalyticsServicelnstance

[-DisplayName <string>] -DeleteDB <bool>

Tabnuua 118. NapamMeTpbl koMaHaseTa Remove-DssAnalyticsServicelnstance

MapameTp Tvn

DisplayName String

OTobpaxaeMoe nmsa aksemnnspa
KoMrnoHeHTa «Cepsuc Ayanta». Ecnm
3Ha4vyeHuMe He yKasaHo, byaeTt
NCNO/b30BaHO MMS IK3eMNAApa,
Ha3Ha4YeHHOEe N0 YMON4YaHMUIO.

DeleteDB bool

®nar, onpepenswowmnii, Tpebyetcsa nn
vaanate Bl Cepsuca AyauTa.

ConnectionInfo SqglConnectionInfo

PaclwmnpeHHblie gaHHble ANna NoAKYeHus
K SQL-cepBepy (cM. pazgen 43.9).

Komananert Update-DssAnalyticsServiceInstance

O6HoBnsieT 3k3eMnnsp KomnoHeHTa CepBuca AyaumTa nocne YCTaHOBKW HOBbIX

eubnunoTek.
CuHTakKcuc:

Update-DssAnalyticsServiceInstance

[-DisplayName <string>]

KomaHnanert Get-DssAnalyticsServiceInstance

BbIBOAUT Ha KOHCOJb CMNCOK 3Kk3eMnisgpoB CepBuca AyauTa.

CuHTakKkcuc:

Get-DssAnalyticsServicelInstance

Komanpanet Set-DssAnalyticsServiceProperties

Komananetr Set-DssAnalyticsServiceProperties no3BonseT 3aaaTb OCHOBHblE
napameTpbl koMnoHeHTa «CepBuc Ayamta». K oCHOBHbIM NapaMeTpam OTHOCHAT:

> 0Tne4yaTok cepTudmKaTa Ko4da NnoanncK 3NeKTPOHHOro naeHTUudnKaTopa.

CHUHTaKCUC:
Set-DssAnalyticsServiceProperties [-ServiceCertificate <string>] [-
AnalyticsServiceUri <string>] [-ServiceIdentifier <string>] [-
SignatureBlockLength <int>] [-SignatureTimerInterval <int>] [-
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ProviderMonitoringInterval <int>] [-StsAddress <string>] [-WhatIf] [-Confirm]
[-DisplayName <string>]

Tabnnua 119. NMNapameTpbl kKOMaHAeTa Set-DssAnalyticsServiceProperties

MNMapameTp T™vin OnucaHue

OTobpaxkaeMoe uMsa 3K3eMmnaspa KOMMNOHEHTa
«CepBuc Ayauta». Ecnn 3HaueHne He ykasaHo, byaer

DisplayName string
NMCNONb30BAHO MMSA 3K3eMnJspa, HasHa4YeHHoe No
YMOJTYAHUIO.

ServiceCertificate string OTneuaTok cepTudmrKaTa Ka4Ya Noanucu Mapkepa
6esonacHocTw.

AnalyticsServiceUri string Beb6-agpec cnyx6bl CepBuca AyauTta

Serviceldentifier string WaeHnTndunkaTop cepsuca B urn-cdopmare.

SignatureTimerInterval string NHTepBan Mexay onepaumsiMm NoANMUCKM COOBLLEHWNI
ayauTa B CeKyHAaax.

SignatureBlockLength string Pazmep 6noka, o6pabaTbiBaeMoro 3a ogHy onepauuto

noanucm coobuieHnn ayanTa.

NHTepBan Mexay npoBepkaMmmn paboTocnocobHOCTH

ProviderMonitoringInterval int o
KpunTtonposanaepoB Cepsuca Ayauta B CeKyHAax.

Aapec UMW, kyna CepBuc Ayanta obpalwaercs ans

StsAddress Sting - renTudmkaLmn

Komananert Get-DssAnalyticsServiceProperties

KomaHanetr Get-DssAnalyticsServiceProperties no3sosnsieT BbIBECTM Ha KOHCOJb
3Ha4yeHMe OCHOBHbIX NMapaMeTpoB 3K3eMnasipa KkomnoHeHTa Cepsuc AyauTa.

CuHTakKkcuc:

Get-DssAnalyticsServiceProperties [-DisplayName <string>]

Komanpanert Set-DSSAnalyticsRegistryProperties
Mcnonb3yeTcsa Ana usMeHeHust CTpoku nogkatodveHus K 6ase gaHHbix CepBuca Ayaura.
CuHTaKcumc:
Set-DSSAnalyticsRegistryProperties [-DisplayName <string>] [-DBConnection
<string>]
Tabnuua 120. NapaMeTpbl koMaHaneTa Set-DSSAnalyticsRegistryProperties

MapameTp Tun OnucaHue

NmMa sk3emnngpa Cepsuca Ayamta. ECnn 3HaueHmne He yKasaHo,

DisplayName  strin <
play 9 6yneT ncnosb3oBaH 3K3EMNAAP, HA3HAYEHHbIN MO YMOAYaHULO.

DBConnection string Crtpoka nogkntodeHus Kk 6asze gaHHbix Cepsuca Mognucu.

Komananert Get-DSSAnalyticsRegistryProperties

Ncnonb3ayeTcs ansg nonyyeHms nHopMaumn o CTpoKe noakaveHus Kk 6ase AaHHbIX
CepBuca AyguTa.

CuHTaKcumcC:
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Get-DSSAnalyticsRegistryProperties [-DisplayName <string>] [-DBConnection
<string>]
Komanpnert Export-DssAnalyticsConfiguration
Bbirpy>xaeT TeKkyLlme HacTpolku ak3emnnsapa Cepsuca Noanuncu B dann.
CuHTakcumc:

Export-DssAnalyticsConfiguration -OutFile <string> [-DisplayName <string>]

Export-DssAnalyticsConfiguration [-Include <AnalyticsConfigurations[]>
{Configuration | CryptoProviders}] -OutFile <string> [-DisplayName <string>]

Export-DssAnalyticsConfiguration [-Exclude <AnalyticsConfigurations([]>
{Configuration | CryptoProviders}] -OutFile <string> [-DisplayName <string>]

Tabnuua 121. NapameTpbl koMaHaneta Export-DssAnalyticsConfiguration

MapameTp Tun OnucaHue
string MapameTp oTBEYaeT 3a TO, Kakme Habopsbl
HacTpoeK BKJ/IIOMAaTb B SKCNOPTUPYEMbI
Include Bo3MOXHble 3HauYeHns: KoHdUrypaumoHHbli dann. OnucaHue
Configuration; HabopoB HacTpoek HaxoauTtcs B Tabnuua
CryptoProviders 222.
string MapameTp oTBeYaeT 3a TO, Kakme Habopsbl
HacTtpoek HE BkO4YaTb B
Exclude Bo3MOXHble 3Ha4YeHns: 3KCMOPTUPYEMbIN KOH(PUIYpPaALMOHHbLIN
Configuration; dann. OnncaHmne HabopoB HaACTpoek
CryptoProviders HaxoauTcs B Tabnunua 222.

MyTb K darny, B KOTOpbIN byaet
COXpaHeHa 3KCNopTMpOBaHHas
KOHdUrypaums.

O6s3aTenbHbIN NapameTp.
OTobpaxkaemoe nmsa ak3emnnsapa
KoMnoHeHTa CepBuc AyauTa.

OutFile string

DisplayName string

Komananer Import-DssAnalyticsConfiguration

3arpyxaeT HacTponku CepBuca Ayauta u3  KOHUrypaunmoHHoro danna w
(onunoHanbHO) Nepea 3TUM pe3epBupyeT B Apyror dain TekyLne HacTPONKM.
CuHTaKcumc:
Import-DssAnalyticsConfiguration -ConfigFile <string> [-BackupFile <string>]
[-DisplayName <string>]

Tabnuua 122. NMapameTpbl koMaHaneta Import-DssAnalyticsConfiguration

MapameTp Tun OnucaHue

MyTb K KOHDUrypaumoHHoMy dainy ¢
ConfigFile string MMMNOPTUPYEMbIMM HAaCTPOMKaMm

aK3emnnspa.

MyTb K anny, B KOTOPOM 6yayT
BackupFile string COXPaHeHbl TeKyLMe HAaCTPOMNKHM

aK3eMnasipa nepes MMMNOPTOM HOBbIX.
OTobpaxaemoe nma akzeMnaspa
koMnoHeHTa CepBuc Ayaura.

DisplayName String
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4.8.1.9.2. loBepeHHble usparenm

Komananer Add-DssAnalyticsClaimsProviderTrust

[obaBnsieT oTneyatok cepTudukata MNoANUCKM MapkepoB 6e30MacHOCTM B CMMCOK
[lOBEPEHHbIX U3haTenen MapkepoB 6e30MacHOCTU.

CuHTaKkcuc:

Add-DssAnalyticsClaimsProviderTrust [-DisplayName <string>] -IssuerName
<string> —-Thumbprint <string>

Tabnnua 123. NMapameTpbl koMaHaseTa Add-DssAnalyticsClaimsProviderTrust

MNMapameTp T™vin OnucaHue

DisplayName string OTobpaxaemoe nms aksemnnsapa Cepsuca AyamTa.
IssuerName string NMa poBepeHHOro usgartens.

Thumbprint string CepTndunkaTta 4OBEPEHHOrO n3gartens.

KomaHpanet Get-DssAnalyticsClaimsProviderTrust

Mcnonb3yeTcs Ans BbiBOAA Ha KOHCOJb 3aperncTpupoBaHHbIX AOBEPEHHbIX U3daTenemn
MapkepoB 6e3onacHocTn. OTobpaxaeTcs CTPOKOBbIN MAeHTUdUKATOp nsaaTens u oTnedyaTok
cepTudUKaTa OTKPbLITOrO K/ltoya.

CuHTakKkcuc:

Get-DssAnalyticsClaimsProviderTrust [-DisplayName <string>]

Komanpanet Set-DssAnalyticsClaimsProviderTrust

Mcnonb3yercs AN U3MEHeHWs oThnevaTka cepTudukata [OBEpPEeHHOro wusaaTens
MapkepoB 6e30MacHoCTy.

CuHTaKcuc:

Set-DssAnalyticsClaimsProviderTrust [-DisplayName <string>] -IssuerName
<string> -NewThumbprint <string>

Tabnuua 124. NapameTpbl koMaHaneTa Set-DssAnalyticsClaimsProviderTrust

MapameTp Tun OnucaHue
Nma sk3emnngpa Cepsuca AyamTa. Ecnm 3HaueHne He ykasaHo,
DisplayName string 6yaeT MCnonb30BaHO MMA 3K3EMMIsAPaA, HAa3HAUYEHHOEe Mo
yMOJIYaHUIO.
IssuerName string YHukanbHoOe uMs nsgatens mapkepos 6e30MNacHOCTY.

HoBbIlh oTneyaTok cepTudukaTa nognmucm Mapkepos

NewThumbprint string 6e30naCcHOCTH

Komananetr Remove-DssAnalyticsClaimsProviderTrust

Mcnonb3yeTtca ansa yaaneHust 4OBEPEHHOIO U3agaTensa MapkepoB 6e30macHOCTU.
CuHTaKcumC:

Remove-DssAnalyticsClaimsProviderTrust [-DisplayName <string>] -IssuerName
<string>
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Tabnuua 125. NapamMeTpbl koMaHaneTa Remove-DssAnalyticsClaimsProviderTrust

MapameTp Tun OnucaHue

Uma sksemnnsapa Cepsuca Ayauta. Ecnn 3HauveHne He ykasaHo,

DisplayName  strin o
play 9 6yaeT ncnosb3oBaH 3K3EMNNAP, HA3HAYEHHbIN MO YMOAYaHULO.

IssuerName string YHWKanbHoOe UMA nspatena Mapkepos 6esonacHocTw.

4.8.1.9.3. KpuntonpoBauaepbl

Komanpaner Get-DssAnalyticsCryptoProvider

Mcnonb3yetca Ans BbiBOAA Ha KOHCOAb WHGOpMaunmm O 3aperuMcTpmpoBaHHbIX
nposangepax.

CuHTakKcuc:

Get-DssAnalyticsCryptoProvider [-DisplayName <string>] [-Validate]

Tabnuua 126. NMapameTpbl koMaHaneta Get-DssAnalyticsCryptoProvider

MapameTp Tun OnucaxHue

Nmsa sk3emnnapa Cepsuca AyauTta. Ecnm 3HavyeHue He
DisplayName string yKasaHo, byaeT ncnonb3oBaH 3K3eMnasap, Ha3Ha4YeHHbIN

no YMOJIYaHMUIO.

dnar, onpeaensaowmnii, 4To TpebyeTcs npoBepka
Validate SwitchParameter paboTocnocobHocTn kpunTonpoBanaepos ¢ MacTtep-

KJTHO4YOM.

KomaHnanert Get-DssAnalyticsCryptoProviderType
BbIBOAUT HA KOHCOJIb CAMCOK 3aperncTpupoBaHHbIX TUMNOB KPMNTONpPOBaaAepos.
CuHTakcumc:

Get-DssAnalyticsCryptoProviderType [-DisplayName <string>]

Komananer Add-DssAnalyticsCryptoProvider

Mcnonb3yeTcsa ana perucrpaumm HOBOro Kpuntonposalgepa Ha Cepsuce Moanucu.
CuHTaKkcumc:

Add-DssAnalyticsCryptoProvider -ProviderName <string> -ProviderType <int> -

TypelId <string> {AuditIntegrity} [-MasterKeyLifetime <int>] [-
UsersKeysLifetime <int>] [-MasterKeyName <string>] [-Description <string>] [-
Order <int>] [-Exportable] [-DisplayName <string>]

Tabnuua 127. MNMapametpbl komaHaneta Add-DssAnalyticsCryptoProvider

MapameTp Tun OnucaHune

NUmsa ak3emnnapa Cepsuca AyauTta. Ecnu
DisplayName string 3HayeHue He ykasaHo, byaeT ucnonb3oBaH
3K3eMMAap, HasHa4YeHHbIN MO YMOAYaHUIO.
OnucaHne kpuntonposangepa ans
Description string oTobpaxkeHns B Beb-nHTepdeiice
Monb3oBaTtens.

Hanuuue aToro napamMeTpa no3BonseT
MOMETUTb KJTHOY KaK 3KCMOPTUPYEMBIN.

Exportable bool
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MNMapameTp Tvin OnucaHue

String

Typeld Bo3MoXHble MaeHTudumnkaTop TMna Kpuntonposanaepa.
3HaYeHus:
AuditIntegrity

OTBeyaeT 3a NopsaoK cnegoBaHmnsa Ha Beb-
nHTepderice MNMonb3oBaTtens
3aperMcTpmpoBaHHbIX KPMNTONPOBanaepos.
YeMm Bblle HOMep, TEM Bblle B CMNCKe
KpunTonpoBanaep. Mo ymon4aHuio napameTp
paseH 0.
Tun npoBanaepa, 3aperMcTpMpoBaHHOIoO B
ProviderType int OC (dyHKUMM NOAAEPXKNBAKOTCA TOLKO A8
npoBanaepos Tuna 80 u 81).

NMsa npoBalinepa, 3aperMcTpMpoBaHHoe B
DSS.

YCTaHOBUTb CPOK AencTBMSA MacTep-k/toda B
SetMasterKeyLifetime SwitchParameter cnyyae, ecnim cosgaeTcs nposangep C

MacTep-K/IH4YOM.

Cpok gencrteus Mactep-kito4a C MOMEHTa
MasterKeyLifetime int co3gaHug B Mecsuax. 1o yMonyaHuio cpok

aencrems Mactep-kntoda — 36 MecsLeB.

YCTaHOBUTb CPOK AENCTBUSA
NOb30BaTENbCKUX KITHOYEN.

CpoK AenCTBMS NONb30BaTENBCKUX KITHOYEN,

CO34aHHbIX Ha AaHHOM npoBalaepe, B

Mecsuax. Mo yMon4aHuio CpoK AEeNCTBUSA

NMosb30BaTeNbCKOro Kaw4a 15 mecsues.

NMsa KoHTelrHepa ¢ MacTep-K/4oM, ecnum

MasterKeyName string co3gaeTcsa npoBangep C yxe CyLeCcTBYOLWNM
MacTep-K/IK4YOoM.

Order int

ProviderName string

SetUsersKeyslLifetime SwitchParameter

UsersKeyslLifetime int

3aperncTtpMpoBaHHOe UMSA NpoBalgepa B CUCTeMe npeaonpeneneHo 3apaHee.
Ero MoXxHO yBMaeTb B AOKYMeHTauuu MNocTaBlMKa Kpuntonposaiaepa. Ons
npoaykrtos Kpuntollpo:

» Kpuntollpo HSM: Crypto-Pro GOST R 34.10-2012 HSM Svc CSP
» Kpuntollpo CSP (Tonbko ansa tectuposaHus Kpuntollpo DSS): Crypto-
Pro GOST R 34.10-2012 Cryptographic Service Provider

Komananetr Remove-DssAnalyticsCryptoProvider

Ncnonb3yeTtcsa ans yaaneHus kpuntonpoBakaepa Ha Cepsuce AyauTa.
CuHTaKcuc:

Remove-DssAnalyticsCryptoProvider [-DisplayName <string>] -ID <guid>
Tabnuua 128. MapameTpbl komaHaneta Remove-DssAnalyticsCryptoProvider

MapameTp Tun OnucaHune

Nma sk3emnngpa Cepsuca AyamTa. ECnm 3HayeHme He yKasaHo,

DisplayName strin Ny
play 9 6yaeT ncnosb3oBaH 3K3eMNAAP, HA3HAYEHHbIN MO YMOAYaHULO.

ID guid NaeHTudumnkaTop Kpuntonposanaepa.
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KomaHpanet Enable-DssAnalyticsCryptoProvider

Wcnonb3yeTca ANsA BKAOYEHUS KpunTonpoBavaepa Ha CepBuce AyauTa, paHee
nepeBeIEHHOI0 B COCTOSIHME OTKJTIOYEH.

CuHTakKcuc:

Enable-DssAnalyticsCryptoProvider [-DisplayName <string>] —-ID <int>
Tabnuua 129. MNMapameTpbl KoMaHAasieTa Enable-DssAnalyticsCryptoProvider

MNMapameTp Tvin OnucaHue

NUmsa sk3emnnapa Cepsuca AyauTta. ECnv 3HaveHne He yKasaHo,

DisplayName strin o
play 9 6yaeT ncnosb3oBaH 3K3eMNNAP, HA3HAYEHHbIN MO YMOAYaHUIO.

ID guid  WpeHTndukatop Kpuntonposanaepa.

Komanpaner Disable-DssAnalyticsCryptoProvider

Mcnonb3yeTcsa ana oTknouyeHna kpuntonposangepa Ha Cepsuce AyauTta.
CuHTaKkcumc:

Disable-DssAnalyticsCryptoProvider [-DisplayName <string>] —-ID <guid>
Tabnuua 130. NapameTpbl koMmaHaneTa Disable-DssAnalyticsCryptoProvider

MapameTp Tun OnucaHue

Nmga sk3emnnapa Cepsuca AyauTta. Ecnm 3HavyeHue He ykasaHo,

DisplayName strin o
play 9 6yneT ncnonb3oBaH 3K3eMMNASp, HAa3HAYEHHbIN MO YMOJTYaHUIO.

ID guid NaeHTndmkaTop Kpuntonposanaepa.

Komananert Copy-DssAnalyticsCryptoProvider

Mcnonb3yeTcs Ans co3gaHus HOBOro KpUNTonpoBaliaepa, NpuHaanexallero 3afaHHoum
rpynne KpunTonpoBaiaepoB. MacTep-K/o4 HOBOro KpUNTonpoBainaepa coBnagaeTt ¢ Macrep-
K/Tl04aMK OCTalNbHbIX KPUNTOMNPOBANAEPOB rpynnmbl.

[aHHbIN KOMaHANET UCMOIb3YETCH TONLKO AJ1S 3KCNOPTUpPYyeMbix MacTep-
KNo4er M MOXeT MCNOb30BaTbCH MCK/IOYUTENIbHO B TECTOBbIX Uensx u anas
CO34aHNS HeKBaANUMUUNPOBAHHOW 31E€KTPOHHOM NMoanucu.

CuHTaKcuc:

Copy-DssAnalyticsCryptoProvider [-DisplayName <string>] -GroupID <int> -
NewProvName <string>

Tabnuua 131. MapameTpbl komaHaneta Copy-DssAnalyticsCryptoProvider

MapameTp Tun OnucaHune

NmMa sk3emnngpa Cepsuca AyamTa. ECnm 3HayeHme He yKasaHo,

DisplayName strin N,
play 9 6yneT ncnosb3oBaH 3K3eMMNAP, Ha3HAYEeHHbIN MO YMOJIYaHUIO.

NaeHTudumnkaTop rpynmnbl, KOTOPOWN MPUHAAIEXUT KOMUPYEMbIN

GroupID Int o
Kpuntonposanaep.

NewProvName string Wms HoBoro kpuntonposangepa.
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KomaHpanet Set-DssAnalyticsCryptoProvider

Ncnonb3yeTcs Ansg nsMeHeHns napaMeTpoB KpMNTonpoBalaepa, 3apermcTpupoBaHHoOro
Ha CepBuce AyauTa.

CuHTakKcuc:

Set-DssAnalyticsCryptoProvider -DisplayName <string> [-MasterKeyName
<string>] [-Order <int] [-Description <string>] -ID <guid>

Tabnuua 132. NapamMeTpbl koMaHaneTa Set-DssAnalyticsCryptoProvider

MapameTp Tun OnucaxHue

Nmsa sk3emnnapa Cepsuca AyauTta. Ecnm 3HaveHue He
DisplayName string yKa3aHo, byAeT ncnonb3oBaH 3K3eMMasp, Ha3HaYeHHbIN
Nno YMOJIYaHMUIO.
OTBeuvaeT 3a NOpsAOK crieaoBaHus Ha Beb-nHTepdeiice
MNMonb3oBaTens 3aperncTpupoBaHHbIX
Order int KpunTonpoBanaepos. YeM Bbllle HOMEpP, TEM Bbllle B
cnucke kpuntonposanaep. Mo ymonyaHuio napameTp
paseH 0.

OnuncaHune KpuntonpoBanaepa ansa otobpaxeHnsa B Beb-
nHTepderic Nonb3oBaTens.

Description string

Nma KoHTelHepa ¢ MacTep-K/4YO0OM, ecn co3aaeTcs

MasterkeyName = string npoBalifep C y>e CyLIeCcTBYOLWMM MacTep-K/o4oM.

ID guid NaoeHTudunkaTop KpuntonpoBanaepa.

Komanpanert Test-DssAnalyticsCryptoProvider

Mcnonb3yeTcsa Ans npoBepKu AOCTYMNHOCTM KpUnTonposalaepa, 3apermcTpupoBaHHOro
Ha CepBuce AyauTa.

CuHTakKcuc:

Test-DssAnalyticsCryptoProvider [-DisplayName <string>] -ID <guid>
Tabnuua 133. NapameTpbl koMaHaneta Test-DssAnalyticsCryptoProvider

MapameTp Tun OnucaHue

Uma sk3emnngpa Cepsuca Nognucu. Ecnn 3HavyeHne He yKasaHo,

DisplayName strin <
play 9 6yneT ncnosb3oBaH 3K3eMNAAP, HA3HAYEHHbIN MO YMOAYaHUIO.

ID guid NaeHTndumkaTop Kpuntonposangepa.

4.8.1.9.4. Nporokon WS-Federation

Komananet Set-DssAnalyticsWSFederationSettings

JaHHbIi KOMaHAeT UCnofab3yeTcs ANna uaMmeHeHuss Hactpoek WS-Federation. K HuM
OTHOCATCA:

» aapec UeHnTtpa NoeHTndmkaumm Kpunrtollpo DSS;

» appec Beb-untepdeiica Cepsuca Ayauta Kpuntollpo DSS;

» appec gosepeHHoro LeHTpa MaeHTndukaumm B goMmeHe lNonb3oBaTens.
» CuHTaKkcuc:

Set-DssAnalyticsWSFederationSettings [-DisplayName <string>] [-Issuer
<string>] [-Realm <string>] [-HomeRealm <string>] [RequireHttps <bool>]
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Tabnuua 134. NapameTpbl koMaHAaneTa Set-DssAnalyticsWSFederationSettings

MapameTp Tun OnucaHue

NUmsa sk3emnnapa Cepsuca AyamTta. Ecim 3HaueHmne He yKasaHo,
6yaeT ncnonb3oBaH 3K3eMNAAP, HA3HAYEHHbIN MO YMOAYaHUIO.

URL-agpec LeHTpa MaeHTndukaumm Kpunrtollpo DSS.
Issuer string [lo ymMonyaHWio MMeeT 3Ha4YeHuns:
http://<host_name>/sts/sts/issue/
URL-agpec Beb-nHtepdenca Cepsuca Ayanta Kpuntollpo DSS.
Realm string [lo ymMonyaHWio UMeeT 3Ha4YeHuns:
http://<host_name>//AnalyticsService/

URL-agpec LleHTpa MaeHTudunkaumun. No ymondaHuoo He
3anosIHAEeTCs, 3ape3epBUpoOBaH ANns AajibHeNLWwero Ncnoib30BaHus.

DisplayName string

HomeRealm  string

RequireHttps bool TpeboBaTb 3aLLNLLEHHOIO COEAVNHEHMS.

Komananert Get-DssAnalyticsWSFederationSettings

[aHHbIN KOMaHANET NCNONb3YyeTCs A9 BbiBOAA HAa KOHCOMb HacTpoek WS-Federation
CepBuca AyauTta.

CuHTaKCcuUc:

Get-DssAnalyticsWSFederationSettings [-DisplayName <string>]
4.8.1.9.5. WWab6noHbl neyaTtun

Komananert Get-DssAnalyticsConverterPlugin

[aHHbIi KOMaHANET UCMONb3yeTCs AN BbiBOAA HA KOHCOJIb BCEX 3aperMcTpMpOBaHHbIX
nnarvHoB Ana nNpeobpasoBaHMsa JOKYMEHTOB.

CuHTaKCcuc:

Get-DssAnalyticsConverterPlugin [-DisplayName <string>]

KomaHnanert Add-DssAnalyticsConverterPlugin

Perncrpauus HoBoro nnarnHa ansa npeobpasoBaHMs JOKYMEHTOB.
CuHTaKcuc:

Add-DssAnalyticsConverterPlugin [-DisplayName <string>] -FileExtension
<string> -Assembly <string> [-Classname <string>] [-Priority <int>] [-
Parameters <Hashtable>]

Tabnuua 135. Napametpbl komaHaneta Add-DssAnalitycsConverterPlugin

MapameTp Tun OnucaHune

FileExtension string PacwmnpeHue nokyMeHTa.

MonHbIM NyTb A0 danna cbopkn naarmHa.
B kauyecTBe 3HauYeHUs AaHHOrO NapaMeTpa MOXHO
ykasaTtb Tonbko umsa dll ¢paiina cbopku, B 3ToOM cny4yae

Assembly string o
NONHbIA NyTb 6yAET OTCYUTLIBATLCA OTHOCUTENIbHO
ONpEKTOpUN:
<MyTb yctaHoBkn>\Plugins\Converters\<Tun nnarvHa>.
. MMs knacca, peanusytowero nHtepdemnc
Classname string ' P yioul o

IDSSDocumentConverter.
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MapameTp Tun OnucaHue

MpnopuTeT naarvHa OTHOCUTESIbHO OCTallbHbIX
Priority int 3aperncTpupoBaHHbIX 4S9 AAHHOro pacluupeHuns
nJarnHoBs.
Parameters Hashtable [JdononHuTenbHbie NnapaMeTpbl NMaaruvHa.

B PowerShell ans 3agaHna napametpa tuna Hashtable moxHo npumMmeHnTb crieayoLyo
KOHCTPYKLMUIO:

@ {paramName;=paramValue;; paramNames=paramValue;;..;paramNamey=paramValuey}

roe paramName;, paramVaIuei — Ha3BaHWE N 3HAYEHNE NapaMeETpa COOTBETCTBEHHO.

Komananetr Remove-DssAnalyticsConverterPlugin
YpaneHue 3aperMcTpmMpoBaHHOro naarvHa anasa npeobpasoBaHus.
CvHTaKCcuUC:
Remove-DssAnalyticsConverterPlugin [-DisplayName <string>] -FileExtension

<string> -Assembly <string> -Classname <string>

Tabnuua 136. NapaMeTpbl koMaHaneTa Remove-DssFEConverterPlugin

MapameTp Tun OnucaxHue

FileExtension string PacwnpeHune nokymeHTa.

MonHeln NyTb A0 danna cbopku niarmHa.
B kauecTBe 3Ha4YeHMs AaHHOrO NapaMeTpa MOXHO
yKasaTb Tonbko umsa dll-panna cbopku, B 3TOM cnydae

Assembly string o
MOJIHbIN NYTb 6YAET OTCUYNTLIBATLCA OTHOCUTESNIbHO
OVNPEKTOPUN:
<MyTb yctaHoBkn>\Plugins\Converters\<Tun nnarvHa>.
. NMa knacca, peanusyrowero nHtepdeic
Classname string ' P ytoul P

IDSSDocumentConverter.

4.8.1.9.6. Kacromusauumsa

Komananert Get-DssAnalyticsCustomization

[JaHHbIi  KOMaHAeT WCNOoAb3yeTcs A8 BbiBOAAa Ha KOHCOMb BCeX HacTpoek
oTobpaxkeHus sk3emnnapa Cepsuca AyauTa.
CUMHTaKCcuc:

Get-DssAnalyticsCustomization [-DisplayName <string>]

Komananer Set-DssAnalyticsCustomization
[JaHHbI?  KOMaHANEeT UCnonb3yeTca AN  W3MEHEeHUs HacTpoek oTobpaxeHus
ak3emnnapa Cepsuca AyauTa.

CuHTaKkcumc:
Set-DssAnalyticsCustomization [-DisplayName <string>] [-Title <string>] [-
Copyright <string>] [-LogotypeFile <string>] [-HelpFile <string>] [-MainColor
<string>] [-AdditionalColor <string>] [-FontColor <string>] [-Font <string>]
[-FavIconFile <string>]
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Tabnuua 137. NapameTpbl koMaHaneTa Set-DssFECustomization

MapameTp Tun OnucaxHue

Title string 3aronoBok Beb-npunoxeHunsa Cepsuca AyauTa.

Copyright string Konupanr.

LogotypeFile string MonHbIN NyTb AO danna c NIOroTMMNOM. Pasmep norotuna -
MakcuMyM 55 pix BbICcOTY 1 220 pix B LWUMPUHY.

HelpFile string MonHbln NyTb A0 dalina co cnpaskor. ®ann cnpasku

npeacrasnaet coboit HTML-gokyMeHT.

OcHoBHoM LBeT uHTepderica Beb-npunoxeHns Cepeuca
MainColor string Ayanta (MeHIo, BblAesIeHHble KHOMKKW). LIBeT 3apaeTca B
¢dopmaTe HEX.
[ononHuTenbHbIN UBET MHTepdenca Beb-npmunoxeHms
Cepsuca AyauTta (BblAENEHHbI 3/IEMEHT MEHIO,

AdditionalColor string . N
BbINaAaloLWnii CNMCOK NoA YYETHOM 3anunceto). LiBet
3apaetcs B ¢popmaTte HEX.

FontColor string LiBeT wpwudTa 3aronoska, NyHKTOB MeHt0. LIBeT 3agaetcs
B popmaTte HEX.

Font string Tun wpndTa.

FaviconFile string MonHbIn NyTb Ao danna c favicon. Jonyctnumoe

pacwunpenmne ansa danna - ico.

Komanpanert Reset-DssAnalyticsCustomization

[aHHbI KOMaHANEeT MCNONb3yeTCs A7 BOCCTAHOB/IEHMS HACTPOEK MO YMOMYaHMUIO
oTobpaxkeHusa sk3emnnsapa Beb-uHtepdenca Cepsuca Ayauta.

CuHTaKcuc:

Reset-DssAnalyticsCustomization [-DisplayName <string>]
4.8.1.9.7. NnarnHbl hpopMUpOBaHNA OTUHETOB

Komananer Add-DssAnalyticsReportPlugin

Mo3BonseT Ao6aBUTb NNarMH oTYeTa 0 CObbITUAX ayanTa.

CuHTakcuc:
Add-DssAnalyticsReportPlugin [-DisplayName <string>] -FileExtension <string>
-Assembly <string> [-Classname <string>] [-Priority <int>] [-Parameters
<Hashtable>]

Tabnunua 138. NMapameTpbl koMmaHaneta Add-DssAnalitycsReportPlugin

MapameTp Tun OnucaHue

PacwmnpeHue gokymeHTa. [lonyckaeTcs Npom3BoJibHOEe
3HayeHune, He coaepiallee npobenos M CNeLCUMBONOB.

MonHbIn NyTb A0 danna cbopkn nnaruHa.

B kauecTBe 3Ha4YeHUA AAHHOrO NapaMeTpa MOXHO

ykasaTtb Tonbko nmsa dll panna cbopku, B aTOM cnyvae
Assembly string NONHbIA NyTb 6yAeT OTCUYNTLIBATbCA OTHOCUTENbHO

OVPEKTOpUN:

<MyTb yctaHoBkmn>\Plugins\Converters\<Tun nnarvHa>.

TouyHoe nmsa cbopku cMm. B pasgene 4.8.1.4.

FileExtension string
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MapameTp T™vn OnucaHue

Nmsa knacca, peanusyrouwero nHutepdeinc

Classname strin
9 IDSSDocumentConverter.
MpuopuTeT naarvHa OTHOCUTESIbHO OCTaNbHbIX
Priority int 3aperncTpupoBaHHbIX 4719 AaHHOrO pacluupeHuns
nJarnHoB.
OMNOJSIHUTESbHbIE MapaMeTpbl NnarMHa (NnogpobHo
Parameters Hashtable A p p (noap

onucaHbl B pasgene 4.8.1.4).

Nmga sk3emnnapa Cepsuca AyauTta. Ecnm 3HaveHune He
DisplayName string yKasaHo, byaeT Mcnosb3oBaH 3K3eMnasp, Ha3HAYEeHHbIN
No YMOJITHAHUIO.

Komananert Get-DssAnalyticsReportPlugin

[aHHbIi KOMaHANET UCMONb3yeTCcs ANS BbIBOAA HA KOHCOJIb BCEX 3apermcTpMpOBaHHbIX
nnarvHoB Ans hOpMUPOBaAHUS OTYETOB O COBbITUAX ayauTa.

CuHTaKCcuUc:

Get-DssAnalyticsReportPlugin [-DisplayName <string>]

Komanpanet Set-DssAnalyticsReportPlugin

[aHHbI KOMaHAMNET UCMNOMb3yeTCs AN HACTPOMKM nnarnHoB dOpMUPOBaHUS OTYETOB
0 cobbITMAX ayauTa.

Set-DssAnalyticsReportPlugin -FileExtension <string> -Parameters <hashtable>
[-Classname <string>] [-Assembly <string>] [-Override] [-DisplayName <string>
{AnalyticsServicel}]

Tabnunua 139. NMapameTpbl koMaHaneTa Set-DssAnalitycsReportPlugin

MapameTp Tun OnucaHue

PacwupeHue gokyMeHTa. [JonyckaeTcsi NpOU3BOJIbHOE
FileExtension string 3HauyeHue, He coaepxallee npobenos u

CNeyCcMMBOJIOB.

MonHbIn NyTb Ao danna cbopku nnarmHa.

B kauecTBe 3Ha4YeHNs AaHHOrO NapaMeTpa MOXHO

ykasaTb Tonbko umsa dll danna cbopku, B 3TOM ciyyae
Assembly string MOSHbIN NyTb 6yAeT OTCUNTLIBATLCS OTHOCUTENIbHO

OVNPEKTOPUN:

<MNyTb ycTtaHoBkn>\Plugins\Converters\<Tun

naarnHa>.

Nmsa knacca, peanusytowero nHtepdeic
IDSSDocumentConverter.

MpuopuTeT NnarnHa OTHOCUTENBHO OCTasIbHbIX
Priority int 3aperncTpupoBaHHbIX AN9 JAaHHOMO paclinpeHuns
nJarvHoB.

JononHutencHble napamMeTpbl naarvHa (nogpobHo
onucaHbl B pasgene 4.8.1.4).

Nma sk3emnngpa Cepsuca AyauTa. Ecnm 3HaueHune He
DisplayName string yKasaHo, byaeT ncnosnb3oBaH 3K3eMnasap,
Ha3Ha4YeHHbIN MO YMOAYaHUIO.

Classname string

Parameters Hashtable
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MapameTp T™vin OnucaHue

MNapameTp onpeaensieT cnocob coxpaHeHMUs1 HaCcTpoeK
nnaruHa.
Ecnn napameTp 3adaH, TO 6yAyT COXpaHEHbI
HaCTpOWKM, NepeaaHHble Yepes napameTp

Override SwitchParameter Parameters. To ecTb CTapble HacTponku byayT
yAaneHsbl.
Ecnn napameTp He 3aaaH, TO NMpU COXpaHEHUU
nepefaHHble B NnapameTpe Settings HacTpolikmn 6yayT
06beaMHEHbI C yXXe UMELWMMNCS HaCTPONKaMN.

Komangnetr Remove-DssAnalyticsReportPlugin

YaaneHme 3apernctpMpoBaHHOroO naarvHa Ans GOpMUPOBAHUSA OTUYETOB O COBbLITUAX
ayauTa.

CuHTakKcuc:

Remove-DssAnalyticsReportPlugin [-DisplayName <string>] -FileExtension
<string> -Assembly <string> -Classname <string>

Tabnuua 140. NapameTpbl koMaHaneta Remove-DssAnalitycsReportPlugin

MapameTp Tun OnucaHue

FileExtension string PacwmnpeHune nokymeHTa.

Nma sk3emnnsapa Cepeuca AyamTta. Ecnn 3HaueHune He
DisplayName string yKasaHo, byaeT ncnonb3oBaH 3K3eMnasap, Ha3Ha4YeHHbIN
no YMOJI4aHMIO.
MonHbIn NyTb Ao danna cbopku nnarmHa.
B kauecTBe 3HauYeHMsa AAaHHOro napamMmeTpa MOXHO
yKazaTb To/bko umsa dll-cpainna cbopkm, B 3TOM cnyyae

Assembly string o
NOJIHbIN NYTb 6yAET OTCUUTLIBATLCS OTHOCUTENBLHO
AVpeKTopumn:
<MNyTb yctaHoBkn>\Plugins\Converters\<Tun nnarnHa>.
. Nmsa knacca, peanusytowero nHtepdenc
Classname string ' P ytow e

IDSSDocumentConverter.

4.8.1.10. Npumep PowerShell-cueHapusa gns HaCTPOMUKM
KOMNnoHeHTa «CepBuc Ayaumrta».

[aHHbIl cueHapuii 3a4aéT MUHUMaIbHO HEO6XOAMMYIO HAaCTPOMKY KOMMOHEHTA.

# IOoOaByieHMEe HOBOTO B5K3eMmisapa CepBuca Aynura
New-DssAnalyticsServiceInstance -SiteName "Default Web Site" -DisplayName
Analytics -SglServerName <hostname>\SQL

# IoGaBJieHME OTIEeUaTKa CepTUdMKaATa CIIYXOL
Set-DssAnalyticsServiceProperties -ServiceCertificate <OrnmeuaTok cepTuduxaTa
KOMITOHEHTa>

# IobOaBiieHMe OTINeUYaTKa KOMIOHeHTa «leHTp MmeHTubmkaLmm»
Add-DssAnalyticsClaimsProviderTrust -IssuerName realsts -Thumbprint
<OrneuaTok cepTupmkara leHTpa MoeHTUPMKaALIAML>

# IoOaBmenme anpeca UM Kpuntollpo DSS B HacTporkmum WS-Federation
Set-DssAnalyticsWSFederationSettings —-Issuer "http://<xXoCT KOMIIOHEHTAa

STS>/STS/sts/issue/" -Realm http://<hostname>/Analytics/
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# Permcrpauusa Beb-uHTepoerica Ha leHTpe UneHTUOMKALUM

Set-DssStsProperties —-AnalyticsServiceAddress
https://<hostname>/AnalyticsService/analyticsservice.svc/issuedtoken/transpor
t/nosc

# Perumcrpaumsa Beb-muHTepderica Ha Beb-uHTepoderice [lonb30BaTEsS
Set-DssFEProperties —-AnalyticsServiceAddress
https://<hostname>/AnalyticsService/analyticsservice.svc/issuedtoken/transpor
t/nosc

# Tonmyuaem ceprtuoémkaT CepBuca AyIuTa.
Add-DssRelyingPartyTrust -Name "Analytics" -MetadataUri
http://hostname/AnalyticsService/federationmetadata/2007-
06/federationmetadata.xml

4.8.2. AABMMHUCTpUMpOBaHue ayauTa

Ons aAMWUHUCTPUPOBAHUS ayauTa NCNONb3YHTCH KOMaHANeTbl New-
DssSignServerAudit (New-DssStsAudit), Set-DssSignServerAudit (Set-DssStsAudit) w
Remove-DSSSignServerAudit (Remove-DssStsAudit) B 3aBMCMMOCTM OT KOMMOHEHTa, Ans
KOTOporo passopaumsasncs Cepsuc AyguTta.

Oba Buaa KoMaHANETOB UMEKT OAMHAKOBbIM Habop napameTpoB. Huxe npuseaeHo
onucaHMe KOMaHANETOoB, MO3BONAWMX HAacTponTb cb6op nHdpopmaumm o cobbitnax ¢ CepBuca
Moanucu n UenTtpa NaeHtudumkaummn. C6op n oTnpaBka cobbITUA OCYLLECTBASIOTCA UAEHTUYHO
paboTe cucTembl onoBeleHuns (cMm. Pasaen 4.9.5), oaHako He TpebyloT HaCTPOMKK B HECKOJIbKO
3TanoB, MOCKOJbKY B3auMoaencTeme ocyuectenserca BHyTpu Kpuntollpo DSS.

Habop koMaHA/eToB, OMNUCaHHbLIKW B f[aHHOM pa3gene, No3BONSAET
aAMUHNCTPUPOBATb MOAYJlb ONMOBELWEHNA TWUNa <<AYLI,VIT>>. I'Ile 3TOM
aBTOMaTU4YeCKM BbINONSIOTCS TPW LWara HaCTPOMKM MOAYNS, ONMUCAHHbIE B
pasgene 4.9.5.

Moaynn onoselweHns Apyrnx TUMNOB W LWArnm WX HaCTPOMKKM TakKxe
onucaHbl B pasgene 4.9.5.

4.8.2.1. Komangnetr New-DSSSignServerAudit

KomaHanetr pobasneHuss moayns onoseweHumsa Tuna AyamTt Ha Cepsuc MNopnucwm.
OnucaHue napaMeTpoB KOMaHAbl npuBeneHo B Tabnuua 141.

CuMHTaKCcuc:

New-DSSSignServerAudit -AuditServiceAddress <string> [-Settings <hashtable>]
[-DisplayName <string>]

Tabnuua 141. OnucaHmne napameTpoB koMaHaneta New-DSSSignServerAudit

MapameTp Tun OnucaHue

DisplayName string MMsa ak3eMnngpa komrnoHeHTa Cepsuca lMoagnucu.

Anpec cepBuca 3anucu cooblleHuii ayanTa (no yMonyaHuio

AuditServiceAddress  string http://<hostname>/<analyticsAppName>/AuditWriter.svc)
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MapameTp Tun OnucaHue

Settings string CnoBapb NapaMeTpoB MOAYJS ONOBELLEHUS.

Cnncok HacTpoek, KOTOpble MOXHO 3adaTb B napametpe Settings, aHanoruueH
HaCTPOEK KOMMOHEHTa yBeAOM/IEHMS O COBLITUSIX, ONMCaHHbIX B pasgene 4.9.5.4.1.

4.8.2.2. KomaHgnetr New-DssStsAudit

KomaHanetr pans pobasneHuss Moayns onoseweHus Tuna Ayaut Ha  LeHTtp
naeHtndmnkauymm. OnmMcaHme napaMeTpoB KOMaHAbl NnpuBedeHo B Tabnnua 142.

CuHTaKCMKC:
New-DssStsAudit -AuditServiceAddress <string> [-Settings <hashtable>] [-
DisplayName <string>]

Tabnuua 142. Onucanme napameTpoB koMmaHaneta New-DssStsAudit

MapameTp Tun OnucaHue

DisplayName string Wmsa sk3emnnspa koMnoHeHTa LleHTpa UaeHTudwmnkaymu.

Aapec cepBuca 3anucu coobuieHnii ayanta
AuditServiceAddress string no ymondaHuto
https://<hostname>/<analyticsAppName>/AuditWriter.svc

Settings string CnoBapb napamMeTpoB MOAY/IA OMOBELLEHUS.

Cnucok HacTpoek, KOTopble MOXHO 3ajaTb B NapameTpe Settings, aHanorunyeH
HacTpoOMKaM KOMMOHEHTa yBeAOM/IeHMS O COBbITUAX, ONMCaHHbIX B pa3aene 4.9.5.4.1.

4.8.2.3. Komananetr Remove-DSSSignServerAudit

KoMmaHnanet ana yaaneHmsa moaynsg onoseweHusa tuna Ayaut ¢ Cepsuca lNoanucu.
CuHTaKcumc:

Remove-DSSSignServerAudit [-DeleteDb] [-ConnectionInfo <SQLConnectionInfo>]
[-DisplayName <string>]

Tabnuua 143. OnucaHme napaMeTpoB kKoMaHaneTa Remove-DssSignServerAudit

MapameTp Tun OnucaHue

Umsa sk3emnnapa Cepsuca Mognucu. Ecnm
DisplayName string 3HayeHue He yKasaHo, 6yaeT ncnosnb3oBaH
3K3eMnasap, HasHa4YeHHbIV Mo YMOAYaHUIO.

®dnar, onpegenswowmn, Tpebyertca nn yganeHume
6a3bl gaHHbIX CepBuca Mognucwu.

DeleteDB bool

PacwnpeHHble AaHHble A9 NOAKNOYEHUA K

ConnectionInfo SqlConnectionInfo SQL-cepBepy (cM. pasaen 7).
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4.8.2.4. Remove-DssStsAudit

KomaHaonetr Aana yaaneHus ™Moayns onoseweHums Tuna Ayaut ¢ LleHTpa
NoeHTndmkaumm.

CuHTaKkcuc:

Remove-DssStsAudit [-DeleteDb] [-ConnectionInfo <SQLConnectionInfo>] [-
DisplayName <string>]

Tabnuua 144. OnucaHne napaMeTpoB KoMaHaneTa Remove-DssSignServerAudit

MNMapameTp Tvin OnucaHue

Nma sksemnngpa UeHTpa NaeHTudumkaumn. Ecnm
DisplayName string 3HayeHue He yKkasaHo, byaeT ncnonb3oBaH
3K3EMNASAP, Ha3HaYeHHbIM MO YMOJIYaHULO.

®nar, onpeaensiowmnii, Tpebyetca nu yaaneHune
6a3bl gaHHbIX LIN.

DeleteDB bool

PaclwinpeHHble AaHHble A9 MOAKNIOYEHUSA K

ConnectionInfo SqlConnectionInfo g0 _cenpepy (cm. pasaen 7).

4.8.2.5. Komangnet Get-DssSignServerAudit

KoMaHaneT no3BonseT BbIBECTU HA KOHCOJ1b CBeAeHMNS 0 3aperucTpupoBaHHOM Moayrie
ayauTta anga Cepsuca lMoanucwy.

CuMHTaKCcuc:

Set-DssSignServerAudit -DisplayName <string> {SignServer}

4.8.2.1.KomaHanert Get-DssStsAudit

KoMaHAaneT no3BosisieT BbIBECTU Ha KOHCO/b CBeAEHMS O 3aperMcTpupoBaHHOM Moayne
ayanTa ang Lentpa NaeHTndumkaumm.

CuMHTaKCcuc:

Get-DssStsAudit [-DisplayName <string> {STS}

4.8.2.2. Komanpgnet Set-DssSignServerAudit

KomaHanetr ans pobasneHus Moaynsl onoBeweHuss Tuna Ayaut Ha  LleHTp
NaeHTudunkaumm. OnvcaHMe napaMeTpoB KOMaHAbl NpuBeaeHo B Tabnuua 142.

CuHTakKcuc:
Set-DssSignServerAudit [-AuditServiceAddress <string>] [-Settings
<hashtable>] [-Override] [-UseBlockingAudit <bool>] [-DisplayName <string>
{SignServer}]

Tabnuua 145. OnucaHue napameTpoB koMaHaneTa New-DssStsAudit

MapameTp OnucaHue

NmMa sk3emnnsapa KoMnoHeHTa LleHTpa

DisplayName string NaeHTudmKaumnm.
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MapameTp T™vn OnucaHue

Appec cepBuca 3anucm coobueHnii aygmTa

AuditServiceAddre strin Mo yMO4YaHuto

ss 9 https://<hostname>/<analyticsAppName>/Audit
Writer.svc

Settings string HacTtponku moaynsa ayauTta.

dnar, oTBEYalLWMii 338 PEXUM 3arMnCK HACTPOEK.

Override SwithParameter N
Mo yMo/AYaHUIO HAaCTPOMKK 06beaNHAIOTCS.

dnar, akTMBMPYHOLLMA BNOKUPYIOLWNIA ayauT,

UseBlockingAudit  bool onucCaHHbIN B pa3gene 4.8.1.7.

Cnncok HacTpoek, KOTopble MOXHO 3ajaTb B napameTpe Settings, aHanoruueH
HaCTpoOMKaM KOMIMOHEHTa yBeAOMJIEHNS O COBLITUSX, ONMUCaHHbIX B pasgene 4.9.5.4.1.

4.8.2.3. KomaHgnet Set-DssStsAudit

KomaHaonetr pans pobasneHuss Moayns onoseweHus Tuna Ayaut Ha  LeHTtp
NoeHTndmkaumm. OnncaHme napamMeTpoB KoMaHAbl npueeaeHo B Tabnuua 142.

CuHTaKkcuc:
Set-DssStsAudit [-AuditServiceAddress <string>] [-Settings <hashtable>] [-
Override] [-UseBlockingAudit <bool>] [-DisplayName <string> {STS}]
Tabnuua 146. Onucanme napameTpoB kKoMaHaneta New-DssStsAudit
MapameTp Tun OnucaHue
. . NMa ak3emnnsgpa KoMnoHeHTa LleHTpa
DisplayName string NaeHTUbMKaLMA.
Apapec cepBuca 3anucu coobueHnii ayauta
AuditServiceAddre strin Mo YMOJTYaHUIO
ss 9 https://<hostname>/<analyticsAppName>/Audit
Writer.svc
Settings string HacTpoiku moaynsa ayaura.
Override SwithParameter dnar, oTBeYaloWwmii 3a pexnM 3anmcu HacTpoek.

Mo yMon4aHmio HacTponkn ob6beanHsoTCS.

®nar, akTMBupyowmin 61okupyowmn ayamT,
onucaHHbIM B pasgene 4.8.1.7.

UseBlockingAudit  bool

CnucoK HacTpoek, KOTopble MOXHO 3ajaTb B NapameTpe Settings, aHanorunyeH
HaCTpoMKaM KOMMOHEHTa yBeLOM/IEHNS 0 COBbITUSX, ONMCaHHbIX B pasgene 4.9.5.4.1.

4.8.2.4. Npnmep PowerShell-cueHapua AN HacCTPpOMUKM
ayaunTa
Hwxe npuBoanTCSa NnpuMep passopavnBaHusa ayauta ana Cepsuca MNognucu.

Write-Host "IDoBGaByeHme cuctTeme aymuta'" -ForegroundColor Cyan
New-DSSSignServerAudit -AuditServiceAddress
https://<hostname>/<analyticsAppName>/AuditWriter.svc

Write-Host "HacTpolika OTOOpaxXeHMs IIyHKTa MeHI0 «AynuT»"
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Set-DssFEProperties -AnalyticsServiceAddress
https://<hostname>/AnalyticsService/analyticsservice.svc/issuedtoken/transpor
t/nosc

Huke npnBoaMTCSA NpUMep pa3BopadnBaHnsa ayanTa ansa LeHtpa MaeHTudukaumm.,

Write-Host "IoBGaByieHue cuctTeme ayauTa'" -ForegroundColor Cyan
New-DSSStsAudit -AuditServiceAddress
https://<hostname>/<analyticsAppName>/AuditWriter.svc

Write-Host "HacTporka oTOOpaxeHMs NYyHKTa MeHI «AynmuT»"

Set-DssStsProperties -AnalyticsServiceAddress
https://<hostname>/AnalyticsService/analyticsservice.svc/issuedtoken/transpor
t/nosc

4.8.2.5. HacTtpoika reHepauMm nevdatHbix ¢(popM cnmMcka
3anuceun ayamTta

Ons akTmBaumm BO3MOXHOCTM CO34aHUs nedaTHon ¢opMbl CMCKa 3anucen ayauTa
Heobx0AMMO 3aperncTpupoBaTh HyXHble opMaTbl U COOTBETCTBYHOLLME MJIarMHbl C MOMOLLbHO
Windows PowerShell. Ona kaxaoro sk3emnnspa Cepsuca Ayauta B Aupektopun <MyTb
ycTtaHoBkn>\ AnalyticsService co3gaertca cBoil cO6CTBEHHbLIN KOHDUIYypauUMOHHbIN dann ¢
nMeHeM <UmMnA sk3emnaspa Be6-npunoxxeuna>_convert.config.

[aHHbIA cueHapuii perncTpupyeT NAarvHbl Ansl Co34aHMs nedaTHbIX (opM crimncka
3anucen ayamta B ¢opmate Html/Pdf/Word (dopmat XML poctyneH 6e3 AOMONHUTENbHbIX
naarnHoB).

Add-DssAnalyticsConverterPlugin -FileExtension arh -Assembly
“DSS.DocumentConverter.AuditRecords.dll” -Classname
“DSS.DocumentConverter.AuditRecords.HtmlConverter” -Parameters
@{"Xslt"="<installDir>\Plugins\Converters\AuditTransform.xml"}

Add-DssAnalyticsConverterPlugin -FileExtension arp -Assembly
“DSS.DocumentConverter.AuditRecords.dll” -Classname
“DSS.DocumentConverter.AuditRecords.PdfConverter” -Parameters
@{"Xslt"="<installDir>\Plugins\Converters\AuditTransform.xml"}

Add-DssAnalyticsConverterPlugin -FileExtension arw -Assembly
“DSS.DocumentConverter.AuditRecords.dll” -Classname
“DSS.DocumentConverter.AuditRecords.WordConverter” -Parameters
@{"Xslt"="<installDir>\Plugins\Converters\AuditTransform.xml"}

Add-DssAnalyticsConverterPlugin -FileExtension arhe -Assembly
“DSS.DocumentConverter.AuditRecords.dll” -Classname
“DSS.DocumentConverter.AuditRecords.HtmlConverter” -Parameters
@{"Xslt"="<installDir>\Plugins\Converters\ExtendedAuditTransform.xml"}

Add-DssAnalyticsConverterPlugin -FileExtension arpe -Assembly
“DSS.DocumentConverter.AuditRecords.dll” -Classname
“DSS.DocumentConverter.AuditRecords.PdfConverter” -Parameters
@{"Xslt"="<installDir>\Plugins\Converters\ExtendedAuditTransform.xml"}

Add-DssAnalyticsConverterPlugin -FileExtension arwe -Assembly
“DSS.DocumentConverter.AuditRecords.dll” -Classname
“DSS.DocumentConverter.AuditRecords.WordConverter” —-Parameters
@{"Xslt"="<installDir>\Plugins\Converters\ExtendedAuditTransform.xml"}
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4.9. HacTponka cucTteMbl OnoBeLleHUs

CoMN «Kpuntollpo DSS» no3BonseT HacTpouTb onoBelweHne [lonb3oBatenen u
OnepaTopoB O pasfiIMYHbIX COObITUAX CUCTEMbI. Takxe CcObbITUSE MOryT 3aHOCUTBLCS B XYypHan
Cepeuca AyaumTta. Cuctema oOnoBelweHUs HacTpamBaeTcs HesaBucumo aAnga  LUeHTpa
NoeHtudumkaummn n Cepsuca Mognucm mn pasnunyaercs Habopom cobbiTnii, 0 KOTOpbIX 6yayT
NPUXOANTb OMOBELLEHMUS.

OnoBselweHue Monb3oBaTtenen Tpebyet nogknoveHns UM n/mnm Cepsuca
Moanucm Kk SMS-wio3y onepaTtopa COTOBOW CBS3UM WM K MOYTOBOMY
cepBepy B COOTBETCTBMM CO CXEMOW pa3MeLLeHUS KOMIMOHEHTOB (CM
AokyMeHT XTAN.00046-03 90 02 Kpuntollpo DSS. Obuiee onucaHue) 1
B COOTBETCTBMWM C TpeboBaHMAMM K MOAK/OYEHUID K ceTaM obuero
Mosib30BaHMUA, OMUCaHHbIMU B Pasgene 10 OOKYMeHTa
XKTAN.00096-02 95 01 KpunTtollpo HSM. lNpasnna nonbL3oBaHUS.

Mpu HacTpolke cucTeMbl onoBelweHns TpebyeTcs 3agaTb WM HacTpouTb (CM. pasgen
4.9.5):

> TpaHCNOPTHbIN NarunH.
> TMnaruH ansg dopMmpoBaHusa coobLeHuni.
> Moaynb Ans paccbisikn yBEAOMIIEHWUNA.

TpaHCNOPTHbIA NAarvH OCYLLEeCTBASET HENOCPeACTBEHHYIO OTMNpPaBKy COO6LEHUI MO
SMS unu anekTpoHHoM noyTte. B yctaHoBky KpunTtollpo DSS BX0AMT HECKOJIbKO TPAHCMOPTHbIX
nJaarMHOB ANS OTNPaBKKU COO6LWEHMI Yepe3 pasnmyHble SMS W03kl U MO 3NEKTPOHHOM NouTe.
MoapobHee 0 TpaHCMOPTHbLIX NAarMHax MOXHO NpoynTaTh B pasgene 4.9.5.

MnarvH gna dopMMpoBaHUs cOObLLEHNIN OCYLLeCTBASET MOAFOTOBKY cooblieHns ans
oTnpaBkn. OCHOBHas 3agada nnarvHa chopMmmpoBaTb cooblleHMe B 3aBMCMMOCTM OT TuNa
cobbiTna, ot Tvna nonydatens (Monb3oBaTenb, Onepatop), OT Tuna TpaHcnopTa (SMS,
3/1eKTPOHHas noyra). B YCTaHOBKY KpunTtollpo DSS BXOAMUT naaruvH
DSS.MessageFormatter.dll.

Moaynb ANns paccbiikKn yBeAOMIEHWIA FPYNNMPYET TPAaHCNOPTHbIN MarnH U NaarvH ans
¢dhopMupoBaHmna coobLueHnn.

Cuctema yBeaoOM/IEHUI MO3BONSET WCMNOMNb30BaTb COBCTBEHHbLIE TPaHCMOPTHbIE
naarvHbl M NNarvHbl Ana gopMupoBaHua coobweHnin. NMNoagpobHee 0 HanMCaHUW MNAArMHOB
MOXHO npouunTaTb B PykoBoacTBe paspabotumka Kpuntollpo DSS. ®parmeHT paboTbl cUCTEMDI
onoBelweHus Kpuntolpo DSS npeacraeBneH Ha Puc. 31. Ha Hem m3obpaxeHo onoBeleHne
MNonb3oBaTenert, OnepatopoB, a Takxke CepBuca Ayauta O CO6bITUAX, FEHEpPUPYEMbIX
Cepsucom lMoanucwu.
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Puc. 31 — Cxema paboTbl CUCTEMbI ONOBELLEHUNS

Bce cobbiTusa, nponcxoasuwme B Kpuntollpo DSS, reHepupytoTcsa Cepsucom Moanmcn m
LeHTpoM NaeHTudurkaummn. NMoapobHee o HacTpomke 3TUX CobbITUIA CM. pa3aen 4.9.4.

Kaxxgoe cobbiTme mmeeT wabaoHbl OMOBELWEHUS, TEKCT KOTOPbIX MNPU KOPPEKTHOM
HaCTpOVIKe nnarmHoB wu Mo,qyne17| pPacCbl/iIK1, YNOMAHYTbIX BbIWE, MOXET 6bITb AO0CTaBJieH
pPa3/INyHbIM nosy4vatensM. TekcTbl WwabnoHoB coobleHnn MoryT 6biTb n3MeHeHbl. MoapobHee
0 HacTpomnke wabnoHoB coobweHnin o cobbiTUSAX cM. pasgen 4.9.5.7.

CYLLI,eCTBYET TP OCHOBHbIX HanpaB/1EHUA pa60Tb| CNCTEMbI OnoBeLleHnaA:

» OnoBeweHune Monb3oBatenen n Onepatopos (Paszagen 4.9.1).
> LWabnoHbl coobuweHun npu noaTBepxaeHnn onepauunni (Pasaen 4.9.2).
> LWabnoHbl cooblieHnin npu NoATBEPXAEHUM NPOU3BOSbHBLIX onepaunn (Pasaen 4.9.3).

4.9.1. lWa6noHbl co6biTUK nNpu  MHPOPMALMOHHOM
onoBeLweHnm

B naHHOM pa3gene onucaHo onoBelleHue Monb3oBatenen n Onepatopos DSS, koTopoe
SABNSETCA UCKAOUMTENbHO MH(pOPMALMOHHBIM M OCYyLeCcTBNseTCca vepe3 SMS-coobuieHuns
WAN 3NEKTPOHHYID NodTy. B 3Tux coobuweHunsax coaepxuTtcs wuHdbopMmaums o cobbiTusx,
npoucxoasawmnx kak Ha Cepsuce MNoanucu, Tak 1 Ha LeHTpe NaeHTudmkaumm Kpuntollpo DSS.

4.9.1.1. OnoBeweHue OnepaTtopoB

OnepaTtopbl DSS MoryT nosydyatb MH(pOpPMaLMOHHbIE COO6LIEeHna creaywmnummn
cnocobamu:

» 0O cobbiTusax Cepsuca MNMognmcm nocpencrtsom SMS-coobwenunin (Tabnunua 147);
» 0O cobbiTusax Cepsuca MNMognmcm nocpencrtsom Email-coobweHunn (Tabnmua 148);
» O cobbiTnax Llentpa NpeHTudmkaumm nocpeactsomMm SMS-coobwennii (Tabnuua 149).
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Tabnuua 147. OnoselweHne OnepaTtopoB 0 cobbiTnsax Cepsuca MNoanucy nocpeacTsom
SMS-coobuweHnin

UmMAa cobbiTus
TekcT wabsnioHa

EventType
RequestCreated Ons nonb3oatens {0:Login} 6b1 co3aaH 3anpoc Ha cepTudukar.
RequestDeletedAll Bce ceptudumkaTbl nonb3osatens {0:Login} 6b1m yaaneHsol.
RequestDeleted 3anpoc Ha ceptudukat nonb3oatens {0:Login} 6bin yaaneH.
CertificateCreated Ons nonb3oatensa {0:Login} 6bin1 BbiNyLeH cepTudmKar.
CertificateDeleted Ceptudukat nonb3osatens {0:Login} 6b1 yaaneH.
CertificateDeletedAll  Ceptudwukart nonb3oatens {0:Login} 6bin yaaneH.
CertificateHold JenctBue ceptudmkata nonb3oBartens {0:Login} npMocTtaHOB/EHO.
CertificateUnhold HenictBue ceptndmkaTta nonb3osatens {0:Login} Bo306HOBNEHO.

Ceptudumkart nonb3oatens {0:Login} 6bi1 0TO3BaH. MNMpuunHa:

CertificateRevoke {0:RevocationReason}.

Tabnuua 148. OnoseweHne OnepaTopoB 0 cobbITUAX CepBuca Mognnucu nocpeacTsoM
Email-coobuieHnunin

U] GG TekcT wabnoHa

EventType

Onsa nonb3oBatens {0:Login} 6bi1 co3aaH 3anpoc Ha cepTudurKar.
PaznununtenbHoe nms cybvekTa: {0:RequestSubject}.

RequestDeletedAll Bce ceptudmkaTbl nonb3oBatens {0:Login} 6bn yaaneHsbi.

3anpoc Ha cepTudukaT nonb3osatens {0:Login} 6bin yaaneH.
PaznuuntenbHoe nms cybbvekTa: {0:RequestSubject?}.

Ons nonb3osaTtens {0:Login} 6bin BbinyweH ceptudumkat. OTnedyaTok
ceptudukaTa: {0:Thumbprint}.

Ceptndukat nonb3osatens {0:Login} c otnevatkom {0:Thumbprint} 6bin

RequestCreated

RequestDeleted

CertificateCreated

CertificateDeleted

yAaneH.
CertificateDeletedAll sgg;zg)MKaT nonb3oBatens {0:Login} c otnevatkom {0:Thumbprint} 6bin
Dencteune ceptudmkarta nonb3osatens {0:Login} npnocraHoBneHo. [laTa
CertificateHold Bo3o6HoBNneHus gencreus: {0:HoldTime}. OTneuaTtok ceptudunkaTa:
{0:Thumbprint}.
CertificateUnhold OenictBue ceptudumkata nonb3sosatens {0:Login} Bo3o6HoBNEHO.

CepTtudukat nono3sosatens {0:Login} 6b11 oT03BaH. MNpuunHa:

CertificateRevoke {0:RevocationReason}. OtneyaTtok ceptudmkaTa: {0:Thumbprint}.

Tabnuua 149. OnoseweHne OnepaTopoB 0 cobbiTnAX LleHTpa NaeHTudurkaumm
nocpeacrtsoM SMS-coobueHumn

Uma cobbiTusa
TekcT wabnoHa

EventType
UserPhoneConfirmation Bbin noaTeepxaeH HoMmep TenedoHa {0:Phone}.
UserCreated CospaHa y4éTtHas 3anucbk. JlornH: {0:Login}.
UserCreateFail He ypnanocb co3gatb Y4éTHY 3anucb {0:Login}.
UserAccountChanged YuéTHag 3anucb {0:DelegateUserLogin} 6b1a nameHeHa.
UserAccountChangeFail He ypanocb nameHntb y4éTHyto 3anuck {0:DelegateUserLogin?}.
UserDeleted YuéTHasa 3anucb {0:DelegateUserLogin} 6bina yaanexa.
UserDeleteFail He yganocb yganutb y4é€TtHyto 3anmcb {0:DelegateUserLogin}.
AdminCreated CoszpaHune yuyéTtHom 3anucm agmnHmctpatopa {0:DelegateUserLogin}.

He yaanocb co3gaTb YYETHYHO 3anmMcb agMMHUCTpaTopa
{0:DelegateUserLogin}.

AdminDeleted YaanexHune y4étHon 3anmcu agmmHuctpatopa {0:DelegateUserLogin}.
AdminDeleteFail He.yp.anoa: yAamvTb YYETHYI0 3anmMcb agMMHUCTpaTopa
{0:DelegateUserLogin}.

YuéTtHasa 3anucb agMuHucTpaTopa {0:DelegateUserLogin} 6bina
M3MeHeHa.

He ynanocb n3MeHnTb YY4€THYIO 3anucb afAMUHUCTPATOpa
{0:DelegateUserLogin}.

AdminCreateFail

AdminAccountChanged

AdminAccountChangeFail

HKTAN.00096-02 92 02 KpunTtollpo DSS. PykoBoactso AGMUHUCTpaATOpa CrpaHuua 171 n3 286



4.9.1.2. OnoBeweHue NMonb3oBaTenen

Monb3oBaTenn DSS MoryT noaydyate MHpOpPMAaLMOHHbIE cOO6LIEeHUs cneayummm
cnocobamu:

» O cobbiTnsax Cepsuca Noanncu nocpeactsom SMS-coobuwennii (Tabnuuya 150);

O cobbiTnax Cepsuca Mognucm nocpeacrsoM Email-coobwerHunn (Tabnmua 151);

O cobbitnax Lentpa UaeHTudumnkaumm nocpeacteoM SMS-coobweHnn (Tabnmua 152);
O cobbiTuax Llentpa MoeHTudukaummn nocpeactsoM Email-coobuwennin (Tabnuua 153).

YV V V

Tabnuua 150. OnoseweHue Monb3oBaTtenei o cobbiTnax Cepsuca Moanncu
nocpencrtsom SMS-coobweHuin

NUma co6bbitna (EventType) TekcT wabnoHa

RequestCreated Ons Bac 6bln co3gaH 3anpoc Ha cepTudumkar.
RequestDeletedAll Bbinn yaaneHsl Bce Bawu 3anpockl Ha cepTudumkar.
RequestDeleted Bbln yaaneH 3anpoc Ha ceptudukar.
CertificateCreated Ansa Bac 6b11 BbiNyuwleH cepTudumkar.
CertificateDeleted Baw ceptudukat 6bi1 yaaneH.
CertificateDeletedAll Baw ceptundukaTt 6bin1 yaaneH.

CertificateUnhold Jenctene Bawero ceptudmkata BO306HOBAEHO.

Baw cepTudmkaT 6bin1 0TO3BaH. MpuunHa:

CertificateRevoke {0:RevocationReason}.

DocumentSignSuccess JOKYyMeHT ycnewHo noanmcaH.

DocumentSignFail He yaanocb nognucatb AOKYMEHT.
DocumentEncrypted JOKyMeHT ycnewHo 3awmndpoBaH.
DocumentEncryptionFail He ypanoch 3awmndpoBaTtb 4OKYMEHT.
DocumentDecrypted JOKYMEHT yCnewHo paclndgpoBaH.
DocumentDecryptionFail He ypanocb pacwmdpoBaTb AOKYMEHT.
CertificatePinChanged MnH-KOA N3MEHEH YCNELWHO.
CertificatePinChangeFail He yganocb M3MEHUTb MUH-KOA.
CertificateSetDefault CepTudukaTt N0 YMONYAHUIO YCMELIHO Ha3HaYeH.
CertificateSetDefaultFail He yganocb HasHauuTb cepTUdmMKaT N0 YMOSTYAHMUIO.
CertificateResetDefault CepTudurkaTt No YMOSYaHMIO yCnewHo copoLueH.
CertificateResetDefaultFail He ypanocb c6pocuTb cepTuduUKaT N0 YMOSTHAHUIO.
Certificatelnstalled CepTudumKaT yCreLwHo YCTaHOB/EH.
EnhanceSignature Moanncb ycoBepLleHCTBOBaHA.

CepTudurkaTy Ha3HauYeHO APYXXECTBEHHOE UMS :
{0:CertFriendlyName}.
He yoanocb Ha3HaunTb cepTuUdUKaTy APYXKECTBEHHOE

CertificateSetFriendlyName

CertificateSetFriendlyNameFail

nMms.
CertificateCreatedWithConfirmation Ons Bac 6b1 BbiNyweH ceptudumkar.
DocumentDecryptionWithConfirmation JOKYyMeHT ycrnewHo pacwngpoBaH.

Baw ceptudukat 6611 0T03BaH. MNMpuunHa:
{0:RevocationReason}.

[encrteBne Bawero ceptudunkarta 6b1710 NMPUOCTAHOBIIEHO.
[aTta Bo306HoBNeHus agencteums: {0:HoldTime}.

CertificateRevocationWithConfirmation

CertificateHoldWithConfirmation

CertificateUnholdWithConfirmation [JevictBne Bawero ceptudunkata BO306HOBAEHO.
CertificateDeleteWithConfirmation Baw ceptndukat 610 yoaneH.
RequestCreatedWithConfirmation Ons Bac 6b1n co3gaH 3anpoc Ha cepTudumkar.
PinChangedWithConfirmation MWH-KOA N3MEHEH yCnewHo.
CertificateDeleteAllWithConfirmation Bawwn ceptudukatol 661 yaaneHso.

DocumentSignWithConfirmationSuccess JOKyMeHT ycnewHo noanucaH.

Tabnuua 151. OnoseweHue lMonb3oBaTtenel o cobbiTnax Cepsuca Moanucm
nocpeactsoM Email-coobuweHunin

Umsa cobbiTna (EventType) TekcT wabnoHa

RequestCreated [Ons Bac 6bin co3gaH 3anpoc Ha ceptudukat. PasnuuntenoHoe
nms cybbekTa: {0:RequestSubject?}.
RequestDeletedAll Bbiin yaaneHbl Bce Bawu 3anpockl Ha cepTuduKaT.
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Uma cobbiTna (EventType) TekcT wabnoHa

RequestDeleted

Bbln yaaneH 3anpoc Ha ceptudgukat. PasnmuntensHoe nms
cybbekTa: {0:RequestSubject?}.

CertificateCreated

Ons Bac 6bin1 BbinyweH ceptudukaT. OTneyaTok ceptudukaTa:
{0:Thumbprint}.

CertificateDeleted

Baw ceptundukat c otneyatkoM {0:Thumbprint} 6bn yaaneH.

CertificateDeletedAll

Baw ceptndumkaT c otneyatkoMm {0:Thumbprint} 6bin yoaneH.

CertificateHold

[OernictBue Bawero ceptudurkata 66110 npuoctaHoBneHo. JaTa
B0306HOBNeHUs gencrteus: {0:HoldTime}. OTneuaTok
ceptudukaTa: {0:Thumbprint}.

CertificateUnhold

[Jencteune Bawero ceptudunkara Bo3obHoBneHo. OTnevaTok
ceptudpukata: {0:Thumbprint}.

CertificateRevoke

Baw ceptmndukaT 6b1n 0T03BaH. MNpuunHa: {0:RevocationReason?}.
Otnevatok ceptndukaTa: {0:Thumbprint}.

DocumentSignSuccess

JOKYMEHT ycrnewHo noanncax.

DocumentSignFail

He yaanocb nognucatb AOKYMEHT.

DocumentEncrypted JOKYMeHT ycnewHo 3awmndpoBaH.
DocumentEncryptionFail He yaanoch 3awmndpoBaTtb 4OKYMEHT.
DocumentDecrypted JOKYMEHT yCnewHo paclmndpoBaH.

DocumentDecryptionFail

He yaanocb pacwindpoBaTh AOKYMEHT.

CertificatePinChanged

MUH-KOA M3MEHEH yCrneLwHo.

CertificatePinChangeFail

He yaanocb M3MeHUTb NMUH-KOA.

CertificateSetDefault

CepTudUKaT MO YMOSTYAHMIO YCMELIHO Ha3HaYeH.

CertificateSetDefaultFail

He ynanocb HasHauuTb cepTudmMKaT N0 YMOSTHAHMUIO.

CertificateResetDefault

CepTudMKaT N0 YMOIYaHUIO YCMEeLHO COPOLLEH.

CertificateResetDefaultFail

He yaanocb c6pocuTb cepTMdMKAT Mo YMONYaHUIo.

Certificatelnstalled

CepTnudunkaT yCrnewHo YCTaHOBJIEH.

CertificateSetFriendlyName

CepTuduKaTy Ha3HaY€HO APY>XECTBEHHOE UMK :
{0:CertFriendlyName}.

CertificateSetFriendlyNameFail

He ypanocb HasHauuTb cepTudmKaTy ApY>KECTBEHHOE MMSI.

CertificateCreatedWithConfirma
tion

Ons Bac 6b1n BbinyweH ceptudunkaT. OTneyatok ceptudurkaTa:
{0:Thumbprint}.

DocumentDecryptionWithConfir
mation

JOKyMeHT ycrewHo paclwmdpoBaH.

CertificateRevocationWithConfir
mation

Baw ceptndukaT 66101 oTo3BaH. NpuunHa: {0:RevocationReason?}.
Otneyvatok ceptudukaTa: {0:Thumbprint}.

CertificateHoldWithConfirmatio
n

[Jerictene Bawero ceptudumkaTa 6b1710 NnpuocTaHoBneHo. [Jata
B0306HOBNEHMA gencteumsa: {0:HoldTime}. OTnevaTok
ceptudukata: {0:Thumbprint}.

CertificateUnholdWithConfirmat
ion

[encrtene Bawero ceptudmkarta Bo3obHoBneHo. OTrnevaTok
ceptudukata: {0:Thumbprint}.

CertificateDeleteWithConfirmati
on

Baw ceptudukat c otneyatkom {0:Thumbprint} 6bin yaaneH.

RequestCreatedWithConfirmatio
n

[na Bac 6bin co3gaH 3anpoc Ha cepTtudukat. PasnnuntenbHoe
mmsa cybbvekTa: {0:RequestSubject}.

PinChangedWithConfirmation

MnH-KOA4 M3MEHEeH ycrneLHo.

CertificateDeleteAllWithConfirm
ation

Bawuu cepTudmkaTel 661K yaaneHsbl.

DocumentSignWithConfirmation
Success

JOKyMeHT ycneuwHo noanucaH.

Tabnuua 152. OnoseweHue Monb3oBatenen o cobbITnAX LeHTpa MaeHTudurkaumm
nocpencrsomMm SMS-coobuweHuin

Uma co6biTusa (EventType) TekcT wabnoHa

UserPhoneConfirmation Bbin noaTBepxaeH HoMep TenedoHa {0:Phone}.
UserCreated Ons Bac co3gaHa yyétHas 3anuck. JlormH: {0:Login}.
UserAccountChanged Bawa y4éTtHas 3anucb 6bls1a n3MeHeHa.
UserAccountChangeFail He yaanocb M3MeHUTb YYETHYIO 3anuch.
UserPasswordChanged Maponb ans Bawen yyéTHoM 3anucu 6bin naMeHéH. HoBbIN
naponb: {0:Password}
UserPasswordChangeFail He ypanocb nameHnTb Naponb Ans Bawen y4éTHOM 3anncu.
UserPhoneChangeFail He ynanocb nameHntb HoMep TenedoHa.
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Uma cobbiTna (EventType) TekcT wabnoHa

UserPasswordReset Maponb ans Bawen yuéTtHon 3anncu 6bin cbpoeH. HoBbIN
naponb {0:Password}

UserDeleted Bawa y4éTtHas 3anuch 6bi1a yaaneHa.

UserCreatedByAdmin [Ons Bac 6blna co3gaHa yyeTHas 3anmcb. JIOruH:
{0:DelegateUserLogin}.

UserAuthenticationPassed Monb3oBaTenb yCrnewHo ayTeHTUMdMUmMpoBaH.

UserPhoneChanged Homep TenedoHa 6bi1 M3MeHeH. HoBbIM HOMep TenedoHa
{0:Phone}.

UserPhoneConfirmationOtp Baw ogHopa30BbIM Naposb 475 NOTABEPXAEHMSA HOMepa

TenedoHa: {0:0TP}
UserMobileAuthSecretKeyInfo Kog aktmBaumm kntoda B myDSS: {0:0TP}.
UserAirKeyAuthSecretKeyInfo Kog aktmBaumm kntoda B Airkey: {0:0TP}.

TestMessage TectoBoe coobuweHune (SMS)
SamlAuthMethodDeleted MeToa ayTeHTUdUKaummn SAML yaaneH.
SamlAuthMethodAssigned MeTtoa ayTeHTUdUKaumm SAML Ha3HaYeH.
OtpSmsAuthMethodDeleted MeTtog ayTeHTUdUKaummn no CMC yaaneH.
OtpSmsAuthMethodAssigned MeToa ayTeHTMdUKaumm no CMC Ha3Ha4yeH.
OAthAuthMethodDeleted MeTtop ayteHTUdUkaummn OAth yaaneH.
OAthAuthMethodAssigned MeTtog ayTeHTUdUKaumm OAth HasHaueH.
OtpEmailAuthMethodDeleted MeToa ayTeHTMdUKaAUNK NPY NOMOLLUU 3/IEKTPOHHOM MOYTbI
yAaneH.
OtpEmailAuthMethodAssigned MeToa ayTeHTUdUKaLMM NPU NOMOLLM SNEKTPOHHOM MOYThI
Ha3HayeH.
SimAuthMethodDeleted MeTog ayTeHTUdUKaummn SimAuth yaaneH.
SimAuthMethodAssigned MeToa ayTeHTUdUKaumm SimAuth Ha3HaueH.
MobileAuthMethodDeleted MeTtog ayTeHTUdKnKaummn MobileAuth yganeH.
MobileAuthMethodAssigned MeTtoa ayTeHTUdUKaumm MobileAuth HasHauyeH.
MtmoAuthMethodDeleted MeTog ayTeHTUdUMKaummn Mtmo yaaneH.
MtmoAuthMethodAssigned MeTtog ayTeHTUdUMKaumn Mtmo HasHauyeH.
MoAuthMethodDeleted MeToa ayTeHTUdUKaumm Mo yganeH.
MoAuthMethodAssigned MeTog ayTeHTUdUKaumMm Mo HasHa4veH.
AirkeyAuthMethodDeleted MeToa ayTeHTudUKaunm AirKey yaaneH.
AirkeyAuthMethodAssigned MeToa ayTeHTUdUKaumn AirKey HasHa4eH.
MyDssAuthMethodDeleted MeTtog ayTeHTUdUKaummn MyDss yaaneH.
MyDssAuthMethodAssigned MeTtog ayTeHTUdUKaumm MyDss Ha3Ha4eH.
IdOnlyAuthMethodDeleted MeTtoa ayTeHTUdUKaummn "Tonbko naeHTUdUKaumsa" yaaneH.
IdOnlyAuthMethodAssigned MeToa ayTeHTMdUKaummM "Tonbko naeHTudurkKauna" HasHayeH.
CertificateAuthMethodDeleted MeTog ayTeHTMdUKaAUNKM NO cepTudmKaTy yaaneH.
CertificateAuthMethodAssigned  MeToa ayTeHTMdMKaUNKM Mo cepTUDUKATY Ha3HaAYeEH.
PasswordAuthMethodDeleted MeToA4 ayTeHTMdUKaUMKM NO Napoio yaaneH.

PasswordAuthMethodAssigned MeToz ayTeHTMdUKALUMM NO NapoJIio Ha3HAYeH.

Tabnuua 153. OnoseweHune Monb3oBaTtenen o cobbiTUax LleHTpa MaeHTndukaunm
nocpeactsoM Email-coobuweHunin

Umsa cob6biTna (EventType) TekcTt wabnoHa

UserPasswordChanged Maponb ansa Bawen yyéTHoM 3anucu 6bin naMeHéH. HoBbIN
naponb: {0:Password}

UserPasswordReset MNaponb ans Bawen yyétHon 3anmncu 6bin cb6polieH. HoBbIN
naponb {0:Password?}.

UserPhoneChanged Homep TenedoHa 6bin nsmeHeH. HoBbii HOMep TenedoHa
{0:Phone}.

UserEmailConfirmationOtp Baw ogHOpa3o0BbIlf Naposb 4S5 NOTABEPXAEHMS aapeca
3NeKTpoHHOM nouyThl: {0:0TP}

UserEmailChanged AJpec 3/1eKTPOHHOM NoYyTbl M3MeHeH. HoBbili agpec {0:Email}.

UserMobileAuthSecretKeyInfo Kog aktmBaumm knoya B myDSS: {0:0TP}.
AuthenticationSchemeChanged CxeMa ayTeHTMdMKaunm 6bina M3MeHeHa.
UserAirKeyAuthSecretKeyInfo Kog aktmBaumm knwo4a B AirKey: {0:0TP}.

TestMessage TectoBoe coobuweHne (Email)
UserMobileAuthSendQrCodeByE B nucbMe cogepxutca QR-Koa C KNOYeBOW MHOGpPMaLMEN.
mail OTcKaHMpyliTe ero C NOMOLLbK NMpuIoXeHns myDss.
SamlAuthMethodDeleted MeTog ayTeHTMdUKaunm SAML yaaneH.
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Uma co6biTusa (EventType) TekcT wabnoHa

SamlAuthMethodAssigned MeTtoa ayTeHTUdUKaumm SAML Ha3HauYeH.
OtpSmsAuthMethodDeleted MeTtoa ayTeHTUdKnKaummn no CMC yaaneH.
OtpSmsAuthMethodAssigned MeTtog ayTeHTUdUKaumm no CMC Ha3HaYeH.
OAthAuthMethodDeleted MeTtoa ayteHTudunkaummn OAth yaaneH.
OAthAuthMethodAssigned MeTtoa ayTeHTUdUnKaumm OAth HasHaueH.
OtpEmailAuthMethodDeleted MeToa ayTeHTUdUKaLUMM Npu NOMOLLM SNEKTPOHHOM MOYThI
yOaneH.
OtpEmailAuthMethodAssigned MeToa ayTeHTUdUKaUMM NpU MNOMOLLM SNEKTPOHHOM NOYThI
Ha3Ha4yeH.
SimAuthMethodDeleted MeToa ayTeHTUdUKaummn SimAuth yaaneH.
SimAuthMethodAssigned MeTtog ayTeHTUdUKaumm SimAuth HasHayeH.
MobileAuthMethodDeleted MeToa ayTeHTMdUKaunm MobileAuth yaaneH.
MobileAuthMethodAssigned MeTtoa ayTeHTUdKMKaumm MobileAuth HasHauveH.
MtmoAuthMethodDeleted MeTog ayTeHTUdUKaummn Mtmo yaaneH.
MtmoAuthMethodAssigned MeTtoa ayTeHTUdUKaumMn Mtmo HasHauyeH.
MoAuthMethodDeleted MeToa ayTeHTUdUKaumn Mtmo yaaneH.
MoAuthMethodAssigned MeToa ayTeHTUdUKaumMm Mo Ha3HaYeH.
AirkeyAuthMethodDeleted MeToa ayTeHTudUKaunm AirKey yaaneH.
AirkeyAuthMethodAssigned MeToa ayTeHTUdUKaunm AirKey HasHayeH.
MyDssAuthMethodDeleted MeTtog ayTeHTUdUKaumn MyDss yaaneH.
MyDssAuthMethodAssigned MeToa ayTeHTUdUKaunm MyDss Ha3Ha4yeH.
IdOnlyAuthMethodDeleted MeTtog ayTeHTUdUKaumm "Tonbko naeHTudbukauma" yaganeH.
IdOnlyAuthMethodAssigned MeTtoa ayTeHTUdUKaummn "Tonbko naeHTUdUKaumsa" HasHadeH.
CertificateAuthMethodDeleted MeTog ayTeHTUdUKauMmn No ceptTudukaTy yaaseH.
CertificateAuthMethodAssigned = MeTog ayTeHTUdMKaLMN N0 cepTUDUKATY Ha3HAYEH.
PasswordAuthMethodDeleted MeToa ayTeHTUdUKaALMM NO Naposio yaaneH.
PasswordAuthMethodAssigned MeTog ayTeHTUdUKaUMm No Naposao Ha3Ha4eH.

Hactpoika onoBeweHus MNMonb3osatenen n/mnn Onepatopos DSS nocpeactsomM SMS-
coobweHnn npuBeaeHa B Paszpene 4.9.5.5.

HacTtpoinka onoBeweHnsa [lonb3osatenen wu/mnm OnepatopoB DSS nocpeacTsoMm
Co0b6LLEHNN 3NEKTPOHHOM NoYThl NpuBeaeHa B Pasaene 4.9.5.6.

TekcTbl wabnoHos coobweHnn MoryT 6biTb M3MeHeHbl. lMogpobHee o0 HacTpownke
wabnoHoB coobuweHnn o cobbiTusax cMm. pasgen 4.9.5.7.

4.9.2. Wa6noHbl coO6WEHMA nNpU NOATBEPXKAEHUMU
onepauuvm

B AaHHOM pa3gene onucaHbl WabnoHbl coobLeHnin, KoTopble nony4yatoT Monb3oBatenu
DSS npu noaTBepxXxAeHuM onepaumi. B 3Tux cooblieHnax coaepxuTtcs uHdopMauusa o
cobbITUAX, reHepupyeMbiX LeHTpoM WaeHTudbwukaummn Kpuntollpo DSS B 3aBUCMMOCTU OT
HaCTPOEHHOro MeToda ayTeHTUduKaumm:

> [oaTeBep)xaeHue onepauunini Npm NnoMowm annneta Ha SIM-kapte (SimAuth) - Tabnuua
154;

> T[loaTeBepxaeHne onepaunii npu  noMowm MobunbHOro npunoxeHuns myDSS
(MobileAuth) - Tabnnua 155;

» [oaTeBepxaeHwe onepauuin  npu  nomowm MobunbHoro npunoxeHus AirKey

(AirKeyAuth) - Tabnuua 156;

MoaTeepxxaeHne onepaumn npm nomowm SMS-coobwenunn (SMS) - Tabnuua 157;

> T[oaTeepxaeHwne onepaunit npm nomowm Email-coobwenunin (Email) - Tabnuua 158;

> T[oaTeBepxaeHue onepaunii npu nomowm PytokeH MnarmH (RuTokenAuth) - Tabnnua
159;

Y

Takxe OoTAeNbHO HacTpauBakrTcsa coobueHus, oTobpaxaemble B Beb-uHtepdeiice
MNMonb3oBaTensa nNpu noaTeepxaeHun onepaunii (Challenge) — Tabnnua 160.
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Tabnuua 154. NoareepxxaeHne onepaumin Nnpu NoMoLKM annneta Ha SIM-kapTe

UmMAa cobbiTus
EventType
SecondaryAuthSign

(SimAuth)

TekcT WwabnoHa

Moanucek gokymeHTta. {0:Documentinfo}. Tun nognucu:
{0:SignatureType}. Ceptudukat: {0:CertFriendlyName}.

SecondaryAuthSignDocs

Moanuck gokymeHToB. Tun noanucu: {0:SignatureType}.
Ceptudumkar: {0:CertFriendlyName}.

SecondaryAuthDecrypt

PacwmndposaHne pokymeHta {0:Documentinfo}. Ceptudukar:
{0:CertFriendlyName}.

SecondaryAuthCreateRequ
est

Co3gaHue 3anpoca Ha ceptudukaT. MNapameTpbl cepTudmkaTa:
{0:CertSubjectName}, YL: {0:CAName}, wabnoH ceptndunkaTa:
{0:CertTemplateName}.

SecondaryAuthChangePin

M3MeHeHMe NnH-Koaa Ha cepTudukaT. Ceptudukar:
{0:CertFriendlyName}.

SecondaryAuthRenewCert

O6HoBneHue ceptudurkaTa. NapameTpbl cepTudmrkaTa:
{0:CertSubjectName}, YL: {0:CAName}, wabnoH ceptudumnkaTa:
{0:CertTemplateName}.

SecondaryAuthRevokeCert

OT3bIB cepTudumkata. Ceptndukat: {0:CertFriendlyName}.

SecondaryAuthHoldCert

MpuocTtaHoBneHne ceptudukata. Ceptndukart: {0:CertFriendlyName}.

SecondaryAuthUnholdCert

Bo3o6HoBneHue ceptudmkata. Ceptudumkat: {0:CertFriendlyName?.

SecondaryAuthDeleteCert

Ypnanenune ceptudukarta. Ceptudukar: {0:CertFriendlyName}.

SecondaryAuthDeleteCerts

YaaneHve Bcex cepTuduKaTos.

SecondaryAuthLogin

MoaTBepaunTe onepauuto Bxoaa nonb3oBatens. MaeHTudukaTop
3anpoca {0:Sessionld}

Tabnunua 155. MoareepxaeHne onepaunii Npu NMOoMoLwm MoObUIBLHOIro NMPUNOXEHUS

Uma cobbiTuna
EventType

myDSS (MobileAuth)

TekcT wabnoHa

MobileAuthTransactionConf {0:Documentinfo}. NoaTBepanTte onepauuto.

irmation

MobileAuthUserEnterConfir
mation

nOATBepAMTe onepauuio BXoada nosb3oBaTend.

SecondaryAuthSign

Moanucb gokymeHTa. {0:Documentinfo}. Tun noanucu:
{0:SignatureType}. Ceptudukat: {0:CertFriendlyName}.

SecondaryAuthSignDocs

Moanuce aokyMeHTOB. Tun noanucu: {0:SignatureTypes}.
Ceptudumkar: {0:CertFriendlyName}.

SecondaryAuthDecrypt

PacwmndposaHne gokymeHta {0:Documentinfo}. Ceptudukar:
{0:CertFriendlyName}.

SecondaryAuthCreateRequ
est

CospaHue 3anpoca Ha ceptudukaT. NapameTpbl cepTudmkaTa:
{0:CertSubjectName?}, YL: {0:CAName}, wabnoH ceptudumnkaTa:
{0:CertTemplateName}.

SecondaryAuthChangePin

MN3MeHeHMe NnH-Kkoaa Ha cepTudukaT. CepTmudukar:
{0:CertFriendlyName}.

SecondaryAuthRenewCert

O6HoBneHue cepTudukarta. NapameTpbl cepTndmrkaTa:
{0:CertSubjectName?}, YL: {0:CAName}, wabnoH ceptudumnkaTa:
{0:CertTemplateName}.

SecondaryAuthRevokeCert

OT13biB cepTndumkaTa. Ceptudumkar: {0:CertFriendlyName?.

SecondaryAuthHoldCert

MpunoctaHosneHne ceptudukarta. Ceptudumkat: {0:CertFriendlyName3}.

SecondaryAuthUnholdCert

Bo3o6HoBneHue ceptudmkata. Ceptudumkat: {0:CertFriendlyName?.

SecondaryAuthDeleteCert

YpaneHue ceptudukarta. Ceptudukat: {0:CertFriendlyName}.

SecondaryAuthDeleteCerts

YpnaneHune Bcex cepTudmMKaToB.

SecondaryAuthLogin

MoaTeBepauTe onepaunio Bxoda nosib3oBaTens. aeHTudnkaTtop
3anpoca {0:Sessionld}

Tabnuua 156. NoaTBepxaeHue onepaumn npyn noMmowwmn nnatdopmbl Kpuntollpo

Nma cobbiTnsa

(EventType)

AirKey (AirKeyAuth)

TekcT WwabnoHa

SecondaryAuthSign

Moanuce pgokymeHTta. {0:Documentinfo}. Tun noanucu:
{0:SignatureType}. Ceptudukat: {0:CertFriendlyName}.
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Uma cobbiTus
TekcT wabnoHa

EventType
SecondaryAuthSignDocs Moanuck gokymeHToB. Tun noanucu: {0:SignatureType}.
Ceptudukar: {0:CertFriendlyName}.
SecondaryAuthDecrypt PacwundposaHme gokymeHta {0:DocumentlInfo}. Ceptudukar:

{0:CertFriendlyName}.

SecondaryAuthCreateRequ Co3paHue 3anpoca Ha cepTudukar. lNapameTpbl cepTudmkaTta:

est {0:CertSubjectName}, YL: {0:CAName}, wabnoH ceptndunkara:
{0:CertTemplateName}.

SecondaryAuthChangePin M3MeHeHue nnH-Koga Ha cepTudukaT. CepTudunkar:
{0:CertFriendlyName}.

SecondaryAuthRenewCert  O6HoBneHue ceptudukaTa. NMapameTpbl cepTudmkaTa:
{0:CertSubjectName}, YL: {0:CAName}, wabnoH ceptndunkara:
{0:CertTemplateName}.

SecondaryAuthRevokeCert  OTt3biB cepTndukaTa. Ceptndpukat: {0:CertFriendlyName}.

SecondaryAuthHoldCert MpuocTtaHoBneHne ceptudukata. Ceptndukart: {0:CertFriendlyName}.

SecondaryAuthUnholdCert  Bo3o6HoBneHue ceptudumkarta. Ceptudukat: {0:CertFriendlyName}.

SecondaryAuthDeleteCert Yaanenune ceptudmkata. Ceptudukart: {0:CertFriendlyName?.

SecondaryAuthDeleteCerts YnaneHue Bcex cepTU@UKATOB.

AirKeyAuthTransactionConf {0:DocumentInfo}. NoaTBepanTe onepauuio.

irmation

AirKeyAuthUserEnterConfir MoaTBepauTe onepauumio BXoAa Nnosib3oBaTesns.

mation

SecondaryAuthLogin MoaTBepauTe onepaunio Bxoaa nonb3oBartens. MaeHtudukaTop

3anpoca {0:Sessionld}

Tabnuua 157. MNMoarsepxaeHne onepaumin Npu nomowm SMS-coobuweHunin (SMS)

Uma co6biTusa (EventType) TekcT wabsoHa

oTP {0:Documentinfo}. Baw oaHOpa30BbIl Naposib 418
noaTeepxaeHus onepauun: {0:0TP}

UserPhoneConfirmation Bbin noaTeepxaeH Homep TenedoHa {0:Phone}.

UserCreated Ons Bac cozpgaHa y4étHas 3anuck. JloruH: {0:Login}.

UserAccountChanged Bawa y4éTHasa 3anucb 6bls1a U3MEeHeHa.

UserAccountChangeFail He yaanocb U3MeHUTb YYETHYIO 3anuchk.

UserPasswordChanged Maponb ans Bawen yyéTHoM 3anucu 6bin n3MeHEH. HoBbIN
naponb: {0:Password}

UserPasswordChangerFail He ypanocb nameHnTb Naponb Ans Bawen y4éTHOM 3anncu.

UserPhoneChangeFail He yganocb n3aMeHUTb HOMep TenedoHa.

UserPasswordReset Maponb ans Bawen yuyétHon 3anucu 6b1n cbpolwieH. HoBbin
naponb {0:Password}

UserDeleted Bawa y4éTtHas 3anuck 6bi1a yaaneHa.

UserEnterConfirmation Baw oaHopasosbii naponb ans sxoga: {0:0TP}

UserCreatedByAdmin Onsa Bac 6bina co3agaHa yyeTHas 3anuck. JIornH:
{0:DelegateUserLogin}.

UserAuthenticationPassed MNMonb3oBaTenb yCrnewHo ayTeHTUPULMPOBAH.

UserPhoneChanged Homep TenedoHa 6bin n3MeHeH. HoBbIn HOMep TenedoHa
{0:Phone}.

UserPhoneConfirmationOtp Baw oaHopa30BbI Naposb 418 NOTABEPXAEHUS HOMepa
TenedoHa: {0:0TP}

UserMobileAuthSecretKeyInfo Kog aktmBauum knwo4ya B myDSS: {0:0TP}.

MobileAuthTransactionConfirma <{0:DocumentInfo}. MoaTBepanTe onepauuio.

tion

MobileAuthUserEnterConfirmati  MoaTBepanTe onepaunto Bxoda nosib3oBaTtens.

on

SecondaryAuthSign Moanuce gokymenTa. {0:DocumentInfo}. Tun noanucu:
{0:SignatureType}. Ceptudukat: {0:CertFriendlyName}.
BBeauTe 0AHOPA30BbIM MNaposib A5 NOATBEPXKAEHUS onepaumn:
{0:0TP}

SecondaryAuthSignDocs Moanuce gokymeHToB. Tun noanucu: {0:SignatureType}.
Ceptudumkar: {0:CertFriendlyName?}. Beeante ogqHOpPa3oBbIn
naponb ans noarsepxaeHus onepaumn: {0:0TP}.
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Uma co6biTusa (EventType) TekcT wabnoHa

SecondaryAuthDecrypt PacwndposarHue gokymeHTta {0:DocumentiInfo}. CepTudukar:
{0:CertFriendlyName}. Beeaute ogqHOpa30BbIM Napofb A1
noaTeepxaeHuns onepauunn: {0:0TP}.

SecondaryAuthCreateRequest Co3paHue 3anpoca Ha cepTudukaT. NapameTpbl cepTudmKkaTa:
{0:CertSubjectName}, YL: {0:CAName}, wabnoH ceptndunkaTa:
{0:CertTemplateName}. BBegnte ogHOpa30BbI Naposb AN
noaTeepxaeHns onepauunn: {0:0TP}.

SecondaryAuthChangePin MN3MeHeHMe NuH-Koaa Ha cepTudukat. CeptTmudukar:
{0:CertFriendlyName}. Beegute ogHOpa30BbIM Naposb A4
noaTeepxaeHuns onepauunn: {0:0TP}.

SecondaryAuthRenewCert O6HoBneHne ceptudukara. NMapameTpbl cepTudukara:
{0:CertSubjectName}, YLI: {0:CAName}, wabnoH ceptudukaTa:
{0:CertTemplateName}. BBegnte ogHopa30BbIl Naponb AN
noaTeepxaeHns onepauunn: {0:0TP}.

SecondaryAuthRevokeCert OT3bIB cepTudumkata. Ceptudukart: {0:CertFriendlyName}.
BeBeauTe 04HOPa30BbIN Maposib ANS NOATBEPXAEHUS onepaunn:
{0:0TP}.

SecondaryAuthHoldCert MpuocTtaHoBneHne ceptudunkarta. Ceptudukar:

{0:CertFriendlyName}. Beeaute ogHOpa30BbIl Naposb A4
noaTeepxaeHuns onepauunn: {0:0TP}.

SecondaryAuthUnholdCert Bo3obHoBneHune ceptudukarta. Ceptudukar:
{0:CertFriendlyName}. Beeaute ogHOpa30BbIl Naposb A4
noaTeepxaeHuns onepauunn: {0:0TP}.

SecondaryAuthDeleteCert YaaneHune ceptudumkata. Ceptudukat: {0:CertFriendlyName}.
BeBeante oaHOpa3o0BbIli Naposb A5 NOATBEPXAEHUS onepauunm:
{0:0TP}.

SecondaryAuthDeleteCerts YaaneHue Bcex cepTudukaTos. BBeante ogHOpa3oBbIin Naposb

Ans noareepxaenms onepaumn: {0:0TP}.
UserAirKeyAuthSecretKeyInfo Kog aktmBaumm kntoda B AirkKey: {0:0TP}.

SecondaryAuthLogin NaoeHTndukatop 3anpoca {0:Sessionld}. Baw oaHOpa3oBbIN
naposib ansa sxoga: {0:0TP}
TestMessage TectoBoe coobuieHmne (SMS)
SamlAuthMethodDeleted MeTtoa ayTeHTUdUKaummn SAML yaaneH.
SamlAuthMethodAssigned MeTtoa ayTeHTUdUKaumm SAML Ha3HayeH.
OtpSmsAuthMethodDeleted Metog ayTeHTMdUKaumm no CMC yganeH.
OtpSmsAuthMethodAssigned MeTtoa ayTeHTUdKMKaumm no CMC Ha3Ha4eH.
OAthAuthMethodDeleted MeTtoa ayTeHTUdUKaummn OAth yaaneH.
OAthAuthMethodAssigned Metog ayteHTMdukaumm OAth HasHaueH.
OtpEmailAuthMethodDeleted MeToa ayTeHTUdUKaALMM NPU NMOMOLLM SNEKTPOHHOM MOYThI
yAaneH.
OtpEmailAuthMethodAssigned MeToa ayTeHTMdUKaAUNU NPU NOMOLLUWN 3/IEKTPOHHOM MOYTbI
Ha3Ha4eH.
SimAuthMethodDeleted Metoa ayTeHTMdUKaummn SimAuth yaaneH.
SimAuthMethodAssigned Metoa ayTeHTMdUKaumm SimAuth HasHaueH.
MobileAuthMethodDeleted MeTtoa ayTeHTUdUKaummn MobileAuth yaaneH.
MobileAuthMethodAssigned MeTtog ayTeHTUdUKaumm MobileAuth HasHauveH.
MtmoAuthMethodDeleted Metoa ayTeHTMdUKaunmm Mtmo ynaneH.
MtmoAuthMethodAssigned MeTtoa ayTeHTUdUMKaumMn Mtmo Ha3HauyeH.
MoAuthMethodDeleted MeTtog ayTeHTUdUKaumm Mo yganeH.
MoAuthMethodAssigned MeToa ayTeHTMdUKaunMm Mo HasHa4yeH.
AirkeyAuthMethodDeleted MeTog ayTeHTMdUKaunm AirkKey yaaneH.
AirkeyAuthMethodAssigned MeTog ayTeHTUdUKaummn AirKey HasHa4eH.
MyDssAuthMethodDeleted MeTog ayTeHTudMKaumm MyDss yaaneH.
MyDssAuthMethodAssigned MeTog ayTeHTMdUKauMnM MyDss Ha3Ha4yeH.
IdOnlyAuthMethodDeleted MeToa ayTeHTMdUKaummn "Tonbko naeHtTudukaumsa" yaaneH.
IdOnlyAuthMethodAssigned MeToa ayTeHTUdUKaumm "ToNbKo naeHTUdMKaumsa" HasHavyeH.
CertificateAuthMethodDeleted MeTog ayTeHTMdUKaAUNKM NO cepTudmKaTy yaaneH.
CertificateAuthMethodAssigned = MeTtog ayTeHTudmKaumm no ceptudurkaTy Ha3Ha4veH.
PasswordAuthMethodDeleted MeToa ayTeHTUdMKaLMM NO NApPONI0 yaaseH.

PasswordAuthMethodAssigned MeToz ayTeHTMdUKALMM NO NApOJIK0 HAa3HAYeH.
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Tabnuua 158. NoareepxaeHne onepaumin npu nomowm Email-coobuweHnin (Email)

Uma cobbiTna (EventType) TekcTt wabnoHa

oTP {0:DocumentInfo}. Baw oaHOpa30BbIf Naposib 4519 NOATBEPXKAEHUS
onepauun: {0:0TP}.

UserPasswordChanged Maponb Ans Bawen yyéTHoNn 3anucu 6b1n n3aMeHEH. HoBbIM Naporb:
{0:Password}

UserPasswordReset Maponb Ans Bawen yyéTHol 3anuncu 6bin cbpolleH. HoBbIl naponb
{0:Password}.

UserPhoneChanged Homep TenedoHa 6bis1 ameHeH. HoBbIM HOMep TenedoHa

{0:Phone}.

UserEnterConfirmation

Baw ogHopas3oBbi napoab ansa exoga: {0:0TP}.

UserEmailConfirmationOtp

Baw oaHopas3o0BbIM Napo/b A8 NOTABEPXKAEHWNSA afpeca
anekTpoHHoM noytbl: {0:0TP}

UserEmailChanged

AApec 3/1eKTPOHHON NoYTbl n3MmeHeH. Hoebilh agpec {0:Email}.

UserMobileAuthSecretKeylInfo

Koa aktmBauum kntova B myDSS: {0:0TP}.

AuthenticationSchemeChange
d

Cxema ayTeHTMdMKaunmn 6bina n3MeHeHa.

SecondaryAuthSign

Moanuceb gokymeHTta. {0:Documentinfo}. Tun noanucu:
{0:SignatureType}. Ceptudumkar: {0:CertFriendlyName?}. Beeaute
O0AHOpPAa30BbIN Naposib Ans noaTeepxaeHmsa onepaumn: {0:0TP}

SecondaryAuthSignDocs

Moanuce gokymeHToB. Tun noanucu: {0:SignatureType}.
Ceptudukar: {0:CertFriendlyName}. BBeante ogHOpa3oBbii
naposib ans noagreepxaenmsa onepaummn: {0:0TP}.

SecondaryAuthDecrypt

PacwundposaHme gokymeHta {0:DocumentInfo}. Ceptudukar:
{0:CertFriendlyName}. BeegnTe og4HOpa3oBbI Naposb 414
noaTeepxaeHus onepauun: {0:0TP}.

SecondaryAuthCreateRequest

Co3paHue 3anpoca Ha ceptudukaT. MNapameTpbl cepTudukaTa:
{0:CertSubjectName}, YL: {0:CAName}, wabnoH ceptndunkaTa:
{0:CertTemplateName}. BBeante ogHOpa30BbIl Naposb Ans
noaTeepxaeHus onepauun: {0:0TP}.

SecondaryAuthChangePin

MN3MeHeHMe nnH-Koda Ha cepTudukaT. CepTudunkar:
{0:CertFriendlyName}. BBegnte oaHopas30BbI Naposb AN
noaTeepxaeHus onepaumn: {0:0TP}.

SecondaryAuthRenewCert

O6HoBNeHne cepTudmrkaTa. NapameTpbl cepTudmkaTa:
{0:CertSubjectName}, YL: {0:CAName}, wabnoH ceptndunkaTa:
{0:CertTemplateName}. BBeaute ogHopa30BbIl Naposb ANs
noaTeepxaeHus onepauun: {0:0TP}.

SecondaryAuthRevokeCert

OT13biB cepTudumkaTa. Ceptudukar: {0:CertFriendlyName}.
BBeavTe o4HOPa30BbIN Naposb ANS NOATBEPXAEHUS onepaunn:
{0:0TP}.

SecondaryAuthHoldCert

MpuoctaHoeneHne ceptudukata. Ceptudukar:
{0:CertFriendlyName}. BBegnte oaHopa30BbI Naposb ANs
noareepxaeHus onepaumn: {0:0TP}.

SecondaryAuthUnholdCert

Bo3o6HoBneHue ceptudmkata. Ceptudumkar:
{0:CertFriendlyName}. Beegnte ogHOpa30BbI Naposb AN
noaTeepxaeHus onepauun: {0:0TP}.

SecondaryAuthDeleteCert

YpnaneHune ceptudpukarta. Ceptudukar: {0:CertFriendlyName}.
BBeauTe o4HOpa30BbIM NApoib ANs NOATBEPXAEHMUS onepauumn:
{0:0TP}.

SecondaryAuthDeleteCerts

YpaneHune Bcex ceptudukaTos. BeBeante ogHoOpa3oBbIn Naposib Ans
noarsepxaeHus onepaumn: {0:0TP}.

UserAirKeyAuthSecretKeyInfo

Kog aktmBaumm kntoya B Airkey: {0:0TP}.

SecondaryAuthLogin

MoeHTudukaTtop 3anpoca {0:Sessionld}. Baw ogHopa3oBblii
naposb ans sxoga: {0:0TP}

TestMessage TectoBoe coobuweHne (Email)
UserMobileAuthSendQrCodeB B nucbMe cogepxuntcsi QR-koa ¢ Kno4yeBon nHodppmaumen.
yEmail OTCcKaHUpynTe ero ¢ NoOMOoLLbio NpuIoXeHns myDss.

SamlAuthMethodDeleted

MeToa ayTeHTMdMKaunm SAML yaaneH.

SamlAuthMethodAssigned

MeTtog ayTeHTUdUKaumn SAML Ha3Ha4eH.

OtpSmsAuthMethodDeleted

MeTtoa ayTeHTUdUKaumm no CMC yaaneH.

OtpSmsAuthMethodAssigned

MeTtog ayteHTUdukaumm no CMC Ha3Ha4eH.

OAthAuthMethodDeleted

Metoa ayTeHTMdunKaunm OAth ypaneH.

OAthAuthMethodAssigned

MeTtoa ayTeHTUdUKaumn OAth HasHaueH.

OtpEmailAuthMethodDeleted

MeToa ayTeHTMdMKAUMM NPU MOMOLLM SNEKTPOHHOW MOYThI yAaseH.
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UmMma cobbiTna (EventType) TekcTt wabnoHa

OtpEmailAuthMethodAssigned MeToa ayTeHTUdMKaALMM NMPU NOMOLLM SMIEKTPOHHOM NOYTbI
Ha3Ha4yeH.

MeTopa ayTeHTUdUKaumn SimAuth yaaneH.

MeToa ayTeHTMdUKaumm SimAuth HasHayeH.

MeTtoa ayTeHTUdUKaumn MobileAuth yaaneH.

MeToa ayTeHTUdUKaumn MobileAuth Ha3HaueH.

MeToa ayTeHTUdUKaumm Mtmo yaaneH.

MeTog ayTeHTUdUKaumm Mtmo Ha3HauyeH.

MeToa ayTeHTMdDUKaunm Mtmo yaaneH.

MeToa ayTeHTUdUKaumMn Mo Ha3HayeH.

MeTtoa ayTeHTUdUKaummn AirKey yaaneH.

MeToa ayTeHTMdUKaunm AirKey HasHauyeH.

MeTtopn ayteHTUdUKaumn MyDss yaaneH.

MeToa ayTeHTUdUKaumn MyDss Ha3Ha4eH.

MeToa ayTeHTUdUKaumn "Tonbko naeHTudmkaumsa" yaaneH.
MeToa ayTeHTUdUKaumn "TonbKo naeHTudurkaumsa" HasHayeH.
MeToa ayTeHTMdUKaAUMM NO cepTUdmKaTy yaaneH.

MeToa ayTeHTUdUKaLUM MO CepTUPUKATY Ha3HAYEH.

SimAuthMethodDeleted
SimAuthMethodAssigned
MobileAuthMethodDeleted
MobileAuthMethodAssigned
MtmoAuthMethodDeleted
MtmoAuthMethodAssigned
MoAuthMethodDeleted
MoAuthMethodAssigned
AirkeyAuthMethodDeleted
AirkeyAuthMethodAssigned
MyDssAuthMethodDeleted
MyDssAuthMethodAssigned
IdOnlyAuthMethodDeleted
IdOnlyAuthMethodAssigned
CertificateAuthMethodDeleted
CertificateAuthMethodAssigne
d
PasswordAuthMethodDeleted MeToa ayTeHTUdUKaLUM MO Napoo yaaneH.
PasswordAuthMethodAssigned MeToa ayTeHTUdUKaULMKM MO NApOJI0 HAa3HAYEH.

Tabnuua 159. NoaTBepxaeHue onepaumin Nnpu noMowm PyTokeH MniarnH
(RuTokenAuth)
Uma cobbiTusa

EventType
SecondaryAuthSign

TekcT wabnoHa

Moanucek gokymeHTta. {0:Documentinfo}. Tun noanucu:
{0:SignatureType}. Ceptudukat: {0:CertFriendlyName}.
Moanuce gokymeHToB. Tun noanucu: {0:SignatureType}.
Ceptudukar: {0:CertFriendlyName}.

PacwmndposaHmne gokymeHTta {0:Documentinfo}. Ceptudukar:
{0:CertFriendlyName}.

SecondaryAuthCreateRequ Co3gaHue 3anpoca Ha ceptudukar. NapameTpbl cepTudmkaTa:
est {0:CertSubjectName}, YL: {0:CAName}, wabnoH ceptndunkaTa:
{0:CertTemplateName?}.

MN3MeHeHne nnH-Kkoaa Ha cepTudukaT. Ceptudunkar:
{0:CertFriendlyName}.

O6HoBneHune ceptudmkarta. NapameTpbl cepTndmkaTa:
{0:CertSubjectName}, YL: {0:CAName}, wabnoH ceptndunkaTa:
{0:CertTemplateName}.

OT13biB cepTudumkaTa. Ceptudumkar: {0:CertFriendlyName}.

SecondaryAuthSignDocs

SecondaryAuthDecrypt

SecondaryAuthChangePin

SecondaryAuthRenewCert

SecondaryAuthRevokeCert

SecondaryAuthHoldCert

MpuoctaHosnenne ceptudukarta. Ceptueukat: {0:CertFriendlyName3}.

SecondaryAuthUnholdCert

Bo3o6HoBneHne ceptudumkarta. Ceptudukat: {0:CertFriendlyName}.

SecondaryAuthDeleteCert

YpaneHune ceptudumkaTa. Ceptndukar: {0:CertFriendlyName}.

SecondaryAuthDeleteCerts

YpaneHue Bcex CepTudmKaTos.

SecondaryAuthLogin

MoaTeBepauTe onepauuto Bxoga nonb3osartens. MaeHTudukaTop
3anpoca {0:Sessionld}.

Tabnnua 160. CoobweHunsn, otobpaxaemble B Beb-nHrtepdence NMonblosartensa npu

Nma cobbiTnsa
EventType

SecondaryAuthSign

noaTeepxxaeHun onepaunin (Challenge)

TekcT wabnoHa

Moanucek gokymeHTta. {0:Documentinfo}. Tun nognucu:
{0:SignatureType}. Ceptudukat: {0:CertFriendlyName}.

SecondaryAuthSignDocs

Moanucek gokymeHToB. Tun noanucu: {0:SignatureType}.
Ceptudumkar: {0:CertFriendlyName}.

SecondaryAuthDecrypt

PacwmndposaHne pokymeHta {0:Documentinfo}. Ceptudumkar:
{0:CertFriendlyName}.

SecondaryAuthCreateRequ
est

Co3gaHue 3anpoca Ha ceptudukaT. MNapameTpbl cepTudukaTa:
{0:CertSubjectName}, YL: {0:CAName}, wabnoH ceptudumnkaTa:
{0:CertTemplateName}.
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Uma cobbiTna
TekcT wabnoHa
EventType
MN3MeHeHMe nNnH-Koda Ha cepTudukaT. Ceptudumkar:
{0:CertFriendlyName}.
O6HoBneHune cepTudmkarta. NapameTpbl cepTndmkaTa:
SecondaryAuthRenewCert {0:CertSubjectName}, YL: {0:CAName}, wabnoH ceptndunkaTa:
{0:CertTemplateName}.
SecondaryAuthRevokeCert  OTt3biB cepTudmkata. Ceptndukat: {0:CertFriendlyName}.
SecondaryAuthHoldCert lMpuocTtaHoBneHune ceptudukata. Ceptndukat: {0:CertFriendlyName}.
SecondaryAuthUnholdCert  Bo3o6HoBneHue ceptudumkarta. Ceptudukat: {0:CertFriendlyName}.
SecondaryAuthDeleteCert YpaneHune ceptudpukarta. Ceptudukar: {0:CertFriendlyName}.
SecondaryAuthDeleteCerts YaaneHue Bcex cepTMdUKaTOB.
OTP {0:DocumentInfo}. MoaTBepanTe onepauuto.
MoaTeBepauTe onepauuto BxoAa nonb3osartens. MaeHtudukaTop
3anpoca {0:Sessionld}

HacTtpoika nnarnHoB, oTBevawwmx 3a (OpMUpOBaHME W paccbiniky wabnoHos
cobbITUN, NpUBEAEHHbBIX B AAaHHOM pa3gene, onucaHa B pasgene 4.9.5.

SecondaryAuthChangePin

SecondaryAuthLogin

TekcTbl wWabnoHoB COO6WEHUA MOryT ObiTb M3MeHeHbl. [logpobHee O HacTpounke
wabnoHoB cooblweHnn o cobbiTnax cm. pasgen 4.9.5.7.

4.9.3. lWWa6noHbl coob6weHMn npu NOATBEPXKAEHUMU
NPoOM3BOJIbHbIX ONnepauumn

B npaHHOM pa3sgene onumcaHa HacTpolika COBCTBEHHbIX WabnoHoB CcobbiTui
noaATBEPXAEHNA NMPON3BOJIbHbIX onepau,vu7|, KOTOpblE MOTYT 6bITb AOCTaB/1EHbI Monb3oBaTensam
W/VUnn nHTEerpmpyemMboiM cuctemMam. lNpoueaypa HaCTpPOMKU COCTOUT U3 CAeayoWmnX LWaros:

1.Peructpaums npousBonbHOM onepauun (cobbiTus) npu noMowm komaHanerta Add-

DssScope.
2.Peructpaumns wabnoHa coobuweHus O NpousBOAbHOM onepauun (cobbiTmn) npwm

noMoLm komaHaneta Add-DssScopeTemplate.

[anee onucaHbl BCe KOMaHANETbI, WUCMONb3YLOWMECS MPU HACTPOIKe COBCTBEHHbIX
wabnoHoB CO6bITUN MOATBEPXKAEHUSA NPOU3BOJIbHbIX Onepauunii.

Ons Kaxporo Co34aHHOr0 MOM3BOJSIBHOrO cobbiTMS HeobxoamMMo A06aBUTb CTOJIbKO
wabnoHoB coobuweHnt, CKONIbKO METOAO0B ayTeHTUdUKauMm UCMOoNb3yeTcsd. Takxe
Heobxoanmo pobasmtb wabnoH Tuna Challenge (-Destination List[Challenge]),
KoTOpbIn 6yaeT otobpaxatbca B Beb-uHtepdelice MNMonb3osaTtens, nnbo nepenasaTbCcs B Be6-
MHTepdenc MHTEerpupyeMonr CUCTeMbI.

WabnoH cooblieHns npeactaBnsaetr cobon TEKCT, B KOTOPOM MOryT 6biTb YKa3aHrbl
NoACTaHOBOYHble nons (napameTpbl). MMeHa NOACTaHOBOYHbLIX MapaMeTpoB YKa3bIBAlOTCH
NMPOM3BOSIbHO. 3HA4YeHMs MOACTAHOBOYHbIX MapaTMETPOB AO/KHbI nepefaBaTbCs U3
MHTerpmpyemom cuctembl (nogpobHee cM. pasgen 8.7 XKXTAN.00096-02 97 01 Kpuntollpo DSS.
PykoBoacTBO pa3paboTymka).

O6wui Bna wabnoHa coobleHns:

[looTBEPXOEeHNE TEeCTOBOM omnepaumu. Bpemsa: {0:<Mom napameTtp 1>}. JOKYyMEHT:
{0:<Moy mapametTp 2>}. Ionb30oBaTeiyb: {0:<Mom mapameTp 3>}.

4.9.3.1. Komanpanet Add-DssScope

KoMaHaneT oTBeyaeT 3a perucrpaymio nponusBofIbHOMro cobbiTmS.

CuHTaKCcKcC:
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Add-DssScope [-DisplayName <string>] -Name <string> [-PassThru <switch>] [-
RequireConfirmation <bool>] [-ScopeDescription <string>] [-ScopeDisplayName
<string>]

Tabnunua 161. OnucaHme napameTpoB koMaHgneta Add-DssScope

MapameTp Tun OnucaHue
. . MUma ak3emnnapa
DisplayName string P
KOMIMOHEHTA.
. NMa cobbiTus, ncnonbsyemoe
Name string
ans obpalweHns K HeMy.
dnar, nokasblBaloLWni
. cnepyet nn nepenasaTb
PassThru switch Ay PEA
obekT ganbue no
KOHBelepy.
. ) . TpeboBaTb NoaTBEPXAEHME
RequireConfirmation bool P ATBEPXA
AAHHOro cobbiTuS.
ScopeDescription string OnucaHune cobbiTuS.
ScopeDisplayName string MoHaATHOE nMsa cobbiTUs.

4.9.3.2. KomaHanet Get-DssScope

KoMaHaneT no3BosiseT BbIBECTM Ha KOHCOMb CBEAEHUS O 3aperncTpupoBaHHOM
NMpOW3BOJSILHOM COBbLITUN.
CuMHTaKCcuc:

Get-DssScope [-DisplayName <string>] -Name <string>

4.9.3.3. KomaHanet Set-DssScope

KoMaHaneT oTBevaeT 3a HACTpPOWKY 3aperMcTpupoBaHHOro paHee Mpou3BOJSIbHOIO
cobbITMA. MOXEeT NpUHMUMaTb Ha BXOA OObEKT B pexmnMme KoOHBenepa.

CuHTaKCcumC:

Set-DssScope [-DisplayName <string>] -ScopeName <string> [-PassThru <switch>]
[-RequireConfirmation <bool>] [-ScopeDescription <string>] [-ScopeDisplayName
<string>]

Tabnunua 162. OnucaHne napaMeTpoB koMaHaneta Set-DssScope

MapameTp Tvn OnucaHue
. . Uma ak3eMnngapa
DisplayName string P
KOMMOHEHTa.
. NmMa cobbiTnsa, ncnonbsyemoe
Name string
ans obpalweHuns K HeMy.
dnar, noka3sbiBawoLW N
. 1 TN n BaTb
PassThru switch cnenye €penasa
o6eKT ganblue rno
KOHBenepy.
. . . TpeboBaTb NoATBEPXKAEHNE
RequireConfirmation bool P ATBEPXA
AaHHOro cobbiTus.
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MapameTp Tvun OnucaHue

ScopeDescription string OnuncaHune cobbiTus.

ScopeDisplayName string MoHsTHOE nMs cobbiTus.

4.9.3.4. KomaHnanert Disable-DssScope
KOMaH,D,J'IeT MO3BOJIAET OTK/TIOYNTb YBEAOMJTIEHNA O MPOU3BOJZIbHOM cobbiTUN.
CuHTaKkcuc:

Disable-DssScope [-DisplayName <string>] -ScopeName <string> [-PassThru
<switch>]

4.9.3.5. Komangnet Enable-DssScope
KOMaH,CU'IeT MO3BOJIAET BKJZTOYNUTb YBEAOMNEHNUA O MPON3BOJIbHOM cobbITuun.
CHUHTaKCMmC:

Enable-DssScope [-DisplayName <string>] -ScopeName <string> [-PassThru
<switch>]

4.9.3.6. KomaHpanetr Remove-DssScope
KOMaH,qneT MO3BOJIAET YyAa/IUTb NMPONU3BOJIbHOE cobbiTHe,
CHUHTaKCumC:

Remove-DssScope [-DisplayName <string>] -ScopeName <string> -TargetScope
<IdentityScope> [-PassThru <switch>]

4.9.3.7. Komanpgnetr Add-DssScopeTemplate

KoMmaHaneTt nosponsieT 4ob6aBUTb COBCTBEHHbLIN WabnoH coobueHNs 0 NPOU3BOJSIbHOM
Cob6bITUN U CBA3ATb €ro C 3TUM CObbITUEM.

CUMHTaKCcuc:

Add-DssScopeTemplate [-DisplayName <string>] -Destinations
<List[DestinationTypeEnum]> -Recipient <RecipientTypeEnum> -ScopeName
<string> -Template <string>

Tabnuua 163. OnucaHne napameTpoB kKoMaHgneTa Add-DssScopeTemplate

MapameTp Tun OnucaHue
DisplayName string M3 sksemnnapa
KOMMOHEHTa.
List[DestinationTypeEnum].
Bo3MOXHble 3Ha4YeHUs:
R SimAuth, MeTon AoCTaBKu
Destinations MobileAuth, coobleHnn.
SMS,
Email.
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MapameTp Tun OnucaHue

List[DestinationTypeEnum]
B HacTosLWee Bpems

Recipient pekoMeHayeTCcs
NCNOAb30BaTb 3Ha4YeHne
User.

Nma danna ansa coxpaHeHus
nHdopMaunm o cobbITUAX.

Nmsa cobbiTus,
ScopeName string ucnosb3yemoe An4
obpalleHns K HeMY.

Template string TekcT wabnoHa cooblieHuns.

4.9.3.8. KomaHanet Get-DssScopeTemplate

KomMaHaner no3BosiseT BbIBECTM HA KOHCOAb WMHMOpPMaUMIO O 3aperncrtpMpoBaHHOM
cobcTBeHHOM WwabnoHe cooblieHns 0 NPpOM3BOAbHOM COBbITMN.

CUMHTaKcuc:

Get-DssScopeTemplate [-DisplayName <string>] -ScopeName <string>

4.9.4. HacTtpoika cobbiTumn

4.9.4.1. KomaHanet Get-DssSignServerEvent

KomaHaneT ans BbiBoAa Ha KOHCOMAb MHGoOpMauun o cobbiTusax. OnncaHue napameTpos
KOMaHAbl NnpuBeaeHo B Tabnuua 164. TakKe KOMaHANET MOXET NMPUHUMaTb OOBLEKT B pexnme
KoHBeMnepa.

CuHTaKkcuc:
Get-DssSignServerEvent [-Destination <string>] [-EventID <string>] [-
EventTypes <string>] [-FileName <string>] [-DisplayName <string>]

Tabnuua 164. OnucaHme napaMeTpoB kKoMaHaneTta Get-DSSSignServerEvent

MapameTp Tun OnucaHue

DisplayName string NMa sk3eMnnsgpa KOMNOHEHTa

Bo3MoOXxHble

3Ha4YeHUs:
Destination Ema.'l; MeTog fgocTtaBku coobuieHums.
MobileAuth;
SimAuth;
SMS.
NaoeHTndmkaTop cobbiTms, ANs KOTOpPOro
HacTpanBalTCs BO3MOXHble TEKCTOBKMK, B B[]
EventID int sk3emnnsapa Cepsuca Moanuncu nnm UN. (ID B

pesynbTaTe BbiBOAA HA KOHCOMb KOMaHAseTa
Get-DssXXXEvent, rge XXX - SignServer nnu
Sts COOTBETCTBEHHO).
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MapameTp T™vn OnucaHue

Cnuncok nmeH cobbiTuin Yepes 3anaTylo.

BHMMAHUWE! Ncnonb3yinte komaHanet Get-
EventTypes string DSSSignServerEvent gna cobbitnin ns

Tabnunua 115 n komaHanet Get-DssStsEvent

n3 Tabnmua 116.

Cuntatb MHpopmMaunto o cobbiITnax ms garna.
FileName string dopMaT 3HauyeHMs napameTpa: "<nyTb K

cdanny>\<uma danna>.<pacwmpeHue>".

AHANOrMYyHbIM CUMHTAKCMCOM W HaAbopoM MNapaMeTpoB pacnosiaraeT kKomaHgneT Get-
DssStsEvent.

4.9.4.2. Komangnet Set-DssSignServerEvent

KoMaHONeT Ans M3MEHEeHMs HacTpoek cobbiTuii. OnmcaHuMe mnapaMeTpoB KOMaHAbl
npuBeaeHo B Tabnunua 165.

KoMaHaneTr no3BONSET HAcTpouTb  coobuweHmss no  oTAenbHOCTM  (3ajaBas
naeHTudmKaTop cobbiTMsa) MAM HACTPOUTb BCe cobbITMS cpa3y, 3aaasB dalia C HAaCTpoOMKaMu
cobbitnin. Cos3paTtb dann ¢ HacTponkamm cobbITMi MOXHO 4epe3 KkKomaHaner Get-
DssSignServerEvent. Takxe KOMaHANET MOXET NpUHUMaTb 06BbEKT B pexume KoHBelepa.

CuHTaKcuc:
Set-DssSignServerEvent [-EventID <int>] [-Notify <bool>] [-NotifyAdmin
<bool>] [-Auditable <bool>] [-FileName <string>] [-DisplayName <string>]

Tabnuua 165. OnucaHmne napameTpoB kKoMaHaneTa Set-DSSSignServerEvent

MapameTp Tvn OnucaHue

DisplayName string Mms sksemnnspa
KOMMOHEHTa

Eventld int NaeHTndmnkaTop cobbiTns

Notify bool YBenomnate Monb3oBaTtens o
cobbITmu.

NotifyAdmin bool YBegomnaTe OnepaTtopa o
cobbITmu.

Auditable bool 3anucbiBaTb cobbiTME B

XYpHan ayauTa.

BbiBecTn nHdopmaumio o
cobbiTnaAX B harn. dopmat
FileName string 3HavyeHuda napameTpa:
"<nyTb K pany>\<nmsa
cdanna>.<pacwumpeHue>".
AHanorMyHbIM CMHTaKCMCOM M HabopoM napaMeTpoB pacrnofiaraeT koMaHaner Set-
DssStsEvent.
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4.9.5. HacTtpoika onoBeLlleHun

4.9.5.1. MocnepoBaTesiIbHOCTb AEUCTBMU NPU HACTpoOMnke
Cucrtembl onoBeLwleHus

HacTpoika onoBelleHMs OCYLUEeCTBSEeTCS C MOMOLbI KOMaHANETOB, BXOASLWMX B
cocTas mMoaynen CryptoPro.DSS.PowerShell.SignServer n
CryptoPro.DSS.PowerShell.STS, B 3aBMCMMOCTM OT KOMMOHEHTA A/ KOTOpOro
BbINOJIHSETCS HacTpolika. Oba Moayns coaep)aT OAHOTUMHbLIA Habop KOMaHA AJ1s1 HAaCTPOMKMU
onoseleHns. CNnMcok KoMaHa npueseaéH B Tabnuua 166.

O6bwasa cxema HaCTPOMKK OMoBeLLEHNS:
> 3agaTb TPAHCMOPTHbLIN NaruH Yyepes komMaHasnet Add-DssXXXPlugin.

» 3apaTb nnarvH ansa gopMmpoBaHms cooblieHmnin yepes komaHanet Add-DssXXXPlugin.
» 3apaTb KOMMOHEHT ANs paccblikn coobuweHnin yepes koMaHanet Add-DssXXXNotifier.

3pecb XXX — UM KOMMNOHEHTa, A1 KOTOPOro HactauBaeTcs onoBelweHue: SignServer
unm STS.

Janee B HacTosWeEM [OKYMEHTE OnucCaHbl KOMaHAMNETbl HACTPOWMKM
onoseweHus ana Cepsuca Moanucn (XXX = SignServer). KomaHaneTol
HacTponku onoBeweHna ana Uentpa WaeHTudukaumm (XXX = Sts)
NOSTHOCTbIO UM UAEHTUYHDI.

Mpn  XenaHMM  MOXHO  WM3MEHUTb  TEeKCTOBKWM  paccbllaeMbiX  COOb6LLeHUi
(cMm. pasgen 4.9.5.7).

4.9.5.2. O6beKThbI AaAMMUHUCTPUPOBaHUA CUCTEMbI
onoBeLwieHun

B Tabnuua 166 npuBeaeHbl OCHOBHble O06beKkTbl aAMUHUCTPUPOBAHUS CUCTEMDI
onoBeLlleHus.

Tabnuua 166. O6beKkTbl aAMUHNCTPUPOBAHNSA CUCTEMbI OMNOBELLEHNS

Get-DssSignServerEvent
Get-DssStsEvent

Get-DssSignServerFormatterTemplate
Get-DssStsFormatterTemplate

BbiBECTM CMNCOK COBLITUIA.

BbiBECTM cnNUCOK Wab/I0HOB COOBLLIEHUI

Get-DssSignServerNotifier BbiBECTU CNMCOK KOMMNOHEHTOB AJ151 PacCblIKn
Get-DssStsNotifier yBeLOM/IEHUN.

Get-DssSignServerPlugin
Get-DssStsPlugin

Set-DssSignServerEvent
Set-DssStsEvent

Set-DssSignServerFormatterTemplate
Set-DssStsFormatterTemplate

BbIBECTM CNUCOK MAarnHoOB.

N3MEHUTb HAaCTpoOMKK cobbITUS NN cobbITUNA.

N3MeHnTb WabnoH coobLieHuns.
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Set-DssSignServerNotifier N3MeHNTb HaCTPOMKM KOMMOHEHTa AN
Set-DssStsNotifier pPacCbUIKN yBEAOMIEHUN.

Set-DssSignServerPlugin
Set-DssStsPlugin

Remove-DssSignServerNotifier YaannTb KOMOOHEHT AJ18 pacCblIKn
Remove-DssStsNotifier yBeLOM/EHUS.

M3MEeHUTb HACTPOWMKM NiaruvHa.

Remove-DssSignServerPlugin
Remove-DssStsPlugin

YpanuTb nnarviH.

Add-DssSignServerNotifier [o6aBnTb KOMMOHEHT A1 PacCbUIKK
Add-DssStsNotifier yBeLOMJIEHUS.

Add-DssSignServerPlugin
Add-DssStsPlugin

JobaBuTtb nnaruH.

Enable-DssSignServerNotifier BKIIOYNTL KOMMNOHEHT 419 PacCblKu
Enable-DssStsNotifier yBEAOMJIEHU.
Disable-DssSignServerNotifier OTK/IOUYNTb KOMMOHEHT AJ19 pacCbl/iku
Disable-DssStsNotifier yBEAOMJIEHU.

4.9.5.3. HacTpoMka nj1armHoB

4.9.5.3.1. Komananer Add-DssSignServerPlugin

[JaHHbIA KOMaHANET WUCMonb3yeTcs Ana AobaBfieHMs TPaAHCMOPTHOro njarmHa wam
nnarnHa ansa dopmaTMpoBaHus coobueHunin. OnnucaHMe napaMeTpoB KOMaHAbl NpUMBEAEHO B
Tabnuua 167.

CuHTaKcuc:

Add-DssSignServerPlugin -PluginTypeName <string> -PluginType <string> {SMS |
Email | Formatter} -Settings <hashtable> [-DisplayName <string>]

Tabnuua 167. OnucaHue napameTpoB koMaHaneta Add-DssSignServerPlugin

MapameTp Tvn OnucaHue

DisplayName string M4 3Kk3eMnnapa KOMNOHeHTa

MonHoe nMa Tuna, peanusyroLlero
PluginTypeName string nnarvnH. UM 4OSXKHO UMETb BUA:
<full class name>,<assembly name>
Twvn nnaruvHa:
SMS - nnarvH 4na paccbuiku
coobuweHnn no SMS.
PluginType string Email - nnarvH gns paccbiiku
COO06LEHN NO 3/1EKTPOHHON NouTe.
Formatter — nnarvH gna popmmnpoBaHms
TeKkcTa coobLeHun.

Settings hashtable HacTpoinku nnaruHa.
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HacTtponku, 3amaBaemble 4yepe3 napameTp Settings, cneunduuHbl ans
Kaxaoro nnarmHa. O HacTponike SMS-nnarMHoB, BKOYEHHbIX B YCTaHOBKY
DSS, moxHO npouuTaTh B pasgene 4.9.5.4, o HacTponke Email-nnarnmHos -
B pasaene 4.9.5.6.

B ycraHoBky Kpuntollpo DSS BXOAMT HECKONbKO MNJarvMHoB Assa (popMupoBaHus
coobLeHunmn:

» [naruH gns ¢popmmpoBaHmsa SMS coobLueHunin.
> TMnaruH gnga dopmmpoBaHusa Email coobuenni.
> TMnaruH gnsa dopmmpoBaHusa coobueHmnii XxypHana AyauTa.

Huxe npmBOAMTCS NPUMEPHbIM CMMCOK KOMaHA4 ANs perncrpaunum nnarvHa ans
dopmupoBaHmna SMS n Email coobwerunin:

Add-DSSSignServerPlugin -PluginTypeName
"CryptoPro.DSS.MessageFormatter.SMSFormatter, DSS.MessageFormatter" -
PluginType Formatter -Settings @{Header="Kpunro-Ilpo DSS."}

Add-DSSSignServerPlugin -PluginTypeName
"CryptoPro.DSS.MessageFormatter.EmailFormatter,DSS.MessageFormatter" -
PluginType Formatter -Settings @{Header="Kpunro-Ilpo DSS."}

4.9.5.3.2. Komananert Get-DssSignServerPlugin
KoMmaHaner ansa BbiBoAa Ha KOHCOJIb MHMOPMaLMKM O 3aperMcTpMpoBaHHbIX NarnHax.
CuHTaKcuc:

Get-DssSignServerPlugin [-DisplayName <string>]

4.9.5.3.3. Komananer Set-DssSignServerPlugin

KoMaHaneT ans M3MeHeHUs HacCTpoeK 3aperncrpmpoBaHHbIX naarMHoB. OnucaHue
napamMeTpoB KOMaHAbl npuBeaeHo B Tabnuua 168.

CuHTaKcuc:
Set-DssStsPlugin -Settings <hashtable> -PluginID <int> [-Override] [-
DisplayName <string>]

Tabnuua 168. OnucaHmne napameTpoB KoMaHaneTa Set-DssSignServerPlugin

MapameTp Tvn OnucaHue

DisplayName string NMa ak3eMnnisipa KOMMOHEHTa
Pluginld int NaeHTudurkaTop nnarvHa.
Settings hashtable HacTpoiku nnaruHa.

MNapamMeTp onpeaensietr cnocob coxpaHeHUs HacTpoek
nnaruHa.

Ecnn napameTtp 3agaH, To 6yayT cOXpaHeHbl HACTPOMKM,
nepegaHHble yepes napameTp Settings. To ecTb cTapble
HacTpomku 6yayT yaaneHsol.

Ecnn napameTp He 3aaaH, TO NMpU COXpaHEHUU
nepefaHHble B NnapameTpe Settings HacTpolikn 6yayT
06beanHEHbI C YXXe UMEKLWMMNCSA HAaCTPOMKaMu.

Override SwitchParameter
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HacTtpoikun, 3apaBaemble 4yepe3 napameTp Settings, cneundunydHbl ans
Kaxgoro nsarmHa. O HacTpolike SMS-nnarMHoB, BKJ/IKOYEHHbLIX B
ycTtaHoBky DSS, MOxHO npoumTtatb B pasgene 4.9.5.4, o HacTpolike
Email-nnarnHoB - B pa3sgene 4.9.5.6.

4.9.5.3.4. Komananer Remove-DssSignServerPlugin

KomaHaner ana yaaneHwss 3aperncTpuposBaHHOro nnarunHa. OnucaHve napaMeTpos
KOoMaHAbl NnpuseaeHo B Tabauua 169.

CMHTaKCcuc:

Remove-DssSignServerPlugin -PluginID <int> [-DisplayName <string>]

Tabnuua 169. OnucaHne napamMeTpoB KoMaHaseTa Remove-DssSignServerPlugin

MapameTp Tvn OnucaHue

DisplayName string ma sksemnnspa
KOMMOHEeHTa

Pluginld int NaeHTndunkaTop nnarmHa.

4.9.5.4. HacTpo#ka KOMMOHEHTOB Ansd pacCbUIKH
coobweHunn

4.9.5.4.1. Komananert Add-DssSignServerNotifier

KomaHanetr ana pobaBneHuMss KOMMOHEHTaA ANS paccbiikM coobuweHuit. OnucaHue
napamMeTpoB KOMaHAbl npuBeAeHo B Tabanua 170.

CHUHTaKCMmC:
Add-DssSignServerNotifier -TransportPluginID <int> -FormatterPluginID <int> -
NotifierType <string> {SMS | Email} [-Settings <hashtable>] [-DisplayName
<string>]

Tabnuua 170. OnucaHmne napameTpoB koMaHaneTta Add-DssSignServerNotifier

Mapametp Tun Onucanue

DisplayName string Nmsa sk3emnnapa
KOMMOHEHTa

TransportPluginID int WNaeHTudpukatop
TPaHCMOPTHOrO niaruHa.
NaeHTudunkaTop nnarvHa

FormatterPluginID int Anst GopMUPOBaHUs
CoO06LeHnN.
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MapameTp Tvun OnucaHue

Twnn KOMMNoOHEeHTa Ans
paccblIKn COObLLIEHNA.
3HauyeHne A0J1)KHO b6bITb
COrs1acoBaHo C TUMNOM
TPaHCNOPTHOro NnaruHa.

NotifierType string SMS - KOMMOHEHT Ans
paccblIKu coobLleHnn no
SMS.

Email - koMnoHeHT ans
paccblIKK cOObLLEHNIN MO
3/IEKTPOHHOMN MoyTe.

Settings String HacTpolikn KOMMoHeHTa.

MNapameTp Settings saBnfeTca onuMoHanbHbIM. PekOMeHAyeTCsa OCTaBUTb ero
HaCTpOVIKM no yMmo4aHwuto. Hwxe npunBoaAnNTCA CNMCOK HACTPOEK, KOTOpble MOXHO 3aaaTthb
yepes napameTp Settings:

> MinQueueSize - npuemneMmbln pasmep o4epeaum coobuweHuin. lMpu nNpeBbilLEHNE
3aflaHHOro 3HauyeHuns obpaboTumkm 6yayT 3abmpaTtb cooblieHns ns ouyepeamn 6e3 nayssol
[0 MOMEHTa yMeHbLUEeHUS pa3Mepa o4Yepeam HUXe AAHHOro 3HayeHus. Mo yMon4daHuio
napameTp paseH 100.

> MaxQueueSize - MakcuManbHbI pa3Mep oyepean. MNMpu 4OCTUKEHNU MaKCUMaTbHOTO
pasMepa oyepean oTrnpaBKa HOBbIX CcO0bWEeHNM 61OKMPYeTCs, 4O MOMEHTA CHUXEHUS
pa3sMepa oyepeaun HUxe AaHHOro 3HadveHus. Mo ymondaHuto napametp paseH 10000.

> TimerInterval - nHTepBan BpeMeHM onpoca o4yepean coobLleHnA.

» TTL - KOAM4YeCcTBO MOBTOPHbIX MOMbITOK OTMPaBKM COO6LWEHNS, NMPU BO3HUKHOBEHMUMU
owmnbok. Mo yMon4yaHuio napameTp paseH 3.

» MessageWindow - konu4yectBo coobuieHnin, 3abupaembix U3 ovepeamn Ans oTnpasku
3a oaMH pas. o ymonyaHuio napamMeTp paseH 1.

» ThreadCount - konunuectBo 06paboTumkoB ouepeam coobueHun. Mo yMmondaHuio
paseH 1.

» Enabled - cocTtosiHMe KOMMOHEHTa A1 pacChliIKM COOBLEHWI: BKIOYEH/OTKOYEH.

» FolderName - nyTb K nanke, B KoTopon 6yaeTr co3gaH dann ¢ HeaOoCTaB/IEHHbIMU
3anumcamm ayauTta (cM. pasgen 4.8.1.6).

4.9.5.4.2. Komananert Get-DssSignServerNotifier

KoMaHaneT Qans BbiBoOAA Ha KOHCOAb WHMOPMauMm O 3apPerucTpuMpoBaHHbIX
KOMMOHEHTax A/ PacCbi/IKW yBEAOMIIEHWIA.

CuHTaKCcKcC:

Get-DSSSignServerNotifier [-DisplayName <string>]

4.9.5.4.3. Komanpgner Set-DssSignServerNotifier

KoMaHaneTr Ans W3MEHEHUS] HACTPOEK KOMMOHEHTa ANA pacChbiiKM YBEAOMIEHUN.
OnucaHue napaMeTpoB KOMaHAbl npuBeaeHo B Tabnuua 171.

CuHTaKCcKcC:

Set-DssSignServerNotifier -NotifierID <int> [-Settings <hashtable>] [-
FormatterPluginId <int>] [-TransportPlugintId <int>] [-DisplayName <string>]
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Tabnuua 171. OnucaHue napaMeTpoB KoMaHaneTa Set-DssSignServerPlugin

MapameTp Tun OnucaHue

Nma sk3eMnnsapa

DisplayName string KOMMOHEHTa

NpeHTndgukartop
TPaHCNOPTHOro niaruHa.

NaoeHTudunkaTop nnarmHa
FormatterPluginID int ana dopMmpoBaHus
coobLLieHun.
NaeHTndrkaTop KOMMNOHEHTa
NotifierID int ANA paccblku
yBEeAOMJIEHUN.

TransportPluginID int

Settings hashtable HacTtpoiiku nnarnHa.

®nar, oTBevalwoLWMmii 3a
peXuM 3anucu HacTpoek. o
YMOJIYAHUIO HACTPOMKM
obbeanHsaoTcs.

Cnucok HacTpoek, 3agaBaeMbix Yepe3 napameTp Settings, onuncaH B pasgene 4.9.5.4.1.

Override SwithParameter

4.9.5.4.4. Komananetr Remove-DssSignServerNotifier

KoMmaHanet Aang ypaneHus 3aperncTpupoBaHHOro KOMMOHEHTa A9 pacCbliku
yBegomneHun. OnucaHmne napamMeTpoB KOMaHAbl NpmuBeaeHo B Tabnuua 172.

CUMHTaKcuc:

Remove-DssSignServerNotifier -NotifierID <int> [-DisplayName <string>]

Tabnuua 172. OnucaHue napaMeTpoB kKoMaHaneTa Remove-DssSignServerPlugin

MapameTp Tvn OnucaHue

DisplayName strin NMa sk3eMmnnspa
Py 9 KOMMOHEHTA
ifi ; NpeHTndurkKaTop KOMMNOHEHT
NotifierID int A (hnKaTop KOMMOHEHTa
ONS1 pacCbliKN yBEeAOMIIEHN.

4.9.5.4.5. Komananet Enable-DssSignServerNotifier

KoMaHanet ans BKOYEHUS KOMMOHEHTa A/ pacCbiiku yBeaoMaeHun. OnucaHue
napamMeTpoB KOMaHAbl NnpmBeaeHo B Tabnuua 173.

CHMHTaKCcuc:

Enable-DssSignServerNotifier -NotifierID <int> [-DisplayName <string>]

Tabnuua 173. OnucaHue napameTpoB KoMaHgneTa Enable-DssSignServerPlugin

MapameTp Tun OnucaHune

DisplayName string ms sksemnnspa
KOMMOHEeHTa

NotifierID int NaeHTngmnkaTtop KOMMOHeHTa
AN paccblIkKU YBEAOMNEHUN.
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4.9.5.4.6. Komanpner Disable-DssSignServerNotifier

KoMaHaneT Ans OTK/YEHUS KOMMOHEHTa AN pacCbUiky yBeaoMmsieHuMn. OnucaHue
rnapaMeTpoB KOMaHAbl NpuBeaeHo B Tabnnua 174.

CuMHTaKCuUc:

Disable-DssSignServerNotifier -NotifierID <int> [-DisplayName <string>]

Tabnnua 174. OnucaHue napameTpoB KoMaHgneTta Disable-DssSignServerPlugin

MNMapameTp Tvin OonucaHue

DisplayName string ms sksemnnspa
KOMMOHEHTa

NotifierID int NaeHTndgmnkaTtop KOMMOHEeHTa
ONs pacCblIKM yBEAOMNEHUN.

4.9.5.5. HacTpoka yBegoMmneHmi no SMS

Onsa otnpasku onoseweHnin Kpuntollpo DSS ncnonb3yeT cneunanbHble SMS-nnaruHbl.
SMS-nnarmH npeacraensaeTr cobon cbopky .NET (cM. PykoBoacTtBo paspaboTtumka). B cocras
CoMN «Kpuntollpo DSS» BxoaaT cnepyowme naarnHbl:

DSS.SmsService.StubPlugin.dll
DSS.SmsService.DevinoSms.dll
DSS.SmsService.MtsSms.dll
DSS.SmsService.SmppPlugin.dll

vV V V V

Bce nnarmHbl yctaHasnmeatoTcsa B nanky <[lMyTb yctaHoBkuM>\DSS\Plugins\Sms.

MNepen ncnonb3oBaHWEM NaarMHa AOMUHUCTPATOP AOJIKEH 3aperncTpmpoBaTb NaaruH
(cMm. pasgen 4.9.5.3.1).

4.9.5.5.1. NnarnH DSS.SmsService.StubPlugin

[JaHHbIX nnarvH npegHasHayeH A8 UCMNOoNb30BaHWUA B TECTOBbIX Lensax. TecToBbln
nnarnH 3anucbiBaeT coaepxmmoe SMS coobuieHns B TekCcToBble dansbl 6e3 ux oTnpaBKw.
Manka, B KOTOpPYK coxpaHsatTcs dannbl, 3apaétca napametpom WorkingDirectory.
MpenBapuTenbHO HeobxoAMMO fAaTb MpaBa Ha 3anucb B AaHHYKD AUPEKTOpUID  Ans
MNonb3oBaTtens IIS AppPool\CryptoProDSS-1-STS v/unun IIS AppPool\CryptoProDSS-
1-SignServer.

MapaMeTpbl, 3a4aBaeMble Npu perncrpaunm, nepeumncneHsl B Tabnmua 175.
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HaunMmeHoBaHuA
napaMeTpa

OnuncaHune

MyTb K nanke ans
coxpaHeHunsa ¢annos C

Tabnuua 175. NapameTpbl nnarvHa StubPlugin

3Ha4yeHue no
YyMOJTYaHUIO

<NyTb
ycTaHoBKN>\DSS\<ums
KoMnoHeHTa>\fakesms,
roe MMsi KOMMNOHEHTA
MPUHMMAET 3aHYEHUS:
SignServer - ans

O6sa3aTenbHbINA

WorkingDirectory TekCToM SMS coobLeHun, Her
coobeHunn. oTnpassieHHbIX CepBNCOM
Moanucwu,
STS - gnsa coobuienHuni,
OTrnpaB/ieHHbIX LleHTpoM
NaoeHTndnkaunm
Tun  nnarnHa,  yKasblBaeMbll  Mpu  perncrpaumm B KomaHanete  Add-
DSSSignServerPlugin B rnapameTpe PluginTypeName:

CryptoPro.DSS.SmsService.StubPlugin.SmsStub,DSS.SmsService.StubPlugin

4.9.5.5.2. NMNnarnH DSS.SmsService.DevinoSms

JaHHbin  nnarmH npeaHasHadeH Aand  paboTtel co  cnyx60M paccbinku  SMS
http://ws.devinosms.com/SmsService.asmx. [NapamMeTpbl, 3aJaBaeMble MpU pervcrpauumu,
nepeuduncneHol B Tabnuua 176.

Ha3BaHMa napaMeTpoB perncTpo3aBnUCUMBbI.

Tabnuua 176. NapameTpbl nnarnHa DevinoSms

3HaueHMe

HanMmeHoBaHuA ”

OnucaHue no O6s3aTenbHbIN
GEDELE ]

MOJIYaHMIO

login JlornH anga gocrtyna K ycnyre HeTt [a
password Maponb ans gocrtyna K ycnyre. Het JiF

Moanuce oTnpaBuTensd. [aHHoe
sourceaddress 3Ha4veHune 6yaeT noacTaBieHo null Oa

BMECTO HOMepa OTnpaBuUTens.

Tun  nnaruHa,  yKasblBaeMbli  MpWU  perncrtpaumm B KOMaHanete  Add-
DSSSignServerPlugin B rnapameTpe PluginTypeName:
CryptoPro.DSS.SmsService.DevinoSms.DevinoSmsPlugin,DevinoSmsPlugin

4.9.5.5.3. NMNnaruH DSS.SmsService.MtsSms

[aHHbI NnarvH npegHasHadeH ang paboTbl co cnyx6oi paccbiiku SMS
http://mcommunicator.ru. NapameTpbl, 3agaBaeMblie NpU perncTpaunm, NepeymncneHbl B
Tabnnua 177.

Tabnuua 177. NapameTpbl nnarnHa MTC

3Ha4yeHue
OnucaHue no
MOJIYaHMIO
JlornH gns goctyna K ycnyre
(npepctaBnsaeT n3 ceba Homep Het fa
TenedoHa B popmaTe
7XXXXXXXXXX)

HanMeHoBaHue
napaMeTpa

0O6s3aTenbHbIN

login
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http://ws.devinosms.com/SmsService.asmx
http://mcommunicator.ru/

3HaueHue
OnucaHue no O6sa3aTenbHbINA
MOJIYaHUIO

HavnMmeHoOBaHue

napamMmeTpa

Maponb Anga gocryna kK ycnyre. B
KayecTBe 3Ha4YeHUsA MOXHO
yKasaTb Napo/ib B OTKPbITOM
Buae, nn6o MD5-xaw oT napons
(onpepensercs napamMeTpom
passwordFormat)

MapameTp onpenenseTt Bua
naposs, yKasaHHOro B Kayecrtee
3Ha4yeHMs napameTpa password.
Mo>eT NpMHMMaTb ABa 3HaYeHus:
passwordFormat raw - naposib yKasaH B OTKpPbITOM  raw HeTt
Buae,

hashed - ykasaHo 3HaueHne MD5
dYHKUNM X3WMPOBAHNA OT
napons.

Moanunce otnpasutend. JaHHoe
3Ha4yeHue byaeT NoOACTaB/IEHO
BMECTO HoOMepa OTnpaBuTens.
Mpw ncnons3oBaHuu «lMoagnucu
oTnpasuTens» HeobxoaMmo
yKa3blBaTb NOAMNMUCb B TOYHOCTMU
KaK OHa 6bls1a nogknitoyeHa (c
y4yeToOM perncrpa).

Aapec cepsuca oTrnpasku SMS http://www.
(HeobxoaMM ansa 3ajaHus agpeca mcommunica
ANA JocTyna K cepsucy tor.ru/m2m/
OT/INYHOrO OT m2m_api.as
http://www.mcommunicator.ru/ mx
m2m/m2m_api.asmx)

password Het [Oa

sourceAddress null Het

serviceAddress

Ecnu napameTtp HGO6FI3aTe}'IbeIl71, TO €ro MOXXHO He yKa3blBaTb, B 3TOM C/iy4ae GYLI,eT
MCcnosib30oBaTbCA 3Ha4YeHMe No ymoa4aHuto.

Ecnn He yka3biBaTb napameTp sourceAddress, 1o coobwieHna 6yayT npuxoamTb C
HoMepa 4938 (cooblieHnsa 6yayT NpMxoamTb C yKa3aHHOro HoMepa, Aaxe ecnuM napameTp
3ajaH, HO He NOoAKJ/IYEeHa COOTBETCTBYOWANA yCayra).

Ecnu 3apatb napameTp sourceAddress pasHbiM 79857707575, To coobuieHunsa 6yayT
oTnpas/eHbl ¢ peaepasbHOro HoMepa.

Tun  nnaruHa,  yKasblBaeMbll  Mpu  perncrpaumm B KOMaHanete  Add-
DSSSignServerPlugin B rnapameTpe PluginTypeName:
CryptoPro.DSS.SmsService.MtsSms.MtsSmsPlugin,DSS.SmsService.MtsSms

4.9.5.5.4. NnaruH DSS.SmsService.SmppPlugin

[aHHbIli NnnarnH npegHa3sHadveH ans paboTbl co cnyxb6oim paccbinkm SMS no npotokony
SMPP. MapameTpsbl, 3a4aBaeMble Npu perncrpauunm, nepedmncneHsl B Tabnnua 178.

Tabnuua 178. NMNapameTpbl nnarnHa SMPP

HavmeHoOBaHuA 3HauyeHue no o
OnucaHue 0O6a3aTenbHbIN
napameTtpa yMONYaHUIO
ServiceAddress Anpec SMPP Het Ja
cepsepa
. MopT goctyna K
ServicePort cepBepy SMPP HeT [Oa
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HaunMmeHoBaHuA 3HauyeHume no

OnucaHue O6s3arenbHbIN
napameTpa YyMOTYaHUIO
SystemId NorvH anga pocrtyna HeT fa
K cepBucy
SystemPassword Maponk Ans Het [a
AOCTyna K cepBucy
Source Appec otnpasutensa null Het

Tvn  nnarvHa, yKas3blBaeMblii  MpuM  perncrpaumm B KoMaHgnete  Add-
DSSSignServerPlugin B napameTpe PluginTypeName:
CryptoPro.DSS.SmsService.SmppPlugin.SmppPlugin,DSS.SmsService.SmppPlugin

4.9.5.5.5. Hactpoka nnarmHa pana d¢opmupoBaHua SMS-
coobweHunmn

Mpn dopMupoBaHnm SMS-coobLieHNs WCNONb3YETCS CneuuvanbHblA MarMH - ero
3ajava COCTOUT B CO34aHMWM TekcTa coobuwieHns Ha OCHoBE MH@OpMauUMM O BbIMOJIHAEMOM
AenCcTBMN, NoANNCbIBAEMOM AOKYMEHTe, O4HOPa30BOM napone 1 T.n. 19 HacTporKK naarmHa
ncnonb3yerca KoMaHabl Add-DssSignServerPlugin, Set-DssSignServerPlugin.

B coctaB CepBuca lMoanucm BxoauT nnarnH DSS.MessageFormatter. Ero napameTpul
npeacraBneHs B Tabnnua 179.

Tabnuua 179. NapameTpbl popMaTepa SMS coobLueHunit

HaunmeHoBaHus 3HauyeHue no

OonucaHue O6sa3aTenbHbINA
napameTpa YMOJITHAHUIO
3arosioBoK coobLeHuns.
HEADER O6Lwas yactb Bcex SMS Null Het
coobLeHunn.

XSLT npeobpazoBaHue,
KoTopoe cneayet
NMPUMEHUTb Hag
XSLT dopMaTUpPOBaHHbIM
TEKCTOM, CcoAepiKaLlinm
MHdOopMauuio o
AOKYMeHTe
Nmsa danna,
XSLT_FILE copepxaiiero XSLT Null HeT
npeobpasoBaHue

MnarvH cdopMmupyeT TekCT SMS-cooblieHns Ha OCHOBe MHMOpMauMM O AOKYMEHTE.
MHdopMauma o AOKyMeHTe MOXeT npeactasndatb cobor  opMaTUpOBaHHbIN U
HedopMaTUpoBaHHbI TekcT. Moa popMaTMpoBaHHbIM TEeCTOM MNogpa3yMeBaeTcss HeKoTopoe
XML-npeacTaBneHne 4OKYMEHTa, K KOTOPOMY MOXHO NMpuMeHuTb XSLT-npeobpasoBaHue.

MpeobpasoBaHue no
yMO4aHuto

Het

Mo yMonyaHuio UCnonb3yeTcs cneaytollee npeobpasoBaHue:

<?xml version='1.0'"'?2>
<xsl:stylesheet version="1.0"
xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform">
<xsl:output method="text"/>
<xsl:template match="/">
<xsl:apply-templates select="//row"/>
</xsl:template>
<xsl:template match="row">
<xsl:value-of select="name"/>
<xsl:text>: </xsl:text>
<xsl:value-of select="value"/>
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<xsl:if test="position () !=last()">
<xsl:text>, </xsl:text>
</xsl:if>
<xsl:if test="position ()=last()">
<xsl:text>.</xsl:text>
</xsl:if>
</xsl:template>
</xsl:stylesheet>

HedopMaTupoBaHHbIN TeKCT AobaBnsercs B SMS coobueHne 6e€3 namMmeHeHUn.

Tun  nnarnMHa,  YyKasblBaeMbli  Npu  perucrpauum B KoMaHanete  Add-
DSSSignServerPlugin B rnapameTpe PluginTypeName:
CryptoPro.DSS.MessageFormatter.SMSFormatter,DSS.DSS.MessageFormatter

4.9.5.5.6. Mpumep HacTponkn onoseweHnsa no SMS

MNpuMep AEMOHCTpPMpPYET HacTPOMKY KOMMOHEHTA OMOBELleHUs 4Yepe3 TeCToBbi SMS
nnarnH. CooblweHuns, oTnpaBnseMble Yepes TEeCTOBbIA NaaruH, 6yayT COXpaHATCca B annbl B
yKa3aHHOM Npu HaACTPOMKE ANPEKTOPUN.

# IvpexkTopusa OJid COXpPaHEHUS OGaljioB C COOBUEHUAMU
$SMSBaseDir = "C:\tempsms\"

Write-Host "[oOaBieHMe mjarmHa OJjs oTnpaBku CMC-coobmeHmit"
Add-DSSSignServerPlugin -PluginTypeName
"CryptoPro.DSS.SmsService.StubPlugin.SmsStub, DSS.SmsService.StubPlugin" -
PluginType SMS -Settings @{"WorkingDirectory" = $SMSBaseDir}

Write-Host "IOoOaBieHue muarmHa njs oopmaTupoBanus CMC-coobmeHmir"
Add-DSSSignServerPlugin -PluginTypeName
"CryptoPro.DSS.MessageFormatter.SMSFormatter, DSS.MessageFormatter" -
PluginType Formatter -Settings @{Header="Kpunrto-Ilpo DSS."}

Write-Host "IHoGaByieHuMe MOIyJis OINOBEWEeHMs njsa ornpaBku CMC-coobmenwuin"
Add-DSSSignServerNotifier -TransportPluginID 1 -FormatterPluginID 2 -
NotifierType SMS -Settings

@{"MinQueueSize"="0"; "MaxQueueSize"="10000";"TimerInterval"="500";"TTL"="1";"
MessageWindow"="50"; "ThreadCount"="1"; "Enabled"="true"}

4.9.5.6. HacTtpouka yBegomsieHnn no Email

[Ons oTnpaBKM ONOBELLEHMA MO 3/1eKTPOHHON mno4yTte DSS umcnonb3yeTr cneumasnbHble
Email-nnarnuel. Email-nnarmH  npeacrasnser cobon cbopky .NET (cMm. PykoBoAcCTBO
pa3spaboTtumka). B coctas C3I «KpunTtollpo DSS» BxoaaT cneaytowme nnarnHbl:

» DSS.EmailService.SmtpPlugin.dll

Bce nnarmHbl yctaHaBnuBatoTcs B nanky <MyrbycraHoBku>\DSS\Plugins\Email.

MNepen ncnonb3oBaHWeM niarnHa AAMUHUCTPATOP AOJ/IKEH 3aperncTpmpoBaTb MaaruH
(cm. paspgen 4.9.5.3.1).

4.9.5.6.1. NnarnH DSS.EmailService.SmtpPlugin

MapameTpbl, 3agaBaeMble NpU perncrpaunm, nepeumcieHol B Tabaunua 180. NapameTpsbl
nnarnHa SmtpPlugin.
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Tabnuua 180. NMapameTpbl nnarnHa SmtpPlugin

HanmMmeHoBaHus 3HauyeHue no &
OnucaHue O6sa3arenbHbIN
napameTpa YMOJIHAHUIO
Host Aapec SMTP-cepBepa. [a
Port Mopt SMTP-cepBepa Oa
Login JlorvH ans pocTtyna K Het
cepBepy
Password Maponb ans gocrtyna K Het
cepsepy
FromAddress Aapec oTnpaBuTens [a
Subject Tema coobueHuns no Het
YMOJTYaHUIO
Tpebyetcs nn SSL
RequireSsl coeauvHeHne ang Mo ymonuaHuio false Het
AOCTyna K cepBepy
Bpems ncreueHus
Timeout OXmnAanna npu Mo ymonuanuio 30 cekyHa Het
oTnpaBke coobuweHus B
MUNINCEKYHOAX.

Tvn  nnarvHa, yKa3blBaeMblii  MpuM  perncrpaumm B KoMaHanete  Add-
DSSSignServerPlugin B napametpe PluginTypeName:

CryptoPro.DSS.EmailService.SmtpPlugin.SmtpPlugin,DSS.EmailService.Smtp
Plugin.

4.9.5.6.2. HacTtpoka nnarmHa pna d¢opmuposaHma Email-
coobweHunmn

Mpn dopmmposaHum Email-coobuweHns ucnonb3yeTca crneuuanbHbli NAaruH — ero
3ajiada COCTOMT B CO34aHMKM TeKCTa coobuieHna Ha ocHoBe MHGOpMALMU O BbINOIHAEMOM
OEeNCcTBMN, NoANNCbIBAEMOM AOKYMEHTe, O4HOPa30BOM napose 1 T.n. 19 HacTporKK naarmHa
ncnonb3yetcs koMaHabl Add-DssSignServerPlugin, Set-DssSignServerPlugin.

HacTponku gaHHOro njarnHa aHasnornmyHbl HacTpomMkam nnarnHa ansa dopMmpoBaHums
SMS coobLieHnn.

Tun  nnarvHa,  yKasblBaeMblii  Npu  pernctpaumMm B KoMaHanete  Add-

DSSSignServerPlugin B rnapameTpe PluginTypeName:
CryptoPro.DSS.MessageFormatter.EmailFormatter,DSS.DSS.MessageFormatter

4.9.5.6.3. Mpumep HacTponkun onoseweHmnsa no Email

# PeruCcTpupyeM TPaHCIOPTHHI MJIaTMH IJi OTHpaBku Email coobueHwnn
Add-DssStsPlugin -PluginTypeName
“CryptoPro.DSS.EmailService.SmtpPlugin.SmtpPlugin, DSS.EmailService.SmtpPlugin
” -PluginType Email -Settings @{“Host”="mail server”; “Port”="25";
“FromAddress”="noreply@some domain.com”; “RequireSsl”="true” }

# PermcTpupyeM IJIaTuMH IJiS GOPMUPOBAHUS COOBMEeHMUM

Add-DssStsPlugin -PluginTypeName
“CryptoPro.DSS.MessageFormatter.EmailFormatter, DSS.MessageFormatter” -
PluginType Formatter —-Settings @{}

# PermcrTpupyeM KOMIIOHEHT IJia oTapaBku Email cooBmeHwmit.
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# VmeHTUOMKATOPH TPAHCIOPTHOTO MJIaTMHa M NJjaruHa OJs QOpMMPOBaHMSA COOOWEHUM
# MOXHO MOCMOTPETH B BHBOIEe koMaHIjeT Get-DssStsPlugin

Add-DssStsNotifier -TransportPluginID <Transport Plugin ID> -
FormatterPluginID <Formatter Plugin ID> -NotifierType Email

4.9.5.7. HactpoMka wabnaoHoB coobweHnn

4.9.5.7.1. MNocnenoBatenbHOCTb waros npu HacTpoike
wabsioHOB coo6LWweHunn

CraHgapTHble TekcTbl wabnoHoB cooblweHunii, npuBeaeHHble B pa3genax 4.9.1-4.9.3,
MOXHO M3MEHUTb. /11 3TOr0 HEO6X0AMMO BLIMONIHUTL CleayioLlee:

Mpeabiaywme sepcumn DSS

1. Boibepute cobbiTME, TEKCT KOTOPOro XOTUTE MU3MEeHUTb. Cnuckm cobblITMin MU UX
TEKCTOB npeactaBneHbl B Tabnuuax pasgenoB 4.9.1-4.9.3, nnbo BbIBOAATCA Ha KOHCOJb
komaHanetamn Get-DssSignServerEvent n Get-DssStsEvent (cMm. paszen 4.9.4).

2. Onpegenute nHaekc cobeiTna B bl ak3emnnsapa (napametp ID B BbIBOAE Ha KOHCOJb
koMaHaneta Get-DssXXXEvent) W/IN wucnonb3yihte napametrp -EventType u Bbibepurte
naeHTudnkaTop wabnoHa onoseLwweHns o0 cobbiTun (0AMH M3 WAbNOHOB, €C/IN UX HECKO/IbKO),
KOTOpbI XOTUTE WU3MEHUTb. MaeHTudwukatop wabnoHa(-0B) OMOBELEHUS COAEPXUTCA B
napametpe MessageTemplates B BbiBOAe Ha KOHCONb. MpocMOTpeTb CBONCTBa WAabNOHOB,
€CIM  UX HEeCKOSIbKO, MOXHO npuM MNOMOWM KOMaHAbl (Get-DssStsEvent -EventID
<mmeHTUbMKkaTOp wWabjoHa>) .MessageTemplates.

3. Wcnonb3ys komaHaner Set-DSSSignServerFormatterTemplate, 3apaiite B
napametpe —Template HOBbI TeKCT cooblieHnsa o cobbiTnK, yKasas TakKXe B napaMmeTpe —
TemplateID naeHtudurkaTop BbibpaHHOro wabsioHa onoBeLLeHMS.

HoBbie Bepcun DSS

1. Bbibepute cobbiTve U ero TeKCT, KOTOpbI HE06X0AMMO U3MEHUTb. 9 3Toro Heo6xoamMmo
3HaTb creaylollee:

> Monyuatenb (User ang Monb3osatensa nnm Admin gnsa OnepaTtopa) — 415 Bbibopa cM.
Ha3BaHusa pasgenos 4.9.1-4.9.2 n ux noapasgenos.

» Cnocob goctaBku (SimAuth, MobileAuth, AirKeyAuth, RutokenAuth, Challenge,
SMS, Email) — onsa Bbibopa cM. HaszBaHus Tabnuua 147-Tabnuua 160.

2. Ncnonb3ysa komaHanet Set-DSSSignServerFormatterTemplate, 3agalite B napameTtpe
-Template HOBbI TekCT coobuweHna o cobbiTnn, o0ba3aTenbHO yKasaB TakXxe cneaywoume
napameTpbl:

» EventTypes;
» Recipient;
> Destination.
3Tm  Xe  rnapaMeTpsbl MoryT  O6bITb  nepeaaHbl u3 KoMaHAneTa Get-
DSSSignServerFormatterTemplate B pexunme koHBenepa. Takum o06pa3oM, ocTaHeTcs
yKa3saTb TOJIbKO HOBOEe 3HaueHue napametpa —Template.

4.9.5.7.2. Komananet Get-DSSSignServerFormatterTemplate

KomaHaneTt Ansa BbiBOoAa Ha KOHCONb VIHd)OpMaLI,VIVI 0 wabnoHax coobLieHnn.
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CuMHTaKCcuUc:

Get-DSSSignServerFormatterTemplate [-DisplayName <string>] [-Destination
<string>] [-EventID <int>] [-EventTypes <string>] [-Recipient <string>]

Tabnuua 181. OnncaHne napaMeTpoB kKoMaHaneTa Get-
DSSSignServerFormatterTemplate

MapameTp Tun OnucaHue

DisplayName string MMsa a3K3eMnnispa KOMMNOHEHTA

Bo3MoOXxHble

3Ha4YeHus:
Destination Ema_ll; MeToa aoctaBku coobuieHus.
MobileAuth;
SimAuth;
SMS.
NaeHTndunkaTop cobbiTnsa, Ans KOTOpPOro
HacTpanBalTCs BO3MOXHble TeKCTOBKMK, B B[]
EventID int ak3emnnapa Cepsuca Moanucm nnm UN. (ID B
pe3ysbTaTe BbiBOAA Ha KOHCOJ/Ib KOMaHaneTta Get-
DssXXXEvent, rge XXX - SignServer nnn Sts
COOTBETCTBEHHO).
Cnncok umeH cobbiTnin Yepes 3anatyto. BHUMAHUE!
EventTypes string Ncnonb3yite komananet Get-DSSSignServerEvent
ana cobbitnin U3 Tabnuua 115 n komaHanet Get-
DssStsEvent 13 Tabnnua 116.
Bo3MOXHbIe
3Ha4YeHus:
Recipient Admin; Tun nony4yatens coobuweHuns (OnepaTtop nnu
S Monb3oBaTenb).
Service;
User.

4.9.5.7.3. Komananer Set-DSSSignServerFormatterTemplate
KomaHanert gns nameHeHus wabnoHa coobuweHusa o cobbitun. OnmcaHne napaMeTpoB
KOoMaHAbl npuBeaeHo B Tabnuua 182.

CMHTaKCcuc:

Set-DSSSignServerFormatterTemplate [-TemplatelID <int>] -Template <string> [-
DisplayName <string>] [-Destination <string>] [-EventTypes <string>] [-
Recipient <string>]

Tabnuua 182. OnucaHme napaMeTpoB KOMaHAaneTa Set-
DSSSignServerFormatterTemplate

MapameTp Tun OnucaHue
DisplayName String MMa 3K3eMnnapa KOMMNOHEHTa
TemplateID int NaeHTndunkaTop wabnoHa coobieHuns.

Ctpoka-wabnoH coobwenmns. (LabnoHbl no
yMof4aHuio cMm. Tabnuua 147 - Tabnuua
153). MNpwn HacTponke CobCTBEHHbIX
wabnoHOB HEKOTOPbIX COOBLWEeHNM MOryT
6bITb UCNONb30BaHbl NOACTAHOBOYHbIE
napaMmeTpbl, NpmBeaeHHble B Tabauua 183.

Template String
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MapameTp T™vn OnucaHue

Nmsa cobbiTua, TeKCT wabnoHa coobuieHus
KOTOPOro Hy»XHo U3MeHnTb. BHUIMAHWE!
Mcnonb3yiTe KoMaHanet Get-
DSSSignServerEvent gna cobbitnii ns
Tabnuua 115 n koMmaHanet Get-
DssStsEvent 13 Tabnunua 116. Ecin He
ncronb3yetcs TemplateID, Heo6xoanmo
yKkasaTb napameTpbl Recipient v
Destination ana ogHo3HauHOro
COOTBETCTBUS HacTpanmesaemoro wabnoHa.

EventTypes string

BO3MOXHbIe

3HaYEeHUS: Twvn nony4daTtensa coobweHuns (OnepaTtop wan
Admin; Monb3oBaTenb).

User.

Recipient

BO3MOXHbIe
3Ha4YeHus:
Email;
MobileAuth;
SimAuth;
SMS.

Destination MeToz A0CTaBKU coobLeHns.

4.9.5.7.4. NoacTaHOBOYHbIE ans wabnoHoB

coobuweHun

napamMeTpbl

B wabnoHax coobuweHnin (Tabnuua 147 - Tabnuua 153) MOryT 6biITb MCNONbL30BaAHbI
NOACTaHOBOYHble napaMeTpbl. CUMHTaKCMC MOACTAHOBOYHOro napaMetTpa B wWwabnoHe
cooblieHna cneayownii;

{0:<VmMa napameTpa>}

B Tabnuua 183 npeacrtaBneHbl NOACTAHOBOYHbIE MapaMeTpbl WabsoHOB COO6LEeHN
ANst cO6bITUN, OTHOCALMXCS K NOATBEPXAEHUIO onepaumi.

HE wncnonb3yiTe noACTaHOBOYHbLIA NapameTp OTP ans cobbiTuid,
BbIBOANMbIX Ha Beb-uHTepdelic MNonb3oBaTtens (napameTtp -Destination
Challenge).

Tabnuua 183. OnucaHMe NOACTAaHOBOYHbIX NapamMeTpoB Ans WabsioHOB CobbITUM
BTOPHUYHOM ayTeHTUdMKaunm

OonucaHue MoAaCTaHOBOYHbIN OonucaHMe NOACTAaHOBOYHOIO
CobbiTne
cobbiTus napaMerTp napamerpa
Sessionld NaoeHTudumnkaTop ceccum

NaeHTudukaTop TpaHsakumm B paMmkax

Transactionld o
0JJHOW ceccum

Secondar NoaTBEDKACHME UserID NaoeHTndukaTop MNonb3osartens
AuthLogir?/ onﬂp.a pxA Login JloruH lMonb3oBaTens
Realm Umsa LN

TransactionTokenId

NaeHTUdUKATOP TOKEHA TpaH3aKLUMu

OaHOpa30BbIN Maposib 414

oTP
NOATBEPXAEHNSA onepaunm
Sessionld NaoeHTudunkaTop ceccum
Secondary . NaeHTudumnkaTop TpaH3akunm B paMmkKax
AuthSign Transactionld N
MoaTeepxaeHue 04HON ceccum
I onepauuu nognucn  UserID NaoeHTndukatop MNonb3osartens
Login JloruH lMonb3oBaTens
Realm Uma LN
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Secondary

TransactionTokenlId

NaeHTUdUKATOp TOKEHA TpaH3aKUuUK

AuthSignD OTP OpHopa3oBbI Naponb Ans
ocs NOATBEPXAEHMS onepauum
SignatureType dopmMaT noanucu
Certificateld NaeHTndukatop ceptudurkata noanmcum
DocumentInfo CBeup,eva 0 JOKYyMeHTe. Hanpumep, nms
danna
Tun gokymeHTa. O6bIYHO B NapameTpe
DocumentType HaxoauTca paclimpeHue
noanuceiBaemoro darina, nmbo gpyrom
DocumentType CTPOKOBbI naeHTudukatop. C gaHHbIM
MAEHTUPUKATOPOM CBSA3aH NnaruvH ans
oTobpaxeHnss LOKYMEHTOB Ha cepBepe
DSS.
CertCommonName Mone «O6wee nma» ceptudurkarta
CertSubjectName Mone «Bnapeney ceptudukata»
cepTudumkarta
CertIssuerName MNone «N3paTtenb cepTudmkata»
ceptudunkaTa
CertSerialNumber Mone ««CepuiiHbin HOMep» cepTudukarta
[OpyxecTBeHHOe uMsa cepTudmkaTa, nog
CertFriendlyName KoTopbIM lMonb3oBaTenb 3arpysun 3ToT
ceptudunkart B DSS
SessionlId NaoeHTndunkaTop ceccmm
TransactionId l/l,quImpMKaTop TpaH3aKuMM B paMmKax
OAHOM ceccum
UserID NaoeHTndukartop Monb3oBatens
Login JlornH Monb3oBaTens
Realm Uma LN
TransactionTokenlId NaoeHTndunkaTop ToKeHa TpaH3aKunm
OTP OpHopa3oBbI Naponb Ans
NOATBEPXAEHMS onepauum
CertificateID VI,quTlilcpMKaTop ceptudukarta ang
[aHHOW onepauunmn
secondary  TloATsepxaenrne Tun wndpoBaHna AOKYMeHTa
AuthDecryp onepauumn EncryptionType H P CMS Y '
t pacwudpoBaHus anpumep,
DocumentInfo CBev,CI,EHMﬂ 0 JOKYyMeHTe. Hanpumep, nms
danna
CertCommonName Mone «Obwee nma» ceptndukaTa
CertSubjectName Mone «Bnageney ceptudukata»
ceptudukaTa
CertIssuerName Mone «N3paTenb cepTudmkata»
ceptudunkaTa
CertSerialNumber MNone «CepuiiHbl HOMep» cepTudmKaTa
[OpyxecTBeHHOe uMsa cepTudukaTa, noa
CertFriendlyName KoTopbIM lMonb3oBaTenb 3arpy3smn aToT
ceptugukat B DSS
SessionlId NaoeHTndunkaTop ceccmm
TransactionId MAEHIMQ)MKaTOp TpaH3aKuMM B paMmKax
OAHOM ceccum
UserID NaoeHTudukaTop MNonb3osartens
Login JlornH Monb3oBaTtens
Realm Uma LN
Secondary MoaTBepxaeHNe TransactionTokenId Vl,quTmchKa'[op TOKEHa TpaH3aKuuu
AuthCreate co3gaHusa 3anpoca QTP OnHopasoBsblil Naposib Ana
Request Ha cepTudukaTr MOATBEPXAEHNA Onepaunn

CAId

NaeHTMdUKaTop yAOCTOBEPSAIOLLErO
LeHTpa

CertTemplateOid

NaenTndunkaTtop wabnoHa ceptudukaTa
Ncnonb3yeTcs npu Bbinycke
ceptudumkarta Ha KpunTtollpo YL 2.0.
MapaMeTp B3aMMOUCKITOYAOLWMI

¢ EkuString
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Mone «Bnapeney ceptudukata»

CertSubjectName

ceptudunkaTa

Pacwmnpenne Enchanced Key Usage
EkuString cepTudukaTta. MNMapameTp

B3anmouncktodatowmin ¢ CertTemplateOid

CertTemplateName

Mmsa wabnoHa ceptudukarta

Sessionld

NaeHTndunkaTop ceccmm

Transactionld

NaeHTudunKkaTop TpaH3akKunM B pamkax
O/lHOW ceccuun

UserID NaeHTndukatop Monb3osatens
Login JlornH Monb3oBaTtens
Realm ma UN

TransactionTokenld

NaeHTMdMKATOp TOKEHA TPpaH3aKLnm

oTP

O4HOPa30BbIN Naposib AN

MNoaTBexaeHue noATBEPXAEHWNS onepauum
Secondary CMeHbl NUH-KoAA 7
AuthChang < A CertificateID 'D‘eHTlfdMKaTOP cepTvdukara Ans
ePin Ha KOHTelHep AaHHOM onepauumn
3aKpbITOro Knto4a CertCommonName Mone «O6wee nma» ceptudurkarta
CertSubjectName Mone «Bnapeney ceptudmkaTa»
ceptudunkaTa
CertIssuerName Mone «N3paTenb cepTudmkata»
ceptudunkaTa
CertSerialNumber Mone ««CepuiiHbin HOMep» cepTudukarta
OpyxecTBeHHOe nMa cepTudukarta, noa
CertFriendlyName KoTopbIM lMonb3oBaTenb 3arpy3smn aToT
ceptudunkart B DSS
SessionlId NaoeHTndunkaTop ceccmm
TransactionId V],Cl,eHIVId)VIKaTop TpaH3aKuum B pamkax
OAHOM ceccum
UserID NaoeHTndukartop Monb3oBatens
Login JlornH Monb3oBaTens
Realm Uma UN
TransactionTokenlId NaoeHTndunkaTop ToOKeHa TpaH3aKunm
OTP OpHopa3oBbI Naponb Ans
NOATBEPXAEHMS onepauum
CAId NaoeHTndunkatop obpabotumka YL
Secondary  ToaTeepxaeHve NaoeHTudukaTop wabnoHa ceptudukaTa
AuthRenew nepesbinycka TpebyeTcs YTOUHUTb UCMNOJIb30BaHMeE C
Cert cepTudmkaTa CertTemplateOid pa3nndHbiMM obpaboTtunkamu YL.
MapameTp B3aMMOUCK/IOYAKOLWMIA C
EkuString
CertSubjectName PasznuuntenbHoe umsa cybbekTa B
CTPOKOBOM MNpeacTaBaeHunmn
Pacwunpenune Enchanced Key Usage
EkuString wabnoHa cepTudmukara. 3
MapameTp B3aMMOWUCKI/IOYAIOLLMIA
¢ CertTemplateOid
Groupld NaoeHTndunkaTop KpunTonpoBanaepa
CertTemplateName Mmsa wabnoHa cepTudukarta
Sessionld NaeHTudumkaTop ceccum
TransactionId MAEHIMCPMKaTOp TpaH3aKuuM B pamkax
OAHOM ceccum
UserID NaeHTudukaTop MNonb3osarens
Login JlornH Monb3oBaTens
Realm Umsa LN
Secondary MoaTesepxaeHve TransactionTokenId NaeHTudumnkaTop TOKEHa TpaH3aKumu
AuthRevok oT3biBa OTP OpHopasoBbI Naposb An1s
eCert ceptudmkaTa NOATBEPXAEHMS onepauumn

CertificateID

NaeHTndunkaTop ceptudukaTa 4ns
AaHHOW onepauunmn

RevocationReason

MpuynHa oT3biBa cepTudmrkaTta

RevocationDate

[aTta oT3biBa cepTudmkaTa

RevocationComment
S

KommeHTapuin Nonb3oBaTtens K OT3bIBY
ceptudunkaTa
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Sessionld

NaoeHTndunkatop ceccum

Transactionld

NaeHTudukaTop TpaHsakunm B pamkax

O/lHOW ceccuun

UserID NaeHTudukaTop MNonb3osartens
Login JlornH Monb3oBaTens
MoaTBepxaeHune Realm ms LIV
Secondary npﬁOCTsHOLIlBKVI TransactionTokenId NaeHTudumnkaTop TOKEHa TpaH3aKumu
Q;JtthHoIdC ReiicTBIS OTP OpHopa3oBbI Naponb Ans
ceprugiero e e
CertificateID A o P cep A
AaHHOM onepauumn
UnholdDate [aTta B0306HOBNEHMS AeCTBUSA
cepTudumkarta
UnholdAction ﬂ,eVICTBVIeu, BbINOJSIHAEMOE MO OKOHYaHUM
CpOKa AencTBus ceptudmkaTa
SessionId NaeHTndunkaTop ceccmm
TransactionId MAeHIMd)VIKaTop TpaH3aKuum B pamkax
OAHOM ceccum
UserID NaoeHTndukatop Monb3oBatens
MoatBepxaeHune ;
Secondary B0306HOBEHMS Login JlornH Monb3oBaTtens
AuthUnhold = Realm Umsa LN
AencrTeuns -
Cert cepTudmKaTa TransactionTokenlId NaeHTUdnKaTop TOKEHa TpaH3aKumu
OTP OpHopa3oBbI Naponb Ans
NOATBEPXAEHNSA onepaunm
CertificateID l/l.quTlilchKaTop ceptudumkaTa ang
[aHHOW onepauunmn
SessionlId NaeHTndunkaTop ceccmm
TransactionId V],Cl,eHIVId)VIKaTop TpaH3aKuum B pamkax
OAHOM ceccum
UserID NaoeHTndukatop Monb3oBatens
Login JlornH Monb3oBaTtens
Realm Uma UN
TransactionTokenlId NaoeHTndunkaTop ToOKEHa TpaH3aKunm
OTP OpHopa3oBbI Naponb Ans
MoaTeepxaeHve NOATBEPXAEHNSA onepaunm
Secondary AaneHus NaoeHTudukaTop ceptudmrkaTta ans
AuthDelete CertificateID AeHTY b cep A
Cert ceptudukaTa OaHHOW onepauumn
Monb3oBatens CertCommonName MNone «Obuwee nma» ceptTudmrkaTa
CertSubjectName Mone «Bnageney ceptudukata»
ceptudukaTa
CertIssuerName Mone «N3paTtenb ceptudmkaTa»
ceptudunkaTa
CertSerialNumber None ««CepuiHbIi HOMep» cepTudukKaTa
[OpyxecTBeHHOe uMsa cepTudmkaTa, noa
CertFriendlyName KoTopbIM lMonb3oBaTenb 3arpysun 3ToT
ceptudukat B DSS
SessionlId NaoeHTndunkaTop ceccmm
TransactionId MAEH:I’VId)VIKaTOD TpaH3aKLUMM B paMmKax
MoatBepxaeHune OAHON cecchi
Secondary UserID NaoeHTudukaTop MNonb3osartens
yAOaneHus Bcex -
AuthDelete Login JNlorvH Monb3oBaTens
Certs cepTudukaTos Realm Umsa UK
lMonb3oBaTens

TransactionTokenld

NaeHTUdUKATOP TOKEHA TPaH3aKLMu

OoTP

OpHopa3oBbI Naponb Ans
noATBEPXAEHWUS onepauum

4.9.5.8. MpnMep HACTPOMKM CUCTEMbDI OMNOBELLEHUSA

MNpuvMep AEeMOHCTPUPYET HACTPOMKY KOMMOHEHTa OMOBELLEHUS Yepe3 TecToBbli SMS-
nnarnH. CooblweHuns, oTnpaBnsemMble Yepes TeCTOBbIA nnaruH, 6yayT cCoXpaHaTca B (ainbl B
YyKasaHHOM Npu HacTpomKe ANPEKTOPUN.
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# IvpexTopMsa IOJig COXPaHeHMs GalijoB C COOOUWEHMIMU
$SMSBaseDir = "C:\tempsms\"

Write-Host "IOoGaByieHme mjarmHa »nJs oTnpaBku CMC-coobmeHnn"
Add-DSSSignServerPlugin -PluginTypeName
"CryptoPro.DSS.SmsService.StubPlugin.SmsStub, DSS.SmsService.StubPlugin" -
PluginType SMS -Settings @{"WorkingDirectory" = $SMSBaseDir}

Write-Host "[OoGaByieHue myarmHa njas dopmaTmpoBaHmsa CMC-coobmeHwmin"
Add-DSSSignServerPlugin -PluginTypeName
"CryptoPro.DSS.MessageFormatter.SMSFormatter, DSS.MessageFormatter" -
PluginType Formatter -Settings @{Header="Kpunrto-Ilpo DSS."}

Write-Host "IOoOaByieHMe MOIyJisa OINOBEWEHMs njsa ornpaBku CMC-coobmenHwnin"
Add-DSSSignServerNotifier -TransportPluginID 1 -FormatterPluginID 2 -
NotifierType SMS -Settings

@{"MinQueueSize"="0"; "MaxQueueSize"="10000";"TimerInterval"="500";"TTL"="1";"
MessageWindow"="50"; "ThreadCount"="1"; "Enabled"="true"}
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4.10. Npeo6pa3zoBaHMe OKYMEHTOB

B Kpuntollpo DSS aokyMmeHTbl, KOoTOpble lMonb3oBaTenb 3arpyxXxaet 4Ans nognmcum nam
wudpoBaHMsa, MoryT ObiTb BM3yanmM3MpoBaHbl. [ns 3TOr0  MCMOAb3YKTCS  NJarnHbl
npeobpasoBaHns AOKyMeHTOB. [lpeobpa3oBaHve [LOKYMEHTOB MOXET MpoucxoauTb Ha
cneaywowmnx komnoHeHtax Kpuntollpo DSS B 3aBMCUMMOCTU OT BbINOJIHAEMON onepaunm:

> Ha Beb-nHtepdence NMonbsosaTtens (BM3yanmsaums JOKYMEHTOB Npu nognucaHum unm
wndpoBaHun, otobpaxeHne ookyMeHToB popmaTa XML);

> Ha UeHnTtpe WaeHTudumkaumm (Mcnonb3lyoTcs ans oTobpa)keHus [OKyMeHTa B
MO6MABbHOM MpuaoXxeHnn myDSS).

Janee onucaHbl HaCTpOVIKM ana  Bulyaamdaunmnm OJOKYMEHTOB B KaXaoOM U3
nepevYncneHHblX cny4yaes.

4.10.1. Buszyanmsauumsa AOKYMEHTOB Npu noaonMcaHMm Ha
Be6-uHtepdeiice NMNonb3oBarenn

Beb6-nHtepdeinc Monb3oBatenss npegoctasnsetr [lonb3oBaTenssM  BO3MOXHOCTb
BM3yasM3auMnm [AOKYMEHTOB repes co3gaHveM noanucu. [logaepxuBaeTca MNpoCMOTp
OOKyMeHTOoB cneaytwowmnx dopmartos: PDF, XML, ODT.

Takxe obecneunBaeTcs TexHMyeckas nogaepxka dopmatos DOC, DOT, DOCM, DOTM,
DOCX, DOTX, FlatOpc, FlatOpcMacroEnabled, FlatOpcTemplate,
FlatOpcTemplateMacroEnabled, OTT, OOXML, WordML, RTF, HTML, XHTML, MHTML n TXT,
OlHAKO B WX OTHOLWEHWM B paMKax MNpOBeAeHUs OLEHKU BAUSHUA TpebyeTca npoBepsTb
AONYCTUMOCTb MCMOJIb30BaHUSA B KOHEYHOM cucrteme. NogpobHee 06 sTtom B n. 1.5 goKkyMeHTa
XTAN.00096-02 30 01. Kpuntolpo HSM. dopmynsp.

HacTpoiika Bu3yanusaumm AOKYMEHTOB nepen co3gaHueM DI ocyliecTBAseTcs npw
MOMOLLKM CneunanbHbiX naarMHoB. YTobbl Bocnonb3oBaTbca naarmHoMm B Kpuntollpo DSS, ero
HeobxoaMMOo cHadana 3apernctpupoBaTb. PaboTa ¢ nnarmHamu Busyanmsaunm 4OKYMEHTOB Ha
Beb-mHTepdelice Monb3oBaTens OCyLeCTBASETCS Npu MOMOLLUM KOMaHANETOB, OMUCAHHbIX B
pa3pgene 4.7.3.5.

MnarnHbl, NO3BONSOLWME BU3YATM3NPOBaTh AOKYMEHTbl AaHHbIX (POPMATOB, HAX0AATCH
B aupektopun <MyTb ycraHoBku>\DSS\Plugins\Converters 1 wumeloT cneaywowme
Ha3BaHuSA:

» DSS.DocumentConverter.PdfStub.dll - oTBeuaer 3a oTO6paxxeHne [OOKYMEHTOB
¢opmaTta PDF;

» DSS.DocumentConverter.Word.dll - otBeyaeT 3a oTobpaxkeHne oKyMeHTOB hopMaToB
DOC, DOT, DOCM, DOTM, DOCX, DOTX, FlatOpc, FlatOpcMacroEnabled,
FlatOpcTemplate, FlatOpcTemplateMacroEnabled, XML, ODT, OTT, OOXML, WordML,
RTF, HTML, XHTML, MHTML, TXT, PNG, JPG, BMP, JPEG, TIFF, GIF.

[Ona akTmBaumMm BO3MOXHOCTM NPOCMOTPa AOKYMEHTOB HEOOX0ANMO 3aperncTpnpoBaTh
HY>XHble ¢dopMaTbl U COOTBETCTBYHOLWME naarMHbl ¢ nomowbio Windows PowerShell. Ons
KaXxaoro sk3emnnapa Beb-npunoxeHus B aupektopun <Mytb yctaHoBku>\Frontend
CO34aeTcs CBOM COBCTBEHHbIN KOHMDUIYpaLUMOHHBIA dainn ¢ uMeHeM <UMsA ak3eMnasipa Beb-
npunoxxeHua>_convert.config.

MpumMmep:

[aHHbIi cueHapuii pernctpupyet dopMaTbl AOKYMEHTOB, AN KOTOPbIX BO3MOXEH
NMPOCMOTP C MOMOLLbI YCTAHOB/IEHHbIX MIarMHOB.
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Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.PdfStub.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dl1l

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dl1l

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin —-FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll
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pdf -Assembly

doc -Assembly

dot -Assembly

docm -Assembly
dotm —-Assembly
docx —-Assembly
dotx —-Assembly

FlatOpc -Assembly

FlatOpcMacroEnabled -Assembly

FlatOpcTemplate —-Assembly

FlatOpcTemplateMacroEnabled -Assembly

xml —-Assembly

odt -Assembly

ott —-Assembly

ooxml -Assembly

WordML -Assembly

rtf -Assembly

html -Assembly

xhtml -Assembly

mhtml -Assembly

txt -Assembly
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Add-DssFEConverterPlugin -FileExtension png -Assembly
DSS.DocumentConverter.Image.dll

Add-DssFEConverterPlugin -FileExtension jpg -Assembly
DSS.DocumentConverter.Image.dll

Add-DssFEConverterPlugin -FileExtension bmp -Assembly
DSS.DocumentConverter.Image.dll

Add-DssFEConverterPlugin -FileExtension Jjpeg -Assembly
DSS.DocumentConverter.Image.dll

Add-DssFEConverterPlugin -FileExtension tiff -Assembly
DSS.DocumentConverter.Image.dll

Ecnu MPOCMOTP 3arpyXxeHHoro AOKyMeHTa noagaepXnBaeTca YCTaHOBJIEHHbIMU
njarMHamMM W BbIMOJIHEHA perncrpaunss B KOHMUrypaumoHHoM daine, TO AOKYMEHT
oTobpaxkaeTcs BO BKlagke «3arpy3ka gokyMmeHTa». (Puc. 32).

DNokyment ~
o e et R DB N O s 5 e e e e

LlokyNeHT GyAET OTNpaBNen Ha cepeep. Pauep AoKyMeHTa He AoN¥eH npeskiuaTs 20 MB

Buepute daiin | Kpuntollp . e docx

Hasag ~ Bnepep Crpammua: 1 ua 10

CepBep 3NeKTPOHHOW nognucu
Kpuntollpo DSS

BeEpcua 1.0

ObWee on1caHue

Puc. 32 — Busyanusauus 3arpy>eHHoro AoKyMeHTa

Ona  nogaepxkun oTobpaxeHuss LOKYMeHToB o0cobbix dopmaTtoB Heobxoanmmo
peanuMsoBaTb W 3aperncTpmpoBaTb COOTBETCTBYHOLUMA MJjarnvH, OoTBe4Yalowmii OnucaHHbIM B
PykoBoacTee pa3pabotumka TpeboBaHUSM.

4.10.2. Busyanmsauma AOOKYMEHTOB Ha MO6M/IbHOM
npunoxxeHum myDSS

MobunbHoe npunoxeHme myDSS MMeeT BO3MOXHOCTb OTO6paxaTb AOKYMEHT Mpu
NoATBEPXAEHUN oOMepauunm C 3TUM AOKYMEHTOM. HacTpoiika COOTBETCTBYIOLIMX MNAArnHOB
npeobpas3oBaHUa [OKYMEHTOB OCYLLECTBAETCA MpPW MOMOLIM KOMAHA/ETOB, BXOAALINX B
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coctaB PowerShell-moayns UM CryptoPro.DSS.PowerShell.STS. 3T koMaHANETbl ONMCaHbI
B pasgene 4.5.8.11.

LeHTp UaoeHTndukaumm npegocrtasnset MNonb3oBaTensiM BO3MOXHOCTb BM3yanm3auum
OOKyMeHTOB B Mo6bunbHOM npeanoxeHunm myDSS nepea co3gaHMeM  nognuvcu.
Moaaep>xnBaeTcsa NPOCMOTP AOKYMEHTOB cneaytwowmnx dopmartos: PDF, XML, ODT.

Takxe obecneunBaeTcs TexHMyeckas nogaepxka dopmatos DOC, DOT, DOCM, DOTM,
DOCX, DOTX, FlatOpc, FlatOpcMacroEnabled, FlatOpcTemplate,
FlatOpcTemplateMacroEnabled, OTT, OOXML, WordML, RTF, HTML, XHTML, MHTML un TXT,
OAHAKO B WX OTHOWEHWM B paMKax MNpoBeAeHUs OLEeHKM BAusHus TpebyeTcs npoBepsiTb
AOMNYCTUMOCTb MCMOJIb30BaHUSA B KOHEYHOM cucteme. NogpobHee 06 atom B n. 1.5 goKyMeHTa
XTAKN.00096-02 30 01. Kpuntollpo HSM. ®dopmynsp.

MnarvHbl, NO3BONSAOLMNE BU3YANIM3MPOBaTh AOKYMEHTbI AaHHbIX (hDOPMATOB, HaxXoAsATCs
B aupektopun <Mytb ycraHoBku>\DSS\Plugins\Converters un wumelT cnegywowme
Ha3BaHMUA:

» DSS.DocumentConverter.PdfStub.dll - oTBeyaer 3a oTobpaxeHne [OKYMEHTOB
¢opmaTta PDF;

> DSS.DocumentConverter.Word.dll - otBeyaeT 3a oTo6pakeHne oOKyMeHTOB (hOpMaToOB
DOC, DOT, DOCM, DOTM, DOCX, DOTX, FlatOpc, FlatOpcMacroEnabled,
FlatOpcTemplate, FlatOpcTemplateMacroEnabled, XML, ODT, OTT, OOXML, WordML,
RTF, HTML, XHTML, MHTML, TXT, PNG, JPG, BMP, JPEG, TIFF, GIF.

Ona akTneauMmn BO3MOXHOCTW NPOCMOTPa AOKYMEHTOB HEO6X0ANMMO 3aperncTpnpoBsaTh
HYXHble ¢dopMaTbl M COOTBETCTBYHOLWME nnarMHbl ¢ nomowbtk Windows PowerShell. Ons
KaXxaoro sk3emnnspa seb-npunoxeHunsa B avpektopun <MyTb ycTaHOBKMU>\Sts co3paeTcs
CBOM COOCTBEHHbINM KOHMUrypaumoHHbll dann ¢ umeHeM <WUMa >3k3eMmnnsapa Be6-
npunoxxeHuua>_ convert.config.

Ecnun nnarvH npeobpa3oBaHns HAaCTPOEH BEPHO, B MOBUALHOM NpunoxeHun myDSS B
obnactn «[aHHble onepaunn» oTO6pasnTCa AOKYMEHT, ornepauuito C KOTopbiM TpebyeTcs
noatTeepantb (Puc. 33).
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Puc. 33 — OTobpaxeHne gokyMeHTa B MOHBMNBbHOM NpuioxeHun myDSS
MpumMep:

Add-DssSTSConverterPlugin -FileExtension pdf -Assembly
DSS.DocumentConverter.PdfStub.dll

Add-DssSTSConverterPlugin -FileExtension doc -Assembly
DSS.DocumentConverter.Word.dll

Add-DssSTSConverterPlugin -FileExtension dot -Assembly
DSS.DocumentConverter.Word.dll

Add-DssSTSConverterPlugin -FileExtension docm -Assembly
DSS.DocumentConverter.Word.dll

Add-DssSTSConverterPlugin -FileExtension dotm -Assembly
DSS.DocumentConverter.Word.dll

Add-DssSTSConverterPlugin -FileExtension docx -Assembly
DSS.DocumentConverter.Word.dll

Add-DssSTSConverterPlugin -FileExtension dotx -Assembly
DSS.DocumentConverter.Word.dl1l

Add-DssSTSConverterPlugin -FileExtension FlatOpc -Assembly
DSS.DocumentConverter.Word.dll

Add-DssSTSConverterPlugin -FileExtension FlatOpcMacroEnabled -Assembly
DSS.DocumentConverter.Word.dll

Add-DssSTSConverterPlugin -FileExtension FlatOpcTemplate -Assembly
DSS.DocumentConverter.Word.dll

Add-DssSTSConverterPlugin -FileExtension FlatOpcTemplateMacroEnabled -
Assembly DSS.DocumentConverter.Word.dll
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Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dl1l

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dl1l

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dl1l

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dl1l

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssStsConverterPlugin -FileExtension
DSS.DocumentConverter.Image.dll

Add-DssStsConverterPlugin -FileExtension
DSS.DocumentConverter.Image.dll

Add-DssStsConverterPlugin -FileExtension
DSS.DocumentConverter.Image.dll

Add-DssStsConverterPlugin -FileExtension
DSS.DocumentConverter.Image.dll

Add-DssStsConverterPlugin -FileExtension
DSS.DocumentConverter.Image.dll

xml -Assembly

odt -Assembly

ott —-Assembly

ooxml -Assembly

WordML -Assembly

rtf -Assembly

html -Assembly

xhtml -Assembly

mhtml -Assembly

txt —-Assembly

png —-Assembly

Jjpg —-Assembly

bmp -Assembly

Jjpeg -Assembly

tiff -Assembly

4.10.3. OTto6paxeHne nokymeHtoB bopmata XML

Kpuntollpo DSS npepocrasnser

MNonb3oBaTensm

BO3MO>XXHOCTb OTO6aneHMH

AOKyMeHTOoB opmaTa XML Ha Beb-uHtepdeiice MNMonb3osaTtens nepes co3gaHneM noanmcu nnm
wudpoBaHmeM gokyMmeHTa. OTobpaxeHue 3TUX AOKYMEHTOB BO3MOXHO TakXe B MO6WAbLHOM
npunoxeHmn myDSS, ecnn Ha LUeHTpe WpeHTuduUKaumm HaCTpOeHbl COOTBETCTBYlOLME
nnarnHbl  (cM. pasgen 4.10.2). lMnaruH, no3sonsawwmii otobpasntb 3Ty wuHdbOpMauumio,
HaxoauTca B aumpektopun <Mytb yctaHoBku>\DSS\Plugins\Converters n Ha3biBaeTcs
DSS.DocumentConverter.Dtbs.dll.
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CospgaHue noanucu

LoKyMEHT -
HokymeHT Obin 2arpy#eH C BHELWHero caliTa.

d4adaa2f-6933-4a82-b508-854dd8c9cBTE

Harpresosaume nnaTexa: Homoe nnaTéEsscse nopydexmes BES,
CuSr momygarena: 575015630,

CuSm ornpaewrenA: 1656515445

Puc. 34 — OTobpaxxeHune gokyMmeHToB popmaTa XML

PaboTa c nnarMHoM NpouM3BOAUTCS MPU NMOMOLLM KOMaHAJETOB, ONMWCaHHbLIX B pa3aene
4.7.3.5. MNpwn gobasneHnn nnarmHa HeO6XoAMMO TakXe 3a4aTb HACTPOMKKN, MEPEYNCSIEHHbIE B
Tabnuua 184. DT HacCTpPONKM 3a4atoTcs BHyTpu napametpa Parameters tuna Hashtable:

@ {paramName;=paramValue;; paramNames=paramValue;;..;paramNamey=paramValuey}

roe paramNamei, paramValuei - Ha3BaHWe 1 3HaYeHWe napaMeTpa COOTBETCTBEHHO.

Tabnuua 184. NapameTpbl nnarnHa DSS.DocumentConverter.Dtbs.dll

HETE g OnucaHue

PageSetup.LeftMargin OTCcTYyn B AOKYMeHTe creBa.
PageSetup.TopMargin OTCcTYyn B AOKYMEHTE CBepxy.
PageSetup.RightMargin OTCcTYyn B AOKYMeEHTe crpasa.
PageSetup.BottomMargin OTCTYn B AOKYMEHTE CHU3Y.
PageSetup.PageHeight BbicoTa cTpaHUUbl AOKYMeHTa.
PageSetup.PageWidth LLnprHa cTpaHuubl 4OKYMEHTa.

Pasmepbl oTobparkaeMoro AoKyMeHTa. [aHHbIN napaMeTp
no3Bo/sieT BbibpaTb CTaHAAPTHbIE pa3Mepbl Mo

PageSetup.PaperSize o0603HaueHunto dopmaTta U3 Tabnmua 185. ina BBoAa
Mo/Ib30BaTENbCKMX NapaMeTpPoOB UCMNOb3YETCS 3HAUYEHUE
Custom.

PageSetup.Gutter PaccTosiHne mMexay CTpoKaMu.

MyTb K panny ¢ XSLT-npeobpasoBaHunem.

xslt N
OnunoHanbHbIN NapameTp.
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Tabnuua 185. CtaHaapTHble pa3Mepbl JOKYMEHTOB

dopmar 6ymarm Pa3mepbl

A3 297x420MM

A4 210x297MmM

A5 148x210mMmM

B4 250x353MmM

B5 176x250MM

Executive 7.25x10.5"
Folio 8x13"
Ledger 11x17”
Legal 8.5x14”
Letter 8.5x11"

EnvelopeDL 110x220MM

Quarto 8x10”
Statement 8.5x5.5”

Tabloid 11x17”
Paper10x14 10x14”
Paperl1ix17 11x17”

Mpw BbIGOpe AaHHOro pasmepa
Heobx0ANMMO CaMOCTOATENbHO

Custom 3ajaTb pa3Mepbl CTpaHULbl Npu

ngf)u.wl napameTpos n3 Tabnuua

NMpuMep perncTpauum nnaruHa anaa oto6pakeHns aokyMmeHToB popmata XML:

Add-DssFeConverterPlugin -FileExtension dtbs -Assembly
DSS.DocumentConverter.Dtbs.dll -Parameters @{ "PageSetup.LeftMargin"="10";

"PageSetup.PageWidth"="350"; "PageSetup.TopMargin"="10";
"PageSetup.PageHeight"="100"; "PageSetup.RightMargin"="10";
"PageSetup.PaperSize"="Custom"; "PageSetup.BottomMargin"="0";

"PageSetup.Gutter"="0"}
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PacwunpeHune, ykasaHHoe B napameTpe —FileExtension npu peructpaumu
@'} nnarnHa, n paclwmpeHue daina oTobpaxxaeMbiM AOKYMEHTOM [AOJXKHbI
coBnaaaThb.

Mpumep copeprknmoro XML-daina, kotopbiit He06xo4MMO O0TO6pa3nTb:

<?xml version="1.0" encoding="utf-8"?>
<dtbs xmlns="http://www.cryptopro.ru/schemas/2014/08/dtbs">
<row>
<name>HauMeHOBaHME IOoKyMeHTa</name>
<value>IlmaTéxHoe nopyueHme</value>
</row>
<row>
<name>BaHk nojgyudaTesasa</name>
<value>AKB "Pora m koneTa"</value>
</row>
<row>
<name>Cu&r nojyuaTesnda</name>
<value>40781032100000000000</value>
</row>
<row>
<name>Cymma mnjaTexa</name>
<value>100 RUB</value>
</row>
</dtbs>

Xsd-cxema ¢aina, kKoTopbli Heo6xoanMo oTo6pa3nTb:

<?xml version="1.0" encoding="utf-8"?>

<xs:schema targetNamespace="http://www.cryptopro.ru/schemas/2014/08/dtbs"
elementFormDefault="qualified"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:dtbs="http://www.cryptopro.ru/schemas/2014/08/dtbs"

<xs:element name="dtbs" type="dtbs:dtbsType" />
<xs:complexType name="dtbsType">
<xs:sequence>
<xs:element ref="dtbs:row" minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="unattendedSign" type="xs:boolean">
<xs:annotation>
<xs:documentation>
Ecaim 'true', TO IDOKYMEHT INOINNMCHBaeTCcsa 0e3 oToOpaxeHUS U
NONTBEPXIEHUS I[IOJIb30BAaTEJeM. B 3TOM Cllyyae 3JIEMEHTH rOw
IOOJIXHEL OTCYTCTBOBATE .
</xs:documentation>
</xs:annotation>
</xs:attribute>
</xs:complexType>

<xs:element name="row" type="dtbs:rowType" />
<xs:complexType name="rowType">
<xs:sequence>
<xs:element name="name" type="xs:string">
<xs:annotation>
<xs:documentation>
HasBaHMe KJIIOUEBOT'O NOJA C XML-OOKYMEHTOM, KOTOPEHIM
HeobxXOoIOMMO OTOOPasMUTh
</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="value" type="xs:string">
<xs:annotation>
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<xs:documentation>
3HaueHUEe KJIIOUEBOI'O NoJjig ¢ XML-OOKYMEHTOM, KOTOPHIM

HeoOXOoIOMMO OTOOPasUTh

</xs:documentation>

</xs:annotation>
</xs:element>
</xs:sequence>
</xs:complexType>

</xs:schema>

4.10.4. Npeob6bpasoBaHne XML-gOKyMeHTOB

Cepsuc Noanncu obecnedmBaeT NogAepPXKy Nonb3oBaTenbCknx XML-npeobpa3oBaHuii
npn d¢opmmpoBaHmn noanucn c¢opmata XMLDSig. [laHHass BO3MOXHOCTb obecne4ymBaeTcs
nytem permcrtpaumm Ha Cepsuce MNoanmcm nnarmHa XML-npeobpasoBaHus.

Perncrpaumsa nnarMHa OCYLWECTBASAETCS NMpW MoMoWM KoMaHaneTtoB cpeabl Windows
Powershell. na perncrpaunm Heobxoanma crnegyowas nHopMauuns:

> uMsa cbopku, cogepxallen Knacc ¢ peanmsaumnen XML-npeobpasoBaHus;
> WnMg Knacca, peanmsytowero XML-npeobpasosaHue (ONUMOHANLHO);
> CMUCOK UAeHTUMUKaToOpoB AaHHOro npeobpasoBaHus.

Mocne nonyyeHuns Tpebyemon nHdpopMaunm Heob6xoanMo BbINOJHUTL KOMaHanet Add-
DssSignServerTransformPlugin, KOTOpbIX MNO3BOAMT 3aperncTpupoBaTb MjarnH CUCTEMbI.
[anee npeacTaBnieHbl NpUMepbl percTpaumm nonb3oBaTeNbCKMX Npeobpa3oBaHuii, KOTOpbie
nayT B cocTtase anctpnbytmnsa Kpuntollpo DSS.

MpuMepsbl:

[Job6aBneHne XML-npeobpasoBaHusa gna ®doHpga CoumanbHoro crtpaxoBaHus (®CC) PO
(HopMaTuBHbI AOKYMEHT AOCTYMEH MO CCblIKe):

Add-DssSignServerTransformPlugin -Assembly CryptoPro.DSS.Xml.Transforms.dll -
Classname CryptoPro.DSS.Xml.Transforms.XmlFssTransform -Identifiers "urn:xml-
dsig:transformation:vl.1"

JobaBneHne XML-npeobpaszoBaHuss XPath Filter 2.0 (HopMaTuBHbIA AOKYMEHT
AOCTYNEeH No CCblJKe):

Add-DssSignServerTransformPlugin -Assembly CryptoPro.DSS.Xml.Transforms.dll -
Classname CryptoPro.DSS.Xml.Transforms.Filter2SubstractTransform-Identifiers
"http://www.w3.0rg/2002/06/xmldsig-filter2"

4.11. Hactpoka myDSS

Moaynb ayTeHTudumkaumm myDSS pagna C3MN  «Kpuntollpo DSS» gaBnsaetcs
o6ocobneHHol YacTblo LleHTpa MaeHTndmkaunm n no3BonseT NoaTBepXaaTh BoNensbsaBieHne
Monb3oBaTens Ha BbIMOJIHEHUE Pa3/INYHbIX Onepaumii C NOMOLWb MOBUNBLHOMO NPUTOXEHUS,
a TaKXe MOXeT NPUMEHSATbLCS B KadeCcTBe BCMOMOraTenlbHOM ayTeHTudunkaumm.

Moaynb ayTeHTudumnkaumm myDSS nMmeeT cnegyoLlyro CTpPyKTypy:

1. CepBepHas yacTtb
a. Cepsuc B3aumMogencrteumsa c LIN.
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http://www.customs.ru/attachments/article/14243/ecp2.4.pdf
https://www.w3.org/TR/xmldsig-filter2/

NHTerpupyetcsa ¢ UM Kpuntollpo DSS n BbiNONHAET cneayouwme pyHKUUN:

> reHepaums wn ob6HoBneHMe kw4YeBon UHGOpMaumun [Monb3oBaTenemn
myDSS npu B3anmogencteumn ¢ UM Kpuntolpo DSS;
> ynpasiieHue NpoLeccoM NOATBEPXKAEHMS onepaumii.

b. CepBuc B3anMoaencTensa ¢ MO6UNbHbLIM NpuaoxeHneMm myDSS.

BbinonHaeTt CDYHKLI,MM Nno B3aMMOAENCTBUIO C MOOBWUJIbHbIMUK MPUNOXEHNAMN,
BK/1KO4YanA:

> perucrpaunto YyCTpPpOWCTB rMofnb3oBatenem pns ortnpaBku PUSH-
yBEeLOM/IEHWUI;

> otnpaBky PUSH-yBegomneHwnii;

> npepocTaBfieHMe MHGOpMaumMnm o onepaumsax, HeobxoaAuMbIX AOns
NnoATBEPXKAEHMS NONb30BaTesNneMm;

> TMpueM U1 MnpoBepKy KOAOB noaTeBepxaeHus npu nomowm Cepsuca
B3ammoaencteusa c L.

2. KnneHtckasi yacrtb:

KnueHTckass yacTb npeactaBsieHa MoO6WMbHbIM MNpunoxeHnem myDSS, AOCTynHbIM B

onepaumnoHHbIiX cuctemax i0OS u Android. TpunoxeHne myDSS BbINOMHAET chneaylowue

dbyHKUNM:

> ynpasfieHne Kw4deBor wHdopMaumen T[onb3oBatensa (CuMTbiBaHWE, XpaHeEHUe,
MCrnosib3oBaHMe, obHoOBNEHUE, yaalleHNE);

> nofaydyeHne nHopopMaumn Ans NoATBEPXKAEHUS OT CEPBEPHOM YacTU B pexXuMme OHaKnH
Wnn onanH;

> oTobpa)keHme noaTBepxaaemMon nHpopMaumm Ha skpaHe MobMnbHOro TenedoHa;

> BblpaboTka KoAa NOATBEPXAEHMS Ha OCHOBE [AaHHbIX TpaH3akuuu, Kaua
nonb3oBaTens, BpeMeHn BblpaboTkn 1 (ONUMOHANbHO) OTNeYyaTka YCTPOMCTBa;

> oOTnpaBka KoAa MOATBEPXAEHUS B CEPBEPHY 4YaCTb B pEXWUME OHMahH Wuiun

oTobpaxkeHne nonb3oBaTesNto B pexnme odianH.

CxemMa B3aMMOAENCTBUS KOMIMOHEHTOB, 0T06pa>|<arou.|,aﬂ OMncCaHHble Jnorn4yeckue

KOMMNOHeHTbl mMmyDSS ©n ux B3aMMogencTsme C ApPYrMMW KOMMOHEHTaMuU W NpoAyKTaMmu,
npuseaeHa Ha Puc. 35.
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Puc. 35 — Cxema B3anMoaenCcTBUS KOMIMOHEHTOB MPU UCMoNb30BaHMKM myDSS

4.11.1. NMNocnepoBaTtenibHOCTb LWAroB MNO HACTpoOMKe
ak3eMnaapos myDSS

[DaHHbli paszpgen PykosoacTtBa AAMMHMUCTpaTopa onpegensier nocnefoBaTenbHOCTb U
nopsAoOK AENCTBUIA MO pa3BOpayYMBaHMIO U HACTPOMKE 3K3eMNISApPOB MoAYyNs ayTeHTudukaumm
myDSS B pexume «C Hynsa».

NMpeaBapuTenbHbIe YCNOBUSA:

YcTtaHoBneHHbIn SQL-Server;

YcTtaHoBneHHas ponb CepBep npunoxenun (IIS);

HacTtpoeHHas npussidka https Ha cepBepe npunoxenni (I1S);

YCcTaHOBMEHHbIN U HacTpoeHHbIn 3k3emnnsap UM Kpuntolpo DSS (cMm. Pasaen 4.5);
JoctynHocTb agpecos PUSH-cepsepoB C cepBepa, rae 6yaer pasBopaudmBaTbhbCs
ak3emnnap CepsBuca B3aMMOAENCTBUSA C MOBUMABbHBIM NpunoXeHem myDSS.

YV VYV VYV
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Bo3moxxHble PUSH-cepBepbl:
» Firebase Cloud Messaging Server.
URL: https://fcm.googleapis.com/fcm/send

» Apple Push Notification Service.
E'i Heobxoanmo oTkpbITb Aoctyn TCP Ha
gateway.push.apple.com:2195

7
feedback.push.apple.com:2196

Ona otnpaskn PUSH-yBegomneHuin Ha yctponctBa Apple Tpebyetcs

ceptucdumkKar C KJIAMEHTCKOW ayTeHTudmkaumen Ha Apple Push

Notification Service. MNMonyuynTb AaHHbIN cepTUUKAT MOXKHO MO 3anpocy
Ha dsssupport@cryptopro.ru.

(W)

Onsa otnpasku PUSH-yBenomneHun Ha yctporictBa Android TpebyeTtcs
nonyymTb KNOY goctyna K Firebase Cloud Messaging Server. MonyunTtb
OaHHbIA K4 MOXHO Mo 3anpocy Ha dsssupport@cryptopro.ru.

Bba3oBan nocnenoBaTesibHOCTb LIAroB No HacTpolike (ob6sa3aTenbHble):
1. CosgaHue sk3emnnsgpa Cepsuca B3anmmogencrteusa ¢ LM (cM. pasgen 4.11.4.2.1).

Ha paHHOM ware 6ypetr co3pnaHo Beb-npunoxeHwe Ha cepsepe npunoxeHun IIS,
pa3BépHyTbl 6a3bl AaHHbIX, 3aperncTpupoBaHbl XypHanbl Windows.

2. CospaHue sk3emnnapa CepBuca B3auUMOAENCTBUSA C MOBUNBLHBLIM MPUOXKEHUEM
myDSS (cM. pa3sgen 4.11.4.3.1).

Ha paHHoOM ware 6yaeT co3gaHo Beb-npunoXeHme Ha cepBepe npunioxenuin IIS,
pa3BépHyTbl 6a3bl AaHHbIX, 3aperncTpupoBaHbl XypHanbl Windows.

HeobxoanmMo nepeknoumTb B PEXWM aBTOMATUUYECKOro 3anycka cnyxoy
Ewi Kpuntolpo myDSS (External Service).

3. Perucrtpaumsa kpuntonpoBanaepos (cM. pasaen 4.6.3.3).

Ha paHHoM ware B 3k3emnngape CepBuca B3ammogenctsums ¢ LW peructpupyetcs
KpunTonpoBanaep, KOTOPbIA WCNOAb3YeTCA ANs BblpaboTKM BEKTOPOB ayTeHTudukaumm
MNonb3oBaTenen.

4. Peructpaumss  MacTep-k/i4ya, WCNOAb3YyeMOro Ans  BbipaboTkM  BeKTopa
ayTeHTudmKaumn. Pernctpaums npomM3BoaMTCA NpuM MomMowKM KomagneTta Set-
MyDssServerInternalProperties.

5. Hactpolika CepBuca B3ammoaencteus c LIA.

Ha gaHHOM ware BbINOJSHAETCSA HacTpokka 3k3emnnaspa CepBuca B3auMMOLAENCTBUSA C
Ln. Hactpoiika ocyllecTBngeTcs npu rnomMoLm KOMaHAnerta Set-
MyDssServerInternalProperties. [laHHbIN Wwar COCTOUT U3 CleayroLWwmnx 3Tanos:
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> 3ajaHue agpeca cepBuca paccbiikin PUSH-yBegomneHuii. Hactpoka npousBoauTcs
npu nomowmn KomaHgneta Set-MyDssServerlnternalProperties.

> 3ajaHve agpeca cepBuca, C KOTOPbIM CBS3bIBAE€TCA MOOGWIbHOE MpUIOXKEHMe.,
HacTpoiika npon3BOAUTCSH npu rnomMoLm KOMaHAneTa Set-
MyDssServerinternalProperties.

Anpec cepBuca, C KOTOPbIM CBSA3bIBA€TCS MO6USIbHOE MPUIIOXKEHME,
[OJIKeH 6bITb OCTYNEH M3 ceTu NHTepHeT.

> 3apanue Ha UM Kpuntolpo DSS agpeca Cepsuca B3anmogencrtems ¢ LI, HacTtpolika
AAHHOro atarna NpoucxoauT Npu nomoLwun komaHaneTta Set-DssMobileAuthProperties.

6. Hactpolika CepBuca B3aMMoOAENCTBUA C MOBUBbHBIM NpunoXeHem myDSS.

Ha gaHHOM Lware BbINOAHAETCA HacTpoWka 3ak3emnnspa Cepsuca B3aMMOAENCTBUSA C
MO6UIBbHBIM nNpunoxeHnem myDSS. [laHHbIA Wwar cocTouT M3 3ajaHus agpeca Cepsuca
B3ammogenctena ¢ LWN. Hactponka ocywecTBnsetrca npuv nomowm KomaHaneta Set-
MyDssInteractionServiceProperties.

4.11.2. MNpnmep PowerShell-cueHapua ana HaCTPOMKM
KOMMNOHeHTa myDSS

[aHHbIA cueHapui BbIMOSIHAET MUHMMANbHO HEObXOAMMYIO HACTPOMKY 3SK3EMMJISAPOB
cepBepoB myDSS BHeLWHEro n BHyTPEHHEro B3aMMoLencTeums.

# Coszpmaume skzeMnnapa CepBuca B3auMOIeNCTBMA C LU
New-MyDssServerInternalInstance -SiteName "Default Web Site" -SQLServerName
" .\SQLEXPRESS2012" -DisplayName InternalService

# Cosmanue sk3eMmiuigpa CepBMCa B3aMMOIEMCTBMS C MOOMJIBHEIM HOPUIIOXEeHMEeM myDSS
New-MyDssServerExternalInstance -SiteName "Default Web Site" -SQLServerName
" .\SQLEXPRESS2012" -DisplayName ExternalService

# IobaBiyieHVE KPUIITONpOBaMIepa

Add-MyDssServerInternalCryptoProviders -Typeld <Common> -ProviderName
"Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider" -ProviderType
75

#llonyuenre mHbPoOpMaALUM O 3aAPEIMUCTPMPOBAHHOM KPMUITOINPOBAaMIAEPE C LEJILD
onpegneJieHMs ero MIOeHTubmkaTopa
Get-MyDssServerInternalCryptoProviders

#PerucTpaursa MacTep-kJjoda, MCIOJIE3YeMOTO IJia BHPaBOTKM BeKTOpa ayTeHTubmralmm
Set-MyDssServerInternalProperties -CryptoProviderId <Id xpunTompoBawnmepa>

#3amaHye ampeca cepBuca pacceuiku PUSH-yBeIoOMIIEHUM
Set-MyDssServerInternalProperties -InteractionPushServiceAddress "http://
<hostname>/MyDssServerExternal/InteractionPushService.svc"

#3ananre ampeca CepBuca B3aMMONEMCTBMSA C MOOWMJIIBHEIM INpMUIIOXeHMeM myDSS
Set-MyDssServerInternalProperties -InteractionServiceAddress
"http://<hostname>/MyDssServerExternal/InteractionService.svc"
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#lloTyueHye CIMCKa HACTPOEHHHX HapaMeTpoB CepBUca B3auMoIercTBus c LU
Get-MyDssServerInternalProperties

# 6.Hacrporka CepBucCa B3aMMOIENCTBMSI C MOOMIIBLHBIM NPUIIOXEHMeM myDSS
Set-MyDssInteractionServiceProperties -ServiceAddress
"http://<hostname>/MyDssServerInternal/Service.svc"

#3amaHye Ha LM Kpuntollpo DSS ampeca CepBuca B3auMoIercTBus c LU
Set-DssMobileAuthProperties -DisplayName <Mmsa skzemmygpa LIV> -ServiceAddress
"http://<hostname>/MyDssServerInternal/service.svc"

3aperncTtpmpoBaHHOe UMSA NMpoBalaepa B CUCTeEMe MNpeaonpeneneHo 3apaHee.
Ero MOXHO yBMAETb B AOKYMeHTauuu MocTaBliMKa KpunTornposawnaepa. Ans
npoayktos Kpuntollpo:
@'} » Kpuntolpo HSM: Crypto-Pro HSM Svc CSP
> Kpuntollpo CSP (Tonbko anga tectuposaHunsa Kpuntollpo DSS): Crypto-
Pro GOST R 34.10-2001 Cryptographic Service Provider

Moaynb ayTeHTudUuKaumm myDSS MoxeT onoBewaTb WMHTErpUpyeMyto CUCTEMY O
pe3ynbTaTe noaATBEPXAEHNA onepaunn B MOOUNbHOM MPUNOXEHUN, oTnpaBnada B
MHTErpupyeMyro CUCTEMY COOTBETCTBYOWMeE coobieHmns. a8 HaCTpOMKKM TaKoro onoBeLeHums
Heobxoanmo 3aperucTmpoBaTb cooBeTCTBYHOLWME naarnHbl (TpaHCnNoOpTHbIN n
dopmMaTMpoBaHUS) MU MOAY/b OMOBELLEHUS.

#HacTpolka TPaHCHOPTHOTO IJjaruHa

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.Identity.Authentication.Notification.HttpTransportPlugin,Crypt
oPro.DSS.Identity.Authentication.Notification" -PluginType
AuthenticationResult -Settings @{}

#HacTporika marmHa GopMaTUpPOBaHMS

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.Identity.Authentication.Notification.AuthenticationResultForma
tter,CryptoPro.DSS.Identity.Authentication.Notification" -PluginType
Formatter -Settings @{}

#IoBaBiieHrEe MOIYJIS OIOBElleHUS

Add-DssStsNotifier -TransportPluginID <ID TPaHCHOPTHOTO IJIaTMHa> -
FormatterPluginID <ID njarmHa oopmMaTupoBaHus> —-NotifierType
AuthenticationResultCallback -Settings @{}

ID nnarnHoB npucBanBalTCad aBTOMaTUYECKWU nocre nx pobasneHus.
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4.11.3. O6beKTbl aAMUHUCTPUPOBAHUSA

Ha Puc. 24 npuBeseHa cxeMmMa O06BEKTOB, AOCTYMHbIX ANS aAMWHUCTPUPOBAHUS B
myDSS.

3Kzemnnap myD5Ss

Internal Server
Hactpoitkm
AQMWHUCTPATOPBI |4 b
3KzEMNAApa
Kpwntonpoeaigepbl |+ »  HKoHeuHble TOuKK

OBUMe HACTPOHKK
HOHEYHbBIX TOUSK

h 4

Puc. 36 — O6bekTbl aaMuHUCTpMpoBaHusa Cepsuca B3amMoaenctems ¢ LN

Ixzemnnap myDSS

External Server
Hactpoikn
KoHeuHble TOukKM |4
3KIEMMNAAPa
ObwKre HACTPOMKEK
" P = »  AOMMHWCTpaTOpb
KOHEYHbIX TOYEK

Puc. 37 — Ob6bekTbl agMnHUCTpnpoBaHms Cepeuca B3aMMoL4eNCTBUA C MOBUNbHbBIM
npunoxeHnem myDSS
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Tabnuua 186. O6bekTbl agMMHUCTPUpoBaHua myDSS Internal Server

O61beKT

aAMUMHNCTpUpoBaHusa

KomMmaHanertnbl

Add-MyDsslInternalAdministrator

OnuncaHune

O6bekT oTBevaeT 3a
ynpaBneHne y4yeTHbIMU
3anncsamm
AAMUHNCTPATOPOB,

myDSS Internal Server

Update-MyDssServerInternallnstance
Get-MyDssServerlInternallnstance

AAMUHUCTPATOPbLI Get-MyDsslInternalAdministrator UMeloLLMX 40CTYN K B/l
Remove-MyDsslInternalAdministrator
myDSS Internal
Server. (CM. pa3aen
4.3.3.1).
New-MyDssServerInternallnstance gf;i?eﬁ:semnﬂp»
oK3emnasap Remove-MyDssServerlnternallnstance

ynpaBJieHune
ak3eMnnapamMu myDSS
External Server.

HacTtpoikun sk3emnnsipa

Set-
MyDssServerlnternalRegistryProperties
Get-
MyDssServerlnternalRegistryProperties
Set-MyDssServerlnternalProperties
Get-MyDssServerInternalProperties

O6bekT «HacTporku
aK3eMmnnapa» orsevaert
3@ HaACTPOMKY CTPOKM
noakatoveHms K 6ase
AAHHbIX N
pefakTuposaHme
CBOMCTB 3K3eMmnaspa.

KpuntonpoBanaepsl

Add-
MyDssServerlnternalCryptoProviders
Get-
MyDssServerlnternalCryptoProviders
Set-
MyDssServerlnternalCryptoProviders
Copy-
MyDssServerInternalCryptoProviders
Enable-
MyDssServerlnternalCryptoProviders
Disable-
MyDssServerlnternalCryptoProviders
Remove-
MyDssServerInternalCryptoProviders
Test-
MyDssServerlnternalCryptoProviders

O6bekT
«KpuntonpoBanaepbl»
oTBeYaeT 3a
ynpasneHue
3aKpbITbIMU KJIKOYAMMU
myDSS npwu
B3aMMOAENCTBUM C
MAKM «Kpuntollpo
HSM». HacTpoinku
MAEHTUYHbI
HacTponkam
KpunTonpoBanaepos
Ha Cepsuce lMoanucum
(CMm. Pazpgen 4.6.3.3).

KoHeuHble ToOUKU

Enable-MyDssServerInternalEndpoint
Disable-MyDssServerInternalEndpoint
Get-MyDssServerInternalEndpoint

O6bekT «KoHeuHble
TOYKW>» OTBEYAET 3a
napameTpbl
B3aMMOAEeNCTBUS
myDSS Internal Server
¢ UM Kpuntollpo DSS
n ¢ myDSS External
Server.
HacTtpanBaembie
napamMeTpbl MAEHTUYHDI
HacCTpOMKaM KOHEYHbIX
To4yek Ha Cepsuce
Moanucu (CMm. Pasgen
4.6.3.5).
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0O61beKT

KomMaHanerbl

aAMMWHUCTPUPOBAHUA

O6bLwme HaCTpPOMKHM
KOHEYHbIX TOYEK

Get-EndpointGlobalSettings
Set-EndpointGlobalSettings

OnuncaHune

O6beKkT oTBEYaeT 3a
obLme HacTpolikum
napaMeTpoB
B3aMMOAENCTBUSA
myDSS Internal Server
C MHTErpupyeMbIMu
cncTteMamu.
HacTpanBaembie
napaMmeTpbl MAEHTUYHBI
06LWMM HacTporikamum
KOHEYHbIX TOYeK Ha

LW (Cm. pazgen
4.5.8.3).

0O61beKT
aAMMHUCTPpUPpPOBA
HUA

Tabnuua 187. O6bekTbl aAMUHUCTPUMpoBaHMsa myDSS External Server

KomMmaHpanerbl

Add-MyDssExternalAdministrator

OnuncaHune

O6beKkT oTBeYaeT 3a
yrnpasJieHne y4YeTHbIMU
3anmcsMm
AOMWUHUCTPATOpPOB,

AAMUHUCTpATOPSI Get-MyDssExternalAdministrator UMEIOLLMX A0CTYN K Bl
Remove-MyDssExternalAdministrator tmnx-Aocty
myDSS External
Server. (CM. pazgen
4.3.3.1).
New-MyDssServerExternallnstance ObwekT «3K3emMnsp»
oK3emnasap oTBeYaeT 3a

myDSS External
Server

Remove-MyDssServerExternallnstance
Get-MyDssServerExternallnstance
Update-MyDssServerExternallnstance

ynpasJieHune
ak3eMnngpamm myDSS
External Server.

HacTtponku
ak3eMmnnsapa

Get-MyDsslnteractionServiceProperties
Set-MyDsslInteractionServiceProperties

Get-MyDssPushServiceProperties
Set-MyDssPushServiceProperties

Set-
MyDssServerExternalRegistryProperties
Get-
MyDssServerExternalRegistryProperties

0O6bekT «HacTpoiku
aK3eMmnnapa» oreevaert
3@ HACTPOMKY CTPOKMU
noakntoveHms K 6ase
OAHHbIX U
pefakTupoBaHme
CBOWCTB Cny»x6
ak3emnnsapa.
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0O61beKT
aAMMHUCTpUpOBA
HUA

KOHeuHble TOUKU

KoMmaHpanerbl

Get-
MyDssServerlnteractionPushServiceEndpoi
nt

Enable-
MyDssServerlInteractionPushServiceEndpoi
nt

Disable-
MyDssServerlnteractionPushServiceEndpoi
nt

Get-
MyDssServerlnteractionServiceEndpoint
Enable-
MyDssServerlnteractionServiceEndpoint
Disable-
MyDssServerlnteractionServiceEndpoint

OnuncaHune

0O6bekT «KoHeYHble
TOYKKM» OTBEYAET 3a
napaMeTpbl
B3anMMOAENCTBMUS
cnyx6 myDSS External
Server c BXoAsLWLMMN
Co0bLLEHNAMU C
MO6UAbHbBIX YCTPOMNCTB
n ¢ myDSS Internal
Server.
HacTpanBaemblie
napaMeTpbl NAEHTUYHDI
HacTpoMKaM KOHEYHbIX
TOo4Yek Ha CepBuce
Mognuck (CM. Pasgen
4.6.3.5).

O6Lwure HacTporku
KOHEYHbIX ToYeK

Get-
MyDssServerlInteractionPushServiceEndpoi
ntGlobalSettings

Set-
MyDssServerlInteractionPushServiceEndpoi
ntGlobalSettings

Get-
MyDssServerlnteractionServiceEndpointGl
obalSettings

Set-
MyDssServerlnteractionServiceEndpointGl
obalSettings

Ob61beKkT oTBEYaEeT 3a
obuwme HacTponku
napaMeTpoB
B3auMOAENCTBMUS
myDSS External
Server ¢
WHTEerpmupyembiMm
cuctemMamum.,
HacTpanBaembie
napameTpbl MAEHTUYHbI
obWwmM HacTponkamum
KOHEeYHbIX To4ek Ha LA
(cm. paspen 4.5.8.3).

4.11.4. AAMMHUCTpUpoBaHue KoMnoHeHTa myDSS

HacTpolika koMnoHeHTa myDSS ocywecTtensetca ¢ nomowbto Windows PowerShell.

KomMaHabl

aAMUHUCTPpUpPpOBaHNA

BK/1OYEHDbI

CryptoPro.DSS.PowerShell.MyDssServerInternal
CryptoPro.DSS.PowerShell.MyDssServerExternal.

B Moaynu

4.11.4.1. KomaHpnert Set-DssMobileAuthProperties

KomaHaneTt nossonsieT HacTpouTb B3amMogelicteme myDSS ¢ LU/ KpunTtollpo DSS. Bxoaut
B coctaB PowerShell-moayna UM Kpuntollpo DSS. (cMm.pa3sgen 4.5.2).

K OCHOBHbLIM nNapamMeTpaM OTHOCATCSH:

» Otobpaxaemoe nms sksemnnapa UM Kpuntollpo DSS;
> Agapec Cepsuca B3aumogernctaus ¢ LU myDSS.

CuHTakKcuc:

Set-DssMobileAuthProperties -DisplayName <WMmsa skszemmysgpa [M> -ServiceAddress
"http://localhost/MyDssServerInternal/service.svc"
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Tabnuua 188. MNMapameTpbl koMaHaneta Set-DssMobileAuthProperties

MapameTp Tun OnucaHue
. . OTobpaxaemoe nmsa aksemnnsipa LA
DisplayName string KpunTolpo DSS.
EcTb nn orpaHnyeHune no ymcny
AuthnLockoutEnabled bool HenpaBUbHbIX MOMbITOK BBOAA KOAA
noATBEPXKAEHMUS.
Appec sk3emnngapa UMW Kpuntollpo
CallbackUriPrefix string DSsS.
Mpumep: https://<nmsa xocta>/Sts
ConfirmationCodelLength int AnmHa KoAa NoATBepXAeHNA
onepauuu.
DenyOSProtection bool 3anpetuTtb ucnonb3oBaHune Touchld
unu FacelD.
DeviceFingerprintRequired bool TpebyeTcs nn oTneyaTok yCTpOWCTBa.
TpebyeTcsa nu BbiCbINATb KOA,
KeyInfoDivideRequired bool aKkTmBauuum Monb3oBaTesto B cyyae
reHepaumn BeKTopa ayTeHTUdunKaumm
OnepaTtopoM
TpebyeTca nu BbiCblNaTb KOA
KeyInfoDivideByUserRequired bool aKrnsaunu I‘Ionb:%osaTemo B cydae
CaMOCTOSATENNbHOW reHepaunm UM
BEKTOpa ayTeHTudmKaumm.
siBnsercsa nn Bblbop BekTOpa
ayTeHTudmKaumm ums
OfflineKeyGenerationOnly bool CreHepuMpoBaHHbIX AAMUHUCTPATOPOM
paHee eAVWHCTBEHHbIM BapMaHTOM
reHepaumu.
MoxeT
NpUHUMaTb
cnepywume
3Ha4YeHuns:
NoPolicy -
6e3
naponsi/no6on
naponb;
Weak -
MUHUMYM 6
. CMMB.OHOB; CnoxHocTtb NMNH-koaa anga gocryna K
PasswordPolicy Medium -
MUAHIMYM 8 BEKTOPY ayTeHTMdMKaunm.
CUMBONOB,
CTPOYHbIE U
NponucHble
6yKkBbI;
Strong -
MWUHUMYM 8
CUMBONOB,
CTPOYHbIE U
NponucHble

6yKBbI, UNdpbI

PrefixUserld

string

Mpedunkc naeHtTudmkaTopa
Monb3oBaTens.
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MapameTp Tun OnucaHue

JnvHa Koja akTueauum

SecondKeyPartLength int
(oTnpaBnaemas lMonb3oBartesnto).
. . Apnpec CepBuca B3aMMOAENCTBUSA C
ServiceAddress string LM myDSS.
File:
COXpaHeHune B
dann;
Frame:
oTobpaxxeHue
QrCodeDisplayFormat B OT,D,.eJ'IbHOM ®opmaT oTobpaxeHus QR-koaa
OKHE; ornepartopy.
Screen:
oTobpaxkeHune
B Beb-
nHTepdeiice
OnepaTtopa
SendQrCodeByEmailPermitted bool OTnpaBMTbv”M QR-koa no
3NEKTPOHHOM nouTe.
HideDownloadAppLinks bool CKpbIBaTb JIN CCbIJIKM Ha CKaymMBaHue
MOB6UIbHOIO MPUNOXKEHMUS.
4.11.4.2. AAMUHUCTpUpOBaHune CepBuca

B3anmoaeuncrtemuna c UM (Internal Interaction Server)

4.11.4.2.1. dx3emnnsap CepBuca B3anmmogencrsusa c LN

Komananetr New-MyDssServerInternallnstance

Co3paét ak3emnnap komnoHeHTa myDSS Internal Interaction Server.
K OCHOBHbIM NapamMeTpaM OTHOCATCA:

» HasBaHue Beb-canTa IIS, Ha KOTOpOM creayeT pa3BepHyTb Beb-npunoxeHne myDSS
Internal Interaction Service;

» appec SQL-cepBepa, Ha KOTOpoOM cneayeT pa3sepHyTb b1 myDSS Internal Interaction
Server;

» oTobpaxaemoe ums sksemnnapa myDSS Internal Interaction Server.

CUMHTaKCcuc:

New-MyDssServerInternalInstance —-SiteName <string> [-ApplicationName <string>
-DBname <string> -ConnectionInfo <SglConnectionInfo>] -SQLServerName <string>
-DisplayName <string>

Tabnuua 189. NMapameTpbl koMaHAneTa New-MyDssServerInternallnstance

MapameTp Tun OnucaHue

HasBaHune Beb-caliTa, Ha KOTOpPOM crneayet
pa3BepHyTb BeH6-NpuioxeHue.

HasBaHune Beb6-npunoxenns Cepsuca
B3aumMopaencrtems c L.

Ecnn napameTp He 3aaaH, UCnosab3yeTcs
3HadyeHne MyDssServerlnternal.

SiteName string

ApplicationName string
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MapameTp Tun OnucaHue

Apnpec ak3emnnsapa SQL-cepeepa, Ha
KOTOPOM cnefyeT pa3BepHyTb IK3EMMNISAP

SQLServerName string B myDSS Internal Interaction Service.
®opmart: <SQL-cepsep host>\<umsa
aK3emnnapa>
Nmsa 6a3bl gaHHbIX mMyDSS Internal

DBname string Interaction Service.

Mo ymonuaHuto InternalServiceDB.
OTobpaxaemoe nma akzemnnaspa myDSS
Internal Interaction Service.
PaclwunpeHHble AaHHble A8 NOAKAYEHNS
K SQL-cepsepy.

DisplayName String

ConnectionInfo SqlConnectionInfo

Komanpgnetr Remove-MyDssServerInternallnstance

Ncnonb3yeTcs ang yaaneHuns sk3emnnapa myDSS Internal Interaction Service.
K OCHOBHbLIM nMapaMeTpaM OTHOCATCS:

» nar, onpegenatwowmi, yaanate nu b1 myDSS Internal Interaction Service;
> nar, onpepenswownin yaanate nuM obwyto B[ 3sksemnnapoB myDSS Internal
Interaction Service.

CuMHTaKCcuc:

Remove-MyDssServerInternalInstance [-DisplayName <string> -ConnectionInfo
<SglConnectionInfo>] -DeleteDB <bool>

Tabnuua 190. NapamMeTpbl koMaHaseTa Remove-MyDssServerInternallnstance

MapameTp Tun OnucaHue

Nmsa sk3emnnsapa myDSS Internal

Interaction Service. Ecnu 3HauyeHue He

yKasaHo, 6yaeT ncnonb3oBaH 3K3eMnnsap,

Ha3Ha4YeHHbIA N0 YMOSTHaHUIO.

dnar, onpegensawowmnin, Tpebyetcsa nm

DeleteDB bool yaaneHune bl myDSS Internal Interaction
Service.

PaclwimpeHHble gaHHble ANns NoAKYeHuUs
K SQL-cepBepy.

DisplayName string

ConnectionInfo SqlConnectionInfo

Komananert Update-MyDssServerInternalInstance

O6HoBNseT 3K3eMnnap KoMnoHeHTa myDSS Internal Server nocne yCTaHOBKW HOBbIX
6mnbnmnoTtek.

CuHTakKcuc:

Update-MyDssServerInternalInstance [-DisplayName <string>]

Komananert Get-MyDssServerInternalInstance

BbIBOAMT Ha KOHCO/b CMUCOK 3k3eMnisspoB myDSS Internal Server.
CHUHTaKCcUC:

Get-MyDssServerInternallInstance
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4.11.4.2.2. HacTpoMkKM 3K3eMnaspa

Komananert Set-MyDssServerInternalRegistryProperties

Mcnonb3yeTcsa o1 U3MeHeHUs CTPOKM NoAaKtoveHns K 6aze aaHHbix myDSS Internal
Server.

CuHTaKkcuc:

Set-MyDssServerInternalRegistryProperties [-DisplayName <string>] [-
DBConnection <string>]

Tabnuua 191. MapameTpbl kKoMaHaneta Set-MyDssServerInternalRegistryProperties

MapameTp Tun OnucaHue

Nms ak3emnnsgpa myDSS Internal Server. Ecnun 3HaueHune He
DisplayName string yka3aHo, 6yAeT UCnonb30oBaH 3K3eMnasap, Ha3Ha4YeHHbIl no
YMOS4YaHuUIO.

DBConnection string Ctpoka nogknto4yeHus K 6ase gaHHbix myDSS Internal Server.

Komananer Get-MyDssServerInternalRegistryProperties

Mcnonb3yetcsa ans otobpa)keHnsa CTpOKKM noakntoyeHns K 6ase gaHHbix myDSS Internal
Server.

CuHTaKcuc:

Get-MyDssServerInternalRegistryProperties

KomaHnanert Set-MyDssServerInternalProperties

Mcnonb3yeTtca ans 3agaHusi OCHOBHbIX nNapametpoB CepBuca B3aummopgencrtems ¢ LN
myDSS.

CuHTakKkcuc:

Set-MyDssServerInternalProperties [-DisplayName <string> -AuthCodeTimeout
<uint32> -ConfirmCodeTimeout <uint32> -CryptoProviderGroupIld <guid> -
InteractionServiceAddress <string> -InteractionPushServiceAddress <string>]

Tabnuua 192. NapamMeTpbl koMaHaneTa Set-MyDssServerInternalProperties

MapameTp Tvn OnucaHue

Nmsa ak3emnnsapa myDSS Internal
Server. Ecnu 3HavyeHMe He yKasaHo,

DisplayName string 6yLEeT UCMOMb30BaH 3K3EeMMsp,
Ha3Ha4YeHHbIN N0 YMOSTYaHUIO.
AuthCodeTimeout uint32 TanmayT AenCTBUS KOAR
ayTeHTudmKaummn.
ConfirmCodeTimeout uint32 Tanmayr Aencrens koaa
NOATBEPXAEHMS.
TransactionTimeOut uint32 TanmayT NoATBEPXAEHNS onepaunn.
. . NpoeHTndukatop rpynnbl
CryptoProviderGrouplId guid KPMNTONPOBANAEPOB.
InteractionServiceAddress string Adpec cepeuca InteractlonSeruwce Ha
cepBepe BHELIHEero B3aMMoAencTBumS.
InteractionPushServiceAddress string Adapec cepsuca paccbinkn PUSH-

yBegomneHun InteractionPushService.
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MapameTp Tvun OnucaHue

TanmayT NnpoBepKU
paboTtocnocobHoCTH
Kpuntonposaiaepos. 10 yMonyaHuto
paseH 10 cek.

CryptoProvidersMonitoringTimeout int

B napameTtpe -InteractionServiceAddress 3agaetca apgpec
cepBuca InteractionService, koTopbii 3anucbiBaeTca B QR-koa, Hecywmi
Kno4yeByto mHdbopmauuio. [daHHbii agpec 6yaeTr Mcnosb30BaH AN CBSA3U
MobunbHOro npwuioxeHmss ¢ CepBMCOM B3aMMOAENCTBUA C MOOBUbHBIM
npunoxeHmem myDSS, noaToMy aapec AofxeH 6biITb AOCTYNeH M3 ceTu
NHTepHeT.

KomaHnanert Get-MyDssServerInternalProperties

KomaHanetr Get-MyDssServerInternalProperties no3sonsieT BbiIBECTM Ha KOHCOMb
3Ha4YeHMe OCHOBHbIX MapaMeTpoB KoMnoHeHTa myDSS Internal Server.

CuHTakKcuc:

Get-MyDssServerInternalProperties [-DisplayName <string>]

4.11.4.3. AAMUHUCTpUpPOBaHune CepBuca
B3aMMoAeucTBmMa ¢ Mo6bunbHbiM npunoxxeHunem (External
Interaction Server)

4.11.4.3.1. dk3emnasap CepBuca B3aMMoaAenCTBUA C MO6GMJIbHbIM
NpUIOXKEeHneMmM

Komananetr New-MyDssServerExternallnstance

Co3paét ak3eMnnsap komnoHeHTa myDSS External Interaction Server.
K OCHOBHbLIM NapamMeTpaM OTHOCATCA:

» HasBaHue Beb-canTa IIS, Ha KOTOpOM crieayeT pa3BepHYTb BeG-npunoxeHne myDSS
External Interaction Server;

» aapec SQL-cepBepa, Ha KOTOpoM cneayeT pa3BepHyTb BJ] myDSS External Interaction
Server;

> oTobpaxaemoe umMs sksemnnapa myDSS External Interaction Server.

CHHTaKCcuc:

New-MyDssServerExternalInstance —-SiteName <string> [-ApplicationName <string>
-DBname <string> -ConnectionInfo <SglConnectionInfo>] -SQLServerName <string>
-DisplayName <string>

Tabnuua 193. MNMapameTpbl koMaHaneta New-MyDssServerExternallnstance

MapameTp OnucaHue

HassaHune Beb-canTa, Ha KOTOPOM cneayert

SiteName string pa3BepHYTb BE6-MPUIOXKEHME,
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MapameTp Tun OnucaHue

HaseaHune Beb-npunoxenuns CepBuca

B3aMMOAENCTBUSA C MOBUITbHbBIM
ApplicationName string MPpUIoXeHneM.

Ecnmn napameTp He 3a4aH, MCMNoOb3yeTcs

3HayeHue MyDssServerExternal.

Appec ak3emnndgpa SQL-cepsepa, Ha

KOTOPOM cnefyeT pa3BepHYyTb 3K3eMnasap

SQLServerName string B[, myDSS External Interaction Server.
®dopmaTt: <SQL-cepBep host>\<ums
aK3emnnapa>
Nma 6a3bl aaHHbix myDSS External

DBname string Interaction Server.

Mo ymonuaHuto InternalServiceDB.
OTob6paxkaemoe nmMa aksemnnsapa myDSS
External Interaction Server.
PacwupeHHble gaHHble A1 NOAKAKYEHNS
K SQL-cepBepy.

DisplayName String

ConnectionInfo SqlConnectionInfo

Komanpgnetr Remove-MyDssServerExternalInstance
Ncnonb3yeTcs ana yaaneHus ak3emnnsapa myDSS External Interaction Server.
K OCHOBHbIM NapaMeTpaM OTHOCATCH:

» nar, onpegenawowmin, yaanate nu bl myDSS External Interaction Server;
» «¢nar, onpegenswowunn yaanate am obwyto B[] 3sk3emnndpos myDSS External
Interaction Server.

CuMHTaKcuc:

Remove-MyDssServerExternalInstance [-DisplayName <string> -ConnectionInfo
<SglConnectionInfo>] -DeleteDB <bool>

Tabnuua 194. NapamMeTpbl kKoMaHaseTa Remove-MyDssServerExternallnstance

MapameTp Tun OnucaHue

Nmsa ak3emnnapa myDSS External

Interaction Server. Ecnn 3HaveHne He

yKasaHo, 6yaeT ncnonb3oBaH 3K3emMnnap,

Ha3Ha4YeHHbIM MO YMOJIYAHULO.

®nar, onpegensawowmnin, Tpebyetcsa nm

DeleteDB bool yaaneHune bl myDSS External Interaction
Server.

PaclwunpeHHble AaHHble ANa NOAKYEHUS
K SQL-cepBepy.

DisplayName string

ConnectionInfo SqlConnectionInfo

KomaHnanert Get-MyDssServerExternalInstance

BbIBOAMT Ha KOHCO/b CMUCOK 3Kk3eMnspoB myDSS External Server.
CuHTakcumc:

Get-MyDssServerExternalInstance

Komananert Update-MyDssServerExternalInstance

O6HoBnseT ak3eMnaap KomnoHeHTa myDSS External Server nocne yctaHOBKM HOBbIX
6ubnmnoTtek.

CuHTakKcuc:
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Update-MyDssServerExternalInstance [-DisplayName <string>]
4.11.4.3.2. HacTpouku 3k3eMnasapa

Komanpanert Set-MyDssInteractionServiceProperties
Mos3BonsieT 3agatb agpec Cepsuca B3ammogenctemsa c LIA.
CuHTakcumc:

Set-MyDssInteractionServiceProperties —-ServiceAddress <string> [-DisplayName
<string>]

Tabnuua 195. MapameTpbl kKoMaHaneta Set-MyDsslInteractionServiceProperties

MNMapameTp T™vn OonucaHue
Mms ak3emnnsapa myDSS External Server.
. . Ecnu 3HauyeHne He ykasaHo, byaer
DisplayName string Y » OYA o
NCNONb30BaH 3K3eMMNNApP, Ha3Ha4YeHHbIN
Nno YMOJTYaHUIO.
ServiceAddress string Aapec Cepsuca B3ammogenctemsa c LIN.

KomaHpanet Set-MyDssPushServiceProperties
Mo3BoNsiET HAaCTPOUTb OCHOBHbIE NapaMeTpbl paccblikn PUSH-yBeaomMneHun.
CHUHTaKCcmC:

Set-MyDssPushServiceProperties [-DisplayName <string>] -ApnClientCertPassword
<string> -ApnClientCertPath <string> -GoogleServerKey <string> -PushTTL <int>

Tabnunua 196. NMapameTpbl koMaHaneTa Set-MyDssPushServiceProperties

MapameTp Tun OnucaHue

Nmsa sk3emnnapa myDSS External Server.
Ecnu 3HaueHune He ykasaHo, 6yaeT

DisplayName string o
NCroJIb30BaH 3K3eMnasap, Ha3HayYeHHbIN
Nno YMOJI4aHMUIO.
. . Maponb oT PFX-danna, 3agasaemoro B
ApnClientCertPassword string P ¢ » 33l

napameTpe ApnClientCertPath.

MyTb Kk PFX-dhanny, coaepxaliemy
ApnClientCertPath string cepTMdmMKaT M 3aKpbITbIN KNOY AOCTYyNa K
Apple Push Notification Service.

Kntou goctyna k Firebase Cloud
Messaging Server.

GoogleServerKey string

Bpemsa xu3Hmn PUSH-yBegoMneHunin B
ceKyHaax.

PushTTL int

KomaHnanert Get-MyDssServerExternalProperties

Komananet Get-MyDssServerExternalProperties nossonsiet BbIBECTM Ha KOHCOJb
3HayeHne OCHOBHbIX NapaMeTpoB KOMNoHeHTa myDSS External Server.

CuHTaKCcumC:

Get-MyDssServerExternalProperties [-DisplayName <string>]
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KomaHpanet Set-MyDssServerExternalRegistryProperties

Mcnonb3yeTcsa ons u3MeHeHus CTPOKKM nogktoveHus K 6ase gaHHbix myDSS External
Server.

CuHTakKcuc:

Set-MyDssServerExternalRegistryProperties [-DisplayName <string>] [-
DBConnection <string>]

Tabnuua 197. MapameTpbl KoMaHaneta Set-MyDssServerInternalRegistryProperties

MapameTp Tun OnucaHue

Nms ak3emnnsgpa myDSS External Server. Ecnm 3HauyeHue He
DisplayName string yka3aHo, 6yAeT ncnonb3oBaH 3K3eMMnasp, Ha3HAYEeHHbIN MO
yMO/4aHuIo.

DBConnection string Crtpoka nogkntodeHus Kk 6ase gaHHbix myDSS External Server.

Komananert Get-MyDssServerExternalRegistryProperties

Mcnonb3yetca ana otobpaxeHus CTpokM noakatoveHmss kK 6ase gaHHbix myDSS
External Server.

CuHTakKcuc:

Get-MyDssServerExternalRegistryProperties
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5. AyteHtudpukaumna B Kpunrtollpo DSS

KpunTolpo DSS noanepxuBaeT HECKO/IbKO METOAOB ayTeHTUdDMKaLMK MMonb3oBaTenei
DSS. Bce MeToabl ayTeHTMdMKALUM AENATCA Ha ABE rpynnbl:

> [lepBuyHas ayTeHTUdDUKAUNS.
> BTopuyHas aTeHTUdMKaums.

MepBuuyHaa ayTeHTUdMKAUMA UCMONb3yeTcsa npu Bxoae B Beb-uHTepdeiic
Monb3oBatend u Jlnyubin  KabuHer [onb3oBaTtens Ha LeHTpe WaeHTudwukauun.
BcnomoraTtenbHas ayTeHTUdMKAUNS MOXET MCMONb30BaThbCS:

> npu ayTeHTudukaumm lMonb3oBatens Ha Beb-uHTepderice MNonb3oBaTtens u JIM4HOM
KabuHete LW, kak gononHuTenbHas Mepa 6e3onacHoctn (ganee «lloarBepxaeHue
BXo4a»);

> MNpuW BbINOJIHEHUM onepauun, Tpebylwmx A0CTyna K 3akpbiTOMy kwody (cM. pasgen
4.5.5. NoaTeepxaeHne onepaunn).

BTopuyHas ayTeHTudumKaums B KpunTollpo DSS SABMSETCs
BCNoMorateNlbHOM U1 He ocnabnser TpeboBaHWIW  NepBUYHONM
ayTeHTudbuKaumn.

Mpn HacTpolike BTOPUYHOW ayTeHTUdMKaunMmM HeobxoanMo 06paTuTb
ocoboe BHMMaHue Ha peructpaunto Cepsuca [loanucu B KayecTse
AOBEPEHHON CTOpOHbl Ha LUeHTpe WaeHTuduMKaumm npu MNOMOLUK
napameTtpa -BackChannelUrl (cM. pa3gen 4.5.3.3).

Cnmncok fOCTYMNHbIX METOAOB ayTeHTUdMKaLMM NPpUBOAUTCA B BbiBOAE KOMaHAneTa Get-
DssAuthenticationMethod. AamuHcTpatop DSS MoxeT caenatb AOCTYMHbIMKU  TOIbKO
Heobxoanmble MeToAbl ayTeHTudmKaumm C MOMOLLbIO KOMaHANEeToB Enable-
DssAuthenticationMethod mn Disable-DssAuthenticationMethod. Bce Hemcnonb3yemble MeToAbl
ayTeHTudbMKaumMn gOMKHbl 6bITb OTK/OYEHDI.

Tabnunua 198. Cnncok MeToA0B NepBUYHON ayTeHTUdUKauum

MeToa OnucaHune

AyTeHTUdMKaumMa no naposo, XpaHMMoOMy B

AyTeHTndumnkauma no naponto
Y ® > 2 6a3e paHHbIX LleHTpa NaeHTndmkaumm DSS.

AyTeHTUdMKauma ¢ NoMoLLblo

AyTeHTUdunKauma no ceptndmkaTt
Y ® d prad Y ABYCTOpOHHero TLS-coeanHeHus.

AyTeHTudunKaumna ¢ NOMOLLbIO MOBMABLHOrO AyTeHTnduMKauma ¢ NOMOLLbIO MOBUNBHOIO
npuaoxeHnsa myDSS npunoxenmna myDSS.
AyTeHTudumkauma no knwyy SIM-kapTbl.
MpucyTcTBYET B ABYX MCNOMHEHUAX:

QES -ayTteHTudmkaums MNMonb3osaTtens npu
poctyne K K3l anga cosgaHus
KkBanumumpunposaHHoi 1.

M2M - ayTeHTUdUKaumna Nonb3oBaTtens npu
aoctyne Kk K3l anga cosgaHns ycuneHHom
HekBanuduymposaHHon J1.

AyTeHTUdUMKALMSA C MOMOLLbIO annjaeTa Ha
SIM-kapTe
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Tabnuua 199. Cn1ucok METOA0B BTOPUYHOM (BCNOMOraTenbHOM) ayTeHTUdnKaumm

AyTeHTudMKauma C NCNONb30BaHNEM
AyTeHTudukaumsa no SMS OAHOpPa30BbIX Naposiei, 4OCTaBNAEMbIX B

SMS-coobweHun.

AyTeHTMdMKaLMa C NOMOLLbIO 04HOPA30BbIX
AyTeHTudunKauma no nporokony OATH naposemn, Noay4YeHHblx No npotokony OATH

(TOTP n HOTP).

AyTeHTnduMKauma C NCNONb30BaHNEM
AyTeHTUdHKaUMA N0 EKTPOHHOW NoYTe OAHOpPa30BbIX Naposnen, 4oCTaBNAEMbIX MO

3/IEKTPOHHON MoYTe.

5.1. AyteHTudunkaumsa no naposro

UpeHTndmkaTop:
http://dss.cryptopro.ru/identity/authenticationmethod/password

AyTeHTUdMKAUMA N0 Naponk  SBJASETCS OCHOBHbIM METOAOM ayTeHTuduKaumm
nokanbHbIX MNMonb3oBaTenen LleHTpa NaeHTudmkaunm DSS.

K HacTpolike ayTeHTU(dMKaALUM NO Naposito OTHOCTUTCS cneayowmin Habop NapaMeTpos,
3apaBaeMblX Yyepe3 koMaHaneT Set-DssPasswordPolicy:

Tabnuua 200. NapameTpbl 419 HACTPOMKN ayTeHTUPUKALMM C MOMOLLBbIO KOMaHANeTa
Set-DssStsProperties

MapameTp OnucaHue

Tun naposen, reHepupyemMbiX CEPBEPOM:
PasswordType MaponbHble dpasbl (Phrase);

CumMBonbHble naponu (Symbolic).

NcTouHnk naponein:

Tonbko lMonb3oBaTtesb 3a4a€T Naposb

ClientOnly);
PasswordSource ( y)i

Maponb reHepmpyeTcs TONIbKO Ha CTOPOHe

cepsepa (ServerOnly);

CMmewaHHbIn pexum (ClientAndServer).
PasswordComplexity CnoXHOCTb CUMBOJIbHbIX Maposien.
PasswordLength OnnHa CMMBOMbHbLIX Naponen.
PasswordPhraseComplexity CnoXHOCTb NaposibHOW dpasbl.
InvalidPasswordAttempts KonnyectBo nonbIiTOK BBOAA NMapons.
PasswordLifetime Cpok geincteus napons Nonb3oBaTens.

TpeboaHune cMeHbl Napons MNMonb3osaTtens
ChangePasswordAfterReset P P

rnpu NepeoM BXoae.

MapameTp PasswordType onpegenser Tun naponen, reHepupyembix TOJIbKO Ha
cepBepe. [laHHbIii mMapaMeTp BAUsieT Ha noBedeHne kabuHeTa Onepatopa Ha LUeHTpe
NoeHTudumkaummn DSS. B 3aBMCMMOCTM OT 3HadeHuss napametpa PasswordType 6ynert
reHepupoBaTbCa TOT WK MHOM TN naponsa MNMonb3oBaTens, korga OnepaTop:
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> C€030aéT YUYETHYI 3anucb Monb3oBaTtens U HasHavyaeT ayTeHTMdMKAUNIO MO JIOTUHY U
naposnto;
> cbpacbiBaeT Naposib AN CyLlecTByowen y4éTHon 3anmcu Monb3oBaTtens.

Ecnn B kauvecTtBe napone17| MCNONIb3YHTCA MapoOJibHblIE Cbpa3bl, TO Npun BBOAE MNapond
Monb3oBaTeneM foskeH cobnoaaTb cnegyrwwmne npasuna:

> Pa3spelwaeTcs BBOAUTbL HE MeHee TPExX ByKB OT Ka)4oro cnosa.
BBeaéHHble C/1i0Ba WM YacTu CNOB A0XKHbI 6bITb pasaeneHbl npobenamu.
Paspeliaetcs BBOAUTb NapoibHYO hpasy NOSIHOCTbIO.

MaponbHasa dpasa He YyBCTBUTESIbHA K pernctpy 6ykas.

MaponbHasa dpasza Ha YyBCTBUTESIbHA K A3bIKY BBOAA.

YV V V VY

Mo ymonuyaHuio 3HayeHne PasswordType npegnonaraert UCrosib30BaHMeE NaposibHbIX
¢dpas. MNpn M3MEeHEHUN AaHHOM HACTPOMKM, a Takxe NbbIX APYrMX HAaCTpoeK MO YMOSTYAHUIO,
Heob6xoaMMOo AaHHOEe AelCTBME COr/lacoBbiBaTb C PyKOBOAMUTENEM MoApa3feneHns, a Takxe
BHECTM 3anuncCb B COOTBETCTBYIOLWMI XYpPHa C yKasaHMeM NMpPUYNHbI USMEHEHMS HACTpPOEK.

MNapametp PasswordSource BnuseT Ha noBeaeHue Beb-uHTepdenca LeHTpa
NoeHTudukaumn npm pabote ot mMmeHun MNonb3oBaTtens. Ecnm 3agaHo 3HaueHne ServerOnly
(naponn reHepupyloTCcsl TOJIbKO Ha CepBepe), TO MNpPU CaMOCTOATE/IbHOW CMEHe napons
Monb3oBaTesb MOXET TONAbKO 3anpoCUTb HOBbIM MNapofsib C cepsepa. CreHepuMpoOBaHHbIN
cepsepoM naponb 6yaer oTtobpaxeH [llonb3oBaTtento B Beb-uHTepdence. Ecnm 3agaHo
3HadyeHne ClientOnly, T0 npu cMeHe napona [lonb3oBatento 6yaeT npeanoXeHo
CaMOCTOSATENIbHO MpMAYMaTb HOBbIM Napofb. Nonb30BaTeNb MOXeET CaMOCTOSATENIbHO 3a4aTb
TONIbKO CWUMBOJIbHbBIA MNaposb. [lapofsb AO/MKEeH COOTBETCTBOBATb TpeboBaHMAM AUHBI U
C/TOXHOCTM 3aZlaHHbIMKM aAMUHUCTPapaTopoM. CooTBeTCTByWMe TpeboBaHMA K Maposto
oTobpaxatTcsa [lonb3oBatento B Beb-uHTepdelice. Ecnu BKAKOYEH CMELWaHHbIA PEeXUM
(ClientAndServer), 1o lMonb3oBaTeNb MOXET Kak NpmMayMaTb Naposb CaMOCTOSITENbHO, TakK ”
3anpocuTb Naposib Ha cepBepe.

MNapameTpbl PasswordComplexity n PasswordLength onpeaenstoT cnoXxHocTn um
ANVHY CUMBOJIbHbIX Naposiei. 15 CNOXHOCTM Napons onpeaeneHbl cneayowme 3HaueHns:

> Weak - uudpbl 1M 3arnaBHble flaTUHCKME 6yKBbl. MWMHMManNbHO BO3MOXHas ANVHA
naponsa - 2.

> Fair - undpsbl, 3arnaBHble U CTPOYHbIE NTATUHCKME OYKBbl. MMHMMaNbHO BO3MOXHas
ANVHa naponsa — 3.

> Strong - uundpbl, 3arnasBHble M CTPOYHble NaTUHCKME 6yKBbl, Cney, CUMBOSIbI.
MWHMManbHO BO3MOXHAas ASiMHa napons — 4.

[aHHble napaMeTpbl 3aaloT TPe60BaHUA K CUMBOJIbHbLIM MaponAM, reHePUPYEMbIM Ha
cepBepe, U NaponsaM, 3agaBaeMbiM Nonb3oBaTeneM Npu CMeHe napons.

MapameTp InvalidPasswordAttempts 3a8aéT KonnM4ecTBO HEBEPHbIX MNOMbITOK BBOAA
napons. Ecnun 3HayeHne napameTpa yCTaHoB/IeHO Ha 0, TO OTKJIIOYAETCSt KOHTPOJIb KONIMYECTBa
HeBepHbIX MONbITOK BBOAA napons. Ecnu 3HayeHue gaHHoro napametpa 6onbwe 0, TO Npu
MpeBbIWEHNN KONMMYECTBa HEBEPHbLIX MOMbITOK BBOAA [AOJITOBPEMEHHOrO MNapons y4déTHas
3anucb [lNonb3oBaTtens 6ynetr 3abnokumpoBaHa. Pas3bnokmpoBaTb YYETHYHO 3anncCb MOXET
Tonbko OnepaTtop DSS.

MapameTp PasswordLifetime 3agaét cpok pencrema napons lMonb3osaTtens. Ecnam
3Ha4yeHMe nNapaMeTpa ycTaHoBneHo B 0, TO CpOK AENCTBMSA Napons He KOHTponupyeTcs. Ecnu
CPOK AEeNCTBMSA Naposis YCTaHOB/EH, TO NOC/e ero ucredeHus Monb3oBaTenb AO/KEH CMEHUTb
naponb.

MNapametp ChangePasswordAfterReset otBeuaetr 3a TpeboBaHue cMeHbl Naposs
Monb3oBaTens npun nepsoM BXoAJeE. ,El,aHHoe npaBnio NMPUMEHAETCA TOJIbKO B TOM CJiy4dae, eC/in
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y4éTHasa 3anucb Monb3oBaTens 6blna cozgaHa OnepatopoM DSS mnum naponb MNonb3oBaTens
6bin cbpoweH Onepatopom DSS.

5.2. AyteHTudpmkaumsa no ceptucpmkary

UpenTndukarop:
http://dss.cryptopro.ru/identity/authenticationmethod/certificate

Ecnun B KauecTBe MeToAa NEpPBUYHON ayTeHTUdMKaunm MNMonb3oBaTeNto Ha3HauYeH BXo4
rno ceptudgukaTty, To BXoa B Beb-nHtepdeinc Monb3oBatensa uam NMUHbIN KabuHeT Ha LleHTpe

NoeHTndumkaumm TpebyeTcs ocCyllecTBnsieTcss MO ABYCTOPOHHeMy TLS-coegMHeHuo C
K/TMEHTCKOM ayTeHTudunKaumen.

Monb3oBaTenb MOXET ObITb YCNEWHO ayTeHTUduuMpoBaH Mo cepTudukaTty npwu
BbIMOJIHEHUWN ClIEeAYOLWNX YCITOBUNA:

> CeptndwukaTt NMonb3oBaTens ABASETCS AOBEpPeHHbIM ans cepeepa DSS.

» 3HaueHne nonsa CybbekT B cepTuduKaTe COBMNALAET C OTIMYUTENbHbIM MMEHEM
Monb3oBaTens DSS.

> B ceptudukate [oOMKHO coaepxaTtbcs pacwupeHme Enhanced Key Usage:
1.3.6.1.5.5.7.3.2 (MpoBepka NOAAMHHOCTUN K/IMEHTA).

Onsa ynobctBa BbINOSIHEHUSA BTOPOro YCNOBUSA ayTeHTUdUKALUM OT/IMYUTENBHOE UMS
Monb3oBaTenss MOXET ObiTb aBTOMATM4YECKW 3anosIHEHO MpPaBWIbHLIMKM 3HAYEHUSIMU U3
ceptndukaTa MNonb3oBaTens.

Ecnn B KayectBe MeToAa MNEpPBUYHON ayTeHTUdMKaUMKM NONb30oBaTeENtO
HasHauyeH BxoA4 No ceptudumkaTy, ToO HeobxoaMMo BKIOUYNTL TpeboBaHue
YHUKaNbHOCTU pa3/IMYNTENIbHOITO MMEHWN!

Ewi Set-DssStsProperties —-RequireUniqueDn

Mpwn BbINOTHEHUM AAHHOTO KOMaHA/eTa 6yaeT npoBepeHa 6a3a AaHHbIX Ha
Hanuune Ay6nuMpYyoLKUXCS pasnnumMTeNbHbIX MMEH nosib3oBaTenen. Ecnu
6yoyT HamgeHbl pgBa W 6onee nosb3oBaTenen Cc  coBnagaroWMMM
pasfiMunTENbHbIMM  MMEHaMW, TO  COOTBETCTBylowee TpeboBaHue
YHUKaNbHOCTM He MOXET 6bITb BKJIOUYEHO.

Kpuntolpo DSS noaaep)XuvBaeT BblAENEHHOE XpaHWMWLLEe ulgatenen cepTuduKkaTos
ayTeHTMdUKaunum. Wma  xpaHuamwa MOXHO TMOCMOTPETb B  BbIBOAE  MapaMeTpa
ClientAuthenticationIssuersStoreName «komaHaneta Get-DssStsProperties (no
ymonyaHuto - STS Client Authentication Issuers). Wcnonb3oBaHuMe A[aHHOMO XpaHunuuia
perynupyetcsas napametpom IsClientAuthenticationIssuersStoreEnabled (cm. pasgen
4.5.8.2).

Ons npoBepkuM MOAMHHOCTU cepTudukaTa Beb-cepBepoM Heobxoammo p[obaBuTb
KOpHEeBOW cepTudmKaT nsgartens ceptndukaTta B xpaHmnuuie «JoBepeHHble KOPHEBbIE LIEHTPbI
CepTVICbVIKaLl,VIM» NNOKaJZIbHOro KoMnbOTEPA.

(HeobszaTenbHo) [Onsa npoBepku  NOAJIMHHOCTM  cepTuduKata CO  CTOPOHbI
Kpuntolpo DSS Heo6xoaAMMO MOMeCTUTb KOPHEBOW cepTudukaT magaTtens ceptudukaTta B
cneumanmnsnpoBaHHoe xpaHunnwe «<Umsa_npunoxeHus_LN> Client Authentication Issuers».
[JaHHass npoBepka BO3MOXHa TOJIbKO MocCjAe ee akTueBauuu. [Ong akTtMBaumu NpoBepKuU
Heo6X0AMMO BbIMOMHUTL CEAYIOLLYI0 KOMaHAy':

Set-DssStsProperties —-IsClientAuthenticationIssuersStoreEnabled 1
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5.3. AyteHTudpmkaumsa Cc nomMouwbio anmnsera Ha SIM-
KapTe

Npentndmkarop:
http://dss.cryptopro.ru/identity/authenticationmethod/simauth

BropuuHas ayTteHTudumkauma B Kpuntollpo DSS MoOxeT OCywecTBAATbCA C
MCNO/Ib30BaHWEM creumanbHO noaroTossieHHon SIM-kapTel. B aTom cnyuae Cepsuc Moagnucu
npucblnaeT Ha TenedoH MNMonb3oBaTens 6uHapHoe SMS-coobleHne, KOTOpoe NpUHMUMaeTcs n
obpabaTbiBaeTcsa yCTaHOB/EHHbLIM HA SIM-KapTy npu NPOM3BOACTBE KOMMOHEHTOM. PesynbraT
cBoein paboTbl 3TOT KOMMOHEHT BO3BpawaeT Ha CepsBuc lMNoanucu, 4YTO NOATBEpPXAAeT
BX0/A/onepauutio.

BTtopnuyHas ayTeHTMdMKaumMs C ucnosb3oBaHmeMm SIM-kapTbl MPUCYTCTBYET B ABYX
KoMmnnekTaumax Kpuntollpo DSS:

» DSS + SIM (QES) - ayteHTudurkaumsa MNMonb3oBatensa npu goctyne Kk K3 ana cosgaHuns
YCUNEHHOW KBannduumpoBaHHon 3.

> DSS + SIM (M2M) - ayTeHTndukaumns Nonb3oBaTtens npu goctyne k K3MN ans co3gaHus
ycuneHHon HekBanuduumposaHHon II1.

NMpeaBapuTenbHblie yC/I0BUA AN HAaCTPOMKM ayTeHTUdMKauMm C MCNOJib3OBaHMEM
SIM-kapTbl:

» PasBepHYyTble N HAaCTPOEHHble OCHOBHble KOMMNOHeHTbl KpunTtollpo DSS.
> Kpuntollpo HSM Client.

Ona HacTpokun ayTeHTUdUKauum npu nomoiwm SIM-kapTbl He06X0AMMO BbINOJIHUTDL
cnepywoume oercTtBuN:

1. Hacrpoiika onoBeLweHNa UHTErpMpyeMon CUCTEMbI.

Ha AaHHOM wWare NpoMCXoAWT HAcCTpolKa yBeAOMJIEHUS WHTErpupyeMoit CUCTEMbl O
pesyfbTaTax ayTeHTUdukaummn [Monb3oBaTtens. HacTpolika noapobHO onucaHa B pasgene
5.3.1.

2. Hacrtpoiika nogkntoueHua k OTA-nnarcgopme.
HacTpolika nogpobHo onmcaHa B pasgene 5.3.2.

3. Perncrpauusa naptum SIM-kapt v npocduna kpunrtonposangepa (Habopa
Macrtep-kntouei.

Ha gaHHOM ware Heo6xo0AMMO BbINOHUTL cneayloulee:

» Co3gaTb HOBbI Moaynb. Mogyne — 3TO Npodunab Kpuntonoeanaepa (Habop MacTtep-
KNo4Yen) n gpyrme napameTpbl, HeobxoauMble Ansa cos3gaHunsa darna nepcoHanmsauumm
(cMm. pasgen 5.3.3.1).

» CreHepupoBaTb ¢dann  nepcoHanusaumm  (cMm. pasgen 5.3.3.2). dannom
rnepcoHanmsaumm HasblBalOTCA cBeAeHUa 0 napTun SIM-kapT, KOTOopble NnepenarTcs Ux
M3roToBuUTEN0. DTU CBeAeHus cogepxaTt B cebe cepuiiHble HoMepa SIM-kapr,
KOHTenHepbl C KA4veBon nHdopmaumein, SD-knoum n Koabl aktueaumm (40 goctyna
K KHOYEBOMY KOHTenHepy).

Ona kaxpgoro HoBoro danna nepcoHanmsaumm (naptum SIM-kapT)
Tpebyetca co3pgaHuMe HoBoro npodwuns kKpuntonpoBangepa (Habopa
MacTtep-kntouen).
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Habop pacliupeHHbiXx napametpoB ™Moayns (cMm. pasgen 5.3.3.1.2) MoxeT 6biTb
rnepemcnosib3oBaH  Ans co3gaHus danna nepcoHanmsaumu. HoBbIn npoduib
KpuntonpoBagepa MOXeT ObiTb Ha3HadeH cyuwecTBylwemy moaynio 6e3 permcrpauunm
HOBOro. lM3MeHeHMe napaMeTpoB CylecTBylwero moayns (Bkaw4yas HasHadeHne HOBOro
npoduna kpuntTonpoBanaepa) onmcaHo B pasgene 5.3.3.3.

3aperucTtpmpoBaHHble Moaynn n naptum SIM-kapT MOXHO npocMmoTpeTb B DSS npwu
nomown PowerShell (cm. pasgen 5.3.4.3).

5.3.1. HacTtpouka onoBeLweHns MHTErpMpyemMmom
CUCTEMDI

Moayfb  OMOBELWEeHWs UMHTErpMpyeMon CcucTtembl OTBe4YaeT 3a YyBeAOMJIeHue
MHTErpupyeMon CUCTEMblI O pe3ynbTatax ayTeHTudukaumm [lonb3oBatens. B LeHTpe
NpeHTndpumkaumm DSS MoxeT 6bITb 3aperncTpmpoBaH TOMbKO OAWH MOAY/Nb OMOBELLEHUS
WHTErpuMpyeMon CUCTEMBbI.

YnpaBneHne mMoay/siMM OMNOBELLEHUS MHTErpupyeMolr CUCTEMbl MPOU3BOAMTCS 4yepes
Habop KOMaHAMETOB, MWCMONb3yeMbiX A8 YynpaBneHus Moayasmu onoseweHus DSS.
HacTtpolika moaynen onoBelweHns nogpobHo onuncaHa B pasgene 4.9.

Ons BKIOYEHUS OMNOBELWEHUS WHTErpupyemMoin CUCTeMbl HeO6XoAMMO BbIMOSHUTD
OENCTBUSA, ONMCaHHble B Tabauua 201.

Tabnnua 201. NMocneaoBaTeNnbHOCTb WAroB Mo HaCTPOMKE MOAY/IS ONOBELEHMNS
WHTErpMpyeMon CUCTEMbI

War 1 Ao6aBneHne nsarvHa ¢popMaTMpoBaHUsA COO6LLEHUN

KomaHnanet Add-DssStsPlugin

MapameTpbl

PluginTypeName

3HayeHne CryptoPro.DSS.SimAuth.Notification.SimAuthFormatterPlugin,
DSS.SimAuth.Notification

Onncanme HasBaHune Tuna nnarvHa gopmMaTmpoBaHus. lNapaMeTp MOXET UMETb
TONIbKO YKa3aHHOe 3Ha4eHue.

PluginType

3HaueHune Formatter

Onncanme Tun nnarvHa - nnarvd dopMaTupoBaHus. MNMapamMeTp MOXET MMETb TOJIbKO
yKasaHHoe 3HauyeHue.

Settings

3Ha4veHue @{>}

Onuncanune MycToli cnoBapb. JaHHbIA NfarnH He MMeeT HacTpaMBaeMbIX NMapamMeTpoB.

Mpumep
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Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.SimAuth.Notification.SimAuthFormatterPlugin,DSS.SimAuth.Notif
ication" -PluginType Formatter —-Settings @{}

LWar 2 Oo6aBneHne TPaHCNOPTHOrO NJlaruHa

KomaHaner Add-DssStsPlugin

MNapameTpbl

PluginTypeName

CryptoPro.DSS.SimAuth.Notification.SimAuthTransportPlugin,

3HayeHune . e b
DSS.SimAuth.Notification

Onvcanme HasBaHme TMna TpaHCNOPTHOro njaarmvHa. NMapamMeTp MOXeT UMeTb
TONIbKO YKa3aHHOE 3HayeHue.

PluginType

3Ha4deHue SimAuth
Tvn nnarnHa — TPaHCMOPTHbIN MAarnH Ans oTnpaBKM YBEAOMIEHUN B

OnucaHue MHTErpupyemMyro cuctemy. NapamMeTp MOXET UMETb TOJSIbKO YKa3aHHOEe
3Ha4yeHue.

Settings
@{ "Address" =

3HayeHune “http://<appec_cepBuca_yBeaoOMIEHUN_WHTErpuMpyeMor_Cucrtembl>/me
s-notification/notification” }

Onvcanme EAVHCTBEHHbIV HacTpanBaeMbll NapaMeTp AaHHOMO niarnHa — agpec
WHTepderca NHTErpupyeMon CUCTEMbI A1 OTNPaBkn yBeaOMAEeHUN.

Mpumep

Add-DssStsPlugin —-PluginTypeName
"CryptoPro.DSS.SimAuth.Notification.SimAuthTransportPlugin,DSS.SimAuth.Notif
ication" -PluginType SimAuth -Settings @{"Address" = "http://<hostname>/mes-
notification/notification" }

War 3 Ao6aBneHue Mmoayns onoBeLeHUs

KomaHpner Add-DssStsNotifier

MapameTpsbl

TransportPluginld

3HayeHune Llenoe nonoXxutenbHoOe 4Yncno

MaeHTndunkatop TpaHCNopTHOro naarMHa SimAuth. JaHHbil
OnucaHune MAEHTUPUKATOP MOXHO MOCMOTPETL C MOMOLLbIO KOMaHaneTa Get-
DssStsPlugin

FormatterPluginld
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3Ha4deHue Llenoe nonoxutenbHoOe 4Yncio

NaoeHTndumkaTop nnarvHa dopMaTMpoBaHus. JaHHbI naeHTudmnkaTop

OnucaHue :
MO>HO MOCMOTPETb C NOMOLWbIO KoMaHaneTa Get-DssStsPlugin

NotifierType

3Ha4veHune SimAuth

OnucaHme Tun moayns onoseweHus. MNMapaMeTp MOXET MMETb TO/IbKO YKa3aHHoe
3HaueHue.

MpumMmep

Add-DssStsNotifier -TransportPluginId 1 -FormatterPluginId 2 -NotifierType
SimAuth

Hwxe npuBoaMTCA MNOMHas nocnefoBaTeflbHOCTb BbI30BOB kKoMaHanetos PowerShell
ANs perucrpaummn Moayns.

#IoBaByeHye nJIarrMHa GOPMMPOBAHUS COOOIEHUN

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.SimAuth.Notification.SimAuthFormatterPlugin, DSS.SimAuth.Notifi
cation" -PluginType Formatter —-Settings @{}

#IoBaByieHMe TPAHCIOPTHOTO MJIaTMHA

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.SimAuth.Notification.SimAuthTransportPlugin, DSS.SimAuth.Notifi
cation" -PluginType SimAuth -Settings Q@{"Address" = "http://<hostname>/mes-
notification/notification" }

#IJo6aByieHre MOIYJId OIIOBEIeHUI

Add-DssStsNotifier —-TransportPluginId 1 —-FormatterPluginId 2 -NotifierType
SimAuth
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5.3.2. HacTtpouka B3aunmoaeuncreua ¢ OTA-nnardpopmon

OTA-nnaTdopma oTBevaeT 3a B3ammoaeinctene Kpuntollpo DSS c annnetom Ha SIM-
kapTte. [na atoro TpebyeTcss HacTpoMTb COOTBETCTBYHOWME MOoAYM onoseweHus. B LleHTpe
NaeHTudunkaumm DSS MoXeT 6biTb 3aperncTpnpoBaH To/IbKO OAWUH MoayNb onoBewleHns OTA-
naaTdopmbl.

YnpaBneHue B3aumogaenctenem c OTA-nnatdopMor npom3BoaUTCA depe3 Habop
KOMaHANEeTOB, MCNO/b3yeMblX A/ ynpaBneHus MoaynsaMm onoseweHms DSS. Hactpownka
MoAyien onoselweHns nogpobHo onncaHa B pasgene 4.9.

B3anmogencrteme Kpuntollpo DSS ¢ annnetom Ha SIM-kapTe oOpraHuM3oBaHO B
COOTBETCTBUWN CO CXeMOI, NpmBeaéHHON Ha Puc. 38.

KpunTollpo DSS OTA-nnatdpopma TenedoH c annneTrom
Ha SIM

Puc. 38 — B3anmogencteue Kpuntollpo DSS ¢ OTA-nnatdopmon

MocnepoBaTenbHOCTb AENCTBUI Npu B3auMogenctemm DSS ¢ annneTom:

1. Kpuntollpo DSS npu HeobXxoAMMOCTM B3auMMOAENCTBUS C anmnieToM MHUUUMpyeT
oTnpaBky SMS-coobueHna c cooTBETCTBYOLWEN KOMaHaon Yyepe3 OTA-nnaTgopmy.
B OTA-nnatdopMy nepenaétcsa TekCT coobuieHms C KoMaHaol, Homep TenedoHa
(MSISDN) n kntoun SD cooTtBeTcTBYlOWEN SIM-KapThl.

2. OTA-nnatdopma rotoBut naket 3GPP TS 23.048 pana annfneta C MCXOAHbIM
cooblieHneM 1 oTnpasnseT ero.

3. Annnet Ha SIM-kapTe nony4daeT KOMaHAy, BbIMOJHSeT HeobxoauMoe AelcTeBue u
oTnpasfseT oTBeTHOe SMS-coobuieHme.

4. OTA-nnatdopmMa npuHMMaeT oTeBeTHOe cooblleHne n nepenaét ero B Kpuntollpo
DSS Bmecte ¢ MSISDN nonb3oBaTtens.

Ona Hactpoikm B3aumogenctema ¢ OTA-nnatdopmort HeobXoAMMO BbIMOAHUTD
ONEeNCTBUSA, onncaHHble B Tabnuuya 202.

Tabnuua 202. MNMocnegoBaTenbHOCTb WAroB rMo HacTpolike B3anMoaencrTemsa ¢ OTA-

nnatdopmon
KomaHanet Add-DssStsPlugin
MapameTpsl

PluginTypeName

CryptoPro.DSS.SimAuth.Notification. OtaFormatterPlugin,

3HayeHune . o L.
DSS.SimAuth.Notification

Onncanme Ha3BaHue Tuna nnarnHa dopmMmaTtupoBaHus. NMNapaMeTp MOXET UMETb
TONbKO yYKa3aHHOe 3Ha4yeHue.

PluginType
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3HayeHune Formatter

Tun nnarvHa - nnaruH dopmaTnpoBaHus. MapaMeTp MOXET UMETb

OnucaHue
TO/IbKO YKa3aHHOe 3HauyeHue.
Settings
3Ha4yeHue @{"UseQuatedValue” = “true”}
[aHHbI nnaruH onpeaenseT dopMaTt coobLeHnin, KOTOPbIMU
OnucaHue -
obmeHnBaeTca DSS ¢ OTA-nnatdopMoi.
Mpumep

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.SimAuth.Notification.OtaFormatterPlugin,DSS.SimAuth.Notificat

ion" -PluginType Formatter -Settings @{ "UseQuatedvValue" = "true" }
KomaHaner Add-DssStsPlugin
MapameTpsl

PluginTypeName

CryptoPro.DSS.SimAuth.Notification.OtaTransportPlugin,

Ha4yeHun . e

SHaueHve DSS.SimAuth.Notification

Onvcanme HasBaHue Tuna TpaHCMOPTHOro nnaruHa. NapameTp MOXeT UMETb
TOJ/IbKO YKa3aHHOe 3HauyeHue.

PluginType

3HauveHue Ota

Onncanme Tun nnarnMHa — TPaHCNOPTHbLIA NAarnH 4nsa OTNpaBku yBeaoMAeHN B
M3I1. NapamMeTp MOXET MMeTb TO/IbKO YKa3aHHOEe 3HayeHue.

Settings

3Ha4veHune @{ "Address" = "http://<otaAddress>" }

Onvcanme EAVMHCTBEHHbIN HacTpamBaeMbll NapaMeTp gaHHoro nnarmHa — OTA-
nnatdopMbl ANs OTNPABKWN YBEAOMJIEHUNA.

MpumMmep

Add-DssStsPlugin —-PluginTypeName
"CryptoPro.DSS.SimAuth.Notification.OtaTransportPlugin,DSS.SimAuth.Notificat

ion" -PluginType Ota -Settings @{ "Address" = "http://<otaAddress>" }
KomaHaner Add-DssStsNotifier
MapameTpsl
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TransportPluginld

3HayeHune Llenoe nosioXuntenbHOE Yncno

NaeHTndmkaTop TpaHcnopTHoro nnarvHa OTA. [aHHbIl
OnucaHue naeHTUdMKATOP MOXHO MOCMOTPETb C MOMOLLbO KoMaHaneta Get-
DssStsPlugin

FormatterPluginld

3HayeHune Llenoe nosioXuntenbHOE Yncno

NaeHTudunkatop nnarnHa dopmMmaTtupoBaHms. JaHHbIN naeHTudmnkaTop

OnuncaHue .
MOXHO MOCMOTPETb C NOMOLb0 KoMaHaneTa Get-DssStsPlugin

NotifierType

3Ha4eHune Ota

OnucaHue Tun moaynsa onoseweHns MNMapaMeTp MOXET MMETb TOJIbKO yKasaHHoe
3HayeHue.

Mpumep

Add-DssStsNotifier —-TransportPluginId 1 —-FormatterPluginId 2 -NotifierType
Ota

Huxe npuBoanTCa NosiHas MNOCNenoBaTeNIbHOCTb BbI30BOB KoMaHanetoB PowerShell
ANS perncrpaunm moayns.

#0obaByeHre mIaruHa GOPMMPOBAHMSA COOOMEHUN

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.SimAuth.Notification.OtaFormatterPlugin,DSS.SimAuth.Notificati
on" -PluginType Formatter —-Settings @{ "UseQuatedValue" = "true" }

#0o6aByeHre TPAHCIOPTHOTO MJjaruHa

Add-DssStsPlugin —-PluginTypeName
"CryptoPro.DSS.SimAuth.Notification.OtaTransportPlugin,DSS.SimAuth.Notificati
on" -PluginType Ota —-Settings @{ "Address" = "http://<otaAddress>" }

#IoBaBiieHre MOIYJIiS OIOBElleHMUS
Add-DssStsNotifier —-TransportPluginId 1 —-FormatterPluginId 2 -NotifierType
Ota

5.3.3. Pernctrpaumsa naptum SIM-kapt " npodvns
Kpunrtonposangepa

5.3.3.1. Co3gaHue HOBOro Mmoayns

3anyctute OT WMEHM aAMUHUCTpaTopa YTWINTY  SimAuthKeysManager.exe,
Haxoaswytca B pacnonoXeHuun C:\Program Files\Crypto Pro\DSS\STS\bin
SimAuthKeysManager.exe.

B npvBeTCTBEHHOM OKHE MeHea)Xepa reHepaumu napTui knwden SIM-kapTt Bbibepute
M3 Bbinagawwero cnucka »sk3emnngap LUeHTpa WaeHTudukaumm, Ha KoTopoMm 6yaer
3aperucTpmpoBaHa naptua SIM-kapt (1). HaxmuTte kKHonky «IMpoaomknte» (2).
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MeHeadxep reHepauum

N\
P KPUMTOMPO  napruit kntoueit
~— CUM-KapT

Beibepute 3kzemnaap STS:

lMpoaonxutb

Puc. 39 — Bbi6op sk3emnnsapa LN

B oTKkpbiBLIEMCHA OKHe nepenaute Ha Bknagky «CosgaHume moayns» (1). Beeaute
HasBaHMe Mmoaynsa B none «HaseaHue moayns» (2). Noa MoayneM B AaHHOM Cny4yae NpPUHSATO
cuntaTb Habop HacTpoek ans dopMupoBaHusa anna nepcoHanmnsaummn naptmum SIM-kapT.

OnucaHme n pekoMeHZauum Mo YCTaHOBKE MapaMeTpoB, BXoaswux B 6ok (3),
npeactasneHbl B Tabnuua 203.

Warm (4) n (5) onucanbl B 5.3.3.1.1 n 0 cOOTBETCTBEHHO.

MeHemxep reHepaLvK NapTHUi KAKOYer cUM-KapT IZ‘

leHepauyma mg" Cosgarune Mogyns

IHa3Bane MOAYNA: Tesﬂ 2 I

paCLIJI-ﬂEi)pDElaHHE EXOAHbIX AaHHBIX:

Toneko dalin nepcosannsaumu: O 3
Buigog ICCID Bes chacksum: [

UJM¢pOBaHME ERIXOAHDIX AaHHDIX:

Mognuce BEIXOAHEX AAHHBIE
4 i MapameTpal KpUNTONPOEaHgEPa
PaCiKperHsIe N3PaAMETPEI |

5

JaperncTpupoEaTh Mogynb

Puc. 40 — Co3saaHue Moayns

Tabnuua 203 — MNapameTpbl MoAy s

MapameTp OnucaHune

PacwundposaHume

N3MeHATb He TpebyeTcs.
BXOAHbIX AaHHbIX

YcTaHoBKa AaHHOro yekbokca o3HavyaeT, 4YTo CreHepmpoBaHHas
Tonbko dann naptma SIM-kaptT HE BYAET 3anuncaHa B B[] UM DSS. byaet
nepcoHanmsauum co34aH Tonbko ann nepcoHanmnsaumn. Ncnonbsyetcs Ans

MOBTOPHOWM reHepaunm o4HOro 1 Toro xe dgarna nepcoHanmnsaunmn.

BbiBog, ICCID 6e3

M3MeHATb He TpebyeTcs.
checksum peby
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MNMapameTp OnucaHue

Mcnonb3yetca gns 6e3onacHon nepegayn daina nepcoHanmsaumm
npounssogutento SIM-kapT. BO3MOXHble 3Ha4YeHUS:

> None — be3 wudpoBaHus

LWndposaHmue > Pgp — MWcnonb3yetca PGP-wndpposaHune. [Mpu Bbibope

BbIXOAHbIX AaHHbIX Heo6xo0AMMO B NOSBMBLLUEMCS MoOJie 3anofHUTb NYTb K hanny
C OTKPbITbIM K/IIOYOM nosy4vaTens.

» €ms — wucnonb3yetcas CMS-wudposaHmne. [pun BbibGope

Heob6xoAMMO B NOSIBUBLLUEMCS MO 3ano/IHUTL NyTb K danny
C cepTudmkaToM noaydaTens.

T
Moanunch BbIXOAHbIX

naHHbIX N3MeHaTb He TpebyeTcs.

5.3.3.1.1. MapameTpbl KpunNToNnpoBanaepa

Ha naHHOM wWware perncTpmpyroTcs KpMnTonpoBanaepbl, KOTopble 6yayT MCNOMb30BaHbI
ansa cosgaHus B NAKM «Kpuntollpo HSM» aByx Macrtep-kntodein. OgnH MacTtep-kntou 6ynert
NCNONb30BaTbCA ANsl BbiIpaboTKM BEKTOPOB ayTeHTUdMKaumu MNonb3oBaTtenemn, a Apyron — Ans
BblpaboTkun Security Domain- (SD) kntouen.

Job6aBneHne Habopa KpunTONpoBaMAepoOB MOXeT ObiTb TakXe OCyLeCTBAEHO Mpu
MOMOLLN COOTBETCTBYIOWMX KOMaHANETOB, onucaHHblx B 5.3.4.1 u 5.3.4.2, opHako
peKkoMeHAYEeTCS UCMOoMb30BaTb MHCTPYKLMIO, ONMUCaHHYIO B HACcTosILeM pasaene.

HaxxmMnute Ha KHOMKy <«[lapameTpbl KpunTonposanaepa». B OTKpbIBLUIEMCH OKHe
3anofIHMTE HeobxoauMble Mo B COOTBETCTBUM € Tabnuua 204.

Onsa kaxpoh HoBoM napTtum SIM-kapT TpebyeTcs co3gaHMe HOBOMO
npoduna KkpuntTonposanaepa.

Tabnuua 204 — MNapaMeTpbl KpUATONpoOBanaepa

MapameTp OnucaHue

Mpodunb He 3anonHsaetcsa, ecnu TpebyeTcs cosgaHme HOBOM naptuun SIM-
KpunTonpoBanaepa KapT.

Co3zaaTb HOBbIN
npodunb Yekbokc gomkeH 6bITb YCTaHOB/EH, ecnn TpebyeTcs co3gaHne
KpunTonpoBanaepa HoBOW napTum SIM-kaprT.

(1)

Tun
KpunTonposangepa 80

(2)

Uma
KpunTonpoBanaepa Crypto-Pro GOST R 34.10-2012 HSM Svc CSP

(3)

HasBaHune npodumns

Ha ycMoTpeHne agMUHUCTpaTopa.

(4)

[
OnucaHue npoduna  Ha ycMoTpeHue aAMUHUCTpaTopa. PEKOMeHAyeTcs 3anunchbiBaThb
(5) AaTy co3aaHus npoduns.

HKTAN.00096-02 92 02 KpunTtollpo DSS. PykoBoactso AGMUHUCTpaATOpa CtpaHuua 244 n3 286



Mocne 3anonHeHWUs BCex HeobXxoaMMbIX noner ybeauTechb, UTOo KHOMKa «COXpaHUTb»
aKTUBHA, U HaxmuTe ee (6).

Mpodwae kpunTonpoeaidgepa: i
CozaaTe HOBBIA NpoduAL KpUNTONPOEaRaepa

1} ' Tun kpunTonposaigepa:

Mma kpunTonpoeaigepa:

Hazeanwe npoduns:

Onucanue npoduna

This module was created 21 .05.20151 5

Ormena CoxpanuTe

Puc. 41 — MNapameTpbl KpunTONpoBanaepa

5.3.3.1.2. PaclumpeHHble napaMeTpbl

HaxMnTte Ha KHOMKy «PacwmpeHHble napaMeTpbli». B OTKpbIBLUEMCSA OKHE 3amnoJiHUTe
Heobxoanmble nons B COOTBETCTBUWN c Tabnuua 205. (BHUMAHME! Tabnuua 205 HE
ONuCbIBAeT NapaMeTpbl, a YCTaHaB/AMBAET WX 3Ha4yeHusi, HeobxoauMble AN HACTPOMKMU
ayTeHTudmKaummn).

Cnegytowme napaMeTpbl BAUAKOT Ha CAWMCOK  U/MAM  3HAYeHUs
napaMeTpoB «[lapaMeTpbl»:

» Twun npoduna reHepaumun knwoyen (Bce 3HadeHna U onucaHue
napameTpoB ans npodunen Sim3 n M2M cm. Tabnuua 206);

» T[podunb reHepauum knwodven (Bce 3HavyeHMss B 3aBUCUMMOCTU OT
BblbpaHHoro wabnoHa dalna nepcoHanusauumm u  onNucaHue
napameTpoB cM.Tabnnua 207).

Tabnunua 205 — PacwupeHHble napamMeTpbl

MapameTp OnucaHue

Tun npopuns .
pod . Sim3
reHepaumu Knoden

Bo3MOXHble 3Ha4YEeHUS:

» Sim3BasicFixPassword — pgna naptum SIM-kapT 6yaert
Mpounb . yCTaHOBNEH UKCUPOBAHHBbINA KOZ aKTUBaLMW.
reHepatm knioueu » Sim3BasicRandomPassword8 — ansa naptunm SIM-kapT

6yAeT YCTaHOBMEH ClyYaHbIA KOA aKTuBaLuy*(cM. napamerp
RandomPasswordLength).
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MapameTp OnucaHue

X

» Sim3LegacyFixPassword — d1MKCcMpOBaHHbIN KOA aKTUBaLMn
ans obecneyeHns cosmectumoctn ¢ Windows Server 2008
R2

» Sim3LegacyRandomPassword8 — C/y4YamnHbIn KoA

akTuBaumm ana obecnedeHma coemectumoctn ¢ Windows

Server 2008 R2

O6bpaboTunk

N3MeHaTb He TpebyeTcs.
BXOZHbIX AaHHbIX

FeHepaTop KJto4en N3meHsTb He TpebyeTcs.

O6paboTunk

N3MeHATb He TpebyeTcs.
BbIXOAHbIX AAHHbIX

BlobType —WN3MeHsTb He TpebyeTcs
BlobVersion—WN3meHaTb He TpebyeTcs
UseKeyVersion—WN3meHATb He TpebyeTcs
PRF—W3MeHATb He TpebyeTcs
PasswordFormat—®opmaT BbiBOAA KOAA aKTUBaLmu
B dhanne nepcoHannsaumu:
Numeric - AeCcATUYHbIN,
Hex - wecTtHaauaTepuyHbIn
IsRandomPassword—WN3mMeHsTb He TpebyeTcs
» *RandomPasswordlLength —[1nvHa koaa akTmBauum (ecnu
BblbpaH npodunb reHepauunmn
Knouen
Sim3BasicRandomPassword8.
Mo ymonuaxuio pasHa 8.
» FixedPassword—3HauyeHune pukcnpoBaHHOro Koaa
aKTMBauum
» UseMoKey—WM3meHATb He TpebyeTcs
» UseMask—W3meHaTb He TpebyeTcs
» SsdCnt—CuyeTumMK ymcna ncnonb3oBaHus
SSD-kntoven. AOJIXKEH 6biTb
pasHbiM 0.

YV V V V

A\

MapameTpbl

» Header—3aronosok ¢aiina
nepcoHanmsaumu.
N3mMeHATb He TpebyeTcs

HKTAN.00096-02 92 02 KpunTtollpo DSS. PykoBoactso AGMUHUCTpaATOpa CtpaHuua 246 us 286



Tabnuua 206. JlononHuTenbHble HACTPOMKKM Npodunsa Kpuntonposangepa (Habopa

MacTep-kntoueit)

MapameTp OnucaHue 3HauyeHMe napaMeTpa
var_out:
<F1>/<F2>/.../<Fn>, roe

3aronosku danna <Fi>:
nepcoHanmsauun. YkasaHue ICCID - cepuiiHblit Homep SIM-
3arofi0BKOB onpeaenser kapThi:

Header ranvae Tk CTONGUOR & KIC - SD-cniow 1;

CNefoBaHWUs 3aro/oBKOB KID - SD-knio4 2;

OnpeaensieT ux NopsaoK KIK - SD-kntoy 3 (15 CMeHbI);

. DCKA - 67106 c BEKTOpOM

cnegosanus B danne. )
ayTeHTMduMKaumu;
Password (nnv PUK) - koa
aKTMBauUWN.
AESCMAC;
HMACSHA1;

NaoeHTudunkatop anropntMa AESCMAC_Legacy;

PRF gns BbipaboTKu HMACSHA1_Legacy.

PRF TPAHCNOPTHOro KJko4va, Ha

KOTOpPOM 3awndpoBbiBaeTcss  3Ha4vyeHMs napameTpa C

KoA ayTeHTudukaummn. noctgpukcom Legacy noaxoasat
TONbKO AJ19 UCMONb30BaHUS B
Windows Server 2008 R2.

Tun 6noba ans nepenayn 17 - pna QES

BlobType DCKA-Kknioua. 18 - ans M2M
1 - ang tuna 6n106a 0x12;

2 - ansg TMna 6no06a 0x11 (1
) Bepcusa 6noba ana nepenaum .
BlobVersion DCKA-KNt04a BeKTop ayTeHTuduKaummn);
) 3 - ang tmna 6no6a 0x11 (2
BeKTopa ayTeHTuduKaumm).
Pexxnm reHepaumun naponemn
(NMNH-kopoB), R .
IsRandomPassword MCNOSb3yeMbIX ANg CnydaiHbin: True;

BblpaboTKM TPAHCNOPTHbIX
KJTHOYEN.

OukcnposaHHbili: False.

ICCIDFileFormat

®opmart 3anucu ICCID B
dainn nepcoHanmsaymm.

NoCS - 3anucboiBaTb dann
nepcoHanmsauumn Iccld 6e3
KOHTPOJIbHOMN CYMMblI;

CS - C KOHTPO/IbHOWM CYMMOW.

UseKeyVersion

Mcnonb3oBaTb BepCcUO Npu
reHepauumn Kar4den.

True/False.

FixedPassword

3HaveHue PpUKCMPOBAHHOIO
naponsa (kog
ayTeHTMdUKaUNKM Ha Bce
KJHo4Un).
(B3anmMouckntovawLme ¢
RandomPasswordLength)

Ctpoka ¢ naponem.

RandomPasswordLength

OnnHa kopga aktmsauun. lMNMpu
HaM4YnUKM OAHHOIO
rnapameTpa co3gaeTcs
CNy4yalHbIA KOA4 aKTUBaLUUWN.
B3auMouckntoyatowme ¢
FixedPassword)

Llenoe nonoxutenbHoOE 4nCno.
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MapameTp

PasswordFormat

OnucaHue

dopmMaT 3anmcm Koga
aKTnBauumu.

3HauyeHMe napamMeTpa
LLectHaguaTtepunyHbin: Hex;

Jdecatnunbii: Numeric.

GlonassMaxBlobCount

MakcmManbHoe KoM4ecTBo
Kto4yeBbix 610608 B haine
rnepcoHanunsaumun. TonbKo
ans wabnoHa M2M.

Llenoe nonoxutenbHoOEe 4nucno.

GlonassKeyCount

KonnuectBo kntouen,
KoTopble TpebyeTcs
creHepupoBaTb ans danna
nepcoHanmnsaumun. Tonbko
ansa wabnoHa M2M

Llenoe nonoxwutenbHoe 4nucno

GlonassDisableMask

He HaknagbiBaTb MacKy Ha
Ktoun. Tonbko ansd
wabnoHa M2M

True/False.

GlonassTestDataRows

KonunyectBo cTpok B dhanne
C TECTOBbIMWU AaHHbIMMU
FMOHACC. Tonbko ans
wabnoHa M2M. Mo
YMOJIY@HUIO YNCSIO CTPOK
coctasnget 10.

Llenoe nonoxutenbHoe 4nucro.

ICCID npeacraBneH B

True - ecnu Iccld annHHee 19

UseExtendedICCID pactUMpeHHoM d)OpMaIe, B unep;
TO BpeMsi kak 6a30BbIit
ICCID - 19 undp. False - B ocTasbHbIX cay4yasx.
Tabnuua 207. WabnoHbl anna nepcoHanmsaumm
La6noH MapameTp 2Haqu" OnucaHue
BlobType 17 Tun 6noba ansa nepesayum DCKA-
KStova.
BlobVersion > Bepcusa 6noba ana nepepaumn
DCKA-kntouya.
UseKeyVersion True Ncnonb3oBaTb BEpCUio Npw
reHepaumun Koyen.
NaoeHTndunkaTop anropmutma PRF
AN BblpaboTKM TpaHCNOPTHOMO
PRF AESCMAC «kntu4a, Ha KOTOpOM
3aWwndpoBbIBaeTCa Koa,
ayTeHTudmKaumu.
BasicFixPassw PasswordFormat Numeric dopmMaT 3anncK Koada akTmeaumun.
ord
Pexxnm reHepaunm naponen (MUH-
IsRandomPassword  False KOZOB), MCNOAb3yeMbIX AN
Bblpab0oTKM TPaHCNOPTHbIX KOYEN.
3HayeHne PUKCUPOBAHHOIO Napons
FixedPassword 12345678 (kog ayteHTuUduMKaumm Ha Bce
K04n).
3aronoBku ¢anna
"var_out: nepcoHanusauun. YKasaHue
ICCID/KIC 3aronioBKOB onpegensier Haan4yme
Header /KID/KIK/ Takux ctonbuos B danne. MNMopsgok
DCKA/PU cnefoBaHMs 3arosloBKOB
K" onpeaensieT ux Nnopsaok

cnegosanus B danne.
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LLa6noH

La6noH MapameTp

LegacyFixPass
word

MapameTp

PRF

3HauyeHun
e

OTnunyarowmecs napamMeTpbl Ana Apyrux wabnoHos

3HauyeHue

AESCMAC
_Legacy

OnucaHue

OnucaHune

NpeHTndgukatop anroputma PRF
Ansa BblpaboTKn TpaHCNOPTHOro
K/toYa, Ha KOTOPOM
3aWwmndpoBbIBAETCS KOA
ayTeHTudmKauumn.

BasicRandomP
assword8

IsRandomPassword

True

Pexxum reHepaumn naponen (NMUNH-
KOAOB), UCMOJIb3YEMbIX ANS
BblpabOTKM TPAHCNOPTHbIX K/IHOYEN.

RandomPasswordLe

ngth

OnvHa kopa akTmeauun. lMpu
HanMuMu JaHHOro napameTpa
co34aeTcsa cry4varHblii Koa
aKTMBauun.

LegacyRandom
Password8

PRF

AESCMAC
_Legacy

NpoeHtndukatop anroputma PRF
ANnsa BblpaboTKn TpaHCNOPTHOro
KSllo4a, Ha KOTOPOM
3aWwmndpoBbIBAETCS KO
ayTeHTudmKauumn.

IsRandomPassword

True

Pexxum reHepaumm naponen (MUNH-
KOAOB), UCMOJb3yeMbIX AN
BblpaboTKM TPaHCNOPTHbIX KAKOYEN.

RandomPasswordLe

ngth

OnvHa kopa aktTmeauun. Mpu
Han4YMK JaHHOro napameTpa
co34aeTcsa cry4varHblii Koa
aKTMBaLUun.

Mocne 3anonHeHMa BCexX napaMeTpoB LWeNKHUTe OBOMHbLIM LLEN4YKoM Mo I'IYCTOﬁ

nocneaHemn ctpoke B ctonbue «HassaHune» Tabnuubl «MapameTpbi».

Bnuwnte B HOBOe nosie B cTonbue

BHUMAHME! None 4yBCTBUTENBHO K perncrpy 6yks.

3anonHuTte 3HadeHne ansa SsdProfile (2). 3HaueHne gaHHOroO NONS PperncTpmMpyeTcs Ha

OTA-nnatdopme.

HKTAN.00096-02 92 02 KpunTtollpo DSS. PykoBoactso AGMUHUCTpaATOpa

«Ha3BaHune»

Mapamerpsi:
HazsaHue JIHaueHwe
BlobType 17
BlobVersion 4
UseKeyWersion true
PRF AESCMALC
PasswordFormat NUMeric
IsRandomPassword true
RandomPasswordlength |8
UseMoKey false
UseMask true
SsdCnt -1

Puc. 42 — PacwupeHHble napaMeTpbl

3HayeHne SsdProfile (1).
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Mocne ycTaHOBKW BCeX MapaMeTpoB, MEPEUYUCNIEHHbIX B AAHHOM pasjene, HaXmuTe
KHOMKY «COXpaHUTb>».

5.3.3.1.3. Perncrpauma moayns

lMocne BbIMNOSIHEHMS BCEX AEWCTBUI, ONUCaHHbLIX paHee B 5.3.3.1, HaXMuUTe KHOMKY
«3aperncrtpuposatb MoAynb» Ha Bknaake «Co3gaHue Mmoayna» MeHepkepa reHepaumu
napTui kntouen SIM-kapT.

MeHeaxep reHepauvm NapTMA KAOYerH cuM-KapT E‘

leqepauwa kniogeld | Cosganve Mogyna

HassaHue moayna: Test

Pacwndposarne sxoansix ganreix: | None

Tonsko daiin nepconannsaumm: O
Buigog ICCID Bes checksum: [ ]

Ll posarue BEIXCAHBIX AAHHBIX:
Mognuce BsIXOAHEIX AaHHBLC
one

| MapaMeTpel KpUNTONpOEaHaepa ‘

| PacumperHbie NapamMeTpel ‘

/ 3aperncTpuposaTe MOAYAL

Puc. 43 — Peructpauuvsa moayns

5.3.3.2. l’eHepauua ¢anna nepcoHann3aumm

MNeperigute Ha BkNaaky «leHepaumsa knwodven» (1) MeHepxepa reHepauuu napTumn
Kkntoder SIM-kapT, ecnm aBToOMaTU4YeCKMin Nepexos Ha Hee He NMpouM3oLes NMocne BbIMOSHEeHUS
npeabiayliero pasgena.

Bbibepute 13 cnmcka Moaynen HeobxoAnMbIN 3aperncTpupoBaHHbIi Moaynb (2).

3anonHuTe Heobxoaumblie nong (3) B cooTBeTCcTBUM C Tabnnua 208.

Tabnuua 208 — MeHepaumsa kno4en

MapameTp OnucaHue

MMa 3apernctpnpoBaHHOro MoAY/ 19 MOXHO U3MEHUTb nepes

HasBaHue moayns o o
reHepaumen Kir4ven.

Tun Beoaa ICCID IccidSet

Baselccid | 3Ha4veHue 6a3zosoro ICCID.
Quantity | Konwnyectso SIM-kapT B naptuu.
PacwundposaHume |

N3MeHATb He TpebyeTcs.
BXOAHbIX AaHHbIX

YcTaHoOBKa faHHOro yekbokca o3HavaeT, YTo creHepupoBaHHas
Tonbko dann naptusa SIM-kapt HE BYAET 3anucaHa B b/l LU/ DSS. byaeTt
nepcoHanmsaumm co34aH Tonbko ann nepcoHanmnsaumn. Ncnonbsyetcs Ans

MOBTOPHOWM reHepaunm o4HOro 1 Toro xe dgairna nepcoHanmnsaunmn.

BbiBog, ICCID 6e3

M3MeHATb He TpebyeTcs.
checksum peby
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MNMapameTp OnucaHue

WndposaHne
BbIXOAHbIX AaHHbIX

Mcnonb3yetca gns 6e3onacHon nepegayn daina nepcoHanmsaumm
npounssogutento SIM-kapT. BO3MOXHble 3Ha4YeHUS:

» None — be3 wudpoBaHus

» Pgp — MWcnonb3yetca PGP-wndpoBaHue. [pu Bbibope
Heo6XxoaMMO B NOSIBUBLLEMCS Moie 3anofHUTbL NyTb K hanny
C OTKpPbITbIM K/IIOYOM noay4daTens.

» Cms — wucnonb3yetrca CMS-wundposaHue. [lMpu BbibGope
Heob6xoAMMO B NOSIBUBLLUEMCS MO 3ano/IHUTL NyTb K danny
C cepTudmKaToM nosay4daTtens.

Moanunch BbIXOAHbIX

N3MeHaTb He TpebyeTcs.

JaHHbIX
NapameTpbl M3MEHATb HE PEKOMEHAYETCHS. lNo3BONISIET U3MEHUTb
KpUNTonpoBaiaepa ncnosib3yembln MoaysieM Npoduib KpuntTonposamnaepa um

[106aBUTb HOBbIN.

PacwmnpeHHble
napameTpbl

U3MEHATb HE PEKOMEHAVYETCHA. No3BonsSeT U3MEHUTb
HeKOTOopble NapaMeTpbl, HACTPOeHHble B 5.3.3.1.2.

HasBaHue cepumn

Ha ycMoTpeHune agMuHUCTpaTopa.

OnuncaHue cepumn

Ha ycMoTpeHue aaMuHucTpaTopa. Heoba3aTenbHbln NapaMeTp

Manka ons BbiBOAA

Ha ycMoTpeHune agMuHUCTpaTopa.

CoxpaHuTb
N3MEHEHUS

YCTaHOBKa AaHHOro 4yekbokca o3HavaeT, YTO BCE U3MEHEHMS,
BHECEHHbIE B AlaHHOW (popMe, COXPaHATCSA B MOAYNE U UBMEHAT
HaCTPOMKWM, BHECEHHble B 5.3.3.1.

Ecnu yekboKC He yCTaHOB/EeH, N3MEHEHWUS, BHECEHHbIE B AaHHOM
dhopmMe, NpUMEHSTCS TONbKO OAMH pa3 Npu reHepauumn naptmm
SIM-kaprT.

(4).

Mocne ycTaHOBKM BCEX HEO6XOAMMbIX MapaMeTpoB HaXMUTe KHOMKY «CreHepupoBaTb»

leHepauma knrovei

MeHepxep reHepaunm NapTUiA KNKOUEn cUM-KapT |L||i|

NUCOK Mogyne | Test

7N

HazeaHue moayna: Test
Tun ssoaa ICCID: | lecidSet Baselccid: Quantity: 10

Pacwudposarne exognsix gansi: | None

Tonexo daiin nepcorannsaLmm: O
Buisos ICCID Ges checksum: [

LWudposarue BrixcaHbix gansei: | None

Mognuck BeIXCAHEN AaHHLL: | None

MapameTpsl KpUNTONpOEaiaeEpa |

PaclwnperHele NapamMeTpsl | 4

HaseaHwe cepunl mega_test ] Coxpanfite uzm

Onucanwe CEpMIA

CresepupoEats
Manka ana snieoga: | pup

Puc. 44 — leHepauus darina nepcoHanmsaumm
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B cnyuae ycnewHon reHepauum naptnum SIM-kapT nosasutcsa coobuleHune «leHepauus
K/oUel CUM-KapT YCMeLWHOo 3aBeplleHa». [na 3aBeplleHMs reHepaunu KAYel HaxmuTte

KHoMNKy «OK».

FeHEpaUMA KNHYER CMM-KEPT YCMELIHO 33BEPLUEHE

Puc. 45 — 3aBeplweHune reHepaummn gaiina nepcoHannsaumm

Boinante ns MeHeaxepa reHepaunm naptmi knoden SIM-kapT, HaXxaB KHOMKY .

5.3.3.3. \3aMmeHeHue napaMeTpoB cyLwjecTtBymoLjero
MoAayns

Kaxxgoe co3gaHue danna nepcoHanmsaumm HOBOM napTum SIM-kapT (M peructpauunm
ero B DSS) TpebyeT co3gaHms HOBOro npodgwuns kKpuntonpoBangepa (Habopa Mactep-
Knoyven). Ana ynobcrea ncnonb3oBaHmsa He TpebyeTcsa KaXablv pa3 co3aaBaTb HOBbIA MOAYSb.

Mpoueaypa, onuWcaHHasi B AaHHOM pasjene, Mo3BOJSET W3MEHUTb MapaMeTpbl
cyLiecTBytoLwero Moaynsi 6€3 NoBTOPHOMO 3amnoJIHEHWUS pacCLUMPEHHbIX NapaMeTpoB (CM. pasaen
5.3.3.1.2).

AHanormyHo pasgeny 5.3.3.2, nepenmaute Ha BKagky «leHepauus knwouen» (1)
MeHeaXepa reHepauum naptni knoden SIM-kapT.

BbibepuTe n3 cnmcka moaynen HeobxoaMMbIN 3aperncTpnpoBaHHbI paHee moaynb (2).

3anonHuTe Heobxoaumblie nons (3) B cooTBeTCcTBUM € Tabnnua 208.

Ykaxunte HOBbIE 3HaueHus noneir «Ha3BaHume cepumn» mn «OnucaHue
cepumn>.

HaxMunte Ha kHonKy «[apamMeTpbl KpunTonpoBanaepa» (4), 4Tobbl Ha3HaUUTbL MOAY IO
HOBbIM npodunb Kpuntonposamaepa (Habop MacTtep-kntouen). B OTKpbIBLUEMCS OKHe
BbINOJIHUTE BCE AENCTBUSA aHanormyHo pasgeny 5.3.3.1.1 gaHHOro AOKyMeHTa.

YcrtaHoBuUTe 4yekbokc «CoxpaHuTb M3MeHeHus» (5), 4Tobbl nepesanucaTb cTapble
HaCTPOMKM MOAYNS TeKywMMK (HanpuMep, ecnm U3MeHSaNM paclunpeHHble napameTpsbl). Ecnu
4yekbOoKC He YCTaHOBJIEH, UBMEHEHUNS, BHECEHHbIE B AaHHOW popMe, NMPUMEHSTCS TONbKO OAMH
pa3 npu reHepauum naptum SIM-kaprt.

Mocne ycTaHOBKW BCEX HEOBXOAMMbIX NapaMeTpoB HaXMmUTe KHOMKy «CreHepupoBaTb»

(6).
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MeHeaxep reHepauMn NapTHA KIKOYerd cUM-KapT E”E‘

leHepauwa ueli | Cosganune mogyns
/ﬂwnw o<

Hazeanue moayna: Test 3

Twn ssoaa ICCID: H Baselccid: Cuantity: 10

Pacmmd:pcsaHHe EXCAHBIX JaHHBIX:

Tensko daiin nepcosannsagmm: |
Buisog ICCID Bes checksum: [ ]

UJMquOBaHME EEIXOAHBIX aHHBIX

Mognuce BLIXOAHEDX SaHHBIX:

MapaMeTpsl KpURTONpoEaHaepa | 6

\

PacwWpeHHEIe NapameTpsl |

Haseanwe cepun: mega_test V CoxpaHfiTe M3MeHeHUR
Onucadwe CEPHM

Crenepwposats

Manka AnA EnlEOAE: | O6zop

Puc. 46 — N3meHeHne HacTpoek Moayns

B cnyJdae ycnewHomn reHepaunm danna nepcoHanmnsaummn (naptmm SIM-kapT) nosBuTca
coobueHne «FeHepaumsa KAKYen CMM-KapT YCNEeLWHO 3aBeplieHa». [ns 3apepLlieHns HaxmmnTe

KHOMKY «OK>».

FeHEpaUMA KNHYER CUM-K3PT YCNELLHO 33BEPLUEHE

Puc. 47 — 3aBeplueHune reHepaummn darnna nepcoHannsaumm

Boinante n3 MeHeaxepa reHepaunm naptmi knwoden SIM-kapT, HaxxaB KHOMKY IE'

5.3.4. KomaHanetol ANns HaCTpOMKM ayTeHTudukauumm
npu noMowuM annsieta Ha SIM-kapTe

HacTpoika ayTeHTudUKaun npu noMown annnerta Ha SIM-kapTe ocyllecTBnsgeTcs C
nomowbto Windows PowerShell. KoMaHabl agMWHUCTPUPOBAHUSA BK/IOYEHbI B MOAYNb
CryptoPro.DSS.PowerShell.STS.

5.3.4.1. KomaHanertsbl ans HaCTPOMKM npocpunsn
Kpunrtonposanaepa

Komananer Add-DssSimAuthCryptoProviderProfile

Komananet nosonser pob6aBuTb npodwunb KpuntonpoBanaepa (Habop Macrtep-
Kno4yen).

CuHTaKcuc:

Add-DssSimAuthCryptoProviderProfile [-GroupId <int>] [-DisplayName <string>]
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Tabnuua 209. NapamMeTpbl koMaHaneta Add-DssSimAuthCryptoProviderProfile

MapameTp Tun OnucaxHue
Nma sk3emnnsapa LUWN. Ecnu 3HavyeHne He yKasaHo,
DisplayName string 6yAeT ncnonb3oBaH 3K3eMnsip, Ha3HAYEHHbIN NO
YMOJTHaHMUIO.
Description string OnucaHne Habopa KpunTonpoBanaepos.
Name string Nma Habopa kKpunTonpoBanaepos.
PrimaryProviderName string Nms npoBaligepa, 3aperncTpMpoBaHHOe B CUCTEME.
PrimaryProviderType  string Twn npoBanaepa, 3apermcrpmpoBaHHoro B OC.

Cpok gencrteust Mactep-kJto4a C MOMEHTa CO34aHus B
MasterKeyLifetime int mecsiuax. o ymondaHuio Cpok agencrems Macrtep-

Knto4a - 36 Mecsues.

MoMeTUTb KJIIOY KakK 3crnopTmpyeMbii. Micnonb3lyeTtcs
Exportable switch TOJSIbKO Ha 3Tane HaCTPOMKM N TECTUPOBAHUS

KpunTtollpo DSS.

KomaHanet Get-DssSimAuthCryptoProviderProfile

KoMaHaneT no3BONSEeT BbIBECTM HA KOHCONb CBEAEHMS O 3aperncTpupoBaHHbIX
npodunax kpuntonposaraepos (Habopax MacTep-knwoyen).

CuHTaKcuc:

Get-DssSimAuthCryptoProviderProfile [-DisplayName <string>]

KomaHaner Remove-DssSimAuthCryptoProviderProfile
Ncnonb3yetcsa ans yaaneHus npoduns Kpuntonposangepa.
CHUHTaKCcmC:

Remove-DssSimAuthCryptoProviderProfile -ID <guid> [-ProfileOnly] [-
DisplayName <string> {STS}]

I

Remove-DssSimAuthCryptoProviderProfile [-ProfileOnly] [-DisplayName <string>
{STS}]

Tabnuua 210. NapaMeTpbl koMaHasieTa Remove- DssSimAuthCryptoProviderProfile

MapameTp Tun OnucaHue

Nmsa sk3emnnapa LUeHTpa UaeHTudukaumn. Ecnm 3HavyeHmne He
DisplayName string ykasaHo, 6yAeT MCNONb30BaH 3K3eMNAsp, Ha3HaYeHHbIM Mo
yMOJI4aHUIO.

ID guid NaoeHTudmkaTop Kpuntonposangepa.

Hannuyne paHHoOro napameTpa O3Ha4aeT yAaneHue ToNbKo
ProfileOnly switch npodwunsa kpuntonpoBangepa (6e3 yaaneHuns Bxogawmx B Hero
KpMnTonpoBangepos).
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5.3.4.2. KomaHAaneTsbl ansa HaCTPOMUKM
Kpunrtonposanaepos

[JaHHbli Habop KOMaHANETOB MOSIHOCTbIO WMAeHTUYeH Habopy KomaHANeToB Ans
HacTponkn kpuntonposangepoB Cepsuca Moanucu (cMm. pasgen 4.6.3.3), 3a UCKJIIOYEHUEM
MMEHM KOMaHaneTa.

B oTnvMume oT KOMaHAAETOB A/ HACTPOMKKM KpunTtonpoBangepoB Cepsuca Mognucwy,
KOMaHANeTbl ANs HaCTpoMku KpunTtonpoBangepoB LeHTpa WaeHTudwmkaumm wumerot
cnepylowmnn Bua:

<IemictBue (Get, Remove um mpou.>-DssStsCryptoProvider

5.3.4.3. KomaHanetbl ANA nNpocMoTpa CBeAeHMMn O
3aperncTtpupoBaHHbiX SIM-kapTax

KomaHpanet Get-DssTokenProfile

Mcnonb3yeTtca ans BbiBOAA Ha KOHCOMb CBEAEHMI O 3aperncrpuMpoBaHHbiXx B DSS
naptusax SIM-kapT. Mpu 3ToM B cTtonbeu Vendor noMelwlaercss 3HadeHne nonsa «HassaHwue
cepumn», B ctonbey Model — 3HauveHne nonga «OnmncaHue cepum>».

CuHTaKCmC:
Get-DssTokenProfile [-TokenProfileId <int>] [-DisplayName <string> {STS}]

Tabnuua 211. NapameTpbl koMaHaneta Get-DssTokenProfile

MapameTp Tun OnucaHue

Nmsa sk3emnnsapa LUeHTpa UaeHnTudukaumn. Ecnm 3HauyeHmne He
DisplayName  string ykasaHo, 6yaeT ncnonb3oBaH 3K3eMMnasp, Ha3HayeHHbI no
YMOJIYaHMUIO.

TokenProfileId int NaeHTudunkaTop naptmu SIM-kapT, 3aperMcTpnpoBaHHbIX B DSS.

KomaHpanetr Remove-DssTokenProfile

Mcnonb3yeTca ang yaaneHns 3aperucrpuposaHHbiX B DSS napTtuin SIM-kapT. MoxeTt
NpMHMMaTb Ha BXoA 06bekT M3 koMaHaneta Get-DssTokenProfile.

CuHTaKcuc:

Remove-DssTokenProfile [-TokenProfileId <int>] [-DisplayName <string> {STS}]

Tabnuua 212. NapameTpbl koMaHasieTa Remove-DssSimAuthKey

MapameTp Tvn OnucaHue

Nmsa ak3emnnapa LeHTtpa UaeHTndunkaummn. Ecnmn 3HadeHmne He
DisplayName  string ykasaHo, 6yaeT ncnonb3oBaH 3K3eMMnasp, Ha3HauYeHHbI No
YMOJSIHaHUIO.

TokenProfileld int NaoeHTndumkaTop naptmm SIM-kapT, 3aperMcTpmpoBaHHbIX B DSS.

KomaHpnet Get-DssAuthenticationToken

Mcnonb3yeTca ans BbiBOAA Ha KOHCOMb cBeaeHuMin o SIM-kapTax, coaepxXalmxcs B
naptmu. MoxeT NnpuHMMaTb Ha BXog o6bekT n3 komaHgneta Get-DssTokenProfile.

CuHTaKcuc:
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Get-DssAuthenticationToken [-DisplayName <string>] [-TokenProfileId <int>]

Tabnuua 213. MapameTpbl kKoMaHaneTa Get-DssAuthenticationToken

MNMapameTp Tvin OnucaHue

Nmsa sksemnngpa UeHTpa NaeHTudunkaumn. Ecin 3HavyeHne He
DisplayName  string ykasaHo, 6yAeT UCNonb30BaH 3K3eMnasp, Ha3Ha4YeHHbIM Mo
yMOn4aHuio.

TokenProfileId int NpeHTndukatop naptum SIM-kapT, 3aperncTtpupoBaHHbixX B DSS.
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5.4. AyteHTudmkauma npm nomMowm MOOGUIBHOrO
npuno)Xxxenuusa myDSS

KomaHaneTbl 4ns HaCTpOMKK ayTeHTudmKaumm npm noMowm MobmMabLHONO NpUoXeHNs
myDSS onucaHbl B pasgene 4.11.

5.4.1. AyteHTMdMKaUMa NO JIOTMHY W  Naposilo wm
noaTBep)>AeHueM onepauvm ¢ nNoMowbio MO6uUAbHOrO
npuno)xxenusa myDSS

[aHHbIn MeToa TpebyeT yCTaHOBKM 3alumlieHHoro TLS-coeaMHeHunst ¢ 04HOCTOPOHHEN
ayTeHTudmKaumen. AyTeHTndurkKaums nNponsBoaAUTCS MO napont, xpaHumomy B B LleHTpa
Naentndumkaumm Kpuntollpo DSS.

KpoMe ayTeHTUdMKaLMM N0 Naponto, AaHHbIN MeToA ayTeHTUdUMKaunum noaTBepxaaeT
onepauunm c nomMoLLbio MobunbHoro npunoxenns myDSS cnegyowmmm cnocobamu:

> C noMoLblo CPaBHEHUS YHUKANbHOIO MaeHTUdMKaTopa.

Kpuntollpo DSS reHepupyeT Ans NOANUCbIBAEMOro [AOKYMEHTA YHWKanbHbIN
naeHTUdUKaTop, KOTOpbIN oTobpaxaeTcs Kak B Beb-mHTepdence DSS, Tak n B MOOGUNBHOM
npunoxeHunun. llonb3oBatenb CpaBHUBaeT WAEHTUMMUKATOPbl U B C/ydYae UX COBNafeHus
rnoATBEP)XXAAET onepaumio NyTEM Ha)aTusl COOTBETCTBYOLWEN KHONkM B myDSS, nocne yero
emy notpebyetcs BBectn NMNH-koa B MOBGUIBHOM MPUIOXKEHNN. Takon MeToad NOATBEPXAEHUS
npuMeHuUM ana cosaaHus I nobbiX 4OKYMEHTOB.

> C nomouwbio oTo6paxeHns caMoro AOKyMeHTa.

JOKYyMeHT, ANna KOTOpPOro naaHMpyeTcs co3aaTb 3N1EKTPOHHYIO NoANMUCh, oTobpakaeTcs
B Mo6unbHOM npunoxeHun myDSS. [Nonb3oBaTenb NpocMaTpuBaeT ero, ybexaaercs, 4To
X04YeT BbINOHUTbL Onepaunio UMEHHO C 3TUM AOKYMEHTOM, U NOATBEPXAAET ee NyTeM HaxaTus
CoOTBeTCTBYHOLWEN KHOMKM B myDSS, nocne 4vero emy notpebyetcsa Beectun [NMH-koa B
MOBMNBHOM NPUNOXEHUN. TaKon MeToA NOATBEPXAEHMS NMPUMeHUM ans co3gaHus Il Tonbko
HEeKOHdUAEHUNANBbHbIX JOKYMEHTOB.

OnucaHHble B pJaHHOM pasgene cnocobbl ayTeHTUdUKauMn peanunsyloTcs B
komnnekTaumn Kpuntollpo DSS «DSS + myDSS» (cM. pasgen 2.4 XTHAN.00096-02 90 02
Kpuntollpo DSS. Obuiee OnucaHue).

5.4.2. AyteHTMdbMKaumsa C noMouwbo MO6unbHOro
npunoxenuusa myDSS

Mpn paHHOM MeToAe ayTeHTMdMKauumm lMonb3oBaTenb HE MMEET NPSMOro AoCTyna K
Beb-NHTepdeicy DSS. WHTerpmpoBaHHas ¢ Kpuntollpo DSS wuHdoOpMaumoHHas cuctema
MHULManNu3npyeT onepauuto co3ganms 3l oOKyMeHTa, Nocse Yero NoAnMCbiBaeMblil LOKYMEHT
oTobpaxaetcs B Mob6uabHOM nMpunoxeHun myDSS. [Monb3oBaTenb MpocMaTpUBaAET €ro,
ybexnaaercsl, YTo XOYEeT BbINO/IHUTb ONepaumio MMEHHO C 3TUM AOKYMEHTOM, U MOATBEPXAAET
ee NyTeM Ha)kaTus COOTBETCTBYIOLWEN KHONMKKM B myDSS, nocne yero emy notpebyercs BBeCTH
MNH-koa B MOGUIBHOM MPUIOXEHUU. TakKOW CLeHapui BO3MOXeH An9 paboTbl TONMbKO C
HEKOHUAEHUNANBbHBbIMW AOKYMEHTAMM.
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OnucaHHbIM MeToa ayTeHTMdMKaunm peanmlyetca B komnnektaumn Kpuntollpo DSS
«DSS + myDSS» (cm. pasgen 2.4 XTHAW.00096-02 90 02 Kpuntollpo DSS. Obuwee
OnucaHue).

5.4.3. HacTtpouka onoBeLweHns MHTEerpmpyemMmom
cuctemMmbl 06 onepauusix B myDSS

Moaynb ayTeHTUdukaumm myDSS MoXeT onoBewaTb MHTErpupyeMyto CUCTEMY O
pe3ynbTaTe MOATBEPXAEHUS onepauMum B MOOUABHOM  MPUIOXEHUWU, OTMNpPaBASS B
WHTErpMpyeMyto CUCTEMY COOTBETCTBYHOLLME COObLEHUS. [N HAaCTPOMKN TaKoro ONoBeLLEHUS
Heobxoanmo 3aperncrmpoBaTb COOBETCTBYHOLLME njaruHbl (TpaHCNOpTHbIN 7]
dopMaTMpoOBaHMA) U MOAYb ONOBELLEHMS.

YnpasneHne MoayfnsiMuU ONOBELEHUS UHTErpupyeMonm CUCTEMbl MPOU3BOAUTCS 4vepes
Habop KOMaHANETOB, WCMNONb3yeMbIX AN YNpaBneHus wMoaynamu onoseweHnsa DSS.
HacTtpoika moaynen onoseleHns nogpobHo onucaHa B paszgerne 4.9.

,D,}'IH BK/1lOYEHUA onoBeweHns MHTerMpyeMOVI CUCTEMDbI H606XOLI,VIMO BbIMOJTHNTb
NENCTBUSA, ONMMCaHHble B Tabnuua 214.

Tabnuua 214. MNocnegoBaTeNbHOCTb WAroB Mo HAaCTPOMKE OMoBELLEHNS
MHTErpupyeMon cucteMmbl 06 onepaumnsax B myDSS

War 1 [o6aBneHne nnaruHa ¢oopMaTMpoBaHua coobuieHni

Komananetr Add-DssStsPlugin

MapameTpobl

PluginTypeName

CryptoPro.DSS.Identity.Authentication.Notification.AuthenticationResultFor

3HayeHune . . e .
matter,CryptoPro.DSS.Identity.Authentication.Notification

Onvcanme HasBaHue Tuna nnarvHa popmatmpoBaHus. lNapaMeTp MOXET UMETb TOJSIbKO
yKasaHHoe 3HauyeHue.

PluginType

3HauveHue Formatter

Onvcanme Tun nnarnHa — nnarvH opMaTmpoBaHus. MapaMeTp MOXeT MMETb TONbKO
yKa3aHHoe 3HauyeHue.

Settings

3HayeHue @{}

OnucaHue HYCTOI\;1 cnoBapb. [aHHbIN nnarnH He nmeet HaCTpaunBaeMbIX NapaMeTpPOB.

MpumMmep

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.Identity.Authentication.Notification.AuthenticationResultForm
atter,CryptoPro.DSS.Identity.Authentication.Notification" -PluginType
Formatter -Settings @{}
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War 1 Ao6aBneHune nanarnHa ¢opMaTMpoBaH1UA COO6GLLEHNN

LWar 2 Oo6aBneHne TpaHCNOPTHOrO NJiarMHa

Komananer Add-DssStsPlugin

MapameTpsl

PluginTypeName

CryptoPro.DSS.Identity.Authentication.Notification.HttpTransportPlugin,Cr

3Ha4deHue : A A
yptoPro.DSS.Identity.Authentication.Notification

Onvcanme HasBaHune Tuna TpaHCNOPTHOro nnaruHa. NapamMeTp MOXeT UMETb TONbKO
yKasaHHoe 3HauyeHue.

PluginType

3HadeHue AuthenticationResult
Tun nnarnHa — TPaHCNOPTHbLIA NNAarnH A8 OTNpPaBKN YBEAOMJIEHUN B

Onuncanune MHTErpmpyemyto cuctemy. NapamMeTp MOXET MMETb TOSIbKO YKa3aHHoe
3Ha4yeHwue.

Settings

3HayeHune @{}

OnucaHue MycTol cnosapb. [aHHbIM NaarnH He MMeeT HacTpanBaeMbiX NapaMeTpoB.

Mpumep

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.Identity.Authentication.Notification.HttpTransportPlugin,Cryp
toPro.DSS.Identity.Authentication.Notification" -PluginType
AuthenticationResult -Settings @{}

LWar 3 [fo6aBneHne moaynsa onoBeLeHns

KoMmanpgnet Add-DssStsNotifier

[MapameTpsbl

TransportPluginld

3HayeHne Lienoe nosoXxuTenbHoe Yncno

MaeHTndunkaTop TpaHCNoOpTHOro naarMHa SimAuth. JaHHbIln
OnucaHue MAEHTUPMKATOP MOXHO MOCMOTPETb C MOMOLLbIO KOMaHaneTa Get-
DssStsPlugin

FormatterPluginId

3HayeHune Llenoe nonoXxumtenbHoOe 4Yncno

HKTAN.00096-02 92 02 KpunTtollpo DSS. PykoBoactso AGMUHUCTpaATOpa CtpaHuua 259 us 286



War 1 Ao6aBneHune nanarnHa ¢opMaTMpoBaH1UA COO6GLLEHNN

NpeHTndukatop nnarnHa popMatnposaHus. [JaHHbl naeHTUuduUKaTop

OnucaHue i
MO>HO MOCMOTPETb C NOMOLWbO0 KoMaHaneTa Get-DssStsPlugin

NotifierType

3HayeHune AuthenticationResultCallback

Onvcanme Tun Moaynsa onoseweHns. NMapameTp MOXeT MMETb TONIbKO YKa3aHHoe
3Ha4yeHue.

Settings

3Ha4yeHue @{}

OnucaHue MycTor cnoBapb. JaHHbIN NfarMH He MMeeT HacTpaMBaeMbIX NapamMeTpoB.

Mpumep

Add-DssStsNotifier -TransportPluginID <ID TpPaHCHOPTHOT'O IJjlaI'MHa> -
FormatterPluginID <ID nmarmHa obopmMaTupoBaHmus> —-NotifierType
AuthenticationResultCallback -Settings @{}

Huxe npuBoaMTCA MNoMHas nocnenoBaTeslbHOCTb BbI30BOB KOoMaHanetosB PowerShell
ANS perncrpaunm moayns.

#HacTporka TPaHCOOPTHOTO IJlaTMHAa

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.Identity.Authentication.Notification.HttpTransportPlugin,Crypt
oPro.DSS.Identity.Authentication.Notification" -PluginType
AuthenticationResult -Settings @{}

#HacTporka njmarmHa GopMaTUMPOBAHUS

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.Identity.Authentication.Notification.AuthenticationResultForma
tter,CryptoPro.DSS.Identity.Authentication.Notification" -PluginType
Formatter -Settings @{}

#IloBaBJieHrEe MOIYJIS OIOBElleHMUS

Add-DssStsNotifier -TransportPluginID <ID TPaHCHOPTHOTO IJlaTMHa> -
FormatterPluginID <ID njarmHa bopmaTupoBanus> -NotifierType
AuthenticationResultCallback -Settings @{}

ID nnarnHoB npucBanBalTCa aBTOMaTUYECKN rnocne nx pobasneHus.
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5.5. Hactpoika ayteHTUdMKaLUMM C UCNOJZib30BaHUEM
OAHOPA30BbIX Naposen

Mpu uUCnNonb3oBaHWMM B KayecTBe METOAA BCMOMOraTtefbHOM ayTeHTUdhUuKaumm
OAHOPAa30BbIX Naposien, gocTaBnsseMbiX B SMS coobueHunsx, TpebyeTtcs Hanmume KOppeKTHOro
HoMepa TenedoHa B npodwuse y4éTHolM 3anmcu Nonb3oBaTens.

B HacTpomnkax LK napaMmeTpsbl PhoneConfirmation "
PhoneConfirmationByOperator no3BonsitoT BKAKYUTbL WM OTK/IIOUYUTb MOATBEPXAEHME
HOMepa TenedoHa.

MpumMep:

Set-DssStsProperties -PhoneConfirmation S$true
VI

Set-DssStsProperties —-PhoneConfirmationByOperator S$true

MoateepxaaTtb HoMmep TenedoHa TpebyeTca Npu U3MEHEHWUM HOMepa 4Yepes JINYHbLIN
kabuHeT MNonb3oBaTtensa. B aToM cnyyae oAHOPas3oOBbIM Mapofb 6yaeT oTnpaBfieH Ha HOBbIN
HoMmep TenedoHa.

Mpn co3gaHnn T[Monb3oBatensa OnepaTopoM noATBepXxAeHWe HoMmepa TenedoHa
notpebyetcsa, ecnu napametp PhoneConfirmationByOperator = True.

5.5.1. O6wme HaCTpOMKMN OAHOPA30BbIX Naposien

K ynpasneHuio oAHOpa3oBbIMW NapoasAMM OTHOCUTCA cneaylowmin Habop napaMeTpos,
3aflaBaeMbIX yepe3 koMaHaneT Set-DssPasswordPolicy:

> InvalidOtpAttempts
TransactionTimeOut
OtpConfirmationTimeOut
MinOtpConfirmationTimeOut
OtpComplexity

OtpLength

YV VV VYV

OtpComplexity n OtpLength onpegenstoT CNOXHOCTb W AAWHY OAHOPA30BbIX
naponen, nepepaBaeMbliXx yepe3d SMS wunm Email. Mo yMonuyaHuio co3patoTcsi 04HOPA30BbIN
naponu, cocrosiime ns 5 umdp.

InvalidOtpAttempts onpegenser KOAWMYECTBO HEBEPHbIX MOMbITOK  BBOAA
ofHopasoBoro napons. [lo yMmon4daHuio [lonb3oBaTesnlo npeaocTaBnseTca 3 MNOMbITKK
HEBEPHOro BBOAa OAHOpPa30BoOro napons. Ecnu 3HauyeHue napameTpa InvalidOtpAttempts
ycTaHoBfneHo Ha 0, TO KOIMYEeCTBO NOMbITOK BBOAA OAHOPA30BOro Naposs He orpaHUYeHo.

MNoeseneHne LleHTpa WaeHTUdUKaumMnm nNpuv nNpeBbILLEHUN KOMMYECTBa HeBepHbIX
MonbITOK BBOAA 3aBUCUT oT rnapamMeTpos OtpConfirmationTimeOut n
MinOtpConfirmationTimeOut.

OtpConfirmationTimeOut onpegenser nepuos BpEeMeHW, B TedeHMe KOTOpOoro
Monb3oBaTenb 4O/HKEH NOATBEPANTL O4HOPA30BbIM Napob. Ecnm B TeyeHne gaHHOro nepuoaa
OAHOpPa30BbIN Naposib He 6bln noaTBepxaeH, To onb3oBaTesb AOMXKEH 3anpoCUTb HOBLIN
OAHOpPa30BbIN naponb ans NnoATBEPXKAEHMS. Takxe B TeyeHne nepuoaa
OtpConfirmationTimeOut gelictByer CYETUMK HEBEPHbIX MOMbITOK BBOAA OAHOPA30BOIro
rnaposns; npu 3anpoce HOBOro O4HOPA30BOro Napons cYETUMK obHynaeTcs.

MinOtpConfirmationTimeOut onpegenser wnHTepBan BpeMeHW, 4epe3 KOTOpbIi
MNMonb3oBaTesb MOXeT 3arnpoCuTb HOBbIM OAHOPa30BbIM Maponb. ApyrMMu cnosamu, ecnum B
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TeyeHne wuHTepBana BpemeHun MinOtpConfirmationTimeOut [lMonb3oBaTtens npeBbiCUN
KOJIMYECTBO HEBEPHbIX MOMbITOK BBOAA OAHOPA30BOr0 Maposisi, TO HOBbIA NAapoO/ib OH CMOXeT
3anpocuUTb HE paHblie ucredyeHums nepumoga BpemeHn MinOtpConfirmationTimeOut. [lo
YMOSTHaHUIO 3Ha4yeHus napaMeTpoB MinOtpConfirmationTimeOut n
OtpConfirmationTimeOut cosnagatoT n paBHbl 5 MMHyTaM. Ecnm 3HayeHume napaMeTpa
MinOtpConfirmationTimeOut yctaHoBneHo Ha 0, To Nonb3oBaTenb MOXET 3anpawmBaTb HOBbIE
0AHOPa30Bble Naposn 6e3 orpaHuYeHus.

MapameTp TransactionTimeOut onpegensiet nepmoa BpeMEHU, B TEUEHME KOTOPOro
MNMonb3oBaTenb AOKEH BbIMOJHUTL NOATBEPXAEHHYIO onepaunto (Noanucb, pacwundpoBaHue
OOKYMEeHTa, co3haHue 3anpoca Ha ceptudukaT m T.n.). Ecnm B TedyeHme paHHOro nepuvoaa
BpeMeHu [Monb3oBaTeNb He BbIMOJIHWI ONepaunio, To NoTpebyeTcs BbIMOJHUTbL NOATBEPXAEHME
onepauum NOBTOPHO.

5.5.2. AyteHTM(pUKauma C MCNoJZib30BaHUEeM
oaHopa30Bbix SMS-naponen.

MNpy Mcnonb30BaHWW AAHHOrO MeToAda ANS MOATBEPXAEHUS BXod4a W onepauui y
MNonb3oBaTensa AoONoONHWUTENbHO 6yaeT 3anpawmBaTbCd BBOA OAHOPA30BOro Mnapons,
pocTtaensemoro B SMS-coobuweHnn Ha TenedoH Monb3oBaTens.

[aHHbIN BMA BCNOMOraTenbHOW ayTeHTUdumKkaummn TpebyeT noaKIyYeHns
K SMS-wno3y onepatopa COTOBOW CBSA3M B COOTBETCTBUM CO CXEMOW
pa3MelleHns KOMMoHeHToB (cM pasgen 5.2 XTAW.00046-03 90 02.
Kpuntollpo DSS. Obuiee onncaHmne) n B COOTBETCTBUN C TpeboBaHMSAMU K
NOAKJ/TIOYEHMIO K CeTSAM 0bLLero noab3oBaHus, onucaHHbiMu B Pasgene 10
XKTAM.00046-03 95 01. MNMpasuna Nonb30BaHUSA.

0ns ncnonb3oBaHMs gaHHOro Metoaa ABYyX(MaKTOpHOM ayTeHTUduKaumm Heobxoammo:

1. Bknounte € nomowbio KoMaHaneta Enable-DssAuthenticationMethod m™eToa
ayTeHTUdMKaUuUn C MAEHTUPUKATOPOM

http:/ /dss.cryptopro.ru/identity /authenticationmethod/otpviasms.

2. 3aperncTtpmpoBaTb KOMMOHEHT ANs paccbiikyn coobweHunn yepes SMS. [aHHas
npouegypa onucaHa B pasgene 4.9.5.4.

Ong ycnewHon aytTeHTudunkaumm B npodune NonbsosaTtensd Ao/MKeH 6bITb 3aaaH HOMep
TenedoHa.

5.5.3. AyteHTudnkKaumna C MCNoJZib30BaHUEM
oaHopa3oBbix Email-naponei
Mpy wncnonb3oBaHMM [AAHHOMO MeToda AN MOATBEPXAEHMS BxoAa W onepaunmn

pgononHutenbHo Yy [lonb3oBaTensd 6y,CI,ET 3anpawmnBaTtbCA BBOA OAHOPA30BOro nmnapongd,
AOoCTaBndaeMoro no BHEKTpOHHOVI no4yre.

[aHHbIn BMA BCNOMOratesibHOM ayTeHTudukaumm TpebyeTt nogkatoyeHns
K MNO4YTOBOMY CepBepy B COOTBETCTBMM CO CXEMOW pasMeLleHUs
KOMMoHeHToB (cM pasaen 5.2 XTAN.00046-03 90 02. Kpuntollpo DSS.
O6bLlee onucaHmMe) n B COOTBETCTBUN C TpeboBaHUAMMU K MNOAKIOUYEHUIO K
ceTam obuero nonb3oBaHUA, onmcaHHbIMK B Pasagene 10 XTAN.00046-
03 95 01. NMpaBuna nonb3oBaHUS.
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Ana ncnonb3oBaHWa AaHHOro MeToaa ABYXd)aKTOpHOﬁ aYTeHTVI(bVIKaLI,VIVI Heobx0aMMO:

1. BkawounTb C noMouwblo kKoMaHaneta Enable-DssAuthenticationMethod meTtoa
ayTeHTUdMKaumMn ¢ MAeHTUPNKaToOpomM
http://dss.cryptopro.ru/identity/authenticationmethod/otpviaemail.

2. 3aperucTtpupoBaTb KOMMOHEHT A58 paccblikm coobweHunin yepe3 Email. JaHHas
npoueaypa onnucaHa B pasaene 4.9.5.6.

Ons ycnewHon ayTeHTudukaumm B npodune Nonb3oBaTtens A0/KeEH 6bITb 3a4aH agpec
3NEKTPOHHOM MOYThI.

5.5.4. AyteHTuhmkauma € MCNoJsib30BaHUEM MPOTOKOJIa
OATH

Mpy KCNONb30BaHMM Aa@HHOrO MeToAa ABYXMaKTOpHOM ayTeHTUdukaumm vy
Monb3oBaTtens 6yaeT 3anpalwnBaTbCsa BBOA OAHOPA30BOro rnapoJssi, NOJTYYEHHOro C NOMOLLbIO
OATH-TOoKeHa.

Con «Kpuntollpo DSS» nogaepxuBaer paboty ¢ TokeHamu, paboTtalowmmm no
anroputMmy HOTP (cooTtBeTcTBytowas crneundukauma RFC pgoctynHa no agpecy
http://tools.ietf.org/html/rfc4226).

[Ons ncrnonb3oBaHMs AaHHOro MeToaa HeobxoamMo:

1. Bknounte Cc nomowbio KoMaHaneta Enable-DssAuthenticationMethod m™eToa
ayTeHTudmKaumum ¢ naeHTMPnKaTopom

http://dss.cryptopro.ru/identity /authenticationmethod/oath.

2. 3apernctpupoBaTb nnarMH Anasa uyTeHma dannos MHUUMANM3aunMmM TOKEHOB C
rnomoulbo KoMaHaneta Add-DssStsConverterPlugin.

3. UMnopTupoBaTb daia nHMumanmnsaumm TOKEHOB C MOMOLLbIO KoMaHaseta Import-
DssStsOtpTokenData.

4. HazHaumntb OATH-TOKeH MNonb3oBaTento.

Ha3sHaueHne OATH-TokeHa NponcxoanT Ha CTPaHMLUE peaakTMpoBaHUA YUETHOM 3anmcu
MNMonb3oBaTtens (cM. Puc. 48). MNMocne HaxaTua Ha KHOMKY «Ha3zHaunTb» OTKpbliBaeTcs Ananor
ANs BBOAA CEPUMHOIro HoMepa ToKeHa 1 AByX nepsbix OTP.

|
I HazHa4eHwe nonb3osaTtenio OATH-TokeHa

. WneHTHMKATOP NONL3OBATENA

test

CepHiHEIA HOMEP TOKEHa

CepuiHblil HoMep TokeHa

Mepesiit OTP

MNepsbiit napons

Bropoiit OTP

Bropoii napons

OTMEHMT‘: m

Puc. 48 — Ha3HaueHne OATH-TokeHa lNonb3oBaTento

[Mlocne ycnewHoro Ha3HayeHWs TOKeHa TDE6YETCH COXpaHUTb U3MEHEHUA yLIeTHOVI
3anucu MNonb3oBaTens, HaxaB KHOMKY «CoXpaHUTb».
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MpocMOTp 3aperncTtpMpoBaHHbIX TOKEHOB OCYLUECTBASEeTCS Ha CcTpaHuue <«06bwme
HacTponkm» (cM. Puc. 49).

Ha 3Toih e cTpaHuue AocTyneH ¢yHKLMOHAN Mo BOCCTaHOB/IEHWUIO CUHXPOHM3ALUU
TokeHa. COOTBETCTBYIOLWMIA AManor OTKPbIBAETCA MPU HaXaTuUM Ha KHOMKY «BoccTaHoBUTH
CUHXPOHM3auuMio». [Ons BbIMNO/IHEHMA [aHHOW onepauMnm HeobxoAMMO BBeCTM ABa
nocnenoBaTeNbHbIX Napons, BbiAaHHbIX OATH-TOKEHOM.

Monck B oTOb6paxaemMo Ha CTpaHuue Tabnuue OCyLecTBASETCS N0 MNoJsM
«NpeHTndunkaTop», «CepuiiHbiii Homep», «NaeHTndunkaTop MNonb3oBaTensa» U «TUn TOKeHa».
CopTupoBka BO3MOXHa MO NepBbiM TPEM MONSIM.

KPUMNTO
4'h-vnpo

& adminGost .

LeHTp naeHTudukaumum Kpuntolpo DSS

MpocMoTp 3aperucTpUpoBaHHbiXx OATH-ToKeHOB
MonbzoBatenu

Mokaszate 50 3anucei Mownck:

Tnuneiit kabunet

06 . Cepuitibid ~ MpenTudpmkatop Tun
Dume HacTporku "
Wnentudmkatop  Homep NonL30EaTeNA TokeHa [lapameTpel DOeiicTena
1 AJ478425 testotp HOTP Digits: 6
LookAheadWindow:
10000

BoCCTAHOBHTL
CHHXPOHHW3aAUWKD

2 AJ478428 He HasHaueH HOTP Digits: 6
LookAheadWindow:
10

BOCCTaHOBUTL
CHHXPOHHU3AUHKD

3 AJ478427 He HasHaueH HOTP Digits: 6
LookAheadWindow:
10

BOCCTaHOBMTL
CHHXPOHU3AUWKD

4 AJ478428 He HazHaueH HOTP Digits: 6
LookAheadWindow:
10

BoCCTaHoBUTL
CHHXPOHW3AUHD

5 AJ478432 He HazHaueH HOTP Digits: 6
LookAheadWindow:
10

BoccTaHoBHTL
CHHXPOHU3ALMIO

6 AJ478434 He HasHaueH HOTP Digits: 6
LookAheadWindow:
10

BOCCTAHOBMTL
CHHXPOHU3AUWKD

7 AJ478435 He nazHaven HOTP ‘Digltfi 6 BOCCTAHOBHTL

AL _mAr_

Puc. 49 — lMpocmoTp cnucka 3aperncrpmpoBaHHbix OATH-TOKeHOB

5.5.4.1. Perncrpauuna oath-tokeHoB eToken Pass

Huxe npuBeaéH npumep PowerShell cueHapus ana BkuyeHuMs ABYXMdaKTOPHOM
ayTeHTudmKaumn ana Bcex [lonb3oBaTesien C MCMOAb30BaHMEM OAHOPAa30BbIX Maposen,
nony4yaembix ¢ nomouwbio OATH-TokeHoB eToken Pass. Kpuntollpo DSS ymeer pabortatb C
AByMS Tunamm TokeHoB eToken Pass: HOTP n TOTP.

Mpumep:

Set-DssStsProperties -MfaPolicy On
Enable-DssAuthenticationMethod -Uri
http://dss.cryptopro.ru/identity/authenticationmethod/oath
Add-DssStsConverterPlugin —-Assembly
DSS.DocumentConverter.eTokenPass.dll -FileExtension dat
Import-DssStsOtpTokenData -FilePath C:\importAlpine.dat

Hwxe npeacrasneH npuMep darnna nHuumanusaumm TokeHos eToken Pass.
Mpumep:

# ===== SafeWord Authenticator Records $Version: 100$ =====
dn: sccAuthenticatorId=AA000000

objectclass: sccCompatibleToken

sccAuthenticatorId: AA000000

sccTokenType: eToken-PASS-ES
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sccTokenData:
sccKey=0000000000000000000000000000000000000000; sccMode=E; sccPwLen=6; crypto=H
macSHALl; sccVer=6.2;

sccSignature:
MCOCFQDAzZhIZ3NYTU42RiGKALVENTKUuunAIUFG8f7grd239knrNUOaHdfhhaSal=t

5.5.4.2. Pernctpauuna oath-trokeHoB Gemalto Lava

Huwxe npuBenéH npumep PowerShell-cueHapus ans BkAuYeHUss ABYXMaKTOPHOM
ayTeHTUduMKaumn ana Bcex [lonb3oBaTesien C WCMOAb30BaHMEM OAHOPA30BbIX MNaposen,
nony4yaembix ¢ nomouwbto OATH-TokeHoB Gemalto Lava. Kpuntollpo DSS ymeeT paboTaTth C
OAHMM TUnoMm TokeHoB Gemalto Lava: TOTP. Mpu nmnopte dannos nHmumnanmsaummn Gemalto
TpebyeTcsa 3aaaTb Naponb 4ns pacwmdpoBaHnsa AaHHbIX.

MpumMep:

Set-DssStsProperties -MfaPolicy On

Enable-DssAuthenticationMethod -Uri
http://dss.cryptopro.ru/identity/authenticationmethod/oath
Add-DssStsConverterPlugin —-Assembly

DSS.DocumentConverter.Gemalto.dll -FileExtension xml
Import-DssStsOtpTokenData —-FilePath C:\importGemaltoLavaTB.xml —-Parameters @{
"password" = "your password"}

Hwuxe npeacrasneH npumep danna nHuumannsaumm TokeHoB Gemalto Lava.
Mpumep:

<SecretContainer xmlns="http://www.w3.0rg/2001/XMLSchema" xmlns:oath-
pskc="http://www.openauthentication.org/OATH/2006/10/PSKC"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.openauthentication.org/OATH/2006/10/PSKC/oath
pskc schema vl1.2.xsd" version="1.0">

<EncryptionMethod algorithm="PBE-AES128-CBC">
<PBESalt>EW0h0yUcDX72WU9UiKiCwDpXsJg=</PBESalt>
<PBEIterationCount>128</PBEIterationCount>
<IV>ixYgnjjY58RNacxZHwxgBQ==</IV>

</EncryptionMethod>

<DigestMethod algorithm="HMAC-SHA1"></DigestMethod>
<Device>

<DeviceId>

<Manufacturer>Gemalto</Manufacturer>
<SerialNo>GAKTO0000A7EF</SerialNo>

<Model>EZIO</Model>

</DevicelId>

<Secret SecretAlgorithm="HOTP" SecretId="GAKTOOOOAT7EF">
<Issuer>Gemalto</Issuer>

<Usage otp="true">

<AlgorithmIdentifier>

<Algorithm>OCRA-HOTP</Algorithm>
<CryptoFunction>HMAC-SHAl</CryptoFunction>
<Truncation>6</Truncation>

<Pin>false</Pin>

<Counter>false</Counter>

<Time>true</Time>

<Session>false</Session>

<Challenge>false</Challenge>

</AlgorithmIdentifier>

<ResponseFormat format="DECIMAL" length="6" />

</Usage>

<Data Name="SECRET">
<Value>MxbBpkI2UQVUlWU0Y1VaOn3sbchSD7dT5wwzGQQFgK8=</Value>
<ValueDigest>KAZnz0QJuRxJEpctzfFnHRe/uhs=</ValueDigest>
</Data>
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<Data Name="TIME">
<Value>MA==</Value>
</Data>

<Data Name="TIME_INTERVAL">
<Value>MzA=</Value>
</Data>

<Data Name="CLOCK7DRIFT">
<Value>NA==</Value>
</Data>

</Secret>

</Device>
</SecretContainer>

5.5.4.3. Pernctpauusa oath-tokeHosB Feitian

Huwxe npuBenéH npumep PowerShell-cueHapus ans BkAouYeHUss ABYXMaKTOPHOM
ayTeHTMdUKaunmM ans Bcex [lonb3oBaTener C WUCNONb30BaHMEM OAHOPA30BbIX MNaposien,
nony4yaembix ¢ nomouwbtlo OATH-TokeHoB Feitian. Kpuntollpo DSS ymeeT paboTtaTb ¢ AByMS
Tunamm TokeHoB Feitian: ¢100, c200.

MpumMep:

Set-DssStsProperties -MfaPolicy On
Enable-DssAuthenticationMethod -Uri
http://dss.cryptopro.ru/identity/authenticationmethod/oath
Add-DssStsConverterPlugin —-Assembly
DSS.DocumentConverter.Feitian.dll -FileExtension xml
Import-DssStsOtpTokenData -FilePath C:\importFeitian.xml

Hwxe npeacraesneH npuMep darna nHnunanusaumm TokeHos Feitian.
Mpumep:

<KeyContainer Version="1.0" xmlns ="urn:ietf:params:xml:ns:keyprov:pskc">
<KeyPackage>
<DeviceInfo>
<Manufacturer>FeiTianOfChina</Manufacturer>
<SerialNo>3600314100014</SerialNo>
</DevicelInfo>
<Key Id="3600314100014"
Algorithm="urn:ietf:params:xml:ns:keyprov:pskc:totp">
<AlgorithmParameters>
<ResponseFormat Length="8" Encoding="DECIMAL"/>
</AlgorithmParameters>
<Data>
<Secret>
<PlainValue>fEg9ZhgLxYo6rjgMW92Uav0bIlzc=</PlainValue>
</Secret>
<Time>
<PlainValue>0</PlainValue>
</Time>
<TimeInterval>
<PlainValue>60</PlainValue>
</TimeInterval>
</Data>
<Policy>
<StartDate>2015-03-27T05:43:25%</StartDate>
<ExpiryDate>2018-02-22T07:14:50Z</ExpiryDate>
</Policy>
</Key>
</KeyPackage>
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6. YnpaBneHune cepBUCHbIMU cepTudnkaTtamm

Ha Pwuc.

50 oTobpaxxeHa HacTpolika CEpBUCHbIX CEPTUDMKATOB B KOMMOHEHTax
Kpuntolpo DSS.

PucyHok wnnioctpupyeTr cneaytowme TpeboBaHMS K HaCTponke W
B3aMMOAeNCTBMI0 KOMNoHeHT KpunTollpo DSS:

1. Kaxaomy komnoHeHTy KpunTtollpo DSS Ha3Ha4yaeTcs cepBUCHbIN cepTuduKaT.
2. Mexay UeHTpoM UaeHTudMKaumm n octanbHbIMKU KOMMOHeHTamu Kpuntollpo DSS
HeobxoAMMO YCTaHOBWUTL OTHOLIEHMEe A0Bepus. YCTaHOBKA OTHOLWEHUN [0Bepus

OCYLLEeCTBASIETCA MYTEM perncrpaumm cepBucHoro ceptudukata UM B kaxkgom m3
ocTaswmnxcsa komnoHeHT Kpuntollpo DSS.
3. [loBepeHHble  CTOpPOHbI

MaeHtTndunkaumn.

4. B Kpuntollpo DSS [o/mXKHbI

AOOJIKHDbI 6bITb 3aperncTtpmnpoBaHbl Ha LleHTpe

6bITb HacTpoeHbl TpeboBaHMSA ayTeHTUdMKaUUn
[OBEpPEHHON CTOpOoHbI (NogpobHee Npo AOBEpPEHHbIE CTOPOHbI CM. pa3gen 4.5.3).

Add-DssAnalyticsClaimsProviderTrust -IssuerName <name>
~Thumprint <thumbprint> \
% Cepeuc Noanucn \
\‘v T \
— |
\ = —— Add-DssRelyingParty -EncryptionCertificate <X509Certificate> \
Beb-uHTepdeic nonb3oBaTENA \
Q \\ Add-DssRelyingParty -EncryptionCertificate <X509Certificate> \
-AuthenticationCertificate <X509Certificate> \
\% ‘ Cepeuc AyauTta — \
—
"~ Add-DssRelyingParty -EncryptionCertificate <XS09Certificate> Claims Provider Trust
Uentp
MAEHTHL‘)MKEL\MH‘ OTHOWEHWE \\\\1 ‘ LM DSS
| AoBEDPMA
\ 0
II
\ T
\
| %
\ ~
\ Cepewuc Ayguta ‘““m“\-
| Set-DssStsProperties -ServiceCertificate <thumbprint> ~~——
~—
T
OTHOWeEHUe
OTHOWEHKE BOBEPHA
AcEEpMA

P
Set-DssAnalyticsServiceProperties -ServiceCertificafe~

<thumbprint>

I Add-DssFeClaimsProviderTrust -lssuerName <name> -Thumprint <thumbprint>

Claims Provider Trust

Add-DssClaimsProviderTrust -IssuerName <name> -Thumprint <thumbprint>

Claims Provider Trust
LM DS
K ‘ LiM D5S
b e
b T=
o
0
=
= %
Beb-uHTepdeic ——
nonbsosatens

Cepewnc
"~ Set-DssFeProperties -ServiceCertificate <thumbprint>

~— Set-DssFeProperties -ServiceCertificate <thumbprint>
Mognuck

Puc. 50 — CepBucHble cepTudunkaThl

Ha3HaueHne CcepBUCHbIX CEPTUMUKATOB OCYLLECTB/ISIETCA C MOMOLLbIO KOMaHANETOB,
npuBeaéHHbIX B Tabnuua 215.

Tabnuua 215. KoMaHANEeTbl ANg HAaCTPOMKU CEPBUCHBIX CEPTUDUKATOB

KoMnoHeHT KomMmaHaner

Beb-uHtepdeinc Nonb3oBaTtens

Set-DssFEProperties

LenTp MaeHTndmnkauymnm

Set-DssStsProperties
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Cepsuc lNoanuncu Set-DssProperties
CepBuc Ayguta Set-DssAnalyticsServiceProperties

Ons ycTtaHoBneHWs OTHOWeHun poBepus Mexay LUentpom WaenTudukaumm un
ocTanbHbIMKU KoMMoHeHTamn Kpuntollpo DSS umcnonb3ykoTcs KoMaHaneTbl, NpuBeaéHHbie B
Tabnuua 216.

Tabnuua 216. KomaHaneTtbl 4519 yCTaHOBNEHMS oTHoweHun gosepus ¢ LU DSS

Beb-uHTepdelic Nonb3oBaTens Add-DssFEClaimsProviderTrust
Cepsuc lNoanuncu Add-DssClaimsProviderTrust
Cepsuc AyauTa Add-DssAnalyticsClaimsProviderTrust

YCTaHOB/IEHNE OTHOLWLEHWUI AoBepUa Mexay komnoHeHTamm Kpuntollpo DSS u LleHTpomMm
NoeHTndmkaumm Heobxoammo ANna NpoBepku m3gaTtens mapkepa 6e30macHOCTM, C KOTOpPbIM
ayTeHTMdUUnpyeTca [Monb3oBaTenb. ToNbKo Mapkepbl 6e30macHOCTM, NoAnucaHHble
[OBEpPeHHbIM usgartenem, 6yayT NpuHATLI HA KOMMNOHeHTax CITI1.

Onsa B3anmogencteus Beb-unTtepderica Monb3oBatena c LeHTpom WMaeHTudurkaumm
Heobx0AMMO [OMOSIHUTENbHOE AENCTBUE: 3aperncTpupoBaTb CEPBUCHBIN cepTudukat Beb-
nHtepderica MNonb3oBatens Ha LleHTpe WaeHTudukaumn. Beb-uHTepdelic MNonb3oBaTens
MCNONb3YEeT CEPBUCHbLIN cepTudmkaT anga ayteHtudumkaumm Ha LeHTpe MaeHTudukaumm npum
nposepke npaB pgoctyna [llonb3osatenein u OnepaTtopoB k Cepsucy [Moanucu. [daHHas
HacTpoMKa BbINOJIHAETCA C NoMowblo KoMaHaneta Set-DssRelyingPartyTrust ¢ mapamMeTpom
AuthenticationCertificate.

B HekoTOpbIX CUeHapusax B3auMoaencTBums KoMmrnoHeHToB Kpuntollpo DSS mMoxer
NMpUMeHATbCa WwndpoBaHne SAML-TOKeHOB. B aKkTMBHOM cCuUeHapum B3aMMOAENCTBUSA C
Cepsucom Moanucu (4yepes SOAP-nHTepdenc) MoXXHO HacTpomTb Ha LleHTpe MaeHTudukaumm
DSS wudposaHne SAML-TokeH, BbinyckaeMblx lNMonb3oBaTento. B aToM cnyyae copaepxumoe
SAML-TokeHa 6yaet HepgocTynHo Monb3oBaTento, Tak kak SAML-ToKeH 3awndpoBaH B CTOPOHY
CepBuca Moanucu. [Ans HacTpolkn wndposaHus SAML-TOKeHOB HeobxoaMMO 3a4aTb
ceptupukat Cepsuca loanmcnm Ha UeHTpe WaeHTudumkaumm DSS. [aHHas HacTpolka
BbIMNOJIHAETCA C NoMoWwb  KoMaHaneta  Set-DssRelyingPartyTrust ¢ napameTpom
EncryptionCertificate.

WWndposaHne SAML-TokeHOB He siBnsieTcsa obs3aTesibHbiM TpeboBaHueM.

Heobxoammo, 4To6bl anropuMTM OTKPbITOrO Kya XoTa 6bl 04HOro
ceptudukata Beb-cepsepa (IIS) u anropmtMm OTKpPbITOrO Ki4ya
cepBucHoro ceptudukarta UM coenagann.
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6.1. TpeboBaHUA K CEPBUCHbIM cepTudumkKatam

CepBuCHble CepTMCbI/IKaTbI OODKHbI coaepXaTb B none «Wcnonb3oBaHWe Kioya»
3HaA4YeEHNA:

> LndposaHue knouen (KEY ENCIPHERMENT);
> Undposas nognucb (DIGITAL SIGNATURE);
> Heotpekaemoctb (NON REPUDIATION).

B ceoiicTBe <<YnquueHHbu7| KJ1H0Y» 00SKHbI 6bITb 3a4aHbl 3HAYEHUS:

> [lpoBepka noanuMHHocTh cepsepa (1.3.6.1.5.5.7.3.1);
> [poBepka NoganMHHOCTK KnneHTa (1.3.6.1.5.5.7.3.2).

TpeboBaHum K cogep>xmmomMy nonst «CybbekT» HeT. B 3Ha4yeHnn koMmnoHeHTbl CN MOXHO
yKasaTb Ha3HaueHue ceptudukarta, Hanpumep, DSS Sign Service Certificate.

B KkauyecTBe cepBUCHOro cepTudukata MOXHO WCMOSb30BaTb CaMOMNOAMNUCAHHbLIN
ceptudmkat 6onblIOro Cpoka AencTBus. Ero oT3blB OCYLLECTBASIETCA OpraHM3auUMOHHbIMU
mepamu. NMpumep cosgaHns camonoanucaHHoro ceptudmkaTta npusenéH B pasgene 6.2.

Mocne nonyyeHus cepTudukaTa ero crefyeT YCTaHOBUTb B XpaHuauvue
JINUHbIEe N10KaNbHOro KOMMNbloTEPa C NPUBA3KOM K 3aKPbITOMY KJTHOYY.

MNMocne TOro, Kak 6yaeT co3aaH aKk3eMnasip KOMNoOHeHTa, Heo6XoAMMO BblAaTb YYETHOM
3anmMcu, OT MMEeHW KOTOpol paboTaeT KOMMOHEHT, MpaBa Ha AOCTYMN K 3aKpbITOMY K4y
ceptndukaTa. NoapobHee o0 HasHauyeHMM npaB cM. pasgen 6.2. MIMeHa y4yeTHbIX 3anucen
koMnoHeHToB KpunTtolpo DSS npuseaeHsl B Tabnnua 217.

Tabnuua 217. UMmeHa y4é€THbIX 3anmceln koMnoHeHToB Kpuntollpo DSS no ymonyaHumio

KoMnoHeHT UmMa yuyéTHOM 3anmucu

Beb-nHTepdeic Nonb3oBaTens IIS AppPool\CryptoProDSS-1-Frontend
Cepswuc lNognucu IIS AppPool\CryptoProDSS-1-SignServer
Llentp UaeHTndmnkauymm IIS AppPool\CryptoProDSS-1-STS

Cepsuc Ayauta IIS AppPool\CryptoProDSS-1-AnalyticsService

6.2. MNpnMmep co3paHna caMmonoanNMCaHHONo CEpBUCHOIo
ceptudumkaTa

MNpuMep AEeMOHCTPUpYeT co3A4aHWe CEepBMCHOro CaMonoanuMcaHHoro ceptudukaTa C
noMoLulbio yTUInTbl certreq.exe. CrnpaBKy MO MCMOMb30BaHUIO YTUINTBI certreq.exe MOXHOo

NMOCMOTpPETb rno CCbl/1Ke https://technet.microsoft.com/ru-
ru/library/Cc725793(v=WS.10).aspx#BKMK examples. CnpaBky no d¢opmaTty dannos c
wabnoHoM 3anpoca Ha ceptudmkar MOXHO NoOCMOTpEeTb no CCblike

https://technet.microsoft.com/en-us/library/cc736326(v=ws.10).aspx.
MNMocnenoBaTeNbHOCTb WAros No CO34aHUI0 CEPBUCHOIO cepTudunkaTa:
1. CoxpaHuTe B (hann c uMmeHeM template.txt cnepyrowmnii 6nok Tekcra:
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https://technet.microsoft.com/ru-ru/library/Cc725793(v=WS.10).aspx#BKMK_examples
https://technet.microsoft.com/ru-ru/library/Cc725793(v=WS.10).aspx#BKMK_examples

[NewRequest]

Subject="CN=DSS Service Certificate"

KeyLength=2048

ProviderName="Microsoft Enhanced Cryptographic Provider v1.0"
ProviderType=1

; Generate Exchange key

KeySpec=1

; the private key can be exported

Exportable = TRUE

; Key Usage: DIGITAL SIGNATURE, NON REPUDIATION, KEY ENCIPHERMENT (eO)
KeyUsage=0xe0

; install keys under machine

MachineKeySet=true

; Generate self-signed certificate

RequestType=Cert

SMIME=FALSE

; EKU: Server Authentication

[EnhancedKeyUsageExtension]

OID=1.3.6.1.5.5.7.3.1

OID=1.3.6.1.5.5.7.3.2

B npuBeneHHOM wabnoHe cepTudukKata MOXHO OTpeAaKTUpPOBaTb
3HayeHue ktoya Subject.

2. 3anyctute  uMHTepnpeTtatop  KOMaHAHOW  CTpokm cmd.exe OT  WMEHMU
AQMUHUCTpaTOpa.

3. Mepengnte B KaTanor, rae 6bin coxpaHéH wabnoH ceptudukata template.txt.

4. BbINONHUTE KOMaHAY:

$Windir$\System32\certreqg.exe -new template.txt outcert.cer

5. Mpn BbINO/IHEHMN AAHHOM KOMaHAbl 6yAeT co3A4aH M YCTAHOBJEH B XpaHWauLie
JInuHoe JlokanbHOrO KOMMbIKOTEPA CEPBUCHLINM cepTudukaT. Takxe cepTudukat O6yaer
coxpaHéH B ¢pain outcert.cer.

6. Onsa ncnonb3oBaHUSA AaHHOrO cepTudukaTta Heobxoammo 6yaeT BblAaTb NpaBa Ha
3aKpbITbIA K04, KaK onncaHo B pasgene 6.3.

6.3. HazHaueHue npaB AO0CTyNna K 3aKpbITOMY KJO4Yy
ceptudumkaTa

[JaHHoe aencTene Heob6xoaMMO BbIMOHATL MOCAE pa3BepTbiBAHWUSA 3K3EMMNISPOB
cnyx6. (cM. pasgen 3).

Ha3HaunTb NpaBa AOCTyNa K 3aKpbITOMY KUY MOXHO B OCHacTke «CepTudukaTbl».
[Ona 3anycka OCHaCTKM BbiNonHUTE cneaytowme warn: lMNyck - BbinonHnts — mmc. B
OTKpbIBLUENCA KOHCOMM ynpaereHus Bblbepute: ®ann - [Jo6aBuTtb uAu ypaanutb
OCHACTKYy>». B OTKpbIBLIEMCS OKHe BblbepuTe ocHAcTKy «CepTuUduKaTbl» U HAXMUTE KHOMKY
«[obasutb (Puc. 51).
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KoHconb1 - [KopeHb koHconM] = =] =2

i [obasneHMe M yaaneHWe OCHaCTOK -E

Bbl MOMETE BbIGPATE OCHACTKM ANSA 3TOIA KOHCOMK M3 AOCTYNHBIX H3 KOMMBIOTEPE OCHACTOK M 33TEM HACTPOMTE MX. [nA
PACLUMPAEMBIX DCHACTOK MOMKHO HACTPOMTE TpelyeMoe pacumpere,

JOCTYMHEIE OCHACTHM: BrifipaHHbie ocHaCTRM:

OcHacTka MocTaBLwmK -~ | KopeHb KoHconm MEMEHUTE pacluMpeHHa. ..

':E':'HHEHMDDBLLLMK 33... (c)Kopnopa... »
{2 MpocvoTp cobbituit () Kopriopa... LLETIE
|=[ Penartop ofiber...  MicosoftC...
_f PesyneTvpyiowa... MicrosoftC...

GUEEIE  Kopropaun..

‘&} CucTema apxveall... (<) Kopnopa... BHu3
'@E‘:J"Cmcrenglﬁ MOHM... MicrosoftC...

oyl Microsoft C... | _

" CryBel KoMnoHe, .. Microsoft C... =

2| Cooinka Ha sef-p...  Microsoft C...

;%Tenecbomq Microsoft C...

ﬂ, ¥npasneHue TPM Kopnopaum. ..
=1 ¥npaeneHwe ancc... MporpamuH,

A yrpasnerme komn... MicrosoftC... | LTI

OrmcaHie:;

OcHaCcTKa cepTUHUKETOS NO3BONAET NPOCMATPUBATE COAEMKMMOE XPEHUIMIL ANA NOWCKE CBOMX CEPTUDWUKATOE, CEPTUhUKETOR
cny#O UMK KOMNBKOTEPOE.

" | QK || OTmena |

Puc. 51 — Ounanor gob6aBneHns n yaganeHnst 0CHacTok

JDanee B ananore "OcHacTka aucrietyepa cepTudunkaTtos» BblbepUTE MYHKT «YUYETHOM
3annucu KoMnbetoTepa» n Haxmmute «danee» (Puc. 52).

OcHacTka gucnetuepa cepTUOMKaTOB -

37a ocHacTka Boer 1a ByneT yNpasnAT: CEpTMEVKETAMMA ANA:
() moe#t yueTHOM 3aMMCK Nonb30BaTens
() yueTHOM sanncK ciyxbs!

(®) yyeTHOI SENMCH KoMNBlOTEPE

< Hasan | lanee > | | Ommena |

Puc. 52 — OcHacTka gucnetyepa ceptudumnkaTos

B kauecTBe KoMMnbioTepa, KOTOpbIM 6yaeT ynpaBnsaTb AaHHas OCHacTka, Heobxoammo
yKasaTb /JoKanbHbIi koMmnbtoTep (Puc. 53)
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Bribop koMNbHTEPA -

BriBepuTe KoMNEoTER, KOTOPEIM AOMXHE YNPAENATE 3T8 OCHACTKE.
3Ta oCHACTKa BCEera YNpaEnAeT:

(®) NoKaNEHLIM KOMMBIOTEPOM (TEM, HA KOTOPOM BhINONHASTCA 3TA KOHCOMR)
() mpyriM KoM TEpOM: OEsop

[] Paspewaetch usmeHATL BbIGPEHHLIA LNA YNPEBNEHWA KOMMBIOTED MPY SAMYCKE M3
KoMaHAHOR cTpokM. MPUMEHAETCA TONEKO NP COXPEHEHWW KOHCOMM.

| < Hasap || loToB0 | | Omvena

Puc. 53 — Bbibop koMnbtoTepa

Janee B pa3gene Ceptudwukartbl (NoOKanbHbI KOMNblOTEp) - JIMuHoe -
Ceptudukarbl BbibepuUTe HYXHbIN cepTudukat. HaXMuUTe nNpaBOA KHOMKOW MbIWK MO
BblbpaHHOMY cepTudukaTy 1 Bbibepute: Bce aenctems — Ynpas/ieHME 3aKpbITbIMM KKOYaAMU
(Puc. 54).

& KoHcons1 - [Kopeks koHconu\CepTudukaTsl (10KanbHbIA komnsioTep)\/TuuHoe\CepTu... I;Ii-

& Oaiin  Jeiictewe Bug  WsBpanHoe Okno  Crpaeka !En
e nE 48 XE | HE
| Kopene konconu Komy ebigan - Kem eeigan Deicrena

4 A,DJJ CepTudukarel (nokaneHei komneroTep) 5l AnalyticsService D55 Server Root Cepud.. «

4 [ Nnuroe Flcmis cMIs N
e Ceprudmkarel 5l Frontend D55 Server Root Aoro..

I || [oBepeHHblE KOPHEBBIE LEHTPBI CEPTUMK Elsignserver D55 Server Root STS N
I 1 JoBepUTENEHEIE OTHOLLEHWMA B NPEANPUAT 139 P flono ,
I i MpomMesyTouHbIE LEHTPEI CEpTHDMUKALMN #lsTs P ETS
b - Doeepenisie ngatenu ‘EDJW|N.|\ Bce zagaun 3 OTkpeITE
I ] CepTndmKaTel, K KOTOPBIM HET AOBEPUA “-"‘JO |
b (7] CTopoHHue KopHeEBbIe LEHTPEI cepTudmkal = WNEps Beipezate 3anpocuTe CepTUGMKAT C HOBEIM KNHOUOM...
[ JlosepenHsie nnua Kenuposate OBHOBMTE CEPTUQNKAT C HOBBIM KIHHOM...
b MocrasLuyuiut cepTuduaTos nposepku no; Yaanute V| ¥npaenerine sakpbimeimn knrouamm.
> || JoBepeHHble kopHeBble cepTudmkatel Kpu
b [ YaaneHsii pabounii cron CeoiicTea JononHuTeneHeIE onepauyun 3
[ || 3anpocel 33aAB0K Ha cepTuduKaT Crpaeka IKEnopT...
I [] [loBepeHHbIe KopHEBLIE CEPTUMKATEI CMa
I || JlosepenHbie ycTpoiicTea
b [ PasmewyeHue seb-cryxb

< m | £ m >

HEpEHEHb ,ﬂ,EﬁCTEMﬁ, KOTOpbIE MOTYT BBITE BEINOAHEHEI C A3HHBIM 3NEMEHTOM.

Puc. 54 — HacTtpoika npas A0CTyna K yrnpaB/ieHMIO 3aKpbITbIMU Kl0YaMn

B oTkpbiBwemcs okHe (Puc. 55) Heobxoaumo po6aBuTb YYETHYIO 3anucb nyna
NPUIOXEHNI U YCTAaHOBUTb ANs Heé nonHble NpaBa Ha AOCTYN K 3aKPbITOMY K/O4y.

NMa yyeTHOM 3anucu nyna npunoxeHnin nmeet popmat: IIS AppPool\<Application
Pool Name>, rge «<Application Pool Name>>» - umsa nyna Beb-npunoxeHus. Mma nyna
NPUNOXEHMN MOXHO NOCMOTPETb B OCHACTKe yrnpasneHus 1IS B pasagene «[ynbl NpUnoXxeHnn»
WM B OCHOBHbIX HAcTpomkax Beb-npunoxeHus, KOTOpoMy TpebyeTcs AOCTYyNn K 3aKpbITOMY
KN4y ceptudukaTta. Ytobbl 3anycTuTb oOcCHaAcTky ynpasneHus IIS BbinonHute: Myck -
BbinonHuUTb — inetmgr.
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|+ PaspeweHna ana rpynnsl "<Het> private ke... -

BesonacHocTe

|—|:I}|"I'II'IbI WM NONES0E3TEMA:

82, CMCTEMA
EE,AUMMHMCTpaTopm (WIN-MOCBQZJDEGUNAgMuHmucTpaTop. .

b CryptoProD55-1-5T5

| HoGaeuTe. .. | | Yoanute |
PaspelweHnA anA rpynnel
"CryptoProD55-1-5T5" Paspewwte 3anpemam:
MonHer® gocTyn ]
YreHue O

Ccofcle paspelweHin

Yol sagate ocofbie paspeweHuA uim
nNapameTpbl, HEXMUTE KHOMKY NONHWTENEHD

" JpnonHuTensHo "

| 0K || CrmagHa | MpwreHATE

Puc. 55 — YctaHoBKa npaB Ha AOCTYN K 3aKPbITOMY K04y

6.4. MpMmepbl Ha3HaAYeHU U CMEHbl CEepPBUCHDbIX

ceptucdpmkaToB

6.4.1. MNpuMep Ha3HaA4YeHUMA U CMeHbl cepTudmkara

Lentpa UaeHTndpukaumm

HasHaueHMe u/unn cMeHa cepBUCHOro cepTudukata LeHTpa WaeHTudukaumm

nponucxoanT B ABa 3Tana:
» Ha3HaueHue n/vnm cMeHa cepBUCHOro ceptTudukarta LleHTpa MaeHTndukaumnn.

» HasHaueHne wu/mnm cMmeHa cepTudukata noanNUCUM MapkepoB 6esomacHOCTM B
kKoMnoHeHTax DSS (Cepsuc Toanucu, Beb-uHTepdenc TMonb3osatensa, Cepsuc

AyauTa).

Hwxe npusoautca npumep Powershell-cueHapus, AeMOHCTPUPYOLWMUA  CMEHY

ceptudukarta UeHTpa MaeHTnudukauun.
Mpumep:

# HasHaueHMe CepBUCHOTO cepTubmraTa LeHTpa UmeHTUOMKALUM
Set-DssStsProperties —-ServiceCertificate <thumbprint>

# (!) IpuMmeuaHue

# Myny npuiaoxeHwmin leHTpa MoeHTMOMKALUM HEeOOXOOMMO BHIOATH HIpaBa Ha NOCTYN K
3aKPLEITOMY

# KJIOUYy HOBOTO CEPBMCHOTO cepTudmuxarTa

# HasHaueHre HOBOTO CepTubMKaATa MNONNMUCU MapKepoB BeszomacHocTu Ha CepBuce
INognucm

# (ecnu IDaHHBEIX KOMIIOHEHT YCTAHOBJIEH UM PA3BEPHYT)
Set-DSSClaimsProviderTrust -IssuerName realsts —-NewThumbprint <thumbprint>

# HasHaueHue HOBOTO CepTUOMKATA MNOANUCU MAPKEPOB 6€30MaCHOCTU
# Ha Beb-umHTepbeiice [lonb30BaATENS
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# (eciau OaHHBI KOMIIOHEHT YCTAHOBJIEH UM PA3BEPHYT)
Set-DSSFeClaimsProviderTrust -IssuerName realsts —-NewThumbprint <thumbprint>

# HasHaueHMe HOBOTO cepTubMKAaTa MNOIANMCU MApPKEepOoB OeszomnacHocTu Ha CepBuce
Aynoura

# (ecyy OaHHBIL KOMIIOHEHT YCTAHOBJIEH U PA3BEPHYT)
Set-DssAnalyticsClaimsProviderTrust -IssuerName realsts —-NewThumbprint
<thumbprint>

# (!) IpumeuaHue

# 3BHaueHMe mnapamMeTpa IssuerName MOXHO NOCMOTPETH B BBIBOIE KOMAHIJIETOB:
# Get-DSSClaimsProviderTrust

# Get-DSSFeClaimsProviderTrust

# Get-DSSCmisClaimsProviderTrust

# Get-DSSAnalyticsClaimsProviderTrust

# VMs mBmaTesid MapkKepoB 0e30NacHOCTM OyIeT BHBEINEHO B CToyfue «VMsa»

Ecnn ceptudumkar LleHTpa NaeHTudmkaumm noanncnm mapkepoB 6€30macHOCTM ewé He
6bin  3aperncTtpmpoBaH B KOMMNoOHeHTax DSS, To HeobxoaMMO BbINOAHWUTL KOMaHAbI,
npmeeaéHHbIe HUXeE.

MpumMep:

# Permcrpaumsa cepTudMKaTa NOILIMCU MapKeporB OeszonacHocTM Ha CepsBuce llomnmcu
# (ecyy OaHHBI KOMIIOHEHT YCTAHOBJIEH U PA3BEPHYT)
Add-DSSClaimsProviderTrust -IssuerName realsts —-Thumbprint <thumbprint>

# PerucrTpauus cepTudmMxaTa NOAONMCU MapKepoB Oe30NaCHOCTM Ha Beb-umHTepoderice
[lose30BAaTENA

# (ecyiu IDaHHBEIX KOMIIOHEHT YCTAHOBJIEH UM Pa3BEPHYT)
Add-DSSFeClaimsProviderTrust -IssuerName realsts —-Thumbprint <thumbprint>

# PerucrTpauus cepTudmMxaTa NOONMCU MapkKepoB OesonacHOCTM Ha CepBuce AynuTa
# (ecynu IDaHHBIX KOMIIOHEHT YCTAHOBJIEH UM Pa3BEPHYT)
Add-DSSAnalyticsClaimsProviderTrust -IssuerName realsts —Thumbprint
<thumbprint>

6.4.2. MNpnMmep Ha3HaA4YeHUss M CMeHbl cepTudukara
CepsBuca lNMNoanucum

Ha3HauyeHue n/unmn cMeHa cepsucHoro ceptudukata Cepsuca Nnoanmcm nponcxoauT B
ABa 3Tana:

> Ha3sHauyeHue n/unm cMeHa cepBucHoro ceptudmkaTta Cepsuca lMoanmcu.
> HasHauyeHue wu/mnn cMmeHa cepTudukata OOBEPEHHOM CTOpPOHbl Ha LleHTpe
NoeHTudmnkaymm.

Ecnn B KaudectBe cepsBucHoro ceptudmkata Cepsuca [lognucm uncnonb3yeTcs
ceptudukat ¢ knoyom NOCT P 34.10-2001, To B HAcTpoMkKax A4OBEPEHHOW CTOPOHbI
HeobxoamMo 3apaTtb TpeboBaHme wWndpoBaHMsa MapkepoB 6e30MacHoOCTK.

Mpumep:

Set-DssRelyingPartyTrust —-Id <signserver id> -EncryptionCertificate <
X509Certificate2 WM nyTb Kk HeMy> -DisableTokenEncryption 0

roe
<signserver_id> - ngeHtndunkaTop 4OBEPEHHON CTOPOHbI.

<X509Certificate2 UMW nytb Kk Hemy> - CepTudwukaTr wndpoBaHUA Mapkepa
6esonacHocTn Ansa posepeHHoW cTopoHbl X509Certificate2 wnm nyts k danny c
cepTndmKaToM.

KTAN.00096-02 92 02 KpunTtollpo DSS. PykosoacTso AaMuHUCTpaTopa CtpaHuua 274 u3 286



Huwxe npusoantca npumep Powershell-cueHapus, AeMOHCTPUPYIOWMA  CMEHY
ceptndukaTta Cepsuca Mognucu.

MpumMep:

# HasHaueHue cepBUCHOTO cepTubmraTa CepBuca llomnucu
Set-DssProperties —-ServiceCertificateThumbprint <thumbprint>

# (!) TpuMmeuaHue

# Myny npuinoxeHur CepBuca [oanmMcu HeOOXOIOMMO BHIATL NpaBa Ha OOCTYI K
3aKPETOMY

# KJIOUYy HOBOTO CEPBUCHOTO cepTubmxara

# (!) TpuMmeuaHue

# Tlepen BHIIOJHEHMEM CJIenyllel KOMaHIE HeOoOXOIMMO Nepes3alyCTUTh

# CepBuc Iommmcu Ijasg TOTO, UTOOH M3MEHEeHMVS BCTYIUIIM B CUIY

# s mepesanyCcKa TOJIBKO IIyJia HpuiloxeHuy CepBuca [IOONMCHY BHIIOJIHUTE KOMAaHIY :
# Restart-WebAppPool CryptoProDSS-1-<AppName>

# <AppName> - wumsa BeO-npuiioxeHus Cepsuca lomnucu. I[lo ymMonuaumio — SignServer
# Ina mepesanycka IIS MNOJIHOCTBLIO BEHIIOJIHUTE KOMAHIY :

# iisreset

# HasHaueHMe HOBOTO cepTudMKaTa IOBEPEHHONM CTOPOHH Ha leHTpe MmeHTuburaumm
Set-DssRelyingPartyTrust -Id <signserver ID> -MetadataUri
http://<hostname>/<AppName>/FederationMetadata/2007-06/FederationMetadata.xml

# B IpuMepe BHIE :

# <hostname> - mMa xXocTa, Ha KOTOPOM Pa3BEPHYT sk3eMiydp CepBuca llomnmcu

# <AppName> - wumsa BeO-npuiioxeHus Cepsuca lomnucu. I[lo ymMonuauuio — SignServer
# <signserver ID> - umeHTUOMKATOP INOBEPEHHOM CTOPOHE. 3HadeHMe IapamMeTpa
MOXHO

# IIOCMOTPETH B BHEIBOIE KoMaHIyeTa Get-DssRelyingPartyTrust

# IoCcTynmHOCTH MeTamaHHEIX CepBuca [loONMCU MOXHO NPOBEPUTH uepes Opays3ep
# oBpaTUBLIMCE IO amOpecy:
# http://<hostname>/<AppName>/FederationMetadata/2007-
06/FederationMetadata.xml

Ecnn Cepsuc lMNMoanucu ewé He 6bin 3apernctpuposaH Ha LeHTpe MaeHTudukaumm B
KaquTBe,uosepeHHoﬁ CTOPOHbI, TO HeO6XOAMMO BbIMO/IHNTb KOMaHAY :

Add-DssRelyingPartyTrust -Name "CepBuc sjaekTpoHHOM nomnucu" -MetadataUri
http://<hostname>/<AppName>/FederationMetadata/2007-06/FederationMetadata.xml

# B mpuMepe BhHIE:
# <hostname> - mMa XocTa, Ha KOTOPOM Pa3BEPHYT sk3eMiyidp CepBuca llomnmcu
# <AppName> - wmmsa BeO-npuiioxeHus Cepeuca lomnucu. I[lo ymMonuauuio — SignServer

6.4.3. NpuMmep Ha3HaYeHUA U CMeHbl cepTudumkarta Beb-
nHtepdenca NMNonb3oBartenn

Ha3sHaueHne n/mnm cmeHa cepsucHoro ceptudmkata Beb-nHtepdenca NMonb3osartens
nponcxoaunT B ABa 3Tana:

» HasHaudeHue n/unmn cmeHa cepBucHoro ceptudunkata Beb-nHtepdeica NonbsosaTtens.
» HasHadyeHne u/unm cMmeHa cepTuduKata [OOBEPEHHOM CTOpPOHbI Ha LleHTpe
NoeHTndmkaumm.

Huwxe npusoautca npumep Powershell-cueHapus, AeMOHCTPUPYIOLWMA  CMEHY
ceptndukaTta Beb-uHtepderica lNMonb3osaTens.

Mpumep.

# HasHaueHMre CEepBUCHOTO cepTudmuxara Beb-umHTepderica Ilonb30BaTeENI
Set-DSSFEProperties -ServiceCertificate <thumbprint>
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(!) IIpuMmeuaHUe
[Iysny npwuiloxeHuM Beb-mHTepoderica [lolb30BaTesd HEeOOXOOMMO BHEIOATH
IpaBa Ha OOCTYI K 3aKPBITOMYy HOBOI'O CEPBMCHOTO cepTudmKaTa

H= FH T

(!) IIpuMmeuaHuUe

[lepen BHIIOJIHEHMEM CJIENYWIEN KOMAHIE HEeOOXOOMMO INepes3allyCTUTb
Beb-unTepderic llob30BaTeJIg OJIS TOT'O UTOOBl MBMEHEHMS BCTYIUIM B CUITY
IJ1a mepes3anycka TOJIBKO IIyJla NOPUIIOXeHUM Beb-mHTepderca Ilonb30BaTesis
BLINOJIHMTE KOMaHIY :

Restart-WebAppPool CryptoProDSS-1-<AppName>

<AppName> - uMda BeO-NpuJIOXeHUA BeO-mHTepdelrca Illosbp30BaTENA.

[lo ymomiuanmio — Frontend

Ina nmepesanycka 1IS NOJHOCTBI BEIIOJIHUTE KOMaHIY :

iisreset

H= o S S S S S S S 3

# HasHaueHMe HOBOTO cepTudMKaTa IOBEPEHHONM CTOPOHH Ha leHTpe MmeHTubdMKauUMM
Set-DssRelyingPartyTrust -Id <frontend ID> -MetadataUri
https://<hostname>/<AppName>/FederationMetadata/2007-
06/FederationMetadata.xml

# B HIpuMepe BHIIE:

# <hostname> - mMMa XocTa, Ha KOTOPOM Pa3BEPHYT BSK3EMIJISAP

# BebG-uHTepderica Iosb30BaTENA.

# <AppName> - wumsa BeO-NpuiioxeHus BebO-uHTepberica Ionmb30BaTessg. [I0 yMOJIYAHMIO —
SignServer

# <frontend ID> - umeHTMOMKATOP HOBEPEHHOM CTOPOHEI. 3HaueHME MNapaMeTpa MOXHO
# IIOCMOTPETHL B BHBOIEe KoMaHIJieTa Get-DssRelyingPartyTrust
# IOCTYyIHOCTL MeTaIaHHEX Beb-uHTepderica I[lob30BaTess MOXHO NPOBEPUTH Uepes
Opayzep

# oBpaTUBLIMCEH IO amOpecy:
# https://<hostname>/<AppName>/FederationMetadata/2007-
06/FederationMetadata.xml

6.4.4. NpnMmep Ha3HaA4YeHUss M CMeHbl cepTudukara
CepBuca Ayaurta

Ha3HayeHue n/unn cMeHa cepsucHoro ceptudmkarta Cepsuca Ayauta NponCxoauT B
ABa 3Tana:

> Ha3sHauyeHue u/unm cMeHa cepBUCHOro ceptTudunkaTta Cepeuca Ayauta.
> HasHauyeHue wu/vnn cMmeHa ceptudumkata OOBEPEHHOM CTOpPOHbI Ha LleHTpe
NoeHTudmnkaymu.

Hwxe npusoantca npumep Powershell-cueHapus, AeMOHCTPUPYIOLWMA  CMEHY
ceptudukarta Cepsuca Ayaura.

Mpumep.

# HasHaueHMre CepBMCHOTO cepTubmxara CepBuca AymuTa
Set-DSSAnalyticsServiceProperties -ServiceCertificateThumbprint <thumbprint>

# (!) IpumeuaHwe
# Iyny npuinoxeHwmin CepBuca AyouTa HEeOOXOIOMMO BHIATH
# mpaBa Ha OOCTYIl K 3aKPHITOMYy HOBOTO CEPBUCHOTO cepTudmkara

(!) IIpuMeuaHUe

[lepern BHIIOJIHEHMEM CJIENYIUMEN KOMaHIBE HEOOXOIMMO IIepe3alyCTUThb

CepBuc AynouTa OJ8 TOT'O UTOOB M3MEHEHMS BCTYNMUIM B CUITY

I mepesanyckKa TOJIBKO IIyJjla HPUJIOXeHMM CepBuca AyOUTa BHIIOJIHUTE KOMAaHIY :
Restart-WebAppPool CryptoProDSS-1-<AppName>

<AppName> - uma BeO-npuiioxeHua Cepeuca Aynura. [Io yMOJIYaHMIO —
AnalyticsService

H= FH = H
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# Ins mepesanycka 1IS MNOJHOCTBHI BHIIOJHUTE KOMAHIY :
# iisreset

# HaszHaueHMe HOBOTO CcepTudMKaTa IOBEPEHHOM CTOPOHH Ha lleHTpe MmeHTubmxaumm
Set-DssRelyingPartyTrust -Id <AnalyticsService> -MetadataUri
http://<hostname>/<AppName>/FederationMetadata/2007-06/FederationMetadata.xml

# B HnpuMepe BHIIE:
# <hostname> - mMa XocCTa, Ha KOTOPOM Pas3BEPHYT 3k3eMInsap CepBuca AynouTa.
# <AppName> - wumsa BeO-npuiioxeHus CepBuca AynuTa. [0 yMOJUaHMUIO —

AnalyticsService

# <AnalyticsService> — uMOeHTUOMUKATOP INOBEPEHHOM CTOPOHHE. 3HAaUeHMEe HapaMeTpa
MOXHO

# IIOCMOTPETH B BBEIBOIE KOMaHIyleTa Get-DssRelyingPartyTrust

# IOoCTymHOCTL MeTamaHHBIX CepBuca AyIuTa MOXHO MPOBEPUTL uUepes Opay3ep
# obpaTuMBIMCL O ampecy:

# http://<hostname>/<AppName>/FederationMetadata/2007-
06/FederationMetadata.xml
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7. AnarHocTuka

7.1. Nepe3anyckK NyJsioB NPUIOXKEHUMN

MNMocne naMeHeHUs KOHMUIrypauum o4HOIr0 MM HECKONTbKMX 3K3EMMJIIPOB KOMMOHEHTOB
Kpuntollpo DSS Tpebyerca nepe3anyck ero nyna npwioXxenun. Ecian Heobxoammo
nepes3anycTtuTb HECKOJIbKO MyJIOB, MOXHO WCNONAb30BaTb CNeAylWwy KOMaHay Ans
nepesanycka Bcero Beb-cepsepa:

iisreset

Ons ypnobctBa MoxeT O6biTb nepe3anyweH nya MNpuIoXeHUs TONbKO OAHOro
KOMMoHeHTa. 1519 3Toro ncnonb3yTcss koMmaHaneTol Restart-DssSignServerlnstance, Restart-
DssStsInstance, Restart-DssFelnstance, Restart-DssAnalyticsServicelnstance.

CuHTaKkcuc:

Restart-DssSignServerInstance -DisplayName <string>

Mim
Restart-DssStsInstance -DisplayName <string>
Wm
Restart-DssFEInstance -DisplayName <string>
Mim

Restart-DssAnalyticsServicelInstance -DisplayName <string>

7.2. YcTpaHeHue Henosnaaok

B cnyyae HeBepHOM HacTponkn koMmnoHeHToB KpunTtollpo DSS, ero Be6-cepBucbl MOryT
6bITb HEAOCTYMHbI. 19 NepBOHAYanbHOro onpeaeneHus cnyxbbl, KoTopasa 6bina HacTpoeHa
HenpaBW/IbHO, MOXHO MpPoOBEpUTb ee paboTocrnocobHoCTb nMyTeM obpalweHus K ee 6a3oBomn
CTpaHuLue 3anycka. ba3oBble CTpaHuMLbl 3anycka nepeyncieHbl B Tabaunua 218.

Tabnuua 218. bazosble cTpaHuubl 3anycka WCF-cnyx6 Kpuntollpo DSS

W Cnyx6a CtpaHuuya 3anycka

Cnyxba
BbIMycKa
MapKepoB
6e3onacHoCTH
Cnyxba
ynpasneHus http://<host_name>/STS/usermanagement.svc
Monb3oBaTenamm

Cnyxba

CepBuca http://<host_name>//signserver/signservice.svc
Moanucu
Cnyxba
06paboTku
CepBuc Ayauta | CobbITnii ayanTa
Cnyx6a 3anucu http://<host_name>/AnalyticsService/AuditWriter.s
cobbiTMin ayagmta  vC

http://<host_name>/STS/active.svc

LleHntp
NaoeHTudmrkaumm

CepBuc
Moanucu

http://<host_name>/AnalyticsService/analyticsservi
ce.svc

Cnyxba

CepBuca http://<host_name>//MyDssServerlInternal/service.
B3aMMOAENCTBNUA  SVC

Cnyx6bl http://<host_name>//MyDssServerExternal/Interac
CepBuca tionPushService.svc
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m Cny»x6a CtpaHuLUa 3anycka

B3aMOAENCTBISA http://<host_name>//MyDssServerExternal/Interac
C MOBUNBbHBIM . .

tionService.svc
NMPUIOXKEHNEM

B cnyyae npaBu/IbHOM HAaCTPOWMKM KOMMOHEHTa cayxba ycnewHo 3anycTuTcs, n byaer
BblBeJEHa CTpaHMLUa NPUMEpPHO crieaytowero cogepxaHus (cm. Puc. 56):

SignService Cnyxba

Cayxta cosnana

U106 nporecTpaBaTs STy cnyxby, KeabXOAMND Co3aTs KAREHT N B

'8 813088 Cryoebei. STO HORHO CAENETS, SSNYCTHE APOrpaNNy SVCULLEXE WS KOUAHIHOR CTPOKN O CNEAYIOLIN CHATBREHED:

S7a beneT Kk cosAaHING Baina KowEUryPaLIm W $ERNA KOS, COREPXBILETD XNBCE KAKEHT. /JDSSELTE 3T ABS ORI § KANERTCKOE TPUACHENIE W UENaNLIYITE STEHEPUPODaRHSAR KABCE KTHEHTS ANA E6I0BS EywEu. Hanpunep:

Visual Basic

Class Test
Shared Su

Erd Sup
End Class

Puc. 56 — CtpaHuua ycnewHoro 3anycka WCF-cnyx6bl

Ecnu cTpaHuua ycnewHoro 3anycka ciyx6bl He nossnseTcsi, Heobxoanmo obpaTuUTbCs
K XXypHanam Windows, rae perncrpmpytotca owmnbkm 3anycka cnyx6 m gpyrme cuctemHble
cobbiTna (cM. pasgen 7.4).

7.3. AMNopT M 3KCNOPT KOH(pUTrypaLuunm 3K3eMnJasspoB

KpunTollpo DSS no3sonseT aKCnopTMpoBaTb HACTPONKM 3K3eMNAApOoB B hann, a Takxe
UMMOPTUPOBaTb UX U3 darna. SKCNopT U UMAOPT KOHMUIYypaunmM 3K3eEMNAAPOB NpeaHa3HaveH
ONsl nepeHoca HacTpoek ¢ TectoBoro C3I1 Ha OCHOBHOM.

MMAopT n aKkcnopT KoHdurypaumm sksemnnapos HE npeaHasHauveH ans
pes3epBUPOBaAHNA HAaCTPOEK.

MMMopT 1 aKCnopT KOHMUrypaummn 3K3eMnasapoB AOCTyneH Ans ak3emnnaspos Cepsuca
Moanucu, LUeHTpa WaeHTudumkaumm wn CepBuca AyauTa nNpu NOMOLWKM KOMAHAMETOB,
npuBeaeHHbIX B Tabnunua 219.

Tabnunua 219. KomaHaneTsl 4ns MMNOpTa M 3KCnopTa KoHUrypaunm aK3eMmnaspos

KoMmnoHeHT DSS KoMmaHanerbl

Import-DssStsConfiguration
Export-DssStsConfiguration

LeHnTp NaoeHTudunkaumm

Import-DssSignServerConfiguration
Export-DssSignServerConfiguration

Cepsuc lMNMoanucum

Import-DssAnalyticsConfiguration
Export-DssAnalyticsConfiguration

CepBuc Ayauta
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Ons Kaxaoro M3 nepeyvYmncsieHHbIX 3K3eMMIsipoB K 3CMOPTY WM WUMMOPTY AOCTYMHbI
passinyHbie TuMbl KoHduUrypaumm (Habopbl HacTpoekK):

> Habopbl HacTpoek LleHTpa NaeHTudurkaumm onucaHsl B Tabnnua 220,
» Habopbl HacTpoek Cepsuca lMoanucu onmncanbl B Tabnnua 221,
» Habopbl HacTpoek CepBuca Ayauta onmcaHbl B Tabnuua 222.

MMNopT  KOHMGWUrypauuuM  3SK3eMMISipOB B HEKOTOPbIX  Clydasix
HECOBMECTUM C YXE UMEKLLUNMNCA HAaCTPOMKaMn 3K3eMnspa.

B aTom cnyuyae B Tabnuua 220-Tabnuua 222 B ctonbue «Bo3MOXHOCTb
UMMopTa Ha NpeAHACTPOEHHbIN 3K3EeMMNAAP» CTOUT 3HAK «=> C yKa3zaHueM
NPUYUHbI HECOMECTUMOCTMU.

Tabnuua 220. OnucaHme HabopoB HacTpoek ak3emnngapa LeHTpa MaeHTudurkaunm

BO3MO>XXHOCTb MMMOPTa Ha

Ha6op HacTpoek OnucaHue npeaHacCTpPOEHHbIN
3K3eMnnsp

O6wme HaCTpOMKKM aK3eMnaapa,

HaCTPOMKMN pasnMunTesibHbIX UMEH =, eC/iM eCTb
IdentityConfiguration Monb3oBaTtenen, obnactu 3aperucTpmpoBaHHble

MCNO/b30BaHUs MapKepoB nosib3oBaTenu

6e3onacHocTM.

3ape3epBupoBaHO AN ~r €CNN ecTb
IdentityProviders o 3aperncTpupoBaHHble

JanbHenLwero ncnonb30BaHus.

nosib3oBaTenu

HacTpoiiku MeToaoB ~r €CNN ecTb
AuthnMethods 3aperncTpupoBaHHble

ayTeHTudMKauum.

rnosib30oBaTenu

CryptoProviders HacTpolikn KpunTonposanaepos. +
RelyingParties HacTponkun AOoBEepPEHHbIX CTOPOH. +
OauthClients Hactpoinku Oauth-knueHToB. +
Notifiers HacTpoinkun moaynen onoseLeHus. +

HacTtpoinku cobbiTmin 1 WwabnoHos
Events pon +

cobbITni.

Tabnuua 221. OnucaHme HabopoB HacTpoek sk3emnnsapa Cepsuca MNMoanucm

BO3MO>XXHOCTb MMMOpPTa Ha

Ha6op HacTpoek OnucaHue npeaHaCTPOEHHbIN
aK3eMnnap

Configuration O6lwme HaCcTpoMKKM ak3emnnasapa. +

. o N -, €C/N ecCTb BbIMyLWeHHbIe
CryptoProviders HacTponkn KpunTonpoBanaepos.
ceptTudukaThl

HacTtpoinkun obpaboTumkoB ans
-, €eCnNn ecCcTb BbINyWeHHbIe

Enrolls reHepaumu 3anpocosB Ha !
ceptTudukaThl
cepTmndmkar.
Notifiers HacTpoikn Mogynen onoBeLLeHuns. +
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BO3MO>XHOCTb MMMOPTa Ha

Habop HacTpoek OnucaHue npeaHacCTPOEHHbIN
aKk3eMnaap

HacTtpoikun cobbitmii 1 wabnoHos

Events o
cobbITUN.

+

Tabnuua 222. OnucaHue HabopoB HacTpoek 3k3emnasipa CepBuca AyauTa
Bo3MO>XHOCTb MMNOpTA

Habop HacTpoek OonucaHue Ha NpeaHacCTPOEHHbIN
aKk3eMnaap

Configuration O6Lwme HacTpoKK .
aK3eMmnnsapa.

CryptoProviders HacTtpowiku ) .
KpUNTOonpoBanaepos.

7.4. XXypHanbl Windows

OcHoBHbIM cpeacTBoM AuarHoctmku CIOI «Kpuntollpo DSS» 4BAAOTCA XXypHasbl
Windows. [Mpu co3gaHum 3Kk3emnasapa  Kaxaoro kKomnoHeHta C3MN «Kpuntollpo DSS»
perucTpmpytoTcs aea xypHana: Admin n Operational (Puc. 57). XXypHan Admin npegHasHaueH
ana AamumHucTtpaTtopoB C3OIM «Kpuntolpo DSS». XypHan Operational npegHasHaueH ans
cbopa XypHanuMpoBaHUS MpU ANATHOCTUKE U UCMPABAEHUWN CIOXHbIX OWnNHOK. OWwWnbkm Ha
paHHMX cTaamax 3anycka C3OIM «Kpuntollpo DSS» Moryt 6bITb 3anmcaHbl B XKypHan
Mpunoxennii (Applications). WUcTouHnkoMm cobblTn B AaHHOM cny4vae 6yayTt ABAATbCA:
System.ServiceModel 4.0.0.0, ASP.NET 4.0.

iz KoHconb1 - [KopeHb koHconm\MpocMoTp cobbimuii (NlokansHeli)\KypHans! npuacxkeHnid n cayx... = | B -
ﬁ ®aiin  feiictene  Buwg  WMsBpanwnoe Oxnwo  Cnpaeka - |8 |x
e 2@ @
4 —:.'}’ Hactpaneaemeie npeactasnenina ~ | ypogews Jata v Bpema Werounmk  Kog ( ~ | | Aedctena
b Kyprianer Windows (@ Ceeaenua 10.03.2017 12:06:49 Frontend | PAdmin =~
4 L5 KypHanet npuncseruii n enyk8 | (7) Coenennn 10.03.2017 12:06:49 Frontend - or
4 [ CyptoPro (@) Ceegenun 10.03.2017 12:06:49 Frontend =
ald ?.S.'SA i ®CBEAEHHH 10.,03.2017 12:06:49 Frontend F Co..
40 Pelytics (i) Coenernn 10.03.2017 8:48:35 Frontend v W..
=] Admin <| [ [ >
5] Operational Ou... =
4 [ Frontend = Cobeirue 10002, Frontend x ¥ ou
Obne | Moapobriocr |
e [ & Ce..
5] Operational Hpeiey B .
- )
I IdentityServi O,
4 & [dentity .EW'ICE Waentndmkatop skzemnnapa: 1/Frontend.
& Admin Ernntand annlicatinn [Erantand ctartad an cita 1 80 Ha.
Q Operational 1
a SignServer Wran #yprana:  CryptoPro-DS5-Frontend/Admin H Co.
Q Adrnin | WMeTourme: Frontend lata: 1 Mp...
& Operational Kog 10002 Kareropua sagaum F Bug b
Internet Explorer
b =] Microsoft ¥poBeHe: CeegeHnA Kntoueewle cnoea: S ., Ho...
inP i hd <] [T [ > @ o6..
> — -

Puc. 57 — XypHansbl C211

7.5. )XypHanupoBaHue

CoN «Kpuntollpo DSS» no3sBonsier BeCTU >XypHasnpoBaHWE U MNPOTOKONMpOBaHUE
coobLeHnin, KoTopbiMn obMeHnBarTca Beb-knneHT n Beb-cnyx6bl CIM «Kpuntollpo DSS».

XXypHanupoBaHMe MCMNOMb3YeTCS A/S BbiBOAa MHMOPMaLUM O MOTOKE BbINMOSHEHUS U
OTAENbHbIX AENCTBUI pPa3fIMUHbIX KOMMOHEHTOB pacrnpeneneHHOro NMpuioXeHus. MexaHusm
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NpOTOKONNPOBaHMSA CoobLeHnt, B CBOKO oO4epeab, MNpeAHasHayeH ANnsi COXpaHeHus
conepXXnmoro coobueHmnii, KotopbiMn ob6MeHnBatoTCA Be6-KAMEHT 1 Beb-cnyxba.

B CoOIN «Kpuntollpo DSS» BO3MOXHOCTU >KYpHa/MpoOBaHUsA NpefocTaBisaoTCs
TexHonornen Windows Communication Foundation (WCF). OCHOBHbIMM WCTOYHMKaMM

XXYPHaInpoBaHus WCF SABIAKOTCS System.ServiceModel "
System.ServiceModel.MessagelLogging. NcTouHnK XKYPHaIMpOBaHUS
System.ServiceModel — Hanbonee o06WMII  WUCTOYHMK  XypHanupoBaHus  WCF,

3anucbiBaloLLNIA OCHOBHbIE 3Tamnbl MPUIOXKEHUS MO BceMy cTeky cBaA3n WCF: oT Bxoga wm
BbIXOJa W3 TpaHCNOpTa /A0 BX0Aa W BbIXOAA W3 MOMb30BATENbCKOr0 Koaa. MCTOUYHMK
XypHanupoBaHuna System.ServiceModel.Messagelogging 3anucbiBaeTr Bce coobuieHus,
NpoxoAsLine Yepes CUCTeMY.

C3MN «Kpuntollpo DSS» no3BoAseT HAaCTPOUTb XYpHa/IMpOBaAHWE U3 BbllleyKa3aHHbIX
WCTOYHUKOB OTAENbHO AN KaXXA0ro M3 CBOMX KOMMOHEHTOB. [Na KaxXAoro U3 MCTOYHMKOB
XKYPHaNMpOBaHMA MOXHO HacTpOUTb YPOBEHb XYPHaMPOBaHMA U NyTb K danny, B KOTOPbI
6ynetr 3anucbiBaTbCs XypHanupoBaHue. ®ainbl XYpHaMpPOBaHWSA WMEKT paclimpeHune
«.svclog», n ansa npocMoTpa Takux ¢annoB mcnonb3yeTcs nporpamma SvcTraceViewer.exe
(anctpmnbyTtue nocrasnsetcsa B coctase Windows SDK Ha oduumanbHOM carite Microsoft).

HacTpoika XypHanmpoBaHMS OCYLLECTBASAETCA C MOMOLLbIO KOMaHANETOB, BXOASALWNX B
cocTas mMoaynen CryptoPro.DSS.PowerShell.SignServer,
CryptoPro.DSS.PowerShell.Frontend.dll u CryptoPro.DSS.PowerShell.STS, B
3aBMCUMMOCTM OT KOMMOHEHTa ANs KOTOPOro BbIMOSIHAETCS HacTpokka. Bce Tpu moayns
coaep)xat OAHOTUMHbIM Habop KOMaHA 4S9 HaCTPOWKM XypHanupoBaHus. CNMCOK KOMaHA,
npueseaéx B Tabnnua 223.

ANs Kaxzaoro M3 WMCTOYHWKOB XXYpPHa/IMpOBaHUSA onpeaeneH Habop HacTpauMBaeMblX
napaMeTpoB:

» rnobanbHaa HacTporka ANs BKAOYEHUS/OTKAOUYEHUS XKYpHannpoBaHusa (C NMOMOLLbIO
koMmaHanetos Enable/Disable-DssXXXTracing);

» YPOBEHb XYypHanupoBaHus, NyTb K daniny XypHannmpoBaHUs, MaKCUManbHbIA pa3mep
ofHoro danna TpacuMpoBKWM W HaANCTpOMKa UMKAKWYecKonM nepesanucu danna
XXypHanuposaHusa (€ noMoLlbio KoMaHanetos Set-DssXXXTracing).

3necb XXX — nMs KOMMOHEHTa 4718 KOTOPOro HactamBaeTcs onoBeueHune: SignServer,
FE (Frontend), CMIS, AnalyticsService, UMS (User Management Service) nnun STS.

Tabnuua 223. Cnncok KoMaHA As1s1 HaCTPOMKU XXYPHanpoBaHus

Get-DssSignServerTracing
Get-DssStsTracing
Get-DssFeTracing
Get-DssUmsTracing
Get-DssAnalyticsServiceTracing
Get-DssCmisTracing
Set-DssSignServerTracing
Set-DssStsTracing
Set-DssFeTracing
Set-DssUmsTracing
Set-DssAnalyticsServiceTracing
Set-DssCmisTracing

BbIBECTM CNMUCOK HaCTpanBaeMbIX MapaMeTpOB.

N3MeHUTb HaCTPOMKM XypHanMpoBaHus.
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Enable-DssSignServerTracing
Enable-DssStsTracing
Enable-DssFeTracing
Enable-DssUmsTracing
Enable-DssAnalyticsServiceTracing
Enable-DssCmisTracing
Disable-DssSignServerTracing
Disable-DssStsTracing
Disable-DssFeTracing
Disable-DssUmsTracing
Disable-DssAnalyticsServiceTracing
Disable-DssCmisTracing

BKAOUNTL XXYpHannpoBaHue.

OTKNIOUYNTL XXypHaNMpoBaHue.

7.5.1. KomaHanet Set-DssSignServerTracing

KomaHonetr  Set-DssSignServerTracing no3BosiseT  YCTaHOBUTb  3Ha4YeHus
napaMeTpoB XypHanupoBaHus Cepsuca lMognuvcw.

CuMHTaKCcuc:

Set-DssSignServerTracing [-ServiceModelListenerLogFile <string>]
[-ServiceModellListenerSourcelLevel <Sourcelevels> {Off | Critical | Error |
Warning | Information | Verbose | ActivityTracing | All}]
[-ServiceModellistenerMaxLogFileSize <int>]
[-ServiceModelListenerCircularFilesCount <int>]
[-ServiceModelMessageloggingListenerLogFile <string>]
[-ServiceModelMessagelLoggingListenerSourcelLevel <Sourcelevels> {Off |
Critical | Error | Warning | Information | Verbose | ActivityTracing | All}]
[-ServiceModelMessageloggingListenerMaxLogFileSize <int>]
[-ServiceModelMessagelLogginglListenerCircularFilesCount <int>]
[-DisplayName <string>]

Tabnuua 224. NapameTpbl koMaHAaneTa Set-DssSignServerTracing

MapameTp Tun OnucaHue

OTobpaxaeMoe nms aksemnasapa
koMnoHeHTa Cepsuc MNMoanucu.
DisplayName string Ecnu 3HauyeHne He ykasaHo, bypet
MCNoNb30BaH 3K3eMnnsap,
Ha3Ha4YeHHbIN MO YMOJIYaHULO.

MNyTb K danny xxypHanmposaHus 13
WUCTOYHMKa ServiceModel.

ServiceModelListenerLogFile string

YpOBEHb XYpPHaNNpoBaHMS U3
MCcToYHMKa ServiceModel.

MakcmManbHbI pasmep daiina
XKYPHaNMpPOBaHUSA U3 UCTOYHMKA

ServiceModelListenerMaxLogFileSiz int ServiceModel (B 6ariTax).

e Pasmep daiina xypHannposaHus
MOXET NMpUHUMaTb 3Ha4YeHne oT
~5Mb go ~50Mb.
MakcmManbHoe KoIM4ecTBo
co3paBaeMbix dalinos
XKYPHaNMpoBaHUSA OT NUCTOYHMUKA

int ServiceModel. Ecnn 3Ha4eHune
BbiCTaBneHo B 0, TO KONMYECTBO
co3gaBaembix annos
XXYPHaNMpOBaHMS He OrpaHUYeHo.

ServiceModelListenerSourcelLevel Sourcelevels

ServiceModellListenerCircularFilesCo
unt
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MapameTp Tun OnucaHue

MyTb K dhanny XXypHainpoBaHus U3
string MCTOYHMKA
ServiceModelMessagelogging.
YpOBeHb XypHasMpoBaHUs 13
SourcelLevels WCTOYHMKA
ServiceModelMessagelogging.
MakcmManbHbIM pasmep daiina
XXYPHaAIMPOBaHNSA U3 UCTOYHMKA
ServiceModelMessagelogging (B
int 6anTax). Pasamep danna
XXYPHaIMpoBaHUS MOXeT
NMPUHMMATb 3Ha4YeHne ot ~5Mb ao
~50Mb.
MakcuManbHOe KOSIMYeCcTBo
co3aaBaembix annos
XKYPHaAMpoOBaHUSA OT NCTOYHMKA
int ServiceModelMessagelogging. Ecnu
3Ha4yeHue BbicTaBsieHo B 0, TO
KOSIM4YeCTBO co3paBaeMblX hanios
XYPHaA/IMPOBaHNA HE OrpaHM4YeHo.

Sourcelevels — nepeyncneHne ypoBHen XXypHaanpoBaHus, NnpuHnUMaloLee 3HauyeHus
All, Off, Critical, Error, Warning, Information, Verbose, ActivityTracing. Bbonee
noapobHy nHpopMaunto 0 4aHHOM MepevYncsiEHNM MOXHO y3HaTb Ha cante MSDN.

ServiceModelMessageloggingListen
erLogFile

ServiceModelMessageloggingListen
erSourcelevel

ServiceModelMessageloggingListen
erMaxLogFileSize

ServiceModelMessageloggingListen
erCircularFilesCount

MapameTpbl ServiceModelListenerCircularFilesCount n
ServiceModelMessagelLogginglListenerCircularFilesCount onpegensitor  KonnyecTteBo
co3gaBaeMblX (ansioB XypHanupoBaHuA. 3HauveHue <«0» [aHHbIX MapaMeTpoB O3HauvaeT
OTCYTCTBME OrpaHM4yeHuss Ha KOJIMYEeCTBO co34aBaeMbiX ¢alnoB >XypHanupoBaHud. [lo
OOCTUXEHUIO MaKCUMaJsibHOro pa3Mepa danna (onpepensetcs napaMeTpamu
ServiceModelMessagelLogginglListenerMaxLogFileSize n
ServiceModellListenerMaxLogFileSize) 6yner co3gaH HoBbIi dakn, B KOTOpbIl B
AanbHenweMm  6yaeT  NpoAaoskKaTbCsA  3anMWUCb  XypHanupoBaHus. [py  AOCTUXEHWUU
MaKCMManbHOro Konu4yectsa annoB XypHanaunpoBaHUSA 3anuMcb BHOBb HA4YHETCSA C MepBOro
danna.

K MOMEHTY BK/IOYEHUS XXYPHanMpoBaHMS KaTanor Ans 3anucu dannos
XXYPHanNMpoBaHUA [O/DKEH cyuwecTtBoBaTb. B npoTuBHOM cnydyae npu
3anycke Cepswuca NMpoBepku MNoanncu npomsongeT Kputnyeckas owmnbka.

YuéTtHon 3anucu Cepsuca lNMposepkn Moanuncm TpebyeTcsa BblAaTh Nnpasa
Ha 3anuCb B yYKas3aHHbI KaTanor.

KomaHaneTsl Set-DssFETracing, Set-DssAnalyticsServiceTracing, Set-
DssCmisTracing, Set-DssUMSTracing n Set-DssStsTracing pa6botatoT aHanornm4yHo.

7.5.2. Komanpnet Get-DssSignServerTracing

Komananetr Get-DssSignServerTracing no3BO/SISET BbIBECTM HA 3KpaH 3Ha4deHus
napaMeTpoB XypHanupoBaHus Cepsuca lNMognucw.

CuHTakKcuc:

Get-DssSignServerTracing [-DisplayName <string>]
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KomaHaneTsl Get-DssFETracing, Get-DssAnalyticsServiceTracing, Get-
DssCmisTracing, Get-DssUMSTracing n Get-DssStsTracing pa6oTatoT aHa/iorM4yHo.

7.5.3. KomaHanet Enable-DssSignServerTracing

KomaHanetr Enable-DssSignServerTracing Bknawo4yaeT XxypHanuposaHue CepBsuca
Moanucw.

CuHTakKcuc:

Enable-DssSignServerTracing [-DisplayName <string>]

KoMaHnaneTbl Enable-DssFETracing, Enable-DssAnalyticsServiceTracing,
Enable-DssCmisTracing, Enable-DssUMSTracing 1 Enable-DssStsTracing pa6oTtatoT
aHanorm4yHo.

7.5.4. Komanpnert Disable-DssSignServerTracing

Komananet Enable-DssSignServerTracing oTk/ito4yaeT XypHanupoBaHune Cepsuca
Moanuncu.

CuHTakKcuc:

Disable-DssSignServerTracing [-DisplayName <string>]

KomaHaneTsl Disable-DssFETracing, Disable-DssAnalyticsServiceTracing,
Disable-DssCmisTracing, Disable-DssUMSTracing n Disable-DssStsTracing pa6otator
aHa/10r’M4Ho.

7.5.5. Mpnmep PowerShell-cueHapua Ana HaCTpOUKM
XypHanumpoBaHusi Cepsuca NMNoanucm

[aHHbI cueHapuii 3aaéT HeobXoaMMY0 HACTPOMKY XYpHanMpoBaHUS KOMMOHEHTA
Cepsuc TlMopgnucn. [Onsa Beb-uHtepdenca [Monb3osatens, Cepsuca Ayauta, Cepsuca
ynpasneHus [lonb3oBatenamm u LleHTpa WaeHTuduWKauMm HaCTpolhKa >XypHanuMpoBaHUS
BbIMOJIHSETCA aHa0rM4HoO.

# HacTpoika mapaMeTpoOB XypPHAJIMPOBAHMUSA

Set-DssSignServerTracing

-ServiceModellListenerLogFile "C:\DssLogs\ss_ trace.svclog"
-ServiceModellListenerSourcelevel All
-ServiceModellListenerMaxLogFileSize 10000000
-ServiceModelMessageLoggingListenerLogFile "C:\DssLogs\ss msg.svclog"
-ServiceModelMessagelLoggingListenerSourcelLevel All
-ServiceModelMessagelLoggingListenerMaxLogFileSize 10000000
-ServiceModellistenerCircularFilesCount 10
-ServiceModelMessagelogginglListenerCircularFilesCount 10

# BKJIOUEHME XYPHAJMPOBAHUS
Enable-DssSignServerTracing
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CBEAEHUA O PASPABOTHYUKE

KomnaHua Kpuntollpo co3gaHa B 2000 roay m B HacTosilee BpeMs 3aHUMMaET
avaupylowee roJsioXKeHMe Mo pacrnpoCcTPaHEeHUID CpeacTB Kpuntorpaduyeckon 3aluThbl
MHpOpMaUNM N 3N1EKTPOHHOM LMdpPOBOK NOAMNCHK.

OCHOBHOE HanpaBieHuMe AesiTeNbHOCTM  KOMMaHuu -  pas3paboTka cpeacTs
Kpuntorpadguyeckon 3awntbl MHDOpMaunm n passutne MHdpacTpyktypbl OTKpbITbIX Kritouen
(Public Key Infrastructure) Ha ocCHOBE WMCMNOSIb30BaHUSA MeXAYHapOAHbIX peKoMeHAaUWn u
POCCUNCKNX KpunTorpadruyecknx aaropuTtMosB.

KomnaHusa paspaboTana nonHbIi CNEKTP NPOrpaMMHbIX M annapaTHbIX NPOAYKTOB AN
obecrneyeHms LeNoCTHOCTM, aBTOPCTBA U KOHPUAEHUNANbHOCTN nHdopMaunm C NpUMEHEHNEM
3N u wndpoBaHUs AN UCNONb30BaHMA B pasaundHbix cpegax (Windows, Unix, Java). Hosoe
HanpasneHune NPOAYKTOB KOMMNaHUn - nporpaMmMHo-annapaTHble cpeacTtea
Kpuntorpadguyeckon 3awuntbl MHHOPMaAUMM U UCMONb30BaHMEM cMapT-kapT u USB knwouen,
MO3BOJIAOLWMX CYLLECTBEHHO NOBbICUTb 6€30NaCcHOCTb CUCTEM, MCMOoNb3ytowmx M.

KomnaHnua Kpuntollpo saensgetca pa3paboTynkoM 1 NoCTaBLUMKOM CPEACTB NPUMEHEHUS
3l B aBTOMaTU3NpPOBaAHHbIX NHHOPMALMOHHBLIX cMcTeMax. Kpome 3TOro, KOMNaHuUs okKasbiBaeT
KOHCY/bTauUMOHHbIE yCnyrn no obecnevyeHuto AedATeNbHOCTU YAOCTOBEPSIOWMX LEHTPOB U
npuMeHeHntio 3l B aBTOMAaTU3UPOBAHHbLIX MHMOPMALMNOHHLIX CUCTEMax MpeanpusaTUi
pasnyHbiX GopM CO6CTBEHHOCTM.

YpocTtosepsawowmn  LeHTp kKoMmnaHuum Kpuntollpo npeaocTtaBnseTr opraHusaumsam
(ropuaAnyeckMM nuuam) ycrayrm no U3roTOBJSIEHUIO W YNpPaB/iEHUI0 OTKPbITbIMM U 3aKPbITbIMU
knwodamm [onb3oBaTtenen WMHGPOPMAUMOHHBIX CUCTEM, BKAKOYas npoueaypy nogadn wu
06paboTkn 3anpocoB Ha cepTuduKaTbl, BepudUKaUMO 3anNpocoB Ha cepTuduKaThl,
dopMupoBaHua cepTudUKATOB, UX MNOJYYEHUS, MWCMNOAb30BaHUA W OT3bIBa. Takxe
YAOCTOBEPSAWNM LEHTPOM MPeAoCTaBAATCS WHblE CEPBUCHbIE (YHKLWU, CBS3aHHblE C
MCNONb30BaHNEM 3NEKTPOHHbIX Moanucen, wndposaHneMm, obecnedyeHMeMm 31EeKTPOHHOro
OpUaAnNYEeCcKn-3HauYMMoro gokymeHToobopoTa.

KoHTaKTbI:

000 «KPUMTO-TMPO»

127018, Mocksa, yn. Cywésckun Ban, 18
TenedoH: (495) 995 4820

dakc: (495) 995 4820

URL: http://www.CryptoPro.ru

E-mail: info@CryptoPro.ru
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