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PacwmpeHHass Bepcusi cTaHpapTa 371eKTpoHHon noanucn CMS (CMS
Advanced Electronic Signatures)

CepBuCbl B3auMMOAENCTBMSA NpuM  ynpaBaeHun koHTeHTOoM (Content
Management Interoperability Services)

Cnuncok ot3biBa cepTudukatos (Certificate Revocation List)
Kpuntonposaigep (Cryptographic Service Provider)

AnnapaTHbIi MOAyAb cucTeMbl 6e3onacHocTn (Hardware security module)
anropuTM 3almLLEeHHON ayTeHTudmKaumm C MCMo/Ib30BaHMeEM
oaHopasoBoro napons. (HMAC-Based One-Time Password Algorithm)
Habop cepBepos oT koMnaHuu Microsoft (Internet Information Services)
Habop anroputmMoB ayTeHTMdMKAUMM C MCMNONb30BaHMEM OAHOPA30BbIX
naponen

OTKpbITbIMA MPOTOKO/ aBTOpM3auuW, KOTOPbIA MNO3BONAET MnpeaoCTaBuTb
TpeTbel CTOPOHEe OrpaHW4YeHHbIn AO0CTyN K 3awWuWéHHbIM pecypcam
Monb3oBaTtens 6e3 HeobxooMMOCTM nepepaBaTb €l (TpPeTbel CTOPOHE)
normH n naposnb (Open Authorization)

lMpoTokon nony4deHus craTtyca ceptudumkaTta B peanbHOM BpeMeHun (Online
Certificate Status Protocol)

Maponb, AENCTBUTENbHbLIA TOMbKO A8 OAHOrO ceaHca ayTeHTudukauum
(One-Time Password)

ApPXUTEKTYPHbIN CTWU/b MNOCTPOEHUS  pacnpeneneHHOro  MpUNOXKeEHUS
(Representational State Transfer)

PekomeHpaums Internet Engineering Task Force (Request for Comments)
SA3bIK pa3MeTKM aeknapaumm 6e30nacHOCTU, A3blK pa3METKM, OCHOBAHHbIN
Ha a3blke XML (Security Assertion Markup Language)

MpocTon npoTokon goctyna Kk obvektaM (Simple Object Access Protocol)
MpoTokon 3awmTbl cokeToB (Secure Sockets Layer)

MpoToKON 3aWnTbl TPAaHCNOPTHOro YpoBHSA (Transport Layer Security)
OATH-anropnt™M co3gaHuMsi OAHOPAa30BbIX MNaponen AN 3aluleHHON’
ayTeHTMdMKaumMM, reHepupylwmin naposab Ha ocHoBe BpeMeHu. (Time-
based One Time Password Algorithm)

EanHbin ykazatenb pecypcos (Uniform Resource Locator)

MporpaMMHbIi dpenMBOPK, MUCMOAb3yeMbIN Ans obMeHa AaHHbIMW MeXAay
npunoxenmammn, Bxoasawmm B coctaB .NET Framework. (Windows
Communication Foundation)

MexceTeBoOM aKpaH

ABTOMaTU3MpPOBaHHOE pa6oqee MECTO
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TEPMWHDbI U ONPEAENEHUA

DNeKTpoHHasa NoAnuch

Ceptudukar
OTKPbITOro KJtou4a

KBanuduumpoBaHHbI
cepTuduMKaT OTKPbITOro
KJroya
(kBannduUUMpoBaHHbIN
cepTudukar)

Bnageneu
ceptTudukaTta
OTKpPbITOro Kfato4a

3aKpbITbIM K/ItOY

Kntou 3NEKTPOHHOM
noanucu
Kniou NnpoBepKM

3N1EKTPOHHOM NOAMUCHK

Y[oCToBEPSAIOLWNIA
LeHTp

CpeacrtBa 3/1eKTPOHHOM
noanucu
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MHMOpMaUna B 31eKTPOHHON hopMe, KOTopast NpucoeamHeHa
K Apyrow MHGopMauumn B 3/1IEKTPOHHOM dopme
(noannceiBaemMon nHdopMaumm) nanm nHbIM ob6pasoM CBsizaHa
C TakoM wuHdopMaumen wun KoTopas WCNOoNb3yeTcs Ans
onpeaeneHns nuua, NoANMUCbIBatoLWwero MHgopmauuio.

SNEKTPOHHbIA UK ByMaxKHbIi  AOKYMEHT, CoAepXXaliui
OTKPbITbIN K/OY, MHOPMaLMIO 0 BlagenbLe Ktoda, obnactu
NPUMEHEHUS  KJo4Ya, NOAMUCAHHbIN  BbIAABLIMM  €ro
YpocTtoBepstowmM LLEHTPOM n noaTBepXXaatoLwmni
NPUHaAIEXHOCTb OTKPbITOro Kjtova BlagesnbLuy.

ceptudumkar OTKPbITOro KJtoua, BblAaHHbIN
aKKpeaMTOBaHHbIM yOOCTOBEPSOLWMM LEHTPOM nnu
[OBEPEHHbIM JIMLOM aKKpPeAUTOBaHHOIo yAOCTOBEPSHOLEro
ueHTpa nubo deaepanbHbIM OpPraHOM UWCMNOJIHUTENbHOWN
BNacTW, YMOJIHOMOYEHHbIM B cdepe MCNoab30BaHUS
3/1EKTPOHHOM noanucu.

NINLO, KOTOPOMY B YyCTaHOBNeHHOM ®defepasibHbiM 3aKOHOM
(N963-03 or 06.04.2011 r. «O6 371eKTpOHHOW MoaNUCK»)
nopsiike BblAaH CcepTUdMKAT OTKPLITOro Kitoua.

YHUKabHas nocneaoBaTeNbHOCTb CMMBOJIOB,
npeaHasHauyeHHas ansa WwndbpoBaHus.
YHUKabHas nocneaoBaTeNbHOCTb CMMBOJOB,

npeaHa3HayeHHasi ANsa CO34aHUA 3NEKTPOHHOM noanucu
YHUKanbHas nocneaoBaTeslbHOCTb CMMBOJIOB, OAHO3HAYHO
CBA3aHHass C  KJ/KOYOM  SJIEKTPOHHOW  moalucu U
npeaHa3HayeHHas AJs1s NpoBepPKN NOAAMHHOCTU S/TIEKTPOHHOM
noanucu.

topnanyeckoe nvuo nnm WHAUBUAYANbHbLIN
npeanpuHuUMaTensb, ocylecTeasowmne dyHKUUN no
CO3[@aHMI0 U Bblaaye cepTUdUKaATOB OTKPbITbIX KO4Yen, a
TakXe WHble @YyHKUWK, npeaycMoTpeHHble deaepanbHbIM
3akoHOM N963-03 or 06.04.2011 r. «O6 31eKTpOHHOM
noanucu».

WwndposanbHbIe (kpunTorpacdudeckme) CpeAacTBa,
ucnonb3lyemble And peanu3aumm xoTa 6bl  ogHOM U3
cnepywwmx @QyHKUUA - CO34aHWE INEKTPOHHOM noAanucH,
npoBepka 3MNeKTPOHHOM NOAMNUCK, CO3AaHME 3aKpbITOro u
OTKPbITOro KJIlO4eMn.
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1. AHHOoTaAuUuMSA

HacToawmi oKyMeHT coaepxuT PykoBoacTBo AaMnHuctpatopa Cepsepa DNeKTPOHHOM
Moanuncm (C3M) «Kpuntolpo DSS». C3MN «Kpuntollpo DSS» mucnonb3yetca Ans Co3haHus
3NEKTPOHHOM noanucu, WwudpoBaHMSA [OKYMEHTOB, a TakXxe Ans UeHTpasn30BaHHOIo
3alMWEHHOIO0 XPaHEHMS 3aKpbITbiXx Kaoder [lonb3oBaTenen. [Ona xpaHenms B CII
cepTndUKaTOB M 3aKpbITbiX Kto4deln lMonb3oBaTtesnen B 3awmM@poBaHHOM BUAE, @ Takxe Ans
peanusaummn Kkpuntorpadunuecknx onepaunii ncnonbsyercs [MNAKM «Kpuntollpo HSM».

JOKyMeHT npegHa3sHayvyeH A/ CUCTEMHbIX aAMUHUCTPaTopoB 1 AaMuHucTpaTopos C3I1
KaK pyKOBOACTBO MO yCTaHOBKe U KoHdurypuposaHumio CIM «Kpuntollpo DSS».

[aHHbIi [OKYMEHT, BKAtoYas noabop W pacnonoXeHue WAAICTpauui U MatepuanoB B HEM, SABNSETCSH
06bEKTOM aBTOPCKMX MpaB W OXpaHSeTCs B COOTBETCTBMWM C 3aKoHoAaTenbCTBOM Poccuiickon Odenepaumu.
Ob6napaTeneM UCKIKUYUTENbHBIX aBTOPCKMX U MMYLLeCTBEHHbIX nNpaB aBnsetcs 000 «KPUMTO-MPO» Ucnonb3oBaHue
3TUX mMaTepuanos nbbiM cnocobom 6e3 NMMCbMeHHOro pa3pelleHns npaBoobnagaTens 3anpewweHo U MOXeT NoBeYb
OTBETCTBEHHOCTb, NMPEeAyCMOTPEHHYIO 3aKoHOAATenbCcTBoM PD. WMHdopMmaums, npuseaéHHas B AAHHOM AOKYMEHTe,
npeaHasHayeHa UCKIKYUTENBHO AN 03HAaKOMJIEHUSA U He SBNseTCsa ncyepnoiBatowen. CoctaB NpoAyKTOB, KOMMOHEHT,
nx MYHKUUM, XapaKTePUCTUKKN, BEPCUU, AOCTYMNHOCTb M NMp. MOryT 6biTb M3MeHeHbl koMnaHmnen 000 «KPUMTO-MPO»
6e3 npeaBapuTenbHOro yeefoMseHus. Bce ykasaHHble AaHHble O XapaKTepuCcTMKaxX MpoAyKTOB OCHOBaHbl Ha
MeXAyHapOAHbIX UM POCCUICKMX CTaHAApPTaxX W pe3ynbTaTax TeCTUPOBaHUSA, NONYYEHHbIX B HE3aBUCUMbIX TECTOBbIX
nnun cepTudmKaLMoHHbIX nabopaTopusax, MMbo Ha NPUHATLIX B KOMMaHMM MeToAauKkax. B AaHHOM AOKyMeHTe KOMNaHus
000 «KPUMTO-MPO» He npeaoCTaBAsieT HUKAKUX HWU SIBHbIX, HXU NoApa3yMeBaeMbiX rapaHTuii. Bnagenbuem ToBapHbIX
3HakoB KpunTtolpo, KPUMTO-MPO, norotunoB v npaBoobnagaTeneM WCKAKUYUTENbHbIX MNpaB Ha WX AU3alH w“
MCNosb30BaHWe, MNaTeHTOB Ha cooTBeTcTBylWMe npoaykTbl ssnsetrca 000 «KPUMTO-MPO». HassaHua npo4ymx
TEXHONOrNI, NPOAYKTOB, KOMMNAaHWNA, YNOMUHAKOLWMNXCA B AaHHOM AOKYMEHTE, MOryT SBAATbCS TOBapHbIMU 3HaKaMu
CBOMX 3aKOHHbIX Bnagenoues. CBeaeHNs, NpuBeAEHHbIE B JaHHOM AOKYMeHTe, akTyasbHbl Ha AaTy ero nybnunkauuu.
Mpn nepenevaTke M UCMOAb30BaHUM AaHHbIX MaTepuanosB nM6o Nboi nx vyactm ccbiikm Ha 000 «KPUMTO-MPO»
obsa3aTenbHbl.

© 2000-2018, 000 «KPUMNTO-NMPO>» Bce npaBa 3alyMLLEHbI.
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2. CucremMtublie TpeboBaHus

2.1. TpeboBaHuA K annapaTtHoMy obecne4yeHuio

AnnapaTHble TpeboBaHMSA K TEeXHUYECKUMM CpeacTBaM, Ha KOTOpbIX pa3MelaroTcs
nporpamMMHble  KoMnoHeHTbl C3I  «Kpuntollpo DSS», 3aBucaAT OT  KOAM4YecTBa
3aperncTtpmpoBaHHbiX [onb3oBatenen u TpeboBaHM MO NPOU3BOAUTENBHOCTU BCEro
KOMreKkca.

B Tabnuua 1 npuBeaeHbl MUHUManbHble TpeboBaHMSA K TEXHUYECKMM CpeacTBaM,
KoTopble obecneunBatoT ycTaHOBKY KoMnoHeHToB C3IM 1 nx paboty npmn 1000 MNMonb3oBaTenax:

Tabnuua 1. TpeboBaHmnsa K annapaTHOMY obecneyeHuno

O6opynoBaHue MuHunManbHble TpeboBaHun

LleHTpanbHbIn 64-pa3paaHblii ABYXbAAepPHbIA NPOLECCOpP C TaKTOBOM 4acTOTOM
rnpoweccop 1,86 I1Tu.
OnepaTuBHas
P 4 6 03Y.
namaTb
XXecTkumin guck 4 'b cBoboagHOro mecra.
OanH ceTeBol aganTep, COBMECTUMbINA C ONEepaLMOHHON CUCTEMOM
CeTeBble aganTepsbl . .
KOMMblOTEpaA, 4S9 B3aUMOAENCTBMSA C BHYTPEHHEN CETbIO.

2.2. TpeboBaHus K nporpaMMHOMY obecneyeHutro

B Tabavua 2 ykasaHbl NpeabsaBfsieMble K NporpaMMHOMy obecrneyeHuto TpeboBaHus. Ha
nepecevyeHunsix cTtpok ¢ MO 1 cTon6uoB C ykasaHneM KoMnoHeHTa Kpuntolpo DSS cTouT 3Hak
«+» B C/ly4yae HeobxoAMMOCTH ycTaHoBKK MO, n «-» B NPOTUBHOM Cllyyae.

Mpu TectuposaHun Kpuntollpo DSS MoxHO ncnonssosatb CYBJ MS SQL
Express, ogHako npwu akcnjayaTauum Heobxoammo mcnonb3osatb CYB[
Microsoft SQL Server 2008 R2 u Bbiwe. B koMnnekT nocrasku C3MM
«Kpuntolpo DSS» BxoauT Tonbko AucTpubytme Microsoft SQL Server
Express 2008 R2.

Tabnunua 2. TpeboBaHMS K nporpaMMHOMY obecrieveHmnio

CepBuc LeHTp Be6- o

H nHTepdenc (of=15]:1"[o
assanHue foann  MWpentndpuka o - - on Ayauta

cun uumn
Windows +, Kpome
Server 2008 Wlindows
R2/2012/20 + + + + Server 2008
12R2 R2
(x64)/2016
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Be6-
nHTepdgemnc

CepBuc LleHTp
HasBaHue Moann WpaeHTUhUka

Monb3oBaten
cu umn

Microsoft
SQL Server
2008
R2/2012/20
14/2016/20
17

+ (Internal
+ - - - Interaction
Server)

Kpuntollpo
HSM Client

2.3. Tpe6oBaHua kK komMnoHeHTamM OC, ycTaHOBJIEHHOM
Ha Beb-cepBepe

Ona dyHKUMOHMPOBaHMA Bcex KoMMoHeHToB C3IM «Kpuntollpo DSS» Heobxoauma
ycTtaHoBka Microsoft Internet Information Services (IIS). Ana pasnuyHeix OC Heobxoanma
yCTaHOBKa M HacTpoliKa KOMMOHEHTOB, OMMUCaHHbIX HUXE.

Microsoft Windows Server 2008 R2

Ona HacTponkun paboTbl Beb-cepBepa Heobxoaumo yctaHoBuTb Microsoft Internet
Information Services 7.5. B Mactepe pobasneHus ponein M KOMMOHEHTOB HeobxoauMmo
nobasnTb cneayowme ponn seb-cepsepa 1IS:

ASP.NET;

Pacwunpsemocts .NET (.NET Extensibility 4.5);
PacwmnpeHuns ISAPI (ISAPI Extensions);

®unbTpbl ISAPI (ISAPI Filters);

CraTnueckoe cogepxumoe (Static content);
dunbTpauma 3anpocos (Request Filtering);

KoHconb ynpasneHus IIS (IIS Management Console).

YV VYV VYV VY

Microsoft Windows Server 2012 un 2012 R2

Ons HacTpoikn paboTbl Beb-cepBepa Heobxoammo yctaHoBuTb Microsoft Internet
Information Services 8. B Mactepe pnobaBneHuss pone M KOMMNOHEHTOB Heobxoammo
nobasutb cnegytowme ponn seb-cepsepa IIS:

ASP.NET 4.5;

Pacwupsemoctb .NET (.NET Extensibility 4.5);
Pacwunpenuns ISAPI (ISAPI Extensions);

Ounbtpbl ISAPI (ISAPI Filters);

Cratudeckoe cogepxmnmoe (Static content);
dunbTpauma 3anpocos (Request Filtering);

KoHconb ynpasnexus IIS (IIS Management Console);
JononHutenecHble cnyxbbl .NET Framework 4.5;
AkTmBauusa no HTTP (HTTP Activation).

VVYVVYVYYVYYVY
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3. PasBepTtbiBaHue Kpuntollpo DSS

B paHHOM pasgene onucbiBaeTcs passepTbiBaHne CIIM «Kpuntollpo DSS». [Ons
BbIMOJIHEHUS pa3BepTbiBaHMa CII «C Hyna» Heo6XoAMMO BbIMOMHUTL CeayloLWme Wwaru:

1. Pa3BepTbiBaHWe Beb-cepBepa.

2. YcraHoBka Kpuntollpo DSS wn gononHutensHoro MO (BkAOYas aBTOMaTU4YeCKYH
YyCTaHOBKY C gucka Microsoft .NET Framework sBepcun 4.6.1 n PowerShell Bepcun
3.0).

YctaHoBka NMAKM «Kpuntollpo HSM».,

PaseepTbiBaHne LINA.

PaseepTbiBaHne Cepsuca lNoanucu.

PaszBepTbiBaHne Beb-nHtepderica Nonb3oBaTtens (nNpu Heob6xoaAnMoCTH).
PaseepTbiBaHne CepBuca Ayamta (Npm HeobxoaAMMOCTH).

PazBepTbiBaHMe myDSS (npu HeobxoanmocTtn).

PazBepTbiBaHMe 6a3 gaHHbiX cnyx6 (npu mcnonb3oBaHum anst C3M HECKONbKUX
cepBepoB).

© R NOU AW

3.1. PasBepTbiBaHue Beb-cepBepa

B A4aHHOM pa3gene onucbiBaeTcss HaAcTpolika KOMMOHeHTOB W ponei Internet
Information Services ana OC Microsoft Windows Server 2008 R2, 2012, 2012 R2.

3.1.1. PasBepTtbiBaHne Beb-cepBepa Ha OC Microsoft
Windows Server 2008 R2

Ona HacTponkun paboTbl Beb-cepBepa Heobxoaumo yctaHoBuTb Microsoft Internet
Information Services 7.5. B Mactepe pnobasneHus poner M KOMMNOHEHTOB Heob6xoAuMMO
nobasuTb cnegyowme ponn Beb-cepeepa IIS:

ASP.NET;

Pacwupsemoctb .NET (.NET Extensibility 4.5);
PacwunpeHuns ISAPI (ISAPI Extensions);

Ounbtpbl ISAPI (ISAPI Filters);

CraTtudeckoe cogepxunmoe (Static content);
Ounbtpaumsa 3anpocos (Request Filtering);

KoHconb ynpasneHusa IIS (IIS Management Console).

VVVYVY VYV VY

Ecnun ycraHoBka Microsoft .NET Framework 4.5.1 npoucxoanna no
yctaHoBku ponu IIS, To nocne gobasneHusa gaHHoM ponan Heobxoammo B
KOMaHAHOW CTpOKe BbINOJHUTb KOMaHAy (B 0AHY CTPOKY):

Swindir$\Microsoft.NET\Framework64\v4.0.30319\aspnet regiis.
exe —iru

3.1.2. PazBepTbiBaHne Beb-cepBepa Ha OC Microsoft
Windows Server 2012

Onsa HacTponkn paboTbl Beb-cepBepa Heobxoaumo yctaHoBuTb Microsoft Internet
Information Services 8. B Mactepe pobaBneHunss ponelm u KOMMNOHEHTOB Heobxoammo
nobaBuTb cneayoulee:
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VVVYVYVVYYVYVYYYVY

YV VYV V

KOMMOHEeHTbI

Cnyx6a aktmBauumn npoueccos Windows:

o Mogenb npouecca;
o API KOHuUrypaumm;

®yHkumm .NET Framework 4.6:

o .NET Framework 4.6
ASP.NET 4.6

Cnyx6bl WCF:
o AkTuBauua no HTTP

Mnatdopma .NET 3.5.

Cny»x6b1 ponein

OunbTpauma 3anpocos;
BeneHuve xypHana;
CraTnuyeckoe cogep>xmmoe;

Pacwunpsiemoctb .NET (.NET Extensibility 4.5);

PacwupeHnsa ISAPI (ISAPI Extensions);
OunbTpbl ISAPI (ISAPI Filters);

CraTtudeckoe cogepxmnmoe (Static content);
Ounbtpaums 3anpocos (Request Filtering);
KoHconb ynpasneHus IIS (IIS Management Console).

3.1.3. PasBepTtbiBaHne Beb-cepBepa Ha OC Microsoft

Windows Server 2012 R2

Ona dyHKUMOHMpOBaHUSA Bcex KoMmnoHeHToB C3I1 «Kpuntollpo DSS» Heobxoanma
yctaHoBka Microsoft Internet Information Services (IIS) 8. B Mactepe gobasneHuns poneun u
KOMMNOHEHTOB Heobxoanmo aobaBuTb cnepyowme ponn Beb-cepeepa IIS:

ASP.NET 4.5;

Pacwupsaemoctb .NET (.NET Extensibility 4.5);

PacwupeHnsa ISAPI (ISAPI Extensions);
Ounbtpbl ISAPI (ISAPI Filters);

YKasaHHbIe pONM HaXOASATCA B pasfene «Beb-cepsep

Paspaborka npuioxeHmii» (CM. Puc. 1).
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4 [m] Beb-cepeep (IIS) (YcranoeneHo 14 w3 43)
4 [m] Bet-cepeep (Ycranoeneno 13 us 34)
b [m] BesomacHocTs (YetaHoeneHo 1wz 9)
b [m] WcnpaeHocTs v gvardoctvka (Yoranoeneno 1 vs 6)
b [E] Ofume dyrprpa HTTP (Yeranoeneno 4 sz 6)

1R pouzEcguTencHocTE [YoraHoeneHo 1 us 2)

4 [m] Paspatotka npunoxennid (Yeranoenedo 6 us 11)

] Asp

w| ASP.MET 3.5 (¥cTaHoBn2HO)

e —

[] cal
[] Brneouenna Ha cropoHe cepsepa (551)

[] Wruyuanmzauus NpUAoHEeHNA

] Npotokon WebSocket

| Pacwupenua ISAPI (¥cranosneHo)
v Pacwumpaemocts NET 3.5 (Ycranosneno)
| Pacwupremocts NET 4.5 (YcraHosnero)

v| TuneTpe ISAP] (Yoranoeneno)

Puc. 1 — Hactpoitka poneii Beb-cepsepa IIS (1)

» Cratnyeckoe cogepxummoe (Static content);

YKasaHHada posjib HaxoauTcsa B pa3jene «Beb-cepreep (IIS) — Beb-cepBep — OCume
byuxurm HTTP» (cM. Puc. 2).
4 [m] BeB-cepeep (IIS) (¥craHoeneHo 14 13 43)
4 [m] Beb-cepeep (Ycranosnero 13 us 34)
I [m] BesonacHocom (Yeranoeneno 1wz 9)
B [m] WMenpaeHocts v gwarHoctyka (Yeranoeneno 1 us 6)

FRRIROGwwe dyrxan HTTP (Yoranosneno 4 vs 6)

V| lokyment no ymonuarmo (YcraHosnero)

v| CBzop katanora (Y¥cTaHOBNEHD)

v| Clwwbew HTTP (¥cranoeneno)

| Cratuueckoe cogepxumos (YeTaHoeneHo)
[] Nepenanpasnenne HTTP

] MyGamkauymns WebDAY

Puc. 2 — Hactpoiika poneii Beb6-cepsepa IIS (2)

»  OunbTpaumsa 3anpocos (Request Filtering);

YKaszaHHasa posib HaxoauTca B pas3pene «Beb-cepeep (IIS) — Beb-cepBep —

BeszonacHocTbs» (CM. Puc. 3).

4 [m] Bet-cepeep (lI5) (¥cranoeneno 14 13 43)
4 [F] Beb-cepeep (Ycranosneno 13 us 34)

PR IBE==onactocs (Yoranosnerno 1 ws 9

v| DuneTpauus sanpocos (YoranoeneHc)

Puc. 3 — HacTtpownka ponein Beb-cepsepa IIS (3)
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> KoHconb ynpasneHnus cnyxb6amu IIS (IIS Management Console).

YKazaHHas posib HaXoaAuTCsa B pasgene «Beb-cepreep (IIS) — CpemcTBa yHIpaBJIeHUS
— KoHcomb ymnpabjenus ciayxbamu IIS» (cM. Puc. 4).

4 [m] BeB-cepeep (IIS) (¥cTanoeneno 14 13 43)

IWEC6-cepeep (YoraHosneno 13 us 34
[ ] FTP-cepsep
4 (|| Cpepctea ynpaeneHua (Ycranoenerdo 1 w3 7)

v| KoHcone ynpasnedua crysbamu IS (Yoranosnenc

Puc. 4 — Hacrtpownka ponen Beb-cepsepa IIS (4)

Takxe HeobxoaumMo BbibpaTb W YCTAaHOBWUTbL cledywowme KOMMoHeHTbl IIS:
JononHutenbHble cnyx6bl .NET Framework 4.5:

» AkTuBaums no HTTP (HTTP Activation).

YKazaHHbI1 KOMMOHEHT HaxoAUTCA B pasgene «KoMOoHeHTH — OyHKUUM .NET
Framework 4.5 - Cuyx6er WCF - AxTuBaums 1o HTTP» (cM. Puc. 5).

4 [m] Oyrxkwmn MNET Framework 4.5 (Ycranoeneno 4 ws 7)

J MET Erarmasierl A 5 S
b Cl FramEeEwork 4.0 | X CTaHO

w| ASP.NET 4.5 (¥cranoeneH

4 [m] CycBol WCF (Yeranosnero 2 w3 5)

| Axtmeauwma no HTTP (¥crad

Puc. 5 — Hactpoitka komnoHeHTOB Beb-cepsepa IIS

YcTaHoBUTb HeobXoaMMble KOMMOHEHTbI MOXHO Kak vepe3 [ucnetyep Cepsepa, Tak u
C MOMOLLbID KOMaHAHOW CTpPOKW. [ANns yCTaHOBKW YyKa3aHHbIX Bbllle KOMMOHEHTOB CepBepa
BbIMOJIHUTE C/IeAYIOLWY0 KOMaHay':

dism.exe /Online /Enable-Feature /FeatureName:IIS-WebServerRole
/FeatureName:IIS-WebServer /FeatureName:IIS-ASPNET45 /FeatureName:IIS-
NetFxExtensibility45 /FeatureName:IIS-ISAPIExtensions /FeatureName:IIS-
ISAPIFilter /FeatureName:IIS-StaticContent /FeatureName:IIS-ManagementConsole
/FeatureName:IIS-RequestFiltering /FeatureName:WAS-WindowsActivationService
/FeatureName :WCF-HTTP-Activation45 /FeatureName:NetFx3 /FeatureName:IIS-
NetFxExtensibility45 /FeatureName:NetFx4Extended-ASPNET45 /FeatureName:WAS-—
ConfigurationAPI

3.2. YctaHoBKka KpunTtollpo DSS

3.2.1. YCTaHOBKaA

Ons ycTaHOBKM KOMMOHEHTOB cepBepa 3/eKTPOoHHOW noanucn «Kpuntollpo DSS»
3anyctute yctaHoBky naketa DSSInstall.exe, pacnonoXeHHOro Ha KOMMNaKT-AUCKeE.
YcraHoska KpunTtollpo DSS posmkHa OCyecTBAATbCA OT MMEHU MNOJib30BaTesis C rnpasBaMu
aAMUHUCTpaTopa. [locne KOpPOTKUX MOArOTOBUTENbHbLIX Mpoueayp Ha 3KpaHe MosABUTCA OKHO
MacTtepa ycTtaHoBKM (CM. Puc. 6).
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=
% j Kpuntollpo DSS

—

'E_ﬂ YcraHoeWTE

Puc. 6 — Hauano yctaHoskn Kpuntollpo DSS

Mocne HaxaTusa KHOMKK «YCTaHOBUTb» ByaeT npeasioxXeHo ycTtaHoBUTb Microsoft .NET
Framework, ecnn oH otcyTtcTtByeT (Puc. 7). [lna ero yctaHOBKM Takxe notpebyloTcsa npasa
aAMWHUCTpaTOpa. YCTaHOBKa NpPOX0AMT B aBTOMaTUYECKOM peXMMeE.

Ana ycraHoeku Kpuntollpo DSS
Tpebyetca Microsoft .NET
Framework

Haxemute knonky "TpuHATE 1 ycTanoenTs", YToBbl NPUHATE YCICBMA NMLEHINK
Microsoft NET Framework.

g‘l’lpanTb " yCI'EHOBHTL | OTKnoHWTE |

Puc. 7 — YctaHoBka Microsoft .NET Framework

[Mocne ycTtaHoBkM pgononHuTenbHoro MO npegnaraetcss 03HAKOMUTLCA WM MPUHATDL
YCNoBUS NMLEH3MOHHOIO cornalleHmsa Ha ucnosb3oBaHue MO (Puc. 8). Ecnum Bbl cornacHel co
BCEMU MYHKTaMM COrnalleHusl, BblAennUTe NMyHKT «H NpMHUMa0 yC/I0BMUSA 3TOrO COornallueHus»,
n HaxmuTte «[lanee».
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MpouTuTe NMLEH3VOHHOE COralleHWE Ha NCMOoNb30BaHne
nporpaMmHoro obecneueHna KkoMmnadum Kpuntollpo
BHMMATENEHO O3HAKOMBTECS C NMAUEH3MOHHEIM A
COMNALEHWEM HA MCNONB30BAHUE U3AEMNA

JNMALUEHZWOHHOE COMMAILUEHWME

1. TepMWHbl W ONPeaSneHKHA,

a. HacTorwes MWLEHZMOHHOE COMMAaLLEHWE RENAETCA DBLWENR odrepToit
000 "KPMATO-MNPO" 1 MonsZ08aTENEM - MHMSUUECKMM WK
HPMAMHECKHM NMUoM. HacToAwee NTMUEHINOHHOE COTNAWERWE B CYYas
COMN3cHA, BEIPEWEHHOrD & GOpPME MONYAHKMA B TEHEHWE 7 AHEN C
MoMeHTa npuobpeTerws Mz0enusa, 8 COOTEETCTEMK Co oT. 433 MK PD
WMEET CWNY AOr0B0pa.

b. TMoa M3genwem NoHUMAETCR KOMMAEKS NporpamMM ans 3BM, sxnwo4an
HOCHTENW ¥ ASKYMEHTAUMIZ, KOTOPSIA AENRETCR 06wEKTOM aBTopckoro
Npaga W OXPaHAETCA 3aKoHOM.

c. Besge B TEKCTE NoA CNOBOM "AOKYMEHTALMA" NOAPASYMEBAICTCR
MEYATHEIE METEPMANEI ¥ HOCUTERNW, COAEPHALUME AOKYMEHTALMIO B
INeKTpoHHOM BMae. JoKyMEHTAUMA ABNAETCA HEOTHEMNEMOR HaCTLIC
HMzaenus.

d. [Nansoe Mznenue (NporpaMMHsIA NPpOAYKT), SKNOYEE HOCUTENM W v

A NPHMHWUMaK YCNIOBWMA 3TOTO COrnaLleHA

Puc. 8 — Ycnosus AMUEH3NOHHOIO cornallieHums

Ha cneaytowem 3tane Heobxoammo BbibpaTb KOMMOHeHTbl COM «Kpuntolpo DSS»,
KoTopble 6yayT yctaHoBneHbl (Puc. 9).

M KoH¢urypaums ycTaHOBKM KOMMNOHEHT

Cepeuc Mognuem
Bef-uHTepheiic

Lentp WaeHtudukarmm
Cepeuc AygnTa

Puc. 9 — Bbl60p KOMMOHEHTOB A4J19 YCTaHOBKM

Ha cnepgytoweM ware Heobxoammo BbibpaTb AupekToputo, Kyaa byaer ycTaHoBJIeH
Kpuntolpo DSS (Puc. 10).
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~ u
E BeibepuTe pacnonoxeHwve dalinos

Kpuntollpe DSS GyaeT ycTaHOBAEH Ha Ball KOMMbIOTER.
YTobel yCTaHOEWTE ABHHEIR NPOAYKT B APYTOE PACMOAOKEHNE, HAKMUTE
kHonky "O630p" U yKaxuTe 3T0 PacNONOXEHNE,

C:\Program Files\Crypto Pro\DSS | I & O6sop |

Puc. 10 — Bbi6op AMpEeKTOpUM yCTaHOBKM

Cnepytowee okHO (Puc. 11) HocuT MHbOpPMaUMOHHbBIA xapakTep, coobuias, Kakue
KOMMOHEHTbI 6yAyT YCTaHOB/EHbl B BbIOpaHHY0 ANPEKTOPUI0. HaxaTne KHOMKK «YCTaHOBUTb>»
3anyckaeT nNpoLecc YCTaHOBKM.

MNoaTEEpAUTE NAapaMeTPbl YCTaHOBKH

YcTaHaBNWBaeMble KOMMOHEHTLI

Cepeuc Mognuck YeraHosuTh
Uentp Maentudukanmm YeraHosuTe
Beb-wHTepdeic nonssosaTens YcraHoeuTh

Cepeuc AyauTa YcranoeuTs

MapameTpbl

Jwpextopua CAProgram Files\Crypto Pro\D35

[ < Hazag ‘I}’mnosmb Pd |

Puc. 11 — lMoaTeepxaeHne napamMeTpoB YCTAHOBKMU

Mocne 3aBepweHunsa yctaHosku Kpuntollpo DSS (Puc. 12) HeobxoamnMo HaxaTb KHOMKY
«[0TOBO» W Nepe3arpy3nTb pabouyio CTaHUUIO.
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Kpuntollpo DSS ycnewHo ycTaHoBneH

Puc. 12 — 3aBeplueHue yCTaHOBKU

3.2.2. Jo6aBneHue/ynaneHne KOMNOHEHTOB

Ona pobaBneHus wAn  yaaneHMs KOMMOHEHTOB CepBepa 3JIEKTPOHHOW noAanmcu
«Kpuntollpo DSS» 3anyctute ycTaHoBKY naketa DSSInstall.exe, pacnonoxeHHoro Ha
KOMMaKT-ANUCKE U HaXMmuTe «YCcTaHoBUTb» (cM. Puc. 6). N3ameHeHne yctaHoBkun KpunTtollpo
DSS fomKHO OCyWecTBAATbCA OT MMEeHM nonb3oBaTens C NnpaBaMm agMUHUCTpaTopa.

Ha cnepytoulen CTpaHuue MacTepa yCTaHOBKU Heobxoanmo BblbpaTb
«[106aBUTb/yAannTb KOMMNOHEHTbI» U HaXaTb KHOMKY «[lanee» (Puc. 13).

N3menuTe Tekywyro ycraHoBky Kpuntolpo DSS

(O]
8]

JoBasuTe/yaanuTe KOMNOHEHTE

YaanuTe npogyer

Puc. 13 — Bbi6op M3MeHeHUs yCTaHOBKM

Ha cneaywowen crpaHuue mactepa HeobxoamMmo BblibpaTb KOH(Urypauuto yCTaHOBKM
Kpuntolpo DSS (cM. Puc. 14). B cnmcke KOMMNOHEHTOB OTMEYEeHbl YXe& YCTaHOBJEHHble
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KOMMOHEHTbI. Ecnu TpebyeTca yCTaHOBUTb KOMMOHEHT — OTMeTbTe ero B crnucke. Ecnu
TpebyeTcs yAanuTb YCTaHOBEHHbI KOMMOHEHT — CHUMUTE BblAeNeHNEe HY>XXHOr0 KOMIMOHEHTa.
ANns NpoAo/XXeHUs1 YCTaHOBKN HaXXMUTe KHOMKY «[anees.

M KoHdburypaums ycTaHOBKW KOMMOHEHT

Cepewc Mognucu
BeB-unTepdeiic

Lertp MaeHTudnkawmm
[ cepeuc Aygura

Puc. 14 — Bbi6op KOMMOHEHTOB A/151 USMEHEHUS

Ha cnepywouwen cTpaHuue noaTBepAMTe MNapaMeTpbl U3MEHEHUS U HAaXMUTE KHOMKY
«[anee» (cM. Puc. 15). Ecnu oauH uAuM HECKONbKO KOMMOHeHToB Kpuntolpo DSS 6binu
BbI6paHbl ANs yaaneHus, HanpoTUB HUX B CMIUCKE MOSIBUTCS CN0BO «YAanuTb». Ecnv oauMH unu
HeCcKoNbkO KOMNoHeHToB KpunTtolpo DSS 6biin BbibpaHbl Ansi yCTAaHOBKW, HAanNpOTUB HUX B
CAMUCKe MOSABUTCA CMIOBO <«YCTaHOBWUTb». HanpOTMB KOMMOHEHTa, KOTOPblIA U3MEHEHUS He
3aTparmBaloT, B CMNCKE MOSBUTCS C/IOBO «He M3MeHATb>.

Mpwu xenaHum N3MEHUTb KOHUrypaumio KOMMOHEHTOB, noanexatimx
YCTQHOBKE/yAaneHuto, HaxXMUTe KHoMKy «Hasana».
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MoaTBepANTE NapameTpbl YCTaHOBKM

WM3MeHAeMble KOMNOHEHTLI

Cepeuc Mognwecw He usmenaTs
Uentp Maentudmkaniam He usmenats
Beb-wHrepdeiic nonssosatens He usmenats

Cepewc AyguTa YaannTe

MNapamerpsi

Jwpextopua C:\Pragram Files\Crypto Pro\D35\

| ( Hasag |[ Oanee )

Puc. 15 — Nudbopmauna 06 nameHeHUn KOHOUINypaumm KOMNOHEHTOB

Ha cnegytowein ctpaHuue (Puc. 16) otobpaxkaloTCs co3[aHHble paHee 3K3eMnaspbl
cnyx6, KoOTopble 3aTparvMpaeT W3MeHeHWe YCTaHOBKW. T[pu yaaneHnm KOMMOHEHTa
YHWUUTOXAlOTCA BCE CO3AaHHble 3K3eMnsapbl cnyx6. MNpn xenaHun N3MeHUTb KOH@Urypaumo
KOMMOHEHTOB, NoAsexalmx yCTaHOBKe/yAaneHno, HaXXMmMTe KHOMKY «Hasaa», B NpOTUBHOM
cyyae - KHoMKy «[lanee».

g Moarotoska K yaaneHuto Cepsepa MNoanucn

YCTaHOBNEHHbIE 3K3EMMNAADLI CJI)I'H{ﬁ

Cepeuc Ayawta SK3EMMNAPLI HE CO34aHbl

[ ( Hazag |I Oanes ) ‘

Puc. 16 — NHdopmaumns o 3aTparmBaeMbliX U3MEHEHNEM YCTaHOBKM 3K3eMnaspax cnyxo6

Mocne BbINO/IHEHUSA BCEX OMWUCAHHbLIX LWAroB Macrtep U3MeHUT ycTaHoBKy Kpuntollpo
DSS, conpoBoxaas AeACTBUS KOMMeEHTapusiMu. 10 OKOHYAHUM U3MEHEHUS MacTep MNoKa)keT
OKHO C NOATBEPXAEHMEM YyCrewHoro nameHeHnums (Puc. 17), B KOTOpOM He06X0AMMO HaxaTb
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KHoMKy «loToBo». [locne 3aBeplueHus YCTaHOBKM TpebyeTca nepesarpy3uTb pabouyto

CTaHUMIO.

& KpwnTolpo DSS

Kpuntolpe DSS ycnelwHo mameHeH

lotoso

Puc. 17 — 3aBeplieHne nameHeHns KkomnoHeHtos Kpuntollpo DSS

3.2.3. O6HOB/N1E€HMeE

Ona obHoBneHnsa Kpuntollpo DSS 3anyctute yctaHoBky naketa DSSInstall.exe,
pacnosioXXeHHOro Ha KomnakT-aucke (Puc. 6). Tllocne
oTobpa3nTcsa cTpaHuua C MHdopMaumen o6 obHoBneHun (cMm. Puc. 18). [ns npoponxeHus

HaXXMUTe KHoNKy «[anee».

{_.‘\.
t@@ O6HoBNeHWe NpoayKTa

Komnounent

Netfxs1Full

Microsoft PowerShell 3.0

Microsoft System CLR Types for SQL Server 2014
Microsoft System CLR Types for SQL Server 2014 (x64)
Microsoft 5QL Server 2014 Management Objects
Microsoft SQL Server 2014 Management Objects
Microsoft Visual C++ Redistributable Packages for Visual Stu
Capewnc Moanuou

Bef-uHTepdeiic nonksoEaTana

LieHTp MoeHTwdHKaLmMIn

Cepenc Aygura

1.0.1777.0
1.0.1777.0
1.0.1777.0
1.0.1777.0

NoAroTOBUTENbHbLIX  MNpoueayp

Leictene

He uMeHATHL
He M3MEHATH
He MsmenATh
He MsmenATb
He M3MenATh
He MzmenaTs
He H3MEHATL
OGHOBNEHWE
OBHOBNEHWE
OGHOBREHWE
OGHOBNEHWE

Nanee ¥

Puc. 18 — KomnoHeHTbl Kpuntolpo DSS, noanexawme o6HOBNEHMUIO

Ha cTtpaHunue noarotoBkn Kk obHoBneHuto (Puc. 19) oTtobpaxatwTca HeobxogumMblie
NMpoBepKK, KOTopble 6yayT mpoBedeHbl Nepen YCTaHOBKOW O6HOBMEHUs. 34eCb XKe MOXHO
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NnoMy4YnTb CBEAEHUS O HUX, BblBpaB MKOHKY C 6ykBoM «i». YTO6bl BbINOMHUTL OBHOBMEHME
Kpuntollpo DSS, HaXMuUTe KHOMKY «BbINOAHUTL>».

==
g I'Io,uromBKa K DﬁHOBﬂeHHK)

Nelictene

3akputue Powershell

MpoBepka HEEEPCUOHHBIX GaN0E
Mpoeepka cayxBel D55 Health Monitor

Ceenerna ob obHoBNEHMN

Puc. 19 — MNoarotoska k o6HoBneHuo (1)

Ha cnepywowen crpaHuue noarotoBkn K obHosneHuto (Puc. 20) oTobpaxarTcs
pe3ynbTaTbl MPOBEAEHHbIX MNPOBEPOK, FAe TaKXe MOXHO NOoMyyYumTb cBeaeHuss 06 3Tux
pe3yfbTaTax, BbibpaB MKOHKY € 6ykBoM «i». YTo6bl Npoaonxute o6HoBneHne Kpuntolpo DSS,
HaXXMUTe KHOMKy «[danee».

—
5 MoarotoBKa K oBbHOBNEHWID

Deiicteme Pesynetar
3akpuitwe Powershell JononHUTENEHEIE CEEAEHW

MNpoeepka HeBepCUMOHHED GaRN0E JononHUTENEHEE CEEAEHW

Mposepka cayxBeol DSS Health Monitor Buinonneno ycnewro

CseasHua of oBHOBNEHMK JonoAHUTENEHEE CEEAEHM

Puc. 20 — MoarotoBka k obHoBNEHUO (2)

Mocne obHoBneHus dainos oTobpasnTcsa cTpaHuMua C 0BHOBMEHMEM pa3BEPHYTbIX
ak3emnnapos KomMnoHeHToB Kpuntollpo DSS (Puc. 21). ns Npoao/KeHUsS HaXMUTe KHOMKY
«[anee».
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i MoaroToeka k o6HoBAeHWO CepBepa Moanwcn

YcTaHOBAEHHLIE IKIEMNNADLI EJ'I)I'}'Kﬁ
Beb-wHTepdelic nonssosaTena SKZEMMNAAPLI HE CO3AEHI
Cepeuc Mognwcu IKIEMNAAPLI HE CO3AaHEI.
Cepsuc AyguTa JKIEMMAAPHE HE CO3AaHBI
UenTp MaeHTndukaumm SKZEMMNAAPLI HE CO3AEHI

Puc. 21 — CBepeHus 06 nmerowmxcs aksemnnapax Kpuntollpo DSS

O6HoBneHne Kpuntollpo DSS npoposxutca B aBTOMaTMyeckoM pexume. Mo ero
3aBeplieHnm oTobpasmTcs okHo ¢ Hagnuceto «Kpuntolpo DSS ycnewHo obHoBneH» (Puc. 22).
[ns 3aBepwieHns 06HOBMEHUS M BbiXOAa U3 NMPOrpaMMbl YCTaHOBKM HaxMuTte «0ToBO>.

Kpuntollpe DSS ycnewHo oBHOBNEH

Puc. 22 — 3aBepuieHune obHoBneHusa Kpuntollpo DSS

3.2.4. YaaneHune

Ons ypaneHus cepBepa 3neKTpoHHOM noanucn <«Kpuntollpo DSS» 3anyctute
ycTaHoBKy naketa DSSInstall.exe, pacnonoXxeHHOro Ha KoOMMaKT-AWUCKE, WM 3anycTute
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YCT@HOBLUMK Ha yaaneHue u3 pasgena lNporpamMmmbl 1 KoMNoHeHTblI Ha lMaHenu ynpasneHus.
Ypanernue «Kpuntollpo DSS» A0/MKHO OCYLWECTBAATLCA OT MMEHW MONb30BaTeNns C npaBaMu
aAMUHUCTpaTopa.

Mpwn yaaneHnm KOMMOHEHTOB «CepBUC Mognucm», «UeHTp
naeHtTndunkaunm», «CepBUcC AyauTta», 6yayT yAaneHobl BA
COOTBETCTBYOLWMX IK3EeMNISPOB Cryx6.

Ecnn ycraHoBwmk «Kpuntollpo DSS» 3anyckaeTcs C KOMMaKT-AWCKA, Ha NepBoW
CTpaHuue MacTepa yCTaHOBKM HeobxoauMo BbibpaTb HeobxoanMMoe AeNcTBMe: yaaneHue
npoaykTa. [ns NnpoaoskKeHns HaxmuTe KHomnky «[anee» (Puc. 23).

o Mzamenute Tekywyro yctaHoBky Kpuntollpo DSS

— )
L NoBaEnTe/yaanuTe KOMMOHEHTHI

=

@ Ypanute npogyxt

Nanes ¥

Puc. 23 — Bbibop yaanenusa Kpuntolpo DSS

Ha cnegytowenn cTpaHuuye Mactepa (Puc. 24) oTobpaxaloTcss  pa3BepHYyTble
3K3eMnNapbl Cnyx6, KoTopble 6yayT 3aTpoHyTbl npu yaaneHun Kpuntollpo DSS. Ansa
NPOAOIKEHMS HAXXMUTE KHOMKY «[lanee».
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a Moarotoeka K yaaneHuo Cepeepa Moanucn

YcTaHOBNeHHbIe IKIEMNAAPLI mymﬁ

BeG-wHrepdeiic nonbsosarens IKIEMMNAAPLI HE CO3AaHBL
Cepeuc Moanucu IKIEMMAAPLI HE CO3AaHBL
Cepeuc Aygna IKIEMMAAPLI HE CO3AaHBI

Uentp Maertrdukaipm JKSEMILIAPEl HE CO3AaHbL

‘ ‘ Hazag H Hanee ) |

Puc. 24 — MoparotosBka K yganenuto Kpuntollpo DSS

Mocne BbINOMHEHUS BCEX OMMCAHHbLIX LWAros, MacTep ycraHoBku yaanuT Kpuntollpo
DSS, conpoBoXxaas A€WCTBMS KOMMEHTapusMu. Mo OKOHYaHMW ypaneHus MacTep MNoKaxXeT
OKHO C noaTeBepxaeHweM ycnewHoro yaaneHmsa (Puc. 25), B KOTOpoM Heo6xoamMMo HaxaTb
KHOMKY «[0TOBO», YTO6bI BbIATU U3 NPOrpaMMbl YCTAHOBKM.

Mpoaykt Kpuntolpo DSS yonewro yaanéx

Puc. 25 — 3aBepuwenune yganeHusa Kpuntollpo DSS

3.3. YctaHoBka NAKM «Kpuntollpo HSM»

MporpaMmMHo-annapaTHbii Kpuntorpadpuyecknin moaynb (MAKM) «Kpuntollpo HSM»
ABNSAETCS HeobXO0AMMbIM 3/1EMEHTOM apXUTEKTYypbl KOMMAEKCHOro peweHuss Ha 6asze CITI
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«KpunTollpo DSS» n gomxkeH yCTaHaBAMBaTbCS B COOTBETCTBMM C Npoueaypoi, ONMCaHHOM B
AokyMeHTe «XKTAM.00096-02 95 01 KpunTtollpo HSM. lMpaBuna nonb3oBaHUsa», BXOASLLEM B
kKomnnekT noctaBkn NMNAKM «KpunTtollpo HSM».

Mocne Toro, kak NMAKM «Kpuntollpo HSM» yctaHoBneH, Ha pabouyl CTaHUMIO, Ha
KOTOPOW pa3BepTbiBaeTcsa KOMMoHeHT Cepsuc Moanucu, cnegyeT yctaHoBuTb Kpuntollpo HSM
Client. NMoagpobHasa MHCTPYKUMS MO YCTaHOBKE npuBeaeHa B AOKyMeHTe «)XTHAN.00096-02 93
01 Kpuntollpo HSM. PykoBoacTBo lMonib3oBaTtens», BXOASWEM B KOMMNEKT noctasku MAKM
«KpunTtollpo HSM>».,

Cepsuc MNoanncm MoxeT paboTaTb TObKO C KpunTonpoBanaepom «Crypto-Pro HSM Svc
CSP» (tun 75). Onsa perncrpaumu kpuntonposakgepa Ha Cepsuce lMognucm mMcnosnb3ynTe
koMmaHanet Add-DssCryptoProvider.

Ons B3anmogencrBus cepeuca snekTpoHHon noanucu ¢ NMAKM «Kpuntollpo
HSM» HeobxognMo p[o06aBuTb Yy4yeTHYHO 3anucb, Mog KoTopon paboTtaer

CepBuc DNeKTPOHHOWN noanucu (no yMosi4aHUIo — IIS
E‘? AppPool\CryptoProDSS-1-SignServer), B rpynny
«MpuBunernpoBaHHbie nosb3o0BaTenm KpunTtollpo HSM»

(nonb3oBaTenu, KOTopble MMEKT NpaBo noaktoueHus K «Kpuntollpo HSM»).
Ecnu Takomn rpynnbl HET, TO ee HeobxoaAnMO co3aaThb.

3.4. PasBepTbiBaHue LN

PassépTtbiBaHne LeHTpa MWaeHTudwukaumm Kpuntollpo DSS ocyuwecTtBnserca B
crneaytowem nopsigke:

1. YcraHoBka Beb-cepBepa Microsoft IIS ¢ Heo6XOAUMbLIMM KOMMOHEHTaMu (CM.
pasgen 3.1).

2. YctaHoBka 23k3eMmnngpa CYB Microsoft SQL Server Bepcun 2008
R2/2012/2014/2016/2017. B kayecTBe MeToAa ayTeHTMdUKaumm Heobxoanmo
BblbpaTb «PexuM npoBepku noanmHHoctn Windows».

3. YcraHoBka «Kpuntollpo CSP».
YcraHoBka LeHTpa NaenTudukaumm Kpuntollpo DSS (cM. pasgen 3.2.1).
5. Hactpoiika UeHTpa NaeHTndukaumm Kpuntollpo DSS (cMm. pasgen 4.5).

3.5. PazBepTtbiBaHue CepBuca lNoanucum

Pa3zBépTbiBaHMe CepBuca MoaAnncu ocyLLeCcTBASIETCA B CeAyoLEeM NopsaaKe:

1. PasBepTtbiBaHWe Beb-cepsepa Microsoft IIS ¢ Heo6xoAUMbIMKU KOMMOHEHTaMU
(cM. nyHKT 3.1).

2. YctaHoBka 23k3emnngpa CYbA Microsoft SQL Server Bepcun 2008
R2/2012/2014/2016/2017. B kayecTBe MeToAa ayTeHTUdUKaLMmM Heobxoanmo
BblbpaTb Windows npoBepka noa/IMHHOCTM.

YctaHoBka «Kpuntollpo CSP».

YcraHoska Kpuntollpo HSM Client (cM. pa3gen 3.3).
YctaHoBka «Kpuntollpo .NET».

YcraHoBka Cepsuca Moanucu (cM. pasgen 3.2.1).

NouRrw

HacTpownka Cepsuca Mognucu (cMm. pasgen 4.5.9).
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Ons noppepxkn dopmatoB nognmcm (XMLDSig, PDF, MS Office) Heobxoanmo
yctaHoBuTb npoaykT «Kpuntollpo .NET» 1 BBECTU AEACTBYIOLLYIO INLEH3UIO.

Ons noppepxku dopmaTta noanucm CAdES-X Long Type 1 Tpebyetca BBecCTH
AENCTBYOLWME NmueH3Mn Ha npoayktbl «Kpuntollpo TSP Client» n «Kpuntollpo
OCSP Client». laHHble NpoAyKTbl BXOAAT B cocTaB anctpmbyTtmsa C3MN «Kpuntollpo
DSS».

Ons koppekTHol paboTtbl C3I noTpebyeTca HanMuMe Ha CepBepe npoaykKTa
«Kpuntolpo CSP» (BxoanT B KoMniekT noctaBku MAKM «Kpuntollpo HSM»).

3.6. Pa3BepTbiBaHne Beb-nHrepcenca Nonb3oBarens
PasBépTbiBaHne Beb-mHTepdelica Monb3osatens Kpuntollpo DSS ocyuwecTBnseTcs B
cneayouwem rnopsake:

1. YcraHoBka Beb6-cepBepa Microsoft IIS ¢ HeobxooMMbIMKM KOMMOHEHTaMM (CM.
pasgen 3.1).

2. YcraHoBka Beb6-uHTepdeiica Monb3oBatensa Kpuntollpo DSS (cMm. pasaen
3.2.1).

3. Hactpoiika Beb-nHtepdeica NMonbsosatensa Kpuntollpo DSS (cM. pasaen 4.7).

3.7. PazBepTtbiBaHue CepBuca Ayaumta
PassepTbiBaHne CepsBuca Ayamta Kpuntollpo DSS ocywecTBnsgeTcs B cnepylowem
nopsiake:

1. YcraHoBka Beb6-cepBepa Microsoft IIS ¢ Heobxo0AMMbIMM KOMMOHEHTaMM (CM.
NyHKT 3.1).

2. YcraHoBka 23k3emnnsdpa CYBA Microsoft SQL Server Bepcun 2008
R2/2012/2014/2016/2017. B kayecTtBe MeToAa ayTeHTUdUKaumm Heobxoanmo
BbibpaTb Windows npoBepka NoASIMHHOCTU.

3. YcraHoBka Cepsuca Ayauta (cM. pasgen 3.2.1).
Hactpoliika CepBuca AyauTta (cMm. pasaen 4.7.4).

3.8. PasBepTtbiBaHMe myDSS

Pa3BépTbiBaHMe KOMMNoHeHTa MyDSS ocylecTBngeTca B cneaylowem rnopsake:

1. YcraHoBka Beb-cepBepa Microsoft IIS ¢ Heo6xoAMMbIMM KOMMOHEHTaMu (CM.
pasgen 3.1).

2. YctaHoBka 23k3emnngpa CYbA Microsoft SQL Server Bepcun 2008
R2/2012/2014/2016/2017. B kayecTBe MeTOoAa ayTeHTMdUKaumm Heobxoanmo
BblbpaTb «PexuM npoBepku noanmHHoctn Windows».

3. YcraHoska «Kpuntollpo CSP».
YcTtaHoBKa KoMnoHeHTa myDSS (cM. pasgen 3.2.1).
5. Hactporika koMnoHeHTa myDSS (cm. pasgen 4.11).
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3.9. PasBepTbiBaHue 6a3 faHHbIX CNy»x6

Cepsuc Noagnucu, Lentp NaoeHtndmkaunm, Cepeuc Ayanta n myDSS aons csoeit paboThbl
TpebyloT noakntodeHns Kk 6aszam aaHHbIX Ha SQL-cepBepe. basbl AaHHbIX CNyx6 co3patoTcs
npu pasBopaymBaHum sksemnnsapoB Cepsuca Moanucn, LeHTpa UNaeHTndwukaumn, Cepsuca
Ayanta mn  myDSS ¢ nomowbio kKoMmaHanetoB New-DssSignServerlnstance, New-
DssStsinstance, New-DSSCmisInstance, New-MyDssServerExternallnstance, New-
MyDssServerlnternallnstance.

B npocrenwem cnydyae, koraa SQL-cepBep pa3BEPHYT Ha OAHOM CepBepe C
ak3eMnnapom cnyxbbel DSS, TpebyeTcs 3aaatb TONbKO MMSA SQL-cepBepa n nMs 6asbl AaHHbIX.
MoakntoueHune Monb3oBatens (AaMuHucTpaTtopa DSS) n cnyx6bbl DSS 6yaer ocywecTBeneHo
rnoA COOTBETCTBYHOLWMMKM YYETHbIMM 3anucamm Windows.

Ecnn SQL-cepBep pa3BEpHYT Ha OTAENbHOM XOCTe, TO MpM pasBopavymBaHuMn
3K3eMnaapoB cniyxbbl Tpebyetrca wucnonb3oBaTb napamerp ConnectionInfo Tuna
CryptoPro.DSS.Common.Utils.SqlConnectionInfo.

B Tabnauua 3 npuBeneHo onucaHue cTpyktypbl SqlConnectionInfo:

Tabnuua 3. Onucanme cTpykTypbl SglConnectionInfo

MapameTp Tvn OnucaHue

Aapec ak3emnnsapa SQL-cepeepa, Ha
KOTOpPOM crieayeT pa3BepHyTb 6asy

ServerName string OaHHbIX.
dopmaT: <SQL-cepBep host>\<ums
aK3emnnapa>

DatabaseName string NmMa 6a3bl AaHHbIX.

Nmsa MNMonb3osaTtens SQL-cepeepa, nog
AsUser string KOTOpbIM 6yAeT yCTaHOBJ/IEHO
coeanHeHue.

Maponb Monb3osaTtens SQL-cepsepa, noa

AsUserPassword string KOTOpbIM 6yAeT yCTaHOBJ/IEHO
coeanHeHwue.
AccountType ServiceAccountType Tun y4yeTHOM 3anmcu cnyxobsbl.

NMsa yuéTHOM 3anucum cnyx6bbl ansg

ServiceAccountName string NoaKoYenmst K SQL-cepsepy

Maponb y4ETHOM 3anNuUcK Cryx6bl ans

ServiceAccountPassword string noaKntoueHNs K SQL-cepeepy

MponyCcTUTb NPOBEPKU MOAK/TOUYEHUS K

SkipValidation bool SQL-cepsepy.

MoaKNUNTBLCA K CcyllecTBytowen 6ase

UseExistingDB bool
OaHHbIX.

Ecnn xoct SQL-cepBepa M XOCT ak3eMmnisipa cnyxb6bl DSS HaxoasaTcs B AOMeHe
Windows, To no ymonyaHuio 6yget ncnonbsosaHa Windows-ayteHtudmnkauymsa Nonb3osartens
n cnyx6bl DSS npu noakntoyeHnn Kk SQL-cepsepy. B 3ToM cnyyae Tpebyetca 3agaTb MMS U
naponb y4étHom 3anucum cnyxbbl DSS (napameTtpbl  ServiceAccountName u
ServiceAccountPassword). YuéTtHas 3anucb cnyxbbl AomkHa ObiTb npeaBapuUTEnbHO
co3paHa B AoMeHe. lNMoa aaHHOM YYETHON 3anucbio 6yaet paboTaTb Nya NPUNOXKEHUA CNyXbbl
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Ha IIS. YuétHas 3anucb cnyxb6bl DSS 6ypet 3apeructpupoBaHa Ha SQL-cepBepe npwu
pa3BopauymBaHmMM 3Kk3emnnspa. Hwxe npuBenaéH npuMep CcKpunTa AN pa3BopayMBaHus
sk3emnnapa Cepsuca MNoanuncu ¢ 6a3oin gaHHbIX Ha yaanéHHoMm SQL-cepsepe.
Import-Module CryptoPro.DSS.PowerShell.SignServer
SconnInfo = New-Object —-Type CryptoPro.Dss.Common.Utils.SglConnectionInfo
SconnInfo.DatabaseName = “SignatureServerDB”
SconnInfo.ServerName = “alwaysOn”
SconnInfo.ServiceAccountName = “test\dssservice”
SconnInfo.ServiceAccountPassword = “P@sSwOrd”
New-DssSignServerInstance —-DisplayName SignServer —-SiteName “Default Web
Site” —-ConnectionInfo S$connInfo

Ecnn ognH unmn oba xocTa He BKAOYEHbLI B goMeH Windows, TO A8 NOAK/IOYEHUS K
SQL-cepBepy 6yaeT ncnonb3doBaHa SQL-ayteHTUdUkaumsa. B aTom cnydyae Tpebyetcsa 3aaaTb
Y4YETHble AaHHble MNOoNb30BaTeNs, KOTOPbIN pa3BopadnBaeT 3K3eMnasp cnyxbbl (NnapameTpbl
AsUser 1 AsUserPassword), u”n yuyéTtHble pgaHHble cnyxbbl DSS (napameTpbl
ServiceAccountName wn ServiceAccountPassword). YuéTHas 3anucb nosb3oBaTens
AOMKHa 6bITb NpeaBapuUTENbHO 3aperncTtpmpoBaHa Ha SQL-cepBepe M MMeETb AOCTATOUHbLIN
Habop npaB AnA co3gaHuma 6asbl  AaHHbIX. Y4éTHas 3anucb cnyxbbl DSS 6ypert
3aperncTpmpoBaHa Ha SQL-cepBepe Npu pasBopavymBaHMKM dK3eMnaspa.

Monb3oBaTeNb MOXET CaMOCTOSATENbHO PEeLNTb, C KaKMMU YYETHLIMU AaHHbIMK byaeT
nogknto4daTbcsa cnyxba Kk SQL-cepBepy v nonb3oBaTenb Ans co3gaHus 6asbl gaHHbIX. Ons
aTOoro Tpebyercs ycrtaHoBuTb napametp SkipValidation B 3HaueHne $true. Ecnn He 3apaHbl
napameTpbl AsUser n AsUserPassword, 10 nonb3oBaTenb byaer noakntodyatbcss K SQL-
cepBepy c nomouwbio Windows-ayTeHTudukaummn. B npoTMBHOM criyyae - ¢ nomouwbio SQL-
ayTeHTUdMKaUMN C 3a4aHHbIMU YUYETHBIMU AaHHbIMU. [na cnyx6bl TpebyeTcs SBHO yKasaTb
TMN Yy4Y€THOM 3anucm u4epe3 napamerp AccountType. [lapamMeTp MOXET nNpuHMUMaTb
cnepytowme 3Ha4YeHns:

» CryptoPro.Dss.Common.Utils.SglConnectionInfo.ServiceAccountType.Windows;
» CryptoPro.Dss.Common.Utils.SglConnectionInfo.ServiceAccountType.SqlAccount.

B oboux cnyuyasx TpebyeTrca 3agaTb MMS M Mapofib YYETHOM 3anmucu cnyxbbl DSS uepes
napameTpbl ServiceAccountName v ServiceAccountPassword.

Ecnn pasBopaumBaeTcs AONOSHUTENBHbIA 3Kk3eMnasap cnyx6bl CepBuca Moanucu unm
LeHTpa NaeHTudunkaumm, 1o Tpebyetcs ykasaTb UMS CyLLECTBYHOLEN 6a3bl AaHHbIX OCHOBHOIO
ak3eMnnaspa u BbicTaBuUTb NnapameTp UseExistingDB B 3HaueHune $true.
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4. HacTtpouka Kpuntollpo DSS

4.1. Obwme cBeaeHus 06 AaAMMWHUCTPUPOBAHUMU
koMnoHeHTOoB Kpuntollpo DSS

AOMUHUCTPUPOBaAHME OCYLLECTBNSETCS 4epe3 KoHcosb PowerShell ¢ nomouwbto
KOMaHAeTOB, BXoaawmMx B coctaB PowerShell-moayna kaxaoro m3 KOMMoHeHToB. B obuwem
cny4yae o6beKTbl aAMUHUCTPUPOBAHMS NMOAAEPXKNBAKOT cneayowmin Habop AencTBuii:

» Co3gaTtb 06bekT (Add-*, New-*);

> W3MeHuTb NnapameTpbl 06bekTa (Set-*, Update-*);
» MonyuynTtb napameTpbl 06bekTa (Get-*);

» Ypanutb 06bekT (Remove-*).

YacTb 06bekToB  noAadepXuMBAlOT  AOMOJSIHUTENbHble  AEUCTBUS,  TakuMe  KakK:
BkAOUNTE/OTKNOUNTL (Enable-*, Disable-*), konmpoaTtb (Copy-*), nportectupoBaTb (Test-
*). UMeHa KOMaHANETOB UMEIOT CNeayoLwWyto CTpykTypy: <Verb>-<Name>, rge

» <Verb> - wma pgeicteusA, BbINONHSAEMOro Haa OOLEKTOM aAMUMHUCTPUPOBAHUS.
Hanpumep: Add, Get, Update n T1.4.
» <Name> - ums o6bekTa aAMUHUCTPUPOBAHMUS

Cnucok KoMaHAneToB, BXoAAwWMX B coctaB PowerShell-moayna kaxporo w3
KoMrnoHeHToB Kpuntollpo DSS, MOXHO MOAy4nTb, BbIMNOSHUB KOMaHAY:
Get-Command -Module CryptoPro.DSS.PowerShell.<KomnoHeHT> -CommandType Cmdlet

PowerShell-moaynn komnoHeHToB KpunTollpo DSS npuseneHsl B Tabaunua 4.

Tabnuua 4. Moaynu komnoHeHToB Kpuntolpo DSS

KoMnoHeHT Uma mopynsa

LeHTp MaeHTudunkaumm CryptoPro.DSS.PowerShell.STS

Cepsuc Noanuncu CryptoPro.DSS.PowerShell.SignServer

Be6-nHTepdeic Nonb3oBaTtens CryptoPro.DSS.PowerShell.Frontend

Cepsuc Ayguta CryptoPro.DSS.PowerShell.Analytics
Moaynb ayTeHTMdnkauymm CryptoPro.DSS.PowerShell.MyDSSInternal
myDSS CryptoPro.DSS.PowerShell.MyDSSExternal

ﬂ,ﬂﬂ nony4yeHma cnpaBkKuy no KaXxXaomy M3 KOMaHANETOB BbIMOJIHUTE KOMaHAY
Get-help <mMma xomaHmjeTa>

Hanpumep:
Get-Help Set-DSSStsProperties

nnum
Get-Help Set-DSSStsProperties —-Full
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4.1.1. KouBenep

KomaHanetbl, Bxoasiuwme B coctaB Powershell-Mmogynen DSS, nogaepxunsatoT paboTty
uepe3 koHBelep (pipeline). Bce komaHanetbl Get- Bo3BpawakT 06beKTbl. [lonydyeHHble
06beKkTbl MOryT 6bITb Yepe3 KOHBelep Hamnpas/ieHbl B KoMaHaneTtbl select, where, foreach,
format-list, format-table n T.4.

Hwxe npmBeaeHbl NpUMEpPDbI pa6OTbI C KOMaHANneTamMmm DSS yepes KOHBeﬁep.

> T[poBepka AOCTYMHOCTU KpUMNTONpoBalaepoB
Get-DssCryptoProvider | Test-DssCryptoProvider

> [obaBneHune nageHTudpuKaTopa rnpoBepsitoen CTOPOHDbI
Sidentities = (Get-DssRelyingPartyTrust -Id 2).Identities
Sidentities.Add ("https://newhostname/frontend")
Set-DssRelyingPartyTrust -Id 2 -Identities $identities

> [obaBneHune HoBoM cnyx6bl TSP

SnewTSP = New-Object -TypeName CryptoPro.DSS.Common.Service.TspService

SnewTSP.Name = "New TSP Service Name"
SnewTSP.Title = "New TSP Service Title"
SnewTSP.Url = "http://hostname/tspNew/tsp.srf"
StspList = (Get-DssProperties).TSPList

StspList.Add (SnewTSP)
Set-DssProperties -TSPList S$tsplList

» T1pocMOTp OTAENbHbIX CBONCTB 06bEKTOB

> [1poCMOTp CBOMCTB KpPUMTOMNPOBaniAepoB
Get-DssCryptoProvider | select -ExpandProperty Settings

» [1poCMOTp CBOWCTB MOAY/NS ONOBELLEHUS
Get-DssStsNotifier -NotifierID 1 | select -ExpandProperty TransportPlugin

» ®opmMaTupoBaHue BbiBOAA B BUAE CNUCKA
Get-DssFeWSFederationSettings | format-list
> ®dopMaTnpoBaHue BbiBOAA B BUAE Tabnuubl
Get-DssFeWSFederationSettings | format-table
» Tony4yeHune cBOMCTB (Noay4YyeHmne nMmeHn MacTtep-katoda y obbekTa Kpuntonposangepa)

(Get-DssCryptoProvider —ID <prov ID>) .Settings]|
[CryptoPro.DSS.Common.Cryptography.Enums.CryptoProviderParam] : :MasterKeyName ]

> W3MeHeHne cepTudunkata Onepatopa

Scert = Get-Item Cert:\LocalMachine\TrustedPeople\0A5193D4C .. CA4437063

Set-DssIdentityOperator -IssuerName realsts -Login adminGost -Certificate
Scert

> [lonck Moayna onoseleHnsa 3a4aHHOoro Tmna

Get-DssStsNotifier | where { $ .Type -eq "Audit" }

> Bblbop wabnoHos cooblieHnn 3ag4aHHOro Tuna

Get-DssStsFormatterTemplate | where { $_.Destination -eq "MyDssAuth" }

> TonyyeHne KoaoB cobbITU
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(Get-DssSignServerEvent) | foreach { Write-host $ .EventType "
("([int]$ .EventType)") - " $ .Id }

> BbiBOA nHdopmaumm 06 owmnbke

Serror[0] .Exception

Serror[0] .Exception.InnerException

4.2. HacTtpouka nuueH3nm B Kpuntolpo DSS

4.2.1. JinueH3una Ha Cepsuc lNMNoanucu

Ons ncnonb3oBaHus Cepeuca MNoanucu TpebyeTtca BBeCTU NuueH3nto. EcTb cneaytowme
TUNbl NMueH3nmn Ha Cepsuc Moanuncu:

> JeMOoHCcTpauyMoHHas. PaccuntaHa Ha 10 MNonb3oBaTenei n He orpaHM4YeHa No CpPoky
aencrteusa. 3agaetcsa npu nomowm komangneta Komananet Add-Dsslicense. JinyeH3ns
3aKpenseTcs 3a KaxabiM HOBbIM onb3oBaTeneM, co34aBLUNM 3anpoc Ha cepTudukar.
Mocne BBoaa ba3zoBon nuueH3un JeMOHCTpauMOHHas YHUUYTOXaeETCS.

> basoBasfi. JIMueH3ns BblAaeTCs Ha OrpaHM4YyeHHoe Konm4yectBo [lonb3oBaTenen wu
Mno3BONSET MM Co34aTb 3anpoc Ha ceptudukaT. He orpaHmyeHa no sBpemeHu. [ns
ofaHoro ak3emnnsapa Cepsuca lMoanncm MoxeT 6biTb BBeAeHa TOoNbkOo oaHa basosas
nvueHsus. MNMpu BBoae HOBOM Ba3oBol NNUEH3UK, cTapas YHUUYTOXaeTcs.

> Ha pacwupeHme Bas3oBoi nuueH3uU. JIMLUEH3US BbIAAETCS Ha OrpaHWYeHHoe
Konn4yecTso MNonb3oBaTenen n HasHavaeTcs Monb3oBaTesnto TOIbKO MNOC/e ncHepnaHus
numnTa Monb3oBaTtenei B bazoBoi nuueH3nun. JIMueH3nin Ha pacluMpeHne MoxXeT bbiTb
CKOJIbKO YroZHO.

> OrpaHuM4YeHHas No CPpoKy AenCcTBUSA. B nuueH3Mn nponncaH SBHO CPOK OKOHYaHUS
OENCTBMSA, a Takxke MoxeT 6biTb OrpaHmMyeHo KonmyecTtso [Monb3oBatenen. JaHHas
nueH3ns 3ameHseT [JeMOHCTpauuoHHYK, He TpebyeT o06a3aTenbHOro Haan4ms
Basoson n/unn nuueHsum Ha pacwunpeHue, HO MOXeT UX A0NONHATb. OrpaHnyeHHas
no CpPOKYy AEWUCTBMS NMueH3Ms MoxeT ObiTb BBeAaeHa TONbKO oaHa. BeBoa HOBOWM
OrpaHu4YeHHOM Mo CPOKY NMLEH3MN 3aMeHSIET CTapylo.

> Ha pononHuTenbHbIN cepBep. icnonb3yeTca Ana co3aaHus cepBepa pennkaunu.

BBo4 NMUEeH3MKM OCyLlecTBAseTcs npu noMowm kKomaHpnetoB PowerShell. KomaHabl
ynpaeneHmnsa obwenn nuueHsnen Ha  CepBuc loanucu  BKJKOYEHbI B MOAY/b
CryptoPro.DSS.PowerShell.SignServer. Cnncok KomaHg npusegeH B Tabauvua 5.

Tabnuua 5. Cnucok KoMaHAMEeTOB AN ynpasneHus nuuensnen Ha Cepsuc MNoanucum

Add-DsslLicense 3agaHue nuueHsun Ha Cepsuc MNoanucu.
Remove-Dsslicense YpaneHnue nuueH3nm Ha Cepsuc lMNognucu.
Get-Dsslicense BbiBOA Ha KOHCOMb CBeAeHUI O nnueH3nm Ha Cepsuc Moanucw.

4.2.1.1. Komananet Add-Dsslicense

KoMaHanet nossonsder 3agatb auueH3nto Ha Cepsuc [lMognucn. K OCHOBHbIM
rnapaMeTpaM OTHOCATCA:
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» CepWuiiHblii HOMep;
» HaumeHoBaHMe opraHusaumn (ecnm  BblAaHHAs JULUEH3MS  npeaycMaTpuBaeT
ob6s13aTenibHbLIN BBOA MMEHM OpraHmM3aunm).

Beoa komaHaneta 6e3 napaMeTpoB akTuBMpyeT [eMOHCTPALMOHHYI JULEH3UIO Ha
Cepsuc Moanucu (cMm. Pazgen 4.2.1).

CuHTakcumc:
Add-DssLicense [-SerialNumber <string>] [-CompanyName <string>] [-DisplayName
<string>] [-Force]
Tabnuua 6. MNapameTpbl koMmaHaneta Add-DssLicense

MNMapameTp Tvin OnucaHue

SerialNumber string CepuiHbIl HOMep.

CompanyName string HanmeHoBaHMe opraHusaumun.

DisplayName string OTobpaxaemoe umsa skzemnnsapa Cepsuca Moanucu.

MapaMeTp No3BoNsieT 6e3 NoATBEPXKAEHUS OTKPENUTb
Force switch Monb3oBaTenen oT NpeablayLien TMULEH3NK 1
npuBsi3aTb K HOBOW.

4.2.1.2. KomaHgnet Get-DsslLicense

KoMaHANeT no3BONSET BbIBECTU Ha KOHCOMb MHMOpMauuio O nnueH3nm Ha CepBuC
Moanwucu.

CuHTakKcuc:

Get-DssLicense -DisplayName <string> -AssignedUsersInfo

Tabnuua 7. NapaMeTpbl koMaHaneta Get-Dsslicense

MapameTp Tun OnucaHue

Mpwn HanNNMYMM faHHOro NapaMeTpa BbIBOAUTCS
AssignedUsersInfo string MHdOopMaunm o Tekywem konndvectee lMonb3oBaTtenen,
MOAKNOYEHHbIX K AAHHOM JIMLLEH3UN.

DisplayName string OTobpaxaemoe nms aksemnnsapa Cepsuca Mognucu.

4.2.1.3. KomaHanetr Remove-DsslLicense

KomaHanet nossonser ypanutb nuueHsuio Ha Cepsuc lNoanumcun. K napameTpam
OTHOCATCA:

CuHTaKkcumc:
Remove-DssLicense [-DisplayName <string>] -SerialNumber <string> [Force]
Tabnuua 8. MNapameTpbl kKoMaHaneTa Remove-DsslLicense
MapameTp Tun OnucaHue
SerialNumber string CepwuiiHbI HOMeEp.
DisplayName string OTob6paxaemoe nmsa akzemnnsipa Cepsuca Mognucu
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MapameTp Tun OnucaxHue

MNMapameTp no3sonsieT 6e3 NnoaATBEPXAEHMS OTKPENUTb
Force switch Monb3oBaTenen oT NpeablayLien NMUEH3UN U
npuBsi3aTb K HOBOW.

4.2.2. JInueH31A Ha KOMNOHEeHTb! LA

Ons Kaxaoro us cneaywwmx KoMnoHeHToB LM, oTBevdawwmx 3a ayTeHTUdUKauuio,
TpebyeTcsa NuueH3us:

> Ha cpeactBo ayreHTMdukaumm myDSS (ayteHTudukaums nonb3oBaTenen c
rnomoLbo MO6ULHOro npunoxeHns myDSS);

> Ha cpeacrBo ayteHtTudmkaumm SimAuth (ayteHTudwukaums lMonb3oBaTenen c
noMoLbio annneta Ha SIM-kapTe);

> Ha moaynb pocryna Cloud CSP (o6nauHbii kpunponposaigep Cloud CSP).

Ons Kaxkaoro U3 aTUX KOMMOHEHTOB CYLECTBYIOT cneaytowime Tunbl TNLEH3NN:

» [OeMoHCTpauMOHHasA. AKTUBUPYETCA aBTOMaTUYECKN Npu co3aaHunm aksemnnsapa LN,
paccuuTaHa Ha 10 lMonb3oBaTenem n He orpaHnyeHa no cpoky aencreus. lNocne seoga
BbazoBon wmnm OrpaHMUYEHHOMW NO CpPOKYy AENCTBUS NUUEH3MKM [eMOHCTpaunOHHas
YHUYTOXaeTCS.

> basoBas. JInueH3us BblAAEeTCAa Ha OrpaHMYeHHOe Konm4yecTBo [lonb3oBaTenien U He
orpaHu4yeHa no BpemeHu. Ons ogHoro sk3emnispa LM mMoxeT 6biTb BBEAEHA TONbKO
oaHa ba3zosas nuueH3us. Npun BBoAE HOBOV Ba3oBoi NNUEH3MK, CTapas YHUUYTOXaeTcs,
a repeHasHadeHue nuueH3um [lonb3oBaTensMm MnNpoucxXoaMT aBToOMaTUYeCcKu npu
MonbITKE MNOATBEPXAEHUS Onepaunum WIn BpPYYHYIO TMpU  Ha3HadeHunm MeToda
ayTeHTudbuKaumn.

> Ha pacwumpeHue Ba3oBoi nuueH3sun. JlvueHsna pononHset basosyto (He MoxeT
ObITb BBeAeHa 6e3 Hee) M BblAAETCA Ha OrpaHUYEHHOEe KONu4decTtBo lonb3oBaTenen.
JlnueHsnn Ha pacwumpenne MoxeT 6biTb CKOSIbKO YroAHO.

> OrpaHuYeHHasn No CPpoOKy AeNCTBUSA. B nnueH3mMn nponncaH SsBHO CPOK OKOHYaAHUS
OENCTBUSA, a TakxXe MoXeT 6bITb OrpaHuyeHo KonmyectBo [lonb3oBaTenen. [JaHHas
vueH3ns 3aMmeHseT [eMOHCTpauuMoHHyk, He TpebyeTr o06s3aTenbHOro HaamM4uus
basoson n/unn nuueHsmm Ha pacwunpeHne, HO MOXET UX A0NONHATb. OrpaHMyeHHas
Mo CpOKY AencTBmsa nunueH3ms MoxeT 6biTb BBeAeHa TONAbKo oaHa. BBog HOBOM
OrpaHM4yeHHOM NO CPOKY NIMLLEH3UN 3aMeHseT cTapylo.

Mpu HanMumu BBEAEHHOW JIMLUEH3UM HaA TOT WIN WHOM KOMMOHeHT UMW w3
rnepeyncneHHbIX Bbile, NIMUEH3UN 3akpennsaTca 3a [lonb3oBaTensaMm aBTOMaTUYECKU MNpwu
HasHa4yeHMn MeToda ayTeHTUdUKauUM MM NpU NoMbiTKE MoATBepXAeHUsa onepaunn. lMpu
OTKJItoYeHUK y MNMonb3oBaTens Kakoro-anbo n3 MeToaos ayTeHTUdMKaALMN MAM MOAYNASA AOCTYNa
Cloud CSP, nnueH3unsa ocsoboxaaerca u MoxeT bbITb 3aHATa Apyrum MNonb3oBaTenem.

KoMaHabl ynpaBfieHMss JUUEH3WIA Ha KOMMOHeHTbl LW BkOYeHbl B MOAy/b
CryptoPro.DSS.PowerShell.Sts. Cnucok komaHa npuBeaeH B Tabanua 9.

Tabnuua 9. CNMcok KoOMaHAeTOB AN ynpaBieHus NNLEH3nen Ha cpeacTtBea

ayTeHTudmKaumm
Add-DssStslicense 3ajaHune NMMUEH3UM Ha KOMMNOHEHThI LN,
Get-DssStsLicense BbiBOA Ha KOHCO/Ib CBEAEHUI O JIMLEH3NUN HA KOMIMOHEHTHI L|A.
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KomMmaHaner OnucaHue

Remove-DssStslicense YaaneHue NMUEH3UM Ha KOMMNOHEHTbI LIN.

4.2.2.1. KomaHanet Add-DssStsLicense

KoMaHaneT no3BosifeT 3a4aThb JIMLEH3NIO HA KOMNOHEeHTHI LIN. K OCHOBHbIM NapaMeTpamM
OTHOCATCA:

> CepwiiHbI HOMep;

» HauMeHoBaHuMe opraHmsaumu (ecnu  BblAaHHas JWUEH3MS  npeaycMaTpuBaeT
ob6a3aTenbHbI BBOA MMEHW OpraHusaumn).
CuHTaKCuUC:

Add-DssStsLicense —-SerialNumber <string> [-CompanyName <string>] [-—
DisplayName <string>] [-Force]

Tabnuua 10. MapameTpbl koMmaHaneta Add-DssStsLicense

MapameTp Tvn OnucaHue

SerialNumber string CepuiHbI HOMep.

CompanyName string HanMeHoBaHWe opraHusauumu.
DisplayName string OTobpaxaemoe uma skzemnnsapa L.

MapameTp no3sonseT 6e3 noaATBepXAEHUSA OTKPENUTb
Force bool Monb3oBaTenen oT NpeablayLien NMUEH3UN U
npuBsa3aTb K HOBOW.

4.2.2.2. KomaHanet Get-DssStsLicense

KoMaHAaneT no3sonseT BbiIBECTU HA KOHCOb MH(OpMaLUIO O NNLEH3MN Ha KOMMNOHEHTDI
LI/ Monb3oBaTens.

CuHTaKcumc:
Get-DssStsLicense —-IdentityMethodType <string>[-DisplayName] <string>

Tabnuua 11. MapameTpbl koMaHaneta Get-DssStslicense

MapameTp Tvn OnucaHue

DisplayName string OTobpaxaemoe nma aksemnnspa LN.
string
Bo3MoxHble
3Ha4YeHuns:

MeTog ayTeHTUdMKaALUN, UHPOPMALNIO O NINLLEH3UN

IdentityMethodType N
Ha KOTOPbI HYXHO MONYYnTb.

myDSS,
SimAuth
CloudCSP

4.2.2.3. KomaHagnetr Remove-DssStsLicense

KoMmaHgneT no3sBonsgeT yaananTb JIMUEH3UI0 HA KOMMOHEeHTbI L.
CuHTaKCcumC:
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Remove-DssStsLicense —-SerialNumber <string> [-DisplayName] <string> [-Force]

Tabnuua 12. NapameTpbl kKOMaHaeTa Remove-DssStsLicense

MapameTp Tvn OnucaxHue
SerialNumber string CepuiHbIN HOMED.
DisplayName string OTobpaxaemoe nmsa akzemnasipa LN.

MapamMeTp no3BonsieT 6e3 NoATBEPXAEHUS OTKPENUTb
Force switch Monb3oBaTenen oT npeabiaywen AMUEH3Nn n
npuBs3aTb K HOBOWA.

4.3. HacTpoMrka y4yeTHbIX 3anucem

YnpasneHune ydyeTHbiMM 3anucsamm B Kpuntollpo DSS ocywecTtBngeTrcs Ha OCHoOBe
ponesoin Moaenwn. Bbigensetca 4 Tuna ponen, OTHOCALWMXCH HenocpeacTtBeHHo kK C3M
«Kpuntolpo DSS»(cMm. Puc. 26):

» [lonb3oBaTensb;
OnepaTop;

OnepaTtop AyauTa;
OnepaboT-Habntogatens;
AoMUHKUCTpaTOp.

YV V V V

Mockonbky ponb AOMUHUCTpPATOpa JIOFMYECKN HEe 3aBUCUT OT rpynmn W Co3JaeTcs Ha
KaXxaoM 3k3emnngape koMmnoHeHTa Kpuntollpo DSS, uMetowem B, TONbKO AN NOAyYeHUs
npas Ha BbINOJIHEHWE yNpaBnsawLWmMx komaHgnetos (cMm. pasgen 0), Ha AaHHOM CXeMe OHa He
oTobpaxkaeTcs.

MHoxectso UM

Lt == :—
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! ! |
e L L ERE L EEE b =
I ' 1 |
I ! | |
!
I . : LieHTp MaeHTudUKaLMK |
| ! | :
} ! !
1
|
| |
| A
I
v
4 i:; ju— h 4
B = o)
| ",__
= Ty o)
\ |
Onepatop I
} | Oneparop
} } CepBuca
|
I
Tenb | _ _ _|
I
MNonb3osaTens Monb3oBatenb Nonesosatens | |

Ipynna

Puc. 26 — Jlornyeckas cTpykTypa ponen C3II
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CooTBeTCTBEHHO nMepeduncsieHHbiM ponam, B Kpuntollpo DSS MOXHO co3paBaTb
y4yeTHble 3anucu. Kpome 3TOro, yyeTHas 3anmncb MOXET MpuUHagnexaTb K KOHKPETHOMY
ak3eMnnapy (a3k3emnnspam) LN, Ha koTopoMm 6bina co3gaHa, a Takxke K rpynne.

Janee paHO noapobHOE ONMCaHME HACTPOMKM YUYETHbIX 3anucen AN KaXaonm w3
nepeyncneHHbIX ponen.

4.3.1. HacTpoika yuyeTHbIx 3anuceun NMNonb3oBaTtenen

Monb3oBarenb C3M «Kpuntollpo DSS» - nwbon nonb3oBaTesb, MNOSYYUBLUUIA
y4yeTHble AaHHble ansa Bxoga oT OnepaTtopa. EMy pgoctyneH ocHOBHOM dyHKumoHan CIMM wu
JINYHBbIN KabunHET, rae OH MOXET NPOCMOTPETb CBOW NPOodub U HAaCTPOEHHbIE AJ1S1 HEF0 BMAbI
ayteHTudumkaumn. PepakTupoBaHme NMYHbIX JAaHHbIX W cnocoboB ayTeHTuduKaumm
OCYyLLEeCTBNSIETCS B OCHOBHOM OnepaTtopoM, OAHAKO B CUCTEME eCTb BO3MOXHOCTb BblAauu
Monb3oBaTento NpaB Ha Takue AencTems. MNonb3oBaTento MoOXeT 6bITb Ha3HadYeHa ToNbKO oAHa
rpynna.

YnpasneHue ydeTtHoiMu 3anucamu lMonb3oBatenen B CII «Kpuntollpo DSS» moxeT
OCYLWEeCcTBAATbCA TONbKO 4yepe3 Beb-uHtepdernc (OnepaTopoM UM 4YaCTUYHO CaMUM
Monb3oBaTtenem).

Monb3oBaTenu, npowealine npoueaypy ayteHtmdumkaumm, obbeanHeHbl BOKpPYr CBOEro
ak3emnnapa UeHTpa UaeHTudukaummn. Onsg HUX MOryT ObiTb BK/IHOYEHbl 06LME HACTPOMKM
NepBUYHOM N BTOPUYHOW ayTeHTUdMKALMKM, @ TaKXKe MNOMTUKA KOMMNOHEHT MMEHU, B KOTOPOM
YKa3blBAETCS, KaKWe KOMMOHEHTbl WMeHW o06sa3aTenbHO [AOMXHbI MPUCYTCTBOBaTb MNpwU
peructpauumn MNMonb3osartens.

Monb3oBaTenun, oTHoOCAWMECH K ogHOMY 3k3eMnnapy LW, moryT 6biTb pa3geneHbl Ha
rpynnel  noa ynpasneHueMm OnepaTtopoB. [pynna [lonb3oBaTenen xapakrepulyeTtcs
pa3/InyHbIMKM MONUTUKAMKW, HACTPOEHHOM ANns BCEX BXOASWMX B Hee [lonb3oBatenen u
OnepaTopoB. OTO MOryT 6bITb NMpaBuia BXoda, BTOPUYHON ayTeHTUdUnKaumm (NoATBEPXKAEHNE
BX04a W NoATBepXAeHWe onepaunin n ap., cM. pasgen 4.5). Ecnun Ha LeHTpe MaeHTudukaumm
paspelleHa caMoCTosTeNbHas perucrpaumsa (B TeCTOBOM pexume), TO Mpu  CO34aHumn
MNonb3oBaTenemM cBoel YYETHOM 3anncn oH ByaeT BKIKOYEH B rpynmny no yMonyaHuio.

Ona kaxpaoro [lonb3oBaTens MWHAWMBUAYANbHO MOryT 6biTb 3adaHbl  CMNoCO6bI
ayTeHTUdUKauUnUn 1 NoATBEPXAEHUS BXoAa W onepauunii. OoHaAKo M3MEHEHME 3TUX HacTpoek
JLO/IXXHO COOTBETCTBOBATb HAacTpoiikaM ak3emnasapa LM, B koTopoM MNMonb3oBaTeb CO34aH.

4.3.2. HacTpoika y4yeTHbIx 3anucen OnepaTtoposB

B Kpuntollpo DSS cyuwectsyeT Tpu Buaa OnepaTtopos:

> Onepatop DSS (paspen 4.3.2.1);
» Onepatop-HabnogaTtens (pa3gen 4.3.2.2);
> Onepatop AyanTa (pasgen 4.3.2.3).

ij OaHa n Ta Xe yyeTHas 3anucb He MOXeT BbINoNHATL posb OnepaTtopa,
OnepaTopa-Habnogatens n OnepaTtopa AyauTa OAHOBPEMEHHO.

AyTeHTudunkauma Onepatopa B Kpuntollpo DSS ocywecrtBnsercs npu noMoLm
ceptudumkara.

Kpuntolpo DSS nopaepxuBaeT BblAeNeHHOE XpaHuaulie usaatenen ceptudukatos
ayTeHTudukaumn. UWMa  xpaHuamwa MOXHO MNOCMOTpPeTb B  BblBOAe NapaMeTpa
ClientAuthenticationIssuersStoreName «komaHaneta Get-DssStsProperties (no
ymonuaHuio - STS Client Authentication Issuers). Wcnonb3oBaHue AaHHOMO XpaHunuuwia
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perynupyetcs napametpoMm IsClientAuthenticationIssuersStoreEnabled (cm. pasaen
4.5.8.2).

Ons npoBepkn noa/MHHOCTK cepTudmrkaTta Onepatopa DSS Beb6-cepBepoM HEOH6X0AMMO
nobaBuTb KOpHeBOW cepTudukaT wmsgatens ceptudukaTta onepatopa DSS B xpaHunuuwe
«[loBepeHHble KOPHEBbIE LEHTPbI CEpPTUPUKALMN» NOKaNbHOro KOMNbloTepa.

Ons npoBepku nMoasiMHHOCTK cepTudumkata OnepaTtopa co ctopoHbl Kpuntollpo DSS
HeobxoaMMO MOMECTUTb KOpHeBOW cepTudukaT usgatens ceptudukaTta onepatopa DSS B
cneumannanpoBaHHoe xpaHunuue «<Wmsa_npunoxeHusa_LN> Client Authentication Issuers».
[aHHas npoBepka BO3MOXHa TOJIbKO Mocne ee akTuBauum (aKTMBMPOBAHA MO YMOJSTHYAHMUIO).
Ons akTmBaunm NpoBepku HeO6XOAMMO BbIMOMHUTL C/IEAYIOLLYI0 KOMaHAY :

Set-DssStsProperties —-IsClientAuthenticationIssuersStoreEnabled 1

4.3.2.1. Onepartop

OnepaTtop C3I1 «Kpuntollpo DSS» — npuBMNernpoBaHHbIi NOJIb30BaTENb, MMEKOLWMNIA
npaso Ha co3jaHune, peaakTMpoBaHUe 1 yaaneHme yu4€THblx 3anucel MNMonb3oBaTtenen, a Takxe
Ha ynpasneHune ceptudukatamm Nonb3osatenen DSS. OnepaTop MOXeT ynpaBnsaTb YYETHbIMU
3anucamMm 1 ceptudukatamm [onb3oBatenen TOMbKO B paMkax cBoero LeHTpa
NoeHTudukaumm mn ceoei rpynnbl. OnepaTop MOXET 6bITb BK/KOUEH B OAHY WM 6onee rpynnm.
Mpu coszpgaHum y4yéTHol 3annucu OnepaTtopa eMy HasHayaeTcs rpynna no ymondaHuto Default.
B fanbHenwem MOXHO M3MeHuTb Habop rpynn, B KOTOpble BKAtoYeH OnepaTop.

OnepaTop C3I «Kpuntollpo DSS» obecneuynBaeT BbIMONHEHWE CNeayOWMX 3a8ay:

» Peructpauus MNonb3osatenen CIM «Kpuntollpo DSS»;

> YnpasneHue (pefakTupoBaHue, yaaaeHune) yY4eTHbIMM 3annucsamMm 3apermncTpupoBaHHbIX
Monb3oBaTtenen C3M «Kpuntollpo DSS»;

» HacTporika ayTeHTuduKaunm NMonb3osaTtenen;

> T[lpueM 3a89BNEHUN Ha perucTpaumio cpeacts ayteHTudukaumm lNMonb3osatenen;

> [lpocMoTp cpeacTB ayTeHTUdUKaumm, 3apernctpmpoBaHHbix B L Kpuntolpo DSS;

> Co3gaHue 3anpocoB Ha cepTudukatbl Monb3oBatenen CIMN «KpunTtolpo DSS»;

> Bblgava ceptudukaToB lMonb3oBaTtensam;

> TlpocMOTp 1 neyvaTb co6bITUIM ayanTa HasHavyeHHbIX OnepaTopy rpynn.

B uensx obecneuenms 6esonacHoctn LUeHTp WaeHTudumkaumm He wunMmeer
npeaycTaHOB/IEHHOM BCTPOEHHOWM yyeTHOW 3anucu OnepaTtopa. Mo3ToMy co3gaHuMe ydyeTHoMm
3anucnm OnepaTopa BO3MOXHO TOMBKO JIOKAJIbHO Ha cepBepe, rAae ycTaHoBfeH LleHTp
Naoentndumkaumm Kpuntollpo DSS. Ponb OnepaTtopa HasHadaeTcs AAMUHUCTPaToOpOM MyTeM
Bblgaun  Onepatopy cepTudmkata C  pacClWIMpeHHbIMM  MpaBaMuM WU KJIMEHTCKOWN
ayTeHTudukaumen. CepTudukaT [O/MKEH XPaHUTbCA B XpaHuauwe «JIMdHble» TeKyLero
nonb3oBaTens.

Co3paHune y4dyéTtHol 3anncu OnepaTtopa OCyLeCcTBASEeTCS C NOMOLWbi KoMaHaneta Add-
DssldentityOperator, Bxoaswero B coctas moayns CryptoPro.DSS.PowerShell.STS.
MoNHbIN CNNMCOK KOMaHANETOB MO HACTPOMKe yyeTHbIX 3anucen OnepaTtopoB Kpuntollpo DSS
HaxoauTca B pasgene 4.5.8.10.
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4.3.2.2. OnepaTtop-Habnwopaartenb

Ponb  OnepaTtopa-HabntoaaTtens MO3BONSIET  UCKIKYUTENBHO  MNpocCMaTpuBaTth
mHpopmauuto o [Monb3oBaTensx, noctynawuwyw ¢ CepBuca Moanucu u  LeHTpa
NaeHTudmnkaymm.

OnepaTop-HabnoaaTesb MOXET NpocMaTpMBaTb Creaytollee:

> Cnucok Monb3oBaTtenen C3MN «Kpuntolpo DSS»;

» HacTtpoikun ayTeHTUdmKaunm NMonb3oBaTenen;

> [lpocMoTp cpeacTB ayTeHTMdMKaUNK, 3aperncTtpmpoBaHHbix B LM Kpuntolpo DSS;

> [pocMmoTp ceptudmkaTtoB u/Mnm 3anpocoB Ha ceptudukaTtbl lMonb3oBatenen CIM
«Kpuntollpo DSS»;

> [pocMOTp K neyvaTb COOLITUI ayanTa Ha3Ha4vyeHHbIX OnepaTopy rpynnm.

Ponb OnepaTopa-Habniopatens MOXET MCNOMb30BaTbCA TaKXe MNpuKNIagHbIMU
CUCTeMaMu, KOTOpPbIM HeOH6X0ANM A0CTYN K MHpOpMaLUKUmM, yKa3aHHOM Bblwe. [JoCTyn BO3MOXEH
Kak yepe3 SOAP- u REST-unHtepdencol, Tak n yepes Beb-uHtepdeliic MNMonb3oBatens — B 3TOM
cnydyae y Onepatopa-Habntogatens 6yayT OTCyTCTBOBAaTb HEKOTOPbIE 3/1EMEHTLI, OTBEeYatouwme
3a U3MEHeHMe HacTpoek ayTeHTudukaummn, ceptTndunkaTtos 1 Npou.

Co3gaHune y4détHon 3anmcm OnepaTopa-HabnwogaTtens OCyLeCcTBASETCS C MOMOLLbIO
koMaHaneta Add-DssldentityOperator, c o6a3arenbHbIM napamMeTtpom —type Readonly.

4.3.2.3. Onepatop AyauTta

Pone OnepaTtopa Ayauta C3Il1 «Kpuntollpo DSS» cywecTtByeT A/19 MOHUTOPUHra
cobbITU, MocTynawwmnx ¢ komnoHeHToB CII oT Bcex lMonb3oBaTtenent. MNMockonbky OnepaTtop
AyauTa npukpennseTca Tonbko K 3k3emnnasapy LW, a He Kk rpynne, Ha Beb-uHTepdelice
Cepsuca Aygmta eMy AOCTYMNHbI BCe cobbiTUs BCeX NMonb3oBaTenen AaHHOro aksemnnaapa LN,
B OoTAn4ne ot Apyrux ponen (Monb3oBatena n Onepatopa DSS), KOTOpbIM COBbITUA AOCTYMHbI
TONbKO B (pmnbTpOBaHHOM Mo rpynne/nonb3oBaTtento Buae. Onepatop AyauTa CyllecTByeT
Tonbko B Npeaenax Cepsuca AyamTta n He UMeeT A0CTyna K APYrMM KOMMNOHEHTaM u hyHKUMAM
Kpuntollpo DSS.

OcHoBHOM dyHKuMenn OnepaTopa AyauTa SBNseTCS co3pgaHue oT4vyeToB. [na 3TOro
TpebytoTcs nnarnHbl  popMupoBaHma otdyeTHocTu. B Kpuntollpo DSS cyuwectsytoT
npegonpeaeneHHble TUMbl 0OTYETOB, HO ANs Aob6aBieHns BO3MOXHOCTU BbiMyCKa TaKMX OTYETOB
Heo6xoaMMO CHa4vana HacTpouTb COOTBETCTBYIOWME narnHbl. OnmMcaHuMe WUX HaCTPOMKM
HaxoauTcsa B pasnene 4.8.1.4.

B uensx obecneuyenms 6esonacHoctn LUeHTp WaeHTudumkaumm He wmmeer
npeayCcTaHOB/IEHHOMW BCTPOEHHON y4yeTHOM 3anucu OnepaTtopa AyauTta. [Mo3TOMYy co3paHue
yyeTHown 3anuncm OnepaTtopa AyanTa BO3MOXHO TOJIbKO JIOKaNbHO Ha cepBepe, rae yCTaHOB/EeH
UeHtp WaentTudumkaumm Kpuntollpo DSS. Ponb Onepatopa AyamTa HasHadaeTcs
AAMWHUCTpATOpOM nyTeM Bbldaunm Onepatopy AyaumTta ceptudukata C  KINMEHTCKOWM
ayTeHTudukaumen. CepTudukaT AO/MKEH XPaAaHUTbCA B XpaHuauwe «JIMdHble» TeKyLero
nosb3oBaTens.

CospaHne y4déTtHoOMm 3anmcm Onepatopa AyaAuTa OCYLWECTBASETCS C  MOMOLUbIO
koMmaHaneta Add-DssldentityOperator, ¢ o6s3atenbHbiIM napamMeTpoM -type Audit,
Bxoasiwero B coctaB wMoayns CryptoPro.DSS.PowerShell.STS. T[lonHbIn  cnncok
KOMaHA/1eTOB MO HacTpoilke ydyeTHbIX 3anucen Onepatopos Kpuntollpo DSS HaxoauTtcsa B
pa3gene 4.5.8.10. Hactpoiika yyeTHbIx 3anucen ALMMUHUCTPATOPOB
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4.3.3. O6wme cBeaeHmnsa 06 AgMUHUCTpaTopax

AaMmuHucTtpatop C3I1 «Kpuntollpo DSS» 3aHMMaeTca aAMUHUCTPUPOBAHUEM
HenocpeacTeeHHo CIIM «KpunTtollpo DSS». Ero 3agadaMun saBnAsOTCSA:

»  AAMWHUCTPMPOBAHME cneunasbHOro NporpaMMHoro obecnevyeHus;

> HacTpoWka 3k3eMnnsapoB KoMrnoHeHToB CIIM «Kpuntollpo DSS»;

> ynpasneHue (co3gaHue, peaakTMpoBaHMe, yAaneHue) YYETHbIMW  3anucsamu
OnepaTtopos C3I1;

» ynpasneHune nuueHsmamm Kpuntollpo DSS.

Ona poctyna AaMmunHucTpaTtopa K b/l ak3emnnsapa komnoHeHTa C3I1 «KpunTtollpo DSS»
eMy HeobxoagmMma yyeTHas 3anucb B B[l Kaxaoro u3 3k3emMnasipoB. TO/IbKO B 3TOM C/ly4ae OH
CMOXET BbIMOJIHATbL KOMaHANeTbl B PowerShell, npuHagnexalwme npocTpaHCTBY KOMaHA/1ETOB
TOro UAn MHoro mMoayns. NMpu 3ToM ydyeTHas 3anmcb AaMuHuctpatopa B UM Kpuntollpo DSS
He co3pjaeTcs.

Co3paHne y4deTHbIX 3anucerr AAMUHUCTpaTopoB TpebyeTca pAna  cneaylowmx
KoMmrnoHeHToB Kpuntollpo DSS:

Tabnuua 13. KomaHaneTbl Ansg co3gaHus y4eTHbIX 3anucen AAMUMHUCTPATOPOB

KoMnoHeHT KomaHpner OnucaHue

[JobaBnaetr AAMMHUCTpaTopa

Add-DssStsAdministrator
Ana sk3emnndapa UK.

BbiBOAUT cBEaeHUsS 06
Get-DssStsAdministrator AAMUHUCTpaTopax
ak3emnnsapa UN.

LleHTp
NaoeHTudmkaumm

Ypanaet ADMUHUCTpaTopa C

Remove-DssStsAdministrator
akzeMmnnsapa Un.

[JobaBnsetr AAMMHUCTpaTopa
Add-DssSignServerAdministrator ana ak3emnnsapa Cepsuca
Moanuncu.

BbiBOAMT cBeaeHust 06
AoMUHUCTpaTOpax
sk3eMmnnsapa Cepsuca
Moanucw.

CepBuc

Get-DssSignServerAdministrator
Moanucu

Ypanaet ADMUHUCTpaTopa C
Remove-DssSignServerAdministrator sk3eMmnnsapa Cepsuca
Moanuncwu.

Jobasnaet AaMMHUCTpaTopa
Add-DssAnalyticsServiceAdministrator ans sksemnnspa Cepsuca
AyauTta.

BbiBOAUT cBeaeHUsa 06
AoMUHUCTpaTOpax
sk3eMmnnapa Cepsuca
AyauTa.

Cepsuc AyauTa Get-DssAnalyticsServiceAdministrator

Yaanaet ADMUHUCTpaTopa C
sk3emnnapa Cepsuca
AyauTa.

Remove-
DssAnalyticsServiceAdministrator

[JobaBnaet AaMMHUCTpaTopa

CepBep
B3ammogenctena Add-MyDssInternalAdministrator 22;.1??;;132 EeLpl)Ijmca
¢ UM myDSS A

myDSS.
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KoMMnoHeHT KomMmaHaner OnucaHue

BbiBOAMT cBEeaeHus 06
AoMUHUCTpaTOpax

Get-MyDsslInternalAdministrator sk3emnnsapa Cepsuca
B3aumopaenctemnsa c LA
myDSS.

Ypanaet ADMUHUCTpaTopa ¢
ak3eMmnnsapa Cepsuca
B3aumMoaencTems c LU
myDSS.

Remove-MyDssInternalAdministrator

LJobaBnaet AAMMHUCTpaTopa
ansa ak3emnnsipa Cepsuca

Add-MyDssExternalAdministrator B3aMMOAENCTBUS C
MOBUIbHBIM MPUTOXKEHNEM
myDSS.
CepBic BboiBOAMT cBEeaeHus o6
o AAMUHUCTpaToOpax
B3auMonencTBiA sk3emnnapa Cepsuca
C MOB6UbHbBIM Get-MyDssExternalAdministrator P P
B3aMMOAENCTBUS C
npumnoxeHnem
myDSS MOBUNbHBIM MPUNOXEHNEM
myDSS
Ypanaet ADMUHUCTpaTopa C
sk3emnnsapa Cepsuca
Remove-MyDssExternalAdministrator B3auMOLENCTBUSA C
MOBUbHBIM MPUTOXKEHNEM
myDSS
4.3.3.1. AAMMHUCTpUpOBaHue YYEeTHbIX 3anucen
AaQMUHUCTpPaATOpPOB

AOMUHUCTpUpPOBaHME y4yeTHbIX 3anucern ApgmuHucTpaTtopos Kpuntollpo DSS
OCYLLECTBASETCA C MOMOLLbIO KOMAHAETOB, BXOASLWMX B COCTAB CNeayrwmx Mogynen:

» CryptoPro.DSS.PowerShell.SignServer;
CryptoPro.DSS.PowerShell.STS;
CryptoPro.DSS.PowerShell.Analytics;
CryptoPro.DSS.PowerShell.MyDssServerExternal;
CryptoPro.DSS.PowerShell.MyDssServerInternal

V V VYV V

B 3aBMCMMOCTM OT KOMMOHEHTa A8 KOTOPOro BbIMNOMHSAETCH HacTpoika. Bce moaynu
coAep>at OAHOTUMHbLIA HAabop KOMaHA ANS HAaCTPOMKU YUYETHbIX 3anucern AAMUHUCTPATOpPOB.
Cnucok KoMaHg npuBeaéH B Tabauua 13.

KomaHpnetr Add-DssStsAdministrator

Jobasnaet AoMnHMUcCTpaTopa Ansa sk3emnasapa LN.
CuHTakcumc:

Add-DssStsAdministrator [-Password <string>] -UserName <string> -DisplayName
<string>
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Tabnuua 14. MapameTpbl koMmaHaneta Add-DssStsAdministrator

MapameTp Tvn OnucaHue
. . OTobpaxkaemoe nmsa ak3emnasapa
DisplayName string
KOoMMNoHeHTa LleHTp MaeHTndunkaumm.
Password string Maponb yyeTHOW 3anucu
AAMUHUCTpaTOpa.
UserName string MMs yueTHOM 3anmcm AgMUHKUCTpaTopa.

KomaHpanert Get-DssStsAdministrator

BbiBoanT cBegeHusa 06 AAMMHUCTpaTopax yKalaHHoro sk3emnaspa LN.

CuHTaKcuc:
Get-DssStsAdministrator -DisplayName <string>

KomaHpnetr Remove-DssStsAdministrator

Ypanser ADMUHUCTpaTopa C yKa3aHHOro sksemnadapa L.

CuMHTaKCuUC:
Remove-DssStsAdministrator [-DisplayName <string>] -UserName <string>

Tabnuua 15. MapameTpbl koMaHaneta Remove-DssStsAdministrator

MapameTp Tun OnucaHue
. . OTobpaxaeMoe nma aksemnnspa
DisplayName string
KOoMMoHeHTa LeHTp NaeHTndunkaumnn.
UserName string Mg yyeTHoM 3anmcyn AAMUHUCTpaTopa.
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4.3.4. YnpaBneHue rpynnamm Ha LleHTpe
NpeHtudbunkaumm

Lentp NoenTndmkaumm Kpuntollpo DSS nossonser pasgenutb [lonb3oBaTenenm Ha
rpynnbl. PasgeneHne Ha rpynnbl BBeAEeHO AN yAobCcTBa aaMMHUCTPUPOBAHUSA YYETHbIX
3anmcen Monb3oBaTenein OnepatopamMu. TO eCTb YynpaBfieHMEe YYETHbIMKU  3aMUCSMMU
Monb3oBaTenen MOXHO pasaenuTb Mexay HeckonbkuMu OnepatopaMun, TakmMm o06pa3om
Kaxabin Onepatop 6yaeT ynpaBnsTb TOIbKO CBOMM Habopom lMonb3oBaTtenen.

Onsa ynpasneHus rpynnaMu Mcnosnb3yoTca koMmaHanetel New-DssldentityGroup, Get-
DssIdentityGroup, Remove-DssldentityGroup, Set-DssldentityGroup. Ona  Ka)xaoro
3aperncrtpmpoBaHHoro aksemnnspa LeHTtpa UNaeHTudukaumm Bcerga cos3gaércsd rpynna no
YMOST4aHUIO C npegonpeaenéHHoiM nmeHem Default.

Monb3oBaTento MoOXeT ObiTb Ha3HauyeHa ToNbKO ofHa rpynna. Mo yMon4daHuioo npwu
co3gaHum yuyétHom 3anmcu Monb3oBaTtenb 6yaeT BKAKOYEH B rpynny rno ymondaHuto Default.

OnepaTop MOXET 6bITb BK/IKOYEH B 0A4HY M 6onee rpynn. MNpun co3gaHnm y4éTHOM 3anmcu
OnepaTopa eMy Ha3HayaeTca rpynna no ymonyaHuto Default. B ganbHeiweM MOXHO M3MEHUTb
Habop rpynn, B KOTopble BKAYeH OnepaTtop, C nNOMOWbI KOMaHpneta Set-
DssldentityOperator. Ecnu Onepatop co34aéT y4éTHYH 3anuch onb3oBaTens, TO OH MOXeT
HasHa4nTb rpynny Monb3oBaTensa U3 cnucka rpynn, B KOTOpble OH BKIKOYEH.

4.4. HacTtpouka orpaHM4YeHuM pasMmepa AOKYMEHTOB

B Kpuntollpo DSS cyuwecTtByeT BO3MOXHOCTb HacCTpOUTb MaKCUMalnbHbIA pa3Mmep
AOKYMEHTa, C KOTOPbIM coBepluaeTca onepaums wudpoBaHus, paclumdpoBaHns nnm Noanmcu.
Mo yMONYaHMIO MaKCMMaslbHbIi pa3Mep TaKoro AOKyMeHTa cocrtaBnser 5 M6awnt. Ecnu
TpebyeTcs M3MEHUTb AAHHOE OrpaHWYeHue, 3Ta HaCTpoMKa AoKHa ObiTb BbINOJHEHA Ha
Cepsuce MNMoanncu, Ha Beb-nHtepdeice Monb3oBaTtens, a Takxke Ha LleHTpe NaeHTudunkauymu.
Mpn HeobxoaMMOCTM NOATBEPXAEHUS Oonepaunii C UCNosIb30BaHMEM MOBUIBHOIO NPUIOXKEHUS
myDSS  aHanoruM4yHykw  HaCTpOMKY HYXHO BbINOAHWUTL Ha 3k3emnnspe Cepsuca
B3aMMOAENCTBUSA C  MOBMNAbHBIM  nNpunoxeHmem myDSS wun  ask3emnnape Cepsuca
B3aumogencrtemsa ¢ UM myDSS.

Cnucok KOMaHANETOB, MNpW MOMOLWM KOTOPbIX HAcCTpamBaeTcs OrpaHuyeHue
MaKCUMMasibHOro pasmepa nepeaaBaeMoro AoKyMeHTa, npueeaeH B Tabauua 16.

Ta6bnuua 16. KoMmaHANeTbl 49 HAaCTPOMKKN OrpaHUYEHUIA pa3Mepa AOKYMeHTa

Cepsuc NMoanuncu Set-DssEndpointGlobalSettings ¢ napameTpom MaxMessageSize.
LleHTp Set-DssStsEndpointGlobalSettings ¢ napameTpom
NoeHTndmkaumm MaxMessageSize.

Beb-nHTepgeiic Set-DssFeProperties ¢ napametpom MaxIISContentLength.

Nonb3oBaTens

Set-MyDssServerlnteractionPushServiceEndpointGlobalSettings
myDSS External n
Interaction Server Set-MyDssServerlnteractionServiceEndpointGlobalSettings

c napametpoM MaxMessageSize.

myDSS Internal
Interaction Server

Set-EndpointGlobalSettings ¢ napametpom MaxMessageSize.
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Ecnn ponyckaeTtca nepepada 6onblinX 4OKYMeHTOB (K npuMepy, pas3mepom 6onee 50
M6aiit), MoxeT noTpeboBaTbCa HACTpPOMKa TalkMayTa Ha nepepady pAaHHbIX. [aHHble
HaCTPOMKM OCYLLECTBASAKTCA Ha KomrnoHeHTax Cepsuc Moanucu, UeHtp NaeHTudukauum,
CepBUC B3aMMOAENCTBUA C MOBMNbHBIM npunoxeHnem myDSS myDSS un Cepsuc
B3aumogencremsa ¢ LM npm nmomowm Tex >Xe KOMaHA/AeTOB, 4To M B Tabauua 16, HO C
napametpamm MaxRecieveTimeOut n MaxSendTimeOut. 2T napameTpbl MNO3BOASAOT
HaCTPOWUTb BPeEMS MOTYYEHNS U OTMNPaBKM COOBLLEHUNS CEPBEPOM.

B uensax wuckaw4deHus pgerpagaunm npowussoautenbHoctn Kpuntollpo
@'3 DSS, pekoMeHAyeTCs He yCTaHaBAMBaTb OrpaHUYEHNE Ha MaKCMMaslibHbIN
pa3Mep AOKyMeHTa Bbille 50 Mb6anT.

Mpumep HaCTpOﬁKM orpaHuquMﬁ nepefnaBaeMoro AOKyMeHTa:

# HacTpolika orpaHmuueHus Ha LU
Set-DssStsEndpointGlobalSettings -MaxMessageSize 5242880 -DisplayName STS

# HacTporka oTpaHuueHus Ha CepBuce Ilonnmcu
Set-DssEndpointGlobalSettings -MaxMessageSize 5242880 -DisplayName SignServer

# HacTpolika oTpaHMUeHMS Ha BebO-uHTepderice I[onb30BaTENS
Set-DssFeProperties -MaxIISContentLength 5242880 -DisplayName Frontend
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4.5. HacTtpouka UA

LUeHTp WaoeHTndumkaumm npeacrasnsetr cobown npunoxerHne ASP.NET, koTopoe
npegHasHadeHo AN perucrpauuMm KW ayTeHTudukauum [onb3oBaTtenen, a Takxe
noaTBepXXAeHUs BoONen3sbaBaeHUs lMonb3oBaTens Ha onepauum ¢ ero kawdamu. B cnydae
yCrewHom ayTeHTudnKkaumm BblAaéTCs 3/IEKTPOHHBLIN UAEHTUMUNKATOP, KOTOPbIN 3aTEM MOXET
6bITb ncnonb3oBaH Ansa gocrtyna k Cepsucy [MMoanucm wnu ana ynpaeneHus LleHTpom
NoeHTndmkaumm. Bsammopencremne ¢ LleHTpoM NaeHTudmKaumm MOXET OCYLLeCTBASATHCS Mo
npoTtokony SOAP, a TakXe C UCNOSIb30BaHUEM apXUTEKTYpHOro ctmns REST.

4.5.1. NMNocnepoBaTeNbHOCTb LWAroB MO HACTpoOMKe
KoMnoHeHTa LUeHTp UaeHnTndpmkayummn

JaHHblli pa3pgen PykoBoacTtBa AAMMHMCTpaToOpa onpeaensieT nocnefoBaTenbHOCTb U
nopsiaooK OENCTBMI MO pa3BopadMBaHUIO M HacTpolke 3k3emnnspa Cepsuca [MNoanucu B
peXnuMe «C Hyna».

NMpeaBapuTesibHble YCNOBUA:

YcTtaHoBeHHbIn SQL-Server;

YctaHoBneHHas ponb Cepsep npunoxenuii (IIS) (cm. pasgen 3.1);

HacTtpoeHHasq npussaska https Ha Cepsepe npunoxenun (1IS);

BbINyLWEHHbIN N YCTaHOBNEHHbIN CepBUCHbIN cepTudmkaTt LUeHTpa NaeHTudurkaumm (cm.
Pazgen 6).

VV VYV

BasoBas nocnepoBaTeNbHOCTb LLIAroB NO HacTpolike (o6si3aTenbHbIE):
1. CosgaHue sk3emnngpa cnyx6boel LUeHtpa MaeHTndunkauum (cm. pasgen 4.5.8.1).

Ha paHHOM ware 6yaer co3gaHo Beb-npunoxeHme Ha Cepepe npunoxenuin IIS,
pa3BépHyTbl 6a3bl AaHHbIX, 3aperncTpupoBaHbl XypHasnbl Windows.

2. Hactpoiika cepBucHoro ceptudmkarta Lentpa MaeHTndmnkaymu.

Ha paHHOM ware 3k3emnnsapy LeHTpa WMaeHTuduKaumm HasHayaeTcs CEpBUCHBIN
ceptudmKaT, KOTOpbIM  UCNOAb3YEeTCA ANA  ayTeHTUdPUKaAUMM  MNpU  MEXCEPBUCHOM
B3aumoaencrTemu (cMm. pasgen 6).

YuyeTHOM 3anucu, nog kotopok pabotaeTr nyn npwuioxenus LleHTpa
E*i NaoeHTudunkaumm, Heob6xoamMMo BblaaTb MpaBa Ha AOCTYN K 3aKpbITOMY
K04y CepBUCHOro ceptudukarta (cm. pasgen 6.3).

3. Hactpoiika Cnyx6bl Mapkepos 6e30nacHOCTM.

Mpn HeobXO0AMMOCTM MOXHO 3a4aTb COBCTBEHHbIM cepTudukaT noanucu cnyxbol
MapkepoB 6e3onacHocTu (CM. PykoBoaCTBO Mo uHTerpauunm ¢ L), Mo yMonyaHuio CepBUCHbIN
ceptndukat UM n ceptndukat nognucu cnyxbol Mapkepos 6e30macHOCTM COBNagalT, a caMa
cnyxba cosgaercsa aBToMaTUYECKM NpU co3daHum aksemnasapa L.

AononHuTenbHble AeACTBUA MO HACTpoike (ONnuMOHasIbHbIE):

» HacTporika oTHoweHu gosepus (cm. pasgen 4.5.3).
> [lapameTpbl NEPBUYHON ayTeHTUdUKaUMM NoKanbHbIX MNonb3oBaTenen.

AAMWHUCTPATOpP MOXET 3a4aTb TpeboBaHMs K naponto MNonb3oBaTens, Takue Kak AsnHa
W CNOXHOCTb Maposier, MakCMManbHOE KOMMYECTBO MOMbITOK HEBEPHOro BBoAa napons (cMm.
pasaen 5).
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ALMUHNCTPATOP MOXET BKOUYNTL Crieaylowme MeToabl nemequﬁ aYTeHTM(bVIKaLI,MM:

> Bxop no nornHy/naponto (BKAKYEH N0 YMOJIYAHMUIO);
> Bxop no ceptndukaTty (BKOYEH MO YMOSTYAHUIO);

AIMUMHUCTPATOP MOXET paspewunTb WaM  3anpetuTb [lonb3oBaTensiM M3MEHATb
HaCTPOMKM NepBUYHON ayTeHTUdKnKauum. [aHHaa HacTpokKa UMEET 3HauyeHue, TOIbKO ec/n
BK/IIOYEHO HECKOJIbKO METOAO0B MEPBUYHON ayTeHTUdUKaAUMKM, HO Ha3HauyaTb [lonb3oBaTento
TOT MM WHOW MeToa BXoAa AO/HKEH Tonbko OnepaTtop. [aHHash HacTpoWka He 3anpellaer
MNMonb3oBaTeN0 MEHATb JaHHble ayTeHTMdUKaUUM - HanpuMep, CMEHUTb Maposib WK
Ha3HauuTb Apyroi cepTudurkaT A8 BXoaa.

> [MapameTtpbl npodung NMonb3osatens (cM. pasgen 4.5.4).
AAMWHUCTPATOP MOXET 3aAaTb TpeboBaHUA K KOMMOHeHTaM npodwuns Monb3osartens:

» CocTaB KOMMNOHEHTOB (UMS, daMunusa, A0/XKHOCTb, aapec, opraHusaunsa, MHH n T.4.);
> YCTaHOBUTb, KaKMe KOMMOHEHTbl SBMATCA 0643aTefNbHbIMU U OMUNOHANbHLIMA AN

3anosiHeHus;

» YCTaHOBWTb 3HAYEHUS MO YMOMYaHUIO A1 KOMMOHEHTOB (419 opraHu3aumun, CTpaHbl U
T.M.)
AAMUHUCTpaTOp MOXeT N3MEHUTb napameTpbl KOMMOHEHTOB UMEHMU,

3aperucTpmpoBaHHbIX MO YMOYaHUIO, yAANUTb Uin 406aBUTb HOBblE KOMMOHEHTLI (CM. pa3aen
4.5.4).

Takke AOMUHUCTPATOP MOXET paspewutb unm  3anpetutb [lonb3oBaTenam
penakTMpoBaHue csoero npodund. o  yMmondaHuto  [onb3oBaTensM  paspeLlleHo
peaakTnpoBaTb Npodusb.

» TpeboBaHUa K YHUKANbHOCTU AaHHbIX (CM. pa3aen 4.5.8.5, 4.5.8.15).

AAMUHUCTPATOP MOXET BK/OYUTL WU  OTKIOUYUTL TpeboBaHME YHUKAIbHOCTU
cneayowmux AaHHbIX B npodune Monb3oBaTtens:

> Homep TenedoHa;

> AApec 371eKTPOHHOW NoYThl;

> PasznuuutenoHoe uMmsa [lonb3oBaTens (COBOKYMHOCTb BCEX KOMMOHEHT B npodwune
Monb3oBaTtens: uMsl, daMnununs, 4OJKHOCTb, agpec, opraHnsauusa, MHH n 1.4.).

TpeboBaHMe YHUKANbHOCTUM HOMepa TenedoHa W/MNM agpeca 3MEeKTPOHHOW MOouYThI
aBnseTcs obssaTenbHbIM, €CIM OHW UCMNONb3YTCA ANsS naeHTudukaumm Monb3osatenen. To
eCcTb, ecnn AQMWHUCTPATOP Ppaspewwnn MUcnonb3oBaHMe HoMmepa TenedoHa u/mnum appeca
3/IEKTPOHHOM MOYThbl B KayecTBe naeHTudmnkatopa (fiormHa) MNMonb3oBartens.

» Onepatop DSS (cm. pasgen 4.5.8.10).

AOMUHUCTpPATOp MOXeT 3aperncrpuposaTb Y4Yé€THble pAaHHble OnepaTtopos DSS.
OnepaTop DSS saBnseTcsa npmBuaermpoBaHHom y4éTHOM 3anncobilo Ha LleHTpe UaeHTudunkauymm,
KOTOpOW paspelleHo co3aaBaTb, peAakTUpoBaTb, yAaNsaTb YY€THble 3anmcu Nonb3oBaTenen;
Tak xe Onepatop DSS mMoxeT ynpaBnsatb cepTudukatamm [lonb3oBaTenen: cosgaBaThb,
0406pATb, OTKNOHATL 3anpockl Ha cepTudmkaTbl NMonb3oBaTenen.

» HacTtporika onoselieHuns Nonb3oBaTenen.

AaMuHucTpatop DSS MoxeT HacTpouTb SMS- unn Email-onoseweHune MNonb3osaTenemn
0 AENCTBMUSAX, BbINOSIHEHHbIX Ha LleHTpe NaeHTudukaumm (cM. Pasgen 4.9).
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OnoselweHue Monb3oBaTtenen Tpebyer noaknoveHns UM k SMS-wnosy
onepaTopa COTOBOM CBSA3WM MM K MOYTOBOMY CEpPBEPY B COOTBETCTBMU CO
CXEMOW pa3MeLlleHns KOMNOHEHTOB (cM aokyMeHT XTAN.00046-03 90 02
Ewi KpunTolpo DSS. O6uiee onvcaHne). n B COOTBETCTBMM C TpeboBaHMAMM
K MOAK/OYEHUIO K CceTM obLero nosib3oBaHMs, ONMcaHHbIMK B Pa3gene
10 XTSAKN.00046-03 05 01. MNMpaBunia Noab30BaHUA.

> Hactpolika ayauTa.

AommnHuctpaTtop DSS moxeT nogkntountb LleHTp MaeHTndumukaumm k Cepsucy AyauTta
AN BeaeHus xypHana cobeituin (cm. Paspen 4.8.2).

> Kactomuzaumsa (cMm. pasgen 4.5.8.13).

AOAMUHUCTpaToOp DSS MOXeT KaCTOMM3NpOBaTb Beb-nHtepdeic LleHTpa
NaoeHTudunkaummn: nameHnTb uBeTa doHa, TEKCTA, JIOroTUNMbl, TEKCTbI 3aro/I0BKOB U T.M.
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4.5.2. O6beKTbl agMUHUCTPUPOBaAHUSA

Ha Puc. 27 npuBeseHa cxema 06bEKTOB, AOCTYMHbIX ANS aAMWHUCTPUPOBAHMUS Ha
LleHTpe NaeHTudurkauunm.

JKsemnnap
UeHTpa
AyguT HMaenTudurayun
Y A $unay AyTeHTudurauma
Tpynnbi Hactpo#km
JTyeHzmum -
nonb3oBaTensai 3K3emnaApa
HoMMNOHEHTbI MMEHM
Mogynu [osepeHHble
npoduana
ONOBELEHWA CTOPOHEI
nonb30BaTeNA
n graToKo Kactomuzauma
narvHel —
OAuth ad
CobbITua — OnepaTtopbl HypHanupoeaHue
MonuTtuka
LUabnoHb! MNpeobpazosaHme
“ — NoATEEpHAEHWA
coobuweruin LOKYMEHTOB "
onepayuid
MonuTMKa gocTyna K
HoHeuHble Touku A
onepauraAm
MaponbHaa
AAMWHWCTPATOPSI
NOAWTHKA

Puc. 27 — O6beKkTbl aaMUHUCTPMpOBaHus LleHTpa NaeHTudunkaunm

Tabnuua 17. Cnncok KoMaHANEToOB KOMMNOHeHTa «LleHTp NaeHTudunkaunm»

0O61beKT
aAMUHUCTPUPOBaHUSA

KomaHpner OnucaHue

KomaHanetr Remove-
DssStsInstance

KomaHanetr Remove-

HacTpoliku DssStsInstance
3K3eMnasapa

O6beKkT oTBeYaeT 3a
yrnpaB/ieHne 3K3eMnasipamm

KomaHaneT Get-DssStsInstance LN,

Update-DssStsInstance
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0O61beKT

KomMmaHaner

OnucaHue

aAMMWHUCTPUPOBAHUA

O6Lime HacTpomnKu

KomaHnanet Set-DssStsProperties

KomaHgnet Get-DssStsProperties

Get-DSSStsRegistryProperties

Set-DSSStsRegistryProperties

O6bekT oTBEYaEeT 3a
HacTponky ak3emnnspa LN un
CTPOKM nogkstoyeHus k 6ase
OaHHbIX.

KOHeYHble TOYKU

Get-
DssStsEndpointGlobalSettings

Set-
DssStsEndpointGlobalSettings

O6bekT oTBeYaeT 3a obwme
HacTpPOWMKM NapaMeTpoB
B3ammogencTeusa LN ¢
VHTErpmMpyemMbiMm
CUCTEMaMM.

JInueH3sum

Add-DssLicense

Get-DssLicense

Remove-DssLicense

O61bekT oTBEvaeT 3a
NMueH3npoBaHmne
Kpuntolpo DSS. (cm.
pasgen 4.2).

MonuTtmnka gocryna K

Get-DssAccessPolicy

onepaunam

Set-DssAccessPolicy

O6beKkT oTBEYaEeT 3a
HaCTPOWKY pa3peLleHHbIX
onepauun.

HacTporku cozaaHus

Get-DssAccountPolicy

YUYETHbIX 3aMUCen

Set-DssAccountPolicy

Ob6bekT oTBE4vaeT 3a obwme
HaCTPOMKM CO3aaHuUS
YUYETHbIX 3anucen .

[MapoabHbIE NOJUTUKU

Get-DssPasswordPolicy

Set-DssPasswordPolicy

O61bekT oTBeYaeT 3a
HaCTPOMKY MaposibHbIX
nonutuk UK.

JoBepeHHbIe CTOPOHbI

KomaHanet Add-
DssRelyingPartyTrust

KomaHgnetr Remove-
DssRelyingPartyTrust

KomaHanet Get-
DssRelyingPartyTrust

KoMmaHanet Set-
DssRelyingPartyTrust

KomaHanet Enable-
DssRelyingPartyTrust

KomaHnanet Disable-
DssRelyingPartyTrust

O61bekT oTBeYaeT 3a
HaCTpPOWMKY AOBEPEHHbIX
cTopoH LW KpunTtollpo DSS.

MpoTtokon OAuth

Add-DssClient

Disable-DssClient

Enable-DssClient

O6bekT oTBEYaeT 3a
HaCTPOMKY ayTeHTUdUKaLmn
no npotokony OAuth.
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0O61beKT

KomMmaHaner

OnucaHue

aAMMWHUCTPUPOBAHUA

Get-DssClient

Remove-DssClient

Set-DssClient

KomaHnpnet New-

DssStsCustomization

KomaHnanet Reset-
DssStsCustomization

DssldentityGroup
KomaHanet Get-DssIdentityGroup OOPEKT oTBeuaer 3a
Cpynnbl HacTpoOWKy rpynn
Monb3oBartenemn . Monb3oBaTtenen Kpuntollpo
KomaHanet Set-DssldentityGroup pgg.
KomaHonet Remove-
DssldentityGroup
KomaHanet Add-
DssldentityOperator
KomaHanet Get-
DssIdentityOperator O6bexT oTBeqaeT 3a
OnepaTopel HacTponky OnepaTtopoB
KomaHaner Set- KpunTolpo DSS.
DssldentityOperator
KomaHonet Remove-
DssldentityOperator
KomaHnanet Get-
DssStsConverterPlugin O6bLekT oTBeuaeT 3a
MpeobpasoBaHue KomaHanet Add- HacTpOWMKM nnarvHa ans
OOKYMEHTOB DssStsConverterPlugin npeobpasoBaHuns
KomaHaneT Remove- AOKYMEHTOB.
DssStsConverterPlugin
KomaHnanet Get-
DssAuthenticationMethod
KomaHnanet Enable-
AyTeHTUdUKaLUS DssAuthenticationMethod O6bekT oTBEYaeT 33
- HacTpOMKY MeToA0B
KomaHanet _Dlsgble- ayTeHTudmkaumm LIN.
DssAuthenticationMethod
Import-DssStsOtpTokenData
KomaHanet Get-
DssStsCustomization
O61bekT oTBevaeT 3a
KomaHaner Set- o
KacTtomMusaums HaCTpPOMKY OTObpaxeHus

Beb-nHtepdenca LN.

KOMMNOHEHTbI UMEHM
[Nonb3oBaTens

KomaHpnet Add-DssRDN

KomaHnpgnet Set-DssRDN

Komangnet Get-DssRDN

O6beKkT oTBEYaeT 3a
HaCTPOMKY KOMMOHEHTOB
pasnMuUNTENbHbIX UMEH
Monb3oBaTenen.
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0O61beKT
AAMMHUCTPUPOBAHUSA

KomMmaHaner

Komananetr Remove-DssRDN

OnucaHue

Add-DssRdnPolicy

O6beKkT oTBEYaEeT 3a

NonnTukm Get-DssRdnPolicy HaCTPOMKY NONUTUK
KOMMNOHEHTOB UMEHU KOMMOHEHTOB
Monb3oBaTens Set-DssRdnPolicy pasnMuUNTENbHbIX UMEH
Monb3oBaTenen.
Remove-DssRdnPolicy
MNonuTUKK Get-DssConfirmationPolicy O6beKT oTBevaeT 3a
noATBepXAeHUs HaCTpPOWMKY MOMNTUKMU
onepauui Set-DssConfirmationPolicy NOATBEPXAEHNS OrnepaLuil.
Get-DssStsTracing
Set-DssStsTracing
Enable-DssStsTracing
Disable-DssStsTracing ObbekT oTBeYaeT 3a
)XYpHanMpoBaHMe CETEBbIX
KypHanunposaHue

Get-DssUmsTracing

Set-DssUmsTracing

Enable-DssUmsTracing

Disable-DssUmsTracing

B3aMMoLencTBui (CMm.
pasgen 7.3).

Moaynun onoselleHus

Add-DSSStsNotifier

Get-DSSStsNotifier

Set-DSSStsNotifier

Remove-DSSStsNotifier

Enable-DSSStsNotifier

Disable-DSSStsNotifier

O61bekT oTBevaeT 3a
paccblKy yBenoMeHn
Monb3oBaTensaMm um
OnepaTtopam KpunTtollpo
DSS (cm. pasgen 4.9.5).

MnarvHbl

Add-DSSStsPlugin

Get-DSSStsPlugin

Set-DSSStsPlugin

O6beKkT aBnseTcs 4acTbio
MOAY/1S ONOBELLUEHNS U
oTBevaeT 3a popMUpoBaHme
coobLeHnin, oTnpaBaseMblix
Monb3oBaTensm um
OnepaTopaMm, a Takxe 3a
OTNpaBKy COO6LWEHNI MO
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0O61beKT

KomMmaHaner OnucaHue
aAMMUHUCTPUPOBaHUA

kaHany cesa3m (SMS, Email n

Remove-DSSStsPlugin 1.4.) (cM. pasaen 4.9.5).

Get-DSSStsEvent O6bekT «CobbITns»
no3B0oJISieT HAaCTPOUTb
CMUCOK COBbITUI, O KOTOPbIX
6yayT onoBewaTbCs
CobbITus Monb3oBaTenu u
Set-DSSStsEvent OnepaTopsbl, a Takxe 3aaaTb
KaHanbl OTApaBKK
coobuweHun (SMS, Email, n
T.n.) (cM. pasgen 4.9.5).

Get-DSSStsFormatterTemplate Ob6BbeKT no3BonsieTr

HaAaCTpOUTb WaboHbI

coobueHnin, oTnpaBnsieMbix
Set-DSSStsFormatterTemplate LW,

LLa6noHbl coobLieHnin

_ O6beKT oTBevaeT 3a
New-DSSStsAudit B3aMMOAENCTBME C

Ayaut CepBucom Aypguta v 3anuchb

Remove-DSSStsAudit cobbiTnii LIN B xypHan
AyauTta (cM. pasgen 4.8.2).

4.5.3. loBepeHHble CTOPOHbI

MpunoxeHne, koTopoe B cBoen paboTe onupaeTca Ha yTeBepxaeHus (claims),
Ha3blBaETCS MPUJIOXKEHNEM A0BEpPEHHON CTOpoHbI (relying party, RP). [loBepeHHOI CTOpOHOW
MoxeT 6bITb, Kak Beb-npunoxeHue, Tak n Beb-cnyxba. NpunoxeHne JOBEPEHHOW CTOPOHbI
npuHUMaeT MapKepbl, BblAaHHble cyx6oi MapkepoB 6e3onacHocTn (Security Token Service,
STS), n mn3BneKaeT U3 HUX yTBepXAeHus, 4Tobbl MCNONb30BaTbh UX B 3ajavax, CBSA3AHHbIX C
ayTeHTUdmKaumen.

Cny:x6a TOKeHOB
BesonacHocTy (STS)

3
® 2 ] 1 MpunoeHue
> NPOBEPAILLE i
III @ 3 CTOPOHbI
4
MNMonb3oBarenb Bef-kaMeHT

Puc. 28 — CueHapuit ayTeHTUdUKaLMN Ha OCHOBE YTBEPXAEHUN

Ha paHHon cxeme (Puc. 28) npeactasBneH Beb6-canT (NpuioxeHue [OBEPEHHOWN
CTOPOHbI) 1 Beb-knneHT (Beb6-6pay3ep), xenaowmm MCNonb3oBaTb AAHHbIN CalT.

1. Monb3oBaTenb, Npoweawnin NpoBepKy NOAJIMHHOCTK, 3anpalineBaeT Beb-CcTpaHuuy;
NpUNOXeHWe [O0BEPEHHOM CTOPOHbl MepeHanpasfasieT €ero Ha nocTaBLiMKa
yaocTtoBepeHun (STS).

2. Monb3oBatenb NpeaocTaBnsieT NOCTaBLWWKY YAOCTOBEPEHWNI CBOM Y4YETHble AaHHblE,
Hanpumep, umsa Monb3oBatens U naponb, 6unet Kerberos u T.4.
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3. MNocTaBLWMK YAOCTOBEPEHNI CO3A4aET TOKEH M OTMNPABNSET €ro KJANEHTY.

4. KNn1eHT oTnpaBnsieT JOBEPEHHOW CTOPOHE 3anpoc BMECTe C MosTlyYeHHbIM TOKEHOM, U
[lOBEpEeHHasi CTOPOHA peLlaeT, COOTBETCTBYET /I TOKEH YC/IOBUSIM AOCTyMNa U CTOUT
NN YyAOBNETBOPATb 3aMpocC KMEHTA.

B KpunTtollpo DSS nocrasBwmMKoM yaoctosepeHuin aensetcsa LleHTp MaeHTudukaumm, a
AO0BepeHHbIMM cTopoHaMu senstotTcsa Cepsuc Mognucu n Beb-nHtepdenc MNonb3osaTens.

Perncrpaunsa  OOBEpeHHbIX  CTOPOH 7 yrnpasJsieHne  3aperncTpmpoBaHHbIMYU
[OBEPEHHbIMU CTOpPOHaMM ocyLlecTBndeTcs C MOMOLLbIO KOMaH4NeToB Add-
DssRelyingPartyTrust, Set-DssRelyingPartyTrust, Enable-DssRelyingPartyTrust, Disable-
DssRelyingPartyTrust, Remove-DssRelyingPartyTrust.

4.5.3.1. Perncrpaums ,oBepeHHON CTOPOHbI

Pernctpauma noBepeHHOM CTOpPOHblI B LleHTpe WNaeHTuduKaumu pewaet cneayoowme
3ajaun:

» OrpaHu4yeHue CepBMCOB M MPUIOXKEHUN B CTOPOHY, KOTOpbIX LM MOXeT BbiNnyckaTb
MapKepbl 6€30nNacHOCTH.

> LWundposaHme mapkepoB 6e30MacHOCTHU.

> OtobpaxeHne MNOHSATHOrO0 MMEHW AOBEPEHHOM CTOPOHbLI B Beb-uHTepdence UM npu
ayTeHTudmkaummn Monblosartens.

> 3agaHue agpeca Beb-uHtepdeiica ana ynpasneHus lNMonb3oBaTtenem.

JoBepeHHbIMK cTOpoHaMu B Kpuntollpo DSS asnswTca:

» Cepsuc lNoanucu;
> Beb-uHTepdoeric Nonb3osaTens;
» Cepsuc Ayaura.

Pernctpaums [noOBepeHHbIX CTOPOH OCYLUECTB/ISIETCA 4epe3 3arpy3Ky MeTaAaHHbIX,
KoTOopble Ny6nkyeT Kaxabln 3 koMnoHeHToB DSS no npoTtokony WS Federation Metadata.

Azpeca ny6nvMKauum MeTafaHHbIX cneaylowme:

Cepsuc lNoanucm
http://<HostName>/<SignServer>/FederationMetadata/2007-06/FederationMetadata.xml

3arpy3ka BO3MOXHa Kak no http, Tak n no https.

Be6-nHTepdeiic Nonb3oBaTenn
https://<HostName>/<Frontend>/FederationMetadata/2007-06/FederationMetadata.xml

3arpy3ka BO3MOXHa Toabko no https.

CepBuc Ayauta
https://<HostName>/<Analytics>/FederationMetadata/2007-06/FederationMetadata.xml

3arpy3ka BO3MOXHa Kak no http, Tak n no https.

[loBepeHHas CTOpOHa onpeaensieTcs MaeHTUMKaTopoM, KOTOPbI MMEET BUA:
urn:cryptopro:dss:<apptype>:<appname> ,

raoe apptype - KkoMnoHeHT DSS, appname — MMs 3K3eMisipa KOMMOHEHTA.
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[aHHble naeHTMdmKaTOpbl UCNOABL3YIOTCA B TOM YMCie Npu nHterpaumm ¢ Kpunrtollpo
DSS uepes API:

SOAP API:

NneHTudunkatop Cepsuca Noanuncu nepenaetcsa B none AppliesTo 3anpoca Ha BbiNyck
Mapkepa 6e3onacHocTu. o ymMonyaHutio naeHTudmMKaTop UMEET BMA:

urn:cryptopro:dss:signserver:<SignServer>

REST API:

NpeHtndpukatop Cepsuca MNoanucm nepepnaetca B none Resource B 3anpoce Ha
BbiNyck JWT-TokeHa. 1o yMOAYaHMIO naeHTuduKaTop nMeeT BuA:

http://<hostname>/<SignServer>/rest/api

4.5.3.2. Perncrpauyus Be6-nHrepdenca Nonb3oBarens

Ons paboTbl Monb3oBaTtenen yepe3 Beb-uHtepdenc MNonb3oBaTens ero Heob6xoaMmMo
3aperncTpmpoBaTb B KayecTBe AOBEPEHHOWN CTOPOHbI Ha LleHTpe NaeHTndurkauum.

Beb-nHTepdeic nogaepxumBaer nybnuMkauul MeTagaHHbIX Mo npoTtokony WS
Federation Metadata, koTOpble MOryT UCNOAb30BaTbCS ANS HACTPOMKN AOBEPEHHOW CTOPOHbI
Ha UeHTpe NaeHTudwnkauymu.

Add-DssRelyingPartyTrust -Name "Frontend" -MetadataUri
https://<HostName>/<Frontend>/FederationMetadata/2007-
06/FederationMetadata.xml

Tak)Xe MOXHO HacCTpOuUTb MOHSATHOE MMS, KOTOpoe 6yaeT oTobpaxaTbCs B npouecce
ayTeHTudmKaumm B Beb-nHrepdemnce LN.

Set-DssRelyingPartyTrust -Id 2 -Name 'CKO OO0 "Pora u xomneTa"'

Mpu pobasneHun Beb-uHTepdelica MNMonb3oBaTens B KayecTBe LOBEPEHHOW CTOPOHbLI
perncTpuvpyeTcs cneundunyeckmin Ansg Hero napameTp — agpec nmyHoro kabmHeta OnepaTopa
DSS (-AdministrativeUrl). Ecnn cepBep, Ha KOTOpOM pa3BepHyYT Beb-uHtepdeic
MNMonb3oBaTens, MMeeT HEeCKO/IbKO MMeH (K npuMepy, BHYTpeHHee M BHELIHee), 3Ha4YeHne no
YMOJIYaHUIO MOXeT noTpeboBaTbCs M3MEHUTb. [laHHas onepauuns BbIMOMHAETCS MpU NOMOLLK
cneaylouwen KomaHabl:

Set-DssRelyingPartyTrust —-Id <FrontendId> -ForOperator
Strue -AdministrativeUrl https://<hostname>/<Frontend>/Admins/

4.5.3.3. Perncrtpauusa Cepsuca lNoanucu

Ons pabotbl MNonb3oBaTenen dyepea SOAP-unTepdelic seb6-cepsmnc Cepsuca Moanmcu
Heo6XxooMMO  3aperncTpupoBaTb B KayecTBe [AOBEpPEeHHOM CTOpPOHbl Ha LleHTpe
NoeHTndmkaumm.

CepBuc MMoanucu noaaepxmBaetr nybnukaumio MeTafdaHHbIX nNo npoTokony WS
Federation Metadata, koTopble MOryT UCNO/Ib30BaTbCA AN HACTPOMKKM AOBEPEHHON CTOPOHbI
Ha UeHTpe NaeHTudunkauymu.

Add-DssRelyingPartyTrust —-Name "SignServer" -MetadataUri
http://<HostName>/SignServer/FederationMetadata/2007-
06/FederationMetadata.xml
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Mpn nobasneHmnn Cepsuca Noanmcu B Ka4ecTBe AJOBEPEHHON CTOPOHbI PErMCTPUPYETCS
cneumnduyecknii onsa Hero napaMmeTp - agpec B3aummogencrtems ¢ Cepsucom [lMoanmcu
(-BackChannelUrl). [aHHbI® napaMeTp TMPUMEHSIETCA TONbKO MpU  MUCNOSIb30BaHUM
BTOpUYHOM ayTeHTuduKaumn. Ecnn cepBep, Ha KOTOpOM pa3BepHyT Beb-uHTepdelic
Monb3oBaTens, MMeeT HEeCKO/IbKO MMeH (K nNpuMepy, BHYTPEHHEE M BHELUHEeEe), 3HayYeHne no
yMO4aHUo MoxeT noTpeboBaTbCs M3MEHUTb. [laHHAA onepauwns BbIMOMHAETCS NMpU NOMOLLK
cneaywrouwen KomaHabl:

Set-DssRelyingPartyTrust —-Id <SignServerId> -BackChannelUrl

https://<hostname>/<SignServer>/SignService.svc/transactiontokens -
SupportsBackChannel

Ecnm B KauecTBe CEpBUCHOro ceptndukaTa UCNosb3yeTca cepTudukat C aroputMom
oTkpbiToro knda [OCT P 34.10-2001 wnm TOCT P 34.10-2012, TO0 B napamMmeTpax
noBepeHHol cTopoHbl CepBuca [lMoanucn ob6sasarenbHo TpebyeTcsa ykasaTb cepTudukart
wudpoBaHma  (cepBucHbih  cepTudukat CepBuca [Moanucun). [daHHbIA  cepTudwukaT
pPEerncTpypyeTcs aBTOMaTMYeCKM MpU HACTPOMKE [OOBEPEHHOM CTOPOHbLI 4Yepes3 3arpysky
MeTadaHHbIX. UI3MEHUTb CEPBUCHBIN CepTUDMKAT MOXHO C MOMOLLbIO CeayloLlen KoMaHabl:

Set-DssRelyingPartyTrust -Id <SignServerid> -EncryptionCertificate
C:\fakepath\enccert.cer -DisableTokenEncryption $false

4.5.3.4. Peructpauma Cepseuca Ayaurta

Onsa Toro, 4tobbl Monb3oBaTeNb MOr MpocMaTpuBaTb CBOW onepaunm 4depes Cepsuc
AyauTa, cepBuC HeobxoaMMO 3aperMcTpnpoBaTb B Ka4ecTBe AOBEPEHHOM CTOPOHbI Ha LleHTpe
NaoeHTudunkaymm.

CepBuc Ayanta nogaepxumaeTt nybankaumio MeTagaHHbix no npotokony WS Federation
Metadata, KOTOpble MOryT UCMNOJ/b30BaTbCA AN HACTPOMKWM AOBEPEHHON CTOPOHbI Ha LleHTpe
NoeHTudunkaymu.

Add-DssRelyingPartyTrust -Name "AnalyticsService" -MetadataUri
https://<HostName>/AnalyticsService/FederationMetadata/2007-
06/FederationMetadata.xml

Tak)Xe MOXHO HacTpouUTb MOHSATHOE MMS, KOTOpoe 6yaeT oTobpaxaTbCs B npouecce
ayTeHTudmKaumm B Beb-nHtepdemnce LN.

Set-DssRelyingPartyTrust -Id 2 -Name 'CKO OO0 "Pora m xomneTa"'

4.5.4. Hactpoika KOMNOHEHTOB MMeHu NMonb3oBartens

4.5.4.1. Obwume cBegeHMAs O KOMIMOHEHTaAX WMMEHMU
Monb3oBaTtensa B Kpuntollpo DSS

Mpn dopMupoBaHmun 3anpoca Ha cepTuduKkaT Nonsa GopMbl 3anONHATCA U3 AAHHbIX,
KOoTOpble MOoryT nepenasaTbCs B yTBEPXAEHUU X500DistinguishedName
(http://schemas.xmlsoap.org/ws/2005/05/identity/claims/x500distinguishedname) oT
UeHTpa NpoeHTndukaumn. [JaHHOe yTBEpXAEHME AO/MHKHO COAEpXaTb pasfinuymtesnibHoe uMs
NMonb3oBaTensa B Buae:

«CN=WBaHoB MBaH, E=ivanov@ivanov.ru,C=RU,O=KPUMNTO-MPO>.
LeHTp NaeHTudurkaummn Kpuntollpo DSS no3sonseT popMMpoBaTb Takoe yTBepXAeHue
Ha OCHOBe AaHHbIX MMeHu [Monb3oBaTens. HacTpoka KOMMOHEHTOB MMeHu [lonb3oBaTens

OCYLLEeCTBASIETCA C MoMoLlbto komaHaneToB Set-DssRDN, Add-DssRDN, Get-DssRDN, Remove-
DssRDN.
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PasnuuutenbHoe wuMA Monb3oBaTtensa COCTOUT U3

OTAENTbHbIX

KOMMOHEHTOB,

Ha3biBaeMbIX OTHOCUTENbHbIMKU pasnunuuntencHbiMn mmeHamm (RDN - Relative Distinguished
Name). [lns Kaxaoro Takoro KOMMOHEHTa BO3MOXHO HacTpOWUTb MapaMeTpbl, ONMUCaHHbIE B

Tabnuua 18.

Tabnuua 18. HacTtpavBaeMbie napameTpbl A/19 KOMNOHEHTa uMeHu lNonb3oBaTtens

MapameTp Tun OnucaxHue
Id String NaeHTndurkaTop KoMNoHeHTa umeHn B B LA
Oid String NaoeHTndmkaTop B 06WeM kaTanore o6beKkToB
. e . NaeHTndukaTop CTpoKU, coaepKallel KOMMOHEHT UMEHU
Stringldentifier String A ¢ pcTp » conepxall
Monb3oBaTens
FriendlyName String OTobpaxaeMoe nMsa KOMMOHEHTa nmeHu Monb3oBartens
MaxLength int MakcmMmanbHasa osinHa KOMNOHeHTa uMeHu MNonb3oBaTens
MinLength int MuHnManbHaa AIMHA KOMIMOHEHTa nMeHu Nonb3oBaTtens
. Tvn 3Ha4YeHnsa KOMNOHeHTa nMeHn Nonb3osaTtens. MoxeT
ValueType string X .
npuHUMaTb 3HavyeHusa Numeric unm String.
. . Tun yTBepxaeHus (ceeaeHnii o MNMonb3oBaTtene
ClaimType string YTBEDKA ( e )
copepXaliero AaHHbIM KOMMOHEHT
Description String OnuvcaHue KoMMNoHeHTa uMeHu lMonb3oBaTtens

Mo ymonuaHuio B sk3emnndpe UM Kpuntollpo DSS 3apeructpuposaHo 16 RDN. OHu

npueeaeHbl B Tabnnua 19.

Tabnuua 19. KOMNOHEeHTbl uMeHu MNonb3oBaTens No yMOaA4aHuio

L L L L UpeHtTndukarto Max Min Tvin
(OTo6parcaemoe CA P OID

TPOKM ANIMHA p[AJIMHA  3HaudeHus
nMmsa)
Obuwee nms CN 128 0 String 2.5.4.3
Nmsa G 16 0 String 2.5.4.42
damunnnsa SN 40 0 String 2.5.4.4
NHnumnansl I 5 0 String 2.5.4.43
DneKkTpoHHas . 1.2.840.1135
noyTa E 128 0 String 49.1.9.1
NHH INN 12 12 Numeric 11'21'643'3'131
OrePH OGRN 13 13 Numeric 1.2.643.100.1
OrPHUN OGRNIP 15 15 Numeric 1.2.643.100.5
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KoMnoHeHT

(OTo6parcaemoe :’:lﬂeHTMClJVIKaTOP Min Tvin

TPOKM AJINHA  3HavYeHus
nma)
CHUNC SNILS 11 11 Numeric 1.2.643.100.3
CtpaHa C 2 0 String 2.5.4.6
O6nactb S 128 0 String 2.5.4.8
lopoa L 128 0 String 2.5.4.7
Afapec Street 30 0 String 2.5.4.9
OpraHusauums 0] 64 0 String 2.5.4.10
MoapasaenexHue ou 64 0 String 2.5.4.11
LomKHOCTb T 64 0 String 2.5.4.12

4.5.4.2. NMONNTUKN KOMINOHEHTOB uMeHM lMNMonb3oBarTens

Kpuntollpo DSS no3Bonser HacTpOMTb KOMMOHEHTbl MMeHu [lonb3oBaTensd Ha ABYX
ypoBHSAX: rnobanbHOM (ypoBeHb HacTpokku LW, cm pasgen 4.5.4.1) n ypoBHe rpynnbl (CM.
pasaen 4.3.4). 1na KaXxaoro n3 ykasaHHbIX YPOBHEN CyLlecTByeT cobcTBeHHas noantnka RDN.
Monutuka RDN npeacrasnseTt cobon Habop MAeHTUPUKaATOPOB rno6asnbHoO
3apernctpmpoBaHHbix RDN 1 COOTBETCTBYHOLWMX KaxXaoMy M3 HUX napameTpoB Required u
DefaultValues.

Hactpoiika nonutukn RDN ypoBHs UM (rnobanbHoro) un yposBHs rpynnbl Kpuntollpo
DSS ocyuwecTtBnsercs npu nomowm komaHanetoB Add-DssRdnPolicy, Get-DssRdnPolicy, Set-
DssRdnPolicy, Remove-DssRdnPolicy.

MonnTtnku RDN obnagatoT cnegyowmMm oCobeHHOCTAMI:

» [Onsa Monb3oBatensa MoryT 6biTb 3anofiHEHbl TO/IbKO T€ KOMMOHEHTbl UMEHWU, KOTOopble
3aperncTpupoBaHbl B MONUTUKE FPYyNnbl, B KOTOPOW HaxoauTtcs lMonb3oBaTensb.

> Henb3a ypanutb RDN u3 rnobanbHon nonutukm LN, ecnu B NOAUTUKE rpynnbl
3apeructpuposaH 3T1oT RDN.

> Henb3a yganunte RDN M3 noOAUTUKKW Trpynnbl, €CAM B 3TON Trpynne CyLeCcTBYHOT
Monb3oBaTenun, y KOTOPbIX 3aN0/IHEH AAHHbIA KOMMOHEHT UMEHMN.

> [Ona pepakTupoBaHMA NOAUTUKKW  OMpedeneHHon rpynnbl HeobxoamMMmo yKasaTb
napametp GroupId. B cnyyae, ecnn napametp GroupId He ykasaH, 6yaer
Npou3BOAUTbLCA pefakTupoBaHue rnobanbHom nonntmukn LW Kpuntolpo DSS.

> Tocne co3gaHusa sksemnagapa UM Kpuntollpo DSS rnobanbHas nonutnka UM v rpynna
rno yMOST4aHUIo (Default) aBTOMaTUYECKH 3aroJIHATCA rnobasnbHO
3apernctpmpoBaHHbiMM RDN. Kaxxabih Takon RDN siBnsieTcs Heobs3aTenbHbIM U MOXET
NnpuUHUMaTb Ntobble 3HaYeHus.

> Tlpu pobasneHnn HOBOW rpynnbl B onpeaeneHHbln LU ana Hee co3paeTcsa noanTuka, B
KOTOPYIO MO YMOJSIHAHUIO KOMMPYKOTCS HaACTpomku w3 rnobanbHon nonntukm LN
Kpuntollpo DSS.
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N3MeHeHMe HaCTpoeK MONIUTUKM KOMMNOHEHTOB MMeHU [onb30oBaTens He
pacrnpoCTpaHSAETCA Ha YX€ CO3[laHHbIX C WCMNOJIb30BaHMEM [aHHOWM
nonutukn Monb3oBaTteneil. ITO M3MeHeHue 6yaeT pacnpoCTpaHATbLCA
TONbKO Ha BHOBb CO3AaHHbIX MNofb3oBaTenei.

4.5.5. Monntnka noaTBep>xaAeHnn onepauymmn

Mpwn cospgaHmun sk3emnngapa UM Kpuntollpo DSS ang Hero aBToMaTuyecku cosgaeTtcs
noanuTMKa nNOATBEPXAEHUS onepauuin. [MonuTuka NoATBEpPXAEHMS onepaunii saBnseTcs
MHOrOypOBHEBOW, B KOTOPOM HWXHWE YPOBHW HacneayrT MO0 YMOMYaHWIO HACTPOMKW OT
BEPXHUX YPOBHEN MOAUTUKK. B HaACTOSALWNMIA MOMEHT BO3MOXHO MPOU3BECTU peaaKTUpOBaHue
MONIMTUKU NOATBEPXAEHMUSA ONepauni Ha Tpex YpoBHsX: ypoBHe LW Kpuntolpo DSS, ypoBHe
rpynnel MNonb3oBaTenen n ypoBHe lMonb3osaTtens. MNpu gobasneHnn Hosow rpynnbl B UM ans
Hee Co34aeTcCd NMoANUTUKA, B KOTOPYH KOMUPYIOTCA HAaCTPONKK U3 nonutukm L. MNpu cosgaHum
HoBoro lonb3oBaTens BHYTPM rpynnbl, B €ro nHameuayasabHble HAaCTPONKWU MOATBEPXAEHUS
onepauwnim KONMpyeTcsa CrMCOoK onepauun ans noaTBEPXAEHUS U3 NOAUTUKK Fpynnbl.

HacTpoiika ROMMTMKKU NOATBEPXAEHMS oOnepauuii OCyLLeCcTBASIeTCA Npu  MNoMoLwm
koMmaHaneToB Get-DssConfirmationPolicy, Set-DssConfirmationPolicy.

MonuTtuka nOATBEPXAEHUS oOrnepauuin npeactasnseT cobol Habop creayoWwmnx
HacTpoek:

Tabnnua 20. HacTtpanBaeMblie NnapaMeTpbl NOIMTUKN NOATBEPXAEHUS onepauuni

MapameTp Tun OnucaHue

OpcActions <DssActions>

Onepaunu ans nnn Habop onepauwnii, 4ng KOTOPbIX
noaATBEpXAEeHMUS NoneOpcActions HeobxoaMMO NOATBEPXAEHME.
nnun

AllOpcActions

Onpenenset, MoxeT nn OnepaTtop

AllowChangeByOperator bool M3MEeHATb CAUCOK onepauni Ans
NOATBEPXAEHMUS.
OnpenensieT, MOXET NN
AllowChangeByUser bool MNMonb3oBaTenb U3MEHATb CMMUCOK

onepauun ans NoaTBEPXAEHUS.

Onpeaensier, MOXET N NOAUTUKA
AllowOverride bool 6bITb NepeonpeneneHa Ha 6onee

HM3KOM YPOBHE Mepapxuu.

Mocne co3gaHusa sksemnnapa UM rnobanbHas nonutuka UM v nonmTmka rpynnbl
rpynnbl Nno ymondanuto (Default) aBToMaTnyeckn 3anonHaoTCs cneayowmM obpa3om:

» Cnucok onepauunin = NoneOpcActions
AllowChangeByUser = true
AllowChangeByOperator = true
AllowOverride = true

vV V VY

Ecnn B mnepapxum nonntnk ectb nonutuka ¢ AllowOverride = false, npuMeHsTCA
HaCTPOMKM MONMNTUKKN, KOTOpPas CTOMT YPOBHEM Bbille. Ecnn Takon NOMUTUKK HET, NapaMeTpbl
AllowChangeByUser n AllowChangeByOperator ncnonb3yoTcs M3 NOAUTUKK TPynnbl, a
HacTponka OpcActions npuMmeHseTcs MHAMBMAYANbHO ANS Kaxaoro Nonb3osaTtens.
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ana NMPUMEHEHUA rnobanbHOro TpeGOBaHMﬂ noaTBEPXAATb BCE onepaunm HeobxoaMMo
BbINOJIHUTL criegyowyto PowerShell-komaHgy:
Set-DssConfirmationPolicy -AllOpcActions -AllowOverride O

Ons npumeHeHus rnobanbHoro TpeboBaHMS He MOATBEPXAATb HMKAKME onepauunmn
HeobxoaMMO BbINONHUTL cneaytouwyto PowerShell-komaHay:

Set-DssConfirmationPolicy -NoneOpcActions -AllowOverride O

YTobbl ykazaTb Habop onepauni, KoTopbiM TpebyeTca noaTeBepxXxaeHme, Heobxoanmo
ucnonb3oBaTb NapaMeTp —-OpcActions, ykasbiBas B €ero 3HadeHUMW CAMCOK onepauun,
TpebyLlinMx NoOATBEPXAEHUS, cleayowmM obpa3om:
Set-DssConfirmationPolicy -OpcActions Issue, SignDocument

nnn
Set-DssConfirmationPolicy -OpcActions 1, 2

MonHbIN CNUCOK onepaunii u X Koaos npueseaeH B Tabnuua 21.

Tabnuua 21 — lMepeuncnenme DSSActions

HanmeHoBaHue Kon OnucaHue

Issue 1 Bbinyck Mmapkepa 6e30nacHOCTU («BX04» MOsib30BaTens)
SignDocument 2 Moanucb AOKYMeHTa

SignDocuments 4 Moanncb NnakeTa AOKYMEHTOB

DecryptDocument | 8 PacwundpoBaHme gOKyMeHTa

CreateRequest 16 CoszpaHune 3anpoca Ha cepTudukaTt

DeleteCertificate 32 YpaneHnue ceptudunkaTa

CMeHa nuH-koaa ANs AOCTYNa K 3aKpbITOMY KoYy

ChangePin 64 cepTudukaTa

RenewCertificate 128 CoszpaHue 3anpoca Ha obHoBneHue cepTudmkaTa

RevokecCertificate | 256 Co3pgaHue 3anpoca Ha OT3bIB cepTudmkaTa

Co3pgaHune 3anpoca Ha NpuMocTaHoBAeHUE OencTems

HoldCertificate 1024
ceptudukaTa

UnholdCertificate | 2048 | Bo3obHoBneHne aencreusa ceptudukarta

4.5.6. Nonntnka gocryna K onepayuam

Mpu co3panmm sk3emnnapa UM Kpuntollpo DSS, Ana Hero aBToMaTUYecKn Co3[aeTcs
noauTMKa [OCTyna K onepaumsam. MNonntmka AocTyna K ornepaunsMm siBAsieTCs MHOroypoBHEBOW,
B KOTOPON HWXHWE YPOBHW HACNeAylT MO YyMOMNYaHUKD HaCTPOMKM OT BEPXHUX YPOBHEN
NOAUTUKU. B HacToAWMA MOMEHT BO3MOXHO MPOM3BECTU pefaKTUpOBaHMe NOAUTUKM A0CTyna
K onepaumsaM Ha Tpex ypoBHsX: yposHe LI Kpuntollpo DSS, yposHe rpynnbl [Nonb3oBaTenen
n ypoBHe lMonb3osaTtens. MNpu gobasneHnn HoBow rpynnbl B LI ans Hee cospaeTcs noauTuka,
B KOTOPYIO KOMMPYKTCA HAacTponku us nonmtuku L. Mpun cospgaHum HoBoro lMonb3oBaTens
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BHYTPW rpynnbl, B €ro UHAMBUAYAsIbHbIE HACTPOMKM OCTYMNa K onepaumsM KONnMpyeTcs CnmMcok
onepaumuin, K KOTOpbIM paspeLleH AOCTYM, U3 NMOJUTUKNA TPynnbl.

HacTpolika nOAUTUKKM A0CTyNa K oOnepaunsiM OCYLWECTBASAETCS MNpu  MOMOLLK
koMaHaneToB Get-DssAccessPolicy, Set-DssAccessPolicy.

MonuTmnka AocTyna K onepaumsam npeacrasnset cobor Habop cnepyowmx HacTpoek:

Tabnuua 22. HacTtpanBaeMbie napaMeTpbl NOJIMTUKM AOCTyNa K onepaumsm

MapameTp Tun OnucaHue
AllActionsAllowed
nnn Habop onepauuii, kK
JocTtyn K onepauusm AllActionsDisallowed KOTOPbIM HacTpanBaeTcs
Unn [OCTyn.

DisallowedActions <DSSActions>

Onpepensiet, MOXeT Nn
OnepaTop U3MEHATb
MONMTUKY AOCTyna K
onepauusmM.
Onpepensiet, MOXeT Nn
lMonb3oBaTesib U3MEHATb

AllowChangeByOperator bool

AllowChangeByUser bool
NONUTUKY AOCTyNa K
onepauusM.
OnpegenseT, MOXeT 1
. noanTuka 6biTb
AllowOverride bool

nepeonpeaeneHa Ha 6onee
HW3KOM YPOBHE MEpapXMK.

Mocne co3paHusa sk3emnnspa UM rnobanbHas nonutnka UM n nonuTtuka rpynnbl
rpynnel No ymondanuio (Default) aBToMaTMueckn 3anonHAOTCSA cneayrowmm obpasom:

» [Hoctyn k onepauuam = AllActionsAllowed
AllowChangeByUser = true
AllowChangeByOperator = true
AllowOverride = true

vV V VY

Ecnn B nepapxmmn nonutuk ectb nonutmka ¢ AllowOverride = false, npumeHstoTCs
HaCTPOMKM NOAUTUKKN, KOTOpas CTOUT YPOBHEM Bblwe. ECn Takor NOAUTUKN HET, NapaMeTpbl
AllowChangeByUser n AllowChangeByOperator ncnonb3yoTcs M3 NOAUTUKKU TPynnbl, a
HacTpoMKka CcaMOro AocTyna K onepauusaMm MNpuUMeHseTcs MWMHAMBUAYANbHO ANs KaXAaoro
Monb3oBaTend.

Ons npumeHeHnsa rnobanbHoro TpeboBaHMs NoaTBEPXAATb BCe onepaumn HeobxoamMo
BbIMOAHUTbL cneayowyto PowerShell-komanay:

Set-DssAccessPolicy [-AllActionsAllowed] [-AllowChangeByUser <bool>] [-
AllowChangeByOperator <bool>] [-AllowOverride <bool>] [-GroupId <int>] [-
DisplayName <string>]

Ons npuMmeHeHus rnobanbHoro TpeboBaHMa He MNOATBepPXAaTb HUKaKue onepauunmu
Heo6xoaMMo BbINONHUTL cneaywy PowerShell-komaHay:

Set-DssAccessPolicy [-AllActionsDisallowed] [-AllowChangeByUser <bool>] [-
AllowChangeByOperator <bool>] [-AllowOverride <bool>] [-GroupId <int>] [-
DisplayName <string>]

YTtobbl ykasaTb Habop onepauuii, [OCTYN K KOTOPbIM 3anpeweH, Heobxoammo
ncnonb3oBatb NnapameTp —DisallowedActions, yka3biBas B ero 3Ha4eHMU CNMCOK onepauumn
cnepytowmnm obpasom:

Set-DssAccessPolicy -DisallowedActions Issue, SignDocument
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nnn
Set-DssAccessPolicy -DisallowedActions 1, 2

MonHbIA CMNMCOK onepaunn n Ux Kogos npueegeH B Tabnnua 21.

4.5.7. Noapneprxka CORS

CORS (Cross-origin resource sharing, COBMeCTHOe MCNOJ/Ib30BaHUE pPeCcypCcoB Mexay
pa3HbIMWM WUCTOYHMKAMM) — MEXaHU3M, MWCNoMb3ylWwmn cneumanbHble HTTP 3aronoskw,
yKasbliBalwme 6paysepy, 4TO NpuoOXeHWe, BbINOSIHIEMOE B OAHOM AOMEHe, MMeeT AOCTynMn K
onpefenéHHbiM pecypcaM, pacrnofioXeHHbIM Ha CepBepe U3 Apyroro AoMeHa (noa AOMEHOM
VN NCTOYHMKOM NMOHUMaeTCs COBOKYMNHOCTb URL-CXxeMbl, AJOMEHHOIrO MMEHU U HOMepa nopTa).

Kpuntollpo DSS no3BoAseT OrpaHMuuTb MNepedeHb AONYCTUMbIX WMCTOYHWMKOB. [ns
3TOro nNpeaycMOTPEH crneuunanbHbli NapamMeTp KoMaHanetos Set-DssProperties m Set-
DssStsProperties: -AllowedCorsOrigins. B 3HaueHMX aHHOro NapamMeTpa MOXHO yKa3saTb
yepes 3angaTylo crnuMcok ponyctuMmbiX URL-agpecoB MCTOYHMKOB, C KOTOPbIX pa3spelleHo
obpallaTbCs K COOTBETCTBYIOLWMM CEpBUCAM.

Mpumep 1:

Set-DssProperties -AllowedCorsOrigins "https://test-
cors.org,http://example.com"

URL-agpec UCTouyHMKa AO/KEH YAOBAETBOPATL Cneayowmm TpeboBaHUAaM:

» URL-agpec nomxeH 6biTb abCOMOTHBLIM (T.€. Ha4YNMHATLCS CO CXEMbI).

> URL-agpec He go/kKeH 3aKkaHuMBaTbs Ha «/».

> URL-agpec Ha fo/mKeH coaep)XaTb OTHOCUTENbHLIN NMYTb, CTPOKY 3anpoca (query string)
W pparMeHT.

Mpumep 2:

https://test-cors.org — NpPaBUJIILHEIN aIpec.

https://test-cors.org/, /test-cors.org,
https://test-cors.org/path?query=string#fragment - HemnpaBUJILHEIE aIpeca.

Mo yMmonuaHuto, 3HadeHne ansa napametpa AllowedCorsOrigins He 3a4aHO, B 3TOM
cny4yae paspeléH nobo UCTOYHMK, YKa3aHWe NyCTOW CTPOKM B 3HAYEHUW NMapaMeTpa Takxe
OTK/lOHaeT BaAnAaumnio UCTOYHMKOB. CneayeT OTMETUTb, UTO paspelleHune nobbiX MCTOYHUKOB
He oTknto4vaeT nogaepxky CORS Boobuie: cepsep NnpoaomxuT dopMuposaHne HeobxoanMbIX
B paMKax AaHHoro mexaHusma HTTP-3aronoBKoB.

Tekyllee 3Ha4YeHWe napamMeTpa MOXHO MOCMOTpeTb C nomowbio Get-komMaHANeToB:
Get-DssProperties, Get-DssStsProperties.

Mpumep 3:
PinMode : Allow
TSPList : {testtsp, csptsp, gtsp}
SignatureTypelist : {GOST3410, CMS, CAdJES, XMLDSig...}
ServiceCertificate : 859D63834CT7F61B81FF44D89382CD4081B20011B
ValidateCertificateBeforeSignature : False
ServiceType : Server
MonitoringTimeout : 10000
PdfSignatureSize : 100000
CadesUseOcspAuthorizedPolicy : False
TokenTimeout : 600
RequireStrongConfirmation : False
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TransactionCacheMode : DistributedCache

IsAdditionalCertStoreEnabled : False
AdditionalCertStoreName g

CadesUseProxy : False

OcsplList

Serviceldentifier :

AllowedCorsOrigins : http://www.test-cors.org
DisplayName : SignServer

MexaHnam CORS nogaepxusatoT Bce REST-cepsucol Kpuntollpo DSS.

4.5.8. AAMMHUCTpUpOBaHue KOMMNMOHEHTa LleHTp
NpeHtTndunkaumm

Hactpoika komnoHeHTa «LeHTp WaeHTudukaummn» ocyllecTBaseTca C MNOMOLbIO
Windows PowerShell. KoMaHAabl aAMWHNCTPUPOBAHUS BKJTHOYEHbI B MoAy/b
CryptoPro.DSS.PowerShell.STS . [Ins noucka HeobxoamMmoro kKoMmaHaseTa nepenavte B
Ob6bekTbl agMuHucTpupoBaHus (cMm. Paspen 4.5.2) n Bbibepute 06BLEKT, YbW MapameTpbl
Heobx0ANMO HACTPOUTD.

4.5.8.1. HacTpouku 3k3eMnaapa

KomaHaner New-DssStsInstance

Co3paét ak3eMnisip komMrnoHeHTa LeHTp NaeHTudumkauumn.
K OCHOBHbIM napaMeTpaM OTHOCATCA:

> Has3BaHue Beb-canTa IIS, Ha KOTOpOM cneayeTt pa3BepHyTb Beb-npunoxeHue LleHTpa
NoeHTudukaumm;

» appec SQL-cepBepa, Ha KOTOpOM cneayet pa3sepHyTb B[] LleHTpa NaeHTudunkaumu;

» oTobpaxaemoe nma aksemnnsapa Lentpa NaeHTudurkaumu.

CuHTakKcuc:

New-DssStsInstance —-SiteName <string> [-ApplicationName <string>] -
SQLServerName <string> -DisplayName <string>

Tabnuua 23. NapameTpbl koMaHaneTa New-DssStsInstance

MapameTp Tun OnucaHue

HasBaHue Beb-cainTa, Ha KOTOPOM
cnenyeTt pasBepHyTb Beb6-npusioxeHume.
HasBaHune Beb-npunoxeHnsa LeHTpa
naeHtTndmnkauymu.
Ecnun napameTp He 3aAaH, UCMNosib3yeTcs
3HayeHue STS.
Apnpec ak3emnnspa SQL-cepsepa, Ha
KOTOPOM cnefyeT pa3BepHyTb 3K3eMnnasap
SQLServerName string b LeHnTtpa NaeHTudumnkauymu.
dopmMaT: <SQL-cepBep host>\<unms
aK3emnaspa>
Mmsa 6a3bl gaHHbIX LleHTa
DBname string NaeHTugunkaumn.
Mo ymonyaHuto IdentityServiceDB.
OTobpaxaeMoe nMmsa aksemnnspa
KOMMoHeHTa LeHTp NaeHTndmnkaumn.

SiteName string

ApplicationName string

DisplayName String
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MapameTp OnucaHue

PaclwmnpeHHble gaHHble AN noaKatovYeHUs

ConnectionInfo SqlConnectionInfo k SQL-cepBepy (cM. pasaen 3.9).

Komananer Remove-DssStsInstance
Ypansert sk3eMnasap KomnoHeHTa LleHTpa MoeHTndunkaumm.
K OCHOBHbIM NapamMeTpaM OTHOCATCS:
> dnar, onpegenawowmnii, Tpebyetca nu yaganatb b LeHTpa NaeHTndukaumm.

CuHTaKkcuc:

Remove-DssStsInstance [-DisplayName <string>] -DeleteDB <bool>

Tabnuua 24. NapameTpbl KOMaHaneTa Remove-DssStsinstance
MapameTp Tun OnucaHue

OTobpaxaemoe nmsa ak3eMnnsipa
KoMnoHeHTa UeHTp MaeHTndmnkaumm. Ecnm

DisplayName String 3Ha4yeHMe He yKasaHo, byaeTt
MCNO/Ib30BaH 3K3eMnsap, Ha3HauYeHHbIN
Mo yMOJT4aHMUIO.

®nar, onpeaenstownii, Tpebyetcs nm

DeleteDB bool ynaanats B[l LlenTpa UaeHnTndmkaumm

PaclwinpeHHble AaHHble AN9 NOAK0YEeHUA

ConnectionInfo SqlConnectionInfo « SQL-cepBepy (cm. pasaen 3.9).

KomaHaner Get-DssStsInstance
BbIBOAUT Ha KOHCOJIb CAMCOK 3K3eMnsapoB LleHTpa NaeHTudukaumn.

CHUHTaKCcmC:
Get-DssStsInstance

Komananer Update-DssStsInstance

O6HoBNseT 3K3eMnNap KOMNoHeHTa LleHTp NaeHTudumkaumm nocne yCTaHOBKM HOBbIX
6ubnunorek.

CvHTaKcuc:
Update-DssStsInstance [-DisplayName <string>]

4.5.8.2. O6wme HACTPOMKM

Komanpanert Set-DssStsProperties

KomaHonetr Set-DssStsProperties nossonser 3agaTb OCHOBHble MapaMeTpbl
KOMMOHeHTa «LleHTp naeHtudmkaumm». K OCHOBHbIM NapaMeTpaM OTHOCHT:

» 0oTnevyaTok cepTuduKaTa KrYa NOAMNUCKU SNEKTPOHHOIO naeHTMdmrKaTopa;
ncnonb3oBaHMe noaTeBepXaeHus TenedoHa;

MCNOb30BaHWe NOATBEPXAEHNSA BXOAA;

HaCTpPOMKM O4HOPA30BbIX Naposiei;

obLwme HaCTpoOKKM 4OBEPEHHbLIX CTOPOH.

YV V V V

CuHTaKCcumC:
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Set-DssStsProperties [-ServiceCertificate <string>] [-AllowUserRegistration
<bool>] [-AllowUserPrimaryAuthChange <bool>] [-AllowUserSecondaryAuthChange
<bool>] [-PhoneConfirmation <bool>] [-DefaultTokenLifetime <int>] [-
MaximumTokenLifetime <int>] [-TransactionTimeOut <int>] [-
MaxTransactionLifetime <int>] [-OtpConfirmationTimeOut <int>] [-
MinOtpConfirmationTimeOut <int>] [-TransactionMonitorInterval <int>] [-
MaxDocumentInfoSize <int>] [-AppliesToValidationRequired <bool>] [-
SslAuthHostName <string>] [-SslAuthPort <int>] [-AvailableIdentitifers

PhoneNumber | Email}]

<string[]> {Login |
<PasswordDisplayFormatEnum[]> {Email |
EmailConfirmation <bool>]
RequireMutualHttps <bool>]
LockUserAfterRegistration <bool>]

<bool>]
<string>]

[-PasswordDisplayFormatList
Phone | Print | Screen | Frame}] [-

[-AnalyticsServiceAddress <string>] [-

[-AllowUserProfileChange <bool>] [-
[-IsClientAuthenticationIssuersStoreEnabled
[-AllowCloudCsplLicenseActivationByUser <bool>]
[-DisplayName <string> {STS}]

[-AllowedCorsOrigins

Tabnuua 25. NapameTpbl KoMaHaneTa Set-DssStsProperties

3HaueH
ne no
MapameTp OnucaHue
yMoJsivya
e HUIO e
AllowUserPrima bool False PaspelweHo nu MNonb3oBaTeNto MEHATbL HACTPONKMU
ryAuthChange NnepBUYHON ayTeEHTUdMKaUNN.
AllowUserSecon .
PaspelweHo nu MNonb3oBaTesnto MEHSATb HACTPONKMU
daryAuthChang bool True N
e BTOPWYHOWM ayTeHTUDUKALMN.
AllowUserProfile PaspewnTb camocTosiTeENlbHOE N3MEHEHME Npoduns
bool False
Change Monb3oBaTtenem.
AllowUserRegist bool True PaspelwnTb CaMoCTOATENbHYIO perucTpaunto
ration nonb3oBaTenen.
AllowCloudCspL N
i T PaspelwnTb Ha3Ha4yeHe CepBEPHOM INLEH3NM Ha
icenseActivation bool False
CloudCSsP
ByUser
OTobpaxaeMmoe nMs aKseMnisspa KOMMOHEHTa
. . eHTp oeHtTndpukaumm. Ecnun 3HayveHmne He
DisplayName string STS LenTp VA ® H
yKasaHo, 6byaeT ncnonb3oBaH 3K3eMmnasap,
Ha3Ha4YeHHbIN MO YMOJIYaAHULO.
IsClientAuthenti Ncnonb3oBaTb COBCTBEHHOE XpaHUAULLE
cationIssuersSt  bool True OOBEpPEHHbIX usgartenen ceptndurkaToB
oreEnabled ayTeHTudumKaumm. Mg xpaHmnuuia He n3MeHseTcs.
EmailConfirmati bool False MoaTBep>XAeHUE 3/TIEKTPOHHOW MOYThI NpuU
on 3aJaHuUu.
PhoneConfirmat bool False MoaTBepxxaeHue TenedoHa Nnocsae perncrpaymu.
ion Mo yMOsi4aHUIO BbIK/IHOYEHO.
ServiceCertifica strin _ OTnevaTok cepTudmKaTa KaK4a nognnucu Mapkepa
te 9 6e3onacHocCTK.
DefaultTokenLif Int 600 BpeMs xun3Hn mapkepa 6e3onacHoOCTM no
eTime yMoJsiyaHuio (B cekyHaax)
LockUserAfterR bool False BnokupyroTcs nu 3aperncrpmpoBaBLLunecs
egistration rnosib3oBaTesnin.
MaximumToken int 1800 MakcumanbHoOe BpeMSA XU3HM MapKepa
LifeTime 6e3onacHocTn (B ceKyHaax).
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3HaueH

ue no

MapameTp OnucaHue
yMosiva
HUIO
String[]
Bo3MOXH
ble {Phone
PasswordDispla 3HaJyeHusa: , Email,
yFormatEnum {Phqne, Sqeen, Cnucok pa3speleHHbIX AEHTUHONKATOPOB.
Email, Print,
Screen, Frame}
Print,
Frame}
ii:AUthHOStNa int - Nmsa xocta ansa SSL-ayTeHTUdmKaymn.
SslAuthPort int - Homep nopTta ansa SSL-ayteHTudurkauymmn.
MakcuManbHoe BpeMs (B CeKyHAaax), KOTopoe
TransactionTim . npefocTaBnseTcs Honggosajenx)anﬂ BbIMOJ/IHEHUS
eOut int 44 onepaumm,nOATBepmneHHomoAngasoBuM
naponeM. NoapobHee Npo AaHHbLIN NapaMeTp CM.
pasgen 5.5.1.
MaxTransaction MakcmManbHoe BpeMs (B CeEKyHAax), KOTopoe
LifeTime Int 0 npenocTaBnseTcs Honb3osaTeQK)gnﬂ
noATBEPXKAEHMS NPOU3BOSIbHON onepaunu.
OtpConfirmatio . Bpema noaTsepxaeHus QﬂHOpa3OBgﬂ)napOﬂﬂ(B
nTimeOut int 300 cekyHaax). MoapobHee Npo AaHHbIA NapamMeTp CM.
pasgen 5.5.1.
MunHumanbHoe BpeMs (B CEKYHAAX), B TeYEHUE
MinOtpConfirma . KoToporo Nonb3oBaTenb He MOXET 3anpalimBaTtb
tionTimeOut int 300 MOBTOPHYIO OTNpPaBKy OAHOPA30BOro rnaposns.
MoapobHee Npo AaHHbIV NapaMeTp CM. pasaen
5.5.1.
RequireMutualH TpeboBaTb ABYCTOPOHHMI TLS ans goctyna k Beb-
bool False o
ttps nHTepdericy MNMonb3oBaTtens.
TransactionMon int 10 NHTepBan npoBepKkM UCTEKLIMX TpaH3akuuii (B
itorInterval CeKyHaax).
MakcuManbHbI pasmep (B cMMBONax) noss C
:Ez;?glnnenﬂ int 256 MHpopMaunen o LOKyYMeHTe, nepesaBaeMon B
SAML-TokeHe lMonb3oBaTens.
AppliesToValida bool True OcyLwecTBnsaTb /i NPOBEPKY MAEHTU(DUNKATOPOB
tionRequired 3aperncTpmpoBaHHbIX JOBEPEHHbIX CTOPOH.
Cnucok nageHtndukatopos Monb3osaTens,
string[] AOCTYMHbIX ANA UCMO/L30BAHMNS Ha Ln.
_ _ {Login | Login - ncnonb3oBaTb NormH MNMonb3oBaTtensa B
Availableldentifi . KayecTBe ngeHtudmkaTtopa.
PhoneNu <{Login}
ers mber]| PhoneNumber - ncnonb3osatb HOMEpP MOBWUIBHOIO
Email} TenedoHa B KayecTee naeHtudmkaropa.

Email - ncnonb3soBaTtb agpec 3/1eKTPOHHOM MOYThl B
KadecTBe naeHtudurkatopa MNonb3oBaTens.
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3HaueH
ne no
yMon4a
HUIO
https://
<nMms
MaLlUUHbI
>/Analyt
icsServic
string e/analyti
csservice
.svc/issu
edtoken/
transpor
t/nosc

OnucaHue

MapameTp

AnalyticsServic Appec koMnoHeHTa CepBuc AyauTa.

eAddress

AllowedCorsOri

gins string - 3apgatb nctoyHmkm CORS (cM. pasgen 4.5.7)

KomaHpaner Get-DssStsProperties

KomaHanetr Get-DssStsProperties no3Bonser BbIBECTM Ha KOHCOSb 3Ha4dyeHue
OCHOBHbIX MapaMeTpoB KOMMNoHeHTa «LeHTp NaeHTudurkaunm».

CuMHTaKCcuUC:
Get-DssSTSProperties [-DisplayName <string>]

Komananert Get-DssStsRegistryProperties

Mcnonb3yetca nns otobpaxeHus CTpokM noaknyeHuss K 6ase gaHHbix CepBuca
Moanwucu.

CuHTakcumc:
Get-DSSStsRegistryProperties

KomaHnanert Set-DSSStsRegistryProperties

Mcnonb3yeTca Ana M3MEHEHUS CTPOKM noakatdeHns Kk 6ase paHHbix Cepsuca
Mopnwucu.

CuHTakcumc:
Set-DSSStsRegistryProperties [-DisplayName <string>] [-DBConnection <string>]
Tabnuua 26. NMapameTpbl KoMaHaneTa Set-DSSStsRegistryProperties
MapameTp Tun OnucaHue

Uma sk3emnngpa Cepsuca Nognucu. Ecnn 3HavyeHne He yKasaHo,

DisplayName  strin ”
play 9 6yneT ncnonb3oBaH 3K3eMMNAsp, Ha3HAYEHHbIN MO YMOSTYaHUIO.

DBConnection string Ctpoka nogknto4yeHus Kk 6ase gaHHbix CepBuca Moanucu.

Komananet Export-DssStsConfiguration
Bbirpy>aeT TeKkywme HacTponku sk3emnnspa LleHTpa NoeHTndukaumm B damn.

CuHTakKcuc:
Export-DssStsConfiguration -OutFile <string> [-DisplayName <string> {STS}]

Export-DssStsConfiguration [-Include <ConfigurationTypes|[]>
{IdentityConfiguration | IdentityProviders | AuthnMethods | CryptoProviders |
RelyingParties | OauthClients | Notifiers | Events}] -OutFile <string> [-
DisplayName <string>]
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Export-DssStsConfiguration
{IdentityConfiguration | IdentityProviders
RelyingParties | OauthClients | Notifiers

DisplayName <string>]

[-Exclude <ConfigurationTypes[]>

| AuthnMethods | CryptoProviders |
| Events}] -OutFile <string> [-

Tabnuua 27. NMNapameTpbl kKoMaHaneta Export-DssStsConfiguration

MapameTp Tun OnucaHue
string
Bo3MOXHble 3HauYeHns:
IdentityConfiguration; MapameTp oTBeYaeT 3a TO, Kakme Habopebl
IdentityProviders; HaCTpOEK BKJIKOYATb B 3KCNOPTUPYEMbIi
Include AuthnMethods; KOH(MUrypaumoHHblli dann. OnncaHune
CryptoProviders; HabopoB HacTpoek HaxoauTcsa B Tabnuua
RelyingParties; 28.
OauthClients;
Notifiers;
Events
string
Bo3MOXHble 3HauYeHns:
IdentityConfiguration;
IdentitvProviders: MapameTp oTBeYaeT 3a TO, Kakme Habopebl
YrTOVIders, HacTpoek HE Bk/IloYaThb B
Exclude AuthnMethods; 3KCMOPTUPYEMbIN KOH(PUIYpaLUNOHHbLIN
CryptoProviders; haiin Y Y
RelyingParties; )
OauthClients;
Notifiers;
Events
MyTb, kyaa 6ynet coxpaHeH
OutFile string 3KCNOPTUPYEMbIA KOHMOUIYpPaLMOHHbIN
dann. Obs3aTenbHbIM NapameTp.
DisplayName _string OTobpaxkaeMmoe uMsa sk3emnsipa
KOMMoHeHTa LeHTp UaeHTndunkaumn.

Tabnuua 28. OnncaHne HabopoB HacTpoek ak3emnaspa LleHTpa NaeHTudurkaumm

Ha6op HacTpoek OnucaHue

O6Lwme HaCTpOMKKM aK3eMnaapa, HaCTPOMKKU
pasnuunTenbHbIX UMeH MNonb3oBaTenen, obnactu
MCNONb30BaHUA MapKepoB 6€30nacHOCTM.

IdentityConfiguration

IdentityProviders 3ape3epBUpPOBaHO AN AaNbHENLWero Ncnoab30BaHms.

AuthnMethods HacTponkn meTogoB ayTeHTUdUKaLMHN.

CryptoProviders HacTpoikn KpunTonpoBanaepos.

RelyingParties HacTpoinkn noBepeHHbIX CTOPOH.

OauthClients HacTtpoinkun Oauth-knuneHToB.

Notifiers HacTponkun moaynen onoBeLLeHuns.
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Ha6op HacTpoek OnucaHue

Events HacTpoiku cobbitnin n wabnoHOB co6bITUNA.

Komananer Import-DssStsConfiguration

3arpyxaeTt HacTtpoiku LeHTpa NaeHTudumkaumm m3a koHdurypaumoHHoro dannia u
(onuMoHanbHO) Nepen 3TMM pe3epBUPYET B APYrol ¢ain Tekylme HacTPoKu.

CuHTaKcuc:

Import-DssStsConfiguration -ConfigFile <string> [-BackupFile <string>] [-
DisplayName <string>]

Tabnuua 29. NapameTpbl koMaHaneTa Import-DssStsConfiguration

MapameTp Tun OnucaHue

MyTb K KOHUrypaumoHHomy danny c
ConfigFile string MMMOPTUPYEMbIMU HACTpPoOMiKa

3K3eMmnngpa.

MyTb Kk danny, kyaa 6yayT coxpaHeHbl
BackupFile string TeKyline HaCcTponKM aK3eMnnapa nepea

MMMOPTOM HOBbIX.
OTobpaxaemoe nmsa ak3eMnnsipa
KOMMoHeHTa LeHTp MaeHTudunkaumn.

DisplayName String

4.5.8.3. O6LiMe HACTPOUKMN KOHEUHbIX TOUYEeK

Komananert Get-DssStsEndpointGlobalSettings

Mcnonb3yeTtcs AN BblBOAA HAa KOHCOJIb OOLMX HAcTpoeK KOHEeYHbIX Todek LleHTpa
NaeHTndmkaumm.

CuMHTaKCuUC:
Get-DssStsEndpointGlobalSettings [-DisplayName <string>]

KomaHnanet Set-DssStsEndpointGlobalSettings

Ncnonb3yeTcs AOns  u3MeHeHuss o06WMX HacTpoeK KOHeYHbiX Touyek LleHTpa
NoeHTudurkaumm. CnMcok napaMeTpoB KOMaHAbl ykasaH B Tabauua 30.

CuHTakcuc:
Set-DssStsEndpointGlobalSettings [-MaxRecieveTimeOut <int>] [-MaxSendTimeOut
<int>] [-MaxMessageSize <int>] [-DisplayName <string>]
Tabnuua 30. NapameTpbl kKOMaHaneTa Set-DssStsEndpointGlobalSettings
MapameTp Tvn OnucaxHue

MakcuManbHoe BpeMsi NoJlydeHus CoobLLeHMs B CEKYHAAX.

MaxRecieveTimeOut int
Mo yMonyaHuio paseH 30 ceKkyHA.

MakcmManbHoe BpeMst oTrnpaBku coobuweHus B cekyHgax. Mo

MaxSendTimeOut int
yMon4yaHuto paseH 30 cekyHA.

MakcmManbHbIM pa3Mep coobuieHns B banTtax. Mo
yMon4aHuto paBeH 5 M6anr.

Nmsa sksemnngpa LeHTpa NaeHTudumkaummn. Ecnm 3HayveHme
DisplayName string He ykazaHo, 6yaeT ncnonb3oBaH 3K3eMMnasp, Ha3HauYeHHbIN
Mo YMOAYaHUIO.

MaxMessageSize int
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4.5.8.4. Monutnka aocrtyna K onepauyusam

KomaHanet Get-DssAccessPolicy

KoMaHANeT No3BONSET BbIBECTU Ha KOHCOJIb TEKYLUME HACTPOMKWN MOJIUTUKM AOCTymna K
onepaumsm.

CuHTakcumc:
Get-DssAccessPolicy [-Groupld <int>] [-DisplayName <string>]
Tabnuua 31. NapameTpbl koOMaHaseTa Get-DssAccessPolicy
MapameTp Tun OnucaHue
Groupld int MnaeHTudunkatop rpynmnbl, Aas KOTOPON HEOH6X0AMMO BbIBECTU

cBeaeHNAa O NOJTIMTUKE AOCTYNa K onepaunsam.

NUmsa sk3emnnapa Cepsuca NMognmncu. Ecnm 3HauveHmne He ykasaHo,
6yneT ncnosib3oBaH 3K3eMNAApP, HA3HAYEHHbIN MO YMOAYaHULO.

DisplayName  string

KomaHpanet Set-DssAccessPolicy

Mcnonb3yeTcs onst U3MeHeHUs HacTpoek [ocTyna K onepauumsiM. NNOMMMO HacTpoek
AO0CTyna K onepaumsiM, HacTpauBatloTCAa NpaBa NnoJsib3oBaTtesis/onepartopa M3MEHSATb HAaCTPOMKMK
AOCTyna K onepaumsM CaMOCTOSATENbHO.

CuHTaKcuc:

3anpelleHHbIe onepaunm He HacTpanBarTCs

Set-DssAccessPolicy [-AllowChangeByUser <bool>] [-AllowChangeByOperator
<bool>] [-AllowOverride <bool>] [-GroupId <int>] [-DisplayName <string>]

Bce onepauunn paspelueHsl

Set-DssAccessPolicy -AllActionsAllowed [-AllowChangeByUser <bool>] [-
AllowChangeByOperator <bool>] [-AllowOverride <bool>] [-GroupId <int>] [-
DisplayName <string>]

Bce onepauun 3anpeLeHsl

Set-DssAccessPolicy -AllActionsDisallowed [-AllowChangeByUser <bool>] [-
AllowChangeByOperator <bool>] [-AllowOverride <bool>] [-GroupId <int>] [-
DisplayName <string>]

3anpelleHbl yKasaHHble onepauum

Set-DssAccessPolicy -DisallowedActions <string[]> {SignDocument |
DecryptDocument | CreateRequest | DeleteCertificate | RenewCertificate |
RevokeCertificate | HoldCertificate | UnholdCertificate | ChangePin} [-
AllowChangeByUser<bool>] [-AllowChangeByOperator <bool>] [-AllowOverride
<bool>] [-GroupId <int>] [-DisplayName <string>]

Tabnuua 32. NapamMeTpbl kOMaHAaneTa Set-DssAccessPolicy

MapameTp OnucaHue

Umsa sk3emnnapa Cepsuca Mognucu. Ecnm
DisplayName string 3HayeHue He ykasaHo, byaeT ucnonb3oBaH
3K3eMnaap, Ha3HAYEHHbIN MO YMOSTYaHMUIO.
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MapameTp Tun OnucaHue
String[]

BO3MOXHbIe

3Ha4vYeHus:

{SignDocument;

DecryptDocument;

CreateRequest; CTpoka noaknoyeHns Kk 6ase gaHHbIX
DeleteCertificate; Cepsuca Moanucuy.
RenewCertificate;

RevokeCertificate;

HoldCertificate;

UnholdCertificate;

ChangePin}

DisallowedActions

YKasaHue faHHOro napameTpa paspelwlaeT
BCe ornepauuu.
YKa3saHue gaHHOro napaMeTpa 3anpelwaer
BCe ornepauunu.
Onpepenset, MmoxeT nn OnepaTtop
M3MEHATb AOCTYM K onepaumsM.
OnpepensieT, moxeT nu Monb3oBaTenb
M3MEeHATb AOCTYMN K onepaumsm.
OnpepensieT, MOXET M NONNUTUKA BbITb
AllowOverride bool nepeonpeneneHa Ha 6onee HU3KOM
YPOBHE Mepapxuu.
NaeHTudukaTop rpynnbl, Aas8 KOTOPOKH
GrouplId int Heob6XxoaMMO HaCTPOUTb NOSINTMKY AOCTyna
K onepaumsm.

AllActionsAllowed -

AllActionsDisallowed -

AllowChangeByOperator bool

AllowChangeByUser bool

4.5.8.5. HacTpoiku co3aaHnUA YYETHbIX 3anucen

Komanpner Get-DssAccountPolicy

KoMaHaneT no3BOSSIET BbIBECTM HA KOHCO/b TEKYLUME HACTPOMKM CO3A4aHMS YUYETHbIX
3anucen

CvHTaKcuc:
Get-DssAccountPolicy [-DisplayName <string>]

Komanpaner Set-DssAccountPolicy

KoMaHaneT no3BosigseT HaCcTpOUTb NOSIMTUKKM CO34AaHUA YUETHbIX 3anucen

CUHTaKCcmC:
Set-DssAccountPolicy [-RequireUniqueEmail <bool>] [-RequireUniquePhone
<bool>] [-RequireUniqueDn <bool>] [-DisplayName <string>]
Tabnuua 33. NapameTpbl KOMaHgneTa Set-DssAccountPolicy
MapameTp Tun OnucaHue
. . Nmsa ak3emnnsapa UW. Ecnm 3HauyeHue He ykasaHo, byaeT
DisplayName string pa Ll Y + OYA
MCMNO/1b30BaH 3K3eMMSpP, Ha3HAUYEHHbIN MO YMOJTYaHUIO.
. . TpeboBaTb YHUKANbHOCTb Pa3/IMuYMUTENIbBHOIO MMEHM
RequireUniqueDn bool P Y p

Nonb3oBaTens.

RequireUniqueEmail bool TpeboBaTb YHUKANbLHOCTb ajpeca 3/1eKTPOHHOM MOYThI.

RequireUniquePhone bool TpeboBaTb YHMKaNbHOCTb HOMepa TenedoHa.
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4.5.8.6. lNMNaponbHbIE NOJINTUKMHN

KomaHpanet Get-DssPasswordPolicy
Mo3BonseT NonyunTb MHPOpMauUno 06 NCNOAb3yeMON NAPOJSIbHOW MONUTUKE.

CuHTakKcuc:
Get-DssPasswordPolicy [-DisplayName <string>]

KomaHpanet Set-DssPasswordPolicy

MNo3BonseT HACTpOMTb MaposibHYK MOJWTUKY KaK [OJIrOBPEeMeHHbIX, TaK W
OAHOPA30BbIX NaposIen.

CHUHTaKCmC:
Set-DssPasswordPolicy [-PasswordLength <int>] [-PasswordComplexity
<ComplexityEnum> {Trivial | Weak | Fair | Strong}] [-OtpLength <int>] [-
OtpComplexity <ComplexityEnum> {Trivial | Weak | Fair | Strong}] [-
InvalidPasswordAttempts<int>] [-InvalidOtpAttempts <int>] [-PasswordSource
<PasswordSources> {ClientAndServer | ClientOnly | ServerOnly}] [-PasswordType
<PasswordType> {Symbolic | Phrase}] [-PasswordPhraseComplexity
<PasswordPhraseComplexityEnum> {Common | Strong}] [-PasswordLifetime <int>]
[-ChangePasswordAfterReset <bool>] [-DisplayName <string>]

Tabnuua 34. MapameTpbl KoMaHaneTta Set-DssPasswordPolicy

3HaueHue
MapameTp no OnucaHue
PasswordSources
KTo co3naeTt naponb:
Bo3MOXHble 3HaveHus: ClientAndSer KnueHT u cepsep paet
PasswordSource . .
ClientOnly; ver BblbpaTb, KTO reHepupyeT
ServerOnly; naporsb.
ClientAndServer.
PasswordType
PasswordType Bo3MOXHble 3HaueHus Symbolic ijﬂgi;::l:ﬁna?omn;p_a%
Phrase; )
Symbolic.

ComplexityEnum

BO3MOXHble 3Ha4YeHUs:
Trivial - Tonbko Undpsbl;
Weak - undpbl u

NaTUHCKKNE 6yKBbI CnoXxHocTb
PasswordComple . o
it Fair - undpbl 1 3 OONIFTOBPEMEHHbIX Maponen.
Y NaTUHCKNe 6yKBbI
pas/InYHbIX perncTpos
Strong - undpsl,
NaTUHCKne 6yKBbl
pas/InYHbIX PErncTpos,
CrMeLucnuMBO/bI.
I . Cpok penctBusa napons (B
PasswordLifetime int 0 POK A4 P (
OHSAX).
JINHA AONITOBPEMEHHbIX
PasswordLength  Int 8 A A P
naponen.
. KonnyecTtBo HeBEPHbIX
InvalidPasswordA . P
int 5 NnonbITOK BBOAA

ttempts

ZAOJITOBPEMEHHOI0 Mapons.
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3HaueHue

MapameTtp no OnucaHue
YMONYAHUIO

Mony4yaet unu 3agaetr
3HayeHue, rnokasbiBawllee,
Tpebyetca nn ot

ChangePassword
bool False rnonb30BaTeNs CMeHa
AfterReset
OOSIFOBPEMEHHOIr0 Napons
nocne cbpoca atoro
napons OnepaTtopom.
OTPLength Int 5 Anuxa OAHOPas0BbIX
naponen.
ComplexityEnum
Bo3MOXHble 3HavYeHus:
Trivial - Tonbko unopsl;
Weak — undpsbl n
naTnHckune 6yKBbl CnoXHOCTb 04HOPa30BbIX
OTPComplexity Fair - undpbl n 1 naponemn.

NaTUHCKne ByKBbl
pas3fIMYHbIX PErUCTPOB
Strong - undpsl,
NaTUHCKne 6yKBbl
pasfIMYHbIX PErMCcTPOB,
CNeucnMBOIbI.

KonnyectBo HeBEpPHbLIX
nMonbITOK BBOAA

InvalidOtpAttem .
int 3 04HOpa30BOro napons.

pts .
MoapobHee Npo AaHHbIN
napameTp cM. pasgen 5.5.1
PasswordPhraseComplexi
tyEnum
PasswordPhraseC CnoOXHOCTb NaposibHOM
. . Common
omplexity Bo3MOXHble 3HaYeHus: dpasbl.

Common - 3 cnoB.a;
Strong - 4 cnosa.

Nma sksemnngapa UW. Ecnu
3Ha4yeHue He yKasaHo,

DisplayName string 6yaneT ncnonb3osaH
3K3eMNNap, Ha3HauYeHHbIN
Mo YMOAYaHUIO.

4.5.8.7. loBepeHHble CTOPOHBbI

Komananer Add-DssRelyingPartyTrust

Komananet Add-DssRelyingPartyTrust no3sosisieT 3aperncrpvpoBaTb noTpebutens
MapkepoB 6€30MNacHOCTU — MPOBEPSIOLLYI0 CTOPOHY.

CUMHTaKCuUC:

Add-DssRelyingPartyTrust -Name <string> -Identities <List[string]> [-
Description <string>] [-EncryptionCertificate <X509Certificate2>] [-
AdministrativeUrl <string>] [-DisplayName <string>] [-
AuthenticationCertificate <X509Certificate2>]
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Tabnuua 35. Mapametpbl koMmaHaneta Add-DssRelyingPartyTrust

MapameTp Tun OnucaHue

OTobpaxaeMoe nMsa aK3eMnisipa

KOoMMoHeHTa LeHTp NaeHTndunkaumn. Ecnm
3Ha4vyeHue He yKasaHo, byaeT ncnosb3oBaH
3K3eMNAap, HasHa4YeHHbIN MO YMOAYaHUIO.

DisplayName string

Name string OTobpaxaemMoe MMsi 4OBEPEHHOMN CTOPOHbI.

Description string KpaTkoe onncaHne AOBEPEHHO CTOPOHDI.

URI-agpec danna MeTagaHHbIX A0OBEPEHHOWN
CTOPOHbI.

CepTtudukaTt wndpoBaHUsa Mapkepa
6e3onacHoOCTH.

B kauecTBe 3Ha4YeHUA AaHHOroO napaMeTpa
MOXHO yKa3aTb 06bekT PowerShell
X509Certificate2 nnu nytb kK danny c
cepTndurKaTom.

Cnncok naeHTMdnKaTopos A0OBEPEHHOWN
CTOPOHbI.

URL-aapec pasgena agMUHUCTPUPOBAHUSA
AdministrativeUrl string nonb3oBaTenen (4actb Beb-uHTEpPdeEliCa,
poctynHas Onepartopy).
CepTndukart ayTeHTMdMKaumMmM 4OBEPEHHON
CTOPOHbI.
B KauecTBe 3HaueHUdA JaHHOro rnapameTpa
MOXHO yKa3aTb 06bekT PowerShell
X509Certificate2 nnu nytb kK danny c
cepTnudmrKaTomM.

URL-agpec kaHana ang nosiyyeHus TOKEHOB
ornepauuu.

MetadataUri string

EncryptionCertificate X509Certificate2

Identities List<string>

AuthenticationCertificate X509Certificate2

BackChannelUrl string

Komanpaner Set-DssRelyingPartyTrust

KomaHgner Set-DssRelyingPartyTrust nossoniseT U3MEHUTb rnapameTpsbl
3aperncTpnpoBaHHON AOBEPEHHOM CTOPOHbI.

CuHTakKkcuc:

Set-DssRelyingPartyTrust [-Name <string>] [-Description <string>] [-
EncryptionCertificate <X509Certificate2>] [-Identities <List[string]>] [-
DisableTokenEncryption <bool>] [-ForOperator <bool>] [-AdministrativeUrl
<string>] [-AuthenticationCertificate <X509Certificate2>] [-DisableActAs
<bool>] [-DisplayName <string>]

Set-DssRelyingPartyTrust -Id <int> [-Name <string>] [-Description <string>]
[-EncryptionCertificate <X509Certificate2>] [-Identities <List[string]l>] [-
DisableTokenEncryption <bool>] [-ForOperator <bool>] [-AdministrativeUrl
<string>] [-AuthenticationCertificate <X509Certificate2>] [-DisableActAs
<bool>] [-DisplayName <string>]
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Tabnuua 36. NapameTtpbl koMaHaneTta Set-DssRelyingPartyTrust

MapameTp Tun OnucaHue

OTob6paxkaeMoe uma ak3emnnsapa

KoMnoHeHTa LleHTp UaeHTudunkaumn. Ecnu
3HayeHue He ykasaHo, 6yaeT nucrnosb3oBaH
3K3eMnNsap, Ha3Ha4YeHHbIV MO YMONYAHUIO.

Mownck No yHMKanbHOMY MaeHTUudnKaTopy
[OBEPEHHON CTOPOHBI.

DisplayName string

Id int

Name string OTob6paxkaemoe UMa AOBEPEHHOM CTOPOHbI.

Description String KpaTkoe onncaHue AOBEPEHHOM CTOPOHbI.

CeptndukaTt wudpoBaHmMsa Mapkepa
6e3onacHOCTU ANna AOBEPEHHON CTOPOHbI.
B kauecTBe 3Ha4YeHUA AaHHOrO napaMeTpa
MOXHO yka3aTb 06bekT PowerShell
X509Certificate2 nnun nyTb k danny ¢
cepTndurKaTom.

Cnuncok naeHTUdUKaTopoB A0BEPEHHOM
CTOPOHbI.

EncryptionCertificate X509Certificate2

Identities List<string>

Bo3MOXHO N1 ynpasneHue lMNonb3oBaTensaMm

ForOperator bool o N
B A@HHO AOBEPEHHOM CTOPOHE.

URL agpec pasaena aaMUHUCTPUPOBAHUNSA

AdministrativeUrl string Monb3oBaTene

OTKNOYEHO NN WKdpoBaHME MapKepoB
6e30MacHOCTM ANSt AOBEPEHHOWN CTOPOHbI.

CepTudukaTt ayTeHTMdUKaUNM LOBEPEHHOM

CTOPOHbI.

B kauecTBe 3Ha4YeHUsa AaHHOro napaMmeTpa

MOXHO yka3aTb 06bekT PowerShell

X509Certificate2 nnu nyTb k danny c

cepTudmKaToM.

OTKOYEHA /I BO3MOXHOCTb 3anpocoB

DisableActAs bool MapKepoB AenerMpoBaHus Ans 4oBEpPeHHON
CTOPOHbI.

DisableTokenEncryption  bool

AuthenticationCertificate X509Certificate2

Komananet Enable-DssRelyingPartyTrust

KomaHanetr Enable-DssRelyingPatryTrust penaetr akTtmBHOM npoBepsloLLyto
CTOPOHY, 3aperncTpmpoBaHHyto B Kpuntollpo DSS.

CuHTakcuc:
Enable-DssRelyingPartyTrust [-DisplayName <string>] -Id <int>

Tabnunua 37. NapameTpbl koMaHaneta Enable-DssRelyingPartyTrust

MapameTp Tun OnucaHue

OTobpaxaeMmoe nMs akseMnasspa KoMMnoHeHTa LleHTp
DisplayName string WaeHTudwukaumn. Ecnn 3HayeHmne He ykaszaHo, 6yaeT ncnosab3oBaH
3K3EMNNAP, Ha3HaYeHHbIV MO YMOYaHUIO.

Id int Monck no yHUKanabHOMY UAEHTUPUKATOPY AOBEPEHHOM CTOPOHDI.

HKTAN.00096-02 92 02 KpunTtollpo DSS. PykoBoactso AGMUHUCTpaATOpa CtpaHuua 74 n3 273



Komanpanert Disable-DssRelyingPartyTrust

KomaHanetr Disable-DssRelyingPatryTrust penaer HeakTMBHOM MpoBepsOLWYHO
CTOPOHY, 3aperncTpmposaHHyto B Kpuntollpo DSS.

CuHTakKcuc:
Disable-DssRelyingPartyTrust [-DisplayName <string>] -Id <int>

Tabnunua 38. NapameTpbl koMaHaneta Enable-DssRelyingPartyTrust

MapameTp Tun OnucaxHue

OTobpaxaemoe nMMs aKk3eMnssipa KoMnoHeHTa LieHTp
DisplayName string WaeHTudukaumn. Ecnmn 3HayeHmne He yKaszaHo, byaeT ucnosb3oBaH
3K3EeMMNAP, Ha3HAYEeHHbIV MO YMOJIYaHULD.

Id int Monck Mo yHMKanbHOMY MAEHTUDUKATOPY AOBEPEHHON CTOPOHbI.

Komanpanert Get-DssRelyingPartyTrust

KomaHanetr Get-DssRelyingPatryTrust nossonger oTobpasuTb CNMCOK Bcex
3aperucTpmMpoBaHHbIX AOBEpPEeHHbIX CTOPOH wan noapobHyto wnHdbopmaumto o6 ogHol m3
3aperucTpmMpoBaHHbIX AJOBEPEHHbIX CTOPOH.

CuHTakcumc:
Get-DssRelyingPartyTrust [-DisplayName <string>] [-Id <int>]

Tabnunua 39. NapameTpbl koMaHaneta Enable-DssRelyingPartyTrust

MapameTp Tun OnucaHue

OTobpaxaemoe nMs akseMnaspa KoMnoHeHTa LleHTp
DisplayName string WaeHTudwukaumn. Ecnn 3HayeHune He ykasaHo, 6yaeT ucnonb3oBaH
3K3eMnasp, Ha3HaYeHHbIA N0 YMOMYaHUIO.

Id int MoncK No yHUKanbHOMY MAEHTUDUKATOPY AOBEPEHHOM CTOPOHDI.

Komananetr Remove-DssRelyingPartyTrust

KomaHanetr Remove-DssRelyingPatryTrust nossonser yaanuTb npoBepsloLyto
CTOpPOHY.

CuHTaKcuc:
Remove-DssRelyingPartyTrust [-DisplayName <string>] -Id <int>

Tabnuua 40. NMapameTpbl kKoMaHaneta Remove-DssRelyingPartyTrust

MapameTp Tun OnucaHue

OTobpaxaemoe nMs aK3eMnisipa KoMnoHeHTa LleHTp
DisplayName string WaeHTudmkaumn. Ecnmn 3HayeHme He ykKasaHo, 6yaeT ncnosb3oBaH
3K3EeMNNApP, Ha3HaYeHHbIM MO YMOJIYAHULO.

Id int Monck No yHMKanbHOMY MaeHTUMUKATOPY AOBEPEHHOM CTOPOHbI.
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4.5.8.8. NMpotokon OAuth

KomaHpner Add-DssClient

KoMaHaneT ncnonb3yeTcsa ANs perncrpauum HOBOMO KiMEHTa, UCNOoJb3ylowerocs Ans
ayTeHTudmrKaumn NpuioXKeHns B CMCTeMe C Ucnosib3osaHuem npotokonos OAuth n ctaHgapTa
OpenID. OcHoOBHble NapaMeTpbl KOMaHAasieTa ykKasaHbl B Tabauua 41. lMonHOe onucaHue
npotokona OAuth copepxutca B cooTtBeTcTBytoweM RFC 6749. WUHdopmauuo o6 OpenlD
MOXHO MONYYUTb Ha CTpaHWLIe NpOeKTa.

Tabnuua 41. NapameTtpbl koMaHaneTa Add-DssClient

MNMapameTp Tvin OnucaHue
Identifier string NoeHTudunkatop KIneHTa
Name string Nmsa gobasnsieMoro KnmMeHTa
- . OnuncaHue npunoxeHna-
Description string
KNneHTa
Flows []

CueHapun B3aMMOAENCTBUS:
AuthorizationCode

Implicit

ResourceOwner

[Opyrve Bo3MOXHble CLEHapun OnpeneneHne gonycTnMbIX
COrnacHo craHgapTy ONsl KNMeHTa cueHapueB
3ape3epBupoBaHbl Ans MCMNOoMb30BaHus,

6yayLwero ncnosb3oBaHUs N B coBMecTuMbIX ¢ OpenlD.
Tekywewn sBepcum Kpuntollpo

DSS HeaoCTynHbI:

AllowedFlow

Hybrid

ClientCredentials

Custom

AuthorizationCodeWithProofKey

HybridWithProofKey
OAuth-napameTp, coaepxuTt
aapec, kyaa byaper

RedirectUri string fieperanpasnen

MONy4YeHHbIN KOA
asTopusaumun, nmb6o Mapkep
Aoctyna.

Bpems xuU3HM Koaa
aBTOpu3aLUnMKM B CeKyHaax.

Bpems X1U3HU Mapkepa
aoctyna (cBeageHun o
MPUNOXEHUN-KITNEHTE) B
CeKyHaax.
OpenID-napameTp,
COAEPXUT BPEMS KMU3HU
MapKepa Y4YeTHbIX AaHHbIX
nosib30BaTeNs.

BpeMs X1U3HKM Mapkepa
ObBHOBNEHNSA B CEKYHAAX.

AuthorizationCodelLifetime int

AccessTokenLifetime int

IdentityTokenLifetime int

RefreshTokenLifetime int
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MapameTp Tvun OnucaHue

JenaeT npunoxeHue
ny6anNYHBIM UK
KOHbWAEHUMaNnbHbIM B
paMkax npotokona OAuth.
GenerateSecret CreHepupyeT KoM,
KOTOpbIN ayTeHTUdunumpyeTt
KnueHTa. BrioyaeTcs B
3anpoc knueHta K UM Ha
Mapkep gocryna.
Mo3BonseT nepenatb
06bEKT, HaA KOTOpbIM
coBepLllaeTcs AeNCTBue, B
cneaywLlmn KoMaHanerT.
OTobpaxkaemoe nms
aK3eMnnsapa KOMNOHeHTa
LlenTp UaeHTudunkaymu.
DisplayName string Ecnu 3HayeHue He ykasaHo,
6yneTt ncnonb3oBaH
3K3eMnAsap, Ha3Ha4YeHHbIN
Mo yMO4YaHuLo.

PassThru switch

CuHTakKkcuc:

Add-DssClient [-Identifier <string>] [-Name <string>] [-Description <string>]
[-AllowedFlow <Flows[]> {AuthorizationCode | Implicit | Hybrid |
ClientCredentials | ResourceOwner | Custom | AuthorizationCodeWithProofKey |

HybridWithProofKey}] [-RedirectUri <string[]>] [-AuthorizationCodelLifetime
<int>] [-AccessTokenLifetime <int>] [-IdentityTokenLifetime <int>] [-
RefreshTokenlLifetime <int>] [-GenerateSecret] [-PassThru] [-DisplayName
<string>]

KomaHpnert Get-DssClient

KomaHgnert Mno3BONAET nony4ynTb BbIBO Ha KOHCOJ1b I/IHd)OpMaLl,VIVI (0}
3aperncTtpmnpoBaHHbIX KINMEHTaX.

CuHTakcuc:
Get-DssClient [-ClientId <string>] [-DisplayName <string>]

KomaHpanert Set-DssClient

KomaHanetr no3BonsieT HacTpOUTb CBOMWCTBA KAIMEHTa HenoCcpeAaCTBEHHO MO ero
naeHtTudumnkatopy, nmbo nepesaTtb C MNOMOLWbI KOHBelepa O06bLEeKT M3 npeabiaywero
KOMaHANeTa, NCnosb3ysa CKpbiTbin NnapameTp —TargetClient.

CuHTakKcuc:

Set-DssClient -ClientId <string> [-Name <string>] [-Description <string>] [-
AllowedFlow <Flows[]> {AuthorizationCode | Implicit | Hybrid |
ClientCredentials | ResourceOwner | Custom | AuthorizationCodeWithProofKey |
HybridWithProofKey}] [-RedirectUri <string[]>] [-AuthorizationCodeLifetime
<int>] [-AccessTokenLifetime <int>] [-IdentityTokenLifetime <int>] [-
RefreshTokenLifetime <int>] [-PassThru] [-DisplayName <string>]

NN

Set-DssClient -TargetClient <Client> [-Name <string>] [-Description <string>]
[-AllowedFlow <Flows[]> {AuthorizationCode | Implicit | Hybrid |
ClientCredentials | ResourceOwner | Custom | AuthorizationCodeWithProofKey |
HybridWithProofKey}] [-RedirectUri <string[]>] [-AuthorizationCodeLifetime
<int>] [-AccessTokenLifetime <int>] [-IdentityTokenLifetime <int>] [-
RefreshTokenLifetime <int>] [-PassThru] [-DisplayName <string>]
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KomaHpanetr Enable-DssClient

KoMaHANeT ucnonb3yeTcs ANS BKAOYEHUS ayTeHTUdUKaAUMM KIMEHTa Mo MpoTOKONy
OAuth HenocpeacTBeHHO Mo naeHTUdMKaATOPY KAneHTa, NTMbo C NOMOLWbIO KOHBeepa 06beKT
M3 npeabliaywero KOMaHaneTa, Mcnonb3ys CKpbiTblii NnapameTp —TargetClient.

CuMHTaKCcuUC:
Enable-DssClient -ClientId <string> [-PassThru] [-DisplayName <string>]
nnn
Enable-DssClient -TargetClient <Client> [-PassThru] [-DisplayName <string>]

KomaHpanert Disable-DssClient

KoMaHaneT ncnonb3yerca ANs OTK/OUYEHUS ayTeHTUDUKAUNM KIMEeHTa Mo NMpoTOKOJy
OAuth HenocpeacTBEHHO MO ero uaeHTudunkatopy, MMb60 € NOMOLWbID KOHBenepa 06bekT u3
npeablayLiero KoMaHaneTa, Ncnosnb3ys CKpbITbin NnapameTp —TargetClient.

CvHTaKCcuc:
Disable-DssClient -ClientId <string> [-PassThru] [-DisplayName <string>]
Zniz
Disable-DssClient -TargetClient <Client> [-PassThru] [-DisplayName <string>]

KomaHpanetr Remove-DssClient

KOMaH,CU'IeT MCNONb3YETCA ANA yAaneHnsa CywecTBYyOWEro KJiImeHTa HeENoOCpeaACTBEHHO
rno ero naeHtTudukaTopy, MMbo c NOMOLWbIO KOHBeMepa 06beKT 13 npeablayLlero KoMmaHanera,
MCMonb3ys CKPbITbIM NapameTtp —TargetClient.

CuHTaKcuc:

Remove-DssClient -ClientId <string> [-DisplayName <string>]

nnn
Remove-DssClient -TargetClient <Client> [-DisplayName <string>]

4.5.8.9. N'pynnbl Monb3oBaTtenen

Komananetr New-DssldentityGroup

KoMaHaneT co3aaér HoByto rpynny MNosb3oBaTenein B paMKax yKa3daHHOro 10BepeHHOro
nspartens.

CuHTaKcuc:

New-DSSIdentityGroup -Name <string> -Title <string> [-IdentityProviderID
<int>] [-IssuerName <string>] [-Description <string>] [-DisplayName <string>]

Tabnuua 42. NapameTpbl koMaHaneTa New-DssldentityGroup

MapameTtp mn  OnucaHue

OTobpaxkaemoe nMs 3K3eMnnaspa KOMMNoHeHTa LleHTp
DisplayName string WaeHTudukaummn. Ecnm 3HayeHne He ykasaHo, byaer
MCMNONb30BaH 3K3eMNAap, Ha3Ha4YeHHbIM MO YMONYaHMUIO.

Name string WmMsa rpynnbl Monb3oBatenen.
Title string Otobpaxkaemoe uMsa rpynnel MNonb3oBaTenen.
IdentityProviderID int NaoeHTndmkaTop AOBEPEHHOrO M3gartens.
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MapameTp Tvun OnucaHue

IssuerName string CTpokoBbIN naeHTUPUKATOP n3gaTens.

Description string OnucaHue rpynnel MNMonb3oBaTenen.

MapameTpbl IdentityProviderID n IssuerName $BSI0TCS B3aMMOUCKITIOYAOWNMMN.

KomaHpanert Set-DssIdentityGroup

KoMaHANeT naMeHsieT HaCTpPoMKKM rpynnel Nonb3oBaTenen.

CuHTaKCcuC:
Set-DSSIdentityGroup -Groupld <int> [-Name <string>] [-Title <string>] [-
Description <string>] [-DisplayName <string>]

Tabnunua 43. NapameTpbl koMaHaneta Set-DssldentityGroup

MapameTp Tun OnucaHue

OTobpaxaeMoe nmsa aksemnnasgpa KoMmnoHeHTa LieHTp
DisplayName string WaeHTudwmnkaumun. Ecnm 3HadeHne He ykasaHo, byaeT MCnosb3oBaH
3K3eMnNap, Ha3HaYeHHbI MO YMONYaHMUIO.

Groupld int NaoeHTugukaTop peaakTMpyeMmon rpynmeol.
Name string Wmsa rpynnel MNonb3oBaTenen.
Title string OTobpaxkaemoe umsa rpynnel Monb3oBatenen.

Description string OnwucaHue rpynnol MNonb3oBaTenemn.

Komananert Get-DssIdentityGroup
KoMaHANEeT BbIBOAUT Ha KOHCO/b MHGOpMauuio o rpynnax Monb3oBaTtenen.

CuHTaKcuc:
Get-DSSIdentityGroup [-GroupId <int>] [-DisplayName <string>]

Tabnunua 44. NapameTtpbl koMaHaneta Get-DssldentityGroup

MapameTp Tun OnucaHue

OTobpaxkaeMmoe uMa sKk3eMmnaspa KoOMNoHeHTa LleHTp
DisplayName string WaeHTudwmnkaummn. Ecnm 3HadeHne He ykasaHo, byaeT MCnosb3oBaH
3K3eMnNsap, Ha3Ha4YeHHbI MO YMONYaHMUIO.

NaoeHTndunkaTop otobparkaemori rpynnel. ECiv 3HaueHne He
yKasaHo, 6byaeT BbiBeAeH CNMCOK BCEX rPynn AaHHOro 3k3emnisapa.

Groupld int

Komananetr Remove-DssldentityGroup
Komananet yaanset rpynny lMNonb3osatenen LleHtpa MaeHTndunkauymm.

CuHTakcuc:
Remove-DSSIdentityGroup -GroupId <int> [-DisplayName <string>]
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Tabnuua 45. MapameTpbl kKoMaHaneta Remove-DssldentityGroup

MapameTp Tun OnucaHue

OTob6paxkaeMoe umMsa ak3eMmnaspa KoMnoHeHTa LleHTp
DisplayName string WaeHTudukaumn. Ecnu 3HavyeHne He ykasaHo, 6yaeT ncnonb3oBaH
3K3eMnNap, Ha3HaYeHHbI MO YMONYaHWUIO.

Groupld int NaeHTudgukatop yaansemon rpynnol.

4.5.8.10. OnepaTopbl

KomaHanet Add-DssIdentityOperator

KomaHaner co3naér yuyéTtHyto 3anncb OnepaTtopa LeHTpa UaeHTudnkaymu.

CuHTaKcuc:
Add-DSSIdentityOperator -Type [String] -Login <string> -Name <string> -
IssuerName <string> [-Audit <bool>] [-Certificate <string> WU
<X509Certificate2>] [-DisplayName <string>]

Tabnuua 46. Mapametpbl koMmaHaneta Add-DssldentityOperator

MapameTp OnucaHue

OTobpaxaemoe nmsa aksemnnaspa KoMnoHeHTa LieHTp
NaoeHTndnkaunm. Ecnm 3HavyeHne He ykasaHo, byaeT

DisplayName strin N
play 9 MCMOJIb30BaH 3K3eMMJIsP, Ha3HAUYEHHbIA No

YMONYaHMUIO.
NornH OnepaTtopa, npeacTaBnaOWmMn cobom
Login string YHUKanbHbI naeHtudukatop B b LleHTpa
NaeHTndnkaunm.
Name string ®NO OnepaTopa.
string,
Tun ponn co3nasaemoro OnepaTopa: Onepartop,
BO3MOXHble
Type 3HaYeHUs: OnepaTtop AyauTta nnu OnepaTtop-Habnoaatens. MNpu
OTCYTCTBUW AAHHOrO NapaMeTpa co34aeTcs
Operator; Onepatop
Audit; )
Readonly.
. MyTb Kk danny ceptudpukata OnepaTtopa
string I
Certificate bl B KQ4yeCTBe 3Ha4YeHUsa AAHHOrO napaMeTpa MOXHO
X509Certificate2

ykasaTtb 06bekT PowerShell X509Certificate2.
CTpokoBbI naeHTUhUKaTOp 4OBEPEHHOIO U3aaTens,
IssuerName string K KOTOpOMYy oTHocuTCcs gobasnsdembin OnepaTtop.
dukcnposaHHoe nmsa - realsts.
Cnucok rpynn MNonb3oBaTenen, cobbiTUa KOTOPbIX
string OnepaTtop MoXeT BuaeTb. o ymMon4aHuio — rpynna
Default.

Grouplist
<string[]>

KomaHnaner Get-DssIdentityOperator

KoMaHanetr BbIBOAMT Ha KOHCOMb uHpopmaumto o6 OnepaTtopax LeHTpa
NoeHTudunkauymn.

CuHTaKcumcC:
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Get-DssIdentityOperator [-Groups] [-Login <string>] [-DisplayName <string>] -
IssuerName <string>]

Tabnuua 47. NapameTpbl koMaHaseTa Get-DssldentityOperator

MNMapameTp Tvin OnucaHue

OTobpaxaemoe nMs aKk3eMnsipa KoMnoHeHTa LieHTp
NoeHTndmkaumm. Ecnm 3HayeHue He ykasaHo, byaeTt

DisplayName strin N
play 9 MCNOJ/Ib30BaH 3K3eMMsp, Ha3Ha4YeHHbI Mo

YMOJIYaHUIO.
string,
BO3MOXHble
) Tun ponun co3gasaemoro Onepatopa: OnepaTop,
Type SHauEHNA: OnepaTtop Ayauta nnm OnepaTtop-HabntoaaTenb
Operator; paTop Ay. patop )
Audit;
Readonly.
Login string Jlormn OnepaTtopa, nHdopMaunto o KoTopoMm TpebyeTcs
Nnosy4YnTb.
Groups SwitchParameter [aHHbIN NapaMeTp UCNONb3YeTCs AN NoSy4YeHus

nHdopmaummn o yneHctse OnepaTopoB B rpynnax.

CTPOKOBbIM MAEHTUDOUKATOP AOBEPEHHOI0 U3AATENSA, K
IssuerName  string KOTOPOMY oTHOcMTCst OnepaTtop, MHdOpMaLmio o
KOTOPOM TpebyeTcs nony4mnTb.

MNapameTpbl IssuerName, Groups n Login aBns0TCS B3anMOUCKAKOYAOLWMMU.,

KomaHpgnet Set-DssIdentityOperator
KomaHaner nameHseTt y4yétHyto 3anmcb OnepaTtopa LleHTpa UaeHTudunkaumn.

CMHTaKCcuc:

Set-DSSIdentityOperator -Login <string> [-NewName <string>] [-GroupList
<string[]>] [-DisplayName <string>] [-Certificate <string> wuiu
<X509Certificate2>] [-IssuerName <string>]

Tabnunua 48. NapameTpbl koMaHaneTta Set-DssldentityOperator

MapameTp Tun OnucaHue

OTobpaxaeMoe nMs aksemnaspa KoMnoHeHTa LleHTp
DisplayName string NpeHTndukauymm. Ecnu 3HavyeHne He ykasaHo, byaer
MCMNONb30BaH 3K3eMNAsap, Ha3Ha4YeHHbIM M0 YMONYaHUIO.

Norun OnepaTopa, yyeTHas 3anucb KOToporo 6yaer

Login string

N3MEeHSATbCS.
NewName string Hoeble ®NO AgMunHuUcTpaTopa.
. MyTb K anny .cer c HoBbIM cepTudurkaTom OnepaTtopa
string YhiY
Certificate Mam B KauecTBe 3Ha4YeHUs AaHHOro napaMeTpa MOXHO
X509Certificate2 A pamMeTp

ykasatb 06bekT PowerShell X509Certificate2.

Cnuncok rpynn, B KoTopble cneayet NOMeCcTUTb AaHHOMo
OnepaTopa.

GrouplList string[]

CTpokoBbI naeHTUdMKaATOP AOBEPEHHOrO nlgaTtens, K

IssuerName  string KOoTopoMy 6yaeT oTHeceH OnepaTop.

MapameTp Grouplist wncnonb3yerca B cnydyasx, koraa HeobxoAMMO W3MEHUTb
yneHctBo OnepaTopa B rpynnax. Asnsercsa B3auMmouckiodatowmm c Certificate.
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Kpuntolpo DSS noaaepxvBaeT BblAeNEHHOE XpaHwunulle ulgatenen ceptudukaTos
ayTeHTMdUKaunm. Wma  xpaHuamwa MOXHO TMOCMOTPEeTb B  BbIBOAE  MNapaMeTpa
ClientAuthenticationIssuersStoreName «komaHaneta Get-DssStsProperties (no
ymonyaHuto - STS Client Authentication Issuers). Wcnonb3oBaHWe [AHHOMO XpaHuMAULWA
perynupyetcsa napametpom IsClientAuthenticationIssuersStoreEnabled (cm. pasgen
4.5.8.2).

Komananetr Remove-DssldentityOperator

KomaHaner yaanseT yyeTHyto 3anmck Onepatopa LeHTpa MaeHTndunkauunn.
CuHTakcumc:

Remove-DssIdentityOperator [-DisplayName <string>] -Login <string> [-
IssuerName <string>]

Tabnunua 49. NapameTpbl koMaHaneTa Set-DssldentityOperator

MapameTp Tun OnucaHue

OTobpaxkaeMoe nMsa aK3eMniasipa KoMMnoHeHTa LleHTp
DisplayName string WaeHTudwukaumn. Ecnm 3HadeHne He ykasaHo, 6yaeT ncnonb3oBaH
3K3eMnNap, Ha3HaYeHHbIM MO YMONYAHUIO.

Nornn OnepaTtopa, NpeacTaBAAOWNN CO60M YHMKaNbHbIN
naeHtngukatop B b UeHTpa NaeHTndmkauum.

Login string

CTpokoBbIi naeHTudbnKaTop goBepeHHoro nsgartens, OnepaTtop

IssuerName  string \ ,1onoro Gyaer yaanen.

MNapameTpbl IssuerName n Login sBna0TCS B3aMMOUCK/IIOYAOLWMMHN.,

4.5.8.11. lMNpeo6pa3soBaHMe AOKYMEHTOB

KomaHnanet Get-DssStsConverterPlugin

KoMaHaneT wucnonb3yeTcsa AN18 BbIBOAA Ha KOHCO/b BCeX 3aperncTtpmpoBaHHbIX
nnarmHoB Ans npeo6pa303ava AOKYMEHTOB.

CuHTaKCcuC:
Get-DssStsConverterPlugin [-DisplayName <string>]

Komanpaner Add-DssStsConverterPlugin

[JobasneHne HoBOro naarnHa ansa npeobpaszoBaHUs AOKYMEHTOB B KOH(MUIYpaLMOHHbIM
dann.
CuHTaKcuc:

Add-DssStsConverterPlugin [-DisplayName <string>] -FileExtension
<string> -Assembly <string> [-Classname <string>] [-Priority <int>] [-
Parameters <Hashtable>]

Tabnuua 50. MapameTpbl komaHaneta Add-DssStsConverterPlugin

MapameTp Tun OnucaHue

OTobpaxkaemoe nMsa ak3eMnasspa KomnoHeHTa LleHTp
DisplayName string NnaeHTudumnkaummn. ECnmn 3HavyeHmne He yKasaHo, byaet
MCNO/b30BaH 3K3eMMAsIP, Ha3HaYeHHbIM MO YMO4YaHMUIO.

FileExtension string PacwnpeHue nokyMeHTa.
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MapameTp Tun OnucaHue

MonHbIM NyTh Ao danna cbopkn naarmHa.

B kavecTBe 3HauyeHUs faHHOroO NapaMeTpa MOXHO

ykasaTtb Tonbko umsa dll ¢paiina cbopkm, B 3TOM cnyvae
Assembly string MOJIHbIA NyTb ByAeT OTCYNTLIBATLCA OTHOCUTENLHO

OVNPEKTOPUN:

<MyTb yctaHoBkn>\DSS\Plugins\Converters\<Tun

njiarvHa>.

MmMs knacca, peanusytowero nHtepdemnc
IDSSDocumentConverter.

MpunopuTeT nnarvHa OTHOCUTESIbHO OCTasNlbHbIX
Priority int 3aperncTpupoBaHHbIX 4S9 AAHHOro pacluupeHunsd
nJarnHoBs.

Classname string

Parameters Hashtable [JdononHuTenbHbie NnapaMeTpbl NMaaruvHa.

B PowerShell ans 3agaHna napametpa tuna Hashtable moxHo npnmMmeHnTb crieayoLyo
KOHCTPYKUMIO:
@ {paramName;=paramValue:;; paramName,=paramValue;;..; paramNamey=paramValuey}

raoe paramNamei, paramValuei - Ha3BaHWe 1 3HaYeHWe napaMeTpa COOTBETCTBEHHO.

Komananetr Remove-DssStsConverterPlugin

YaaneHve 3apernctpupoBaHHOro naarvHa ana npeobpa3oBaHUs [OKYMEHTOB U3
KOH(purypaumoHHoro darina.

CuHTaKcuc:

Remove-DssStsConverterPlugin [-DisplayName <string>] -FileExtension
<string> -Assembly <string> -Classname <string>

Tabnuua 51. MapameTpbl koMaHaneta Remove-DssStsConverterPlugin

MapameTp Tun OnucaHue

OTobpaxkaeMoe nMs akseMnispa KoMnoHeHTa LleHTp
DisplayName string NaoeHTndmkaumm. Ecnm 3HaveHne He yKasaHo, byaeTt
MCNOJ/Ib30BaH 3K3eMMSip, Ha3HAYeHHbIV MO YMONYaHUIO.

FileExtension string PacwunpeHne AoKyMeHTa.

MonHbIn NyTb Ao danna cbopku nnaruHa.

B kauyecTBe 3HayYeHMa AaHHOro NapamMeTpa MOXHO

ykasaTb Tonbko umsa dll danna cbopku, B 3TOM ciyyae
Assembly string MOJIHbIN NYTb 6YAET OTCUYNTLIBATLCA OTHOCUTESNIbHO

OVpeKTopumn:

<MyTb yctaHoBkn>\DSS\Plugins\Converters\<Tun

naarnHa>.

NmMa knacca, peanusyrowero nHtepgenc
IDSSDocumentConverter.

Classname string

4.5.8.12. AyteHTudpmkaums

KomaHpnet Get-DssAuthenticationMethod

BbIBOAUT Ha KOHCOMb CMUCOK 3aperucTpMpoBaHHbIX METOAOB ABYX(aKTOPHOM
ayTeHTudmKaummn.

CuHTaKCcumC:
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Get-DssAuthenticationMethod [-DisplayName <string>] -Id <int> -Uri <string>

Tabnuua 52. NapameTpbl koMaHaneTa Get-DssAuthenticationMethod

MapameTp Tvin OnucaHue
OTobpaxkaemoe MMsa ak3eMnasipa KomnoHeHTa LleHTp
. . NaoeHTndunkaunm. Ecnm 3HavyeHne He yKasaHo, byaeTt
DisplayName string A ® H yK r OYA
NCNONb30BaH 3K3EMMNNAP, Ha3Ha4YeHHbIN Mo
YMO4YaHuUI0.
Id int NaeHTudukaTop MeToaa ayTeHTUdMKaumu.
Uri strin YHUKanbHbIM naeHTUdUKaTop pecypca 4nas Metoaa
9 ayTeHTudmKaumn.

KomaHpanet Enable-DssAuthenticationMethod

BkntouaeT MeToa AByXhaKTOPHOM ayTeHTUdmKaumu.
CuMHTaKCuUC:
Enable-DssAuthenticationMethod -Id <int> [-DisplayName <string>]

Tabnuua 53. MapameTtpbl koMmaHaneta Enable-DssAuthenticationMethod

MapameTp Tvn OnucaHue
OTobpaxaemoe nmsa aksemnnaspa KoMmnoHeHTa LleHTp
. . NaoeHTndumkaunm. Ecnm 3HaveHue He ykKasaHo, byaeTt
DisplayName string A ® L YK » OYA
NCNOMb30BaH 3K3EeMMNNAP, Ha3Ha4YeHHbIN Mo
yMOJI4aHuIo.
Id int NaoeHTugukaTop MeToaa aytTeHTUdMKaumu.

KomaHpanert Disable-DssAuthenticationMethod

OTknovaeT MeToa ABYX(aKTOpHOM ayTeHTudmKaumm.
CuMHTaKCuUC:
Disable-DssAuthenticationMethod -Id <int> [-DisplayName <string>]

Tabnuua 54. Napametpbl koMaHaneta Disable-DssAuthenticationMethod

MapameTp Tvn OnucaHue
OTobpaxaeMoe nMsa aK3eMniasipa KoMnoHeHTa LleHTp
. . NaeHTndumkaunm. Ecnm 3HavyeHue He ykasaHo, byaeTt
DisplayName string A ® H yK » OYA
MCNONb30BaH 3K3eMMNAsp, Ha3HaYEeHHbIN Mo
YMO4aHuIo.
Id int NaeHTudumnkatop metoga ayTeHTMdUKaumm.

Komananert Import-DssStsOtpTokenData

MMmnopTtupyet napameTpbl OATH-TOKeHOB 13 dannia nHnymanmnsaunm.
CuHTaKkcumc:
Import-DssStsOtpTokenData -FilePath <string> [-DisplayName <string>]
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Tabnuua 55. MapameTtpbl komaHaneta Import-DssStsOtpTokenData

MapameTp Tvn OnucaHue
OTobpaxaeMoe nmsa aKseMniasipa KoMNoHeHTa LleHTp
. . NaoeHTndunkaunm. Ecnm 3HavyeHue He ykKasaHo, byaeTt
DisplayName string A ¢ H yK r OYA
MCrosIb30BaH 3K3eMnisAp, Ha3HaYeHHbIN No
YMOIHAHUIO.
FilePath string MyTb K danny nHnumanmnsauum.

KpunTtolpo DSS noaaepxuBaet paboty ¢ OATH-TokeHamn “eTokenPass” n daiinamm
MHuuManusaumm B popmate “dat”.

4.5.8.13. Kactrommzauusa

KomaHpanet Get-DssStsCustomization

[aHHbIN  KOMaHA/eT WCNONb3YeTCs [ANs BblBOAA HAa KOHCONb BCEX HACTpoek
oTobpaxeHuns sk3emnnsapa Beb-nHtepderica L.

CuHTaKCcuc:

Get-DssStsCustomization [-DisplayName <string>]

KomaHpanert Set-DssStsCustomization

JaHHbI  KOMaHANeT wucnonb3yetrcsa AN9 W3MEHEHUs HacTpoek oTobpaxeHus
ak3emnnapa Beb-nntepderica LIN.

CuHTakcumc:
Set-DssStsCustomization [-DisplayName <string>] [-Title <string>] [-Copyright
<string>] [-LogotypeFile <string>] [-HelpFile <string>] [-MainColor <string>]
[-AdditionalColor <string>] [-FontColor <string>] [-Font <string>]
[-StsLinksColor <string>] [-FavIconFile <string>]
Tabnuua 56. MapameTpbl kKoMaHaneTta Set-DssStsCustomization
MapameTp Tun OnucaHue
Title string 3arosoBOK Be6-NpUAOXKEHUS.
Copyright string Konupanr.
. . MonHbIn NyTb Ao danna c norotunoM. Pasmep norotmna -
LogotypeFile trin . .
ogotyp string MakcuMyM 80 pix B BbICOTY 1 220 piX B WWMPUHY.
. . MonHbIn NyTb Ao danna co cnpaskoi. dalin cnpasBku
HelpFile string yTb A0 o P P
npeacrtaenset coboin HTML-gokyMeHT.
. . HOBHOW LIBET MHT nca Beb-npunoxeHmsa (MeH
MainColor string OcCHOBHOW UBE epderica Be6-npunoxe (MeHIo,

BblAeNleHHble KHOoMkK). LiBeT 3agaetcs B ¢popmaTte HEX.
JononHuteneHbl UBET nHtepdenca sBedb-npunoxeHus
AdditionalColor string (BblAENEHHbIV 3N1eMEeHT MeHIo, BbiNagatLnin CAMCcoK noa
y4YeTHOM 3anucbio). LiBeT 3agaetcs B dopmaTte HEX.
LiBeT wpwudTa 3aronoBka, NyHKTOB MeHI0. LIBeT 3anaeTcs
B popmaTte HEX.

FontColor string

Font string Tun wpudTa.
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MNMapameTp T™vn OnucaHue

. . BET CCbIJIOK Ha CTapTOBOM CcTpaHuue. LiBeT 3apaeTcs B
StsLinksColor string H P P ue. 4 A
¢dopmaTe HEX.
. . MonHbin NyTb Ao danna c favicon. Jonyctumoe
FavIconFile string yTb A0 & N X Aony
pacwupeHnune gns danna - ico.

Huxxe npuBenéH npuMmep ckpunta ANns Kactommsaumm Beb-uHTepdelica LeHTpa
NoeHTndmkaumm

Set-DSSSTSCustomization -AdditionalColor £37c¢c20 -MainColor 02458d -
StsLinksColor £37c20

Set-DSSSTSCustomization -FontColor £37c¢c20 -Font Calibri

Set-DSSSTSCustomization —-FavIconFile E:\Temp\favicon.ico -LogotypeFile
E:\Temp\logo.jpg -HelpFile E:\Temp\Help.html

Set-DSSSTSCustomization -Title "leHTp umeHTudmkaumy Tect" —-Copyright "Tect"

KomaHanet Reset-DssStsCustomization

KomaHaneT ncnonb3lyercs 4519 BOCCTaHOBEHMS HaCcTPOeK Mo YMOAYaHUO oTobpaxeHus
ak3emnnsapa Beb-nHrepdeica.

CuHTaKcuc:

Reset-DssStsCustomization [-DisplayName <string>]

4.5.8.14. KoMmnoHeHTbl uMeHu NMonb3oBaTtens

KomaHpner Add-DssRDN
KomaHanet no3ponseT 4o6aBnTb KOMMNOHEHT pPas/iInuNTENbHOro MMeHn Nonb3oBaTens.

CuHTakKkcuc:

Add-DssRdn -0id <string> -StringIdentifier <string> -FriendlyName <string> [-
DisplayName <string>]

Tabnuua 57. MapameTpbl koMmaHaneta Add-DssRDN

MapameTp Tun OnucaHue

OTobpaxkaeMoe nMs aksemnaspa KoMnoHeHTa LleHTp
DisplayName string NpeHTndukauymmn. Ecnu 3HavyeHne He ykasaHo, byaer
MCMNONb30BaH 3K3eMNAsap, Ha3Ha4YeHHbIM MO YMONYaHUIO.

NpeHTndurkatop nobaBnaemMoro KOMMNoHeHTa B obLiem

Oid string KaTanore.

. . . CTpokoOBbIli MaeHTUdUKaTop A06aBNSIEMOro KOMNOHEHTa
StringIdentifier string (Hanpumep, O, OU, C 1 T.4.)
FriendlyName string OTobpaxaemMoe MM KOMMOHEHTa pa3/inynUTENIbHOro

nmeHun MNMonb3oBaTens.

KomaHpaner Set-DssRDN

KoMaHaneTt no3Bonsger HaCTpOUTb KOMMOHEHT pa3fiMyntenbHoro nuMeHu lNonb3osaTtens.

CuHTakKcuc:
Set-DssRdn -Identifier <int> [-MaxLength <int>] [-MinLength <int>] [-Required
<bool>] [-ValueType <string> {Numeric | String}] [-DefaultValue <string>] [-
ClaimType <string>] [-Description <string>] [-DisplayName <string>]
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Tabnunua 58. NapameTpbl koMaHaneta Set-DssRDN

MapameTp Tun OnucaxHue

OTobpaxkaemoe nms aK3eMnnaspa KOMMnoHeHTa LleHTp
DisplayName string NpeHTndukaummn. Ecnu 3HavyeHne He ykasaHo, byaer

MCNO/Ib30BaH 3K3eMMsip, Ha3Ha4YeHHbIM MO yMOAYaHuIo.

. ; NaoeHTndmKaTOp KOMNOHEHTa PasNnynUTeIbHOr0 UMEHU

Identifier int

Monb3oBaTtens B bl LleHTpa MaeHTudunkaumnm.
MaxLength int MakcumanbHasa A/IMHa 3HAaYEHUS KOMMNOHEHTa UMEHMN.
MinLength int MuHMManbHasa gaMHa 3Ha4YeHUs KOMMOHEHTa UMEHU.

. Tun 3HaYEeHUs KOMMOHEeHTa. MoXeT NpUHMMaTb 3HaYeHuns

ValueType string . -

Numeric nnun String.

. . Twn yTBepxaeHus (ceeaeHnii o MNMonb3oBaTtene

ClaimType string YTBEPHKA ( oeA )

coAepXallero AaHHbIM KOMMOHEHT.
Description string OnucaHue KOMMNoOHeHTa UMeHMN.

KomaHnpner Get-DssRDN

BbIBOAWUT Ha KOHCOJIb CMMCOK KOMMOHEHTOB Pa3nnNynNTENbHOIro NMEHN Monb3oBaTens.
CuHTaKcmc:
Get-DssRdn [-DisplayName <string>]

KomaHanetr Remove-DssRDN

[JaHHbIA KOMaHANET MOo3BONSIET HACTPOUTb KOMMOHEHTOB pPas/IMYUTENbHOr0 MMEHMU
Monb3oBaTens.

CuHTakcuc:
Remove-DssRdn -Identifier <int> [-DisplayName <string>]

Tabnuua 59. MapameTpbl koMaHaneta Remove-DssRDN

MapameTp Tun OnucaHue

OTobpaxkaeMoe nMs sk3eMnisgpa KOMMNoHeHTa LleHTp
DisplayName string NpeHTndukauymmn. Ecnu 3HavyeHne He ykasaHo, byaer
MCMNONb30BaH 3K3eMNAsap, Ha3Ha4YeHHbIM MO YMONYaHUIO.

NaeHTUdMKaTop KOMMOHEHTA Pa3IMUYUTENbHOIO UMEHU

Identifier int Monb3oBaTens B b LleHTpa NaeHTndunkaumnn.
4.5.8.15. Monntukmn KOMIMOHEHTOB MMEHM
Monb3oBarens

Komananer Add-DssRdnPolicy

JaHHbIN KOMaHAMEeT MO3BONSIET  CO34aTb  HOBYK  MOJIMTUKY  KOMMOHEHTA
pas3nunTenbHOro nMeHu Monb3oBaTtens.
CuHTaKcumC:

Add-DSSRdnPolicy -Identifier <int> -Required <bool> -DefaultValues
<List[string]> -DisplayName <string> [-GroupId <int>]
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Tabnunua 60. NapameTpbl koMmaHaneta Add-DssRdnPolicy

MapameTp Tun OnucaHue

OTobpaxkaemoe nmMs ak3emnnaspa KoMnoHeHTa LleHTp
DisplayName string NpeHTndukaummn. Ecnu 3HavyeHne He ykasaHo, byaer
MCNONb30BaH 3K3eMNasap, Ha3Ha4YeHHbIM N0 YMONYaHMUIO.

NaoeHTndmKaToOp KOMNOHEHTa PasNnynUTeIbHOrO UMEHMU
Monb3oBaTtens B bl LleHTpa MaeHTudunkaumnm.

Identifier int

3HadeHune, nokasbiBatollee, 9BNsSeTCa Iu OaHHbIN

Required bool
KOMMOHEHT 06a3aTeNIbHbIM.

DefaultValues List[string] Cnncok 3Ha4yeHunin N0 YMONMYAHUIO AN KOMIMOHEHTA

NaeHTudwmkaTop rpynnbl, AN8 KOTOPO NPOU3BOAUTCS
pefakTMpoBaHME NOJIUTUKMU.

OTBeuvaeT 3a NOpsAOK crieaoBaHus Ha Beb-nHTtepdeiice
MNMonb3oBaTens 3apernMcTpMpoBaHHbIX KOMMNOHEHTOB

Order int uMeHun lMonb3oBaTtensd. Yem Bbille HOMEp, TEM BblLWLE B
CMNCKE KOMMNOHEHT MMeHMU. Mo yMonYaHMio napameTp
paseH 0.

Groupld int

Komananert Get-DssRdnPolicy

[aHHbIA KOMaHANET NO3BOJISET MOJIYUYUTb CINMCOK HACTPOEHHbIX MOJIUTUK KOMMOHEHTOB
pasnumuntenbHbiX MMeH lMonb3oBaTtener. KoMaHANET MOXHO Bbi3BaTb M 6€3 AONOAHUTENbHbIX
napameTpoB.

CuMHTaKCuUC:

Get-DSSRdnPolicy [-Identifier <int> -DisplayName <string>]

Tabnuua 61. NapameTtpbl koMaHaneta Get-DssRdnPolicy

MapameTp Tvn OnucaHue

OTobpaxaeMoe nMsa aK3eMniasipa KoMnoHeHTa LleHTp
DisplayName string NaeHTndumkaunm. Ecnm 3HavyeHue He ykasaHo, byaert
MCNO/b30BaH 3K3eMMAsP, Ha3HaYeHHbIM MO YMOA4YaHMIO.

NaeHTUdNKaTop KOMMOHEHTA pa3/IMUYMUTENIbHOIO MMEHU
Monb3oBaTtens B b1 LleHTpa MaeHTndukaumm.

Identifier int

KomaHnpanet Set-DssRdnPolicy

JaHHbIi KOMaHANET N03BOJISET HACTPOUTb MOSIMTUKY KOMMOHEHTOB pa3/in4ynTenbHOro
nmeHu NMonb3oBaTens.
CuHTaKcuc:

Set-DSSRdnPolicy -Identifier <int> -Required <bool> -DefaultValues
<List([string]> -DisplayName <string> [-GroupId <int>]

Tabnuua 62. NapameTpbl kKoMaHgneTa Set-DssRdnPolicy

MapameTp Tun OnucaHue

OTobpaxaemoe nMs aKk3eMnisipa KoMnoHeHTa LleHTp
DisplayName string NoeHTndmkaumm. Ecnm 3HaveHue He ykasaHo, byaeTt
MCNO/Ib30BaH 3K3eMMNSp, Ha3HaYeHHbIM MO YMONYaHUIo.

NaeHTudmnKaTop KOMNOHEHTa pas3/INUYUTENBHOIO MMEHM
Monb3oBaTtens B b1 LleHTpa MaeHTudunkaumnm.

Identifier int
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MapameTp Tun OnucaHue

3HadeHune, nokasbliBatollee, ABNSeTCS Iun OaHHbIN

Required bool
KOMMOHEHT 06a3aTefIbHbIM.

DefaultValues List[string] Cnncok 3Ha4yeHunin N0 YMONYAHUIO AN KOMIMOHEHTa

NaoeHTudmkaTop rpynnbl, 4719 KOTOPOM NpoOU3BOANTCS
penakTUpoBaHMe NOANTUKMU.

OTBeuvaeT 3a NOpPsSAOK CrieaoBaHus Ha Beb-nHTtepdeiice
MNMonb3oBaTens 3aperMcTpMpoOBaHHbIX KOMMOHEHTOB

Order int nMmenun Monb3osBaTtens. Yem Bbille HOMepP, TeM Bbille B
CMNCKE KOMMNOHEHT MMeHMU. o yMonYaHMo napaMeTp
paseH 0.

Groupld int

Komananetr Remove-DssRdnPolicy

[aHHbIA KOMaHANET MNo3BONSAET yOaanTb MNOJINTUKY KOMMOHEHTOB pPa3/IM4YUTENTIbHOIO
uMmeHu lMonb3osBaTtens.

CuHTaKkcumc:
Remove-DSSRdnPolicy -Identifier <int> [-DisplayName <string> -GroupId <int>]

Tabnuua 63. MNapameTpbl koMaHaneta Remove-DssRdnPolicy

MapameTp Tvn OnucaHue

OTobpaxkaeMoe nMs ak3eMnisipa KOMMNoHeHTa LleHTp
DisplayName string NaoeHTndumkaumm. Ecnm 3HaveHne He yKasaHo, byaeTt
MCNOJ/Ib30BaH 3K3eMMSIP, Ha3HAYEeHHbIV MO YMONYaHUIO.

NaoeHTudumnkaTop KOMNOHEHTa pPa3INUYUTENBHOIO MMEHM
Monb3oBaTtens B b1 LleHTpa MaeHTudunkaumnn.

Identifier int

NaeHTndmkaTop rpynnel, 418 KOTOPOM NPON3BOAMTCS

Groupld int
yAaneHne noanuTuku.

4.5.8.16. MonuTukmn NoaTBEpP>XaAE€HUSA onepaunm

Komananet Get-DssConfirmationPolicy

[JaHHbIN  KOMaHANeT NO3BOAAET MOJIlyYUTb  CAMCOK  HACTPOEHHbIX  MOAUTUK
noATBEPXAEHMS onepaunii.

CvHTaKCcuc:
Get-DssConfirmationPolicy [-DisplayName <string> -GroupId <int>]

Tabnuua 64. NapameTpbl koMaHaneTa Get-DssConfirmationPolicy

MapameTp Tvn OnucaHue

OTobpaxaemoe nMs akseMnasspa KoOMMNoHeHTa LleHTp
DisplayName string NoeHTudunkauymmn. ECnn 3HavyeHmMe He yKasaHo, byaeTt
MCNO/Ib30BaH 3K3eMMsip, Ha3HaYeHHbIM MO YMOSTHYaHMIO.
NaoeHTudumkaTop rpynnbl, A5 KOTOPOK HeobxoanMo
Groupld int BbIBECTW CBEAEHUA O MOJIUTUKE MOATBEPXKAEHUS
onepauun.

Komananert Set-DssConfirmationPolicy

[aHHbIi KOMaHANET NO3BONAET HACTPOUTL MOSIUTUKY MOATBEPXKAEHUS onepaunii.
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CuHTakKcuc:

Set-DssConfirmationPolicy —-NoneOpcActions

[-AllowChangeByOperator -

DisplayName <string> -Groupld <int> -AllowChangeByUser -AllowOverride]

I

Set-DssConfirmationPolicy -AllOpcActions

[-DisplayName <string> -GroupId

<int> -AllowChangeByOperator -AllowChangeByUser -AllowOverride]

I

Set-DssConfirmationPolicy -OpcActions <DssActions[]>

[-DisplayName <string> -

GroupId <int> -AllowChangeByOperator -AllowChangeByUser -AllowOverride]

Tabnuua 65. NapameTpbl kOMaHaneTa Set-DssConfirmationPolicy

MapameTp Tun OnucaHue
OTobpaxaemMoe MMs aK3eMnisipa
KoMMNoHeHTa LleHTp
DisplayName string NnaeHtTndumnkaummn. Ecnmn 3HaveHne
He yKka3aHo, 6yaeT ncnosb3oBaH
3K3eMnAsap, HasHa4YeHHbIN Mo
YMO/4YaHuUIo.
DssActions[]
MoxeT npuHumaTh
3Ha4YeHus:
> Issue,
» SignDocument,
» SignDocuments,
> DecryptDocument, Onpegpensietr Habop AENCTBUI Ha
OpcActions » CreateRequest, LK, ansa koTopbix TpebyeTtcs
> ChangePin, noaTBEPXAeHWe onepaLuii.
> RenewCertificate,
> RevokeCertificate,
> HoldCertificate,
> UnholdCertificate,
> DeleteCertificate,
» PrivateKeyAccess.
NoneOpcActions ) MpumeHsieT TpeboBaHne He
noaTBepXaaTb HUKaKue onepaunm.
AllOpcActions ) MpumeHsieT TpeboBaHme
noaTBepXaaTb BCe onepaunu.
Onpegenset, MoxeT nn OnepaTtop
AllowChangeByOperator bool W3MEeHATb CANCOK onepauni ans
NOATBEPXAEHUS.
OnpepensieT, MOXeT Nn
AllowChangeByUser bool Monb3oBaTeNb U3MEHATb CMNCOK
onepauun ans noaATBEPXAEHUS.
OnpepenseT, MOXeT /N MOAUTUKA
AllowOverride bool 6bITb NepeonpeneneHa Ha 6onee
HM3KOM YPOBHE Mepapxuu.
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MapameTp Tun OnucaHue

NpeHTudwukaTop rpynnel, ans
KOTOpOM HEObX0ANMMO HACTPOUTL
NONINTUKY NOATBEPXAEHUS
onepauun.

Groupld int
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4.5.9. Npumep PowerShell-cueHapua ANA HaCTPOUKM
KOMMNoOHeHTa «LUeHTp MWaeHTudpmnkaynumn».,

[JaHHbIA cueHapui BbINOJIHAET MUHUMMaNIbHO Heo6XOoAMMYHD HACTPOWKY 3K3eMmnasipa
KOMMNOHeHTa «LleHTp MaeHTndunkaumnm».

#06s13aTENIbHEIE HACTPOUKMA :

# CosnmaHme skzemnigpa LU
New-DssStsInstance -SiteName "Default Web Site" -DisplayName STS -
SQLServerName “.\SQLESXPRESS”

# IoBaBJjieHVe OTIeYaTKa CEPBUCHOTO cepTubdmkaTa lleHTpa VmeHTHOUKALIMM
Set-DssStsProperties —-ServiceCertificate <OrneuaTok ceprudmkaTa KOMIOHEHTA>

#OnLUMOHAJILHEIE HACTPOMKM :
# IOoOaBjeHMe JIOKaJbHOTO Omneparopa DSS

# NonyuaeM oOBeKT cepTudmkarTa OneparTopa M3 XpaHuiMima JIMUHOE TeKymeTo
[Tosip30BaTENd
Scert = Get-Item cert:\CurrentUser\My\<orneuaTok cepTud¢mxkara OnepaTopa>

Add-DssIdentityOperator -Login Admin -Name “VBazHoB VBaH VBanHoBMu” -IssuerName
realsts —-Certificate S$cert

Mpumep nobaBneHss 4OBEPEHHOM CTOPOHbI:

# Peructpauus Beb-umurepderica Ilosb30BaTesNs B KAadeCTBE INOBEPEHHOM CTOPOHE
Add-DssRelyingPartyTrust -Name "Frontend" -MetadataUri
https://$HostName/Frontend /FederationMetadata/2007-06/FederationMetadata.xml

# Peructpauus CepBuca [IoOOIMCKH B KadeCTBE INOBEPEHHOM CTOPOHEL
Add-DssRelyingPartyTrust -Name "SignServer" -MetadataUri
http://$HostName/SignServer /FederationMetadata/2007-
06/FederationMetadata.xml

# BrJouaeM BaJIMOALMIO INOBEPEHHHIX CTOPOH (BKJIOUEHA I10 YMOJIUAHMIO)
Set-DssStsProperties -AppliesToValidationRequired 1
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4.6. HacTtpouka CepBuca NMNoanucm

KoMmnoHeHT Kpuntollpo DSS Cepsuc [lloanucu npegHasHadeH Anas BbINOJHEHUS
onepauunin no WndpoBaHMIO AOKYMEHTOB, CO34aHMNIO 3NEKTPOHHOM NOAMUCK U ee NPOBEPKMU.

4.6.1. NMocnepoBaTeNIbHOCTb LWWAroB MO HACTpoMkKe
ak3eMmnnsapa Cepsuca lNoanucu

[aHHbll pasgen PykoBoacTBa onpegensieT nocsenoBaTenbHOCTb U NOPSAAOK AENCTBUN
Nno pa3BopayvMBaHMIO N HacTporke ak3emnisipa Cepeuca MNoanncm B pexmMe «C Hyns».

NMpeaBapuTesibHbie YCNOBUA:

YcTtaHoBneHHbIn SQL-Server;

YctaHoBneHHas ponb Cepsep npunoxenuii (IIS) (cm. pasgen 3.1);

HacTtpoeHHaqa npussaska https Ha Cepsepe npunoxenun (1IS);

YcraHosneHHbln Kpuntolpo CSP u Kpuntollpo HSM Client (cm. pasaensl 3.5, 3.3);
YcraHosneHHbIn Kpuntollpo .NET (cMm. pasgen 3.5);

BbiMylWeHHbI M YCTAQHOBJIEHHbIN CepBUCHbLIN cepTudukat Cepsuca [MNoanucum
(cM.pazgen 6).

VV VY VVY

BasoBas nocnepoBaTeNIbHOCTb LWAroB No HacTpolike (o6si3aTenbHbIE):
1. CosgaHue sk3emnngpa cnyx6bel Cepsuca MNMoanucu (cMm. pasgen 4.6.3.1).

Ha paHHOM ware 6yaer co3gaHo Beb-npunoxeHme Ha Cepepe npunoxenuin IIS,
pa3BépHyTbl 6a3bl AaHHbIX, 3aperncTpupoBaHbl XypHanbl Windows.

2. Hactpoika cepsucHoro ceptudmkarta Cepsuca NMoagnmcm (cMm. pasgen 6).

Ha gaHHoM ware ak3emnnsapy Cepsuca lNoanmcu HasHavyaeTcs CEPBUCHbIN cepTudukar,
KOTOPbIN UCNONb3YETCHa ANA ayTeHTUdUKALUM NPU MEXCEPBUCHOM B3anMOAENCTBUN.

YuyeTHOM 3anucu, noa KoTopon paboTtaetr nyn npwunoxeHusa Cepsuca
Moanucu, HeobxoAMMO BblAaTb MpaBa Ha AOCTYN K 3aKpbITOMY K/O4Yy
cepBucHoro ceptudukarta (cMm. pasgen 6.3).

3. Bsoa nuueH3un (cM. pasgen 4.1).

4. Perunctpauus kpuntonposangepoB (cM. pa3sgen 0).

Ha naHHOM wWware B ak3eMnnspe CepsBuca MNMoanucu pernctpupyeTtcs Kpuntonposaiaep,
KOTOPbIV UCMONb3yeTCcs ANa Co34aHusA U paboTbl C 3aKPbITbIMK KtodaMu Monb3oBaTenei.

5. Peructpaums obpabotumka, peanusyrowero GyHKUUIO MO CO34aHUIO 3anpoca Ha
ceptndumkaTt (cM. pasgen 4.6.3.6).

6. HacTpolika oTHoweHWI goBepus c LleHTpoM UaeHTndukaumm (cM. pasgen 4.6.3.4).

Ha paHHOM ware ycTaHaB/AMBaAeTCA OTHOWeEHWe JoBepusa Mexay LeHTpoMm
NoeHTndmkaumm un CepBucom llognucu, KoTopoe HeobxoauMMO Ans ayTeHTudukaumm
Monb3oBaTtenen n Onepatopos Ha Cepsuce Mognucwm.

HaCTDOVIKa BbIMOJTHAETCA B ABa Wara:
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» PerucTtpauuns Ha Cepsuce MNognucu LleHTpa MaeHTudunkaumm B Kadectse 4OBEPEHHOMO
nsgartens mapkepoB 6e3onacHocTtu (cM. pasgen 4.6.3.4).

» Peructpauma Cepsuca [lognnucu B KadecTBe [OOBEPEHHOM CTOPOHbI Ha LleHTpe
NaoeHTndunkaumm (cM. pasgen 4.5.8.7).

K MOMeHTYy BbiNosiHEHUS wara 5 B HacTpoike Cepsuca Mognucu gonxeH
6bITb pa3BEpPHYT 3k3eMnnsap LeHTpa MaeHTudunkaumm.

OononHuTenbHblie AeACTBUSA MO HAacTpoike (ONUMOHAJNIbHO):
> HacTpoiika napamMeTpoB Noanucu.

AOMUHUCTPATOP MOXET orpaHnymTb Habop dopmaTtoB MNOAMNMCK, KOTOpble MOXeT
co3gaBaTtb Cepsuc Moanucu. Mo yMonyaHMIo AOCTYMHbI BCe (popMaThbl MOAMMCH.

Ons nognucn dopmaTta CAdES-T n CAdES-X Long Type 1 Heobxoammo 3aaaThb agpeca
cnyx6 wTtamnoB BpeMeHu (CM. AOKyMeHTaumio Ha Cnyx6bl YL 2.0). Cnncok HacTpOEHHbIX
cnyx6 wramnoB BpeMeHu 6yaet otobpaxaTbcsa B Beb-uHtepdeiice Monb3osaTens.

AOMUHUCTPATOpP MOXET HacCTpouTb MonuMTuKy BBoAaa [MMH-Kogoa Ha 3aKpbITbiA KIOY:
TpeboBaTb obazaTtenbHoro 3aganusa MNMNH-kopa, HMkorga He TpebosaTtb 3apgaHus MUH-koaa,
nmbo cpenatb 3agaHue [MNH-kop onumoHanbHbIM - Ha ycmoTpeHue [Monb3oatens. [lo
yMon4yaHuio 3agaHune MNMNH-koaa Ha 3aKkpbITbi KAKOY SABASETCS ONMUMOHaNbHbIM,

AIIMWUHUCTPATOP MOXET HacTpoUTb 06s13aTeNbHYI MPOBEPKY Ha OT3blB cepTuUdmKaTa
nepeg noAnuchio.

> HacTporika onoBeleHuns Nonb3oBaTenen.

AommnHucTtpaTtop DSS MoxXeT HacTpouTb SMS- unm Email-onoBeweHue Monb3oBaTtenei
0 AEeNCTBUAX, BbINOMHEHHbIX Ha Cepsuce lMoanucu. MoapobHee 0 HacTponke onoBeleHUs
MOXHO y3HaTb B pa3sgene 5.8.

> Hactpolika ayauTa.

AgmuHucTpaTop DSS MoxeT HacTpouTb cbop cobbituin ¢ CepBuca lMognucnm n ux
oTnpaBKy Ha CepBuC AyauTa Ang BEAEHUS XypHana cobbiTuiA.

» HacTpolKka KOHeYHbIX To4eK.

AamuHucTpaTop DSS MOXET HacTpouTb NapaMeTpbl B3aumogelictems Cepauca Moanucu
CO WHTErpupyemMbiMM CUCTEMaMM. Hanpumep, MOXHO OrpaHuM4YUTb pasMep [OOKYMEHTOB,
KoTopble 6yaAyT noanucbiBaTbCa W/unu wndpoBaTbcs Ha Cepsuce Moanucu, orpaHMyUTb
MaKcuMasnbHoe BpEMS OTNpaBKW/MOSIyYEHUS AOKYMEHTOB MO CeTW, 3aaaTb napaMeTpbl
6€30nMacHOCTU NMpu B3aMMOAENCTBUN C MHTEMPUPYEMBIMU CUCTEMAMMU.

4.6.2. O6beKTbl agMUHUCTPUPOBAHUSA

Ha Puc. 29 npuBeaeHa cxeMa 06beKTOB, AOCTYMHbIX ANS aAMUHUCTPUPOBAHMSA Ha
Cepsuce MNoanucu.
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Ixzemnnap Cepenca

Mognuckm
M
oy — — Nuuexzmua
ONOBELLEHMA
MnarkHb — — Hactpoikn
IK3emMNAApa
Coboitna ] ——  HKpuntonpoeaigepb
LIJaﬁnpolu - NoeepeHHble
coobweHmit wznatenn
Ayaur — ——  HoHeuHble ToukK
ObpaboTtumkn
3anpocoB Ha — —— HypHanupoBaHue
cepTudMHaT
MNpeobpazoeaHue
XML-g0KkymeHToR ——  AfMMHUCTpaTOphI

Puc. 29 — O6bekTbl agMuMHUCTpUpoBaHus Cepsuca MNoanucum

Tabnunua 66. Cnncok koMaHaneTos komrnoHeHTa Cepsuc Moanucm

O6bekT
aAMMWHUCTPUPOBAHUA

KoMmaHpanerol OnucaHue

New-DssSignServerInstance

Remove-DssSignServerinstance O6bexT oTBevaeT 3a

Hactporiku ynpasrieHue
aK3eMnaapa . ak3eMnnapamu Cepsuca
Get-DssSignServerInstance Moanwcu.

Update-DssSignServerlnstance

Get-DssProperties O6beKT OTBEYaeT 3a

HaCcTpPOMKY aK3eMnasapa
O6buimne HaCcTpomKu Set-DssProperties Cepsuca Mognucu un
CTPOKM MOAKNOYEHUS K
6ase AaHHbIX.

Get-DssRegistryProperties
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0O61beKT

KomMaHanerbl
aAMMHUCTPUpPOBaHMSA

Set-DSSRegistryProperties

OnucaHue

Get-DssCryptoProvider

Get-DssCryptoProviderType

Add-DssCryptoProvider

Remove-DssCryptoProvider

Copy-DssCryptoProvider

KpuntonpoBanaepsl

Set-DssCryptoProvider

Split-DssCryptoProvider

Test-DssCryptoProvider

Enable-DssCryptoProvider

Disable-DssCryptoProvider

O6beKkT oTBEYaEeT 3a
yrnpaBieHne 3aKpbiTbIMU
knoyamu Monb3oBaTenen.

Add-DssClaimsProviderTrust

Get-DssClaimsProviderTrust

[oBepeHHbIE U3gaTenu

Set-DssClaimsProviderTrust

Remove-DssClaimsProviderTrust

O61beKkT oTBEYaEeT 3a
HaCTPOWMKY OTHOLLEHMUI
posepusa c LleHTpom
NaeHTudunkaymn.

Enable-DSSEndpoint

Disable-DSSEndpoint

KoHEeYHbIEe TOUYKU

Get-DSSEndpoint

Get-DssEndpointGlobalSettings

Set-DssEndpointGlobalSettings

O6bekT oTBEYaET 3a
napameTpbl
B3anmogencrTemsa CepBuca
Moanwucu ¢
VHTErpupyeMbiMm
cucTeMamum.

Get-DssSignServerTracing

Set-DssSignServerTracing

>KypHanupoBaHue X X
Enable-DssSignServerTracing

Disable-DssSignServerTracing

O61beKkT oTBevaeT 3a
XXYpPHannpoBaHne ceTeBbIX
B3auMogencreunii (CMm.
pasagen 7.3).
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0O61beKT
KomMaHanerbl
aAMMHUCTPUpPOBaHMSA

Add-DSSSignServerNotifier

Get-DSSSignServerNotifier

Set-DSSSignServerNotifier

Moaynu onoselleHuns - —
Remove-DSSSignServerNotifier

Enable-DSSSignServerNotifier

Disable-DSSSignServerNotifier

OnucaHue

O6beKkT oTBeYaeT 3a
paccblsIKy yBEAOMIEHUN
Monb3oBaTensm um
OnepaTtopam DSS (cm.
pa3gen 4.9.5).

Add-DSSSignServerPlugin

Get-DSSSignServerPlugin

MnarvHbl Set-DSSSignServerPlugin

Remove-DSSSignServerPlugin

O61beKkT ABNaeTcsa 4YacTblo
MOAY/1S ONOBELLUEHNS U
oTBeYaeT 3a
dopmMmpoBaHme
coobLeHun,
OTNpaBAsSiEMbIX
Monb3oBaTensM um
OnepaTopaM, a Takxe 3a
OTMNpaBKy COObLWEHNN NO
KaHany cesasu (SMS, Email
n 1.4.) (cM. pasgen 4.9.5).

Get-DSSSignServerEvent

CobbITus
Set-DSSSignServerEvent

ObbekT no3sonser
HaCTPOUTb CMMUCOK
cobbITnii, 0 KOTOPbLIX 6yayT
onoseLLaTbcs
MNonb3oBaTenu v
OnepaTopsbl, a Takxe
3ajaTb KaHanbl OTNpaBKu
coobweHun (SMS, Email, n
7.n.) (cM. pasgen 4.9.5).

Get-
DSSSignServerFormatterTemplate

LLIabnoHbl coobLieHnm
Set-
DSSSignServerFormatterTemplate

O61bekT nossonser
MPOCMOTPETb N U3MEHUTb
TEKCT CcoobLeHN o
cobbiTnsax Ha Cepsuce
Moanucu, KoTopble
pacchbiialTcs
Monb3oBaTensM um
OnepaTopam (cM. pasgen
4.9.5).

New-DSSSignServerAudit

AyauTt
Remove-DSSSignServerAudit

O61bekT oTBevaeT 3a
B3amMmoaencreune c
CepBucom Ayauta um
3anucb cobbiTuii CepBuca
Moanuncu B XxypHan AyauTa
(cM. pasgen 4.8.2).

Add-DssLicense

Get-DsslLicense
JinueH3us

Remove-DssLicense

O6bekT oTBEYaET 3a
NMueH3npoBaHmne
Kpuntolpo DSS. (cm.
pasaen 4.2).
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0O61beKT

KomaHpgnerbl OonucaHue
aAMMWHUCTPUPOBAHUA

O61BbeKT Mcnonb3ayeTca ANs

O6paboTumkn perncTpaunm
obpabotunka,

3anpocoB Ha Add-DssEnrollment

cepTuduKaT peanuaytowero GyHKLUMIO

no CO3A4aHuIo 3anpoca Ha
ceptndukar.

ObbekT obecneunBaer
noAKNtoYEeHNE CTOPOHHUX
moaynen npeobpasoBaHus
XML, ncnonb3lyembix Npu
Remove- dopMMpoBaHMM NoanNMCHU
DssSignServerTransformPlugin rno craHgapty XMLDSig.

Add-DssSignServerTransformPlugin

XML-npeobpa3zoBaHve  Get-DssSignServerTransformPlugin

4.6.3. AAMUHUCTpUpOBaHue KOMMOHEHTa «CepBucC

Moanucun»

Hactpoiika koMmnoHeHTa «CepBuc lMoanucu» ocywecTtenaercs ¢ nomowsbio Windows
PowerShell. KomMaHabl aAMUHUCTPUPOBaHUSA BKJ/THOYEHbI B MoAynb
CryptoPro.DSS.PowerShell.SignServer. [na noucka HeobxogmMmoro KomaHAaneTa

nepenante B O6bekTbl aaMUHUCTPUMpoBaHua (cM. Pasgen 4.6.2) u Bbibepute 06bEKT, 4bM
napameTpbl HE0O6X0AMMO HACTPOUTb.

4.6.3.1. HacTpouku 3k3eMnaapa

Komanpner New-DssSignServerInstance
Mcnonb3yeTca ana co3gaHns HoBoro sk3emnnspa Cepsuca Mognucu.

K OCHOBHbLIM MapamMeTpaM OTHOCATCS:

» HasBaHue Beb-cariTa IIS, Ha KOTOpOM cneayeT pa3BepHyTb Beb-npunoxeHne Cepsuca
Moanwucwm;

» apapec SQL-cepBepa, Ha KOTOpoM cneayeT pa3sepHyTb B/1 Cepsuca lNMoanucw;

» oTobpaxaemoe numsa sk3emnnsapa Cepsuca Moanucu.

CuHTakKcuc:

New-DssSignServerInstance —-SiteName <string> [-ApplicationName <string>] -
SQLServerName <string> [-DBName <string>] -DisplayName <string>

Tabnuua 67. Mapametpbl koMmaHaneta New-DssSignServerInstance

MapameTp Tun OnucaHue

Ha3BaHue Beb-caliTa, Ha KOTOPOM cieayeT

SiteName string pa3BepHyTb Beb-npunoxeHne CepBuca
Moanuncwu.
HasBaHune Beb6-npunoxenns Cepsuca
ApplicationName string foanucy.

Ecnun napameTp He 3afaH MCNonb3yeTcs
3Ha4yeHue SignServer.

Nmsa aksemnnspa SQL-cepsepa, Ha

KOTOpPOM cfieayeT pa3BepPHYTb 3K3eMNsp
SQLServerName string Cepsuca Mognucu.

®opmMaT: <SQL-cepsep host>\<umsa

aK3emnnapa>
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MapameTp T™vn OnucaHue

Nmsa 6a3bl gaHHbIX CepBuca MNoanwncu.
DBName string Mo yMONYaHMIO NCMOMb3YEeTCa 3Ha4YeHne
SignatureServerDB.

OTobpaxaemoe nmsa skzemnnsapa Cepsuca
Moanucu.

DisplayName string

PaclwinpeHHble AaHHble ANd NOAKI0YEeHUSA

ConnectionInfo SqglConnectionInfo k SQL-cepsepy (cM. pasaen 3.9).

B cosgaHHoMm »3k3emnngape CepsBuca [lognucm 3aperncrpmpoBaHbl Bce QopMaThl
nognucn (O6buwee onucanme Kpuntollpo DSS, Pasgen 8). [ns wn3MeHeHUs Cnucka
npeaocTaBnsieMbiX CEPBMCOM (hOpPMATOB NOAMUCU, UCMOb3yhTe KoMaHaeT Set-DssProperties.

Komananetr Remove-DssSignhServerInstance
Mcnonb3yeTtca ansa yaaneHus aksemnnsapa Cepsuca MNognucuy.

K OCHOBHbIM NapaMeTpaM OTHOCATCS:

> dnar, onpeaenaowmnii, yaansate nu b1 Cepsuca MNoanucu;
> nar, onpegenaowmnn yaanate nm obwyto b ak3emnnspos Cepsuca MNognucu.

CuMHTaKcuc:

Remove-DssSignServerInstance [-DisplayName <string>] -DeleteDB <bool> -
DeleteDBCommon

Tabnuua 68. MapameTpbl KOMaHaneta Remove-DssSignServerlnstance

MapameTp Tun OnucaHue

Nmqa sk3emnnapa Cepsuca Moanucn. Ecnn
3HayeHune He ykasaHo, byaeTt

DisplayName string o
NCNONb30BaH 3K3eMMNNApP, Ha3Ha4YeHHbIN
Nno yMOJIYaHMUIO.

DeleteDB bool dnar, onpegensatownin, Tpebyetcs nm
yaanenune b1 Cepsuca lNMognucu.
®nar, onpegensatowmnmn, Tpebyetca nm

DeleteDBCommon Bool yAaneHune pasgensiemonn bl Cepsuca
Moanucwy.

ConnectionInfo SglConnectionInfo PacluvpeHHbie AaHHbIe AN NOAKIIOHEHNS

K SQL-cepBepy (cM. pa3zgen 3.9).

Komananert Get-DssSignServerInstance
BbIBOAWUT Ha KOHCO/b CMNCOK 3k3eMnisaposB Cepsuca MNognucu.
CuHTaKkcumc:

Get-DssSignServerInstance

Komananert Update-DssSignServerInstance

O6HoBnsieT 3k3emnnsip kKomnoHeHTa CepsBuc MoanuCK NOCNE YCTAaHOBKM HOBbIX
6ubnunoTek.

CuHTaKcumC:

Update-DssSignServerInstance [-DisplayName <string>]
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4.6.3.2. O6LMe HACTPOUKMH

KomaHpaner Get-DssProperties
Mcnonb3yeTcs An4 BbIBOAA HAa KOHCOJ/1b OCHOBHbIX napameTtpos Cepsuca lMoanucu.

CuMHTakKcuc:

Get-DssProperties [-DisplayName <string>]

KomaHpanert Set-DssProperties
Mcnonb3yeTcs And 3agaHnst OCHOBHbIX napaMeTpoB Cepsuca lNognucu.

CUHTaKCcmC:
Set-DssProperties -ServiceCertificateThumbprint <string> -ServiceCertificate
<X509Certificate2> -ServiceCertificatePFX <string> [-PinMode <PinCodeMode>
{Required | Forbid | Allow}] [-TSPList <List[TspServicel>] [-
SignatureTypelist <List[SignatureType]> {XMLDSig | GOST3410 | CAdJES | PDF |
MSOffice | CMS}] [-ValidateCertificateBeforeSignature <bool>] [-ServiceType
<ServiceType> {Server | Client | ServerAndClient}] [-MonitoringTimeout <int>]
[-PdfSignatureSize <int>] [-CadesUseOcspAuthorizedPolicy <bool>] [-
TokenTimeout <int>] [-RequireStrongConfirmation <bool>] [-
TransactionCacheMode <TransactionCacheMode> {DistributedCache |
HalfDistributedCache | InMemoryCache}] [-IsAdditionalCertStoreEnabled <bool>]
[-AdditionalCertStoreName <string>] [-OcspServicelist <string[]>] [-
CadesUseProxy <bool>] [-Serviceldentifier <string>] [-
ServiceCertificatePassword <string>] [-AllowedCorsOrigins <string>] [-
AllowHashSigning <bool>] [-DisplayName <string> {SignServer}]

Tabnuua 69. NapameTpbl kKOMaHAaneTa Set-DssProperties

3HauyeHue no
yMOJI4aHUIO

OnucaHue

MapameTp

NmMa sk3emnnspa
Cepsuca Noanucun. Ecnn
3Ha4yeHMe He yKasaHo,

DisplayName string SignServer 6yaeTt ucnonb3osaH
aK3eMnasap,
Ha3Ha4eHHbIN No
YMOJSTHaHUIO.
string

JonycTtumblie
3HayeHus:
Allow - paspewunTb
BBog NMNH-kopa
PinMode (3HaveHMe no Allow
YMOJIYaHUI0),
Forbid - 3anpetntb
Beog MNH-koaa,
Required -
TpebosaTtb NMNH-
Koa.

Pe>xxum BBoga NMUNH-
Koaa.
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3HauyeHume no
YyMOTYaHUIO

MapameTp Tvin

List<TspService>

O6bekT TspService
UMeeT cneayrowme
cBoOWCTBa:

Name - cTpokoBom
naeHTudnkaTop
cnyxb6bl,

Title - Ha3BaHue -
TSP-cnyx6bl
(BaHHasa cTpoka
éyaert
oTobpaxaTtbcs B
Be6-nHtepdeiice
Monb3oBaTtens),
Address - URL-
aapec TSP cnyx6bl.

TSPList

OnucaHue

3afaéT fOoCTynHble
Cny>x6bl WTaMnos
BpPEMEHMU.

List<SignatureType
>

Jonyctumeble

3HatueHnA: Mopaep>xxmBaeMble
SignatureTypelList XMLDSig, Bce BO3MOXHbIe AAED
GOST3410, dopmMaTbl nognucu.
MSOffice,
PDF,
CADES,
CMS.
ServiceCertificateThu . Ornedarok
- string - cepTudukaTa cnyxosbl
mbprint
Cepsuca NMognucw.
. e . ) 0O61beKT, coaepxaliumn
ServiceCertificate X509Certificate2 X.509-cepTubmKar.
MyTb k PFX-dhanny c
ServiceCertificatePFX  string - CepBUCHbIM
cepTudmKaTOM.
Maponb k PFX-danny c
CepBMUCHbIM
cepTudmKaToOM.
ServiceCertificatePas . MNapameTp obs3aTeneH,
string -
sword ecnu ceptudukart
yCTaHaBnMBaeTCs 13
PFX-daiina (napameTp
ServiceCertificatePFX).
Valld_ateCertlflcateBef bool False MpoBepaTb cepTudukaT
oreSignature nepen noanuckto.
Mepwuog
CamMoTeCTUpoBaHuA B
MonitoringTimeout int 10000 MAnnceKyHaax.

Ecnwn B 3HayeHnn 3apaH
0, camoTecTMpoBaHue
6yneT OTK/OUYEHO.
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MapameTp

ServiceType

Tvn

string

3HauyeHume no
YyMOTYaHUIO

Server

OnucaHue

Twvn cepBuca.
MoxeT NpMHMMaTb
3HaYeHUs:
Server, Client,
ServerAndClient.

Serviceldentifier

string

urn:cryptopro:ds
s:SignServer:Sig
nServer

URN-uaeHTudUKaTOp
Cepsuca lMognucu.

CadesUseOcspAuthor
izedPolicy

bool

False

PaspewaeT
MCcnonb3oBaHme
rpynnoBOn NOSINTUKN
KpunTtolpo OCSP Client
"Cnyx6bl OCSP:
cepTudukaTbl
YMOSIHOMOYEHHbIX
cnyx6 OCSP" npu
rnpoBepKe MosIHOMOY U
CNy>X6bl aKTyanbHbIX
ctatycosB. MNoagpobHee
CMOTPETHb B
CnpaBo4HuKKe Mo
Kpuntolpo OCSP SDK.

PdfSignatureSize

int

100000

MakcuManbHbIA pasmep
noanucu B PDF.

TokenTimeout

int

600

MakcuManbHoe BpeMs
noaTBEPXAEHUS
onepauun B CEKyHAaX.

RequireStrongConfir
mation

bool

True

TpeboBaTb cTporoe
noaTeepXxaeHue
onepauun.

TransactionCacheMod
e

<TransactionCache
Mode>

Bo3MOXHble
3Ha4yeHus:
DistributedCache;
HalfDistributedCach
€;

InMemoryCache.

DistributedCache

Pexum paboTbl kewa
TpaH3aKLUKUNA.

IsAdditionalCertStore
Enabled

bool

False

Mcnonb3oBaTb K
[ONONHUTENbHOE
XpaHuauLe
cepTnduKaToB Npu
NnoAMuUcCHM.

AdditionalCertStoreN
ame

string

HazBaHue xpaHunuuia,
coaepkaliero
OONONHUTENbHbIE
ceptudukatbl 1 CRL ansa
cbopa gokasaTenbCcTB
OENCTBUTENBHOCTU
ceptudukaTa 3.
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3HauyeHume no

MapameTp Tvun OnucaHue
YyMOJTHaHUIO
MonyuaeT nnun 3agaet
3Ha4yeHue,
AllowHashSigning bool False rnokasblBatoLee, MOXHO

M co3paBaTtb NoAMNUCH
X3W-3Ha4yeHusl.
Mcnonb3oBaTb NMPoOKCHU

CadesUseProxy bool False npu opMmMpoBaHuUmn
CAdES-nognucu.

Cnuncok BblaeneHHbIX

OcspServicelList string[] - cnyx6 OCSP.
3a4aTb UCTOYHMKU
AllowedCorsOrigins string - CORS (cm. paszgen
4.5.7)
Co3paHune 3NEKTPOHHOM noanucum X3LW-3HavyeHns TpebyeTt

OOMNOMHUTENbHbIX TEMAaTUUYECKMX UCCNeaoBaHUin U MOXET NPUMEHATLCA
NCKNKYNTENBHO ANnd Co3aaHn4 YCMJ'IeHHOVI HeKBaﬂMCbMLlMpOBaHHOI;'I 2r1.

Komananert Get-DssRegistryProperties

Mcnonb3yetca ans otobpaxeHus CTPOKWM NoaktoveHMs K 6ase pgaHHbix Cepsuca
Moanuncu.

CuHTaKcumC:
Get-DSSRegistryProperties

Komanpanert Set-DSSRegistryProperties

Mcnonb3yeTca AnsS WU3MEHEHUst CTPOKW noakntodyeHuss Kk 6a3e paHHbix CepBuca
Moanucu.

CuHTaKcumc:
Set-DSSRegistryProperties [-DisplayName <string>] [-DBConnection <string>]

Tabnuua 70. NapameTpbl koMaHaneTa Set-DSSRegistryProperties

MapameTp Tun OnucaHue

Uma sk3emnngpa Cepsuca NMognucu. Ecnn 3HavyeHne He yKasaHo,

DisplayName  strin <
play 9 6yneT ncnosb3oBaH 3K3eMNAAP, HA3HAYEHHbIN MO YMOAYaHUIO.

DBConnection string Ctpoka noaknto4yeHus K 6ase gaHHbix Cepsuca lMoanucu.

Komananert Export-DssSignServerConfiguration

BbirpyxaeT Tekywme HacTponku sksemnnspa Cepsuca Mognucu B dann.

CuHTakcuc:
Export-DssSignServerConfiguration -OutFile <string> [-DisplayName <string>]

Export-DssSignServerConfiguration [-Include <SignServerConfigurations[]>
{Configuration | CryptoProviders | Enrolls | Notifiers | Events}] -OutFile
<string> [-DisplayName <string>]

Export-DssSignServerConfiguration [-Exclude <SignServerConfigurations[]>
{Configuration | CryptoProviders | Enrolls | Notifiers | Events}] -OutFile
<string> [-DisplayName <string>]
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Tabnuua 71. NapameTpbl koMaHaneta Export-DssSignServerConfiguration

MapameTp Tun OnucaHue
string
MapameTp oTBe4YaeT 3a TO, Kakme Habopsbl
Bo3MOXHble 3Ha4YeHns: o
! o HaCTpOeK BKJIIOMAaTb B SKCNOPTUPYEMbIN
Configuration; N _
Include ) KOH(MUrypaumnoHHsin dann. OnmcaHme
CryptoProviders;
HabopoB HacTpoek HaxoauTcs B Tabnuua
Enrolls; 72
Notifiers; '
Events
string
BO3MOXHble 3Ha4YeHUS: MapameTp oTBeYaeT 3a TO, Kakmne Habopbl
Exclude Configuration; HacTtpoek HE BKJ/IlOuMaTb B
CryptoProviders; 3KCNOPTUPYEMbIN KOHPUTYPALIMOHHbIN
Enrolls; dann.
Notifiers;
Events
MyTb, Kyaa 6yaet coxpaHeH
OutFile string 3KCMOPTUPYEMbIN KOHPUTYPALIMOHHbIN
dann. Obs3aTenbHbI NapamMeTp.
. . OTobpaxaeMoe nma aksemnnspa
DisplayName string
KoMnoHeHTa Cepsuc MNoanucw.

Configuration

Tabnuua 72. OnucaHue HabopoB HacTpoek ak3emnngapa Cepsuca MNoanucm

Ha6op HacTpoek OnucaHune

O6wme HacTpomKkKM ak3emnasapa.

CryptoProviders

HacTponku Kpuntonposanaepos.

HacTtpoinkun 06paboTunkoB ANns reHepaumm 3anpocoB Ha

Enrolls
cepTndmkar.
Notifiers HacTponkun moaynen onoseLleHuns.
Events HacTtponku cobbitmin 1 WwWabnoHoB CObbITHA.

Komananer Import-DssSignServerConfiguration

3arpy)aeT HaCTpOWKM

Cepsuca

Moanucm w3  KOHUrypaumoHHoro danna w

(onumoHanbHO) Nepea 3TUM pe3epBUPYET B APYron ann TekyLwme HaCcTPOMKM.

CuHTakKcuc:

Import-DssSignServerConfiguration -ConfigFile <string> [-BackupFile <string>]

[-DisplayName

MapameTp

<string>]

Tabnuua 73. NapameTpbl koMaHgneTa Import-DssSignServerConfiguration

OnucaHue

ConfigFile

string

MyTb K KOHDUrypaumoHHoMy danny ¢
MMMNOPTUPYEMbIMM HacTpOMKa
aK3emnaspa.
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MapameTp Tun OnucaHue

MyTb K dhanny, kyaa 6yayT coOXpaHeHbI
BackupFile string TeKyline HaCTponKM aK3eMnnspa nepea
MMMOPTOM HOBBIX.
OTobpaxaemoe nmsa akseMnnasipa
KoMnoHeHTa Cepsuc lMognucu.

DisplayName String

4.6.3.3. KpuntonpoBaugephbl

KomaHpanet Get-DssCryptoProvider

Wcnonb3yeTcs Ans BbiBOAA Ha KOHCOMAb MHMOpPMauum O 3aperucTtpupoBaHHbIX
nposanaepax.

CuHTakcumc:
Get-DssCryptoProvider [-DisplayName <string>] [-Validate]
Tabnuua 74. Napametpbl koMaHaneta Get-DssCryptoProvider
MapameTp Tun OnucaxHue

Nmsa sk3emnnapa Cepsuca MNoanucn. Ecnmn 3HavyeHne He
DisplayName string yKasaHo, byaeT ncnonb3oBaH 3K3eMnasp, Ha3HAYEeHHbIN

Nno YMOJI4aHMUI0.

dnar, onpegensaowmii, 4To TpebyeTcs npoBepka
Validate SwitchParameter paboTocnocobHocTn kpunTonpoBanaepos ¢ MacTtep-

K/1HOYOM.

KomaHpanert Get-DssCryptoProviderType
BbIBOAWUT Ha KOHCOJ/Ib CMNUCOK 3aperncTpmMpoBaHHbIX TUMNOB KPpUNTONPOBanaepoB.

CuHTakcuc:
Get-DssCryptoProviderType [-DisplayName <string>]

Komanpaner Add-DssCryptoProvider

Mcnonb3yeTca ana perucrpaunm HOBOro KpmnTonpOBaﬁ,u,epa Ha Cepsmce Moanwucu.

CuMHTaKCuUC:
Add-DssCryptoProvider [-DisplayName <string>] —-ProviderName <string> -
ProviderType <int> -Typeld <string> [-Order <int] [-SetMasterKeyLife [-
MasterKeyLife <int>]] [-SetUsersKeysLife [-UsersKeysLife <int>]] [-

MasterKeyName <string>]
Tabnunua 75. NapameTpbl komaHaneta Add-DssCryptoProvider

MapameTp Tvn OnucaHue

Umsa sk3emnnapa Cepsuca Mognucu. Ecnm
DisplayName string 3HayeHue He yKasaHo, byaeT ucnosb3oBaH
3K3eMNAap, Ha3Ha4YeHHbIN MO YMOAYaHUIO.
OnucaHne kpuntonposangepa ans
Descrition string oTobpaxeHus B Beb-nHrepdemnc
Monb3oBaTtens.
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MNMapameTp Tvin OnucaHue

String

Bo3MoOXxHble

Typeld SHaueHus. MaeHTudumnkaTtop TMna Kpuntonposanaepa.
GostWithMasterKey
Common
RSAWithMasterKey
OTBeyaeT 3a NopsaoK cnegoBaHmnsa Ha Beb-
nHTepderice MNMonb3oBaTtens
. 3apernMcTpmpoBaHHbIX KPMNTONPOBanaepos.
Order int
Yem Bbile HOMEP, TEM BbIlLE B CINCKE
KpunTonpoBanaep. Mo ymonyaHuio napameTp
paseH 0.

. . Tun npoBaiaepa, 3aperMcTpMpoBaHHOroO B
ProviderType int OC (Ans Kpunolpo CSP - 75).
ProviderName string MmMs npoBanaepa, 3aperncTpMpoBaHHoOe B

cucteme.
YCTaHOBUTb CPOK AencTBMSA MacTep-k/toda B
SetMasterKeyLifetime SwitchParameter cnyyae, ecnvm cosgaeTcs nposangep C

MacTep-Kar4oM.

Cpok gencrteus Mactep-kito4a C MOMEHTa
MasterKeyLifetime int co3gaHug B Mecsuax. 1o yMonyaHuio cpok

aenctems Mactep-knto4da - 36 MecsaueB.

YCTaHOBUTb CPOK AENCTBUSA
NONb30BATENbCKUX KITHOYEN.

CpoK AenCTBMS NONb30BaTENBCKUX KITHOYEN,

CO34aHHbIX Ha AaHHOM npoBalaepe, B

Mecsuax. Mo yMon4aHuio CpokK AeNCTBUS

Mosib30BaTeNIbCKOro Kntva 15 mecsues.

MMs KoHTelHepa ¢ MacTep-K4oM, ecnun

MasterKeyName string co3gaeTcsa npoBangep C yxe CyLecTBYOLWUM
MacTep-K/ar4OoM.

SetUsersKeyslLifetime SwitchParameter

UsersKeysLifetime int

3aperncTtpMpoBaHHOe UMSA MpoBanjepa B cucTeMe npeponpeneneHo 3apaHee.
Ero MoXxHO yBMAeTb B AOKYMeHTauuu MNocCTaBliMKa Kpuntonposaiaepa. Ons
npoaykrtos Kpuntollpo:

» KpunTtollpo HSM: Crypto-Pro HSM Svc CSP
» Kpuntollpo CSP (tonebko ans tectmposaHus Kpuntollpo DSS): Crypto-
Pro GOST R 34.10-2001 Cryptographic Service Provider

Komananetr Remove-DssCryptoProvider
Ncnonb3yeTcs Ans yaaneHus kpuntonposangepa Ha Cepsuce Moanucn.

CuHTaKCcuUC:
Remove-DssCryptoProvider [-DisplayName <string>] —-ID <guid>

Tabnuua 76. NapameTpbl koMaHaneTa Remove-DssCryptoProvider

MapameTp Tun OnucaHune

Umsa ak3emnnapa Cepsuca lNMoanmncu. Ecnm 3HayeHmne He ykasaHo,

DisplayName strin <
play 9 6yneT ncnosb3oBaH 3K3EMNNAP, Ha3HAYEHHbIM MO YMOMYaHUIO.
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MapameTp Tun OnucaHue

‘ ID guid  WpeHTndukatop Kpuntonposanaepa.

Komanpanert Enable-DssCryptoProvider

Mcnonb3yeTca Ans BKAKOYEHMs KpunTonpoBangepa Ha Cepsuce [Mognucu, paHee
nepesef&HHOr0 B COCTOSIHUE OTKITHOYEH.

CuHTaKcuc:
Enable-DssCryptoProvider [-DisplayName <string>] -ID <int>

Tabnuua 77. NMapameTtpbl koMaHaneta Enable-DssCryptoProvider

MapameTp Tun OnucaHue

Uma sk3emnngpa Cepsuca NMognucu. Ecnn 3HavyeHne He yKasaHo,

DisplayName strin "
play 9 6yneT ncnosb3oBaH 3K3eMNAAP, HA3HAYEHHbIN MO YMOAYaHULO.

ID guid  WpeHTndukatop Kpuntonposanaepa.

Komanpaner Disable-DssCryptoProvider
Mcnonb3yeTcsa ana oTknuyeHns kpuntonposangepa Ha Cepsuce MNoanucy.

CuHTaKkcumc:
Disable-DssCryptoProvider [-DisplayName <string>] -ID <guid>

Tabnunua 78. NapameTpbl koMmaHaneta Disable-DssCryptoProvider

MapameTp Tun OnucaHue

Nmga sk3emnnapa Cepsuca MNMoanuncn. Ecnm 3HavyeHne He yKasaHo,

DisplayName strin <
play 9 6yneT ncnosb3oBaH 3K3eMNAAP, HA3HAYEHHbIN MO YMOAYaHULO.

ID guid NaeHTndukaTop Kpuntonposangepa.

Komanpanert Copy-DssCryptoProvider

[aHHbIN KOMaHANET UCMOIb3YETCH TONLKO AJ1S 3KCNOpTUpPYyeMbix MacTep-
KMOYEN M MOXEeT UCNO0Sb30BaTbCSH MCK/IOUYUTENBHO B TECTOBbIX LeNsx u ans
CO34aHNS HeKBaANUMUUNPOBAHHOW 31E€KTPOHHOM MoAarnucu.

Mcnonb3yeTcs Ans cosaaHus HOBOro Kpuntonposaliaepa, NpuHaanexallero sagaHHom
rpynne KpunTonposBaiaepoB. MacTep-K/to4 HOBOro KpUnTonpoBanaepa coBnagaeT ¢ Macrep-
KJTl0O4aMK OCTaNbHbIX KPUNTONPOBAAEpOB rpynmbl.

CuHTaKcumC:

Copy-DssCryptoProvider [-DisplayName <string>] -GroupID <int> -NewProvName
<string>

Tabnuua 79. NapameTpbl koMaHaneTa Copy-DssCryptoProvider

MapameTp Tun OnucaHue

Uma ak3emnnapa Cepsuca lNMoanmncu. Ecnm 3HayveHmne He ykasaHo,

DisplayName strin <
play 9 6yneT ncnonb3oBaH 3K3eMMNAsp, Ha3HAYEHHbIN MO YMOSTYaHUIO.
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MapameTp Tun OnucaHue

NaeHTuduKaTop rpynnbl, KOTOPO NPUHAANEXMUT KOMUPYEMbIA

GroupID Int o
KpunTonpoBanaep.

NewProvName string Wms HOBoOro kpunrtonpoBangepa.

KomaHpanet Split-DssCryptoProvider
Mcnonb3yeTca ons UCKIKYEeHNs KpuntTonpoBangepa M3 rpynnol.

CuHTaKCuUC:
Split-DssCryptoProvider [-DisplayName <string>] -ID <guid>

Tabnuua 80. NapameTpbl komaHaneTa Split-DssCryptoProvider

MapameTp Tun OnucaHue

Nmga sk3emnnapa Cepsuca MNMoanuncn. Ecnm 3HavyeHne He yKasaHo,

DisplayName strin -
play 9 6yneTt ncnonb3oBaH 3K3eMMASP, HA3HAYEHHbIM MO YMOYAHMIO.

ID guid NaeHTndmkaTop Kpuntonposangepa.

KomaHpanert Set-DssCryptoProvider

Ncnonb3yeTcs Ans M3MeHEeHUs HAaCTPOEK 3aperncTpMpoBaHHbIX NPOBaliAepOB.

CvHTaKCcuUC:
Set-DssCryptoProvider -DisplayName <string> [-MasterKeyName <string>] [-Order
<int] [-Description <string>] -ID <guid>
Tabnuua 81. MapameTpbl koMmaHaneta Set-DssCryptoProvider
MapameTp Tun OnucaHue

Nmsa sk3emnnapa Cepsuca MNMoanucu. Ecnm 3HavyeHne He
DisplayName string yKasaHo, byaeT ncnonb3oBaH 3K3eMnasp, Ha3Ha4YeHHbIN
no YMOAYaHUIO.
OTBeuvaeT 3a NOpsSAOK crieaoBaHUs Ha Beb-nHTepdeiice
Monb3oBaTens 3aperMcTpupoBaHHbIX
Order int KpunTonpoBanaepos. YeM Bbille HOMep, TEM Bbille B
cnucke kpuntonposangep. Mo ymonyaHuoo napameTp
paseH 0.

OnuncaHune KpuntonpoBangepa ansa otobpaxeHns B Beb-
MHTepderic MNMonb3oBaTtens.

Description string

NmMs kKoHTelHepa ¢ MacTep-KaK4YoM, ec/n co3gaeTcs

MasterkeyName  string npoBanaep C yXe CyLeCcTBYOLWMM MacTep-KouoM.

ID guid NaoeHTudmkatop Kpuntonposangepa.

Komananert Test-DssCryptoProvider

Ncnonb3yeTca ANns NpoBEPKN AOCTYMHOCTU KpUNTONpoBanaepa.

CuHTaKkcumc:
Test-DssCryptoProvider [-DisplayName <string>] -ID <guid>
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Tabnuua 82. MapameTpbl koMaHaneta Test-DssCryptoProvider

MapameTp Tun OnucaHue

NUmsa ak3emnnapa Cepsuca lMognmncu. Ecnm 3HauveHmne He ykasaHo,

DisplayName strin <
play 9 6yaeT ncnosb3oBaH 3K3eMNNAP, HA3HAYEHHbIN MO YMOAYaHULO.

ID guid  WpeHTndukatop Kpuntonposanaepa.

4.6.3.4. loBepeHHble uspgartenu

KomaHpner Add-DssClaimsProviderTrust

Wcnonb3yerca ansa nobaeneHus oTnedaTka ceptudukata [OBEPEHHOro wusgaTens
MapkepoB 6€30MacHOCTy.

CuHTaKcuc:

Add-DssClaimsProviderTrust [-DisplayName <string>] -IssuerName <string> -
Thumbprint <string>

Tabnunua 83. MapameTpbl koMmaHaneta Add-DssClaimsProviderTrust

MapameTp Tun OnucaHue

Nma sk3emnnsgpa Cepsuca lNoanucu. Ecnn 3HavyeHmne He yKasaHo,

DisplayName strin "
play 9 6yaeT Mcnosb3oBaH 3K3eMMJAp, Ha3HAYEHHbIN MO YMOSTYaHUIO.

IssuerName string YHUKanbHoe nMA u3gatensd Mapkepos 6e3onacHocCTH.

Thumbprint string OTnevyaTok cepTudukaTa noagnncn Mapkepos 6€30nNacHOCTH.

KomaHpnet Get-DssClaimsProviderTrust

Mcnonb3yeTcsa Ans BbiBOAA HA KOHCOMb 3aperMcTpMpoBaHHbIX AOBEPEHHbIX nlgaTtenemn
MapkepoB 6e3onacHocTu. OTobpaxkaeTcs CTPOKOBOW MAEHTUdUKATOP nsgaTtens u oTnedaTok
cepTudmkaTa Ko4a No4nuncCK.

CuHTakKkcuc:

Get-DssClaimsProviderTrust [-DisplayName <string>]

KomaHpanert Set-DssClaimsProviderTrust

Mcnonb3yeTcsa Ans M3MEHeHUs oTnedaTka cepTudukaTta AOBEPEHHOro m3gartens
MapkepoB 6e30nacHoOCTw.

CuHTaKcumc:
Set-DssClaimsProviderTrust [-DisplayName <string>] - IssuerName <string>
-NewThumbprint <string>

Tabnuua 84. NapameTpbl kKoMaHgneTa Set-DssClaimsProviderTrust

MapameTp Tun OnucaHue
Nma sk3emnnsapa Cepsuca NMoagnucu. Ecnm 3HavyeHne He
DisplayName string ykasaHo, 6yaeT ncnosb3oBaH 3K3eMNAap, Ha3Ha4YeHHbIN No
YMOJSIHaHUIO.
IssuerName string YHukanbHOe nMs usgaTtens MapkepoB 6e30MacHOCTM.
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MapameTp Tun OnucaHue

HoBbIn oTnevaTok CepTMCbVIKaTa noanmncm MapKepos

NewThumbprint string 6e30MaCHOCTH

KomaHanetr Remove-DssClaimsProviderTrust
Mcnonb3yeTtcsa Ansa yaaneHus A0OBEPEHHOr0 nlgartens MmapkepoB 6€30nacHOCTMU.

CuHTakKcuc:

Remove-DssClaimsProviderTrust [-DisplayName <string>] - IssuerName <string>

Tabnuua 85. NapameTpbl koMaHaneta Remove-DssClaimsProviderTrust

MapameTp Tun OnucaHue

NUmsa ak3emnnapa Cepsuca lMognmncu. Ecnm 3HauveHmne He ykasaHo,

DisplayName  strin <
play 9 6yneT ncnosb3oBaH 3K3eMNAAP, HA3HAYEHHbIN MO YMOAYaHULO.

IssuerName string YHWKanbHOe UMA nlpatens Mmapkepos 6e3onacHocTw.

4.6.3.5. KOHEeYHbIe TOUYKM

Komanpanert Get-DssEndpointGlobalSettings

Mcnonb3yeTca Ans BbiBOAA Ha KOHCOMb 06WMX HACTpoek KOoHeuyHbix Todek CepBuca
Moanucw.

CvHTaKCcuUC:
Get-DssEndpointGlobalSettings [-DisplayName <string>]

Komanpner Set-DssEndpointGlobalSettings

Mcnonb3yeTtcsa ans MaMeHeHus obwmx HacTpoek KOHe4Hbix Todyek Cepsuca lMoanucu.
Cnu1cok napamMeTpoB KoMaHAbl ykasaH B Tabauua 30.

CHUHTaKCcUC:
Set-DssEndpointGlobalSettings [-MaxRecieveTimeOut <int>] [-MaxSendTimeOut
<int>] [-MaxMessageSize <int>] [-DisplayName <string>]
Tabnunua 86. NapameTpbl koMaHaneta Set-DssEndpointGlobalSettings
MapameTp Tvn OnucaHue

MakcuMasnbHoe BpeMs NoslyvyeHus cooblleHns B CeKyHaax.
Mo ymonyaHuto paseH 30 cekyHa.

MakcmManbHoe BpeMst oTrnpaBku coobuweHus B cekyHgax. Mo
yMondaHuto paseH 30 cekyHa.

MaxRecieveTimeOut int

MaxSendTimeOut int

MakcmManbHbIM pa3Mep coobuieHns B banTtax. Mo

MaxMessageSize int N

yMondaHuto paseH 5 M6anr.

Nma sk3emnngpa Cepsuca Noanucu. Ecnn 3HaveHne He
DisplayName string ykasaHo, 6yAeT Mcnonb3oBaH 3K3eMMnasp, Ha3HaYeHHbIN Mo

YMOJZ14aHUIo.

Komananert Enable-DssEndpoint

Mcnone3yetca pAna  BKAOYEHUA KOHeudHbiX Todek Cepsuca [Moanucu. Cnuncok
rnapaMeTpoB KOMaHAbl yKkasaH B Tabnuua 87.

CuHTaKCcumC:
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Enable-DSSEndpoint -Address <string> [-DisplayName <string>]
Tabnuua 87. NapameTpbl koMaHAaseTa Enable-DSSEndpoint

MNMapameTp Tvin OnucaHue

Nma sk3emnnapa Cepsuca MNoanucn. Ecnm 3HavyeHne He yKasaHo,

DisplayName strin .
play 9 6yneT ncnosb3oBaH 3K3eMMNAP, Ha3HAYeHHbIV MO YMOJIYaHUIO.

Name string M5 KOHEYHOW TO4YKM.

Komanpaner Disable-DssEndpoint

Mcnonb3yetca Ans OTKA4YeHUA KOHeudHbiX Todek Cepsuca [Moanucu. Cnucok
rnapaMeTpoB KOMaHAbl yKasaH B Tabnuua 88.

CuHTaKcuc:
Disable-DSSEndpoint [-DisplayName <string>]

Tabnuua 88. MNMapameTpbl koMaHaneta Disable-DSSEndpoint

MapameTp Tun OnucaHue

DisplayName string Nmsa ak3emnngapa Cepsuca NMognucu. Ecnn 3HavyeHne He yKasaHo,
Y 6yneT ncnosb3oBaH 3K3eMNAAP, HA3HAYEHHbIN MO YMOAYaHULO.

Name string MMa KOHEYHOW TOUKMU.

KomaHpaner Get-DssEndpoint

Mcnonb3yeTtcsa ans BbiBOAA Ha KOHCOMb MHGOPpMauMm O KOHe4yHbIX Toykax Cepsuca
Mognwucwu.

CuHTakcuc:
Get-DSSEndpoint [-DisplayName <string>]

4.6.3.6. O6paboTunkmM 3anpocoB Ha cepTudukar

KomaHpner Add-DssEnrollment

Wcnonb3yeTca ana perncrpaummn obpabotunka, peanmsyrowero GyHKLMI0 No CO34aHMI0
3anpoca Ha cepTudumkar.

CuHTaKcuc:

—-Add-DssEnrollment [-DisplayName <string>] -Type EnrollOutOfBand [-Order
<int] -EnrollDisplayName <string> [-SNChangesEnabled <bool>] [-ValidationMode
<string>] [-CertificatePrintTemplate <string>] [-RequestPrintTemplate
<string>] [-RevokeRequestPrintTemplate <string>] -RdnConfig <string> -
TemplatesConfig <string>

Tabnuua 89. NapameTpbl koMaHaneTa Add-DssEnrollment

MapameTp OnucaHue

Nma sksemnngpa Cepsuca Mognucwu.
Ecnun 3HayeHne He ykaszaHo, byaet
MUCMosib30BaH 3K3eMnasap,
Ha3Ha4YeHHbIM MO YMOJIYAHULO.

DisplayName string
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MNMapameTp Tvin OnucaHue

. OnpegensieT MMHUManbHbIA Habop
Type SHauerne: napameTpoB, Heo6XoANMbIX ASs
EnrollOutOfBand !
perncrpaummn obpabortumka.
OTBeuaeT 3a NOpPSAOK CrieaoBaHMsA
Ha Beb-uHTepdelice Monb3oBaTtens
Order int 3aperucTpmMpoBaHHbIX
obpaboTunkos. Yem Bbile HOMep,
TeM Bbile B cnncke obpabotumk. Mo
yMoO4YaHuio napaMeTp paseH 0.
EnroliDisplayName string SI'_rloGpamaeMoe nms obpabotumka
SNChangesEnabled bool PaspelwnTtb n3MeHaTb nMs cybbekTa
B cepTudukaTe.
string Pexxum npoBepku ceptudukarta M
nepes UCNoab30BaHUEM,
Bo3MoxHble Mo B4 Cepsuca MNoanucy;
s 3HayeHusa: Mo nokanbHO yctaHoBneHHoMy CRL;
ValidationMode o .
CertificateAuthority, Mo nokanbHO yCTaHOBIEHHOMY W/N
ChainOffline, 3arpyxeHHomy no cetu CRL U
ChainOnline, npu nomowm OCSP-cnyx6bl;
NoCheck. He npoBepsTs.
CertificatePrintTemplate string MyTe K Wabnowy nevatu
cepTudmkaTta
RequestPrintTemplate string MyTb K wWabnoHy neyaTn 3anpoca Ha
cepTudukar
RevokeRequestPrintTemplate string MyTb K WabnoHy neyat 3anpoca Ha
OT3bIB cepTudmnkaTa
MyTb Kk dalny KoHbUrypaumm
RdnConfig string KOMMOHEHT nMeHu lMonb3oBaTtens
(NONNTUKKN UMEH).
. : MyTb Kk danny KoHbUrypaumm
TemplatesConfig string wabnoHoB cepTUdMKaTOB.

KomaHpanetr Enable-DssEnroliment

[JaHHbIA KOMaHAMeT No3BOMSET BKIOUUTL o6paboTtumk. KoMmaHaner npuHMMaeTr
naeHTUdmnKaTop 3aperncTpmpoBaHHoro obpabotumka, Nnmb6o o6bEKT B pexunume KoHBelepa.

CuHTakcuc:
Enable-DssEnrollment [-DisplayName <string>] -ID <int>
Nnn
Get-DssEnrollment [-DisplayName <string>] -ID <int> | Enable-DssEnrollment

Tabnuua 90. NapameTpbl koOMaHaneTa Enable-DssEnrollment

MapameTp Tun OnucaHue

Nma sk3emnngpa Cepsuca Nognucu. Ecnu
DisplayName string 3HayeHne He ykasaHo, 6yaeT ncnosb3oBaH
3K3eMnAsap, Ha3Ha4YeHHbIN N0 YMOAYaHUIO.

ID int NaeHTudunkatop obpaboTunka.
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KomaHpanert Disable-DssEnrollment

JdaHHbIn KOMaHANEeT NOo3BONSEeT OTKIYUTb o0bpaboTtunk. KomaHanetr npuHuMaeT
naeHTU@UKaTOp 3aperncTpnpoBaHHoro obpaboTumka, nnb6o 06bEKT B pexmMe KOHBenepa.

CuMHTaKCcuUC:
Disable-DssEnrollment [-DisplayName <string>] -ID <int>
nnn
Get-DssEnrollment [-DisplayName <string>] -ID <int> | Disable-DssEnrollment

Tabnuua 91. NapameTpbl komaHaneta Disable-DssEnrollment

MapameTp Tun OnucaHue

Nmqa sk3emnnapa Cepsuca Moanucn. Ecnn
DisplayName string 3Ha4eHue He ykasaHo, 6yaeT ncnosnb3oBaH
3K3eMnNap, Ha3HaYeHHbIM MO YMONYaHMUIO.

ID int NaeHTngukatop obpaboTumka.

KomaHpanet Set-DssEnrolilmentOob

KoMaHaneT no3sosisieT HAacTpouTb 06paboTumk 06paboTumnk, peanmnsyowmn GyHKLUIO
Mo co3daHuMio 3anpoca Ha ceptudukatr. KomaHanetr npuHMMaeT uaeHTudukaTop
3aperncrpmpoBaHHoro obpabotumka, NnMb6o 06BHLEKT B pexunme KOHBelepa.

CuHTaKkcumc:
Set-DssEnrollmentOob -ID <int> [-DisplayName <string>] [-Override] [-Order
<int>] [-EnrollDisplayName <string>] [-SNChangesEnabled <bool>] [-
ValidationMode <string>] [-CertificatePrintTemplate <string>] [-
RequestPrintTemplate <string>] [-RevokeRequestPrintTemplate <string>] [-
RdnConfig <string>] [-TemplatesConfig <string>]
Tabnuua 92. MNMapameTpbl koMmaHaneta Set-DssEnrollmentOob
MapameTp Tvn OnucaHue
Nmsa sk3emnnapa Cepsuca MNMoanucu.

. ; Ecnu 3HayeHue He ykasaH er

DisplayName string a ykasaHo, bya

MCNoJsib30BaH 3K3eMnnap,
Ha3Ha4YeHHbIN NOo YMOJTHaHUIO.

Hanuune paHHoOro napaMeTpa
onpegenset, 6yayT nu yaaneHol Bce
npeablayLine HacTponkm obpabotumka

Override switch YL nepen 3anncbio HOBbLIX.
OTcyTcTBME NapaMeTpa NoO3BonseT
W3MEHUTb TOJIbKO SIBHO YKa3aHHble B
KOMaHANEeTe HaCTPOMKM.

OTBeuvaeT 3a NOPSAOK CrieA0BaHUS Ha
Beb-nHTepdelice Nonb3osaTtens
3aperncTpmpoBaHHbIX 06paboTunKkoB.

Order int
YeM Bbllle HOMEp, TEM BbllIE B CNUCKE
obpaboTtumk. Mo ymonyaHutio
napameTtp paseH 0.
NoeHTudmnkatop obpabotumnka YL,

ID int A5 KOTOPOro U3MEHSAITCS

HaCTPOMKMW.
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MNMapameTp Tvin OnucaHue

OTobpaxaemoe nmsa obpabotumka YLI.
EnroliDisplayName string glpm BBOAE HOBOr0 MMEHU, NapameTp

yAaeT nepeonpeaeneH ans

HacTpamBaemoro obpabortumnka YL.
SNChangesEnabled bool PaspewnTb n3ameHAaTb Mg cybbekTa B

ceptudukare.

string Pexxnm npoBepkn ceptudukarta Il

Bo3MoOXxHble

nepen UCnonb3oBaHneM.
Mo BA YL,

R 3HayeHusa: Mo nokanbHO yctaHoBneHHoMy CRL;
ValidationMode o .
CertificateAuthority, [Mo nokanbHO yCTaHOBNEHHOMY UK
ChainOffline, 3arpyxeHHomy no cetn CRL UJIU npwm
ChainOnline, nomowm OCSP-cnyx6sbl;
NoCheck. He npoBepsTb
CertificatePrintTemplate string MyTb K wabnoHy nedaTtn ceptudmrkaTa
RequestPrintTemplate string MyTb K WabnoHy neyaTn 3anpoca Ha

ceptudukart

RevokeRequestPrintTemplate string

MyTb K WabnoHy neyaTu 3anpoca Ha
0T3bIB cepTUdMKaTa

MyTb K dhanny KOHDUrypaumm

RdnConfig string KOMMOHEHT uMeHun lNMonb3oBaTtens.
(cM. panee).
MyTb K hany KOHDUrypaumm
TemplatesConfig string wabsioHoB cepTUdUKATOB

MNonb3oBaTenen. (cM. ganee).

KomaHpanet Get-DssEnrollment

JaHHbIi KOMaHAeT NO3BOJISIET BbIBECTU HA KOHCOJ1b CBEAEHUS O 3apernmctpnposaHHou

obpabotunke YL. KoMaHANeT NpuUHUMAET UAEHTUPUKATOP  3aperuMcTpMpoBaHHOro
obpabotunka YL, nnbo 061EKT B pexmMme KOHBeNepa.
CuHTaKcumc:
Get-DssEnrollment [-DisplayName <string>] -ID <int> [-IncludeCaProperties
<switch>]
Tabnunua 93. MapameTpbl koMmaHaneta Get-DssEnrollment
MapameTp Tun OnucaHue
Nma sk3emnnapa Cepsuca Moanucn. Ecnn
DisplayName string 3Ha4eHue He ykasaHo, 6yaeT ncnonb3oBaH
3K3EeMMAAp, Ha3Ha4YeHHbIN MO YMOAYaHUIO.
ID int NaeHTndumnkatop obpabotunka YL.
BkntounTtb B BbiBOA cBolcTBa YLU. JaHHbIN
. . napameTp BbI3bIBAETCS, €C/IN HYXXHO
IncludeCaProperties switch P P / Y

oTobpasuTtb ceonctea YL, Kk kKoTopomy
noaknt4eH o6paboTumk.

KomaHanetr Remove-DssEnroliment

[JaHHbIN KOMaHANET NO3BONAET YAanuTb 3aperncTpupoBaHHbI 06paboTumk  YLL.
KoMaHanet npuHmuMaeT naeHtudumkaTop 3aperncrtpmposaHHoro obpabotumka YL, nm6o ob6bekT

B peXuMe KoHBelepa.
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CuHTakKcuc:

Remove-DssEnrollment [-DisplayName <string>] -ID <int>
nJn

Get-DssEnrollment [-DisplayName <string>] -ID <int> | Remove-DssEnrollment
Tabnuua 94. NapameTpbl kKOMaHAsieTa Remove-DssEnrollment

MapameTp Tun OnucaHue

Nmsa ak3emnnapa Cepsuca Mognucu. Ecnm
DisplayName string 3HayeHne He yKkasaHo, byaeT ncnonb3oBaH
3K3eMNAap, HasHa4YeHHbIN MO YMOAYaHUIO.

ID int NaeHTndunkatop obpabotunka YL.

O6pabotunk YL, moxeT 6bITb yaanéH ToNbKO B cny4yae, ecin B Hase
AaHHbix CepBuca [lNoanucu HeT cepTudUMKaATOB U 3anpocoB Ha
ceptudukaTbl K gaHHOMY YLI.

daiinbl KoHpUrypaummn wabnoHoB cepTUHUKATOB M MNOAUTUKM UMEH MNpeacTaBnatoT
coboin TekcToBble pannbl, coaepx allne CTpOKM onpeaeneHHoro gopmara.

d®annbl KOHdUrypaunmm wabnoHoB cepTUPUKATOB U TMOJUTUK WUMEH
OOJIKHbI 6bITb COXpaHeHbl B kognposke UTF-8.

®opmMaT cTpokm danna KoHdpurypaumm KOMMNOHEHT uMeHu [Monb3oBaTtens (MOMNTUKK
MMEH):
DisplayName='cTpoxoBoe 3HaueHue DisplayName' Name ='CrTpokoBoe 3HaueHue Name'

OID='3uauenme OID' Order='l..n' Required='true|false',6 rge

> DisplayName = oTtobpa)xaeMoe MM KOMMNOHEHTa UMEHN;

Name - cTpoKOBbIN NAEHTUMOUKATOP KOMMOHEHTa UMEHMU;

OID - cooTtBeTcTBYOWMIN OID KOMNOHEHTA MMEHU;

Order — NopsiAOK KOMMOHEHTa UMeHW B WabnoHe NMeHu;

Required = dnar ykasbiBatowmii Ha 063aTe/IbHOCTb KOMMNOHEHTA UMEHM.

vV V V V

Mpumep:
DisplayName='VmMa' Name='CN'OID='2.5.4.3' Order='1l' Required='true'

DisplayName="'3SmekTpoHHas noura' Name='E' OID='1.2.840.113549.1.9.1"
Order='17"'" Required='false'

DisplayName="'CrpaHa/perrod' Name='C'OID='2.5.4.6'0Order="9'Required="false'
DisplayName='Peruou' Name='S' O0OID='2.5.4.8'Order='3"' Required='false'

DisplayName="'Hacenéuueni nyHkT' Name='L' OID='2.5.4.7'Order="'4"
Required='false'

DisplayName="'OpraHnuzauusa' Name='0O' 0ID='2.5.4.10'Order='5"' Required='false'

DisplayName="'llogpaznejseume' Name='OU' OID='2.5.4.11'0Order='6"
Required='false'

DisplayName='OI'PH' Name='OGRN' OID='1.2.643.100.1'Order='7"' Required='false'

DisplayName='VHH' Name='INN' OID='1.2.643.3.131.1.1'Order="8"
Required='false'

dopmMaT 3anucu danna wabnoHoB cepTUPMKaTOB:
[MiMa wabinoHa TemplateName]
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OID1
OID2

W T.4., rae

» TemplateName - nmsa wabnoHa cepTudmnkaTos;
» OID - naeHTndnKaTop yay4dleHHOro NCNOAb30BaHUS K/oya, BXoAALWMI B WabnoH.

MpumMep:
[BpeMeHHBM cepTuduxatT Ilonbp3oBaTeng YII]
1.2.643.2.2.34.2
1.2.643.2.2.34.6
1.3.6.1.5.5.7.3.2

[BpeMeHHHM cepTuduratT Onepartopa YII]
1.2.643.2.2.34.2
1.2.643.2.2.34.5
1.3.6.1.5.5.7.3.2

4.6.3.7. NpeobpasosaHne XML-AOKYMEeHTOB

Komanpaner Add-DssSignServerTransformPlugin
Ncnonb3yeTcs ans perncrpaunm XML-npeobpasoBaHus.
CuHTaKcumc:

Add-DssSignServerTransformPlugin [-DisplayName <string>] —-Assembly <string> -
<string> -Identifiers <string[]>

Tabnuua 95. NapameTpbl koMaHaneta Add-DssEnrollment

MapameTp Tvn OnucaHune

Uma sk3emnngapa Cepsuca lNoanucu. Ecnu
DisplayName string 3HayeHuMe He yKasaHo, byaeT ncnosb3oBaH
3K3eMMNAap, HasHa4YeHHbIV Mo YMOJYaHUIO.
MyTb kK c6bOpKe, coaepxKalleln peannsaunto
npeobpasoBaHus. Mo yMOAYaHUIO NOUCK
Assembly string byaet ocywectenaTbcs B nanke <Mytb
yctaHoBku DSS> /Plugins/Transforms
(ecnun He yKa3aH MOJIHbIA MYyTb).
MMs knacca B yka3aHHOM cbopke,

ClassName string HenocpeacTBeHHO peanusyrowero XML-
npeobpasoBaHue.
Cnucok naeHTUdmKaTopos,

Identifiers string [] COOTBETCTBYHOLLNX PETUCTPUPYEMOMY
npeobpasoBaHuIo.

Komananert Get-DssSignServerTransformPlugin
Ncnonb3yeTcs ANns nosyvYeHmns Crnncka 3apeructpmpoBaHHbiXx XML-npeobpasoBaHuii.
CuHTaKCcuUC:

Get-DssSignServerTransformPlugin [-DisplayName <string>] [-Identifier
<string>]
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Tabnunua 96. NapameTpbl koMmaHaneta Add-DssEnroliment

MapameTp Tvn OnucaHue
Nmsa sk3emnnapa Cepsuca Mognucn. Ecnn 3HavyeHne He
DisplayName string yKkasaHo, 6yaeT ncnosb3oBaH 3K3eMnasp, HasHaYEHHbIN No
YMOJI4aHuUIO.

Ecnu 3agaHo, KoMaHANET BO3BpallaeT npeobpa3oBaHue,
KOTOpoe 6bI/10 3aperMcTpMpoBaHo Ana A4aHHOro
naeHTudunkaTopa. B npoTMBHOM cnyyae BO3BpallaeTcs
MOJIHbIA CMUCOK 3aperMcTpMpoBaHHbIX Npeobpa3oBaHMii.

Identifier string

Komananer Remove-DssSignServerTransformPlugin

Ncnonb3yetcsa ans yaaneHusa XML-npeobpa3zoBaHus € 3a4aHHbIX NAEHTUHUKATOPOM.

CuHTakcumc:
Remove-DssSignServerTransformPlugin [-DisplayName <string>] -Identifier
<string>
Tabnunua 97. Napametpbl komaHaneta Add-DssEnroliment
MapameTp Tun OnucaHue

Nmsa ak3emnnsapa Cepsuca NMognucu. Ecnm
DisplayName string 3HaYyeHue He yKasaHo, byaeT ncnonb3oBaH
3K3eMnasp, Ha3HaYeHHbIW N0 YMOSIYaHUIO.

Identifier string NpeHTndukatop yaansemoro npeobpasoBaHus

4.6.4. Npumep PowerShell-cueHapua ANA HaCTPOUKM
CepBuca lNoanucwum

[aHHbIA cueHapwuii 3a4aéT MMHMMaNbHO HeobxoanMbie HacTpoikm Cepsuca Mognucu.

# Co3maHMe HOBOTO B5K3EMIIgpa KOMIOHeHTa CepBuc llomnucu

New-DssSignServerInstance -SiteName "Default Web Site" -ApplicationName
SignServer -SQLServerName “.\SQLEXPRESS” -DisplayName SignServer

# BBOI oOTHeUaTKa CEPBUCHOTO CepTudMKaTa

Set-DssProperties -ServiceCertificateThumbprint <OrneuaTok cepTudmkarTa
KOMIIOHEHTa>

#0obaByenure HSM-nporarmepa C¢ MacTep Kiouom

Add-DssCryptoProvider -Typeld < GostWithMasterKey> -ProviderName "Crypto-Pro
HSM Svc CSP" -ProviderType 75

#PeI‘MCTpaLU/IH O6pa6OT‘H/IKa, OoTBEeUarmero 3a I'€eHepallMio 3allpoCa Ha CepTT/I(_IJMKaT

Add-DssEnrollment —-Type EnrollOutOfBand —-EnrollName <JVMa obpaboTumka> -
RdnConfig <IyTbr x damnny nomuTuky mMmeH> TemplatesConfig <MOyTb k darny mabioHOB
cepTudmUKaTOB>

# HacTpolika OTHOWEHUN IOOoBepus C leHTpoMm MmneHTubOMKALMU

Add-DssClaimsProviderTrust -IssuerName realsts -Thumbprint <OTneuaTok
ceptudmkaTa lleHTpa MOoeHTUOMKALINM>

# BBOI BpPEMEHHOM JIMIIEH3UN
New-DssLicense
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Mpumep peructpaumnmn Cepsuca lNMognucm B KayecTBe OOBEPEHHOMN CTOPOHbI Ha LleHTpe
NoeHTudunkaymu:

Add-DssRelyingPartyTrust -Name "SignServer" -MetadataUri
http://<signserver host>/SignServer/FederationMetadata/2007-
06/FederationMetadata.xml

MNpuMep HaCTPOMKKN aZipecoB CNyXx6 LITaMNoOB BPEMEHMU:

#3amanuyre ciyx0 MTaMIOB BPEMEHU

SnewTsp = New-Object -TypeName CryptoPro.DSS.Common.Service.TSPService
#3amaHue azpeca

SnewTsp.Url = "http://cryptopro.ru/tsp/tsp.srf"
#3anaume mmeHTUdOMKATOPA

SnewTsp.Name = "testtsp"

#3amanure oTobpaxaeMoro MMEHU

SnewTsp.Title = "TectoBas TSP canyxba KPUITO-IIPO"

SnewTsp2 = New-Object -TypeName CryptoPro.DSS.Common.Service.TSPService

SnewTsp2.Url = "http://tsp.cryptopro.ru/tsp/tsp.srf"
SnewTsp2.Name = "csptsp"
SnewTsp2.Title = "TSP cayxBa KPUITO-IIPO"

# ®opMMPYEM CIMCOK CJIyX0O MTaMIOB BPEMEHMN.
SnewTspList = S$newTsp, S$newTsp2

# PerucTpupyeMm CayxObl WTaMIOB BpeMeHu Ha CeBpuce Ilonnmucu
Set-DssProperties -TsplList $newTspList

MpuMep HACTPOMKN KOHEUYHbIX TOYEK:
# PasMep BXOIAUMX/MCXOOAMMX COOOmMEeHUM yBenmumBaem no ~50Mb
# Time-out npméma/mepenaum COOOMWEHUN yBEeJMUMBAEM OO 1 MMHYTEH

Set-DSSEndpoint -MaxRecieveTimeOut 60 -MaxSendTimeOut 60 -MaxMessageSize
50000000

MpuMep BKAOYEHUS XYPHANMPOBaHUS:

# HacTpolika XypHaJIUMPOBAHUS COOBITHMA

Set-DssSignServerTracing -ServiceModellListenerLogFile
C:\dsstrace\SignServer.svclog -ServiceModellListenerSourcelLevel All

# HacTpolka XypHaJIMPOBAHUS COOOIMEHMNA

Set-DssSignServerTracing -ServiceModelMessageLoggingListenerLogFile
C:\dsstrace\SignServerMessage.svclog -
ServiceModelMessagelLoggingListenerSourcelLevel All

# BKJIOUEHME XYPHAJIMPOBAHUS

Enable-DssSignServerTracing

4.7. Hactpouka Be6-uHrepcenca NonbsoBarens

Beb-uHTepderic Tlonb3oBatena npepocrtasnset [lonb3oBatensMm rpadumyeckui
nHTepderic ana pabotbl ¢ CepBMcoM DneKTpoHHOW Moanucu.
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4.7.1. NMocnepoBaTeNbHOCTb LWWAroB MO HACTpoMke
3K3eMmJiApa KOMIMOHEHTAa «Beb-nHrepdenc
NMonb3oBaTtensa»

[aHHbIl pa3gen PykoBoACTBa onpefensieT NocneAoBaTe/lbHOCTb U NOPAA0OK AEACTBUIA
Nno pasBopa4yMBaHUI0 N HACTPoMKe 3K3eMnisipa KOMNoHeHTa Be6-uHtepdelic Monb3oBaTtensa B
pexuMe «C Hyns».

NMpeaBapuTesbHbie YCNOBUA:

> YctaHoBneHHas ponb Cepep npunoxenuin (IIS) (cM. pasgen 3.1);

» HacTtpoeHHas npussaska https Ha Cepsepe npunoxenunn (1IS);

> BbINyLEHHbIN WU  YCTAHOBJIEHHbIN  CEPBUCHLIN  cepTudukaTt Beb-uHTepdeiica
Monb3oBaTtensa (cM. pasgen 6.2).

Bba3oBan nocnenoBaTesibHOCTb LUAroB No HacTpoilike (ob6a3aTenbHble):
1. CospaHune ak3emnnsipa Beb-uHtepdelica Nonb3oBaTens (cMm. pasgen 4.7.3.1)

Ha paHHOM ware 6yner co3zaHo Beb-npunoxeHue Ha CepBepe npunoxeHuin IIS,
3aperncTpmpoBaHbl XypHanbsl Windows.
2. HacTpolika cepBucHoro ceptudgmukata Beb-nntepdeiica NMonb3osatens (cMm. pasaen
4.7.3.1)

Ha paHHOM ware »3k3emnnsapy Beb-uHtepdenca Tonb3oBatensa Ha3HavaeTcs
CEpPBUCHbIN cepTUdMKaT, KOTOPbIA MCNOMb3YyeTCsa A ayTEHTUMUKAUUN NPU MEXCEPBUCHOM
B3aMMOAENCTBUM.

Heobxoammo BblaaTb NpaBa Ha AOCTYM K 3aKPbITOMY K4y cepTudukaTta
YYETHOM 3anmcm nog KoTopon paboTtaeTr nyn npunoxeHums Beb-
uHTepderica Nonb3oBaTens (cMm. pasaen 6.2).

3. Hactporika agpecoB Cepsuca lNoanucu n LeHTpa WaeHTudukaumm (cM. pasgen
4.7.3.3).
Ha naHHoM ware 3agatoTcsa agpeca Cepsuca lNMoanucn un UeHTtpa NaeHTudukaumm ans
MeXCepBMUCHOro B3auMOAENCTBUS.

4. HacTpomka napaMeTpoB MNpoToKosa ayTeHTudwukaumm ws-federation passive
reguestor profile.

Ha gaHHoM ware AgMunHuUcTpaTop 3a4aéT napameTpbl Ana ayTteHTudukaumm Ha Beb-
nHTepderice MNMonb3oBaTensa npu noMowmn komaanerta Set-DssFEWSFederationSettings.

5. HacTponka oTHoweHuni gosepus ¢ LleHTpom UaeHTudukaumm (cm. pasgen 4.7.3.2)

Ha paHHOM wWware ycTaHaBNMBalOTCA OTHOWeEHUS AoBepus Mexay LleHTpom
NoenTndumkaumm wn  Beb-uHTepdencom Tlonb3oBaTens, KoTopoe Heobxoagumo Ans
ayTeHTudmkaumm MNMonb3osaTtenen n OnepatopoB Ha Beb-nHtepdeince Monb3oBaTtens.

HacTpoiika BbINOAHSAETCA B ABa Lara:
» Peructpauusa Ha Beb-uHtepdeiice Nonb3osaTtensa UeHTpa aeHTudukaummn B Kadectse
[OBEpeHHOro usgartens Mmapkepos 6esonacHoctu (cMm. pasgen 4.7.3.2).

» PerucTtpauus Ha UeHTpe UaeHTudukaummn Beb-mHtepdelica MNMonb3oBatens B KadecTse
AOBEpPEHHON CTOpoHbI (CM. pasaen 4.5.8.7).
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K MOMeHTy BbINO/IHEHMS wWwara 5 B HacTpolike Beb-uHTepdelica
l{'j Monb3oBaTenss  AO0/HKEH  6bITb  pa3BEpHYT 3k3emnnsAp  LleHTpa
NaeHTudunkaumm.

MNMocne BbIMO/IHEHUA MNEPEYUCTIEHHbIX HACTpPoeKk AocTyn K Beb6-uHTepdeiicy
Monb3oBaTeNnsl OCyLWEeCTB/SETCS Mo YMOJYAHUIO MO C/IeAyoLWMM CCbINIKaM:

Beb6-uHTtepdeiic CepBuca NMNoanucu:
https://<hostname>/Frontend

JInuHbIN KabuHet Nonb3oBatena/Oneparopa:
https://<hostname>/STS/Users

Mpumep PowerShell-ckpunta pna  HacTtpolikn  Beb-uHTepdelica [lMonb3oBaTtens
npueenéH B pasaene 4.7.4.

AdononHuTenbHble AeCTBUA NO HacTpolke (ONUMOHANIbHO):
> Kactomuzaumsa Beb-nHtepderica MNonb3oBaTtens

AOMUHUCTPATOpP MOXET M3MeHUTb oTobpaxaemble Ha Beb-mHTepdeice MNonb3oBaTtens
norotunsl, UBeTa nHtepdemnca, useta wWpudToB, 3arosIoBKK 1 T.Mn. NoapobHee 0 KacToMM3aumn
CM. pasgen 4.7.3.6. Takke AAMUHUCTPATOp MOXeET U3MEHWUTb MEpPBYID CTpaHuuy, KOoTopas
oTobpaxaetcs lNMonb3oBaTtento Npu Bxoae Ha Beb-uHTepdelic. Mo ymonyaHuoo oTobpaxkaeTcs
CTpaHuua NpuMBeTCTBUS.

> Busyanusauumsa 4OKYMEHTOB

AOMUHUCTPATOP MOXET HACTpPOUTb OTObpaxeHne AOKYMeHTOB B Beb-unHTepdernce npu
noanuvcaHum un wnoposaHun. NMogpobHee 06 oTobpaxxeHNM AOKYMEHTOB CM. pasaen 4.7.3.5.

> HacTpolika pa3mepa noAnucbiBaeMbiX JOKYMEHTOB

AAMWUHUCTPATOP MOXET OrpaHWYUTb MaKCMMalbHbI pa3Mep [AOKYMEHTa, KOTOpbIi
MoXeT 6biITb noanucaH depes Beb-uHTepdelic lMonb3osatena (cM. pasgen 4.7.3.1). To
YMOSIYaHUIO, MaKCUMasbHbIA pa3Mep AOKYMeHTa paseH 5Mb.

> WHTerpaumnsa c CepsucoM lMposepku Moanncm (Kpuntollpo SVS 2.0)

AOMUHUCTPATOP MOXET BKIOUUTb OTOBpaxkeHne [OMNOSIHUTENbHbIX BKaAoK Ha Beb-
nHTepderice NMonb3oBaTens Ansg NpoBepku nognmcm u ceptudukarta (cM. pasgen 4.7.3.1). Ans
BbIMNOJIHEHMS AAaHHOro AencrTeus Heobxoammo, 4Tobbl 6bin1 ycTaHoBAEeH M HacTpoeH CepBUC
Mposepku Moanucwu.

> OTobpaxeHune XypHana ayauTa

AAMWHUCTPATOP MOXET BKIUYUTbL OTOBpaxeHue xypHana Cepsuca Ayamta Ha Beb-
nHTepoerice lMonb3osatens (cM. pasaen 4.7.3.1). [Ana BbINO/SHEHWA AaHHOW onepauuu
HeobxoamMo, 4yTobbl 6bIN1 YyCTAaHOBNEH M HacTpoeH kKomnoHeHT Cepsuc Ayauta (CM. pasgen
5.5).

4.7.2. O6beKTbl agMUHUCTPUPOBAHUSA

Ha Puc. 30 npuBeneHa cxema 06beKTOB, AOCTYMHbIX 4S9 aAMUHUCTPUpPOBaHMs Ha Beb-
nHTepderice Nonb3oBaTens.
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3kzemnnap Beb-
— uHTepdeiica .
MNonezoeartens

MpoTokon
W5-Federation

HacTpoiium

[JoeepeHHble
u3paTenu

Y

SkEemMmnaApa

API

MuTerpayma no HTTP

Y

HypHanupoBaHue

Y

RacTomusayma

OtobpaweHue

OOKYMEHTOE

Puc. 30 — O6bekTbl aaMUHUCTpMpOBaHus Beb-nHtepdenca MNonb3osaTtens

Tabnuua 98. Cnncok KOMaHANETOB KOMMOHeHTa Beb-uHtepderic Nonb3oBaTtens

0O61beKTbI
aAMMWHUCTPUPOBAHUA

KomMmaHaner

New-DssFEInstance

Remove-DssFEInstance

HacTtpoiiku

Get-DssFelnstance

3K3eMNadpa

Set-DssFEProperties

Get-DssFEProperties

Update-DssFEInstance

OnuncaHune

O6beKkT oTBEYaET 3a
ynpaB/ieHME 3K3eMMNIApamMu
Beb6-nHtepdeiica
Monb3oBaTens.

Add-DssFeClaimsProviderTrust

Get-DssFEClaimsProviderTrust

[oBepeHHblE U3gatenu

Set-DssFEClaimsProviderTrust

Remove-
DssFEClaimsProviderTrust

O6beKkT oTBEYaeT 3a
HaCTPOMKY OTHOLLEHMUN
nosepusa ¢ LleHTpom
naeHTndunkauymu.

[MpoTtokon WS-
Federation

Get-DssFEWSFederationSettings

O6bekT oTBEYaET 3a
HacTpolky npoTtokona WS-
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0O61beKTbl
KomMmaHaner OnuncaHune
aAMMUHUCTPUPOBaHUA

Set-DssFEWSFederationSettings

Federation ¢ UM/ KpunTtollpo
DSS.

WNHTerpauma no HTTP-

Add-DssFETrustedWebapplication

Enable-
DssFETrustedWebapplication

API

Disable-
DssFETrustedWebapplication

Get-DssFETrustedWebApplication

Remove-
DssFETrustedWebApplication

O6beKkT oTBEYaEeT 3a
HaCTPOMKM B3aUMOAENCTBUS
c Beb-nHTepdencom
WHTErpupyeMoi CUCTEMbI MO
HTTP API.

OtobpaxeHue

Get-DssFEConverterPlugin

Add-DssFEConverterPlugin

O6beKkT oTBEYaEeT 3a
BU3yanm3auunto A0KYMEHTOB

Get-DssFETracing

OOKYMEHTOB npwu nx 3arpyske B Beb-
NHTepdelic Monb3oBaTtens.
Remove-DssFEConverterPlugin
Get-DssFECustomization
O61beKT oTBEYaET 3a
KacTtomMmnsauus Set-DssFECustomization HacTpouKy 0Tc36pa>|<eHM;|
Beb-nHTepdenca
[Nonb3oBaTens.
Reset-DssFECustomization
Enable-DssFETracing
06beKkT «XXypHanunpoBaHune»
Disable-DssFETracing oTBevaerT 3a
XypHanupoBaHue XXYPHannpoBaHMe CeTeBbIX

B3aMMoaencTeuii (cMm.

pasgen 7.3).
Set-DssFETracing
4.7.3. AABMMHUCTpUMpOBaHue KOMMOHEHTa «Beb6-
nHrepdenc NMNonb3osarensa»
HacTpolika KoMmnoHeHTa «Beb-uHTtepdenc Tllonb3oBaTensa» oOcCywecTBaseTcs C

nomowlbto Windows PowerShell.

KoMaHAbl

AAMNHUCTPUPOBAHNA BKJ/THOYEHDI

B MOAy/b

CryptoPro.DSS.PowerShell.Frontend. [1nsa noncka HeobxoamMMoro kKomMmaHaseTa nepengmte
B O6beKkTbl aAMUHUCTPMpoBaHua (cM. Pasgen 4.7.2) n Bbibepute 06beKT, UbM MapamMeTpbl

HeobXxoaMMO HaACTpPOUTb.

4.7.3.1. HacTpoikm a3k3eMnaspa

KomaHnanetr New-DssFEInstance

Co3paéT HOBbIN 3K3eMMNsap KOMNOHeHTa Beb-nHtepderic Monb3oBaTtens.

K OCHOBHbIM NapaMeTpaM OTHOCATCS:
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» HasBaHue Beb-calita IIS, Ha KOTOpPOM crieayeT pa3BepHyTb BeG-NMpunoxeHne cepeepa
rnoanvcu.
> oTobpaxaemoe nmsa sksemnnspa Beb-uHtepdeiica Monb3oBartens.
CuHTakcumc:
New-DssFEInstance —-SiteName <stirng> [-ApplicationName <string>] -DisplayName

<string>

Tabnuua 99. NapameTtpbl komaHaneTa New-DssFEInstance

MNMapameTp T™vin OnucaHue

HasBaHune Beb-caliTa, Ha KOTOPOM C/ieAyeT pa3BepHyTb
Beb-npunoxeHne Beb-nHtepdenca Nonb3osartens.

Ha3BaHune Beb-npunoxeHus Beb-nHtepderica
Monb3oBaTens.

Ecnn napameTp He 3agaH, UCMNOMIb3YETCA 3HAYEHNE
Frontend.

OTobpaxaemoe nms ak3emnnsipa Beb-nHtepdeiica
lMonb3oBaTens.

SiteName string

ApplicatonName string

DisplayName string

KomaHanetr Remove-DssFEInstance

YpanseT co3faHHbI 3K3eMnasip KoMnoHeHTa Beb-uHtepdelica MNonb3oBaTtens.
CuMHTaKCuUC:
Remove-DssFEInstance [-DisplayName <string>]

KomaHanet Get-DssFEInstance
BbIBOAMT Ha KOHCOMb CMNCOK 3K3eMnasipoB Beb-mHTepdelica Monb3oBaTtens.

CuHTaKcumcC:
Get-DssFEInstance

Komanpaner Set-DssFEProperties

KomaHanetr Set-DssFEProperties no3sonser 3a4aTb OCHOBHble mMapaMeTpsbl
KOMMNoHeHTa «Beb-nHTepdeic Monb3osatensa». K 0CHOBHbIM NapaMeTpaM OTHOCAT:

» URL-agpec Cepsuca lNMoanucu;
» URL-agpec LleHTpa NaeHTudurkaumm;
» oTneyaTok cepTudmkaTa Beb-nHtepdeliica Nonb3oBaTtens.

CuHTaKcumc:
Set-DSSFEProperties [-SignServerAddress <string>] [-StsAddress <string>] [-
ServiceCertificate <string>] [-VsAddress <string>] [-CmisAddress <string>] [-
AnalyticsServiceAddress <string>] [-IndexPage <FrontendIndexPages> {Sign |
Encrypt | Decrypt | VerifySign | VerifyCertificate | CertificatesList}] [-
MaxIISContentLength <uint32>] [-RequireMutualHttps <bool>] [-DisplayName
<string>]

Tabnuua 100. MapameTpbl komaHaneta Set-DssFEProperties

MapameTp OnucaHue

DisplavName strin OTobpaxkaemoe nmsa sk3emnnspa Beb-
piay 9 MHTepderica MNMonb3oBaTens.
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MapameTp Tun

OnucaHue

URL-agpec Cepsuca lMoanucu.
Mpumep:

SignServerAddress string http://<hostname>/<SignServiceApp
Name>/SignServiceExR.svc/token/nos
C
URL-agpec LeHTpa NoeHTndukaumn:
. Mpumep:
StsAddress string https://<hostname>/<StsAppName>/
Active.svc/service
ServiceCertificate string OTneanovK ceptudukara Beo-
nHTepderica NMonb3oBaTtens.
URL-aapec Cepsuca lNposepku
Moanucw.
VsAddress string Mpumep:
http://$HostName/$SVSAppName/rest
/api
FrontendIndexPages
BoO3MOXHble
3Ha4YeHus: .
Si 3apaéT nepsyto oTobparkaemyto
ign N
IndexPage Encrvot CTpaHuuy Beb-uHTepdelica
yP Monb3oBaTtens.
Decrypt
VerifySign
VerifyCertificate
CertificatesList
MakcmManbHbI pa3Mep KOHTEHTa,
MaxIISContentLength  Uint32 KOTOpbIA MOXHO 3arpy3uTb B BE6-
npunoxenune (B 6anTax). Mo
yMofiyaHuio paseH 4 Mb6aur.
Appec koMnoHeHTa «CepBuc AyauTta».
Mo ymon4yaHuio agpec nMeet
. . . cneaywowmm sma;:
AnalyticsServiceAddress string https://<ums
MawmnHbl>/AnalyticsService/analyticss
ervice.svc/issuedtoken/transport/nosc
RequireMutualHttps bool TpeboBaTb coeamHeHuns no https c

ABYCTOPOHHEN ayTeHTUdUKaUnen.

KomaHpaner Get-DssFEProperties

KomaHanet Get-DssFEProperties nossonser otobpasuTb OCHOBHble nNapaMeTpbl Beb-

nHTepderca Nonb3osaTens.
CuHTaKCcuUC:

Get-DssFEProperties [-DisplayName <string>]

KomaHpanet Update-DssFEInstance

O6HOBNSAET 3K3EMMAP KOMMNOHEHTa Beb-nHTepdeiic Monb3oBaTens nocine yCcTaHOBKU

HOBbIX 6MBNNOTEK.

CuHTakKcuc:

Update-DssFEInstance [-DisplayName <string>]
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4.7.3.2. loBepeHHble nsaartenm

KomaHpner Add-DssFEClaimsProviderTrust

[JobaBnaer oTneyatok cepTuduKkaTa NOANMUCKM MapkepoB 6€30MacHOCTM B CMMCOK
OOBEPEHHbIX U3gartenen Mmapkepos 6e30MacHOCTM.

CuHTaKkcuc:

Add-DssFEClaimsProviderTrust [-DisplayName <string>] -IssuerName <string> -
Thumbprint <string>

Tabnuua 101. MapameTpbl koMaHaneta Add-DssFEClaimsProviderTrust

MNMapameTp T™vin OnucaHue
. . OTobpaxaemoe nmsa aksemnnsipa Beb-nHtepdelica
DisplayName string P P o
Monb3oBaTens.
IssuerName string NMa poBepeHHOro usgartens.
Thumbprint string OTnevaTok cepTudurKaTa 4OBEPEHHOrO nlgartens.

KomaHpnert Get-DssFEClaimsProviderTrust

Mcnonb3yeTcsa Ans BbiBOAA HA KOHCO/b 3aperMcTpMpoBaHHbIX AOBEPEHHbIX nlgaTtenemn
MapkepoB 6e3onacHocTu. OTobpa)xkaeTcssi CTPOKOBOW MAEHTUdUKATOP nlgaTens u oTneyaTok
cepTudmkaTa Kjo4a No4nucHK.

CuHTakKcuc:

Get-DssFEClaimsProviderTrust [-DisplayName <string>]

KomaHpanet Set-DssFEClaimsProviderTrust

Mcnonb3yetca Ans M3MeHeHUs oTnedyatka cepTudukata [OBEPEHHOro msgatens
MapKkepoB 6e30nacHOCTW.
CHUHTaKCcUC:

Set-DssFEClaimsProviderTrust [-DisplayName <string>] - IssuerName <string>
-NewThumbprint <string>

Tabnuua 102. NapameTpbl koMmaHaneTa Set-DssFEClaimsProviderTrust

MapameTp Tun OnucaHue

Nmsa sk3emnnsapa Beb-nHtepdelica Monb3osatens. Ecnm
DisplayName string 3Ha4yeHuMe He ykasaHo, 6yaeT MCNosb30BaH 3K3eMnaap,
Ha3Ha4YeHHbIN MO YMOAYaHUIO.

IssuerName string YHuMKanbHoe MMA nsgaTens MapkepoB 6e30MacHOCTY.

HoBbIi 0TnevyaTok cepTudmkaTa noanMcn MapKepos

NewThumbprint string 6e30naCcHOCTH

KomaHpgnetRemove-DssFEClaimsProviderTrust
Mcnonb3yeTtca ansa yaaneHust 4OBEPEHHOIO U3agaTensa MapkepoB 6e30macHOCTU.

CuHTaKcuc:

Remove-DssFEClaimsProviderTrust [-DisplayName <string>] - IssuerName <string>
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Tabnuua 103. NapameTpbl kKoMaHaseTa Remove-DssFEClaimsProviderTrust

MapameTp OnucaHue

Nma sk3emnnsapa Beb-uHTtepdelica MNonb3osaTtens. Ecnm 3HaveHune
DisplayName string He ykasaHo, 6yAeT ncnonb3oBaH 3K3eMNASAP, Ha3HaYEHHbIN NO
YMOJI4aHuUIO.

IssuerName string YHWKanbHoOe UMA nlpatens Mapkepos 6esonacHocTw.

4.7.3.3. NpoTtokon WS-Federation

Komananert Set-DssFEWSFederationSettings

[aHHbIA KOMaHA/eT NUCNOb3yeTcs ANS u3MeHeHust Hactpoek WS-Federation. K HuM
OTHOCATCA:

» appec UeHTtpa UaeHtudukaummn Kpunrtollpo DSS;
» aapec Beb-uHTtepderica NMonb3osatens Kpuntollpo DSS;
» aapec pgosepeHHoro LleHTpa NaeHTudmkaumm B gomeHe lMonb3oBartens.

CuHTaKCumC:
Set-DssFEWSFederationSettings [-DisplayName <string>] [-Issuer <string>] [-
Realm <string>] [-HomeRealm <string>] [RequireHttps <bool>]

Tabnuua 104. NapameTpbl kKoMaHaneTa Set-DssFEWSFederationSettings

MapameTp Tun OnucaHue

Nma ak3emnnsapa Beb-uHtepdelica MNonb3osaTtens. Ecnm 3HadeHune
DisplayName string He yka3aHo, 6yAeT UCnonb30BaH 3K3eMnaap, Ha3Ha4YeHHbIM Mo

yMoOJI4aHuIo.

URL-agpec UeHTpa MaeHTudunkaumm Kpuntollpo DSS.
Issuer string [lo ymMOn4yaHWio MeeT 3Ha4YeHuns:

https://<host_name>/sts/sts/issue/

URL-agpec Beb-nHtepdenca Nonblosatena Kpuntollpo DSS.
Realm string [lo ymMOn4yaHWio MMeeT 3Ha4YeHuns:

https://<host_name>/frontend/

URL-agpec UeHTpa UaeHTndukaumm. Mo yMmon4aHuio He
3anoJiHSeTCs, 3ape3epBMpoBaH AN AasibHENLWero Ncnosib30BaHus.

HomeRealm  string

RequireHttps bool TpeboBaTb 3aLMLWLEHHOrO0 COEANHEHMS.

Komanpaner Get-DssFEWSFederationSettings

[aHHbIA KOMaHANET MCMNOb3YeTCa A1 BblBOAA Ha KOHCONb HacTpoek WS-Federation.
CuHTaKcumc:
Get-DssFEWSFederationSettings [-DisplayName <string>]

4.7.3.4. NuTterpauma no HTTP-API

Komananer Add-DssFETrustedWebapplication

KomaHnanet nossonsieT fobasntb Be6-nHTEPdENC MHTErPMPYEMON CUCTEMBI, C KOTOPOIro
npu nonbiTke ayTeHTUduMKaumm 6yaeT nponcxoamTb nepeHanpassieHMe Ha Beb-uHTtepdeiic
Monb3oBaTens. Micnonb3yeTca A5 HAaCTPOMKM nHTerpaumm ¢ nomowbto HTTP-API.
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CuMHTakKcuc:

Add-DSSFETrustedWebApplication -Name <string> [-BackPostUrls <List[string]>]
[-DisplayName <string>]

Tabnuua 105. MapameTpbl koMaHaeTa Add-DssFETrustedWebapplication

MNMapameTp Tvin OnucaHue

HasBaHune Beb-calTa, Cc KOTOporo 6yaeT oCyLecTBAATbLCS

Name string
nepeHanpasneHue.

BackPostUrls string URL mnnn mHoxectBo URL AOBEpPEHHbIX MPUOXEHUNA.

OTobpaxaemoe nmsa sksemnnsipa Beb-nHtepdelica

DisplayName strin
play 9 Monb3oBaTens, ANs KOTOPOro HacTpanBaeTCcs MHTerpaums.

KomaHanet Enable-DssFETrustedWebapplication

KoMaHaneT no3BosseT BKAUYNTbL NepeHanpasaeHne Ha Beb-nHtepdelic NMonb3oBatens
c pobaBneHHOro paHee AOBEPEHHOIO NMPUOXKEHMUS.

CuHTakcuc:
Enable-DSSFETrustedWebApplication [-DisplayName <string>]

Komanpaner Disable-DssFETrustedWebapplication

KoMaHAeT Mo3BOSISIET  OTK/OYUTL  MepeHanpaBneHMe Ha  Beb-uHTtepdelic
Monb3oBaTens ¢ 406aBNEHHOr0 paHee AOBEPEHHOr0 NPUOXEHUS.

CuMHTaKCcuUC:
Disable-DSSFETrustedWebApplication [-DisplayName <string>]

Komananert Get-DssFETrustedWebapplication
KoMaHaneT no3sosseT NosyvYnTb CMUMCOK AOBEPEHHbIX MPUIOXKEHWUNA.

CuHTakcuc:
Get-DSSFETrustedWebApplication [-Name <string>] [-DisplayName <string>]

Komananetr Remove-DssFETrustedWebapplication
KoMaHANEeT No3BonsSeT yaanuTb A4OBEPEHHOE MPUSIOXEHME.

CuvHTakcuc:
Remove-DSSFETrustedWebApplication [-Name <string>] [-DisplayName <string>]

4.7.3.5. OTo6paxeHne LOKYMEHTOB

Komananert Get-DssFEConverterPlugin

[aHHbIi KOMaHANEeT UCMONb3yeTCcs ANS BbIBOAA HA KOHCOJIb BCEX 3apermcTpMpOBaHHbIX
naarvHoB Ansa npeobpasoBaHMsa JOKYMEHTOB.

CuHTaKkcuc:
Get-DssFEConverterPlugin [-DisplayName <string>]

Komananer Add-DssFEConverterPlugin

Peructpaums HOBOro nnarvHa ans npeobpasoBaHUs 4OKYMEHTOB.
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CUMHTaKCcuUcC:

Add-DssFEConverterPlugin [-DisplayName <string>] -FileExtension <string> -
Assembly <string> [-Classname <string>] [-Priority <int>] [-Parameters
<Hashtable>]

Tabnuua 106. MapameTpbl koMaHaneta Add-DssFEConverterPlugin

MNMapameTp T™vin OnucaHue

FileExtension string PacwmnpeHue nokyMeHTa.

MonHbIM NyTb Ao danna cbopku naarmHa.

B kauecTBe 3HaYeHUa AAHHOrO NapaMeTpa MOXHO
ykasaTb Tonbko umsa dll ¢panna cbopku, B 3TOM cnyyae
NOSTHBIN NYTb 6YAET OTCUYMTLIBATLCSA OTHOCUTENbHO
OVPEKTOPUN:

<MyTb yctaHoBkn>\Plugins\Converters\<Tun nnarnHa>.
Nmsa knacca, peanusyrwero nutepdeinc
IDSSDocumentConverter.

MpuopuTeT NnarnHa OTHOCUTENBbHO OCTaNbHbIX
Priority int 3aperncTpupoBaHHbIX 4719 AaHHOr0 pacluupeHuns
nJarvHoB.

Assembly string

Classname string

Parameters Hashtable [ononHutenbHbie NapaMeTpbl NaarvHa.

B PowerShell ang 3agaHna napametpa tuna Hashtable moxxHo npuMmeHnTb crieayoLyo
KOHCTPYKLMIO:

@{paramName;=paramValue:;; paramName,=paramValue;;..;paramNamey=paramValuey}

roe paramNamei, paramValuei - Ha3BaHWe 1 3HaYeHUe napaMeTpa COOTBETCTBEHHO.

Komananetr Remove-DssFEConverterPlugin
YpaneHue 3aperMcTpMpoBaHHOro naarvHa ansa npeobpasoBaHus.
CuHTaKcumc:

Remove-DssFEConverterPlugin [-DisplayName <string>] -FileExtension <string> -
Assembly <string> -Classname <string>

Tabnuua 107. NapmeTpbl koMaHaseTa Remove-DssFEConverterPlugin

MapameTp Tun OnucaHue

FileExtension string PacwinpeHue nokymeHTa.

MonHbin NyTb Ao danna c6opkn naarmHa.
B kauyecTBe 3Ha4YeHUs 4aHHOro NnapamMeTpa MOXHO
yka3saTtb Tonbko nms dll danna cbopku, B 3TOM cnydae

Assembly string o
MOJIHbIN NYTb 6YAET OTCUYMTLIBATLCS OTHOCUTESNIbHO
OVUPEKTOPUN:
<MyTb yctaHoBkM>\Plugins\Converters\<Tun nnarvHa>.
. NMa knacca, peannsyrowero nHTepgenc
Classname string ' P ytoul P

IDSSDocumentConverter.
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4.7.3.6. Kactomusauusa

KomaHpanert Get-DssFECustomization

[aHHbIN  KOMaHAMET WCMOSAb3yeTCs [ANs BbiBOAA Ha KOHCO/Mb BCEX HaCTpoek
oTobpaxeHus ak3emnisapa Beb-nHtepderica NMNonb3osaTens.

CuHTaKcuc:

Get-DssFECustomization [-DisplayName <string>]

KomaHpanet Set-DssFECustomization

[aHHbIA  KOMaHANeT WCMoNb3yeTcs ANS  M3MEHEeHUs HacTpoek OoTobpa)keHus
ak3emMnnapa Beb-nHrepdeinca Monbsosartens.

CuHTaKCcuUC:
Set-DssFECustomization [-DisplayName <string>] [-Title <string>] [-Copyright
<string>] [-LogotypeFile <string>] [-HelpFile <string>] [-MainColor <string>]
[-AdditionalColor <string>] [-FontColor <string>] [-Font <string>]

[-FavIconFile <string>]

Tabnuua 108. MapameTpbl KoMaHAaneTa Set-DssFECustomization

MapameTp Tvn OnucaHue

Title string 3aronoBok Be6-NpuNoXeHus.

Copyright string [lpaBa Ha Ucnonb3oBaHWE N pacnpoCcTpaHeHune.
MonHbIn NyTb Ao danna c noroTunom. Pasmep

LogotypeFile string norotuna — makcumyMm 80 pix B BblicOTY U 220 pix B
LWMPUHY.

HelpFile string MonHbIn NyTb Ao danna co cnpaskoi. daiin cnpaBku

npeacrtasnset cobon HTML-goKyMeHT.

OcHoBHOW UBeT MHTepdenca Beb-NpmnnoxeHns
MainColor string (MeHI0, BblAeNeHHble KHOMKK). LiBeT 3ajaeTca B
¢dopmaTe HEX.
JononHuTenbHbIN LBET nHTepdenca Beb-npunoxeHums
(BblAENEHHbIV 3N1eMeHT MeHIo, BbiNagatLmnin Cimcok

AdditionalColor string .
noA yyYeTHOM 3anucblo). LiBeT 3apaetcs B popmaTe
HEX.

FontColor string LBeT wpwudTa 3arososka, NyHKTOB MeHo. LiBeT
3apaetcsa B ¢dopmaTte HEX.

Font string Tun wpudTa.

FaviconFile string MonHbln NyTb Ao darina c favicon. Jonyctumoe

pacwupeHune gns ganna - ico.

URI ansa ckaumsaHma Kpuntollpo UM Browser plug-

BrowserPluginDownloadUri string in

EnableSurfPatrolBanner bool Bkntountb 6aHHep SurfPatrol.

NaoeHTudmKaTop KIMEHTa cepBmca aHaJaUTUKK
SurfPatrol.

Huwxe npuBenaéH npuMmep Ansa  HacTpOWKM  KacTtommsaumm Beb-mHTpedelica
Monb3oBaTend:

Set-DSSFECustomization -AdditionalColor f£37c20 -MainColor 02458d

SurfPatrolClientld string
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Set-DSSFECustomization -FontColor f£37c20 -Font Calibri

Set-DSSFECustomization —-FavIconFile E:\Temp\favicon.ico -LogotypeFile
E:\Temp\logo.jpg -HelpFile E:\Temp\Help.html

Set-DSSFECustomization -Title "CepBep syexTpoHHOM nozmnucu Tect" -Copyright
"TeCT"

LogotypeFile

FavliconFile

7

/71 /

zz.crypt ro.ru/Fro tenci-Sign_-'

a'I(PV"TTO

3awmdposats

AdditionalColor

=
=

CepBep anekTpoHHoi nognucyn Kpuntolpo DSS ® Buixon

NMuuHLIA kaBKHET

Cos,anMe nognucu
OBpaTHan ceAss

Cnpagexa

[OKyMEHT ~
Pacwmdpoeats He aanan

C K3
EpTUMKATES OokymenT Byget oTnpaeneH Ha cepeep.

0OBaop...

dopmat nognucu ~
3nekTponnan nognuce MOCT P 34.10 - 2001

MapameTpbl NOAMKUCH ~
Mognuck gaHHLIX

CepTtudukar ~
CN=tany

(e]0]0] 'KPMI’ITO-I}PO' @ 2015

1 ]
Font
MainColor Copyright

Puc. 31 — HacTtpoliku otobpaxeHus Beb-uHtepdeiica lNMonb3osatens

KomaHanert Reset-DssFECustomization

[aHHbIN KOMaHAMEeT WCNONb3YeTCs ANs BOCCTAHOB/EHMS HAcTpOeK MO YMOSYaHuIo
oTobpaxeHus ak3emnnapa Beb-nHrepdeica MNonb3osaTens.

CuHTakKcuc:

Reset-DssFECustomization [-DisplayName <string>]
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4.7.4. Npumep PowerShell-cueHapua A[NA HaCTPOUKM
KOMMNoOHeHTa «Beb6-uHrepdenc NMNonbsoBartena»

[aHHbI cueHapuii 3a4aéT MMHMMAbHO HEOBXOAMMYO HAaCTPOMKY KOMMOHEHTA.

# IobGaBileHMe HOBOTO 3Kk3eMIisapa Beb-uHTepderica I[lonb30BaTENs
New-DssFEInstance —-SiteName "Default Web Site" -DisplayName Frontend

# IoBaBiyeHre oTneyaTka cepTudbmuxaTa Beb-umHTepderica Ilonb30BaTeNS
Set-DssFEProperties -ServiceCertificate <OrTneuaTok cepTudmraTa KOMIOHEHTA>

# HacTporika ampecoB CepBuca lozmnucu 1 leHTpa MOeHTUOMKALIUNI

Set-DSSFEProperties -SignServerAddress
"http://<hostname>/SignServer/SignServiceExR.svc/token/nosc" -StsAddress
"https://<hostname>/STS/Active.svc/service"

# IoOaBJeHME OTIeUaTKa KOMIOHeHTa «leHTp MoeHTuomuralmm»
Add-DssFEClaimsProviderTrust -IssuerName realsts -Thumbprint <OrneuaTox
ceprtudukaTa leHTpa MmeHTHOMKALMML>

# IoGamBmenue ampeca UM Kpuntollpo DSS B HacTporkum WS-Federation
Set-DssFEWSFederationSettings -Issuer
"https://<xocT koMnoHeHTa STS>/STS/sts/issue/" -Realm
https://<xocT koMnoHeHTa Frontend>/Frontend/

MNpumep peructpaunmn Beb-nHtepdeica Monb3osatensa Ha LleHTpe MaeHTudukaumm.

# PerucTpauusa Beb-mHTepoderica Ha leHTpe UneHTUOMKALMM

Add-DssRelyingPartyTrust —-Name "Frontend" -MetadataUri
https://<hostname>/Frontend/FederationMetadata/2007-
06/FederationMetadata.xml

4.8. Hactpouka CepBuca Ayauta

KoMnoHeHT, ocywecteagowmin ayamt B CIIN «Kpuntollpo DSS», 3aHmMMaeTcs c6opom
cobbiTMin c apyrux komnoHeHToB: Cc Cepsepa Moanucu n LeHTpa UaeHTndumkaummn. Cepsuc
Ayaonta coctout m3 SOAP-cepBuca, Beb-mHTepdeinca ayamta un b ayamta. SOAP-cepBuc
nony4yaeT CrWCOK 3anucen ayauta C Apyrux KomnoHeHTos Kpuntollpo DSS (3aBucuT OT
KOHKpETHbIX HacTpoek cbopa cobbiTnii) K 3anucbiBaeT 3TN cobbitna B B. C noMowbio Beb-
nHTepdelrica ayauta [lonb3oBaTeslb MOXET MpPOCMOTpPeTb CobbITMS ayauTa, a Takxe
oTUNbTPOBATb UX MO AaTe U Koay onepaunu.

B coctaB koMnoHeHTa «CepBuc ayauta» (Puc. 32) BxoasaT:

» SOAP-cepBucC AyauTta;
> Beb-uHTepdelic Cepsuca AyanTa;
> B[ Cepsuca AyauTa.
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LienTtp MgenTudrraummu

CoBbITHA

& BeB-uHtepdeiic
Cepsuca Ayguta
»  SOAP-cepsMC

= i

B/, Cepsuca Ayanta
Cepsuc Ayauta

CoBbITia

Cepsuc
Moanueck

Puc. 32 — CocraB koMnoHeHTa «CepBuc Ayauta»

Ona xpaHeHus MH@opMaumm o cobbiTAX ncnonblyerca 6asa AaHHbix Microsoft SQL
Server Bepcun 2008 R2 nnu Bbiwe.

MpuHUMN paboTbl cepBMUCa 3aK/tOYaeTCs B CleayoLweMm:

1. [Ona 3anmncm coobuwenn B b1 CepBuca Ayamta LenTp MaeHTndpukaumm n Cepsuc
Moanucu obpawatoTca K cnyxbe 3anucu coobuweHnn ayauta, Bxoaswemy B coctaB SOAP-
cepBuca Cepsuca Ayauta. Agpeca cnyxXbbl Mo yMOn4YaHUIO UMET BUA:

> https://<hostname>/<AnalyticsAppName>/AuditWriter.svc,
> http://<hostname>/<AnalyticsAppName>/AuditWriter.svc

2. Cepsuc 3anucu coobuieHnit ayguta ocyliecTBnasieT 3anucb B B/l Bcex cobbiTuin
ayauTa, KoTopble nocTtynatT oT KoMnoHeHToB C3MN Kpuntollpo DSS «LeHnTp UaeHTudnkaymmn»
n «Cepsuc lNognucmn»;

3. Beb-uHtepdeinc Cepsnca Ayamta NO3BOASET OCYLWECTBMTb NPOCMOTP/duUnbTpaunto
3anucen ayguTa, XpaHswmuxcs s b.

4. CepBuc u4teHust ayauTa npeacrtasnser cobonn SOAP-cepBuc. Beb-uHtepdeic
Monb3oBaTtensa m LeHTp NaeHTudumkaumm mcnonb3yloT AaHHbIA cepBUC ANns oTobpaxeHus
cobbiTMs ayauta. Agpeca cnyx6bl N0 yMOYaHUIO UMEKT BMA:

> http://<hostname>/<AnalyticsAppName>/analyticsservice.svc/token
(6e3 ncnonbszoBaHua SSL/TLS).

> https://<hostname>/<AnalyticsAppName>/analyticsservice.svc/issuedtoken/transpo
rt

(c npuMeHeHueM SSL/TLS u ncnonb3oBaHmeM KoHTekcTa 6e3onacHoctu (WCF Security
Context))

> https://<hostname>/<AnalyticsAppName>/analyticsservice.svc/issuedtoken/transpo
rt/nosc

(c npuMmeHeHmem SSL/TLS u 6e3 ucnonb3oBaHus KoOHTekcTa 6eszonacHoctn (WCF
Security Context))

OavH 13 3TnX agpecoB AoskeH 6bITb HAacTpoeH B koMaHaieTax Set-DssFeProperties,
napametp -AnalyticsServiceAddress 1 B Set-DssStsProperties, napametrp -
AnalyticsServiceAddress.
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4.8.1. CepBuc Ayaurta

B naHHOM pa3gene onucbiBaeTcs HacTpolka komnoHeHTa KpunTollpo DSS «Cepsuc

AyauTta», a TakXe ero perncrpaums m otobpaxeHune Ha Beb-uHTepdeiice Monb3oBaTens.
HacTtpolika cbopa cobbituin npu nomowm CepBuca AyauTa onucbiBaetcs B Paspene 4.8.2
AIMWUHUCTPUPOBaAHME ayaunTa.

4.8.1.1. NocnepoBaTtesibHOCTb LWWAroB MO HACTpPOMKe
3K3eMnaspa KoMmrnoHeHTta «CepBuc Ayauta»

[aHHbI pasgen PykoBoACTBa onpeaenseT nocsiefoBaTesibHOCTb U NOpPAAoK OEeNCTBUM

no pasBopavMBaHuio ak3eMnnasapa CepBuca AyamTa B PEXUME «C HYNA».

YV VYV V

YV V VYV

MpeaBapuTenbHbIE YC/IOBUA:

YcTtaHoBneHHbIn SQL-Server;

YcraHoBneHHasa ponb Cepsep npunoxeHun (IIS) (cMm. pasgen 3.1);

HacTtpoeHHas npussidka https Ha Cepsepe npunoxenuin (IIS);

BbINyLWeHHbIN N YCTaHOBNEHHbIN cepBUCHLIN cepTudunkaTt Cepsuca Ayanta (cMm. Pasgen
6).

BasoBas nocnepoBaTeNIbHOCTb LIAroB NO HacTpolike (o6si3aTenbHbIE):

1. BbinycKk n ycTaHOBKa cepBucHoro ceptudukata Cepsuca AyamTa, a Takxe Bblaya
npas Ha AOCTYN K 3aKpbITOMYy K/to4y (nocne BbinosHeHus n.2) (cM. pasaen 6).

2. CospaHue sk3eMmnnsapa npunoxeHus Cepsuca Ayauta (cM. pasgen 4.8.1.6.1).

3. HacTtpolika napameTpoB sk3emnnsapa Cepsuca AyauTta (cM. pa3gen 4.8.1.6.1).
Ha npaHHOM ware AAMMHUCTpaToOpy HeobxoaAnMO:

3ajaTb oTNe4YaTok CepBUCHOro ceptudukara.

HacTpouTb oTHOWweHUs aoBepus ¢ LleHTpom UaeHTudmnkaumm (cm. pasgen 0).
3apeructpuposaTtb CepBuc AyanTta Ha LleHTpe NaoeHTudmkaumnm (cMm. pasgen 4.5.3.4).
HacTpouTb napameTpbl NpoTokona ayteHTudmkaumm ws-federation passive requestor

profile.

Ha gaHHOM ware AAMUHUCTpPATOP 3a4a€T napaMeTpbl ANg ayTeHTudukauum Ha Beb-

uHTepderice Nonb3oBaTens nNpu nomowmn komananeta Set-DssAnalyticsWSFederationSettings.

>

HacTponTb oTobpaxeHue nyHKTa MeHio «AyamTt» B Beb-uHtepdernce lMonb3oBaTtens
ans:

> Beb-unTtepderica Nonb3oBatens (cMm. pasgen 4.7.3.1);

» LUenTpa NpeHTndmkaumm (cm. pasgen 4.5.8.2).
HactpouTb ayanT ans:

> Cepsuca Noanucu (cMm. pasgen 4.8.2.1);

> LeHTpa NpeHTudmkaumm (cm. pasgen 4.8.2.2).

[ononHuTenbHble AeACTBUA NO HAcTpoike (ONUMOHANIbHO):

HacTpouTb XXypHanupoBaHue komnoHeHTa Cepsuc Ayamta (cMm. pasgen 7.3.3).
Kactomunamnposatb Beb-npunoxeHne Cepsuca Ayauta (cMm. pasgen 4.8.1.6.6).
HacTtponTb wabnoHbl neyatn Cepsuca AyaumTta (cM. pasgen 4.8.1.6.5).
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4.8.1.2. O6beKTbl aAMUHUCTPUPOBAHUSA

Ha Puc. 33 npuBeaeHa CXema O6'beKTOB, AOCTYNHbIX ANnd aAMUHUCTPUPOBaAHUA Ha

CepBuce AyauTa.

3xzemnnap Cepsuca |
AyguTta

MpoTokon
WS-Faderation

F Y
¥y

Hactpoikm
SKsemnAApa

[NoBepeHHble
M3parenun

Y

MypHanupoeaHwe

ALMWHUCTPATOPDI

F 9
A 4

Kactomuzauma

¥

LabnoHbl neuatu

Puc. 33 — O6bekTbl agMnHUCTpUpoBaHua CepBuca AyauTta

HacTtponku
3K3eMnasapa

Tabnuua 109. Cnmucok KOMaHANETOB KOMMNoHeHTa CepBuc Ayaurta

O61beKT
KomMmaHaner OnucaHue
agMMHUCTpMpOBaHmsa | T

New-DssAnalyticsServicelnstance

Remove-
DssAnalyticsServicelnstance

Update-DssAnalyticsServicelnstance

Get-DssAnalyticsServicelnstance

Set-DssAnalyticsServiceProperties

Get-DssAnalyticsServiceProperties

Get-DssAnalyticsRegistryProperties

Set- DssAnalyticsRegistryProperties

O6bekT oTBEYaET 3a
ynpaBiieHue
sk3emnnspamu Cepsuca
AyauTta.

JoBepeHHble u3gaTenmu

Add-
DssAnalyticsClaimsProviderTrust

Get-
DssAnalyticsClaimsProviderTrust

Set-DssAnalyticsClaimsProviderTrust

O6bekT oTBEYaET 3a
HaCTPOWMKY OTHOLLEHMUI
posepus c LleHTpom
NoeHTudnkauymu.
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0O61beKT
KomMmaHaner OnucaHue
aAMMUHUCTPUPOBaHUA

DssAnalyticsWSFederationSettings

Remove-

DssAnalyticsClaimsProviderTrust

Set- O6bekT oTBevaeT 3a
MpoTtokon WS- DssAnalyticsWSFederationSettings HaCTpOMKy npoTokona
Federation Get- WS-Federation c LA

Kpuntollpo DSS.

LLabnoHbl nevyaTtu

Get-DssAnalyticsConverterPlugin

Add-DssAnalyticsConverterPlugin

Remove-
DssAnalyticsConverterPlugin

O61bekT nosponser
3aperncTpmpoBaThb
nnaruHbel, popmmpytowmne
rneyaTHy opMy crmcka
cobbITU ayauTa.

Enable-DssAnalyticsServiceTracing

Disable-DssAnalyticsServiceTracing

O6beKkT oTBEYaEeT 3a
XXYpHanupoBaHue

Reset-DssAnalyticsCustomization

XypHanupoBaHue o .
) ) ) CeTeBbIX B3aMMOAENCTBUM
Get-DssAnalyticsServiceTracing (cM. paspen 7.3).
Set-DssAnalyticsServiceTracing
Get-DssAnalyticsCustomization
O61beKkT oTBEYaAET 3a
Kactommnzaums Set-DssAnalyticsCustomization HaCTpoOMKy oTobpaxkeHus

Cepsuca AyguTa.

[MnarnHbl oTYETOB

Add-DssAnalyticsReportPlugin

Get-DssAnalyticsReportPlugin

Remove-DssAnalyticsReportPlugin

O6bekT no3Bonser
3aperucTpmpoBaTb
nnaruHbel, popmmpytowmne
rnpeaHacTpOEeHHbI oT4veT
0 cobbITMSAX ayauTa
KpunTtollpo DSS.

AOMUHUCTpPaTOPBI

Add-
DssAnalyticsServiceAdministrator
Get-
DssAnalyticsServiceAdministrator
Remove-
DssAnalyticsServiceAdministrator

O61bekT oTBEYaEeT 3a
ynpaBneHune ydyeTHbIMK
3anucamm
AOMWUHUCTPATOpPOB,
UMerLwux goctyn Kk b
myDSS Internal Server.
(Cm. pazpen 4.2.2.1).

4.8.1.3. OTo6pakeHue

AyauTta ana pasJ/invyHbIX poneu

Beb6-uHTepdemnca

CepBuca

B KpunTtollpo DSS cneagytowime poam MOryT BUAETb CObBbITUSA ayauTa:

[Monb3oBaTens;
OnepaTop;

YV V VYV

OnepaTtop ayauTa.
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OT KaXaoM W3 TMepedvYnCsieHHbIX poNnen 3aBUCUT oOTobpaxkeHune Beb-uHTepdemnca
Cepsuca Ayaguta u cammx cobbiTnii aygmTta.

4.8.1.4. NnarvHbol popMMpoBaHUA OTYETOB

B Cepsuce Ayauta Kpuntollpo DSS pgoctynHa paclimpeHHas HacTpoWKa pasfiMyHbIX
OTYETOB. DTy BO3MOXHOCTb peanm3yloT njaarnHel GOpMUpOBaHMA OTYETOB. [lnaruHbl
HacTpaumBaloTCca npu  nomowm  kKomaHpnetoB  Add-DssAnalyticsReportPlugin, Get-
DssAnalyticsReportPlugin, Remove-DssAnalyticsReportPlugin. B 3aBMCMMOCTM OT TUMOB
0TYETOB, NpeacTaBfeHHbIX B Tabnmua 110, K NNarMHy HY>XHO NMOAKOUYNTL COOTBETCTBYOLMIA
KJlacc oTyeTa.

Bce npegonpeaeneHHble TUMbI OTYETOB cofepxaTtcs B cbopke
CryptoPro.DSS.AnalyticsService.ReportPlugins.dll. Nms cbopku yKa3blBaeTcs npu
MUcrnosib3oBaHMM napametpa —Assembly (cM. 4.8.1.6.7).

Tabnuua 110. Tunbl otyeToB CepBuca AyauTa

Twun oTuerTa Knacc otuera OnuncaHune

CryptoPro.DSS.AnalyticsService.ReportPlugins. OT4eT 0 CO34aHHbIX

CertificateReports.CreatedCertificateReport ceptudukatax
CryptoPro.DSS.AnalyticsService.ReportPlugins. OT4yeT 06 0TO3BaHHbIX
CertificateReports.RevokedCertificateReport ceptudukatax
OT4etsl 0 Vi . luai OTtueTt 0
cepTudmkaTax CryptoPro.DSS.AnalyticsService.ReportPlugins.
CertificateReports.HeldCertificateReport MPVOCTaHOBEHHEBIX
cepTudmkaTax

OTuyeT o cepTudukaTax
C BO306HOB/IEHHbIM
CPOKOM AeNncTBus

CryptoPro.DSS.AnalyticsService.ReportPlugins. OTtueT 0 KonMyecTBe

CryptoPro.DSS.AnalyticsService.ReportPlugins.
CertificateReports.UnheldCertificateReport

OT14eTbl 06 30

SignatureReports.CreatedSignaturesReport Sl
OTueThl 0 CryptoPro.DSS.AnalyticsService.ReportPlugins. Otuer o KonmyecTse
CO34aHHbIX
Monb3oBaTtenax UserReports.CreatedUsersReport o
nonb3oBaTenen
OTueT o OTueT 0 KoNnyecTBe
CryptoPro.DSS.AnalyticsService.ReportPlugins. nonb3osaTtenent MyDSS
nosb3oBaTensax
MyDss.MyDssUserReport B paMKax 3a4aHHOro
MyDSS
nepuoga
OT4eT O OTueT 0 KoNMyecTee
CryptoPro.DSS.AnalyticsService.ReportPlugins. nonb3osatenein Cloud
nonb3oBaTensx
Cloud CSP CloudCspReport.CloudCspReport CSP B paMkax

3alaHHOIro nepumoaa

Mpn agMUHUCTPUPOBaAHMM NAarMHOB (OPMUPOBAHUA OTYETHOCTM (CM. pasaen
4.8.1.6.7) Heo6xoaMMO yKasaTb NapaMeTpbl HACTPAaMBaEMOro niaarnHa. 3TO MOXHO caenaTb C
rnomoLllblo NapamMeTpa parameters. 31oT napameTtp umeet Tmn hashtable. B PowerShell ans
3apgaHus napametpa Tmna Hashtable MOXHO NpUMeHUTb CneayoLy0 KOHCTPYKUMIO:

@{paramName;=paramValue:;; paramName,=paramValue;;..;paramNamey=paramValuey}

roe paramName;, paramVaIuei — Ha3BaHWE U 3HAYEHUNE NapaMETpa COOTBETCTBEHHO.
Kaxablii napaMeTp n e€ro 3HadyeHne nNoMeLWarTCAq B ABOMHbIE KaBbIYKM.

B Tabnuua 111 ykasaHbl nNapaMeTpbl MjarvHOB (OpMUPOBaHMS OT4yeTa, KOTOopble
HacTpauBatoTcs npu gobasBneHnm NNarMHOB pasHbIiX TUMNOB.
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MapameTp

Tabnuua 111. NapameTpbl narnHos GOpPMUPOBAHNSA OTUYETOB

Tun OnucaHue

OTueTbl 0 cepTudUukartax

AuditConnectionStri
ng

string

Ctpoka noakntoveHus k b1 Cepsuca Ayauta.

Nma sk3emnnsapa CepBMca Moanwncu, No AaHHbLIM KOTOPOro

InstanceName string CTPOUTCS OTYET.

Xslt string MyTb Kk danny c XSLT-npeobpa3oBaHueM.

ReportName string Otobpakaemoe uMs oTyeTa.

Delimiter string ggc?gg;;:ﬂeneHMﬂ 3/1EMEHTOB MPU 3KCNOPTE OTYETa B
OTtueTbl 06 3N

ﬁ;ditConnectionStri string Crtpoka nogkntoveHuns k b1 Cepsuca AyauTa.

InstanceName string gﬁ;ﬁ:ﬁ:ﬂiﬁ Cepsuca NoanucuK, No gaHHbIM KOTOPOro

Xslt string TMyTb K ¢arny c XSLT-npeobpa3oBaHuemM.

ReportName string OtobpaxkaemMoe ums oTyeTa.

Delimiter string ggcl_a;gg;asﬂenemq 3/1IEMEHTOB MPU IKCNOPTE OTYETA B

OTtueTtbl 0 NMNonb3oBaTenax

StsConnectionString string Ctpoka nogkntoyeHus k b LleHTpa NaeHTndmkaunm.
RealmName string WNm4a UMW, koTopoMmy npuHagnexat lonb3osaTtenu.
. . CnucikK KOMMNOHEHTOB MMeHU Monb3oBaTens, KoTopble

RdnList string
rnonagyT B OTYeT.

Xslt string MyTb K danny ¢ XSLT-npeobpasoBaHuemM.

ReportName string Otobpakaemoe ums oTyeTa.

Delimiter string CunMmBON pasgeneHus sneMeHTOB MNpu 3KCnopTe oT4yeTa B
CSV-dopmar.

OT4yeT 0 nonb3oBarenax MyDSS

AuditConnectionStri
ng

string Ctpoka nogknodyeHunsa k bl Cepsuca AyauTa.

InstanceName

string

Nma sk3emnnapa LW, no gaHHLIM KOTOPOro CTPOUTCSH OTYET.

Xslt

string

MNyTb K dainy ¢ XSLT-npeobpasoBaHunem.
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ReportName string Otobpakaemoe nms ot4yerta.

CnMmBON pasaeneHns aNeMeHTOB NpKU aKCNopTe oT4yeTa B

Delimiter string CSV-copmar

OT1yeT o nonb3oatensax Cloud CSP

AuditConnectionStri string Ctpoka nogkntodeHuns k b1 Cepsuca AyauTa.

ng

InstanceName string WNm4a ak3emnndpa UW, no AaHHbLIM KOTOPOro CTPOUTCS OTYeET.
Xslt string MyTb Kk danny c XSLT-npeobpa3oBaHueM.

ReportName string Otobpakaemoe nms ot4yerta.

Delimiter string CuMBON pasgeneHuns 3/1eMeHTOB MPU 3KCNOpTe OTUETA B

CSV-dopmar.

Mpwn HacTpolike oT4yeTa O lNonb3oBaTensix HeobxoAMMO AaTb NpaBa Y4YeTHOM
3anmcu, nopa koTtopon pabotaer CepBuc Ayauta (no ymonyanuto - IIS
AppPool\CryptoProDSS-1-AnalyticsService), Ha poctyn k bA UMW (no
ymon4daHuto - IdentityServiceDB). [Ona 3Toro HeobxooMMo BKOYUTb
y4yeTHyto 3anuncb Cepsuca Ayamta B ponb IdentityServicelnstance 8 B, LIN.

Mpumepbl aobaBneHns naarmHoB oTyeTtoB Ha CepBuce AyguTa:

MnarvH oTyeTa NO KOJIMYECTBY CO3AaHHbIX an:

Add-DssAnalyticsReportPlugin -FileExtension csr —Assembly
CryptoPro.DSS.AnalyticsService.ReportPlugins.dll -Classname
CryptoPro.DSS.AnalyticsService.ReportPlugins.SignatureReports.CreatedSignatur
esReport -Parameters (@{"AuditConnectionString" = "Data Source=<lMmsa SQL-
cepBepa>;Initial Catalog=AnalyticsServiceDB;Integrated Security=True; Persist
Security Info=False"; "InstanceName"="SignServer"; "ReportName"="KojmuuecTBO

COBIaHHEX nomnmucemn"; }

MnarvH oTyeTa NO KOIMYECTBY CO3AaHHbIX Monb3oBaTtenei:

Add-DssAnalyticsReportPlugin -FileExtension cur —Assembly
CryptoPro.DSS.AnalyticsService.ReportPlugins.dll -Classname
CryptoPro.DSS.AnalyticsService.ReportPlugins.UserReports.CreatedUsersReport -
Parameters @{"StsConnectionString" = "Data Source==<lumsa SQL-cepeepa>;Initial
Catalog=IdentityServiceDB; Integrated Security=True;Persist Security
Info=False"; "ReportName"="KonnuecTBO COBIaHHBIX noJjip3oBaTesen" ;

"RealmName"="realsts"; "RdnList"="CN"}

MnarvH oTyeTa NO KO/NIMYECTBY Nonb3oBatene MyDSS:

Add-DssAnalyticsReportPlugin -FileExtension mur —-Assembly
CryptoPro.DSS.AnalyticsService.ReportPlugins.dll —-Classname
CryptoPro.DSS.AnalyticsService.ReportPlugins.MyDss.MyDssUserReport —-Parameters
@{"AuditConnectionString" = "Data Source=<mMsa SQL-cepBepa>; Initial
Catalog=AnalyticsServiceDB; Integrated Security=True; Persist Security
Info=False"; "InstanceName"="1/STS"; "ReportName"="OTueT o [IOJIb30BATENAX
MyDss"; }
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MnarnH oTyeTa No Kosan4yecTsy nonb3oBartenein CloudCsp:

Add-DssAnalyticsReportPlugin -FileExtension clur —-Assembly
CryptoPro.DSS.AnalyticsService.ReportPlugins.dll -Classname
CryptoPro.DSS.AnalyticsService.ReportPlugins.

CryptoPro.DSS.AnalyticsService.ReportPlugins.CloudCspReport.CloudCspReport =

Parameters @{"AuditConnectionString" = "Data Source=<Vmsa SQL-cepBepa>;Initial
Catalog=AnalyticsServiceDB; Integrated Security=True; Persist Security
Info=False"; "InstanceName"="1/STS"; "ReportName"="OrueT o mosib30BaTesax Cloud
CSP"; }

4.8.1.5. KOHTpO/sb LENIOCTHOCTU 3anucen ayamTa

Cepeuc Ayauta Kpuntollpo DSS nossonsetr obecnedmBaTb KOHTPOJb LLEOCTHOCTU
3annMcen ayauTta, xpaHswmxcs B ero bll. 3To gocTturaeTcs nyTeMm co3gaHus noanucm 3anucen
ayauTa npu nNoMoLm KpuntonposBanaepa, 3apermcTtpuposaHHoro B pamkax Cepsuca AyauTa.
Pernctpauma kpuntonpoBaingepos Ha CepBuce AyamTa OCYLLECTBASIETCS MNpuM  MOMOLM
koMmaHanetos Add-DssAnalyticsCryptoProvider, Remove-DssAnalyticsCryptoProvider, Get-
DssAnalyticsCryptoProvider, Set-DssAnalyticsCryptoProvider n 1.4. (cm. n. 4.8.1.6.3.).

Ons BkntodyeHns dyHKLMN KOHTPOJS LENOCTHOCTM 3anuceii ayamta Ha Cepsuce AyauTa
Heobxoamnmo:

3apeructpmpoBaTbh KpunTonpoBanaep noanuUCKM 3anncen ayauta npu  MOMOLUM
koMmaHaneta Add-DssAnalyticsCryptoProvider;

Hactponts npu nomowum komaHaneta Set-DssAnalyticsServiceProperties
cneaywouwme napameTpsbl CepBuca AyaunTa: SignatureTimerInterval n
SignatureBlockLength (cM. pa3gen 4.8.1.6.1).

Mocne atoro CepBuc AyamTa HadHeT dopMupoBaHme 6510KOB 3anucer ayauvTa
3afaHHOr0 pasMmepa, KOTopble B nocneacTteum 6yayT noanucaHbl  MNpyv MOMOLUM
Kpuntorpadgunyeckoro nposangepa, 3aperncrpmposaHHoro Ha Cepsuce. Bca nHdopmaumsa o
6noke n noanmcm 3ateMm nomMewaerca B B[l Cepsuca Ayauta m MoXeT 6biTb MPOCMOTpeHa
nosgHee.

4.8.1.6. AoMMHUCTpMpoBaHue KOMMNOHeHTa «CepBuc
AyauTta»

HacTtpoinka koMmnoHeHTa «CepBuC AyauTa» ocyllecTBnsetrca ¢ noMowbio Windows
PowerShell. KoMaHAabl aAMUHUCTPUPOBAHUA BKJ/THOYEHbI B MoAy/b
CryptoPro.DSS.PowerShell.AnalyticsService.

4.8.1.6.1. HacTpouku ak3eMnnapa

KomaHanetr New-DssAnalyticsServiceInstance
Co3paeT HOBbIN 3K3eMnasap KoMnoHeHTa «CepBuc AyauTta».

K OCHOBHbIM napamMeTpa OTHOCATCA:

> HasBaHue Beb-canTa IIS, Ha KOTOpOM cneayeT pa3BepHyTb Beb6-npunoxeHne CepsBuca
AyauvTa;

» oTobpaxaemoe MMS 3K3eMnnapa;

» appec SQL-cepBepa, Ha KOTOpOM crieayeT pa3sepHyTb B[] Cepsuca Ayaura.

CuHTaKkcuc:
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New-DssAnalyticsServiceInstance -SiteName <string> -DisplayName <string>
-SglServerName <string> [-ApplicationName <string>] [-DbName <string>]

Tabnnua 112. NMapametpbl koMaHaneTa New-DssAnalyticsServicelnstance

MapameTp Tvin OnucaHue

Ha3BaHune Beb-caliTa, Ha KOTOPOM
SiteName string cnepyeT pa3BepHyTb Beb-npunoxeHue
Cepsuca AyauTa.
HazBaHune Beb-npunoxenuns CepBuca
AyaunTa
Ecnn napameTp He 3agaH, UCMOb3yeTcH
3Ha4yeHue Analytics.
Appec sk3eMnnapa SQL-cepsepa, Ha
KOTOPOM cfieflyeT pa3BepHYTb 3K3eMNsap
SQLServerName string B Cepsuca Ayaunta
dopmart: <SQL-cepsep host>\<umsa
aK3emnaspa>
Nma 6a3bl aaHHbix CepBuca Ayaura.
Mo ymonyanmio DSSAudit.

ApplicationName string

DBname string

OTobpaxkaemoe nms ak3emnnsapa

DisplayName String kKoMnoHeHTa CepBuca AyauTa.

PaclwmnpeHHble AaHHble AN NoAKYeHns

ConnectionInfo SqlConnectionInfo k SQL-cepBepy (cM. pasaen 43.9).

KomaHaner Remove-DssAnalyticsServiceInstance

Ynansiet ak3eMnnsp KoMmnoHeHTa Cepsuca AyauTa.
K OCHOBHbIM NapaMeTpaM OTHOCATCS:

» ¢nar, onpegensatowmnin, Tpebyetca nn yaanate bl Cepsuca AyauTa.

CuMHTaKcuc:

Remove-DssAnalyticsServiceInstance [-DisplayName <string>] -DeleteDB <bool>
Tabnuua 113. NapamMeTpbl koMaHaseTa Remove-DssAnalyticsServicelnstance

MapameTp Tvin

OTob6paxkaeMmoe umMsa ak3eMmnnasapa
KoMnoHeHTa «CepBuc Ayanta». Ecnm
DisplayName String 3Hau4eHMe He yKasaHo, byaeTt
NMCNO/b30BaHO MMS IK3eMNAapa,
Ha3Ha4YeHHOE Mo YMONYaHUIO.
dnar, onpegensatowmnin, Tpebyetcs nn
yoanate Bl Cepsuca AyauTa.

DeleteDB bool

PaclwunpeHHble gaHHbIe AN18 MOAKIIOYEHUS

ConnectionInfo SqlConnectionInfo K SQL-cepBepy (cM. pasnen 43.9).

Komananert Update-DssAnalyticsServiceInstance

O6HoBnsieT 3k3eMnnAp KomnoHeHTa CepBuca AyauTa MOC/AE YCTaHOBKW HOBbIX
6ubnunoTek.

CuHTaKcumC:

Update-DssAnalyticsServicelInstance [-DisplayName <string>]
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Komananert Get-DssAnalyticsServiceInstance
BbIBOAWUT Ha KOHCO/b CMNCOK aK3eMnisapos Cepsuca AyauTa.

CuHTaKcuc:

Get-DssAnalyticsServiceInstance

Komanpgnert Set-DssAnalyticsServiceProperties

KomaHanetr Set-DssAnalyticsServiceProperties no3sonsier 3agaTb OCHOBHbIE
napameTpbl KoMrnoHeHTa «Cepsuc Ayauta». K 0CHOBHbIM napamMeTpam OTHOCAT:

> 0Tne4yaTok cepTudmKaTa Kko4da NoanncK 3NeKTPOHHOTo naeHTUdnKaTopa.

CuMHTakKcuc:

Set-DssAnalyticsServiceProperties -ServiceCertificate <string> [-DisplayName
<string>]

Tabnuua 114. NapameTpbl koMaHaneta Set-DssAnalyticsServiceProperties

MapameTp Tvn OnucaHue

OTob6paxaemoe nMs ak3emnisipa KomnoHeHTa «CepBuc
AyauTta». Ecnmn 3HadeHne He ykasaHo, byaer

DisplayName string
MCMNOMb30BaHO MMS 3K3eMMispa, Ha3Ha4YeHHoe no
YMOJSTYaHUIO.

) . . OTneyvaTok cepTuduKaTa KJKYa NoANNUCU MapKepa

ServiceCertificate string pTd A prep
6e3onacHoCTU.

AnalyticsServiceUri string Be6-aapec cnyx6bl cepBuca aHaIUTUKM

Serviceldentifier string WaeHTudunkaTop cepsuca B urn-copmare.

NHTepBan Mexay onepauusamMm noanucu cooblueHmen

SignatureTimerInterval string aynuTa

Pasmep 6noka, obpabaTbiBaeMOro 3a ogHy ornepauuio

SignatureBlockLength  string NOANMCH COOBILIEHMIA ayanTa

Komananert Get-DssAnalyticsServiceProperties

KomaHanetr Get-DssAnalyticsServiceProperties no3sonsieT BbIBECTUM Ha KOHCOJb
3Ha4YeHMEe OCHOBHbIX NMapaMeTpoB 3K3eMnsipa KoMnoHeHTa Cepsuc AyauTa.

CuHTakKkcuc:

Get-DssAnalyticsServiceProperties [-DisplayName <string>]

Komananert Set-DSSAnalyticsRegistryProperties

Ncnonb3yeTcs Ans U3MeHeHUst CTPOKM NOAK/UYEHUs K 6a3e aaHHbIX CepBuca AyauTa.

CuHTaKcuc:

Set-DSSAnalyticsRegistryProperties [-DisplayName <string>] [-DBConnection
<string>]

Tabnuua 115. MNMapameTpbl koMaHaneTa Set-DSSAnalyticsRegistryProperties

MapameTp Tun OnucaHune

NmMa sk3emnngpa Cepsuca Ayamta. ECnn 3HaueHmne He yKasaHo,

DisplayName  strin <
play 9 6yneT ncnosb3oBaH 3K3eMNAAP, HA3HAYEHHbIN MO YMOAYaHULO.
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MapameTp

Tvn OnuncaHune

‘ DBConnection string Ctpoka nogknto4deHums K 6ase aaHHbix Cepsuca Mognucu.

Komanpner Get-DSSAnalyticsRegistryProperties

Mcnonb3yeTtca ang nonyvyeHus nHdopMaunmm o0 CTpoKe NoakNtdeHns K 6ase AaHHbIX
CepBuca AyauTta.

CuHTaKcuc:

Get-DSSAnalyticsRegistryProperties
<string>]

[-DisplayName <string>] [-DBConnection

KomaHnaner Export-DssAnalyticsConfiguration

BbirpyxaeTt Tekywme HacTponkm sksemnnsapa Cepsuca Mognucu B dann.

CuHTakKkcuc:

Export-DssAnalyticsConfiguration -OutFile <string> [-DisplayName <string>]

Export-DssAnalyticsConfiguration

{Configuration | CryptoProviders}]

Export-DssAnalyticsConfiguration

{Configuration | CryptoProviders}]

[-Include <AnalyticsConfigurations[]>
-OutFile <string> [-DisplayName <string>]

[-Exclude <AnalyticsConfigurations[]>
-OutFile <string> [-DisplayName <string>]

Tabnunua 116. NMNapameTpbl koMmaHaneta Export-DssAnalyticsConfiguration

MapameTp Tvn

string

BO3MOXHble 3Ha4YeHuns:

Configuration;

OnuncaHune

MNapamMeTp oTBeYaeT 3a TO, Kakme Habopbl
HaCTpoeK BKJIKOYATb B 3KCMNOPTUPYEMbIi

Include CryptoProviders; KOH(MUrypaunoHHbin dann. OnmcaHme
HabopoB HacTpoek HaxoauTcs B Tabnuua
Enrolls; 117
Notifiers; )
Events
string
BO3MOXHble 3HaYeHUs: MapameTp oTBe4YaeT 3a TO, Kakme Habopsbl
Configuration; HacTpoek HE BknoyaTtb B
Exclude ; o o
CryptoProviders; 3KCNOPTUPYEMbIA KOHMOUIYpPaLMOHHbIN
Enrolls; dann.
Notifiers;
Events
MyTb, Kyaa 6yaeTt coxpaHeH
OutFile string 3KCNOPTUPYEMbIN KOHMOUIYpPaLMOHHbIN

dann. Obs3aTenbHbIM NapameTp.

DisplayName string

OTobpaxkaemoe nmsa ak3emnaapa
kKoMmrnoHeHTa CepBuc AyauTa.

Ha6op HacTpoek

Tabnuua 117. Onucanme HabopoB HacTpoek ak3emnnapa Cepsuca Ayauta

OnucaHue

Configuration

O6Lwume HacTpolikK aKk3eMnaapa.
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Ha6op HacTpoek OnucaHue

CryptoProviders HacTponkun Kpuntonposanaepos.

Komangner Import-DssAnalyticsConfiguration

3arpyxaeT HacTtporiku CepBuca [lognucu w3 KOHPUrypaumoHHOro darnna w
(onuMoHanbHO) Nepen 3TMM pe3epBUPYET B APYrol daiin TeKyLlMe HAaCTPONKU.

CuHTaKcuc:

Import-DssAnalyticsConfiguration -ConfigFile <string> [-BackupFile <string>]
[-DisplayName <string>]

Tabnuua 118. NMapameTpbl koMaHaneta Import-DssAnalyticsConfiguration

MapameTp Tun OnucaHue

MyTb K KOHUrypaumoHHomy danny c
ConfigFile string MMMOPTUPYEMbIMU HACTpPoOMiKa

3K3eMmnngpa.

MyTb Kk danny, kyaa 6yayT coxpaHeHbl
BackupFile string TeKyline HaCcTponKM aK3eMnnapa nepea

MMMNOPTOM HOBbIX.
OTobpaxaemoe nmsa ak3eMnnsipa
KoMnoHeHTa CepBuc AyauTa.

DisplayName String

4.8.1.6.2. loBepeHHble nspgarenm

KomaHanetr Add-DssAnalyticsClaimsProviderTrust

[JobaBnaer oTneyaTok cepTudmkata noanucum Mapkepos 6e30MacHOCTM B CMUCOK
AOBEpeHHbIX nsgartenen Mmapkepos 6e3onacHoCTH.

CuHTakcumc:

Add-DssAnalyticsClaimsProviderTrust [-DisplayName <string>] -IssuerName
<string> —-Thumbprint <string>

Tabnuua 119. NapameTpbl koMaHaneta Add-DssAnalyticsClaimsProviderTrust

MapameTp Tun OnucaHue

DisplayName string OTobpaxaemoe nms aksemnnsapa Cepsuca AyamTa.
IssuerName string Nma poBepeHHOro nsgarens.

Thumbprint string CepTndukaTta 4OBEPEHHOIO U3agaTens.

Komananert Get-DssAnalyticsClaimsProviderTrust

Ncnonb3yeTcs ons BbiBOAA HA KOHCOJb 3aperncTpmpoBaHHbIX AOBEPEHHbIX U3aaTenen
MapkepoB 6e3onacHocTn. OTobpaxaeTcss CTPOKOBbIM UAEHTUdUKATOP M34aTens n oTrneyaTok
cepTudmKaTa OTKPbITOro Kstoya.

CuHTaKcumc:
Get-DssAnalyticsClaimsProviderTrust [-DisplayName <string>]
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KomaHnpanet Set-DssAnalyticsClaimsProviderTrust

Ncnonb3yercs AONs U3MEHEHWs oThnevatka cepTudukata [OBEpPEeHHOro wusaaTens
MapkepoB 6€30MacHOCTy.

CuHTakKcuc:

Set-DssAnalyticsClaimsProviderTrust [-DisplayName <string>] -IssuerName
<string> -NewThumbprint <string>

Tabnuua 120. NapaMeTpbl koMaHaneTa Set-DssAnalyticsClaimsProviderTrust

MapameTp Tun OnucaxHue

Nmsa sk3emnnapa Cepsuca Ayauta. Ecnum 3HauyeHue He ykasaHo,

DisplayName string 6ynert ncnonb3oBaHO MMS 3K3EMMIsipa, Ha3HAYEeHHOoE Mo
YMOJTHaHMUIO.
IssuerName string YHukanbHOe uMs nsgartens Mapkepos 6e30nacHOCTH.

HoBbIn oTnevaTok cepTudunkata NnoagNnUCnM Mapkepos

NewThumbprint string 6e30naCHOCTH

Komananetr Remove-DssAnalyticsClaimsProviderTrust
Mcnonb3yeTcsa ansa yaaneHust A0BEPEHHOro nsgartens Mapkepos 6e30nacHOCTM.

CuHTaKcuc:

Remove-DssAnalyticsClaimsProviderTrust [-DisplayName <string>] -IssuerName
<string>

Tabnuua 121. NapameTpbl koMaHaneTa Remove-DssAnalyticsClaimsProviderTrust

MapameTp Tun OnucaHue

NUma sk3emnnapa Cepsuca Ayauta. Ecnm 3HadeHne He ykasaHo,

DisplayName  strin M
play 9 6yneT ncnosb3oBaH 3K3eMNAAP, HA3HAYEHHbIN MO YMOAYaHULO.

IssuerName string YHUKanbHOe uMA nsgatens mapkepos 6€30NacHOCTU.

4.8.1.6.3. YnpaBneHue KkpuntonpoBanaepamm

Komananert Get-DssAnalyticsCryptoProvider

Wcnonb3yeTcs Ans BblBOAA Ha KOHCOMb MWHMOpMauum O 3aperucTpupoBaHHbIX
nposargepax.

CuHTakcumc:
Get-DssAnalyticsCryptoProvider [-DisplayName <string>] [-Validate]

Tabnuua 122. MapameTpbl komaHaneta Get-DssAnalyticsCryptoProvider

MapameTp Tun OnucaHue

NUma sk3emnnsapa Cepsuca AyauTta. Ecnv 3HaueHune He
DisplayName string yKasaHo, byaeT ncnonb3oBaH 3K3eMnaap, HasHa4YeHHbIN

Mo YMOAYaHuIo.

dnar, onpegensawwmn, 4tTo Tpebyetcs nposepka
Validate SwitchParameter pa6oTocnocobHocTK KpunTOonpoBanaepos ¢ MacTtep-

KJ1HOYOM.,
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KomaHnanert Get-DssAnalyticsCryptoProviderType

BbIBOAWUT Ha KOHCOJIb CMMUCOK 3aperMcTpmpoBaHHbIX TUMOB KpMHTOHpOBaVIAGDOB.

CuHTaKcuc:

Get-DssAnalyticsCryptoProviderType

[-DisplayName <string>]

Komanpaner Add-DssAnalyticsCryptoProvider

Ncnonb3yeTca Ang perncrpaymm HOBOro KpmnTonpOBaﬁ,u,epa Ha Cepsuce lMognucn.

CuHTaKcuc:

Add-DssAnalyticsCryptoProvider
—ProviderType <int> -Typeld <string>
MasterKeyLife <int>]]

[-SetUsersKeysLife

MasterKeyName <string>]

[-DisplayName <string>]
[-Order <int]

—ProviderName <string>
[-SetMasterKeyLife [-
[-UsersKeysLife <int>]] [-

Tabnuua 123. MNMapameTpbl komaHaneta Add-DssAnalyticsCryptoProvider

MapameTp Tvn OnucaHue
Nmga sk3emnnapa Cepsuca AyauTta. Ecnm
DisplayName string 3Ha4eHue He ykasaHo, 6yaeT ncnonb3oBaH
3K3eMMAAp, Ha3Ha4YeHHbIN N0 YMOAYaHUIO.
OnuncaHue Kpuntonposanaepa Ans
Descrition string oTobpaxxeHuns B Beb-uHtepdeic
Monb3oBaTtens.
String
Typeld Bo3MoXHble MaoeHTudunkaTop TMna Kpuntonposanaepa.
3Ha4YeHus:
AuditIntegrity
OTBevaeT 3a NopsAoK cnegoBaHust Ha Beb-
nHTepderce MNMonb3oBatens
Order int 3apernMcTpmpoBaHHbIX KPpMNTONPOBanaepos.
YeMm Bblle HOMEpP, TEM Bbllle B CMMUCKe
KpunTonpoBanaep. o ymon4yaHuio napameTp
paseH 0.
Tun npoBanaepa, 3aperMcTpMpoBaHHOro B
ProviderType int OC (dyHKUMN NOAAEPXKUBAKTCHA TONbKO AN
nposargepos TMna 80 n 81).
ProviderName string Mmsa npoBangepa, 3aperncTtpMpoBaHHoOe B

Ccucrteme.

SetMasterKeyLifetime

SwitchParameter

YCcTaHOBUTb CpOK AeNCTBUSA MacTep-ktoya B
cnyyae, ecnu cosjaeTcsa nposanaep ¢
MacTep-K/IK4YOoM.

MasterKeyLifetime

int

Cpok gencrteus Macrtep-kni4ya C MOMeHTa
co3gaHus B Mecsuax. o yMon4aHuio cpok
pencrems Macrtep-knw4da - 36 Mecsues.

SetUsersKeysLifetime

SwitchParameter

YCTaHOBUTb CPOK AENCTBUS
NOMb30BaTENbCKUX KITHOYEN.

CpoK AeicTBMA NONb30BaTENbCKUX KITIOYEN,
CO3/laHHbIX Ha AAHHOM NpoBaliaepe, B

UsersKeyslLifetime int .
Mecsuax. Mo yMon4aHunio CpoK AeNCTBUSA
No/sb30BaTe/bCKOro Kjt4ya 15 mecsues.
NMa KoHTelHepa ¢ MacTep-K/io4YoM, ecnu
MasterKeyName string co3zaeTcsa npoBangep C yXe CyLeCcTBYLWNM

MacTep-K/4OoM.
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3aperncTtpMpoBaHHOe UMSA NMpoBanaepa B CUCTeEMe MNpeaonpeneneHo 3apaHee.
Ero MOXHO yBMAETb B AOKYMEHTauWM MoCTaBLMKa Kpuntornposahgepa. Ons
npoayktos Kpuntollpo:

» Kpuntollpo HSM: Crypto-Pro GOST R 34.10-2012 HSM Svc CSP
> Kpuntolpo CSP (tonbko ans tectmpoBaHus Kpuntollpo DSS): Crypto-
Pro GOST R 34.10-2012 Cryptographic Service Provider

Komananetr Remove-DssAnalyticsCryptoProvider
Mcnonb3yeTcsa ansa yaaneHusa kpuntonposangepa Ha Cepsuce AyaguTa.

CuHTakKcuc:
Remove-DssAnalyticsCryptoProvider [-DisplayName <string>] -ID <guid>

Tabnuua 124. NapameTpbl koMaHaneTa Remove-DssAnalyticstoProvider

MapameTp Tun OnucaHue

Uma sk3emnngpa Cepsuca AyamTa. Ecnm 3HauyeHne He yKasaHo,

DisplayName strin <
play 9 6yneT ncnosb3oBaH 3K3eMNAAP, HA3HAYEHHbIN MO YMOAYaHULO.

ID guid  WpeHTndukatop Kpuntonposanaepa.

Komanpnert Enable-DssAnalyticsCryptoProvider

Wcnonb3yeTca ANsA BKAOYEHUS KpunTonpoBahaepa Ha CepBuce AyauTa, paHee
nepeBeAéHHOr0 B COCTOSIHME OTKJ/THOUEH.

CuMHTaKCuUC:
Enable-DssAnalyticsCryptoProvider [-DisplayName <string>] -ID <int>

Tabnuua 125. NapameTpbl koMmaHaneTa Enable-DssAnalyticsCryptoProvider

MapameTp Tun OnucaHue

NUma sk3emnngpa Cepsuca AyamTa. Ecnm 3HauyeHme He yKasaHo,

DisplayName strin o
play 9 6yneT ncnosb3oBaH 3K3eMNAAP, HA3HAYEHHbIN MO YMOAYaHULO.

ID guid NaeHTudmnkaTop Kpuntonposangepa.

Komanpaner Disable-DssAnalyticsCryptoProvider
Mcnonb3yeTcsa ans oTkNuyeHns Kkpuntonposangepa Ha Cepeuce Ayauta.

CuHTaKcuc:
Disable-DssCryptoProvider [-DisplayName <string>] -ID <guid>

Tabnuua 126. MNMapameTpbl koMmaHaneTa Disable-DssAnalyticsCryptoProvider

MapameTp Tun OnucaHune

Umsa sk3emnnapa Cepsuca AyauTta. Ecnv 3HaveHne He yKasaHo,

DisplayName strin <
play 9 6yaeT ncnosb3oBaH 3K3EMNAAP, HA3HAYEHHbIN MO YMOAYaHULO.

ID guid NaeHTndmkaTop Kpuntonposangepa.
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KomaHpanet Copy-DssAnalyticsCryptoProvider

[aHHbIN KOMaHANET UCMOIb3YETCHA TONbKO AJ19 9KCNOpTUpyeMbix Mactep-
KOYer M MOXeT MCNO/b30BaTbCS MCKIIIOUYUTENBHO B TECTOBbIX Lensx u ans
CO34aHns HEKBaNMMULUMPOBAHHOW 31EKTPOHHOW NOAMUCH.

Mcnonb3yeTcs ANs co3aaHWs HOBOro KpUNTOMNpoBaiiaepa, NpuHaanexaliero safjaHHom
rpynne KpuntonposaaepoB. MacTep-K/ito4 HOBOro KpMMnTonpoBanaepa coBnagaet ¢ Mactep-
K/T04aMKN OCTaslbHbIX KPUATONPOBANAEPOB rpymnmbl.

CuHTakKcuc:

Copy-DssAnalyticsCryptoProvider [-DisplayName <string>] -GroupID <int> -
NewProvName <string>

Tabnuua 127. MNMapameTpbl komaHaneta Copy-DssAnalyticsCryptoProvider

MapameTp Tun OnucaHue

DisplayName string Nmqa sk3emnnapa Cepsuca AyauTta. Ecnm 3HavyeHue He ykasaHo,
Y 6yaeT ucnonb3oBaH 3K3eMNAsap, Ha3HAYEHHbIM MO YMONYaHUIO.

NaeHTuduKaTop rpynnbl, KOTOPO NPUHAANEXUT KOMUPYEMbIA

GroupID Int o
Kpuntonposanaep.

NewProvName string Wms HOBOro KpuntonpoBanaepa.

KomaHpanert Set-DssAnalyticsCryptoProvider

Ncnonb3yeTca ans nsMeHeHMs napaMeTpoB KpMnTonpoBanaepa, 3aperMcTpMpoBaHHOro
Ha CepBuce Ayauta

CuHTaKcumc:
Set-DssCryptoProvider -DisplayName <string> [-MasterKeyName <string>] [-Order
<int] [-Description <string>] -ID <guid>
Tabnuua 128. NapameTpbl koMaHaneTa Set-DssAnalyticsCryptoProvider
MapameTp Tun OnucaHue

Nma sk3emnngpa Cepsuca AyamTa. Ecnm 3HaueHune He
DisplayName string yKasaHo, 6yaeT ncnonb3oBaH 3K3eMNasp, Ha3HaYeHHbIN
Mo YMOAYaHuUIo.
OTBeuvaeT 3a NoOpsAOK criefoBaHus Ha Beb-nHTepdeiice
Monb3oBaTens 3aperncTpupoBaHHbIX
Order int KpunTonpoBangepos. Yem Bbille HOMEpP, TEM Bbllle B
cnucke kpunTonposangep. Mo ymMonyaHuioo napamMeTp
paseH 0.

OnucaHue kpunTonpoBangepa a1 otobpaxxeHuns B Beb-
nHTepdelic Nonb3oBaTens.

Description string

NmMsa KoHTelHepa ¢ MacTep-KJlo4yoM, ecnm cosgaeTcs

MasterkeyName ~ string npoBaliaep C yXe CyLIecTBYWMM MacTep-K/to4oM.

ID guid NaoeHTndmkaTop Kpuntonposaigepa.

KomaHnpanet Test-DssAnalyticsCryptoProvider

Ncnonb3yeTcsa ans npoBepku AOCTYNMHOCTU KpunTonposangepa.
CuHTakKcuc:
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Test-DssAnalyticsCryptoProvider [-DisplayName <string>] -ID <guid>
Tabnuua 129. MNMapameTpbl KoMaHaneta Test-DssAnalyticsCryptoProvider

MNMapameTp Tvin OnucaHue

Nma sk3emnnapa Cepsuca MNoanucn. Ecnm 3HavyeHne He yKasaHo,

DisplayName strin <
play 9 6yaeT ncnosb3oBaH 3K3EMNNAP, HA3HAYEHHbIM MO YMOAYaHULO.

ID guid MaeHTudumnkaTop Kpuntonposanaepa.

4.8.1.6.4. Npotokon WS-Federation

Komanpaner Set-DssAnalyticsWSFederationSettings

[aHHbIA KOMaHA/eT UCNOob3yeTcs ANS u3MeHeHust Hactpoek WS-Federation. K Hum
OTHOCATCA:

» appec UeHTtpa UaeHtndukaummn Kpuntollpo DSS;

> aapec Beb-uHTtepdeiica Cepsuca Ayamta Kpuntollpo DSS;

» aapec gosepeHHoro LleHTpa NaeHTudurkaumm B gomeHe lMonb3oBartens.
» CuHTakcuc:

Set-DssAnalyticsWSFederationSettings [-DisplayName <string>] [-Issuer
<string>] [-Realm <string>] [-HomeRealm <string>] [RequireHttps <bool>]

Tabnuua 130. NapamMeTpbl koMaHaneTa Set-DssAnalyticsWSFederationSettings

MapameTp Tun OnucaHue

Nmsa ak3emnnapa Cepsuca AyauTta. Ecnu 3HaueHne He yKasaHo,
6yneT ncnonb3oBaH 3K3eMMNAP, Ha3HAYEHHbIW MO YMOJIYaHUIO.

URL-agpec UeHTpa UaeHTndukaumm Kpmuntolpo DSS.
Issuer string [lo ymMoOn4yaHWio MeeT 3Ha4YeHuns:
http://<host_name>/sts/sts/issue/
URL-agpec Beb-uHtepdeitca Cepsuca Ayamta Kpuntollpo DSS.
Realm string [lo ymMOn4yaHWioO MMeeT 3Ha4YeHuns:
http://<host_name>//AnalyticsService/

URL-agpec UeHTpa UaeHTndukaumn. Mo yMmon4aHuio He
3arnoJiHAeTCs, 3ape3epBMpoOBaH A5 AallbHENLWeEero NCnosib30BaHus.

DisplayName string

HomeRealm  string

RequireHttps bool TpeboBaTb 3aWMLWLEHHOrO0 COEANHEHMS.

Komananert Get-DssAnalyticsWSFederationSettings

[aHHbIN KOMaHANET UCNOoNb3YyeTCcs A1 BbiBOAA HAa KOHCOMb HacTpoek WS-Federation
CepBuca AyguTa.

CUMHTaKCcUC:
Get-DssAnalyticsWSFederationSettings [-DisplayName <string>]

4.8.1.6.5. LLIa6/10HBbI NeyaTn

Komananet Get-DssAnalyticsConverterPlugin

[aHHbIi KOMaHANET UCMONb3yeTCs ANS BbIBOAA HA KOHCOJIb BCEX 3aperucTpMpOBaHHbIX
naarvHoB Ansa npeobpasoBaHMsa JOKYMEHTOB.

CuHTaKCcuUc:
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Get-DssAnalyticsConverterPlugin [-DisplayName <string>]

Komanpner Add-DssAnalyticsConverterPlugin
Perncrtpaumnsa HoBOro nnarvHa anasa npeobpasoBaHns JOKYMEHTOB.

CuHTakKcuc:

Add-DssAnalyticsConverterPlugin [-DisplayName <string>] -FileExtension
<string> -Assembly <string> [-Classname <string>] [-Priority <int>] [-
Parameters <Hashtable>]

Tabnuua 131. Napametpbl komaHaneta Add-DssAnalitycsConverterPlugin

MapameTp Tun OnucaHue

FileExtension string PacwupeHue AoKyMeHTa.

MonHbIM NyTb A0 danna cbopkun naarmHa.

B kauecTBe 3HayYeHNa AaHHOrO NapamMeTpa MOXHO

ykasaTb Tosibko numsa dll darina céopku, B 3TOM cnydae

NONHbIA NyTb 6yAEeT OTCYNTLIBATLCA OTHOCUTENIbHO

OVNPEKTOPUN:

<MyTb yctaHoBkn>\Plugins\Converters\<Tun nnarnHa>.

Nmsa knacca, peanusyowero nHitepdenc

IDSSDocumentConverter.

MpuopuTeT NaarvHa OTHOCUTESIbHO OCTaNbHbIX

Priority int 3aperncTpupoBaHHbIX 4S9 AAHHOro pacluupeHunsd
nJarnHoB.

Assembly string

Classname string

Parameters Hashtable [JdononHuTenbHbie NnapaMeTpbl MaaruHa.

B PowerShell ana 3agaHns napametpa tvna Hashtable MoxHO npuMeHnTb CneaytoLwyto
KOHCTPYKLMIO:

@ {paramName;=paramValue;; paramNames=paramValue;;..;paramNamey=paramValuey}

roe paramName;, paramVaIuei — Ha3BaHWeE U 3Ha4YeHNe NapaMeTpa COOTBETCTBEHHO.

KomaHnanetr Remove-DssAnalyticsConverterPlugin
YpaneHue 3aperncTpMpoBaHHOro niaarvHa ans npeobpasoBaHus.

CuHTakKkcuc:

Remove-DssAnalyticsConverterPlugin [-DisplayName <string>] -FileExtension
<string> -Assembly <string> -Classname <string>

Tabnuua 132. NapaMeTpbl koMaHaneTa Remove-DssFEConverterPlugin

MapameTp Tun OnucaHue

FileExtension string PacwmnpeHue nokyMeHTa.

MonHbih NyTb fo danna cbopkn naaruHa.
B kauyecTBe 3HauYeHMa AAHHOro napamMeTpa MOXHO
yKa3saTtb Tonbko nms dll-danna cbopkmn, B 3ToM cnydae

Assembly string o
MOJIHbIN NYTb 6YAET OTCUYMTLIBATLCA OTHOCUTESNIbHO
AOVPEKTOpUN:
<MyTb yctaHoBkn>\Plugins\Converters\<Tun nnarvHa>.
. NMa knacca, peanusyrowero nHtepdeinc
Classname string ' P yroul P

IDSSDocumentConverter.
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4.8.1.6.6. Kactomusauumsa

Komananet Get-DssAnalyticsCustomization

[JaHHbIA  KOMaHAMeT WUCNO/b3yeTcs AN BbiBOAAa Ha KOHCOMb BCEX HACTpPoOek
oTobpaxeHus sk3emnnsapa Cepsuca Ayauta.
CuHTaKCcuUc:

Get-DssAnalyticsCustomization [-DisplayName <string>]

Komanpanert Set-DssAnalyticsCustomization

[aHHbIA  KOMaHANET WUCMoNb3yeTcs ANa W3MEHEeHUS HacTpoeK OoTo6paxxeHus
ak3emnnspa CepBuca AyauTa.

CuHTakKcuc:

Set-DssAnalyticsCustomization [-DisplayName <string>] [-Title <string>] [-
Copyright <string>] [-LogotypeFile <string>] [-HelpFile <string>] [-MainColor
<string>] [-AdditionalColor <string>] [-FontColor <string>] [-Font <string>]
[-FavIconFile <string>]

Tabnuua 133. NapameTpbl koMaHaneTa Set-DssFECustomization

MapameTp OnucaxHue

Title string 3aronoBok Beb-npunoxeHus Cepsuca AyauTa.

Copyright string Konupanr.

LogotypeFile string MonHbIM NYTb Ao danna c JIOrOTUMNOM. Pasmep norotuna -
MakcuMyM 55 pix BbICcOTY 1 220 piX B LWUMPUHY.

HelpFile string MonHbIn NyTb A0 danna co cnpaskon. ®ann cnpasku

npeactaensiet coboin HTML-goKyMeHT.

OcHoBHoOW uBeT nHTepdenca seb-npunoxernsa Cepsuca
MainColor string Ayaonta (MeHo, BblAeNEeHHbIE KHOMKK). LiBeT 3agaeTca B
dopmaTte HEX.
JononHuTenbHbIN LBET nHTepdenca Beb-npunoxeHums
Cepsuca AyauTta (BblAENEHHbI 3/IEMEHT MEHIO,

AdditionalColor string N "
BbIMaAaloLlWmnii CNNCOK Nnog yYeTHOW 3anuceto). Liset
3agaetcs B dopmaTte HEX.

FontColor string LiBeT wpwndTa 3aronoska, NyHKTOB MeHo. LiBeT 3agaeTcs
B popmaTte HEX.

Font string Tun wpundTa.

FaviconFile string MonHbih NyTb Ao danna c favicon. jonyctumoe

pacwmpeHune gns ganna - ico.

Komananert Reset-DssAnalyticsCustomization

[aHHbIn KOMaHAMEeT MCMOoNb3yeTCcs ANS BOCCTAHOBMNEHWUS HACTPOEK MO YMOSYaHMUIo
oTobpaxeHus sk3emnnsapa Beb-nHtepdeinca Cepsuca Ayauta.

CuHTakKcuc:

Reset-DssAnalyticsCustomization [-DisplayName <string>]
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4.8.1.6.7. NMNnarnHbl hopMupoBaHNA OTYHETOB

Komananet Add-DssAnalyticsReportPlugin

Mo3BonseT A4o6aBUTb NNarMH oT4yeTa 0 CObbITUAX ayanTa.

CuHTaKcuc:
Add-DssAnalyticsReportPlugin [-DisplayName <string>] -FileExtension <string>
—-Assembly <string> [-Classname <string>] [-Priority <int>] [-Parameters
<Hashtable>]

Tabnuua 134. NapameTpbl komaHaneta Add-DssAnalitycsReportPlugin

MapameTp Tun OnucaHue

. . . PacwmpeHne gokyMeHTa. [jonyckaeTcs NpoM3BOJibHOE
FileExtension string
3HaueHune, He coaepiallee npobenos M CNeLCUMBONOB.

MonHeIn NyTb A0 danna cbopku nnaruHa.

B kayecTBe 3Ha4YeHNa AAHHOrO NapaMeTpa MOXHO
yKasaTb Tosibko numsa dll darina céopku, B 3TOM ciyyae
NOMHbIN NYTb BYAET OTCUMTLIBATLCS OTHOCUTENBHO
ANpeKTopun:

<NyTb yctaHoBkn>\Plugins\Converters\<Tun nnarnHa>.
Nmsa knacca, peanusyowero nHutepdenc
IDSSDocumentConverter.

lMpuopuTeT NNarnHa OTHOCUTENBHO OCTasIbHbIX
Priority int 3aperncTpupoBaHHbIX 4S9 AAHHOIO pacluupeHunsd
nJarnHoB.

JononHuTenbHblie NnapameTpbl NiarnmHa (noapobHo
onucaHbl B pasaerne 4.8.1.4).

Nmsa sk3emnnapa Cepsuca AyamTta. Ecnm 3HaueHune He
DisplayName string yKasaHo, 6yaeT ncnosb3oBaH 3K3eMnasp, Ha3HaYEHHbIN
Nno YMOJIHaHUIO.

Assembly string

Classname string

Parameters Hashtable

Komanpaner Get-DssAnalyticsReportPlugin

[aHHbIi KOMaHaneT MCNOJIb3YETCA ANA BblBOAA HA KOHCOJ1b BCEX 3apPErmcTpmpoBaHHbIX
nnarMHoOB Ans CIJOpMMpOBaHVIFl OTYETOB O COBLITUAX ayanTa.

CuHTaKcuc:
Get-DssAnalyticsReportPlugin [-DisplayName <string>]

KomaHnanetr Remove-DssAnalyticsReportPlugin

YaaneHue 3aperucTpMpoBaHHOrO NiarnHa Ans GOopMUPOBaAHUSA OTYETOB O COBbLITMAX
ayauTa.

CuHTakKcuc:

Remove-DssAnalyticsReportPlugin [-DisplayName <string>] -FileExtension
<string> -Assembly <string> -Classname <string>

Tabnnua 135. MNMapameTpbl koMaHaeTa Remove-DssAnalitycsReportPlugin

MapameTp Tun OnucaHue

FileExtension string PacwmnpeHue nokyMmeHTa.

NUma sk3emnnsapa Cepsuca AyauTta. Ecnu 3HauveHune He
DisplayName string yKasaHo, byaeT ncnonb3oBaH 3K3eMnasap, Ha3Ha4YeHHbIN
Mo YMOAYaHUIO.
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MapameTp Tun OnucaHue

MonHbih NyTb Ao danna cbopkn naaruHa.
B kauyecTBe 3HayeHMa AaHHOrO NapamMeTpa MOXHO
yKa3saTtb Tonibko nms dll-danna cbopkmn, B 3TOM cnyyae

Assembly string o
MOJIHbIN NYTb 6YAET OTCUMTLIBATLCS OTHOCUTENbHO
ANPpEKTOpUNn:
<MyTb yctaHoBkn>\Plugins\Converters\<Tun nnarvHa>.
. NMa knacca, peannsyrollero nHtTepdeic
Classname string ' P ytoul P

IDSSDocumentConverter.

4.8.1.7. Npnmep PowerShell-cueHapua gna HaCTpoOMKM
KOMnNnoHeHTa «CepBuc Ayauta>».

[aHHbIl cueHapuii 3a4aéT MMHMMANbHO HEOHBXOAMMYO HAaCTPOMKY KOMMOHEHTA.

# IobGaByieHMe HOBOTO 5k3eMInsapa CepBuca Aynmura
New-DssAnalyticsServiceInstance -SiteName "Default Web Site" -DisplayName
Analytics -SglServerName <hostname>\SQL

# IoBaBJyeHMre oOTIeyaTKa CepTUdMKaTa CIIyXOH
Set-DssAnalyticsServiceProperties -ServiceCertificate <OrnmeuaTok cepTudmuxaTa
KOMIIOHEHTa>

# IOoOaBJjieHME OTIEeUaTKa KOMIOHeHTa «leHTp VOoeHTubOMKALIMM»
Add-DssAnalyticsServiceClaimsProviderTrust -IssuerName realsts —-Thumbprint
<OrneuvaTok cepTudpmkarTa LHeHTpa MoeHTuPmMraLMM>

# IoBaBieHye ampeca UM Kpunrollpo DSS B HacTpolkyu WS-Federation
Set-DssAnalyticsWSFederationSettings —-Issuer "http://<xXoCcT KOMIIOHEHTAa
STS>/STS/sts/issue/" -Realm http://<hostname>/Analytics/

# Peructpauus Beb-umurepderica Ha lenrpe MmeHTUOMKALUNM

Set-DssStsProperties —-AnalyticsServiceAddress
https://<hostname>/AnalyticsService/analyticsservice.svc/issuedtoken/transpor
t/nosc

# PeructTpauus Beb-umHTepbderica Ha Beb-uHTepbderice lonb30BaTENS
Set-DssFEProperties —-AnalyticsServiceAddress
https://<hostname>/AnalyticsService/analyticsservice.svc/issuedtoken/transpor
t/nosc

# NonyuaeMm ceprudmkar CepBuca AyImuTa.
Add-DssRelyingPartyTrust -Name "Analytics" -MetadataUri
http://hostname/AnalyticsService/federationmetadata/2007-
06/federationmetadata.xml

4.8.2. ABMUHUCTpUpPOBaHMe ayauTa

Ons aAMUHUCTPUPOBAHUS ayauTa NUCMONb3YyHTCS KOMaHAaeThbl New-
DssSignServerAudit n New-DssStsAudit B 3aBMCMMOCTM OT KOMMOHEHTa, AS1I9 KOTOpOro
pa3sopaumsancsa Cepsuc Aygmta. Oba KoMaHgneTa MMeT O4MHAKOBbIM Habop nmapaMeTpos.
Huxe npuBegeHoO onmMcaHMe KOMaHAEeTOB, MO3BOAAKLWMX HAcTpouTb cbop mHbopmaumm o
cobbitnax ¢ Cepsuca Mognucu un Lentpa WaoeHtudukaumm. C6op m oTnpaBka cobbiTuin
OCYLLECTBAKTCA naeHTu4yHo paborte cuctembl onoBeweHnsa (cMm. Paspgen 4.9.5), ogHaKo He
TpebyloT HaCTPOMKM B HECKOJIbKO 3TanoB, MOCKOJSIbKY B3aMMOAENCTBME OCYLLECTBASETCH
BHYTpu Kpuntollpo DSS.
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4.8.2.1. KomaHanetr New-DSSSignServerAudit
KoMmananer ,D,06aBJ'IeHMF| MoAynia OnoBEWEeHUA Tuna AYLI,VIT Ha CepBMC Moanwucu.
OnucaHne napameTpoB KOMaHAbl NpuBeaeHo B Tabnuua 136.

CMHTaKcuc:

New-DSSSignServerAudit -AuditServiceAddress <string> [-Settings <hashtable>]
[-DisplayName <string>]

Tabnnua 136. OnucaHue napameTpoB kKoMaHaneTa New-DSSSignServerAudit

MNMapameTp T™vin OnucaHue

DisplayName string WmMsa ak3eMnnapa komnoHeHTa Cepsuca MNognucu.

Appec cepBuca 3anucm coobwernunin ayamta (N0 yMON4YaHuto

AuditServiceAddress  string http://<hostname>/<analyticsAppName>/AuditWriter.svc)

Settings string CnoBapb NnapaMeTpoB MOAYJS ONOBELLEHMUS.

CNMCOK HacTpoek, KOTOpble MOXHO 3aAaTb B napaMeTpe Settings, aHanornyed
HaCTPOEK KOMMOHEHTA YBEAOMIEHUSI O COBLITUSAX, ONMUCAHHbLIX B pasaene 4.9.5.4.1.

4.8.2.2. KomaHanetr New-DssStsAudit

KomaHanetr ans pobaBneHuMs Moaynsl onoBeweHus Tuna Ayaut Ha  LUeHTtp
NaeHTudunkaumm. OnvcaHMe napaMeTpoB KOMaHAbl NpuBeaeHo B Tabnuua 137.

CUMHTaKcuc:

New-DssStsAudit -AuditServiceAddress <string> [-Settings <hashtable>] [-
DisplayName <string>]

Tabnuua 137. Onucanme napameTpoB koMaHaneta New-DssStsAudit

MapameTp Tun OnucaHue

DisplayName string Wmsa sk3emnnspa komnoHeHTa LleHTpa NaeHTndmkaumm.

Anpec cepBuca 3anucu coobuieHnii ayanta
AuditServiceAddress string no ymon4daHuio
https://<hostname>/<analyticsAppName>/AuditWriter.svc

Settings string CnoBapb napamMeTpoB MOAY/IA OMOBELLEHUS.

CnucoK HacTpoek, KOTopble MOXHO 3agaTb B napameTpe Settings, aHanorunyeH
HaCTpoMKaM KOMMOHEHTa yBeLOM/IEHNS 0 COBbITUSX, ONMCaHHbIX B pasgene 4.9.5.4.1.

4.8.2.3. KomaHanetr Remove-DSSSignServerAudit

KoMaHanet ana yaaneHmsa moaynsg onoseweHusa tuna Ayaut ¢ Cepsuca lNoanucu.

CuHTakKcuc:

Remove-DSSSignServerAudit [-DeleteDb] [-ConnectionInfo <SQLConnectionInfo>]
[-DisplayName <string>]
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Tabnuua 138. OnucaHme napaMeTpoB KoMaHasneTa Remove-DssSignServerAudit

MapameTp Tun OnucaHue

Nmga sk3emnnapa Cepsuca Moanucn. Ecnn
DisplayName string 3Ha4eHme He yKasaHo, 6yaeT ncnonb3oBaH
3K3eMnNsap, Ha3HaYeHHbIA MO YMONYaHUIO.

®dnar, onpegensowmnn, Tpebyerca nn yganeHue
6a3bl gaHHbIX CepBuca Mognucwy.

DeleteDB bool

PacwnpeHHble AaHHbIE A9 NOAKNOYEHUA K

ConnectionInfo SqlConnectionInfo SQL-cepsepy (cM. pasaen 7).

4.8.2.4. Remove-DssStsAudit

KomaHaonetr Aana yaaneHus ™Moayns onoseweHums Tuna Ayaut ¢ LleHTtpa
NaoeHTudunkaymm.
CuHTaKcumcC:

Remove-DssStsAudit [-DeleteDb] [-ConnectionInfo <SQLConnectionInfo>] [-
DisplayName <string>]

Tabnuua 139. OnucaHme napaMeTpoB KoMaHaseTa Remove-DssSignServerAudit

MapameTp Tvn OnucaxHue

Nma akzemnngapa LeHTpa MaeHTudukaumun. Ecnm
DisplayName string 3Ha4eHue He yKasaHo, byaeT ncnonb3oBaH
3K3eMnasp, Ha3HaYeHHbIA N0 YMOMYaHUIO.

dnar, onpeagensawwmnn, Tpebyerca nu yganeHue
6a3bl gaHHbIX LIN.

DeleteDB bool

PaclwinpeHHble AaHHble A9 NOAKNIOYEHUSA K

ConnectionInfo SqlConnectionInfo SQL-cepBepy (cm. pasaen 7).

4.8.2.5. MNpnmep PowerShell-cueHapmua gna HaCTpPoOMKM
ayauTta

Hwxxe npusoanTca npuMep passopauynmBaHusa ayauTta ana Cepsuca lNMoanucu.

Write-Host "HOoGarsenue cucrtemel aymuTra" -ForegroundColor Cyan
New-DSSSignServerAudit -AuditServiceAddress
https://<hostname>/<analyticsAppName>/AuditWriter.svc

Write-Host "HacTpolika OTOOpaxeHMs MNyHKTa MeHI <«AynuT»"

Set-DssFEProperties -AnalyticsServiceAddress
https://<hostname>/AnalyticsService/analyticsservice.svc/issuedtoken/transpor
t/nosc

Huxe NnpuBoAUTCA NPUMEpP pasBopayMBaHusa ayauTa Ans LleHTpa NaeHTudunkauumm.

Write-Host "IDoBGaByeHue cuctTeme aymuta'" -ForegroundColor Cyan
New-DSSStsAudit -AuditServiceAddress
https://<hostname>/<analyticsAppName>/AuditWriter.svc

Write-Host "HacTpolika oTOOpaxeHMs NYyHKTa MeHI «AynmuT»"

Set-DssStsProperties -AnalyticsServiceAddress
https://<hostname>/AnalyticsService/analyticsservice.svc/issuedtoken/transpor
t/nosc
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4.8.2.6. HacTpoiika reHepaymm nevyaTHbiXx POpM cnucka
3anucen ayauTa

Ons akTmBaumm BO3MOXHOCTM CO34aHUs nedyaTHou ¢opMbl CAMCKa 3anucen ayauTta
Heo6xoaMMo 3aperncTpmpoBaTh HyXHble dOpMaTbl U COOTBETCTBYHOLWME MAarMHbl C MOMOLLbIO
Windows PowerShell. na kaxaoro sk3emnnspa Cepsuca Ayauta B aupektopun <MyTtb
ycTtaHoBkM >\ AnalyticsService co3gaetca cBoli CO6CTBEHHbIN KOH(MUIypaunMOHHbIN daiin ¢
nMeHeM <UMsA a3k3emnnapa Beb-npunoxeHua>_convert.config.

[aHHbIA cueHapuii perucTpupyeT niarnHbl AAs Co34aHusa nedaTHbiX (OpM crnucka
3anmcen ayauta B dopmaTte Html/Pdf/Word (dopmat XML pgoctyneH 6e3 AONOMHUTENbHbIX
nJjarvHoB).

Add-DssAnalyticsConverterPlugin -FileExtension arh -Assembly
“DSS.DocumentConverter.AuditRecords.dll” -Classname
“DSS.DocumentConverter.AuditRecords.HtmlConverter” -Parameters
@{"Xslt"="<installDir>\Plugins\Converters\AuditTransform.xml"}

Add-DssAnalyticsConverterPlugin -FileExtension arp -Assembly
“DSS.DocumentConverter.AuditRecords.dll” -Classname
“DSS.DocumentConverter.AuditRecords.PdfConverter” -Parameters
@{"Xslt"="<installDir>\Plugins\Converters\AuditTransform.xml"}

Add-DssAnalyticsConverterPlugin -FileExtension arw -Assembly
“DSS.DocumentConverter.AuditRecords.dll” -Classname
“DSS.DocumentConverter.AuditRecords.WordConverter” -Parameters
@{"Xslt"="<installDir>\Plugins\Converters\AuditTransform.xml"}

Add-DssAnalyticsConverterPlugin -FileExtension arhe -Assembly
“DSS.DocumentConverter.AuditRecords.dll” -Classname
“DSS.DocumentConverter.AuditRecords.HtmlConverter” -Parameters
@{"Xslt"="<installDir>\Plugins\Converters\ExtendedAuditTransform.xml"}

Add-DssAnalyticsConverterPlugin -FileExtension arpe -Assembly
“DSS.DocumentConverter.AuditRecords.dll” -Classname
“DSS.DocumentConverter.AuditRecords.PdfConverter” -Parameters
@{"Xslt"="<installDir>\Plugins\Converters\ExtendedAuditTransform.xml"}

Add-DssAnalyticsConverterPlugin -FileExtension arwe -Assembly
“DSS.DocumentConverter.AuditRecords.dll” -Classname
“DSS.DocumentConverter.AuditRecords.WordConverter” —-Parameters
@{"Xslt"="<installDir>\Plugins\Converters\ExtendedAuditTransform.xml"}

4.9. HacTponka CMCTeMbl ONOBELLEeHUNA

CoNn «Kpuntollpo DSS» no3BoAseT HacTpouTb onoBeweHue [lonb3oBaTenen wu
OnepaTopoB 0 pasfMyHbIX COBbITUAX CUCTEMBI. TakxXe CcObbITUA MOryT 3aHOCUTLCS B XYypHan
CepBuca Ayguta. Cucrtema onoselweHuMsl HacTpamBaeTcs HesaBucumo ansa  LeHTpa
NoeHtudumkaummn n Cepsuca lMognucm mn pasnunyaercs Habopom cobbiTnil, 0 KOTOpbIX 6yayT
NPUXOANTb OMNOBELLEHUS.

KTAN.00096-02 92 02 KpunTtollpo DSS. PykosoacTso AaMuHUCTpaTopa CrpaHuua 155 13 273



OnoseuweHune Monb3oBatenen Tpebyet nogknovenms UM n/mnm Cepsuca
Moanucm kK SMS-wio3y onepaTtopa COTOBOW CBSI3WM WM K MOYTOBOMY
cepBepy B COOTBETCTBMM CO CXEMOW pa3MeLlLeHUss KOMMOHEHTOoB (CM
AokyMeHT XXTAKN.00046-03 90 02 Kpuntollpo DSS. Obwee onucaHue). n
B COOTBETCTBMW C TpeboBaHMAMM K MOAK/OYEHUID K ceTaM obuero
nonb3oBaHuUs, onmcaHHbiMM B Paspene 10 XTHAW.00046-03 95 O01.
MpaBuna nonb3oBaHMUS.

Mpw HacTpoiike cucTeMbl onoBeLleHnsa TpebyeTcsa 3aa4aTh U HACTPOUTb:

> TpaHCNOPTHbIN NarunH.
> TMnarvH gnsa dopMmpoBaHusa coobLeHuni.
> Moaynb ons paccbliku yBeAOMNIEHWUNA.

TpaHCMOPTHLIA MAArnMH OCYLLECTBASIET HEMOCPEACTBEHHYIO OTMNpaBKy COO6LIEHUN MO
SMS nnu anekTpoHHOW nouTte. B yctaHoBky KpunTtollpo DSS BXOAUT HECKOIbKO TPAaHCMOPTHbIX
naarvMHOB ANS OTNPaBKKU COO6LWEHMI Yepe3 pasnmyHble SMS W03kl U MO 3N1EKTPOHHOM NouTe.
MoapobHee 0 TpaHCMOPTHbLIX NAarMHax MOXHO NpoynTaTh B pasgene 4.9.5.

MnarnH ans dopMupoBaHUa CoOObLLEHMI OCYLLECTBNSAET NOAroTOBKY COObLeHUs Ans
oTnpaBkn. OCHOBHas 3agada nnarvHa chopMmmpoBaTb cooblleHMe B 3aBMCMMOCTM OT Tuna
cobbiTna, ot Tvna nonydatens (Monb3oBaTenb, Onepatop), OT Tuna TpaHcnopTa (SMS,
3/1EKTPOHHas noyra). B YCTaHOBKY Kpuntollpo DSS BXOAUT naarvH
DSS.MessageFormatter.dll.

Moaynb ANns paccbiikKn yYBeAOMIEHUIA FPYNNMPYeET TPAHCNOPTHbIN MarnH U NaarvH ans
dhopMupoBaHmna coobLueHnn.

Cucrtema yBeOOMJIEHMII MO3BOMASET MCMNOAb30BaTb COOCTBEHHbIE TPaHCMNOPTHbIE
niaarvHel U naaruHel ans GopMmpoBaHmns coobuieHuin. MogpobHee 0 HanucCaHWM NAArnMHOB
MOXHO npouunTaTb B PykoBoacTBe paspaboTtumka Kpuntollpo DSS. ®parmeHT paboTbl cUCTEMDI
onoBelweHus Kpuntolpo DSS npeacraBneH Ha Puc. 34. Ha HeMm m3obpaxeHo onoBeleHne
Monb3oBaTenei, OnepaTopoB, a Takxe Cepsuca Ayaumta 0 cobbITMSX, reHepupyeMbiX
Cepsucom lMoanucwu.

- - - - T - T T T 1
Cucrema onoseweHuna Kpuntollpo DSS I @ ~
| O
| 4@
Mogynb zanucu B B[] Cepeuca Ayguta \AB/IOH
| OMNOBELEHHA Nonb3oBatens
I

Mopgyne paccelnku 4epes Email

I

I

|

I

I

I

| I

| |

| |

l Mopgyne paccblnku Hepes SMS !

I ™ waenon | o —

[——COBbITHE—» L4 [ onoBEewEHMA 0 _—

| u I

| - TpaHCcnopTHEIM NAarMH | OnepaTop
Cepsuc MNoanucu | — |

| |

| L |

| Mnarmx cbopmwpouaaﬂun WAENOH |

I coobueHuit OMOBELLEHMA | I

| | =

| |

| |

I |

,,,,,,,,,,,,,,,,,,,,,, Cepsuc Ayauta

Puc. 34 — CxeMa paboTbl CUCTEMbI OMOBELLEHNS
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Bce cobbiTnsa, nponcxogawme B Kpuntolpo DSS, reHepupytotca Cepsucom Moanucn m
LleHTpoM NageHTndurkaumn. MNMogpobHee 0 HacTponke 3Tux cobbiTnii cM. pasgen 4.9.4.

Kaxpoe cobbiTne mMeeT wWab/OHbI OMNOBELWEHUS, TEKCT KOTOPbIX MPU KOPPEKTHOM
HaCTpolKe NNarnHOB M MOAYy/SEeA pPacCbiIKM, YMNOMSHYTbIX Bbille, MOXeT O6biTb AOCTaBfEH
pas/iMyHbIM Nonay4yartensaMm. TekcTbl waboHoB cooblweHnin MoryT 6biTb M3MeHeHbI. [MogpobHee
0 HacTpomke wabnoHoB coobueHnit o cobbiTMsaX cM. pasaen 4.9.5.7.

CyLecTByeT TP OCHOBHbIX HanpaBfeHUs paboTbl CUCTEMbI OMOBELLEHUS

» OnoseuweHue MonbloBaTtenei n Onepatopos (Pasgen 4.9.1).
» LWabnoHbl coobweHnii Nnpu noaTBepxaeHun onepaunii (Pasgen 4.9.2).
> LWabnoHbl coobleHnin npu NOATBEPXAEHNM NPOU3BOAbHbIX onepauuni (Pasaen 4.9.3).

4.9.1. OnoBeweHune NMonbsoBarenen n Oneparopos

B naHHOM pa3gene onucaHo onoBelleHue Monb3osatenen n Onepatopos DSS, KoTopoe
SABNSETCA UCKIUYMTENbHO MH(pOPMALMOHHBIM M OCYyLEeCcTBNAeTCA vepe3 SMS-coobuieHuns
WAN 3NEKTPOHHYID MNodTy. B 3Tux coobweHunsax coaepxutcs wuHdbopMmaumsa o cobbiTusx,
npomcxopsawmnx kak Ha Cepeuce lNoanucu, Tak n Ha LUeHtpe NaeHTudmkaumm Kpuntollpo DSS.

OnepaTopbl DSS MoryT nonyyatb MH(pOpPMaLMOHHbIE COO6LUEeHnA creaylwmnmmn
cnocobamu:

» 0O cobbiTuax Cepsuca Noanucu nocpeactsoM SMS-coobuweHnii (Tabnuua 140);
> O cobbiTnsax Cepsuca Noanncu nocpeactsoMm Email-coobwenmnin (Tabnunua 141);
> O cobbiTnsax LUeHTpa NaoeHTndukaumm nocpeacrtsom SMS-coobuwenuin (Tabnuua 142).

Tabnuua 140. OnoBeweHne OnepatopoB 0 cobbiTusax CepBuca MNMognnucm NocpeacTeoMm
SMS-coobueHumn

ID ID wa6noHa

cob6biTun NmMma cobbiTnsa coobweHusn TekcT wabnoHa

(EventID) (TemplateID)

1 RequestCreated 3 Onsa nonb3osatensa {0:Login} 6bin
CO34aH 3anpoc Ha cepTudmukar.

3 RequestDeletedAll 9 Bce.: cepTMdJMKaTbl nosib3oBaTens
{0:Login} 6bnn yganeHsol.
3anpoc Ha cepTudmkaTt

4 RequestDeleted 14 none3oBatens {0:Login} 6bin
yAaneH.

5 CertificateCreated 19 Ons nonb3oatens {0:Login} 6bin
BbINyLLEeH cepTudunkar.

6 CertificateDeleted 24 CemecI?MKaT fo/b3oBaTeN
{0:Login} 6bin yganeH.

7 CertificateDeletedAll 29 CePTMq?MKaT roNnb3osaTens
{0:Login} 6bin yaaneH.

[encrteBme ceptndunkarta

8 CertificateHold 33 nonb3oBatens {0:Login}
NMpUOCTaHOBNEHO.

[encrteBme ceptndukarta

9 CertificateUnhold 38 nonb3osatens {0:Login}
BO306HOBNEHO.

CeptudumkaTt nonb3osatens

10 CertificateRevoke 43 {0:Login} 6bin 0TO3BaH. MpuunHa:
{0:RevocationReason?}.
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Tabnuua 141. OnoselweHne OnepaTopoB 0 cobbiITusax Cepsuca MNoanucy nocpeacTsom
Email-coobenunin

ID ID wa6bnoHa

cobbiTusa Nma cobbiTus coobiweHnunn TekcT wabsoHa
(EventID) (TemplateID)

Onsa nonb3oatens {0:Login} 6bin
CO3/aH 3anpoc Ha cepTudukar.

1 RequestCreated 4 .
PaznnuntenbHoe umsa cybbekTa:
{0:RequestSubject}.

3 RequestDeletedAll 10 Bcelz cepTMq)MKaTbl nosib30BaTesNs
{0:Login} 6bInn yaaneHsbl.
3anpoc Ha cepTMdUKaT NonNb30BaTENS

4 RequestDeleted 15 {0:Login} Gbin yAaneH.

PaznnuntenbHoe umsa cybbekTa:
{0:RequestSubject?}.

Ona nonb3osatens {0:Login} 6bin

5 CertificateCreated 20 BbiNyLweH cepTnudukat. OTnevaTok
ceptndmkaTa: {0:Thumbprint}.
Ceptudwukart nonb3osatens {0:Login}

6 CertificateDeleted 25 c otnevatkoM {0:Thumbprint} 6bin
yAaneH.
e Ceptudwukart nonb3osatens {0:Login}
7 glelrtlflcateDeleted 30 c otnevaTtkoM {0:Thumbprint} 6bin
yAaneH.

JencrBmne ceptudunkaTta nonb3osarens
{0:Login} npuoctaHoBneHo. [lata
8 CertificateHold 34 BO30OHOB/IEHNS AEACTBUS:
{0:HoldTime}. OTneuaTtok
ceptndmkaTa: {0:Thumbprint}.
JencrBmne ceptudmnkaTta nonblosarens

9 CertificateUnhold 39 £0:Login} BO306HOBNEHO.
Ceptndukat nonbsosatens {0:Login}
10 CertificateRevoke 44 6bin oT03BaH. MpUumHa:

{0:RevocationReason}. OTneyaTok
ceptudmkata: {0:Thumbprint}.

Tabnuua 142. OnoseleHne OnepaTtopoB 0 cobbiTusAX LleHTpa MaeHTudnkaumm
nocpeacrtsoM SMS-coobueHumn

ID ID wabnoHa
cob6biTus NmMma cobbiTusa coobuieHnn TekcT wabnoHa
(EventID) (TemplatelID)
UserPhoneConfirm Bbin noaTeepxaeH HoMmep TenedoHa
2 . 152
ation {0:Phone}.
3 UserCreated 155 Co,.%p.aH_a y4éTHas 3anncb. JIOruH:
{0:Login}.
4 UserCreateFail 157 HGIYAa{'IOCb co3aaTtb YYETHYIO 3anuchb
{0:Login}.
Y4yéTHas 3anunceb
5 lédserAccountChang 160 {0:DelegateUserLogin} 6bina
M3MEHeHa.
6 UserAccountChang 163 He yganocb U3aMeHUTb YUYETHYIO
eFail 3anucek {0:DelegateUserLogin}.
Y4éTHas 3anunce
11 UserDeleted 176 {0:DelegateUserLogin} 6bina
yAaneHa.
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ID ID wa6bnoHa

cobbiTnA Nma cobbiTusa coobiweHnusa TekcT wabnoHa
(EventID) (TemplateID)

He yganocb yoanuTb YY4E€THYIO 3anmchb
{0:DelegateUserLogin?}.

Co3gaHune y4éTHOM 3anncu
13 AdminCreated 180 aAMUHUCTpaTopa
{0:DelegateUserLogin?}.
He yganocb co3aaTtb YUYETHYIO 3anmchb
14 AdminCreateFail 182 agMMHUCTpaTopa
{0:DelegateUserLogin?}.
YpaneHue y4é€THOM 3anucu
15 AdminDeleted 184 agMMHUCTpaTtopa
{0:DelegateUserLogin?}.
He yganocb yoannTb YUY4E€THYIO 3anmchb
16 AdminDeleteFail 186 agMMHUCTpaTopa
{0:DelegateUserLogin}.
YuyéTHas 3anmMcb agMUHUCTpaTopa

12 UserDeleteFail 178

AdminAccountCha

17 naed 188 {0:DelegateUserLogin} 6bina
9 N3MeHeHa.
AdminAccountCha He ynanocb M3aMeHUTb YUYETHYIO
18 ngeFail 190 3anucb agMmMHUCTpaTopa

{0:DelegateUserLogin}.

Monb3oBatenn DSS MoryT nosiydaTs MH(POPMaALMOHHbIE COO6LEeHUs CreayoLWwmMm
cnocobamu:

» 0O cobbiTnax Cepsuca NMoanucu nocpeactsoM SMS-coobuweHnii (Tabnvua 143);

O cobbiTnax Cepsuca Moanucu nocpeactsom Email-coobwenmnin (Tabnnua 144);

O cobbiTuax UeHtpa NaeHTndurkaumm nocpeacrsom SMS-coobwennii (Tabnuua 145);
O cobbiTuax UeHtpa MaeHTudukaumm nocpeacrsom Email-coobwernunii (Tabnuua 146).

YV V V

Tabnuua 143. OnoseweHue Monb3oBaTtenei o cobbiTnax Cepsuca Moanuncm
nocpencrtsomMm SMS-coobuweHuin

ID ID wabnoHa

cobbiTna Nma cobbiTna coobleHunsn TekcTt WwabnoHa

(EventID) (TemplatelID)
1 RequestCreated 1 Onsa Bac 6bin co3aaH 3anpoc
q Ha cepTudumkar.

Bbun ypaneHsl Bce Bawwu

3 RequestDeletedAll / 3anpockl Ha cepTudmkar.

4 RequestDeleted 12 Bbin yaaneH sanpoc Ha
cepTudumkar.

5 CertificateCreated 17 Ans Bac bbin BbinyieH
ceptudumkar.

6 CertificateDeleted 22 Baw ceptuuikar bein
yAaneH.

7 CertificateDeletedAll 27 Baw ceptudpukar bein
yAaneH.

e HJenctBue Bawero

E CertificateUnhold 36 cepTudmkaTa BoO306HOB/IEHO.
Baw ceptudukat 6bia

10 CertificateRevoke 41 oTO3BaH. MpuunHa:
{0:RevocationReason?}.

11 DocumentSignSuccess 46 HOKYMEHT yCnewHo
noAanmcat.
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ID ID wabnoHa

cob6biTun NmMmsa cobbiTusa coobueHusn TekcT wabnoHa
EventID TemplateID
12 DocumentSignFail 49 He yaanoce noanucats
OOKYMEHT.
13 DocumentEncrypted 52 HOKYMEHT yCneUHo
3awmndpoBaH.
14 DocumentEncryptionFail 55 He ynanoce sawundposate
OOKYMEHT.
15 DocumentDecrypted 58 HOKYMEHT yCrewHo
pacwmdbpoBaH.
16 DocumentDecryptionFail 61 He ynanock pacuwndposare
OOKYMEHT.
17 CertificatePinChanged 64 MWH-KOA M3MEHEH yCneLlHO.
18 CertificatePinChangeFail 67 E;y,qanocn: VISMEHWUTL MH-
19 CertificateSetDefault 70 Ceprudukar no ymonuaxuio
YyCNewHO Ha3Hau4eH.
20 CertificateSetDefaultFail 73 He yaanock HasHauTs
cepTudmKaT N0 YMOSTHAHMIO.
21 CertificateResetDefault 76 CeptuguKar no yMonianmio
yCrnewHo cobpolueH.
22 CertificateResetDefaultFail 79 He ynanoce cbpocute
cepTudmKaT N0 YMOSHAHMIO.
28 Certificatelnstalled 87 Ceptudukar ycnewHo
YCTaHOBJIEH.
38 EnhanceSignature 99 foanncy
yCOBEpLUEHCTBOBaHaA.
CepTndunkaTty HasHa4yeHo
105 CertificateSetFriendlyName 102 ApYXeCTBEHHOE UMS :
{0:CertFriendlyName}.
- . He ypanocb Ha3zHaunTb
106 IC::aeil;tlflcateSetFrlendIyName 105 cepTudmkaTy apyxxecTtBeHHoe
nMs.
CertificateCreatedWithConf [Ons Bac 6bin BbINyLeH
137 ) . 110
irmation cepTudmkar.
DocumentDecryptionWithC JOKYMEeHT yCnewmHo
139 ; : 114
onfirmation pacwndpoBaH.
CertificateRevocationWithC Baw ceprudukar bein
144 onfirmation 119 0TOo3BaH. lMpuumnHa:
{0:RevocationReason}.
[encTteBme Bawero
- . ) ceptudukaTa 6b110
147 (aZteigt:lcateHoldwthonflrm 124 rnpuoctaHosneHo. [arta
BO306HOBNEHNSA AEACTBUS:
{0:HoldTime}.
CertificateUnholdWithConfi JdenctBue Bawero
150 . 129
rmation cepTudmkaTa Bo306HOBNEHO.
CertificateDeleteWithConfir Baw ceptndumkat 6bin
153 . 134
mation yaaneH.
RequestCreatedWithConfir Ons Bac 6bin co3gaH 3anpoc
155 . 138
mation Ha cepTudunkar.
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ID

cobbiTnA

157

Nma cobbiTusa

PinChangedWithConfirmati
on

ID wabnoHa
coobuieHmn

TekcT WwabnoHa

MnUH-KOA N3MEHEeH yCreLHo.

159

CertificateDeleteAllWithCo
nfirmation

Bawwu ceptudukatol 6b1m
yOaneHsol.

40

DocumentSignWithConfirm
ationSuccess

149

[OKYMEHT ycneLwHo
noAnucaH.

ID
cobbiTna
(EventlID)
1

Tabnuua 144. OnoselweHune Monb3oBatenen o cobbiTuax Cepeuca Moanucu

Nma cobbiTusa

RequestCreated

ID wabnoHa
coobweHuna
(TemplatelD)
2

nocpeactsoM Email-coobuweHnii

TekcT WwabnoHa

Onsa Bac 6bin co3aaH 3anpoc
Ha cepTudukar.
PasnununtenbHoe nms
cybbekTa:
{0:RequestSubject?}.

RequestDeletedAll

Bbun ypaneHsl Bce Bawwu
3anpockbl Ha cepTudmkar.

RequestDeleted

13

Bbin yaoaneH 3anpoc Ha
ceptudukat. PasnmuntenbHoe
nma cybbekTa:
{0:RequestSubject?}.

CertificateCreated

18

Onsa Bac 6bin BbiNyLeH
ceptndmkar. OTneyaTok
ceptudukara:
{0:Thumbprint}.

CertificateDeleted

23

Baw ceptndukart c
otnevatkom {0:Thumbprint}
6blN yaaneH.

CertificateDeletedAll

28

Baw ceptudukart c
otnevatkom {0:Thumbprint}
6blN yaaneH.

CertificateHold

32

Jencrteme Bawero
cepTudmkaTa 6b1710
npuoctaHosneHo. [lata
BO30OHOBNEHUSA OENCTBUS:
{0:HoldTime}. OTnevyaTtok
ceptudmkaTa:
{0:Thumbprint}.

CertificateUnhold

37

JdenctBue Bawero
ceptTudukaTa B0306HOBEHO.
OTnevaTok cepTudukaTa:
{0:Thumbprint}.

10

CertificateRevoke

42

Baw ceptudukat 6o
0TO3BaH. lMpunynHa:
{0:RevocationReason?}.
OTnevaTok cepTudukaTa:
{0:Thumbprint}.

11

DocumentSignSuccess

47

JOKYyMeHT ycnewHo
noanuvcaH.

12

DocumentSignFail

50

He yaanocb nognucatb
OOKYMEHT.
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ID

cobbiTnA
EventID

Nma cobbiTusa

ID wabnoHa
coobuieHmn
TemplatelD

TekcT WwabnoHa

rmation

13 DocumentEncrypted 53 [JOKYMEeHT ycrneLwHo
3awmndpoBaH.
14 DocumentEncryptionFail 56 He yaanocbk 3awundpoBaTtb
OOKYMEHT.
15 DocumentDecrypted 59 JOKYMEeHT ycnewHo
pacwmndpoBaH.
16 DocumentDecryptionFail 62 He ypanocbk pacwmndgpoBaTb
OOKYMEHT.
17 CertificatePinChanged 65 MUH-KOA M3MEHEH YyCMeLlHO.
18 CertificatePinChangeFail 68 He yaanocb M3MeHUTb NMUH-
Koa.
19 CertificateSetDefault 71 CeptudukaTt no ymonyaHuio
YyCMEeLWHOo Ha3Ha4eH.
20 CertificateSetDefaultFail 74 He yaanocb Ha3HaunTb
cepTudmKaT N0 YMOSHAHMIO.
21 CertificateResetDefault 77 CeptudukaTt no yMonyaHuio
ycrnewHo cbpoLueH.
22 CertificateResetDefaultFail 80 He ynanocb cbpocntb
cepTudmKaT N0 YMOSYAHMUIO.
28 Certificatelnstalled 88 Ceptudwmkar ycnewHo
yCTaHOBJEH.
105 CertificateSetFriendlyName 103 CepTudwukaTty HasHayeHo
OpYXeCTBEHHOe UMS :
{0:CertFriendlyName}.
106 CertificateSetFriendlyName 106 He ypanocb Ha3zHauuTb
Fail ceptudukaTy ApyxecTtBeHHoe
nMms.
137 CertificateCreatedWithConf 111 [Ons Bac 6bin BbINyLeH
irmation ceptudumkat. OTneyaTok
ceptudmkaTa:
{0:Thumbprint}.
139 DocumentDecryptionWithC 115 JOKYMeHT ycrneLwHo
onfirmation pacwunopoBaH.
144 CertificateRevocationWithC 120 Baw ceptudumkat 6bin
onfirmation oTo3BaH. lNpuymnHa:
{0:RevocationReason}.
OTnevaTok cepTudumkara:
{0:Thumbprint}.
147 CertificateHoldWithConfirm 125 JencTtBme Bawero
ation ceptudmkaTa 6b1710
npunoctaHosneHo. [lata
BO306OHOBNEHNSA AEACTBUSA:
{0:HoldTime}. OTneyaTok
ceptndumkaTa:
{0:Thumbprint}.
150 CertificateUnholdWithConfi 130 JdenctBue Bawero

ceptTudukaTa B0306HOBEHO.
OTnevaTok cepTudukara:
{0:Thumbprint}.
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ID ID wabnoHa

cob6biTun NmMmsa cobbiTusa coobueHusn TekcT wabnoHa
153 CertificateDeleteWithConfir 135 Baw ceptndukar c
mation otneyaTtkoM {0:Thumbprint}
6bin yganeH.
155 RequestCreatedWithConfir 139 [ns Bac 6bin co3gaH 3anpoc
mation Ha cepTuduKar.
PaznunuutenbHoe nms
cybbekTa:
{0:RequestSubject?}.
157 PinChangedWithConfirmati 143 MnH-KO4 M3MEHEH YCMNELUHO.
on
159 CertificateDeleteAllWithCo 147 Bawwn ceptudmkatbl 6b1sn
nfirmation yAaneHsbl.
40 DocumentSignWithConfirm 150 JOKYMEHT ycnewmHo
ationSuccess noAnucaH.

Tabnuua 145. OnoselwweHune Monb3oBatenen o cobbiTuax UeHTpa NaeHTudurkaunm
nocpencrtsomMm SMS-coobuweHuin

ID ID wa6noHa
cobbiTun Nmsa cobbiTnsa coobweHusn TekcT wabnoHa
EventID TemplateID

2 UserPhoneConfirmation 151 Bbin noaTeepxaeH HoMep
TenedoHa {0:Phone}.

3 UserCreated 154 Onsa Bac cozpaHa y4yétHas
3anuck. JloruH: {0:Login}.

5 UserAccountChanged 159 Bawa y4étHasa 3anucb 6bina
M3MEHEHa.

6 UserAccountChangeFail 162 He ynanocb U3MeHUTb
YYETHYIO 3aruce.

7 UserPasswordChanged 165 Maponb ans Bawemn y4éTHoM

3anmcuy 6bln n3MeHéH. HoBbll
naponb: {0:Password}

8 UserPasswordChangerFail 168 He ynanocb U3aMeHUTb Naposb
Ans Bawen y4éTHOM 3anmcu.

9 UserPhoneChangekFail 170 He yaanocb U3MeHUTb HOMEp
TenedoHa.
10 UserPasswordReset 172 Maponb ans Bawel y4yéTHOM

3anucu 6bin cbpoleH. HoBblil
naponb {0:Password}

11 UserDeleted 175 Bawa y4yétHada 3anuckb 6bina
yAaneHa.
20 UserCreatedByAdmin 194 Ons Bac 6bina co3naHa

ydyeTHas 3anucb. JIormH:
{0:DelegateUserLogin}.

22 UserAuthenticationPassed 197 Monb3oBaTeNnb YCNELWHO
ayTeHTUdmUMpoBaH.
26 UserPhoneChanged 202 Homep TenedoHa 6bin

M3MeHeH. HoBbIl HOMep
TenedoHa {0:Phone}.

28 UserPhoneConfirmationOtp 206 Baw ogHOpa30BLIN Naposib
ONs nNoTABEpPXAeHNS HOMepa
TenedoHa: {0:0TP}
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ID

cobbiTnA
EventID

Nma cobbiTusa

ID wabnoHa
coobuieHmn
TemplatelD

TekcT WwabnoHa

41 UserMobileAuthSecretkeyl 215 Koa akTMBauum kno4a B
nfo myDSS: {0:0TP}.
71 UserAirKeyAuthSecretKeyl 306 Koa akTuBaumu knwoda B
nfo AirKey: {0:0TP}.
76 TestMessage 374 TecTtoBoe coobuweHmne (SMS)
163 SamlAuthMethodDeleted 389 MeToa ayTeHTMdDMKaUnmU
SAML ynaneH.
165 SamlAuthMethodAssigned 393 MeTon ayTeHTUdMKaLUK
SAML Ha3HaueH.
167 OtpSmsAuthMethodDelete 397 MeToa ayTeHTMdMKaUMmM No
d CMC ypaneH.
169 OtpSmsAuthMethodAssign 401 MeToa ayTeHTMdMKaUMmM no
ed CMC Ha3HauyeH.
171 OAthAuthMethodDeleted 405 MeToa ayTeHTudumkaunm OAth
yAaneH.
173 OAthAuthMethodAssigned 409 MeTon ayteHTudumkaumm OAth
Ha3HauyeH.
175 OtpEmailAuthMethodDelet 413 MeToa ayTeHTUdMKaUNM Npu
ed MOMOLLUW 3/1EKTPOHHON MOYThI
yAaneH.
177 OtpEmailAuthMethodAssig 417 MeTon ayTeHTUdMKaLUKN NpU
ned MOMOLLUW 3/1EKTPOHHON MOYThI
Ha3HayeH.
179 SimAuthMethodDeleted 421 MeTon ayTeHTUdMKaLUK
SimAuth ynaneH.
181 SimAuthMethodAssigned 425 MeToa ayTeHTudMKaumm
SimAuth Ha3HaueH.
183 MobileAuthMethodDeleted 429 MeToa ayTeHTudMKaumm
MobileAuth yaaneH.
185 MobileAuthMethodAssigned 433 MeToa ayTeHTUdDMKaUNK
MobileAuth Ha3sHaueH.
187 MtmoAuthMethodDeleted 437 MeTog ayTeHTUdMKaLUN
Mtmo yaaneH.
189 MtmoAuthMethodAssigned 441 MeTog ayTeHTUdMKaLUN
Mtmo Ha3HaueH.
191 MoAuthMethodDeleted 445 MeToa ayTeHTMdMKaunm Mo
yAaneH.
193 MoAuthMethodAssigned 449 MeToa ayTeHTMdMKaunm Mo
Ha3Ha4yeH.
195 AirkeyAuthMethodDeleted 453 MeToa ayTeHTUdMKaUnm
AirKey ynaneH.
197 AirkeyAuthMethodAssigned 457 MeToa ayTeHTUdMKaUnm
AirKey Ha3HaueH.
199 MyDssAuthMethodDeleted 461 MeToa ayTeHTUdMKaUnm
MyDss ynaneH.
201 MyDssAuthMethodAssigned 465 MeToa ayTeHTMdMKaunm

MyDss Ha3HauyeH.
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ID ID wabnoHa

cob6biTun NmMmsa cobbiTusa coobueHusn TekcT wabnoHa

(EventID) (TemplatelD)

204 IdOnlyAuthMethodDeleted 469 MeTon ayTeHTUdMKaLUK
"Tonbko naeHTndmnkauns"
yAaneH.

206 IdOnlyAuthMethodAssigne 473 MeTon ayTeHTUdMKaLUK

d "Tonbko naeHTndmnkaumns"
Ha3HayeH.

208 CertificateAuthMethodDele 477 MeToa ayTeHTUdMKaLMKN NO

ted cepTudukaTy yaaneH.

210 CertificateAuthMethodAssi 481 MeTog ayTeHTUdMKaLUM Mo

gned cepTudmKaTy HasHaudeH.

212 PasswordAuthMethodDelet 485 MeTog ayTeHTUdMKaLUN Mo

ed napoJsito yaaneH.

214 PasswordAuthMethodAssig 489 MeToa ayTeHTMdMKaUNM MO

ned rnapoJsito Ha3Ha4yeH.

Tabnuua 146. OnoselwweHune MNMonb3oBatenen o cobbiTuax UeHTpa NaeHTudurkaunm
nocpeactsoM Email-coobuweHnii

ID ID wabnoHa
cobbiTnsa NUmsa cobbiTusa coobuwieHun TekcT wabnoHa
EventlID TemplatelID
7 UserPasswordChanged 166 Maponb ana Bawel y4éTHoM

3anmcy 6bin n3MeHéH. HoBbll
naponb: {0:Password}

10 UserPasswordReset 173 MNaponb ana Bawel y4éTHoM
3anucm 6bin cbpoweH. HoBbIM
naponb {0:Password?}.

26 UserPhoneChanged 203 Homep TenedoHa 6bin
n3MeHeH. HoBbIn HOMep
TenedoHa {0:Phone}.

38 UserEmailConfirmationOtp 211 Baw oaHOpa30BbIN Naposib
ONs noTaBepXaeHnsa agpeca
3NEKTPOHHOM MOYThbI:

{0:0TP}
39 UserEmailChanged 212 AApec 3N1eKTPOHHOM NoYThl
n3MeHeH. HoBbI agpec
{0:Email}.
41 UserMobileAuthSecretKeyl 216 Koa akTuBauum knwo4ya B
nfo myDSS: {0:0TP}.
44 AuthenticationSchemeCha 219 Cxema ayTeHTudmKaumm bbina
nged U3MeHeHa.
71 UserAirKeyAuthSecretKeyl 307 Koa akTuBauum knwo4ya B
nfo AirKey: {0:0TP}.
76 TestMessage 375 TectoBoe coobuieHne (Email)
77 UserMobileAuthSendQrCod 378 B nucbme copgepxutca QR-
eByEmail Koz C K/1l04EeBOW

nHodpmaumnen. OTCKaHUpynTe
€ro C NOMOLLbI0 NPUOXEHMUS
myDss.

163 SamlAuthMethodDeleted 390 MeTog ayTeHTUdMKaLnmn
SAML ypaneH.
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ID

cobbiTnA
EventID

Nma cobbiTusa

ID wabnoHa
coobuieHmn
TemplatelD

TekcT WwabnoHa

165 SamlAuthMethodAssigned 394 MeTon ayTeHTUdMKaLUK
SAML Ha3Ha4eH.

167 OtpSmsAuthMethodDelete 398 MeTog ayTeHTUdMKaLUK Mo

d CMC ypaneH.

169 OtpSmsAuthMethodAssign 402 MeTog ayTeHTUdMKaLUM Mo

ed CMC HazHauveH.

171 OAthAuthMethodDeleted 406 Metoa ayTteHTuduMKaunm OAth
yAanex.

173 OAthAuthMethodAssigned 410 MeTon ayTeHTUdmkaumm OAth
Ha3Hau4eH.

175 OtpEmailAuthMethodDelet 414 MeTog ayTeHTUdMKaUMM npm

ed MOMOLLM 3/1EKTPOHHON MOYThI
yAaneH.

177 OtpEmailAuthMethodAssig 418 MeToa ayTeHTUdMKaAUUM Npun

ned MOMOLLUW 3/1EKTPOHHON MOYThI
Ha3Ha4eH.

179 SimAuthMethodDeleted 422 MeToa ayTeHTudmKaumm
SimAuth ynanen.

181 SimAuthMethodAssigned 426 MeToa ayTeHTUdMKaLnm
SimAuth Ha3HaueH.

183 MobileAuthMethodDeleted 430 MeToa ayTeHTUdMKaLnm
MobileAuth yaaneH.

185 MobileAuthMethodAssigned 434 MeTon ayTeHTUdMKaLUK
MobileAuth Ha3sHaueH.

187 MtmoAuthMethodDeleted 438 MeTon ayTeHTUdMKaLUK
Mtmo yaaneH.

189 MtmoAuthMethodAssigned 442 MeToa ayTeHTudMKaumm
Mtmo Ha3HaueH.

191 MoAuthMethodDeleted 446 MeToa ayTeHTudMKaumm
Mtmo yaaneH.

193 MoAuthMethodAssigned 450 MeToa ayTeHTUdMKaunm Mo
HasHau4eH.

195 AirkeyAuthMethodDeleted 454 MeTog ayTeHTUdMKaLUN
AirKey ypnaneH.

197 AirkeyAuthMethodAssigned 458 MeTog ayTeHTUdMKaLUN
AirKey Ha3Hau4eH.

199 MyDssAuthMethodDeleted 462 MeToa ayTeHTudMKaumm
MyDss yananeH.

201 MyDssAuthMethodAssigned 466 MeToa ayTeHTMdDMKaunm
MyDss Ha3HauyeH.

204 IdOnlyAuthMethodDeleted 470 MeToa ayTeHTUdMKaUnm
"Tonbko naeHTndmnkaumns"
yAaneH.

206 IdOnlyAuthMethodAssigne 474 MeTog ayTeHTUdMKaLnmn

d "Tonbko naeHTndunkayma"
Ha3Ha4eH.
208 CertificateAuthMethodDele 478 MeTog ayTeHTUdMKaLMN MO

ted

cepTudmkaTy yaaneH.
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ID ID wabnoHa

cob6biTun NmMmsa cobbiTusa coobueHusn TekcT wabnoHa

210 CertificateAuthMethodAssi 482 MeTon ayTeHTUdMKaLMKN NO
gned cepTudmKaTy Ha3HAYEH.

212 PasswordAuthMethodDelet 486 MeTog ayTeHTUdMKaLUM Mo
ed naposito yaaneH.

214 PasswordAuthMethodAssig 490 MeTog ayTeHTUdMKaLUM Mo
ned rMapoJito Ha3Ha4YeH.

HacTtpoinka onoseleHus MNonb3oBaTenen n/mnn OnepatopoB DSS nocpeacrBoM SMS-
coobweHnn npuBeaeHa B Paspene 4.9.5.5.

Hactponka onoBeweHus [Monb3oBatenen wu/mnm OnepatopoB DSS nocpeacrsom
coobLeHnn aneKTpPOHHOM NoYTkl NpuBeaeHa B Pasgene 4.9.5.6.

TekcTtbl wabnoHoB coobweHun Moryt 6biTb M3MeHeHbl. [MogpobHee o0 HacTpownke
wabnoHoB coobuieHnii o cobbiTMax cMm. pasaen 4.9.5.7.

4.9.2. WlabnoHbl coobweHuit npu noaTBEpP)XXAEHUM
onepauuvm

B naHHOM pa3aene onucaHbl WabfoHbl coobLeHNIA, KoTopbie nony4yatoT MNonb3oBaTenu
DSS npu noaTBepxXAeHUM onepauuii. B 3TMX Co0bLEHMsAX CoaepXUTCS MHGopMauus o
cobbITMSAX, reHepupyeMmbix LeHTpoM WaeHTudwukaumn Kpuntollpo DSS B 3aBUCMMOCTU OT
HaCTPOEHHOro MeToda ayTeHTUPUKaUnn:

» TNoaTtBepxaeHue onepauuin Npu noMmowm annnerta Ha SIM-kapTte (SimAuth) — Tabnuua
147;

» ToatBepxaeHue onepaunii npuv  nNOMOWM  MOOBUMABHOrO nNpunoxeHus myDSS
(MobileAuth) - Tabnnua 148;

» [oaTBepxaeHue onepaumii npu  nomowm  MobunbHoro npunoxeHus  AirKey
(AirKeyAuth) - Tabnuua 149;

» TNoaTtBepxaeHue onepauun Npu nomowm SMS-coobweHuii (SMS) - Tabnmua 150;

» [opTBepxaeHue onepauunn npym nomowm Email-coobwennii (Email) — Tabnuua 151;

» [opTBepxaeHue onepauun npyn nomown PytokeH MnarnH (RuTokenAuth) - Tabnuua
152;

Takxe OTAENbHO HacTpauBalTcs coobuwieHus, oTobpaxaemble B Beb-mHTepdence
Monb3oBaTensa Npu noaTeepxaeHun onepaunii (Challenge) — Tabnnua 153.

Tabnuua 147. NoaTBepXaeHue onepaumin npu NoMoLwKM annneta Ha SIM-kapTte

(SimAuth)
ID ID wa6noHa
cob6biTnnA NUma cobbiTuna coob6buieHns TekcT wabnoHa
(EventID) (TemplatelID)
51 SecondaryAuthSig 264 Moanncek AOKYMeHTa.
n {0:DocumentInfo}. Tun nognucwu:

{0:SignatureType}. Ceptudmkar:
{0:CertFriendlyName}.

52 SecondaryAuthSig 265 Mognucb JOKYMEHTOB. Tnn NoAnNnUcCK:
nDocs {0:SignatureType}. Ceptudumkar:
{0:CertFriendlyName}.
53 SecondaryAuthDec 266 PacwudpoBaHmne gokymeHTa
rypt {0:DocumentInfo}. Ceptudukar:

{0:CertFriendlyName}.
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ID ID wa6noHa
cob6biTun Nma cobbiTuna coobLeHusn TekcTt wabnoHa
EventID TemplateID
54 SecondaryAuthCre 267 Co3paHue 3anpoca Ha cepTuduKar.
ateRequest MapameTpbl cepTudmkaTa:
{0:CertSubjectName}, YL:
{0:CAName}, wabnoH cepTudukara:
{0:CertTemplateName}.
55 SecondaryAuthCha 268 M3MeHeHMe NMH-Ko4a Ha cepTudukar.
ngePin Ceptudukart: {0:CertFriendlyName}.
56 SecondaryAuthRen 269 O6HoBneHne ceptudukara.
ewCert MapameTpbl cepTudunkara:
{0:CertSubjectName?}, YL:
{0:CAName}, wabnoH ceptudmkara:
{0:CertTemplateName}.
57 SecondaryAuthRev 270 OT13bIB cepTudukaTa. Ceptudukar:
okeCert {0:CertFriendlyName}.
58 SecondaryAuthHol 271 MpunoctaHoBneHne cepTudmKaTa.
dCert Ceptudukart: {0:CertFriendlyName}.
59 SecondaryAuthUn 272 Bo3obHoBneHne ceptudukarta.
holdCert Ceptudukart: {0:CertFriendlyName}.
60 SecondaryAuthDel 273 YaaneHnue ceptudmkaTa. Ceptudukar:
eteCert {0:CertFriendlyName}.
61 SecondaryAuthDel 274 YpaneHue Bcex cepTudurKaToB.
eteCerts
62 SecondaryAuthPriv 275 JOCTyn K 3aKpbITOMY K04y,
ateKeyAccess Ceptndukat: {0:CertFriendlyName?}.
BBeanTte oaHOpPa30BbIN Naposb Ans
noaTeepxaeHus onepaumn: {0:0TP}
50 SecondaryAuthLog 312 MoaTBepauTe onepauumio Bxoaa
in nonb3oBatens. aeHTudurkatop

3anpoca {0:Sessionld}

Tabnuua 148. NoaTBepxaeHue onepaumin Npu NOMoLWmM MOBMABHOro NPUNOXKEHUS

ID

cobbiTnsa

Nma cobbiTusa

myDSS (MobileAuth)

ID wa6bnoHa
coobileHun TekcT wabsnoHa

(EventID) (TemplatelID)
42 MobileAuthTransac 217 {0:DocumentInfo}. MoaTBepauTe
tionConfirmation ornepauumio.
43 MobileAuthUserEnt 218 MoaTBepauTe onepaumio Bxoaa
erConfirmation nonb3oBaTens.
51 SecondaryAuthSig 252 Mognucb AOKyMeHTa.
n {0:DocumentInfo}. Tun noanucu:
{0:SignatureType}. Ceptudukar:
{0:CertFriendlyName}.
52 SecondaryAuthSig 253 Moanncb AOKYMEHTOB. TN NOAMNUCK:
nDocs {0:SignatureType}. Ceptudukar:
{0:CertFriendlyName}.
53 SecondaryAuthDec 254 PacwmndpoBaHne goKyMeHTa
rypt {0:DocumentInfo}. Ceptndunkar:

{0:CertFriendlyName}.
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ID ID wab6noHa
cob6biTun NmMmsa cobbiTusa coobueHunn TekcT wabnoHa
54 SecondaryAuthCre 255 Co3paHue 3anpoca Ha cepTuduKar.
ateRequest MapameTpbl cepTudmkaTa:
{0:CertSubjectName}, YL:
{0:CAName}, wabnoH cepTudukara:
{0:CertTemplateName}.
55 SecondaryAuthCha 256 M3MeHeHMe NMH-Ko4a Ha cepTudukar.
ngePin Ceptudukart: {0:CertFriendlyName}.
56 SecondaryAuthRen 257 O6HoBneHne ceptTndmkaTa.
ewCert MapameTpbl cepTudmkara:
{0:CertSubjectName?}, YL:
{0:CAName}, wabnoH ceptudmkara:
{0:CertTemplateName}.
57 SecondaryAuthRev 258 OT13bIB cepTudukaTa. Ceptudukar:
okeCert {0:CertFriendlyName}.
58 SecondaryAuthHol 259 MpuocTtaHoBneHne cepTudukara.
dCert Ceptudukart: {0:CertFriendlyName}.
59 SecondaryAuthUn 260 Bo3obHoBneHne ceptudmkaTta.
holdCert Ceptudukar: {0:CertFriendlyName}.
60 SecondaryAuthDel 261 YaaneHnue ceptudmkaTa. Ceptudukar:
eteCert {0:CertFriendlyName}.
61 SecondaryAuthDel 262 YpaneHue Bcex cepTUdUKaToB.
eteCerts
62 SecondaryAuthPriv 263 JocTyn K 3aKpbITOMY KJ1lO4y.
ateKeyAccess Ceptndukat: {0:CertFriendlyName?}.
BBeanTte oaHOpPa30BbIN Naposb Ans
noaTeepxaeHus onepaumn: {0:0TP}
50 SecondaryAuthLog 311 MoaTBepauTe onepauumio Bxoaa
in nonb3oBatens. aeHTudurkatop

3anpoca {0:Sessionld}

ID

cobbiTnsa

Tabnuua 149. NoaTBepxxaeHue onepaumn npyn noMmowwmn naatdopmbl Kpuntollpo

Nma cobbiTusa

AirKey (AirKeyAuth)

ID wa6bnoHa
coobileHun TekcT wabsnoHa

(EventID) (TemplatelID)
51 SecondaryAuthSig 295 Moanncek AOKYMEHTa.
n {0:DocumentInfo}. Tun noanucu:
{0:SignatureType}. Ceptudumkar:
{0:CertFriendlyName}.
52 SecondaryAuthSig 296 Moanucb AOKYMEHTOB. Tun NoAnnUcCK:
nDocs {0:SignatureType}. Ceptudmkar:
{0:CertFriendlyName}.
53 SecondaryAuthDec 297 PacwmndpoBaHne goKyMeHTa
rypt {0:DocumentInfo}. Ceptudukar:
{0:CertFriendlyName}.
54 SecondaryAuthCre 298 Co3paHue 3anpoca Ha cepTudwmkar.
ateRequest MapameTpbl cepTudumkara:
{0:CertSubjectName?}, YL:
{0:CAName}, wabnoH ceptudmkaTta:
{0:CertTemplateName}.
55 SecondaryAuthCha 299 MN3MeHeHMe NnH-Koda Ha cepTudukar.
ngePin Ceptndukat: {0:CertFriendlyName}.
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ID

ID wa6bnoHa

cob6biTun NmMmsa cobbiTusa coobueHunn TekcT wabnoHa
EventID TemplateID
56 SecondaryAuthRen 300 O6HoBNeHMe cepTudmkara.
ewCert MapameTpbl cepTudmkara:
{0:CertSubjectName}, YL:
{0:CAName}, wabnoH cepTudukara:
{0:CertTemplateName}.
57 SecondaryAuthRev 301 OT3bIB cepTudmrkaTta. Ceptndukar:
okeCert {0:CertFriendlyName}.
58 SecondaryAuthHol 302 MpuocTtaHoBeHne cepTudunkaTta.
dCert Ceptndukat: {0:CertFriendlyName}.
59 SecondaryAuthUn 303 Bo3obHoBneHune ceptudmkara.
holdCert Ceptndukat: {0:CertFriendlyName}.
60 SecondaryAuthDel 304 Ypanenue ceptudukata. Ceptudukar:
eteCert {0:CertFriendlyName}.
61 SecondaryAuthDel 305 YpaneHue Bcex cepTuduKkaTos.
eteCerts
72 AirKeyAuthTransac 308 {0:DocumentInfo}. MoaTBepauTe
tionConfirmation onepauuto.
73 AirKeyAuthUserEnt 309 MoaTBepauTe onepaumio Bxoaa
erConfirmation nosib3oBaTens.
50 SecondaryAuthLog 310 MoaTBepanTe onepaunto Bxoaa
in nonb3oBatens. aeHTudurkatop
3anpoca {0:Sessionld}

ID

cobbiTnsa
(EventID)

Tabnuua 150. MoarsepxaeHne onepaumin Npu nomowm SMS-coobuweHunn (SMS)

Nma cobbiTusa

ID wabnoHa
coobiweHun

(TemplateID)

TekcT wabsnoHa

1 OTP 148 {0:DocumentInfo}. Baw
OAHOpPa30BbIN Napofb A1
noaTeepxaeHus onepaumun: {0:0TP}

2 UserPhoneConfirm 151 Bbin noaTeepxxaeH Homep TenedoHa

ation {0:Phone}.

3 UserCreated 154 [Ona Bac co3pgaHa y4yéTHas 3anuchb.
NoruH: {0:Login}.

5 UserAccountChang 159 Bawa y4yéTtHas 3anucb bbina

ed M3MeHeHa.

6 UserAccountChang 162 He yaanocb naMeHUTb YYETHYIO

eFail 3anuce.

7 UserPasswordChan 165 Maponb ans Bawen y4é€THOM 3anucu

ged 6bl21 U3MEHEH. HoBbIM Naposb:
{0:Password}

8 UserPasswordChan 168 He yaanocb M3aMeHUTb Naposb Ans

geFail Bawen yyéTHOM 3anmcu.

9 UserPhoneChange 170 He yaanocb M3MeHUTb HOMEp

Fail TenedoHa.
10 UserPasswordRese 172 Maponb ans Bawen y4yéTHOM 3anmcu
t 6bin cbpoweH. HoBbIM naponb
{0:Password?}
11 UserDeleted 175 Bawa y4yéTtHas 3anucb 6bina yaaneHa.
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ID

cobbiTnA
(EventID)

Nma cobbiTusa

ID wabnoHa
coobleHus
(TemplateID)

TekcT wabsoHa

19 UserEnterConfirma 192 Baw oaHoOpa30BbIN Naposb ANs BXo4a:
tion {0:0TP}
20 UserCreatedByAd 194 [Onsa Bac 6bina co3gaHa y4deTHas
min 3anuch. J1ornH:
{0:DelegateUserLogin}.
22 UserAuthentication 197 Monb3oBaTesib yCnewHo
Passed ayTeHTMdMUMpOoBaH.
26 UserPhoneChange 202 Homep TenedoHa 6bin1 M3MEHEH.
d Hosbin HoMep TenedoHa {0:Phone}.
28 UserPhoneConfirm 206 Baw oaHopa30BbIf Naposib 4ns
ationOtp noTtaBepXXaeHus HoMepa TenedoHa:
{0:0TP}
41 UserMobileAuthSe 215 Koa aktuBauum knwda B myDSS:
cretKeylInfo {0:0TP}.
42 MobileAuthTransac 226 {0:DocumentInfo}. MNoaTBepaute
tionConfirmation onepauuto.
43 MobileAuthUserEnt 227 MoaTBEpAUTE onepaumio Bxoaa
erConfirmation nonb3oBaTens.
51 SecondaryAuthSig 240 Moanucb AOKYMEHTa.
n {0:DocumentInfo}. Tun noanucu:
{0:SignatureType}. Ceptudumkar:
{0:CertFriendlyName}. Beeaunte
04HOpa30BbIM Naponb 4N
noaTeepxaeHus onepauun: {0:0TP}
52 SecondaryAuthSig 241 Moanucb AOKYMEHTOB. TN NOAMUCK:
nDocs {0:SignatureType}. Ceptudumkar:
{0:CertFriendlyName}. Beeaunte
OAHOpPa30BbIN Napofb A1
noaTeepxaeHus onepaumn: {0:0TP}.
53 SecondaryAuthDec 242 PacwudpoBaHme gOKyMeHTa
rypt {0:DocumentInfo}. Ceptudukar:
{0:CertFriendlyName}. Beeaute
OAHOpPa30BbIN Naponb AN
noaTeepxaeHus onepaumn: {0:0TP}.
54 SecondaryAuthCre 243 Co3zpgaHue 3anpoca Ha cepTudukar.
ateRequest MapameTpbl cepTudunkara:
{0:CertSubjectName}, YL:
{0:CAName}, wabnoH ceptudmkaTta:
{0:CertTemplateName}. Beeaute
o4HOpa30BbIM Naponb 4N
noaTeepxaeHus onepaumn: {0:0TP}.
55 SecondaryAuthCha 244 MN3MeHeHMe NnH-KoAa Ha cepTudukar.
ngePin Ceptndpukart: {0:CertFriendlyName3}.
BBeanTe ogHOpa30BbIM Naposib AN
noateepxaeHns onepaunmn: {0:0TP}.
56 SecondaryAuthRen 245 O6HoBNeHWe cepTudmKaTa.
ewCert MapameTpbl cepTudumkara:

{0:CertSubjectName?}, YL:
{0:CAName}, wabnoH ceptudmkaTta:
{0:CertTemplateName?}. Beegute
OAHOpPa30BbIN Naponb A1
noateepxaeHns onepaunmn: {0:0TP}.
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ID

cobbiTnA

Nma cobbiTusa

ID wa6bnoHa
coobleHus

TekcT wabsoHa

(EventID) (TemplateID)
57 SecondaryAuthRev 246 OT13bIB cepTudmkaTa. Ceptudukar:
okeCert {0:CertFriendlyName}. Beeaunte
04HOPa30BbIM Naponb AN
noaTeepxaeHus onepaumn: {0:0TP}.
58 SecondaryAuthHol 247 MpuocTtaHoBneHne cepTudukara.
dCert CepTtudukar: {0:CertFriendlyName}.
BBeanTe ogHOpa30BbIN Naposib Ans
noaTeepxaeHus onepaumn: {0:0TP}.
59 SecondaryAuthUn 248 Bo3obHoBneHne ceptudmkara.
holdCert Ceptndukart: {0:CertFriendlyName}.
BBeante ogHOpa30BbIN Naposib Ans
noaTeepxaeHus onepaumn: {0:0TP}.
60 SecondaryAuthDel 249 YpaneHnue ceptudmkaTa. Ceptudukar:
eteCert {0:CertFriendlyName}. Beeaute
04HOpPa30BbIM Naponb AN
noatresepxxaeHuns onepauunn: {0:O0TP}.
61 SecondaryAuthDel 250 YaaneHue Bcex cepTUduUKaTos.
eteCerts BeeanTte ogHoOpa3oBbI NAposib ANS
noatesepxxaeHuns onepauun: {0:OTP}.
62 SecondaryAuthPriv. 251 JOCTyn K 3aKpbITOMY KJHO4Y.
ateKeyAccess CepTtndukar: {0:CertFriendlyName}.
Beeante ogHopa3oBbI Naposb ANns
noaTeepxaeHus onepauun: {0:0TP}
71 UserAirKeyAuthSe 306 Kog aktuBaumm knoda B AirKey:
cretkeyInfo {0:0TP}.
50 SecondaryAuthLog 313 MaeHTndmnkatop 3anpoca
in {0:Sessionld}. Baw ogHOpa30BbIn
naponb ansg sxopa: {0:0TP}
76 TestMessage 374 TecTtoBoe coobuieHmne (SMS)
163 SamlAuthMethodD 389 MeToa ayTeHTudmKaunm SAML
eleted yAaneH.
165 SamlAuthMethodA 393 MeToa ayTeHTudmKaunm SAML
ssigned Ha3HayeH.
167 OtpSmsAuthMetho 397 MeTtoa ayteHTUdmkaummn no CMC
dDeleted yAaaneH.
169 OtpSmsAuthMetho 401 MeTtoa ayteHTUdmkaumm no CMC
dAssigned Ha3HauyeH.
171 OAthAuthMethodD 405 MeTtoa ayteHTudmkaumn OAth yaaneH.
eleted
173 OAthAuthMethodA 409 MeToa ayTeHTudumkaumm OAth
ssigned Ha3Hau4eH.
175 OtpEmailAuthMeth 413 MeToa ayTeHTUdMKaALUM NPpY NOMOLLK
odDeleted 3NEKTPOHHOM NOYThl yaaneH.
177 OtpEmailAuthMeth 417 MeToa ayTeHTUdMKALMM NPU NOMOLLMK
odAssigned 3N1EKTPOHHOM MOYTbl HA3HAYEeH.
179 SimAuthMethodDe 421 MeToa ayTeHTudMKkaunm SimAuth
leted yAaaneH.
181 SimAuthMethodAs 425 MeToa ayTeHTUdMKaunm SimAuth

signed

Ha3HaA4eH.
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ID

cobbiTnA
EventID

ID wa6bnoHa
coobleHus
TemplateID

Nma cobbiTusa

TekcT wabsoHa

183 MobileAuthMethod 429 MeTop ayTeHTUdUKaunm MobileAuth
Deleted yAaneH.

185 MobileAuthMethod 433 MeTtoa ayteHTudumkaumm MobileAuth
Assigned Ha3Hau4eH.

187 MtmoAuthMethod 437 MeTtoa ayteHTudmkaymm Mtmo
Deleted yAaneH.

189 MtmoAuthMethodA 441 Metoa ayTeHTUdMKaumm Mtmo
ssigned Ha3HauyeH.

191 MoAuthMethodDel 445 MeTop ayTeHTUdMKaumn Mo yaaneH.
eted

193 MoAuthMethodAssi 449 MeTtoa ayteHTudmkaumm Mo
gned Ha3Hau4eH.

195 AirkeyAuthMethod 453 MeToa ayTeHTudumkaumm AirKey
Deleted yaaneH.

197 AirkeyAuthMethod 457 MeToa ayTeHTudumkaumm AirKey
Assigned Ha3HayeH.

199 MyDssAuthMethod 461 Metoa ayTeHTUdMKaunm MyDss
Deleted yAaneH.

201 MyDssAuthMethod 465 Metoa ayTeHTUdMKaunm MyDss
Assigned Ha3Ha4eH.

204 IdOnlyAuthMethod 469 MeToa ayTeHTUdMKaunm "TonbKo
Deleted naeHTndukaumsa" yaoaneH.

206 IdOnlyAuthMethod 473 MeToa ayTeHTUdMKaunm "TonbKo
Assigned naeHTnduKauma" HaszHaudeH.

208 CertificateAuthMet 477 MeToa ayTeHTUdMKaUUK MO
hodDeleted cepTuduKaTy yaasneH.

210 CertificateAuthMet 481 MeToa ayTeHTUdMKaUUK MO
hodAssigned cepTndmKaTy Ha3HAYeH.

212 PasswordAuthMeth 485 MeTon ayTeHTUdMKaLMM No Naposto
odDeleted yAaaneH.

214 PasswordAuthMeth 489 MeToa ayTeHTUdMKaUMM No Naposo
odAssigned Ha3HauyeH.

ID

cobbiTna

ID wa6noHa

Nma cobbiTusa coobweHnunn

Tabnuua 151. NoareepxxaeHne onepaumin npu nomowm Email-coobuweHnin (Email)

TekcT wabnoHa

1 OTP 149 {0:DocumentInfo}. Baw
o4HOpa30BbIM Naponb 4N
noateepxaeHuns onepaunmn: {0:0TP}.

7 UserPasswordChan 166 Maponb ans Bawen y4éTHOM 3anucu

ged 6bl21 U3MEHEH. HOBbIM Naposb:
{0:Password?}
10 UserPasswordRese 173 Maponb ans Bawen y4éTHOM 3anmcu
t 6b1n1 cbépowweH. HoBbIM Naposb
{0:Password}.

26 UserPhoneChange 203 Homep TenedoHa 6bia1 n3MeHeH.

d Hosbin HoMep TenedoHa {0:Phone}.
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ID

cobbiTnA
(EventID)

Nma cobbiTusa

ID wabnoHa
coobleHus
(TemplateID)

TekcT wabsoHa

19 UserEnterConfirma 210 Baw oaHopa30BbIN Naposb 455 BXoAa:
tion {0:0TP}.
38 UserEmailConfirm 211 Baw ogHopas30BbIN Maponb Ans
ationOtp noTABEPXAEHMS agpeca 3/IeKTPOHHOM
noytbl: {0:0TP}
39 UserEmailChanged 212 ALpec 3N1EeKTPOHHOM NOYTbl U3MEHEH.
Hosbin agpec {0:Email}.
41 UserMobileAuthSe 216 Koa aktuBauum knoda B myDSS:
cretKeylInfo {0:0TP}.
44 AuthenticationSch 219 CxeMa ayTeHTUdUKauum 6bina
emeChanged M3MEHEHa.
51 SecondaryAuthSig 228 Moanncbk AOKYMeEHTa.
n {0:Documentinfo}. Tun noanucwu:
{0:SignatureType}. CepTudumkar:
{0:CertFriendlyName}. Beeaute
04HOpPa30BbIM Naponb AN
noaTeepxaeHus onepaumun: {0:0TP}
52 SecondaryAuthSig 229 Moanucbe AOKYMEHTOB. Tnn NoANUCHK:
nDocs {0:SignatureType}. Ceptudmkar:
{0:CertFriendlyName}. Beeaunte
04HOpa30BbIM Naponb 4N
noaTeepxaeHus onepaumn: {0:0TP}.
53 SecondaryAuthDec 230 PacwundpoBaHme gOKyMeHTa
rypt {0:DocumentInfo}. Ceptudukar:
{0:CertFriendlyName}. Beeaunte
04HOpa30BbIM Naponb AN
noaTeepxaeHus onepaumn: {0:0TP}.
54 SecondaryAuthCre 231 Co3pgaHune 3anpoca Ha cepTudukar.
ateRequest MapameTpbl cepTudumkara:
{0:CertSubjectName}, YLi:
{0:CAName}, wabnoH ceptudmkara:
{0:CertTemplateName?}. Beeante
OAHOpPa30BbIN Napofb A1
noaTeepxaeHus onepaumn: {0:0TP}.
55 SecondaryAuthCha 232 M3MeHeHWe NuH-KoAa Ha cepTudukar.
ngePin CepTtndukar: {0:CertFriendlyName}.
Beeaute ogHOpPa30BbIN Naposb AN
noaTeepxaeHus onepaumn: {0:0TP}.
56 SecondaryAuthRen 233 O6HoBneHue ceptudmkaTa.
ewCert MapameTpbl cepTudmkaTa:
{0:CertSubjectName}, YLi:
{0:CAName}, wabnoH ceptudukara:
{0:CertTemplateName?}. Beegnute
OAHOpPAa30BbIN Naponb A1
noateepxaeHuns onepaunmn: {0:0TP}.
57 SecondaryAuthRev 234 OT13bIB cepTudmkaTa. Ceptudukar:
okeCert {0:CertFriendlyName}. Beeaute
OAHOpPa30BbIN Naponb AN
noaTeepxaeHus onepaumn: {0:0TP}.
58 SecondaryAuthHol 235 MpuocTtaHoBneHne ceptudunkara.
dCert Ceptndukart: {0:CertFriendlyName}.

Beeante ogHopa3oBbIl Naposib 4ANns
noaTeepxaexHus onepaumnn: {0:0TP}.
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ID

cobbiTnA
EventID

Nma cobbiTusa

ID wa6bnoHa
coobleHus
TemplateID

TekcT wabsoHa

59 SecondaryAuthUn 236 Bo3obHoBneHne ceptudukaTta.
holdCert Ceptudukar: {0:CertFriendlyName?}.
Beeaute ogHOpPa30BbIN Naposb AN
noaTeepxaeHus onepaumn: {0:0TP}.
60 SecondaryAuthDel 237 Ypanenue ceptudmkaTa. Ceptudumkar:
eteCert {0:CertFriendlyName}. Beeaunte
OAHOpPa30BbIN Naponb Ans
noaTeepxaeHus onepaumn: {0:0TP}.
61 SecondaryAuthDel 238 YpaneHue Bcex cepTudunKaToB.
eteCerts BBeanTe ogHOpa30BbIN Naposib Ans
noaTeepxaeHus onepaumn: {0:0TP}.
62 SecondaryAuthPriv 239 JocTyn K 3aKpbITOMY KJHO4Y.
ateKeyAccess Ceptndukart: {0:CertFriendlyName}.
Beeante ogHopa3oBbI Naposb ANs
noaTeepxaeHus onepaumn: {0:0TP}
71 UserAirKeyAuthSe 307 Koa aktuBauun knoda B AirKey:
cretkeyInfo {0:0TP}.
50 SecondaryAuthLog 314 MaeHTndmnkatop 3anpoca
in {0:Sessionld}. Baw ogHOpa3oBbIn
naponb ans sxoga: {0:0TP}
76 TestMessage 375 TecTtoBoe coobweHne (Email)
77 UserMobileAuthSe 378 B nucbMe copepxutcs QR-kog ¢
ndQrCodeByEmail Knto4eBon nHodpmMaumen.
OTCcKaHUpynTE ero ¢ NoOMOLL b
npunoxeHns myDss.
163 SamlAuthMethodD 390 MeTop ayTeHTudmKaunm SAML
eleted yAaaneH.
165 SamlAuthMethodA 394 MeTtoa ayteHTUudmkaumm SAML
ssighed Ha3HauyeH.
167 OtpSmsAuthMetho 398 MeToa ayTeHTUdmKaumm no CMC
dDeleted yAaneH.
169 OtpSmsAuthMetho 402 MeTtogn ayTeHTUdmkaumn no CMC
dAssigned Ha3HayeH.
171 OAthAuthMethodD 406 MeTtopn ayteHTudmkaumn OAth yaaneH.
eleted
173 OAthAuthMethodA 410 Metoa ayTeHTudumkaumm OAth
ssighed Ha3HauyeH.
175 OtpEmailAuthMeth 414 MeToa ayTeHTUdMKaALMM NPU NOMOLLMK
odDeleted 3/1EKTPOHHOM NOYTbI YAasleH.
177 OtpEmailAuthMeth 418 MeToa ayTeHTUdMKaALMM NPKU NOMOLLMK
odAssigned 3NEKTPOHHOM MOYTbl HAa3HAYEH.
179 SimAuthMethodDe 422 MeToa ayTeHTUdMKaunm SimAuth
leted yAaneH.
181 SimAuthMethodAs 426 MeToa ayTeHTUdmKaunm SimAuth
signed Ha3Hau4eH.
183 MobileAuthMethod 430 MeToa ayTeHTudmKkaunm MobileAuth
Deleted yAaaneH.
185 MobileAuthMethod 434 MeToa ayTeHTudmKkaumm MobileAuth

Assigned

Ha3Ha4yeH.
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ID
cobbiTnA
EventID

Nma cobbiTusa

ID wa6bnoHa
coobleHus
TemplateID

TekcT wabsoHa

187 MtmoAuthMethod 438 Metopa ayTeHTUdMkaunm Mtmo
Deleted yAaneH.

189 MtmoAuthMethodA 442 MeToa ayTeHTudmKaunm Mtmo
ssigned Ha3Hau4eH.

191 MoAuthMethodDel 446 MeToa ayTeHTudmKaunm Mtmo
eted yAaneH.

193 MoAuthMethodAssi 450 MeTopa ayTeHTUdMKaummn Mo
gned Ha3HauyeH.

195 AirkeyAuthMethod 454 Metoa ayTeHTudunkaumm AirkKey
Deleted yAaneH.

197 AirkeyAuthMethod 458 MeToa ayTeHTudmkaumm AirKey
Assigned Ha3Hau4eH.

199 MyDssAuthMethod 462 MeToa ayTeHTudmKaunm MyDss
Deleted yaaneH.

201 MyDssAuthMethod 466 MeToa ayTeHTUdMKaunm MyDss
Assigned Ha3HayeH.

204 IdOnlyAuthMethod 470 MeToa ayTeHTUdMKaunm "Tonbko
Deleted naeHtTndmkauma" yaoaneH.

206 IdOnlyAuthMethod 474 MeToa ayTeHTUdUKaunm "Tonbko
Assigned naeHTnduKaumMa" HaszHaudeH.

208 CertificateAuthMet 478 MeToa ayTeHTUdMKaUNM No
hodDeleted cepTuduKaTy yaasneH.

210 CertificateAuthMet 482 MeToa ayTeHTUdMKaUNM No
hodAssigned cepTMdunKaTy Ha3HAYeH.

212 PasswordAuthMeth 486 MeTon ayTeHTUdMKaLMM No Naposko
odDeleted yAarneH.

214 PasswordAuthMeth 490 MeTon ayTeHTUdMKaLMM No Naposto
odAssigned Ha3Hau4eH.

ID
cobbiTna

Tabnuua 152. NoarsepxxaeHue onepaumin Npu nomowm PytokeH MnaruH

Nma cobbiTna

ID wabnoHa
coob6weHnunn

(RuTokenAuth)

TekcT wabnoHa

51 SecondaryAuthSig 332 Moanucek AOKyMeHTa.
n {0:DocumentInfo}. Tun noanucu:
{0:SignatureType}. Ceptudukar:
{0:CertFriendlyName}.
52 SecondaryAuthSig 333 Mognucb AOKYMEHTOB. Tun NOANMUCK:
nDocs {0:SignatureType}. Ceptudukar:
{0:CertFriendlyName}.
53 SecondaryAuthDec 334 PacwudpoBaHme gokymeHTa
rypt {0:DocumentInfo}. Ceptndunkar:
{0:CertFriendlyName}.
54 SecondaryAuthCre 335 Co3gaHune 3anpoca Ha ceptudumkar.
ateRequest MapameTpbl cepTudmkara:

{0:CertSubjectName}, YL:
{0:CAName?}, wabnoH cepTudmkara:
{0:CertTemplateName}.
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ID
cobbiTnA
(EventID)

Nma cobbiTusa

ID wabnoHa
coobleHus
(TemplateID)

TekcT wabsoHa

55 SecondaryAuthCha 336 MN3MeHeHMe NMH-KoAa Ha cepTudukar.
ngePin Ceptudumkar: {0:CertFriendlyName3}.
56 SecondaryAuthRen 337 O6HoBNneHne ceptudukara.
ewCert MapameTpbl cepTudmkara:
{0:CertSubjectName}, YL:
{0:CAName}, wabnoH ceptudmkara:
{0:CertTemplateName}.
57 SecondaryAuthRev 338 OT3bIB cepTudmrkaTta. Ceptndukar:
okeCert {0:CertFriendlyName}.
58 SecondaryAuthHol 339 MpuocraHoBNeHue cepTudmkarTa.
dCert Ceptndukat: {0:CertFriendlyName}.
59 SecondaryAuthUn 340 Bo3obHoBneHune ceptudmkara.
holdCert Ceptudukar: {0:CertFriendlyName}.
60 SecondaryAuthDel 341 Yaanenue ceptudmkaTa. Ceptudukar:
eteCert {0:CertFriendlyName}.
61 SecondaryAuthDel 342 YpaneHue Bcex cepTudnKaTos.
eteCerts
62 SecondaryAuthPriv 343 [oCTyn K 3aKpbITOMY K/lto4y.
ateKeyAccess Ceptndukat: {0:CertFriendlyName}.
BBeanTte oAHOpa30BbIA Naposib ANs
noateepxaeHus onepaunmn: {0:0TP}
50 SecondaryAuthLog 345 MoaTBepauTe onepauumio Bxoaa
in nonb3oBatens. NaeHTngukatop

3anpoca {0:Sessionld}.

Tabnuua 153. CoobweHuns, oTobpaxaembie B Beb-untepdelice MNMonb3osatensa npu

ID
cobbiTna
(EventID)

Nma cobbiTna

ID wa6bnoHa
coobweHnunn
(TemplatelID)

noaTesepxxaeHmnun onepauunn (Challenge)

TekcT wabnoHa

51 SecondaryAuthSig 318 Moanncek AOKYMEHTa.
n {0:DocumentInfo}. Tun noanucu:
{0:SignatureType}. Ceptudukar:
{0:CertFriendlyName}.
52 SecondaryAuthSig 319 Moanucb AOKYMEHTOB. Tnn NOANUCHK:
nDocs {0:SignatureType}. Ceptudukar:
{0:CertFriendlyName}.
53 SecondaryAuthDec 320 PacwmndpoBaHne goOKyMeHTa
rypt {0:DocumentInfo}. Ceptudunkar:
{0:CertFriendlyName}.
54 SecondaryAuthCre 321 Co3gaHune 3anpoca Ha ceptudumkar.
ateRequest MapameTpbl cepTudmkara:
{0:CertSubjectName?}, YL:
{0:CAName}, wabnoH ceptudmkaTta:
{0:CertTemplateName}.
55 SecondaryAuthCha 322 MN3MeHeHMe NnH-KoAa Ha cepTudukar.
ngePin Ceptndukat: {0:CertFriendlyName}.
56 SecondaryAuthRen 323 O6HoBneHne cepTndmkaTa.
ewCert MapameTpbl cepTudumkara:

{0:CertSubjectName}, YL:
{0:CAName}, wabnoH cepTudmkaTra:
{0:CertTemplateName}.
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ID ID wa6bnoHa

cob6biTun NmMmsa cobbiTusa coobueHunn TekcT wabnoHa
(EventID) (TemplateID)
57 SecondaryAuthRev 324 OT13bIB cepTudmkaTa. Ceptudukar:
okeCert {0:CertFriendlyName}.
58 SecondaryAuthHol 325 MpuocTtaHoBeHne cepTudunkaTta.
dCert Ceptndukart: {0:CertFriendlyName}.
59 SecondaryAuthUn 326 Bo3obHoBneHue ceptudmkara.
holdCert Ceptndukar: {0:CertFriendlyName}.
60 SecondaryAuthDel 327 YpaneHnue ceptudmkaTa. Ceptudukar:
eteCert {0:CertFriendlyName}.
61 SecondaryAuthDel 328 YpaneHue Bcex cepTUduUKaToB.
eteCerts
62 SecondaryAuthPriv 329 JocTyn K 3aKpbITOMY KJIHO4Y.
ateKeyAccess Ceptndukart: {0:CertFriendlyName}.
BBeanTte oAHOPa30BbIN Naposb Ans
noaTeepxaeHus onepaumn: {0:0TP}
1 OTP 330 {0:DocumentInfo}. NMoaTBepaute
onepaumto.
50 SecondaryAuthLog 331 MoaTBepauTe onepaumio Bxoaa
in nonb3osatens. aeHTudukatop
3anpoca {0:Sessionld}

HacTpolika nnarmHoB, oTBe4YawwWwMxXx 3a @GOpMMPOBAHME U pPaccbiiKy WaboHOB
cobbITUI, NpUBEAEHHbIX B AAHHOM pa3aene, onucaHa B pa3sgene 4.9.5.

TekcTtbl wWabnoHoB coobweHun MoryT 6biTb M3MeHeHbl. [oapobHee O HacTpolike
wabnoHoB coobleHnt o cobbiTuax cMm. pasgen 4.9.5.7.

4.9.3. lla6noHbl coobuweHMn npu noaTBEpPXXAEHUM
NPoOM3BOJibHbIX ONnepauum

B paHHOM pasgene onucaHa HacTporka CobCTBeHHbIX WwabnoHoB CcobbITui
noATBEPXAEHMS NPOM3BOJIbHbLIX Onepaunii, KoTopble MOryT 6bITb AOCTaB/ieHbl [lonb30oBaTENSM
W/Vnn MHTEerpmpyemMbiM cncteMam. Npoueaypa HaCTPOMKU COCTOUT U3 CAeayoWmnX LWaros:

1.Perncrpauus npousBosbHOM onepauun (cobbiTus) npu noMowm KomaHaneta Add-

DssScope.
2.Peructpaumsa wabnoHa coobleHns o npousBoNbHOW onepauun (cobbiTun) npu

noMmoLm komaHaneta Add-DssScopeTemplate.

[Janee onucaHbl BCe KOMaHANETbl, WUCMOMb3YHOLMNECH MPU HACTpoMKe COOCTBEHHbIX
WwabnoHOB CObbITUN NOATBEPXKAEHMNSA NPOU3BOSIbHbLIX ONepauui.

Ona Kaxporo Co34aHHOro MoW3BOJSILHOMO cobbiTMsa HeobxoauMo A06aBUTb CTOSIBKO
wabnoHoB coobuleHnit, CKOMbKO MeToAOoB ayTeHTuduKaumm UCcnonb3yeTcsd. Takxe
Heobxoanmo pobasutb wWabnoH TMna Challenge (-Destination List[Challenge]), KOTOPbIN
éynetr otobpaxaTtbcs B Beb-uHTepdeince [Monb3oBatens, ambo nepenasatbca B Beb-
MHTepdenc NHTerpupyemMoin CUCTeMsI.

WabnoH cooblieHns npeacrtaBnsaetr cobom TEeKCT, B KOTOPOM MOryT 6biTb YKas3aHrbl
NOACTaHOBOYHble nons (napameTpbl). MIMeHa NOACTaHOBOYHbLIX MapaMeTpoB YKa3blBAlOTCA
NpOM3BOSIbHO. 3HAyYeHMs MNOACTAHOBOYHbIX MNapaTMETPOB AO/KHbl NepefaBaTbCs U3
MHTerpmpyemom cuctembl (nogpobHee cM. pasgen 8.7 XKTAN.00096-02 97 01 KpunTtollpo DSS.
PykoBoacTteso pa3spabortumka).

Obwwmit BnA wabnoHa cooblieHns:
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[looTBEePXIOEeHME TecTOoBOM onepauum. Bpems: {0:<Moy nmapamerp 1>}. JJOKYyMEHT:
{0:<Moi mapametTp 2>}. Ionb3oBaTeib: {0:<Mow napameTp 3>}.

4.9.3.1. Komangnetr Add-DssScope

KoMaHaneTt oTseyaeT 3a perncrpaumio npon3BosibHOro cobbiTmA.

CuUHTaKCcumC:
Add-DssScope [-DisplayName <string>] -Name <string> [-PassThru <switch>] [-
RequireConfirmation <bool>] [-ScopeDescription <string>] [-ScopeDisplayName
<string>]

Tabnunua 154. OnucaHme napameTpoB koMaHgneta Add-DssScope

MapameTp Tun OnucaHue
. . UmMa sk3emnngapa
DisplayName string P
KOMIMOHEHTA.
. Nma cobbiTma, ncnonblyemoe
Name string
ang obpaweHns K HeMy.
dnar, nokasblBaloLWwmni
. cnepyet nn nepenasaTb
PassThru switch Ay peAa
obekT ganbuwe no
KOHBenepy.
. ) . TpeboBaTb NoaTBEPXAEHME
RequireConfirmation bool P ATBEPXA
AAHHOro cobbiTuS.
ScopeDescription string OnucaHune cobbiTus.
ScopeDisplayName string MoHaTHOE nMsa cobbiTUS.

4.9.3.2. KomaHanet Get-DssScope

KoMaHANET nO3BONSIET BbLIBECTM HA KOHCO/b CBEAEHUS O 3aperucTpMpoBaHHOM
MpOM3BOJ/IbHOM COBbLITUN.

CuMHTaKCcuc:

Get-DssScope [-DisplayName <string>] -Name <string>

4.9.3.3. KomaHanet Set-DssScope

KomaHaner oTBeyaeT 3a HACTPOWMKY 3aperMcTpupoBaHHOro paHee MpoM3BOJSIbHOIO
cobbiTMs. MoXeT NnpuHUMaTbh Ha BXo4 O06beKT B pexnMme KOHBenepa.

CUHTaKCUC:
Set-DssScope [-DisplayName <string>] -ScopeName <string> [-PassThru <switch>]
[-RequireConfirmation <bool>] [-ScopeDescription <string>] [-ScopeDisplayName
<string>]

Tabnuua 155. OnucaHne napamMeTpoB kKOMaHAaneTa Set-DssScope

MapameTp OnucaHue

Nma sk3emnnsapa

DisplayName string KOMMOHEHTA
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MapameTp Tvun OnucaHue

. Nms cobbiTna, ncnonblyemoe
Name string
Ans obpaweHmns K HeEMY.
dnar, nokasbiBawoLWmMi
. cnepyet v nepenasaTb
PassThru switch AY PeAa
06ekT ganbuwe no
KOHBeNepy.
. ) . TpeboBaTb NnoaTBEpPXAEHME
RequireConfirmation bool P ATBEPXA
AaHHoro cobbiTus.
ScopeDescription string OnucaHue cobbiTus.
ScopeDisplayName string MoHsTHOE nMsa cobbiTus.

4.9.3.4. Komananert Disable-DssScope

KoMaHAaNneT no3BosiSeT OTKAUYUTb YBEAOMIEHMS O MPOM3BOSILHOM COBbLITUN.
CuMHTaKCcuc:

Disable-DssScope [-DisplayName <string>] -ScopeName <string> [-PassThru
<switch>]

4.9.3.5. Komananer Enable-DssScope

KoMaHAaneT no3BosisieT BKAOYNTb YBEAOMIEHMS O MPOM3BOJIbLHOM COObLITUN.
CUMHTaKcuc:

Enable-DssScope [-DisplayName <string>] -ScopeName <string> [-PassThru
<switch>]

4.9.3.6. KomaHanetr Remove-DssScope

KoMaHANeT no3sonseT yaanmTb NpoM3BOsibHOE cobbiTue.
CMHTaKCcuc:

Remove-DssScope [-DisplayName <string>] -ScopeName <string> -TargetScope
<IdentityScope> [-PassThru <switch>]

4.9.3.7. Komangnet Add-DssScopeTemplate
KomaHanet nosponser 4obaBuTb COBCTBEHHbIN WabnoH coobleHns 0 Npon3BOSIbHOM
cobbITUN N CBA3aTb €ro C 3TUM COobbITUEM.

CHMHTaKcuc:

Add-DssScopeTemplate [-DisplayName <string>] -Destinations
<List[DestinationTypeEnum]> -Recipient <RecipientTypeEnum> -ScopeName
<string> -Template <string>
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MapameTp

DisplayName

Tvn

string

Tabnuua 156. Onucanme napameTpoB koMaHaneta Add-DssScopeTemplate

OnucaHue

Nma sk3emnnsapa
KOMMOHEHTA.

List[DestinationTypeEnum].

BO3MOXHble 3Ha4YeHuns:

SimAuth, MepekntoyaTb BbIBOAA

MobileAuth, MHpOopMaunn o cobbiTUSaX B
Destinations AirKeyAuth, dann. Ecnu napameTp He

SMS, 3ajaH, To BbiBOA, byaeTr

Email, OCYLLECTB/IEH Ha KOHCO/b.

RuTokenAuth,

Challenge.

List[DestinationTypeEnum]
B HacToslwee BpeMs

Nma danna ons coxpaHeHus

Recipient pekoMeHayeTcs
nHdopMaunm o cobbITUAX.
MCNoNb30BaTb 3HaYEeHne
User.
Nmsa cobbiTus,
ScopeName string ncnosnb3yemoe And
obpalleHns K HeMY.
Template string TekcT wabnoHa coobeHuns.

4.9.3.8. Komangner Get-DssScopeTemplate

KoMaHaNeT no3BosisieT BbIBECTM Ha KOHCONb WMHMOPMaUWUIO O 3aperncTtpMpoBaHHOM
cobcTBeHHOM WwabnoHe coobLieHns 0 NPoOM3BObHOM COBbITUMN.

CuMHTaKCcuc:

Get-DssScopeTemplate [-DisplayName <string>] -ScopeName <string>

4.9.4. Hactpouka cobbiTumn

4.9.4.1. Komangnet Get-DssSignServerEvent

KomaHaneT ans BbiBoAa Ha KOHCOMb MHGopMauun o cobbitusax. OnncaHue napamMeTpos
KoMaHAbl NnpuBeaeHo B Tabnuua 157. TakxkKe KOMaHANET MOXET NpUHUMaTb 06BHEKT B pexuMe
KOHBeMepa.

CHMHTaKcuc:

Get-DssSignServerEvent [-File] [-FileName <string>] [-DisplayName <string>]

Tabnuua 157. OnucaHne napameTpoB kKoMaHgneTa Get-DSSSignServerEvent

MapameTp OnucaHue

Mm4a ak3eMnngpa

DisplayName string KOMMOHEHTa
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MapameTp Tvun OnucaHue

MepekntoyaTb BbIBOAA
nHdopMaunm o cobbITUSAX B
File switch dann. Ecnn napameTp He
3ajaH, To BbiBOg byper
OCYLLECTBNEH HA KOHCOJ1b.

Uma darina ong coxpaHeHus
nHdopmMaumm o cobbITUAX.

FileName string

AHaNOrnMYyHbIM CUHTAKCMCOM W HaAbopoM MNapaMeTpoB pacnosiaraeT KomaHanetr Get-
DssStsEvent.

4.9.4.2. KomaHngnet Set-DssSignServerEvent

KomaHanetr Ansg uM3MeHeHuMs HacTpoek cobbiTuii. OnmcaHue mnapaMeTpoB KOMaHAbl
npueseaeHo B Tabnnua 158.

KoMaHaneTr no3BONSEeT HacTpouTb  coobuweHnss no  oTAenbHOCTM  (3ajaBas
naeHTndmnkaTop cobbiTna) UM HacTpouTb BCe CobbiTMA cpa3y, 3adas dans C HacTpoMKamum
cobbitnin. Co3paTtb dann C HacTponkamm cobblITMl MOXHO 4epe3 komaHanetr Get-
DssSignServerEvent. Takxe KOMaHANET MOXET NPMHMMaTb OO6bEKT B peXuMe KOHBelepa.

CuHTaKCcuUC:
Set-DssSignServerEvent [-EventID <int>] [-Notify <bool>] [-NotifyAdmin
<bool>] [-Auditable <bool>] [-FileName <string>] [-DisplayName <string>]

Tabnuua 158. Onucanme napameTpoB KoMaHaneTa Set-DSSSignServerEvent

MapameTp Tun OnucaHue
. . NUmsa ak3eMnnapa

DisplayName string KOMMOHEHTa

Eventld int NaeHTndumnkaTop cobbitns

Notify bool YBenomnate Monb3oBaTtens o
cobbITMMN.

NotifyAdmin bool YBenomnate OnepaTtopa o
cobbITmu.

Auditable bool 3anucbiBaTb cobbiTME B
XypHan ayauTa.

FileName string Nms cbavmna C HacTporkamm
cobbITH.

AHanNoOrMyHbIM CUMHTAKCMCOM M HabopoM napaMeTpoB pacronaraeT KomaHanet Set-
DssStsEvent.

4.9.5. HacTtpoMka onoBeLweHun

4.9.5.1. NocneposBaTtesibHOCTb AEUCTBUMA NPUN HACTPOUKeE
Cucrtembl onoBeweHus

HacTpoiika onoBelleHMS OCYLLUECTBSETCS C MOMOLbI0 KOMaHANETOB, BXOASLWMX B
CoCTaB Moaynemn CryptoPro.DSS.PowerShell.SignServer "
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CryptoPro.DSS.PowerShell.STS, B 3aBMCMMOCTM OT KOMMOHEHTa AN8 KOTOpPOro
BbINOJIHSETCS HacTpolika. Oba Mogyns cogep)xaT OAHOTUMHbLIA Habop KOMaHA AJ1s1 HAaCTPOMKM
onoBeweHnsa. CNMcok KomaHg npmeeaéH B Tabnuua 159.

O6bwasa cxeMa HaCTPOMKK OMoBeLLEHNS:
> 3agaTb TPAHCMOPTHbLIN NnaruH Yyepes komMaHasnet Add-DssXXXPlugin.

» 3apaTb nnarvH ans gopMmpoBaHmsa cooblieHmnin yepes komaHanet Add-DssXXXPlugin.
» 3apaTb KOMMOHEHT ANs paccblikn coobuweHnin yepes komaHanet Add-DssXXXNotifier.

3pecb XXX — nMs KOMMOHEHTa, 4/19 KOTOpPOro HacTanmBaeTcsl onoBeweHune: SignServer
unm STS.

4.9.5.2. O6beKThbI aAMMHUCTPUPOBaHUA CUCTEMBbI
onoBeLlweHus

B Tabauua 159 npuBeaeHbl OCHOBHble O06beKkTbl aAMUHUCTPUPOBAHUS CUCTEMDI
onoBeLleHuns.

Tabnuua 159. O6beKkTbl aAMNHNCTPUPOBAHNSA CUCTEMbI OMNOBELLEHNS

Get-DssSignServerEvent
Get-DssStsEvent

Get-DssSignServerFormatterTemplate
Get-DssStsFormatterTemplate

BbiBECTU CNUCOK COBLITUN.

BbiBeCcTu cnmncok wabnoHoB coobLLEHNI

Get-DssSignServerNotifier BbIBECTM CMMCOK KOMMNOHEHTOB ANS pacCbl/iku
Get-DssStsNotifier yBEAOMJIEHUA.

Get-DssSignServerPlugin
Get-DssStsPlugin

Set-DssSignServerEvent
Set-DssStsEvent

Set-DssSignServerFormatterTemplate
Set-DssStsFormatterTemplate

BbiBECTM CNUCOK MAarnHoOB.

N3MeHNTb HacTporkn CobbITUA UNM COBLITUIA.

N3MeHnTb WwabnoH coobuieHuns.

Set-DssSignServerNotifier N3MeHUTb HAacTpOMKM KOMMOHEHTa Ans
Set-DssStsNotifier paccbisikKn yBeaOMAEeHUN.

Set-DssSignServerPlugin
Set-DssStsPlugin

Remove-DssSignServerNotifier YaannTb KOMAOHEHT AJ19 pacCblKn
Remove-DssStsNotifier yBeLOM/EHUS.

M3MEeHUTb HACTPOWMKM NiaruvHa.

Remove-DssSignServerPlugin
Remove-DssStsPlugin

YapanuTb nnarviH.

Add-DssSignServerNotifier [o6aBnTb KOMMNOHEHT A1 PacCblIKK
Add-DssStsNotifier yBeAOMNEHUs.

Add-DssSignServerPlugin
Add-DssStsPlugin

[Job6aBuTb nnaruH.

Enable-DssSignServerNotifier BKMOUYMTE KOMIMOHEHT AN19 PacCblUIKN
Enable-DssStsNotifier yBeLOM/IEHUN.
Disable-DssSignServerNotifier OTKMIOUNTb KOMMOHEHT A1 pacCbliku
Disable-DssStsNotifier yBeLOM/IEHUN.
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4.9.5.3. HacTpoMka njlarmHoB

4.9.5.3.1. Komangner Add-DssSignServerPlugin

[aHHbIA KOMaHANeT WChonb3yeTca Ans AobaBneHUst TPaHCMOPTHOro njarvHa wunu
nnarvHa ans dpopMmaTupoBaHus cooblieHun. OnucaHue napaMeTpoB KOMaHAbl MPUBEANEHO B
Tabnuua 160.

CuvHTaKcuc:
Add-DssSignServerPlugin -PluginTypeName <string> -PluginType <string> {SMS |
Email | Formatter} -Settings <hashtable> [-DisplayName <string>]

Tabnuua 160. OnucaHne napameTpoB KoMaHaneTta Add-DssSignServerPlugin

MapameTp Tvn OnucaHue

DisplayName string MMa ak3eMnisgpa KOMMOHEHTa

MonHoe nMsa Tuna, peanusyrowiero
PluginTypeName string naarvH. UMa gonXHo MMeTb BUA:
<full class name>,<assembly name>
Tvin nnarunHa:
SMS - nnarvH ans paccbiiku
coobuieHn no SMS.
PluginType string Email — nnarvH ans paccbiiku
COObBLLEHNI MO 3N1EKTPOHHON NouTe.
Formatter — nnarvH gna dpopMmnpoBaHms
TeKCcTa coobLeHunn.

Settings hashtable HacTponku nnaruHa.

Hactpoitku, 3apaBaemble 4yepe3 napameTp Settings, cneumdunyHbl Ang
Kaxaoro nnarmvHa. O HacTponike SMS-nnarMHoB, BKAIKOYEHHbLIX B YCTaHOBKY
DSS, mMoxHO npouuTaTh B pasgene 4.9.5.4, o HacTtponke Email-nnarnHos -
B pasgene 4.9.5.6.

B yctaHoBky Kpuntollpo DSS BXOAMT HECKONbKO MNJarvHoB Ans8 (popMUpoBaHus
coobLeHni:
» TnaruH ansa popmmpoBaHusa SMS coobLueHunin.
> nMMnaruH gns dpopMmmnpoBaHmsa Email coobweHui.
> nMMnarvH gns popMmnpoBaHMsa coobLLeHni xypHana AyanTa.

Huxe npuBOANTCA NPUMEPHbLIA CMUCOK KOMaHA ANs perucrpauum nnarnHa Aans
dopMupoBaHmna SMS n Email coobuweHruin:

Add-DSSSignServerPlugin -PluginTypeName
"CryptoPro.DSS.MessageFormatter.SMSFormatter, DSS.MessageFormatter" -
PluginType Formatter -Settings @{Header="Kpunro-Ilpo DSS."}

Add-DSSSignServerPlugin -PluginTypeName
"CryptoPro.DSS.MessageFormatter.EmailFormatter, DSS.MessageFormatter" -
PluginType Formatter -Settings @{Header="Kpunro-Ilpo DSS."}

4.9.5.3.2. Komanpgner Get-DssSignServerPlugin

KomaHaneTt Anga BbiBOAA Ha KOHCOSb VIH(bOpMaLlVIVI O 3aperncTtpmnpoBaHHbIX nMarnHax.

CHMHTaKcuc:
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Get-DssSignServerPlugin [-DisplayName <string>]

4.9.5.3.3. Komananer Set-DssSignServerPlugin
KoMaHaner Ans M3MeHeHus HacTpoeK 3aperncTpupoBaHHbIX niarnHos. OnwucaHue
rnapaMeTpoB KOMaHAbl NpuBeaeHo B Tabnnua 161.

CMHTaKCcuc:

Set-DssStsPlugin -Settings <hashtable> -PluginID <int> [-Override] [-
DisplayName <string>]

Tabnnua 161. OnucaHue napamMeTpoB KoMaHaneTa Set-DssSignServerPlugin

MapameTp Tun OnucaxHue

DisplayName string NMa sk3emMnngpa KOMNOHEHTa
Pluginld int NpoeHTndukatop nnarunHa.
Settings hashtable HacTtpoliku nnarnHa.

MapameTp onpeaensieTr cnocob coxpaHeHus HacTpoek
nnaruHa.

Ecnn napameTp 3aaaH, To 6yayT COXpaHeHbl HAaCTPONKM,
rnepefaHHble Yepe3 napaMeTp Settings. To ecTb cTapble
HacTpomku 6yayT yaaneHsol.

Ecnn napameTp He 3agaH, TO NMpW COXpaHEHUHU
rnepefaHHble B NapameTpe Settings HacTporkn 6yayT
06beanHEHbI C yXXe NMMEKLWMMNCS HAaCTPOMKaMu.

Override SwitchParameter

HacTponkun, 3apgaBaeMble 4yepe3 napametp Settings, cneumdunyHbl ans
Kaxgoro nnarmHa. O HacTpolike SMS-nnarMHoB, BK/IOYEHHbLIX B
yctaHoBky DSS, MoXxHO npouutaTb B pasgene 4.9.5.4, o HacTpoiike
Email-nnarnHoB - B pasaene 4.9.5.6.

4.9.5.3.4. KomaHanetr Remove-DssSignServerPlugin

KoMaHanet ans ypaneHus 3apeructpuposBaHHoro nnarmHa. OnucaHue napaMeTpoB
KOMaHAbl npuBeneHo B Tabavua 162.

CuMHTaKCcuc:

Remove-DssSignServerPlugin -PluginID <int> [-DisplayName <string>]

Tabnuua 162. OnucaHMe napaMeTpoB kKoMaHaneTa Remove-DssSignServerPlugin

MapameTp Tun OnucaHue

DisplayName string ma sksemnaspa
KOMMOHEeHTa

PluginId int naeHTudumnkatop nnarmHa.
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4.9.5.4. HacTpoiika KOMMOHEHTOB [AJiI1 PaCCbUIKMN
coobweHunmn

4.9.5.4.1. Komananert Add-DssSignServerNotifier

KomaHanet ans pnobaBneHuMss KOMMOHEHTa A/ pacchbiikm coobleHun. OnucaHue
rnapamMeTpoB KOMaHAbl NpuBeaeHo B Tabanua 163.

CHUHTaKCcumC:
Add-DssSignServerNotifier -TransportPluginID <int> -FormatterPluginID <int> -
NotifierType <string> {SMS | Email} [-Settings <hashtable>] [-DisplayName
<string>]

Tabnnua 163. OnucaHue napameTpoB kKoMaHaneTta Add-DssSignServerNotifier

MapameTp Tvn OnucaHue

NUma sk3emnnsapa

DisplayName string KOMMOHEHTa

NaeHTudunkaTtop
TPaHCMOPTHOrO naaruHa.

NaeHTudurkaTop nnarvHa
FormatterPluginID int anst dopMmmpoBaHus
CcoobLLEeHUI.
Tun KOMMOHeHTa Ans
paccbUIKN CoOobLLEeHN.
3HayeHue A0J1KHO bbITb
COrnacoBaHoO C TMMNOM
TPAHCMOPTHOroO NaaruHa.
NotifierType string SMS - KOMMNOHEHT An4
paccblIKK coobLWeHN No
SMS.
Email - koMnoHeHT ans
paccblIKK coobLeHN no
3/IeKTPOHHON MnoyTe.

TransportPluginID int

Settings String HacTpolikn KOMMoHeHTa.

MNapameTp Settings saBnfeTca onuMoHanbHbIM. PekOMeHAyeTCsa OCTaBUTb ero
HaCTpoOMKM MO yMonyaHuio. Huxe npuBOAUTCA CMMCOK HACTpoeK, KOTOpble MOXHO 3aAaTtb
yepe3 napameTp Settings:

» MinQueueSize - npuemnembln pasMep odepeau coobuleHuin. lMpu npesBbilleHue
3a[aHHOro 3HayeHuns obpaboTumkm 6yayT 3abmpaTtb cooblieHns us ovepeam 6e3 nayssol
[0 MOMEeHTa YMeHbLUeHUs pa3Mepa oyepean HUXxe AaHHOro 3HadeHus. Mo yMmonyaHuio
napameTp paseH 100.

» MaxQueueSize - MakCUMasnbHbI pasmep odyepeaun. MNpn AOCTUXEHNUMN MaKCUMalbHOIO
pa3mepa oyepean oTnpaBKa HOBbIX coobweHnn 61okMpyeTcsi, 4O MOMEHTA CHUXEHUS
pasMepa ovepeaun Huxe aaHHOoro 3HaveHud. Mo ymondaHuio napameTp paseH 10000.

» TimerInterval - nHTepBan BpeMeHu onpoca o4yepean coobLleHni.

» TTL - KONMYeCTBO MOBTOPHbIX MOMbITOK OTMPaBKM COO6LEHNS, NMPU BO3HUKHOBEHMUMU
owmnbok. Mo yMon4aHuio napaMeTp paseH 3.

> MessageWindow - konnyecTtBo coobuieHnit, 3abupaemMblx N3 odepeamn A1 OTNpaBKu
3a oAMH pas. o ymonyaHuio napamMeTp pasBeH 1.

» ThreadCount - konunuectBo 06paboTumkoB ouepean coobueHun. Mo yMmondaHuio
paseH 1.
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> Enabled - cocTossHMe KOMMNOHEHTa ANSt PAacCbi/IKM COOBLLEHNI: BKIOYEH/OTKITHOUEH.

4.9.5.4.2. Komananert Get-DssSignServerNotifier
KomaHanetr ans BbiBOAAa Ha KOHCOAb MHPOpMaAUMnM O 3aperncrpmpoBaHHbIX
KOMMNOHEHTaX ANnsa pacCbl/iKun YBeﬂ,OMﬂeHMVI.

CuHTaKCcuC:
Get-DSSSignServerNotifier [-DisplayName <string>]

4.9.5.4.3. Komanpgner Set-DssSignServerNotifier
KoMaHaneTr Ans M3MeHeHUs HacTPOEeK KOMMOHEHTa ANS PacCbiIKM YBEAOMIIEHUNA.
OnucaHue napaMeTpoB KOMaHAbl NpuBeaeHo B Tabnuua 164.

CuMHTaKCuUc:

Set-DssSignServerNotifier -NotifierID <int> [-Settings <hashtable>] [-
DisplayName <string>]

Tabnuua 164. OnucaHMe napaMeTpoB KoMaHaneTa Set-DssSignServerPlugin

MapameTp Tvn OnucaHue

DisplayName string Mms sksemnspa
KOMMOHEHTa
NaeHTndumkaTop KOMMNOHEHTa

NotifierID int ANA paccblnku
yBEeAOMJIEHUN.

Settings hashtable HacTponku nnaruHa.
dnar, oTBeyatowmii 3a

Override SwithParameter pexum 3anucn Hactpoek. Mo

YMOJIY@HUIO HACTPOMKM
obbeanHsaoTCS.

Cnucok HacTpoek, 3ajgaBaeMbix Yepes napameTp Settings, onuncaH B pa3gene 4.9.5.4.1.

4.9.5.4.4. Komananetr Remove-DssSignServerNotifier

KoMaHaneT pAns yJaneHus 3aperncTpupoBaHHOrO KOMMOHEHTa Ans  PacCblsiKu
yBegomneHnin. OnncaHne napameTpoB KOMaHAabl NpuBeaeHo B Tabnmua 165.

CuMHTaKCcuc:

Remove-DssSignServerNotifier -NotifierID <int> [-DisplayName <string>]

Tabnuua 165. OnucaHue napaMeTpoB kKoMaHAaneTa Remove-DssSignServerPlugin

MapameTp Tvn OnucaHue
. : NUmsa ak3emnnapa
DisplayName string KOMMOHEHTa
NotifierID int NaeHTndunkaTtop KOMMOHEHTa
ANS paccbliku YBEAOMNEHUN.

4.9.5.4.5. Komananet Enable-DssSignServerNotifier

KoMaHaneT Ans BK/IOYEHMS KOMMOHEHTa ANA pacCblikM yBeAoMieHun. OnucaHune
rnapaMeTpoB KOMaHAbl NpuBegeHo B Tabnnua 166.
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CuMHTaKCcuUc:

Enable-DssSignServerNotifier -NotifierID <int> [-DisplayName <string>]

Tabnuua 166. OnucaHue napameTpoB kKoMaHaneta Enable-DssSignServerPlugin

MapameTp Tvn OnucaHue

DisplayName string ms sksemnnspa
KOMIMOHEHTa

NotifierID int NaeHTndunkaTtop KOMMOHEeHTa
AN pacCbl/IKU YBEAOMNEHUIA.

4.9.5.4.6. Komananer Disable-DssSignServerNotifier

KomaHaner ans OTK/AYEHUS KOMMOHEHTa A8 pacCbUikM yBeaoMmsieHMn. OnucaHue
rnapaMeTpoB KOMaHAbl NpuBeaeHo B Tabnnua 167.
CuHTaKkcuc:

Disable-DssSignServerNotifier -NotifierID <int> [-DisplayName <string>]

Tabnuua 167. OnucaHue napamMeTpoB kKoMaHaneta Disable-DssSignServerPlugin

MapameTp Tvn OnucaHue

DisplayName string Mms sksemnaspa
KOMMOHEHTa

NotifierID int NaeHTndmnkatop KOMMOHEeHTa
AN pacCbl/IKU YBEAOMNEHUIA.

4.9.5.5. HacTpoika yBegoMmneHmm no SMS

Ons otnpasku onoseweHnin Kpuntollpo DSS ncnonb3yeT cneunanbHble SMS-nnaruHbl.
SMS-nnarvH npeacrasnseTr cobor cbopky .NET (cMm. PykoBoacTtBo pa3paboTumka). B cocTtas
CaMN «Kpuntollpo DSS» BXoAdaT criegytowme naaruHbl:

DSS.SmsService.StubPlugin.dll
DSS.SmsService.DevinoSms.dll
DSS.SmsService.MtsSms.dll
DSS.SmsService.SmppPlugin.dll

V V VYV V

Bce nnarnHbl ycTaHaBnmeawTcs B nanky <MyTb ycTaHoBkM>\DSS\Plugins\Sms.

Mepen ncnonb3oBaHWeM MaarHa AOMUHUCTPATOP AOJ/XKEH 3aperncTtpupoBaTb MaaruH
(cMm. pasgen 4.9.5.3.1).

4.9.5.5.1. NnarnH DSS.SmsService.StubPlugin

[aHHbIN nnarMH npegHasHayeH A8 MCNOoNb30BaHMS B TECTOBbIX Lenax. TecToBbln
nnarnH 3anucbiBaeT cogepxmmoe SMS coobuieHns B TekcToBble dansbl 6e3 nx oTnpaBKMw.
Manka, B KOTOpYK coxpaHsatTca dannbl, 3agaértca napametrpom WorkingDirectory.
MNpeaBapuTenbHO Heob6xoaMMO AaTb MpaBa Ha 3anuMcb B  AAHHYH AUPEKTOpUIO  Ans
Monb3oBaTtens IIS AppPool\CryptoProDSS-1-STS uv/unn IIS AppPool\CryptoProDSS-
1-SignServer.

MapameTpsbl, 3agaBaeMble NMpuU perucrtpaunm, nepedmcneHsl B Tabnmua 168.
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HaunMmeHoBaHuA
napaMeTpa

OnuncaHune

MyTb K nanke ans
coxpaHeHunsa ¢annos C

Tabnuua 168. NMapameTpbl niarnHa StubPlugin

3Ha4yeHue no
YyMOJTYaHUIO

<NyTb
ycTaHoBKN>\DSS\<ums
KoMnoHeHTa>\fakesms,
roe MMsi KOMMNOHEHTA
MPUHMMAET 3aHYEHUS:
SignServer - ans

O6sa3aTenbHbINA

WorkingDirectory TekCToM SMS coobLeHun, Her
coobeHunn. oTnpassieHHbIX CepBNCOM
Moanucwu,
STS - gnsa coobuienHuni,
OTrnpaB/ieHHbIX LleHTpoM
NaoeHTndnkaunm
Tun  nnarnHa,  yKasblBaeMbll  Mpu  perncrpaumm B KomaHanete  Add-
DSSSignServerPlugin B napaMeTpe PluginTypeName:

CryptoPro.DSS.SmsService.StubPlugin.SmsStub,DSS.SmsService.StubPlugin

4.9.5.5.2. NMNnarnH DSS.SmsService.DevinoSms

JaHHbin  nnarmH npeaHasHadeH Aand  paboTtel co  cnyx60M paccbinku  SMS
http://ws.devinosms.com/SmsService.asmx. [NapamMeTpbl, 3aJaBaeMble MpU pervcrpauumu,
nepeuduncneHol B Tabnmua 169.

Ha3BaHMa napaMeTpoB perncTpo3aBnUCUMBbI.

Tabnuua 169. NapameTpbl nnarnHa DevinoSms

3HaueHMe

HanMmeHoBaHuA ”

OnucaHue no O6s3aTenbHbIN
GEDELE ]

MOJIYaHMIO

login JlornH anga gocrtyna K ycnyre HeTt [a
password Maponb ans gocrtyna K ycnyre. Het JiF

Moanuce oTnpaBuTensd. [aHHoe
sourceaddress 3Ha4veHune 6yaeT noacTaBieHo null Oa

BMECTO HOMepa OTnpaBuUTens.

Tun  nnaruHa,  yKasblBaeMbli  MpWU  perncrtpaumm B KOMaHanete  Add-
DSSSignServerPlugin B rnapameTpe PluginTypeName:
CryptoPro.DSS.SmsService.DevinoSms.DevinoSmsPlugin,DevinoSmsPlugin

4.9.5.5.3. NMNnaruH DSS.SmsService.MtsSms

[aHHbI NnarvH npegHasHadeH ang paboTbl co cnyx6oi paccbiiku SMS
http://mcommunicator.ru. NapameTpbl, 3agaBaeMblie NpU perncTpaunm, NepeymncneHbl B
Tabnnua 170.

Tabnuua 170. NapameTpbl nnarnHa MTC

3Ha4yeHue
OnucaHue no
MOJIYaHMIO
JlornH gns goctyna K ycnyre
(npepctaBnsaeT n3 ceba Homep Het fa
TenedoHa B popmaTe
7XXXXXXXXXX)

HanMeHoBaHue
napaMeTpa

0O6s3aTenbHbIN

login
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http://ws.devinosms.com/SmsService.asmx
http://mcommunicator.ru/

3HaueHue
OnucaHue no O6sa3aTenbHbINA
MOJIYaHUIO

HavnMmeHoOBaHue

napamMmeTpa

Maponb Anga gocryna kK ycnyre. B
KayecTBe 3Ha4YeHUsA MOXHO
yKasaTb Napo/ib B OTKPbITOM
Buae, nn6o MD5-xaw oT napons
(onpepensercs napamMeTpom
passwordFormat)

MapameTp onpenenseTt Bua
naposs, yKasaHHOro B Kayecrtee
3Ha4yeHMs napameTpa password.
Mo>eT NpMHMMaTb ABa 3HaYeHus:
passwordFormat raw - naposib yKasaH B OTKpPbITOM  raw HeTt
Buae,

hashed - ykasaHo 3HaueHne MD5
dYHKUNM X3WMPOBAHNA OT
napons.

Moanunce otnpasutend. JaHHoe
3Ha4yeHue byaeT NoOACTaB/IEHO
BMECTO HoOMepa OTnpaBuTens.
Mpw ncnons3oBaHuu «lMoagnucu
oTnpasuTens» HeobxoaMmo
yKa3blBaTb NOAMNMUCb B TOYHOCTMU
KaK OHa 6bls1a nogknitoyeHa (c
y4yeToOM perncrpa).

Aapec cepsuca oTrnpasku SMS http://www.
(HeobxoaMM ansa 3ajaHus agpeca mcommunica
ANA JocTyna K cepsucy tor.ru/m2m/
OT/INYHOrO OT m2m_api.as
http://www.mcommunicator.ru/ mx
m2m/m2m_api.asmx)

password Het [Oa

sourceAddress null Het

serviceAddress

Ecnu napameTtp HGO6FI3aTe}'IbeIl71, TO €ro MOXXHO He yKa3blBaTb, B 3TOM C/iy4ae GYLI,eT
MCcnosib30oBaTbCA 3Ha4YeHMe No ymoa4aHuto.

Ecnn He yka3biBaTb napameTp sourceAddress, 1o coobwieHna 6yayT npuxoamTb C
HoMepa 4938 (cooblieHnsa 6yayT NpMxoamTb C yKa3aHHOro HoMepa, Aaxe ecnuM napameTp
3ajaH, HO He NOoAKJ/IYEeHa COOTBETCTBYOWANA yCayra).

Ecnu 3apatb napameTp sourceAddress pasHbiM 79857707575, To coobuieHunsa 6yayT
oTnpas/eHbl ¢ peaepasbHOro HoMepa.

Tun  nnaruHa,  yKasblBaeMbll  Mpu  perncrpaumm B KOMaHanete  Add-
DSSSignServerPlugin B rnapameTpe PluginTypeName:
CryptoPro.DSS.SmsService.MtsSms.MtsSmsPlugin,DSS.SmsService.MtsSms

4.9.5.5.4. NnaruH DSS.SmsService.SmppPlugin

[aHHbIli NnnarnH npegHa3sHadveH ans paboTbl co cnyxb6oim paccbinkm SMS no npotokony
SMPP. MapameTpsbl, 3a4aBaeMble Npu perncrpauunm, nepedmncneHsl B Tabnunua 171.

Tabnuua 171. NapameTpbl nnarnHa SMPP

HavmeHoOBaHuA 3HauyeHue no o
OnucaHue 0O6a3aTenbHbIN
napameTtpa yMONYaHUIO
ServiceAddress Anpec SMPP Het Ja
cepsepa
. MopT goctyna K
ServicePort cepBepy SMPP HeT [Oa
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HaunMmeHoBaHuA 3HauyeHume no

OnucaHue O6s3arenbHbIN
napameTpa YyMOTYaHUIO
SystemId NorvH anga pocrtyna HeT fa
K cepBucy
SystemPassword Maponk Ans Het [a
AOCTyna K cepBucy
Source Appec otnpasutensa null Het

Tvn  nnarvHa, yKas3blBaeMblii  MpuM  perncrpaumm B KoMaHgnete  Add-
DSSSignServerPlugin B napameTpe PluginTypeName:
CryptoPro.DSS.SmsService.SmppPlugin.SmppPlugin,DSS.SmsService.SmppPlugin

4.9.5.5.5. Hactpoka nnarmHa pana d¢opmupoBaHua SMS-
coobueHnmn

Mpn dopMupoBaHnm SMS-coobLieHNs WCNONb3YETCS CneuuvanbHblA MarMH - ero
3ajava COCTOUT B CO34aHMWM TekcTa coobuwieHns Ha OCHoBE MH@OpMauUMM O BbIMOJIHAEMOM
AenCcTBMN, NoANNCbIBAEMOM AOKYMEHTe, O4HOPa30BOM napone 1 T.n. 19 HacTporKK naarmHa
ncnonb3yerca KoMaHabl Add-DssSignServerPlugin, Set-DssSignServerPlugin.

B coctaB CepBuca lMoanucm BxoauT nnarnH DSS.MessageFormatter. Ero napameTpul
npeacraBnersl B Tabnnua 172.

Tabnuua 172. NapameTpbl popMaTepa SMS coobLueHunit

HaunmeHoBaHus 3HauyeHue no

OonucaHue O6sa3aTenbHbINA
napameTpa YMOJITHAHUIO
3arosioBoK coobLeHuns.
HEADER O6Lwas yactb Bcex SMS Null Het
coobLeHunn.

XSLT npeobpazoBaHue,
KoTopoe cneayet
NMPUMEHUTb Hag
XSLT dopMaTUpPOBaHHbIM
TEKCTOM, CcoAepiKaLlinm
MHdOopMauuio o
AOKYMeHTe
Nmsa danna,
XSLT_FILE copepxaiiero XSLT Null HeT
npeobpasoBaHue

MnarnH dopMupyeT TekcTt SMS-coobuleHus Ha ocHoBe MHbopMauuMnm O AOKYMEHTE.
MHdopMauma o AOKyMeHTe MOXeT npeactasndatb cobor  opMaTUpOBaHHbIN U
HedopMaTUpoBaHHbI TekcT. Moa popMaTMpoBaHHbIM TEeCTOM MNogpa3yMeBaeTcss HeKoTopoe
XML-npeacTaBneHne 4OKYMEHTa, K KOTOPOMY MOXHO NMpuMeHuTb XSLT-npeobpasoBaHue.

MpeobpasoBaHue no
yMO4aHuto

Het

Mo yMonyaHuio UCnonb3yeTcs cneaytollee npeobpasoBaHue:

<?xml version='1.0'"?>
<xsl:stylesheet version="1.0"
xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform">
<xsl:output method="text"/>
<xsl:template match="/">
<xsl:apply-templates select="//row"/>
</xsl:template>
<xsl:template match="row">
<xsl:value-of select="name"/>
<xsl:text>: </xsl:text>
<xsl:value-of select="value"/>
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<xsl:if test="position () !=last()">
<xsl:text>, </xsl:text>
</xsl:if>
<xsl:if test="position ()=last()">
<xsl:text>.</xsl:text>
</xsl:if>
</xsl:template>
</xsl:stylesheet>

HedopmaTtupoBaHHbIN TekcT gobasnsercs B SMS coobuweHne 6e3 nsmeHeHunn.

Twvn nnarvHa, yKasblBaeMmblii  MpuM  perncrpaumm B KoMaHgnete  Add-
DSSSignServerPlugin B napameTtpe PluginTypeName:
CryptoPro.DSS.MessageFormatter.SMSFormatter,DSS.DSS.MessageFormatter

4.9.5.5.6. Mpumep HacTponku onoseweHmnsa no SMS

MpuMep OEMOHCTPMPYET HACTPOMKY KOMIMOHEHTa OMOBELWEeHUs 4yepe3 TecToBbiii SMS
nnarmH. CoobleHuns, oTnpaB/aseMble Yepe3 TeCTOBbIM naarunH, 6yayt coxpaHatcs B dainbl B
yKasaHHOM nNpu HaACTpoOMKe ANPEKTOPUN.

# ImvpexkTopusa OJd COXpaHeHus GaljioB C COoOBMeHMAMMU
$SMSBaseDir = "C:\tempsms\"

Write-Host "IDoOaByieHMe mjaruHa jisg oTHpaBky CMC-cooOumeHmn"

Add-DSSSignServerPlugin -PluginTypeName
"CryptoPro.DSS.SmsService.StubPlugin.SmsStub, DSS.SmsService.StubPlugin" -
PluginType SMS -Settings @{"WorkingDirectory" = S$SMSBaseDir}

Write-Host "INoOaBieHue muarmHa njs dopmaTupoBauus CMC-coobmeHmir"

Add-DSSSignServerPlugin -PluginTypeName
"CryptoPro.DSS.MessageFormatter.SMSFormatter, DSS.MessageFormatter" -
PluginType Formatter -Settings @{Header="Kpunro-Ilpo DSS."}

Write-Host "IDoOaBJjieHMe MOOYJis ONOBEMEHMS IJjisd oTnpaBku CMC-coobmenmin"

Add-DSSSignServerNotifier -TransportPluginID 1 -FormatterPluginID 2 -
NotifierType SMS -Settings

@{"MinQueueSize"="0"; "MaxQueueSize"="10000";"TimerInterval"="500",;"TTL"="1";"
MessageWindow"="50"; "ThreadCount"="1"; "Enabled"="true"}

4.9.5.6. Hactpouka yBegaomneHmun no Email

[Ons oTnpaBKM ONOBELLEHMA MO 3/1eKTPOHHON mno4yte DSS umcnonb3yeTr cneumasnbHble
Email-nnarnubl. Email-nnarmH  npeacrasnser cobon cbopky .NET (cM. PykoBoAcCTBO
pa3paboTtumka). B coctas C3I «KpunTtollpo DSS» BxoaaT cneaytowme naarnHbl:

» DSS.EmailService.SmtpPlugin.dll

Bce nnarmHbl yctaHaBnuBatoTcs B nanky <MyrbycraHoBku>\DSS\Plugins\Email.

MNepen ncnonb3oBaHWeM niarnHa AAMUHUCTPATOP AOJIKEH 3aperncTpmpoBaTtb naarnH
(cm. paspgen 4.9.5.3.1).

4.9.5.6.1. NnarnH DSS.EmailService.SmtpPlugin

MapameTpbl, 3agaBaeMble NpU perncrpaunm, nepeuncieHol B Tabaunua 173. NapameTpsbl
nnarnHa SmtpPlugin.
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Tabnuua 173. NapameTpbl nnarnHa SmtpPlugin

HanmMmeHoBaHus 3HauyeHue no &
OnucaHue O6sa3arenbHbIN
napameTpa YMOJIHAHUIO
Host Aapec SMTP-cepBepa. [a
Port Mopt SMTP-cepBepa Oa
Login JlorvH ans pocTtyna K Het
cepBepy
Password Maponb ans gocrtyna K Het
cepsepy
FromAddress Aapec oTnpaBuTens [a
Subject Tema coobueHuns no Het
YMOJTYaHUIO
Tpebyetcs nn SSL
RequireSsl coeauvHeHne ang Mo ymonuaHuio false Het
AOCTyna K cepBepy
Bpems ncreueHus
Timeout OXmnAanna npu Mo ymonuanuio 30 cekyHa Het
oTnpaBke coobuweHus B
MUNINCEKYHOAX.

Tvn  nnarvHa, yKa3blBaeMblii  MpuM  perncrpaumm B KoMaHanete  Add-
DSSSignServerPlugin B napametpe PluginTypeName:

CryptoPro.DSS.EmailService.SmtpPlugin.SmtpPlugin,DSS.EmailService.Smtp
Plugin.

4.9.5.6.2. HacTtpoka nnarmHa pna d¢opmuposaHma Email-
coobuweHnmn

Mpn dopmmposaHum Email-coobuweHns ucnonb3yeTca crneuuanbHbli NAaruH — ero
3ajiada COCTOMT B CO34aHMKM TeKCTa coobuieHna Ha ocHoBe MHGOpMALMU O BbINOIHAEMOM
OEeNCcTBMN, NoANNCbIBAEMOM AOKYMEHTe, O4HOPa30BOM napose 1 T.n. 19 HacTporKK naarmHa
ncnonb3yetcs koMaHabl Add-DssSignServerPlugin, Set-DssSignServerPlugin.

HacTponku gaHHOro njarnHa aHasnornmyHbl HacTpomMkam nnarnHa ansa dopMmpoBaHums
SMS coobLieHnn.

Twn naaruvHa, yKa3blBaeMbIi npu perncrpauuu B KoMaHAanere Add-
DSSSignServerPlugin B rnapameTpe PluginTypeName:
CryptoPro.DSS.MessageFormatter.EmailFormatter,DSS.DSS.MessageFormatter

4.9.5.6.3. MNpumep HacTpounku onoseweHns no Email

# PeruCTpupyeM TPaHCIOPTHHI MJIaTMH IJig OTHNpPaBky Email coobueHwn
Add-DssStsPlugin -PluginTypeName
“CryptoPro.DSS.EmailService.SmtpPlugin.SmtpPlugin,DSS.EmailService.SmtpPlugin
” -PluginType Email -Settings @{“Host”="mail server”; “Port”="25";
“FromAddress”="noreply@some domain.com”; “RequireSsl”="true” }

# PerucrTpupyeM NOJaIMH IOJg OGOPMMPOBAHUS COOOMEHMNA

Add-DssStsPlugin -PluginTypeName
“CryptoPro.DSS.MessageFormatter.EmailFormatter, DSS.MessageFormatter” -
PluginType Formatter —-Settings @{}

HKTAN.00096-02 92 02 KpunTtollpo DSS. PykoBoactso AGMUHUCTpaATOpa CtpaHuua 193 us 273



# PerucTpupyeM KOMIOHEHT IJjisg OTapaBkKy Email cooOmenwmit.
# VmeHTMOMKATOPH TPAHCIOPTHOTO MJIaTMHa M NJjaruHa OJsg QOopMMPOBaHMSA COOOWEHUM
# MOXHO HOCMOTPETH B BHBOIEe koMaHIjeT Get-DssStsPlugin

Add-DssStsNotifier -TransportPluginID <Transport Plugin ID> -
FormatterPluginID <Formatter Plugin ID> -NotifierType Email

4.9.5.7. HacTtpoka Wwaba0HOB coo6bLeHumn

4.9.5.7.1. MNocnenoBatenbHOCTb waros npu HacTpoike
wabsa0HOB coo6bLWeHnn

CraHpapTHble TeKCTbl WabsoHOB coobleHnii, NnpuBeaeHHblie B pasgenax 4.9.1-4.9.3,
MOXHO W3MeHUTb. [ns 3TOoro Heo6xXoAMMO BbIMOMHUTL CNEeAyLWY MNocaef0BaTelbHOCTb
OeNCcTBuNn:

1. Boibepute co0bbiTMe, TEKCT KOTOPOro XOTuUTe W3MeHUTb. Cnucku cobbiTni
npeacraBneHbl B Tabnuuax pasgenos 4.9.1-4.9.3, nmbo BbLIBOAATCA Ha KOHCOJb
koMaHanetamm Get-DssSignServerEvent n Get-DssStsEvent (cM. pasgen 4.9.4).

2. Onpepenute ID cobbiTna (napametp ID B BbiBOAE Ha KOHCOMb) W BblbepuTte
naeHTndmnkaTop wabnoHa onoseweHns o cobbiTum (0AMH M3 WABNOHOB, €C/IN UX HECKOJIbKO),
KOTOPbIN XOTUTE WM3MeHUTb. WNaeHTudumkatop wabsoHa(-0B) OMOBELUEHUS COAEPXWUTCS B
napameTpe MessageTemplates B BbiBOoAge Ha KOHCOMb. [NpocMOTpeTb CBOWMCTBA Wab/ioHoB,
€cnn  nX HeCKOJIbKO, MOXHO npun noMoWwnM KOoMaHAbl (Get-DssStsEvent -EventID
<npmeHTUOUKaTOP wWabJjoHa>) .MessageTemplates.

3. Nicnonb3ys komaHaner Set-DSSSignServerFormatterTemplate, 3apanite B
napamMeTpe —Template HOBbLIN TEKCT coobLieHnss 0 CobbITUKN, YKa3aB TakXe B napaMeTpe -
TemplatelID naeHTndunkatop BbibpaHHOro wabsoHa onoBeweHns.

4.9.5.7.2. Komananert Get-DSSSignServerFormatterTemplate

KoMaHaneT 4nsa BbiBoAa Ha KOHCONb MHpOopMaumn o wabnoHax coobleHunn.
CuMHTaKCcuUC:
Get-DSSSignServerFormatterTemplate [-DisplayName <string>]

4.9.5.7.3. Komananer Set-DSSSignServerFormatterTemplate
KoMmaHnanet gnsa nameHeHus wabnoHa coobuweHns o cobbitun. OnmcaHne napameTpos
KOMaHAbl npuBeneHo B Tabnuua 174.

CuHTaKCcuC:
Set-DSSSignServerFormatterTemplate -TemplateID <int> -Template <string> [-
DisplayName <string>]

Tabnuua 174. OnucaHne napamMeTpoB KoMaHgneTa Set-
DSSSignServerFormatterTemplate

MapameTp Tvn OnucaHue

DisplayName string Nmsa sk3emnnapa
KOMMOHEeHTa

TemplateID int naeHTudumnkatop wabnoHa
coobLieHuns.

Template string LWabnoH coobulieHuns.
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4.9.5.8. MpMep HAaCTPOMNKMN CUCTEMbBI ONOBeLleHUnA

MpuMep AEMOHCTPUPYET HACTPOMKY KOMMOHEHTA OMOBELLUEHUS Yepe3 TeCToBbIi SMS-
nnarvH. CooblieHus, oTnpaBisieMble Yepe3 TEeCTOBbIM NfarnH, 6yayT coxpaHaTcs B ¢aisbl B
YKa3aHHOM Npu HaCTpoWKe ANPEKTOPUN.

# IvpexTopMsa IOJig COXPaHeHMs GaljoB C COOOULEHUIMU
$SMSBaseDir = "C:\tempsms\"

Write-Host "IOoGaeyieHme myarmHa nJjis oTnpaBku CMC-coobmeHnn"

Add-DSSSignServerPlugin -PluginTypeName
"CryptoPro.DSS.SmsService.StubPlugin.SmsStub,DSS.SmsService.StubPlugin" -
PluginType SMS -Settings @{"WorkingDirectory" = $SMSBaseDir}

Write-Host "INoGaejeHue mnjuarmHa njas dopmaTmpoBaHmsa CMC-coobumeHwmin"

Add-DSSSignServerPlugin -PluginTypeName
"CryptoPro.DSS.MessageFormatter.SMSFormatter, DSS.MessageFormatter" -
PluginType Formatter -Settings @{Header="Kpunro-Ilpo DSS."}

Write-Host "HoGaByieHMe MOIYJis OIOBEWEHMs nJjsa ornpaBku CMC-coobmenHwuin"
Add-DSSSignServerNotifier -TransportPluginID 1 -FormatterPluginID 2 -
NotifierType SMS -Settings

@{"MinQueueSize"="0"; "MaxQueueSize"="10000";"TimerInterval"="500";"TTL"="1";"
MessageWindow"="50"; "ThreadCount"="1"; "Enabled"="true"}
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4.10. Npeo6pa3zoBaHMe OKYMEHTOB

B Kpuntollpo DSS aokyMmeHTbl, KOoTOpble lMonb3oBaTenb 3arpyxXxaet 4Ans nognmcum nam
wudpoBaHMsa, MoryT ObiTb BM3yanmM3MpoBaHbl. [ns 3TOr0  MCMOAb3YKTCS  NJarnHbl
npeobpasoBaHns AOKyMeHTOB. [lpeobpa3oBaHve [LOKYMEHTOB MOXET MpoucxoauTb Ha
cneaywowmnx komnoHeHtax Kpuntollpo DSS B 3aBMCUMMOCTU OT BbINOJIHAEMON onepaunm:

> Ha Beb-nHtepdence NMonbsosaTtens (BM3yanmsaums JOKYMEHTOB Npu nognucaHum unm
wndpoBaHun, otobpaxeHne ookyMeHToB popmaTa XML);

> Ha UeHnTtpe WaeHTudumkaumm (Mcnonb3lyoTcs ans oTobpa)keHus [OKyMeHTa B
MO6MABbHOM MpuaoXxeHnn myDSS).

Janee onucaHbl HaCTpOVIKM ana  Bulyaamdaunmnm OJOKYMEHTOB B KaXaoOM U3
nepevYncneHHblX cny4yaes.

4.10.1. Busyanusauna 4OKYMEHTOB Npu noanMcaHMUm Ha
Be6-unHtepdeiice NMNonb3oBarens

Beb6-nHtepdeinc Monb3oBatenss npegoctasnsetr [lonb3oBaTenssM  BO3MOXHOCTb
BM3yasM3auMnm [AOKYMEHTOB repes co3gaHveM noanucu. [logaepxuBaeTca MNpoCMOTp
OOKyMeHTOoB cneaytwowmnx dopmartos: PDF, XML, ODT.

Takxe obecneunBaeTcs TexHMyeckas nogaepxka dopmatos DOC, DOT, DOCM, DOTM,
DOCX, DOTX, FlatOpc, FlatOpcMacroEnabled, FlatOpcTemplate,
FlatOpcTemplateMacroEnabled, OTT, OOXML, WordML, RTF, HTML, XHTML, MHTML n TXT,
OlHAKO B WX OTHOLWEHWM B paMKax MNpOBeAeHUs OLEHKU BAUSHUA TpebyeTca npoBepsTb
AOMYyCTMMOCTb MCMOJIb30BaHMs B KOHeYHoW cucteme. MoapobHee 06 3ToM B n. 1.5 AokyMeHTa
XTAN.00096-02 30 01. Kpuntolpo HSM. ®dopmynsp.

HacTpoiika Bu3yanusaumm AOKYMEHTOB nepen co3gaHueM DI ocyliecTBAseTcs npw
MOMOLLKM CneunanbHbiX naarMHoB. YTobbl Bocnonb3oBaTbca naarmHoMm B Kpuntollpo DSS, ero
HeobxoaMMOo cHadana 3apernctpupoBaTb. PaboTa ¢ nnarmHamu Busyanmsaunm 4OKYMEHTOB Ha
Beb-mHTepdelice Monb3oBaTens OCyLeCTBASETCS Npu MOMOLLUM KOMaHANETOB, OMUCAHHbIX B
pa3pgene 4.7.3.5.

MnarnHbl, NO3BONSOLWME BU3YATM3NPOBaTh AOKYMEHTbl AaHHbIX (POPMATOB, HAX0AATCH
B aupektopun <MyTb ycraHoBku>\DSS\Plugins\Converters 1 wumeloT cneaywowme
Ha3BaHuSA:

» DSS.DocumentConverter.PdfStub.dll - oTBeuaer 3a oTO6paxxeHne [OOKYMEHTOB
¢opmaTta PDF;

» DSS.DocumentConverter.Word.dll - otBeyaeT 3a oTobpaxkeHne oKyMeHTOB hopMaToB
DOC, DOT, DOCM, DOTM, DOCX, DOTX, FlatOpc, FlatOpcMacroEnabled,
FlatOpcTemplate, FlatOpcTemplateMacroEnabled, XML, ODT, OTT, OOXML, WordML,
RTF, HTML, XHTML, MHTML, TXT, PNG, JPG, BMP, JPEG, TIFF, GIF.

[Ona akTmBaumMm BO3MOXHOCTM NPOCMOTPa AOKYMEHTOB HEOOX0ANMO 3aperncTpnpoBaTh
HY>XHble ¢dopMaTbl U COOTBETCTBYHOLWME naarMHbl ¢ nomowbio Windows PowerShell. Ons
KaXxaoro sk3emnnapa Beb-npunoxeHus B aupektopun <Mytb yctaHoBku>\Frontend
CO34aeTcs CBOM COBCTBEHHbIN KOHMDUIYpaLUMOHHBIA dainn ¢ uMeHeM <UMsA ak3eMnasipa Beb-
npunoxxeHua>_convert.config.

MpumMmep:

[aHHbIi cueHapuii pernctpupyet dopMaTbl AOKYMEHTOB, AN KOTOPbIX BO3MOXEH
NMPOCMOTP C MOMOLLbI YCTAHOB/IEHHbIX MIarMHOB.

Add-DssFEConverterPlugin -FileExtension pdf -Assembly
DSS.DocumentConverter.PdfStub.dll
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Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dl1l

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssFEConverterPlugin -FileExtension
DSS.DocumentConverter.Image.dll

doc -Assembly

dot -Assembly

docm —-Assembly

dotm -Assembly

docx —-Assembly

dotx —-Assembly

FlatOpc -Assembly

FlatOpcMacroEnabled -Assembly

FlatOpcTemplate -Assembly

FlatOpcTemplateMacroEnabled -Assembly

xml -Assembly

odt —-Assembly

ott -Assembly

ooxml -Assembly

WordML -Assembly

rtf -Assembly

html -Assembly

xhtml -Assembly

mhtml -Assembly

txt —-Assembly

png —-Assembly
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Add-DssFEConverterPlugin -FileExtension Jjpg -Assembly
DSS.DocumentConverter.Image.dll

Add-DssFEConverterPlugin -FileExtension bmp -Assembly
DSS.DocumentConverter.Image.dll

Add-DssFEConverterPlugin -FileExtension jpeg —-Assembly
DSS.DocumentConverter.Image.dll

Add-DssFEConverterPlugin -FileExtension tiff -Assembly
DSS.DocumentConverter.Image.dll

Ecnn  npocMOTp 3arpyXeHHOro [AOKyMeHTa NOoAAEPXWMBAETCS YCTAaHOBMIEHHbIMU
niarMHaMuM W BbINOJIHEHA perucTpaumsi B KOHMUrypaumoHHOM dalisie, TO [AOKYMEHT
oTobpaxaeTcs BO BKlagke «3arpyska gokymeHTa». (Puc. 35).

JokymenT =
C:\fakepath\KpunTolipo DSS. O6ujee onucasme. docx

LlokynewT GyAET OTTIPagNeH Ha Cepaep. PaaMep AOKyMEHTa He AOMEH NpeekiuaTs 20 ME

Busbepure haiin | Kpuntollp. . we docx

Hasan ~ Bnepes CTpakMua: 1 u3 10

CepBep 3NeKTPOHHOW nognucu
Kpuntollpo DSS

BeEPCcKA 1.0

Obwee onucaHue

Puc. 35 — Busyanusauyms 3arpy>XeHHoOro AoKyMeHTa

Ona noaaepxXkn oTobpaxeHus AOKYMeHTOB 0cobbix ¢opmaTtoB HeobxoauMMo
peann3oBaTb M 3aperucrpvpoBaTb COOTBETCTBYIOLWMN MNfarnH, OTBEYaloWMA OMNUCAHHLIM B
PykoBoacTee paspaboTunka TpeboBaHuaM.

4.10.2. Busyanmsauma AOOKYMEHTOB Ha MoO6uIbHOM
npunoxeHuum myDSS

MobunbHoe npunoxeHne myDSS nMeeT BO3MOXHOCTb OTO6paxaTb AOKYMEHT npwu
NnoATBEPXAEHUM oOnepaunmm C 3TUM AOKYMEHTOM. HacTpolika COOTBETCTBYIOLWMX MNjarnHoB
npeobpasoBaHNs AOKYMEHTOB OCYLIECTBASETCS MNpPWM MNOMOLWM KOMaHAMNETOB, BXOASLWMX B
coctaB PowerShell-moaynsa LI CryptoPro.DSS.PowerShell.STS. D11 KkoMaHa1eTbl ONUCaHbI
B paspgene 4.5.8.11.
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LeHTp MaoeHTndukaumm npegocrtasnset MNonb3oBaTensiM BO3MOXHOCTb BU3yanm3auum
OOKyMeHTOB B Mo6bunbHOM npeanoxeHum myDSS nepea co3gaHMeM  Mognuvcu.
Moaaep>xnBaeTcsa NPOCMOTP AOKYMEHTOB cneaywowmnx dopmartos: PDF, XML, ODT.

Takxe obecneunBaeTcs TexHMyeckas nogaepxka gopmatos DOC, DOT, DOCM, DOTM,
DOCX, DOTX, FlatOpc, FlatOpcMacroEnabled, FlatOpcTemplate,
FlatOpcTemplateMacroEnabled, OTT, OOXML, WordML, RTF, HTML, XHTML, MHTML n TXT,
OAHAKO B WX OTHOWEHWM B paMKax MNpoBeAeHUs OLEHKM BAusHus TpebyeTcs npoBepsiTb
AOMNYCTUMOCTb MCMOJIb30BaHUSA B KOHEYHOM cucrteme. NogpobHee 06 atom B n. 1.5 goKyMeHTa
XTAN.00096-02 30 01. Kpuntollpo HSM. ®dopmynsp.

MnarvHbl, NO3BONSAOLWMNE BU3YANM3MPOBaTh AOKYMEHTbI JaHHbIX (hDOPMATOB, HaxXoAsATCs
B aupektopun <Mytb ycraHoBku>\DSS\Plugins\Converters un wumelT cnegywowme
Ha3BaHMUA:

> DSS.DocumentConverter.PdfStub.dll - oTBeuaer 3a oTO6paxxeHue [OOKYMEHTOB
¢dopmaTta PDF;

> DSS.DocumentConverter.Word.dll - otBeyaeT 3a oTo6pakeHne oOKyMeHTOB (hOpMaToOB
DOC, DOT, DOCM, DOTM, DOCX, DOTX, FlatOpc, FlatOpcMacroEnabled,
FlatOpcTemplate, FlatOpcTemplateMacroEnabled, XML, ODT, OTT, OOXML, WordML,
RTF, HTML, XHTML, MHTML, TXT, PNG, JPG, BMP, JPEG, TIFF, GIF.

Ona akTneauMmn BO3MOXHOCTW NPOCMOTPa AOKYMEHTOB HEO6X0ANMMO 3aperncTpnpoBaTh
HYXHble ¢dopMaTbl M COOTBETCTBYHWOLWME nnarMHbl ¢ nomowbti Windows PowerShell. Ons
KaXxaoro sk3emnnspa seb-npunoxeHuns B avpektopun <MyTb ycTtaHOBKMU>\Sts co3paeTcs
CBOM COOCTBEHHbINM KOHMUrypaumoHHblil dann ¢ umeHeM <WUMa >3k3eMmnnsapa Be6-
npunoxxeHuuma>_ convert.config.

Ecnun nnarvH npeobpa3oBaHns HAacCTPOEH BEPHO, B MOOBULHOM NpunoxeHun myDSS B
obnactn «[aHHble onepaunm» oTO6pasnTCa AOKYMEHT, onepauumio C KOTOpbIM Tpebyetcs
noatTeepantb (Puc. 36).

wll MTSRUS & 18:46 @ 88% 4

X

[aHHble onepauum

/7~ N\
P KPUMTOMPO
\_

NOATBEPOMTL

OTKA3ATbCH

Puc. 36 — OTobpaxkeHne AokyMeHTa B MOBUIbHOM npunioxeHnn myDSS
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MpumMep:

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.PdfStub.dll

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dl1l

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dl1l

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dl1l

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dl1l

Add-DssSTSConverterPlugin -FileExtension
Assembly DSS.DocumentConverter.Word.dll

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dl1l

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dll

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dl1l

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dl1l

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dl1l

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dl1l

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dl1l

Add-DssSTSConverterPlugin -FileExtension
DSS.DocumentConverter.Word.dl1l
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pdf -Assembly

doc -Assembly

dot -Assembly

docm -Assembly

dotm -Assembly

docx —-Assembly

dotx —-Assembly

FlatOpc -Assembly

FlatOpcMacroEnabled -Assembly

FlatOpcTemplate -Assembly

FlatOpcTemplateMacroEnabled -

xml -Assembly

odt —-Assembly

ott -Assembly

ooxml -Assembly

WordML -Assembly

rtf -Assembly

html -Assembly

xhtml -Assembly

mhtml -Assembly

txt —-Assembly
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Add-DssStsConverterPlugin -FileExtension png -Assembly
DSS.DocumentConverter.Image.dll

Add-DssStsConverterPlugin -FileExtension Jjpg -Assembly
DSS.DocumentConverter.Image.dll

Add-DssStsConverterPlugin -FileExtension bmp -Assembly
DSS.DocumentConverter.Image.dll

Add-DssStsConverterPlugin -FileExtension Jjpeg -Assembly
DSS.DocumentConverter.Image.dll

Add-DssStsConverterPlugin -FileExtension tiff -Assembly
DSS.DocumentConverter.Image.dll

4.10.3. OTo6paxeHne nokymeHToB cpopmata XML

Kpuntollpo DSS npeaoctaBnser [lonb3oBaTensiM BO3MOXHOCTb OTOb6paxeHus
AokyMeHTOoB popMmaTa XML Ha Beb-uHTepdelice Monb3oBaTtens nepes co3gaHMeM NoaAnMcu Unm
wundposaHmeM gokyMmeHTa. OTobpaxeHne 3TUX AOKYMEHTOB BO3MOXHO TakXe B MO6WIbHOM
npunoxeHnm myDSS, ecnn Ha LeHTpe WMaoeHTUdUKaAUMM HACTPOEHbI COOTBETCTBYHOLIME
nnarmHbl (cM. pasgen 4.10.2). MnaruvH, no3sonswowmii oTobpasutb 3Ty MHGOpPMaLMIO,
Haxoantca B aumpektopun <Mytb yctaHoBku>\DSS\Plugins\Converters n Ha3biBaeTcs
DSS.DocumentConverter.Dtbs.dll.

CospgaHue noanucu

[OKYMEHT -
HokymeHT Obin zarpy#eH C BHELWHEro caiTa.

d4a%aa2f-6933-4a82-b508-854dd8c8cETa

Puc. 37 — OTtobpaxkeHne gokymeHToB bopmaTa XML

PaboTta ¢ nnarMHoM Npon3BOAUTCS NPWU MOMOLLUX KOMAHANETOB, ONWCAaHHbLIX B pa3saene
4.7.3.5. lNpwn gobasneHnn nnarmHa He06XoAMMO TakXe 3a4aTb HACTPOMKKN, NepevYnc/ieHHble B
Tabnnuya 175. DTN HaCTPOMKM 3a4al0TCs BHYTpU napameTpa Parameters tuna Hashtable:

@{paramName;=paramValue:;; paramName,=paramValue;;..;paramNamey=paramValuey}

rne paramNamei, paramValuei — Ha3BaHWe U 3HaYeHne NapaMeTpa COOTBETCTBEHHO.
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Tabnuua 175. NapamMeTtpbl nnarnHa DSS.DocumentConverter.Dtbs.dll

MapameTp OonucaxHue

PageSetup.LeftMargin OTCcTYyn B AOKYMeHTe creBa.
PageSetup.TopMargin OTCTYyn B AOKYMEHTE CBEPXY.
PageSetup.RightMargin OTcTyn B 4OKYMeHTe crnpasa.
PageSetup.BottomMargin OTCTYn B AOKYMEHTE CHU3Y.
PageSetup.PageHeight BbicoTa cTpaHWULUbl AOKYMEHTa.
PageSetup.PageWidth LLnpnHa cTpaHuLbl AOKYMEHTA.

Pasmepbl oTobpaxkaemoro goKyMeHTa. JaHHblil napameTp
no3BosisieT BbibpaTb CTaHAAPTHbIE pa3Mepbl Mo

PageSetup.PaperSize o603HaueHunto dopmarta U3 Tabnmua 176. ina BBoaa
NMo/b30BaTeNbCKMX NapaMeTpoB UCMNOMb3YETCS 3HA4YeHue
Custom.

PageSetup.Gutter PaccTtosdHne Mexay CTpoKaMmu.

xslt MNyTb Kk danny ¢ XSLT-npeobpazosaHuem.

OnunoHanbHbIN NapameTp.

Tabnuua 176. CtaHaapTHble pa3Mepbl JOKYMEHTOB

dopmar 6ymarm Pa3mepbl

A3 297x420MM
A4 210x297MmM
A5 148x210MM
B4 250x353Mm
B5 176x250MM
Executive 7.25x10.5”
Folio 8x13"
Ledger 11x17”
Legal 8.5x14"
Letter 8.5x11”
EnvelopeDL 110x220MM
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dopmMart 6ymarm Pa3mMmepbl

Quarto 8x10”
Statement 8.5x5.5"

Tabloid 11x17"
Paper10x14 10x14”
Paperl11x17 11x17"

Mpw BbIBOpE AaHHOro pa3Mepa
HeobXxoAMMO CaMOCTOSITENBHO

Custom 3a4aTb pa3Mepbl CTPaHULbI NpU
rnomoLn napameTpos 13 Tabnuua
175.

MpumMmep perucTpauum rJlarmHa ans otobpa>keHusa aokymeHToB cpopmata XML:

Add-DssFeConverterPlugin -FileExtension dtbs -Assembly
DSS.DocumentConverter.Dtbs.dll -Parameters @{ "PageSetup.LeftMargin"="10";

"PageSetup.PageWidth"="350"; "PageSetup.TopMargin"="10";
"PageSetup.PageHeight"="100"; "PageSetup.RightMargin"="10";
"PageSetup.PaperSize"="Custom"; "PageSetup.BottomMargin"="0";

"PageSetup.Gutter"="0"}

PacwupeHue, ykazaHHoe B napameTpe —FileExtension npu perncrpaumun
nnarnHa, n pacwupeHume darina otobpa)kaemMbiM AOKYMEHTOM AOJIKHbI
coBnaaaTb.

MpumMmep copepxumoro XML-cdaitna, kotopbii Heo6x0AMMO OTO6pPa3nUTb:
<?xml version="1.0" encoding="utf-8"?>
<dtbs xmlns="http://www.cryptopro.ru/schemas/2014/08/dtbs">
<row>
<name>HauMeHOBaHME HOOKyMeHTa</name>
<value>IlmaTéxHoe nopyueHme</value>
</row>
<row>
<name>BaHk noJjgydarensa</name>
<value>AKB "Pora u konera"</value>
</row>
<row>
<name>CuéT nojgydaressa</name>
<value>40781032100000000000</value>
</row>
<row>
<name>CyMmMa mnijarTexa</name>
<value>100 RUB</value>
</row>
</dtbs>
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Xsd-cxema ¢paina, KoTopbii Heo6xoanMMo oTO6pa3nTb:
<?xml version="1.0" encoding="utf-8"?>
<xs:schema targetNamespace="http://www.cryptopro.ru/schemas/2014/08/dtbs"
elementFormDefault="qualified"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:dtbs="http://www.cryptopro.ru/schemas/2014/08/dtbs"

<xs:element name="dtbs" type="dtbs:dtbsType" />
<xs:complexType name="dtbsType">
<xs:sequence>
<xs:element ref="dtbs:row" minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="unattendedSign" type="xs:boolean">
<xs:annotation>
<xs:documentation>
Eciu 'true', TO IOKYMEHT NOONMCHBAETCH 0e3 OTOOpaxeHWUs U
NONTBEPXIEHUS I[IOJIb30BAaTeJeM. B 3TOM Cllydyae 3JIEMEHTH YrOow
IOOJIXHEL OTCYTCTBOBATE .
</xs:documentation>
</xs:annotation>
</xs:attribute>
</xs:complexType>

<xs:element name="row" type="dtbs:rowType" />
<xs:complexType name="rowType">
<xs:sequence>
<xs:element name="name" type="xs:string">
<xs:annotation>
<xs:documentation>

HazBaHMe kjo4eBOro nojd ¢ XML-OOKYMEHTOM, KOTOPHM’
HeoOXOoOMMO OTOOPas3MUTh

</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="value" type="xs:string">
<xs:annotation>
<xs:documentation>

3HadeHMe KJIYeBOTO nojd ¢ XML-OOKYMEHTOM, KOTOPHM
HeoOXOoOMMO OTOOPas3MUTh

</xs:documentation>
</xs:annotation>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:schema>

4.10.4. Npeob6pasoBaHne XML-gOKyMeHTOB

Cepsuc MNoanucu obecneunBaeT NoAAepXKKY Nosb3oBaTeNnbCknx XML-npeobpasoBaHuin
npn dopmmpoBaHun noanucn c¢opmata XMLDSig. [JaHHas BO3MOXHOCTb obecneuymBaeTcs
nytem permctpaumm Ha Cepsuce MNoanmcm nnarmHa XML-npeobpa3soBaHus.
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Pernctpaums nnarvHa OCyLLeCTBASIETCS NpyM NOMOLWKM KoMaHaneTtoB cpeabl Windows
Powershell. na perncrpaunm Heobxoanma crnegyowas nHpopMauns:

> wnmsa cbopku, cogepxkallen knacc ¢ peanusaumen XML-npeobpasoBaHus;
> WMs Knacca, peanm3ytoulero XML-npeobpa3oBaHue (onunMoHanbHo);
> CNUCoK naeHTMdMKaTopoB AaHHOro NnpeobpasoBaHus.

Mocne nonyyeHunst Tpebyemon nHdpopmaunmm Heob6xoanMo BbINOAHUTL KOMaHanet Add-
DssSignServerTransformPlugin, KOTOpbIi MNO3BOAWUT 3aperucTpupoBaTtb MAarMH CUCTEMbI.
[anee npepctaBneHbl NpMMepbl perncTpaunm nonb3oBaTeNbCKNMX NpeobpasoBaHuii, KOTopbie
nayT B coctaBe anctpubytmnea Kpuntollpo DSS.

MpuMepsbl:

Job6aBneHne XML-npeobpasosaHusa gns ®oHpga CoumanbHoro crpaxosaHus (®CC) PO
(HopMaTuBHbI AOKYMEHT AOCTYMEH MO CCblJIKe):

Add-DssSignServerTransformPlugin -Assembly CryptoPro.DSS.Xml.Transforms.dll -
Classname CryptoPro.DSS.Xml.Transforms.XmlFssTransform -Identifiers "urn:xml-
dsig:transformation:vl.1l"

JobaBneHne XML-npeobpasoBaHuss XPath Filter 2.0 (HopMaTuBHbIA AOKYMEHT
AOCTYNEeH Mo CCblJIKE):

Add-DssSignServerTransformPlugin -Assembly CryptoPro.DSS.Xml.Transforms.dll -
Classname CryptoPro.DSS.Xml.Transforms.Filter2SubstractTransform-Identifiers
"http://www.w3.0rg/2002/06/xmldsig-filter2"

4.11. Hactpoiika myDSS

Moaynb ayTteHTudmkaumm myDSS agna CIOI  «Kpuntollpo DSS» aBnsiercs
ob6ocobneHHon yacTtbto LleHTpa MaeHTndunkaumm 1 no3BonsieT NOATBEPXAATb BOJIEU3bSIBIIEHNE
Monb3oBaTensa Ha BbINOJHEHWE PA3/INYHbIX Onepaunii C MOMOLLbD MOBUNBLHOINO NMPUNOXEHUS,
a TakXXe MOXET MPUMEHATLCS B KaYeCTBE BCMNOMOraTes/IbHOM ayTeHTUdMKaUnm.

Moaynb ayTeHTUdmkaunm mybDSS nMmeeT cneayoLwyto CTPYKTYpy:
1. CepBepHas yacTtb
a. Cepsuc B3aunmogencremsa c LIN.

NHuTerpupyetcsa ¢ UM Kpuntollpo DSS n BbinosHAET cnegytowme pyHKUMN:

> TreHepauma wn O06HOBMEeHMe KA4YeBON UHGopMauun [lonb3oBaTenen
myDSS npu B3anmogenctemn ¢ LM Kpuntolpo DSS;
» ynpaBneHue NpoLeccoM NOATBEPXKAEHUS onepauuii.

b. Cepsuc Bzanmogencrensa ¢ MObUIbHbIM NpunoxeHmem myDSS.

BoinonHsaeT d)YHKLI,VIVI Mo B3auMMOAENCTBUIO C MOOUIbHbIMU MPUNOXEHNAMMN,
BK/1KO4YanA:

> perucrpauuto yCTpOWCTB Monb3oBatenem pns ortnpaskun PUSH-
yBEeAOMIEHWUNA;

» otnpaBky PUSH-yBegomneHwuii;

> npepocrtaBneHue wHdopMaunm o0 onepaumax, HeobxoouMbiX A1
noaATBepPXXAEHUS NOb30BaTENEM;
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> TMNpUEM W TMPOBEPKY KOAOB noATBepxAeHus npu nomowmn CepBuca
B3aumMopenctemnsa c LN.

2. KnneHTtckan 4yacrtb:

KnneHTckaa 4yactb npeacrasieHa MobuabHbIM npunoxeHnem myDSS, AOCTYMHbIM B
onepaumoHHbiXx cuctemMax i0OS wm Android. MNpunoxeHne myDSS BbINOSHAET cregyowmne
dbyHKUNM:

> ynpasneHue Knw4yeBoW WHpopMaumen [lonb3oBaTensa (CuYMTbiBaHWE, XpaHeHue,
MCrnosib3oBaHMe, obHoBNEHUE, yaaneHune);

> nonyyeHue nHdopMauun ans NoATBEPXKAEHUS OT CEPBEPHON YacTuU B PEXUME OHMalH
Wnun onanH;

> oTobpa)keHune noaTBepXaaeMon MHpopMaunum Ha aKkpaHe MoObUNbHOro TenedoHa;

> BblpaboTka KoAa NOATBEPXAEHMS Ha OCHOBE [AaHHbIX TpaH3akuuu, Kaua
rnonb3oBaTens, BpeMeHu BbipaboTkn n (onumoHanbHO) oTne4vyaTka yCTpPOWCTBa;

> OTnpaBka KoAa MNOATBEPXAEHWS B CEPBEPHYK 4YaCTb B peXMME OHMalH Wuan
oTobpaxkeHne nonb3oBaTesnto B pexmnme odranH.

CxemMa B3aumMOAENCTBMS KOMMOHEHTOB, oOTob6paxatuwas OnuMcaHHble formyeckme
KOMMOHEHTbI MyDSS mn wmnx B3anMogencTBuMe C APYrMMM KOMMOHEHTaMu U MNpoOAYyKTaMy,
npueegeHa Ha Puc. 38.
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Puc. 38 — Cxema B3anMoaencTBus KOMMOHEHTOB MPU UCMob30BaHMKM myDSS

4.11.1. MNocnepoBaTenbHOCTb LWAroB MNo HacCTpouke
ak3eMnaapos myDSS

[DaHHbli paszpgen PykosoacTtBa AAMMHMUCTpaTopa onpegensier nocnefoBaTenbHOCTb U
nopsAoOK AENCTBUIA MO pa3BOpayYMBaHUIO U HACTPOMKE 3K3EeMMNAAPOB MoAYyNs ayTeHTudukaumm
myDSS B pexume «C Hynsa».

NMpeaBapuTenbHbIe YCNOBUSA:

YcTtaHoBneHHbIn SQL-Server;

YcTtaHoBneHHas ponb CepBep npunoxenun (IIS);

HacTtpoeHHas npussidka https Ha cepBepe npunoxenni (I1S);

YCcTaHOBMEHHbIN U HacTpoeHHbIn 3k3emnnsap UM Kpuntolpo DSS (cMm. Pasaen 4.5);
JoctynHocTb agpecos PUSH-cepsepoB C cepBepa, rae 6yaer pasBopaudmBaTbhbCs
ak3emnnap CepsBuca B3aMMOAENCTBUA C MOBUABbHBIM NpunoXeHem myDSS.

YV VYV VYV
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Bo3moxxHble PUSH-cepBepbl:
» Firebase Cloud Messaging Server.
URL: https://fcm.googleapis.com/fcm/send

» Apple Push Notification Service.
E'i Heobxoanmo oTkpbITb Aoctyn TCP Ha
gateway.push.apple.com:2195

7
feedback.push.apple.com:2196

Ona otnpaBkn PUSH-yBegomneHuin Ha yctponctBa Apple Tpebyetcs

ceptucdumkKar C KJIAMEHTCKOW ayTeHTudmkaumen Ha Apple Push

Notification Service. MNMonyuynTb AaHHbIN cepTUUKAT MOXKHO MO 3anpocy
Ha mydss@cryptopro.ru.

(W)

Ona otnpasku PUSH-yBenomneHun Ha yctporictBa Android TpebyeTtcs
nonyymTb KNOY goctyna K Firebase Cloud Messaging Server. MonyunTtb
AaHHbINA KTHOY MOXHO MO 3anpocy Ha mydss@cryptopro.ru.

Bba3oBan nocnenoBaTesibHOCTb LIAroB No HacTpolike (ob6sa3aTenbHble):
1. CosgaHue sk3emnnsgpa Cepsuca B3anmmogencrteusa ¢ LM (cM. pasgen 4.11.4.2.1).

Ha paHHOM ware 6ypetr co3pnaHo Beb-npunoxeHwe Ha cepsepe npunoxeHun IIS,
pa3BépHyTbl 6a3bl AaHHbIX, 3aperncTpupoBaHbl XypHanbl Windows.

2. CospaHue sk3emnnapa CepBuca B3auUMOAENCTBUSA C MOBUNBLHBLIM MPUOXKEHUEM
myDSS (cM. pa3sgen 4.11.4.3.1).

Ha paHHoOM ware 6yaeT co3gaHo Beb-npunoXeHme Ha cepBepe npunioxenuin IIS,
pa3BépHyTbl 6a3bl AaHHbIX, 3aperncTpupoBaHbl XypHanbl Windows.

HeobxoanmMo nepeknoumTb B PEXWM aBTOMATUUYECKOro 3anycka cnyxoy
Ewi Kpuntolpo myDSS (External Service).

3. Perucrtpaumsa kpuntonposanaepos (cM. pasaen 0).

Ha paHHoM ware B 3k3emnngape CepBuca B3ammogenctsums ¢ LW peructpupyetcs
KpunTonpoBanaep, KOTOPbIA WCNOAb3YeTCA ANs BblpaboTKM BEKTOPOB ayTeHTudukaumm
MNonb3oBaTenen.

4. Peructpaumss  MacTep-k/i4ya, WCNOAb3YyeMOro Ans  BbipaboTkM  BeKTopa
ayTeHTudmKaumn. Pernctpaums npomM3BoaMTCA NpuM MomMowKM KomagneTta Set-
MyDssServerInternalProperties.

5. Hactpolika CepBuca B3ammoaencteus c LIA.

Ha gaHHOM ware BbINOJSHAETCSA HacTpokka 3k3emnnaspa CepBuca B3auMMOLAENCTBUSA C
Ln. Hactpoiika ocyllecTBngeTcs npu rnomMoLm KOMaHAnerta Set-
MyDssServerInternalProperties. [laHHbIN Wwar COCTOUT U3 CleayroLWwmnx 3Tanos:
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> 3ajaHue agpeca cepBuca paccbiikin PUSH-yBegomneHuii. Hactpoka npousBoauTcs
npu nomowmn KomaHgneta Set-MyDssServerlnternalProperties.

> 3ajaHve agpeca cepBuca, C KOTOPbIM CBS3bIBAE€TCA MOOGWIbHOE MpUIOXKEHMe.,
HacTpoiika npon3BOAUTCSH npu rnomMoLm KOMaHAneTa Set-
MyDssServerinternalProperties.

Anpec cepBuca, C KOTOPbIM CBSI3blBAa€TCS MOGWUIbHOE MPUAOXKEHME,
E*i JO/MKEH 6bITb AOCTYNeH U3 ceT MHTepHeT.

> 3apanue Ha UM Kpuntolpo DSS agpeca Cepsuca B3anmogencrtems ¢ LI, HacTtpolika
AAHHOro atarna NpoucxoauT Npu nomoLwun komaHaneTta Set-DssMobileAuthProperties.

6. Hactpolika CepBuca B3aMMOAENCTBUS C MOBUBbHBIM NpunoXeHmem myDSS.

Ha gaHHOM Lware BbINOAHAETCA HacTpoWka 3ak3emnnspa Cepsuca B3aMMOAENCTBUSA C
MO6MNbHBIM npunoxeHnem myDSS. [aHHbIM wWwar cocTouT w3 3ajaHumsa agpeca Cepsuca
B3ammogenctena ¢ LWN. Hactponka ocywecTBnserca npuv nNoMowWwKM KomaHaneta Set-
MyDssInteractionServiceProperties.

4.11.2. MNpumep PowerShell-cueHapua ana HacTpoOMKM
KOMNoHeHTa myDSS

[aHHbIA cueHapui BbIMOSIHAET MUHMMANbHO HEObXOAMMYIO HACTPOMKY 3SK3EMMJISAPOB
cepBepoB myDSS BHeLWHEro n BHyTPEHHEro B3aMMoLencTeums.

# CosmaHuye skzeMiigdpa CepBuca B3auMMONEMCTBUS C LU
New-MyDssServerInternalInstance -SiteName "Default Web Site" -SQLServerName
" .\SQLEXPRESS2012" -DisplayName InternalService

# CosnmaHme skz3emnigpa CepBUCa B3aVMMONEMCTBUS C MOOMJILHEIM OPUIIOXeHMEM myDSS
New-MyDssServerExternalInstance -SiteName "Default Web Site" -SQLServerName
" . \SQLEXPRESS2012" -DisplayName ExternalService

# IobaBlieHME KPUIITONpPOBalIepa

Add-MyDssServerInternalCryptoProviders -Typeld <Common> —-ProviderName
"Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider" -ProviderType
75

#llonnyueHre vHOOPMALIMM O 3aPEeTIMCTPUPOBAHHOM KPUITONPOBAMIepe C LeJbo
OnpemeJieHusa ero MIeHTudmraropa
Get-MyDssServerInternalCryptoProviders

#Permcrpaumua Macrep-kimoua, MCIOJB3YEMOTO IJIiS BHPAOOTKM BEKTOpPA ayTEeHTUOMKALIUA
Set-MyDssServerInternalProperties -CryptoProviderId <Id xpunromnpoBarmepa>

#3anmaHye ampeca cepBuca pacceuiku PUSH-yBemoMiIeHM
Set-MyDssServerInternalProperties -InteractionPushServiceAddress "http://
<hostname>/MyDssServerExternal/InteractionPushService.svc"

#3ananye ampeca CepBuCa B3aMMONEMCTBUS C MOOWUIIBHEIM IpUIIOXeHMeM myDSS
Set-MyDssServerInternalProperties -InteractionServiceAddress
"http://<hostname>/MyDssServerExternal/InteractionService.svc"
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#IloyueHMe CIOMCKa HACTPOEHHHX [IapaMeTpoB CepBuca B3auMOIelcTBMS C LU
Get-MyDssServerInternalProperties

# 6.Hacrporika CepBuCa B3aMMOIENMCTBMSI C MOOMIIBHBIM NPUIIOXeHMeM myDSS
Set-MyDssInteractionServiceProperties -ServiceAddress
"http://<hostname>/MyDssServerInternal/Service.svc"

#3amaHye Ha LV Kpuntollpo DSS ampeca CepBuca B3auMoIercTBus c LU
Set-DssMobileAuthProperties -DisplayName <Mmsa skzemmygpa LUM> -ServiceAddress
"http://<hostname>/MyDssServerInternal/service.svc"

3aperncTtpmpoBaHHOe UMSA NMpoBalaepa B CUCTeEMe MNpeaonpeneneHo 3apaHee.

Ero MOXHO yBMAETb B AOKYMeHTauuu MocTaBliMKa KpunTornposawnaepa. Ans

npoayktos Kpuntollpo:

@'? » Kpuntollpo HSM: Crypto-Pro HSM Svc CSP

> Kpuntollpo CSP (Tonbko anga tectuposaHunsa Kpuntollpo DSS): Crypto-
Pro GOST R 34.10-2001 Cryptographic Service Provider

Moaynb ayTeHTudUuKaumm myDSS MoxeT onoBewaTb WMHTErpUpyeMyto CUCTEMY O
pe3ynbTaTe noaATBEPXAEHNA onepaunn B MOOUNbHOM MPUNOXEHUN, oTnpaBnad B
MHTErpupyeMyro CUCTEMy COOTBeTCTBYOWMeE coobuieHmns. a8 HaCTpPOMKKM TaKoro onoBeLeHums
Heobxoanmo 3aperucTmpoBaTb cooBeTCTBYHOLWME naarnHbl (TpaHCnNoOpTHbIN n
dopmMaTMpoBaHUS) MU MOAY/b OMOBELLEHUS.

#HacTpolka TPaHCHOPTHOTO IJarMHa

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.Identity.Authentication.Notification.HttpTransportPlugin, Crypt
oPro.DSS.Identity.Authentication.Notification" -PluginType
AuthenticationResult —-Settings @{}

#HacTporika miuarmHa GopMaTUpOBaHMS

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.Identity.Authentication.Notification.AuthenticationResultForma
tter,CryptoPro.DSS.Identity.Authentication.Notification" -PluginType
Formatter -Settings @({}

#IobaByeHne MOIYJiS OMNOBElEeHUS

Add-DssStsNotifier -TransportPluginID <ID TPaHCHOPTHOTO IJIaTMHa> -
FormatterPluginID <ID njarmHa bopmaTupoBanusa> -NotifierType
AuthenticationResultCallback -Settings @({}

ID nnarnHoB npucBanBalTCad aBTOMaTUYECKWU nocre nx pobasneHus.
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4.11.3. O6beKTbl aAMUHUCTPUPOBaAHUSA

Ha Puc. 27 npuBeageHa cxemMa 0O6BbEKTOB, AOCTYMHbIX ANS aAMWUHUCTPUPOBAHUS B
myDSS.

3Kzemnnap myD5Ss

Internal Server
Hactpoitkm
AQMWHUCTPATOPBI |4 b
3KzEMNAApa
Kpwntonpoeaigepbl |+ »  HKoHeuHble TOuKK

OBUMe HACTPOHKK
HOHEYHbBIX TOUSK

h 4

Puc. 39 — O6bekTbl aaMuHUCTpMpoBaHusa Cepsuca B3amMoaenctems ¢ LA

Ixzemnnap myDSS

External Server
Hactpoikn
KoHeuHble TOukKM |4
3KIEMMNAAPa
ObwKre HACTPOMKEK
" P = »  AOMMHWCTpaTOpb
KOHEYHbIX TOYEK

Puc. 40 — Ob6bekTbl agMnHUCTpnpoBaHms Cepeuca B3aMMoOL4ENCTBUA C MOBMNbHbBIM
npunoxeHnem myDSS
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Tabnuua 177. O6bekTbl agMMHUCTPUpoBaHua myDSS Internal Server

O61beKT

aAMUMHNCTpUpoBaHusa

KomMmaHanertnbl

Add-MyDsslInternalAdministrator

OnuncaHune

O6bekT oTBevaeT 3a
ynpaBneHne y4yeTHbIMU
3anncsamm
AAMUHNCTPATOPOB,

myDSS Internal Server

Update-MyDssServerInternallnstance
Get-MyDssServerlInternallnstance

AAMUHUCTPATOPbLI Get-MyDsslInternalAdministrator UMeloLLMX 40CTYN K B/l
Remove-MyDsslInternalAdministrator
myDSS Internal
Server. (CM. pa3aen
4.3.3.1).
New-MyDssServerInternallnstance gf;i?eﬁ:semnﬂp»
oK3emnasap Remove-MyDssServerlnternallnstance

ynpaBJieHune
ak3eMnnapamMu myDSS
External Server.

HacTtpoikun sk3emnnsipa

Set-
MyDssServerlnternalRegistryProperties
Get-
MyDssServerlnternalRegistryProperties
Set-MyDssServerlnternalProperties
Get-MyDssServerInternalProperties

O6bekT «HacTporku
aK3eMmnnapa» orsevaert
3@ HaACTPOMKY CTPOKM
noakatoveHms K 6ase
AAHHbIX N
pefakTuposaHme
CBOMCTB 3K3eMmnaspa.

KpuntonpoBanaepsl

Add-
MyDssServerlnternalCryptoProviders
Get-
MyDssServerlnternalCryptoProviders
Set-
MyDssServerlnternalCryptoProviders
Copy-
MyDssServerInternalCryptoProviders
Enable-
MyDssServerlnternalCryptoProviders
Disable-
MyDssServerlnternalCryptoProviders
Remove-
MyDssServerInternalCryptoProviders
Test-
MyDssServerlnternalCryptoProviders

O6bekT
«KpuntonpoBanaepbl»
oTBeYaeT 3a
ynpasJieHue
3aKpbITbIMU KJIKOYAMMU
myDSS npwu
B3aMMOAENCTBUM C
MAKM «Kpuntollpo
HSM». HacTpoinku
MAEHTUYHbI
HacTponkam
KpunTonpoBanaepos
Ha Cepsuce lMoanucum
(Cm. Pazgen 0).

KoHeuHble ToOUKU

Enable-MyDssServerInternalEndpoint
Disable-MyDssServerInternalEndpoint
Get-MyDssServerInternalEndpoint

O6bekT «KoHeuHble
TOYKW>» OTBEYAET 3a
napameTpbl
B3aMMOAEeNCTBUS
myDSS Internal Server
¢ UM Kpuntollpo DSS
n ¢ myDSS External
Server.
HacTtpanBaembie
napameTpbl MAEHTUYHbI
HacCTpOMKaM KOHEYHbIX
To4yek Ha Cepsuce
Moanucu (CMm. Pasgen
4.6.3.5).
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0O61beKT

KomMaHanerbl

aAMMWHUCTPUPOBAHUA

O6Lwure HacTporKu
KOHEYHbIX To4YekK

Get-EndpointGlobalSettings
Set-EndpointGlobalSettings

OnuncaHune

O6beKkT oTBEYaeT 3a
obLme HacTpolikum
napaMeTpoB
B3aMMOAENCTBUSA
myDSS Internal Server
C MHTErpupyeMbIMu
cncTteMamu.
HacTpanBaemblie
napaMmeTpbl MAEHTUYHBI
06LWMM HacTporikamum
KOHEYHbIX TOYeK Ha

LW (Cm. pa3gen 0).

0O61beKT
aAMMHUCTPpUpPOBA

Tabnuua 178. O6bekTbl aAMUHUCTPUpoBaHMS myDSS External Server

KomaHpanernli

OnuncaHune

Add-MyDssExternalAdministrator

O6bekT oTBEYaET 3a
yrnpasJieHNe yYEeTHbIMU
3anucamMun
AOMUHNCTPATOpPOB,

myDSS External
Server

Remove-MyDssServerExternallnstance
Get-MyDssServerExternallnstance
Update-MyDssServerExternallnstance

AOMUHUCTpPATOPBI Get-MyDssExternalAdministrator UMeloWNX A0CTYN K B[
Remove-MyDssExternalAdministrator Lmx-aocty
myDSS External
Server. (CM. pa3gen
4.3.3.1).
New-MyDssServerExternallnstance ObweKT «3K3emMnsp»
oK3emnasp oTBeYaeT 3a

ynpasneHue
ak3emnnapamn myDSS
External Server.

HacTtpoiku
aK3eMmnasapa

Get-MyDsslInteractionServiceProperties
Set-MyDssInteractionServiceProperties

Get-MyDssPushServiceProperties
Set-MyDssPushServiceProperties

Set-
MyDssServerExternalRegistryProperties
Get-
MyDssServerExternalRegistryProperties

06bekT «HacTtpomnku
aK3eMnnsapa» oTBevyaer
3a HACTPOIKY CTPOKMU
noaknt4veHuns K 6ase
OAHHbIX U
pefakTupoBaHme
CBOWCTB Cny»x6
ak3eMnnsapa.

KoHeYyHble TOUKU

Get-
MyDssServerlInteractionPushServiceEndpoi
nt

Enable-
MyDssServerlInteractionPushServiceEndpoi
nt

Disable-
MyDssServerlInteractionPushServiceEndpoi
nt

Get-
MyDssServerlnteractionServiceEndpoint
Enable-
MyDssServerlnteractionServiceEndpoint
Disable-
MyDssServerlnteractionServiceEndpoint

O6bekT «KoHeyHble
TOYKK» OTBEYAET 3a
napameTpbl
B3anMMOAENCTBMUS
cnyx6 myDSS External
Server C BXOASALWMMU
coobLeHnsMn c
MOB6MNbHbLIX YCTPOMCTB
n ¢ myDSS Internal
Server.
HacTpauBaeMsble
napaMeTpbl NAEHTUYHDbI
HacTpoMKaM KOHEYHbIX
TOo4Yek Ha Cepsuce
Mognucm (CM. Pasgen
4.6.3.5).
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0O61beKT

aAMMHUNCTpUpoBa KoMmaHanernbl OnucaHue
HUA

Get-
MyDssServerInteractionPushServiceEndpoi
ntGlobalSettings

Ob6beKkT oTBEYAET 3a
obLme HacTpolikum

Set napaMeTpoB
MyDssServerlInteractionPushServiceEndpoi B3avMOAGMCTBMS
i myDSS External
ntGlobalSettings
" Server ¢
O6Lwme HaCTpPOMKM
WHTErpMpyembiMun
KOHEYHbIX To4ekK Get-
cucrteMamu.

MyDssServerlnteractionServiceEndpointGl
obalSettings

Set-
MyDssServerlnteractionServiceEndpointGl
obalSettings

HacTpanBaeMmblie
napameTpbl MAEHTUYHbI
06LWMM HacTporikamum
KOHEeYHbIX To4ek Ha LN
(CMm. pazgen 0).

4.11.4. ApMMHUCTpMpoBaHMe KoMnoHeHTa myDSS

HacTtpoika komnoHeHTa myDSS ocyuwecTtBnserca ¢ nomowbio Windows PowerShell.
KomaHabl aAMUHUCTPUPOBAHMNS BKJ1HOYEHbI B MoAayn
CryptoPro.DSS.PowerShell.MyDssServerInternal "
CryptoPro.DSS.PowerShell.MyDssServerExternal.

4.11.4.1. KomaHanet Set-DssMobileAuthProperties

KomaHaneTt no3sonsieT HacTpouTb B3ammogelicteme myDSS ¢ LM KpunTtollpo DSS. BxoauT
B coctaB PowerShell-moayns UM Kpuntolpo DSS. (cMm.pa3saen 4.5.2).

K OCHOBHbIM nMapamMeTpaM OTHOCATCSH:

» Otobpaxaemoe nma sksemnnspa UM Kpuntolpo DSS;
» Agpec Cepsuca B3anmogerictemsa ¢ LI myDSS.

CuHTaKcuc:

Set-DssMobileAuthProperties -DisplayName <Umsa sxkz3emnuasapa LV> -ServiceAddress
"http://localhost/MyDssServerInternal/service.svc"

Tabnuua 179. NapameTpbl koMaHaneTa Set-DssMobileAuthProperties

MapameTp Tun OnucaHue
. . OTtobpaxaemoe nmsa aksemnnsipa LA
DisplayName string KpunToMpo DSS.
EcTb nn orpaHnyeHune no ymcny
AuthnLockoutEnabled bool HenpaBMbHbIX MOMbITOK BBOAA KOAA
noaTBEPXAEHMUS.
Anpec ak3emnnsapa UM Kpuntollpo
CallbackUriPrefix string DSS.
Mpumep: https://<nmsa xocta>/Sts
ConfirmationCodelLength int AnvHa KoAa NOATBEPXACHMS
onepauumu.
DenyOSProtection bool 3anpetuTb ucnonb3losaHune Touchld
munun FacelD.
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MNMapameTp T™vn OnucaHue

DeviceFingerprintRequired bool TpebyeTca N1 oTneyaToK yCTPOMUCTBaA.

TpebyeTcsa v BbiCblNaTh KOA
akTuMBauuu MNonb3oBaTesnto B criyyae

KeyInfoDivideRequired bool
reHepaumn BeKTopa ayTeHTUduKaumm
OnepaTtopoM
TpebyeTcsa nu BbiCbNaTb KOA
KeyInfoDivideByUserRequired bool aKTmBaunv I'Ionb?osaTemo B clyHae
CaMOCTOSITENbHOW reHepauum um
BEKTOpa ayTeHTUdmKaumu.
siBnseTtcsa iy BbIbOp BekTOpa
ayTeHTUdmKaumm ms
OfflineKeyGenerationOnly bool CreHepunpoBaHHbIX AAMUHUCTPaTOPOM
paHee eAVHCTBEHHbIM BapMaHTOM
reHepaumu.
MoxeT
NpUHUMaTb
cnegywowme
3HaYeHus:
NoPolicy -
6e3
napons/no6omn
naposb;
Weak -
MWUHUMYM 6
CYMBOJOB;
PasswordPolicy Medium - CnoXHOCTb KoAa aKTUBauUMM.
MWUHUMYM 8
CUMBONOB,
CTPOYHbIE U
NPOMNUCHbIE
6yKkBbI;
Strong -
MUHUMYM 8
CUMBONOB,
CTPOYHbIE U
NpOMNUCHbIE

6yKBbI, UNdpbI

Mpedunkc naeHtTndmkaTopa

PrefixUserld string Monb3oBaTens

SecondKeyPartLength int AnvHa koaa aktusauy
(oTnpaenaemas MNonb3oBaTesnto).

ServiceAddress string Appec CepBuca B3ammoaencTeus c

LI myDSS.
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MapameTp Tun OnucaHue

File:
COXpaHeHue B
dann;
Frame:
oTobpaxkeHune
QrCodeDisplayFormat B OT,D,.e}'IbHOM ®dopmaTt oTtobpaxeHusa QR-koaa
OKHE; ornepartopy.
Screen:
oTobpaxxeHue
B Beb-
nHTepdeiice
OnepaTopa
SendQrCodeByEmailPermitted bool OTnpaBMTbv”M QR-koa no
3N1EKTPOHHOM nouTe.
HideDownloadAppLinks bool CKpbIBaTb SN CCbIIKM Ha CKayMBaHue
MOBUIBHOIO MPUNOXKEHMUS.
4.11.4.2. AAMUHUCTPpUpPOBaHue CepBuca

B3anmoaeucrtema ¢ UM (Internal Interaction Server)

4.11.4.2.1. dx3emnnsap CepBuca B3anmogencrsusa c LN

Komangnetr New-MyDssServerInternallnstance

Co3paét ak3emnnsap komnoHeHTa myDSS Internal Interaction Server.
K OCHOBHbIM MapaMeTpaM OTHOCATCS:

» HasBaHue Beb-canTa IIS, Ha KOTOpOM crieayeT pa3BepHYTb BeG-npunoxeHne myDSS
Internal Interaction Service;

» aapec SQL-cepBepa, Ha KOTOpOM cneayeT pa3eBepHyTb B[] myDSS Internal Interaction
Server;

» oTobpaxaemoe ums sksemnnapa myDSS Internal Interaction Server.

CuHTaKCcuc:

New-MyDssServerInternalInstance —-SiteName <string> [-ApplicationName <string>
-DBname <string> -ConnectionInfo <SglConnectionInfo>] -SQLServerName <string>
-DisplayName <string>

Tabnnua 180. MNMapameTpbl koMaHaeTa New-MyDssServerInternallnstance

MapameTp Tun OnucaHue

Ha3BaHue Beb-caliTa, Ha KOTOPOM cfeayeT
pa3BepHyTb BEOG-NPUOXKEHME.

HaseaHune Beb-npunoxenns Cepsuca
B3aumMopaencrtems c L.

Ecnn napameTp He 3a4aH, Mcnonb3lyeTcs
3HayeHne MyDssServerlnternal.

Aapec ak3emnnsipa SQL-cepsepa, Ha
KOTOpPOM cfiefyeT pa3BepHYTb 3K3eMNsp
SQLServerName string B myDSS Internal Interaction Service.
®opmaT: <SQL-cepBep host>\<unms
aK3emnnapa>

SiteName string

ApplicationName string
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MapameTp Tun OnucaHue

Nmsa 6a3bl gaHHbIX mMyDSS Internal
DBname string Interaction Service.
Mo ymonyaHuto InternalServiceDB.
OTobpaxaemoe nmsa akzemnaspa myDSS
Internal Interaction Service.
PaclumpeHHble gaHHble ANa NOAKIYEeHus
K SQL-cepsepy.

DisplayName String

ConnectionInfo SqlConnectionInfo

Komananetr Remove-MyDssServerInternallnstance

Mcnonb3yetca ana yganenus aksemmnisgpa myDSS Internal Interaction Service.
K OCHOBHbIM MapamMeTpaM OTHOCATCS:

> dnar, onpegenawowmnii, yaansate nn b1 myDSS Internal Interaction Service;
» nar, onpepenswownii yaanate nuM obwyto B[ 3sk3emnnapoB myDSS Internal
Interaction Service.

CuMHTaKCcuc:

Remove-MyDssServerInternalInstance [-DisplayName <string> -ConnectionInfo
<SglConnectionInfo>] -DeleteDB <bool>

Tabnuua 181. NapameTpbl koMaHaseTa Remove-MyDssServerInternallnstance

MapameTp Tun OnucaHue

Nmsa skzemnngpa myDSS Internal

Interaction Service. Ecnu 3HavyeHne He

yKasaHo, byaeT ncnonb3oBaH 3K3eMnnasap,

Ha3Ha4YeHHbIM MO YMOJIYAHULO.

dnar, onpegensawowmnin, Tpebyetcsa nm

DeleteDB bool yaaneHune b1 myDSS Internal Interaction
Service.

PaclwupeHHble AaHHble 4519 NOAKII0YEHUS
K SQL-cepBepy.

DisplayName string

ConnectionInfo SqlConnectionInfo

Komananer Update-MyDssServerInternallnstance

O6HoBNsgeT 3k3eMnngap komnoHeHTa myDSS Internal Server nocne ycTaHOBKM HOBbIX
6ubnmnotek.

CuMHTaKcuc:

Update-MyDssServerInternalInstance [-DisplayName <string>]

Komananer Get-MyDssServerInternallnstance
BbIBOAMT Ha KOHCO/b CMUCOK 3k3eMnisspoB myDSS Internal Server.
CuHTaKkcumc:

Get-MyDssServerInternalInstance

4.11.4.2.2. HacTpoMkm 3Kk3eMnaspa

KomaHnaner Set-MyDssServerInternalRegistryProperties

Mcnonb3yeTca A9 M3MEeHeHMs CTPOKM nogkatoyeHus K 6ase gaHHbix myDSS Internal
Server.

CuHTaKcumcC:
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Set-MyDssServerInternalRegistryProperties [-DisplayName <string>] [-
DBConnection <string>]

Tabnuua 182. NapamMeTpbl koMaHaneTa Set-MyDssServerlnternalRegistryProperties

MNMapameTp Tvin OnucaHue

Nma ak3emnnapa myDSS Internal Server. Ecnu 3HauyeHune He
DisplayName string yka3aHo, 6yAeT ncnonb3oBaH 3K3eMMasp, Ha3HAYEHHbIN MO
YMONYaHuUIO.

DBConnection string CTpoka noaknwuyeHuns K 6a3e gaHHbix myDSS Internal Server.

Komanpner Get-MyDssServerInternalRegistryProperties

Ncnonb3yeTcs ana otobpa)eHus CTpOKM noakntoueHns k 6ase gaaHHbix myDSS Internal
Server.

CuMHTakKcuc:

Get-MyDssServerInternalRegistryProperties

KomaHnanert Set-MyDssServerInternalProperties

Ncnonb3yeTtcs Ansa 3agaHns OCHOBHbIX NapameTpoB CepBuca B3aummopgenctems ¢ LN
myDSS.

CuHTaKcuc:

Set-MyDssServerInternalProperties [-DisplayName <string> -AuthCodeTimeout
<uint32> -ConfirmCodeTimeout <uint32> -CryptoProviderGroupld <guid> -
InteractionServiceAddress <string> -InteractionPushServiceAddress <string>]

Tabnuua 183. NapamMeTpbl koMaHaneTa Set-MyDssServerlnternalProperties

MapameTp Tvn OnucaHue

Nmsa sk3emnnsapa myDSS Internal
Server. Ecnu 3HavyeHUe He yKasaHo,

DisplayName string
6yaeT ncnonbL3oBaH 3K3eMnnsap,
Ha3Ha4YeHHbIA N0 YMOSTHaHUIO.
AuthCodeTimeout uint32 TanmayT ASUCTBUA KOAR
ayTeHTuduKaumn.
ConfirmCodeTimeout uint32 Tanmayr Aencrsns koaa
NOATBEPXAEHUS.
TransactionTimeOut uint32 TarMayT NOATBEPXAEHUS onepaumu.
CryptoProviderGroupld guid MﬂeHTM¢MKaTPp reynnel
KpuntonpoBaliaepos.
. . : Appec cepsuca InteractionService Ha
InteractionServiceAddress string cepBepe BHEILHEro B3auMOACHCTBMS.
InteractionPushServiceAddress string Adpec cepsuca paccbinkun PUSH-

yBegomneHuni InteractionPushService.
TanmayT NnpoBepKU
paboTocnocobHoCTH
KpunTonpoBanaepos. o yMon4YaHuio
paBeH 10 cek.

CryptoProvidersMonitoringTimeout int
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B napametpe -InteractionServiceAddress 3agaertca agpec
cepBuca InteractionService, koTopbIn 3anucbiBaeTca B QR-koa, Hecywui
Ko4yeByto mHdbopmaumio. [daHHbIi agpec 6yaeTr Mcnonb30oBaH AN CBSA3U
MO6MNbHOroO npunoxeHns ¢ CepBUCOM B3aMMOAENCTBUSA C MOOBWUbHbBIM
npunoxeHmem myDSS, nosToMy agpec AO/MKeH O6biTb AOCTYMEeH U3 CeTu
UHTepHeT.

Komananert Get-MyDssServerInternalProperties

Komananet Get-MyDssServerInternalProperties no3sonsieT BbIBECTM Ha KOHCOJb
3HayeHne OCHOBHbIX NapaMeTpoB KOMMoHeHTa myDSS Internal Server.

CuHTakKcuc:
Get-MyDssServerInternalProperties [-DisplayName <string>]
4.11.4.3. AAMUHUCTPUpPOBaHUue CepBuca

B3aMMOAEenNCTBUA C MO6GMJ/IbHbIM NnpuIoXeHnem
(External Interaction Server)

4.11.4.3.1. dx3emnnsap CepBuca B3ammMoaencTBMA ¢ MO6MNIbHbIM
NpUIoOXKeHneMm

Komanagner New-MyDssServerExternallnstance
Co3paét ak3emMnnsap komnoHeHta myDSS External Interaction Server.
K OCHOBHbIM NapamMeTpaM OTHOCATCA:

» HasBaHue Beb-canTa IIS, Ha KOTOpPOM cneanyeT pa3BepHyTb Beb-npunoxeHme myDSS
External Interaction Server;

> appec SQL-cepBepa, Ha KOTOpPOM crnieayeT pa3BepHyTb B[] myDSS External Interaction
Server;

» oTobpaxaeMoe umMa aksemnnsapa myDSS External Interaction Server.

CuHTaKcuc:

New-MyDssServerExternalInstance —-SiteName <string> [-ApplicationName <string>
-DBname <string> -ConnectionInfo <SglConnectionInfo>] -SQLServerName <string>
-DisplayName <string>

Tabnuua 184. NapameTpbl koMmaHaneTa New-MyDssServerExternallnstance

MapameTp Tun OnucaHune

Ha3BaHune Beb-canTa, Ha KOTOPOM cneayet
pa3BepHyTb BEO-NpUIOXKEHHUE.
HasBaHune Beb-npunoxennsa Cepsuca
B3aMMOAENCTBUSA C MOBUITbHbBIM
ApplicationName string MPUIOXEHUEM.
Ecnmn napameTp He 3aAaH, UCNosib3yeTcs
3HayeHue MyDssServerExternal.
Appec ak3emnndapa SQL-cepsepa, Ha
KOTOPOM cnefyeT pa3BepHyTb 3K3eMnnasap
SQLServerName string B[ myDSS External Interaction Server.
®opmMaT: <SQL-cepsep host>\<ums
aK3emnaspa>

SiteName string
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MapameTp Tun OnucaHue

Mms 6a3bl gaHHbIX MyDSS External
DBname string Interaction Server.
Mo ymonyaHwuto InternalServiceDB.
OTobpaxaemoe nmsa skzemnasapa myDSS
External Interaction Server.
PacwuvpeHHble gaHHble A1 NOAKIIOYEHUS
K SQL-cepsepy.

DisplayName String

ConnectionInfo SqlConnectionInfo

Komananetr Remove-MyDssServerExternalInstance
Mcnonb3yetca gnsa yganedus sksemnnsgpa myDSS External Interaction Server.
K OCHOBHbLIM NapamMeTpaM OTHOCATCS:

> dnar, onpegensawowmnin, yaansate nn b1 myDSS External Interaction Server;
» nar, onpegenawwmin ypanate v obwyto B 3k3emnnspos myDSS External
Interaction Server.

CuMHTaKCcuc:

Remove-MyDssServerExternalInstance [-DisplayName <string> -ConnectionInfo
<SglConnectionInfo>] -DeleteDB <bool>

Tabnuua 185. NapamMeTpbl koMaHaseTa Remove-MyDssServerExternallnstance

MapameTp Tun OnucaHue

Nma skzemnnsgpa myDSS External

Interaction Server. Ecnn 3HaveHne He

yKasaHo, byaeT ncnonb3oBaH 3K3eMnnasap,

Ha3Ha4YeHHbIM MO YMOJIYAHULO.

dnar, onpegensawowmnin, Tpebyetcsa nm

DeleteDB bool yaaneHune b1 myDSS External Interaction
Server.

PaclwupeHHble AaHHble 4519 NOAKI0YEHUS
K SQL-cepBepy.

DisplayName string

ConnectionInfo SqlConnectionInfo

Komanpaner Get-MyDssServerExternallnstance

BbIBOAMT Ha KOHCOMb CMUCOK 3Kk3eMnisapoB myDSS External Server.
CuHTaKcumc:

Get-MyDssServerExternalInstance

KomaHnanert Update-MyDssServerExternalIlnstance

O6HoBNseT 3k3emMnaap kKomnoHeHTa myDSS External Server nocne yCcTaHOBKM HOBbIX
6ubnmnotek.

CuHTakKcuc:

Update-MyDssServerExternalInstance [-DisplayName <string>]

4.11.4.3.2. HacTpouku 3k3eMnaapa

Komananer Set-MyDsslInteractionServiceProperties

Mo3sonseTt 3agaTtb agpec Cepsuca B3anmogencrems c LIN.
CuHTakcumc:
Set-MyDssInteractionServiceProperties -ServiceAddress <string> [-DisplayName

<string>]
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Tabnuua 186. NapameTpbl koMaHaneTa Set-MyDssInteractionServiceProperties

MapameTp Tun OnucaHue
Nma ak3emnnapa myDSS External Server.
. . Ecnn 3HauyeHne He ykasaHo, byaer
DisplayName string Y » OYA o
NCNONAb30BaH 3K3EMMNNAP, Ha3Ha4YeHHbIN
No YMOJIYaHMUIO.
ServiceAddress string Apnpec Cepsuca B3ammogencrteusa ¢ L.

Komananert Set-MyDssPushServiceProperties
lMo3BoNSiET HACTPOUTb OCHOBHbIE NapaMeTpbl paccbikn PUSH-yBegomneHun.

CuHTaKkcuc:

Set-MyDssPushServiceProperties [-DisplayName <string>] -ApnClientCertPassword
<string> -ApnClientCertPath <string> -GoogleServerKey <string> -PushTTL <int>

Tabnunua 187. NMapameTpbl koMaHaneTa Set-MyDssPushServiceProperties

MapameTp Tun OnucaHue

Nmsa skzemnnsapa myDSS External Server.
Ecnwn 3HaueHne He ykasaHo, byper

DisplayName string N
MCMNONb30BaH 3K3eMNAap, Ha3Ha4YeHHbIM
no YMOJI4aHMIo.

. . Maponb oT PFX-danna, 3agasaemoro B

ApnClientCertPassword string P ¢ » 38l

napameTpe ApnClientCertPath.

MyTb K PFX-danny, cogepxawemy
ApnClientCertPath string cepTndmKaT M 3aKpbITblIA KOY A40CTYNa K
Apple Push Notification Service.

Kntou pgoctyna k Firebase Cloud
Messaging Server.

GoogleServerKey string

Bpems xu3Hn PUSH-yBegoMeHUn B
CeKyHaax.

PushTTL int

KomaHnanert Get-MyDssServerExternalProperties

KomaHanetr Get-MyDssServerExternalProperties no3ssonsietr BbIBECTU Ha KOHCOMb
3HayeHne OCHOBHbIX NapaMeTpoB kKoMNoHeHTa myDSS External Server.

CuHTakKcuc:

Get-MyDssServerExternalProperties [-DisplayName <string>]

Komanpnert Set-MyDssServerExternalRegistryProperties

Mcnonb3yeTtca A9 U3MEHEHUS CTPOKKW NoaktoyveHmsa K 6ase gaHHbix myDSS External
Server.

CuHTaKCcumC:

Set-MyDssServerExternalRegistryProperties [-DisplayName <string>] [-
DBConnection <string>]

Tabnuua 188. NapamMeTpbl koMaHaneTa Set-MyDssServerlnternalRegistryProperties

MapameTp Tun OnucaHune

Nmsa sk3emnnapa myDSS External Server. Ecnu 3HaueHune He
DisplayName string yka3aHo, 6yaeT ncnonb3oBaH 3K3eMMasip, Ha3HaueHHbI Mo
YMOAYaHUIO.
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MapameTp Tun OnucaHue

‘ DBConnection string Crpoka nogkntoueHus Kk 6a3e gaHHbix myDSS External Server.

Komananer Get-MyDssServerExternalRegistryProperties

Mcnonb3yetca ans otobpa)keHns CTPOKM NoakayveHms K 6ase pgaHHbix myDSS
External Server.

CuHTaKkcuc:

Get-MyDssServerExternalRegistryProperties
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5. AyteHtudpukaumna B Kpunrtollpo DSS

KpunTolpo DSS noanepxuBaeT HECKO/IbKO METOAOB ayTeHTUdDMKaLMK MMonb3oBaTenei
DSS. Bce MeToabl ayTeHTMdMKALUM AENATCA Ha ABE rpynnbl:

> [lepBuyHas ayTeHTUdDUKAUNS.
> BTopuyHas aTeHTUdMKaums.

MepBuuyHaa ayTeHTUdMKaAUMA UCMONb3yeTcsa npu Bxoae B Beb-uHTepdeiic
Monb3oBatend u Jlnyubin  KabuHer [onb3oBaTtens Ha LeHTpe WaeHTudwukauun.
BcnomoraTtenbHas ayTeHTUdMKAUNS MOXET MCMONb30BaThbCS:

> npu ayTeHTudukaumm lMonb3oBatens Ha Beb-uHTepderice MNMonb3oBaTtens u JIM4HOM
KabuHete LW, kak gononHuTenbHas Mepa 6e3onacHoctn (ganee «lloarBepxaeHue
BXo4a»);

> MNpuW BbINOJIHEHUM onepauun, Tpebylwmx A0CTyna K 3akpbiTOMy kwody (cM. pasgen
4.5.5. NoaTeepxaeHne onepaunn).

BTopuyHas ayTeHTudumKaums B KpunTollpo DSS SABMSETCs
BCNoMorateNlbHOM U1 He ocnabnser TpeboBaHWIW  NepBUYHONM
ayTeHTudbuKaumn.

Mpn HacTpolike BTOPUYHOW ayTeHTUdMKaunMmM HeobxoanMo 06paTuTb
ocoboe BHMMaHue Ha peructpaunto Cepsuca [loanucu B KayecTse
AOBEPEHHON CTOpOHbl Ha LUeHTpe WaeHTuduMKaumm npu MNOMOLUK
napameTtpa -BackChannelUrl (cM. pa3gen 4.5.3.3).

Cnmncok fOCTYMNHbIX METOAOB ayTeHTUdMKaLMM NPpUBOAUTCA B BbiBOAE KOMaHAneTa Get-
DssAuthenticationMethod. AamuHcTpatop DSS MoxeT caenatb AOCTYMHbIMKU  TOIbKO
Heobxoanmble MeToAbl ayTeHTudmKaumm C MOMOLLbIO KOMaHANEeToB Enable-
DssAuthenticationMethod mn Disable-DssAuthenticationMethod. Bce Hemcnonb3yemble MeToAbl
ayTeHTudbMKaumMn gOMKHbl 6bITb OTK/OYEHDI.

Tabnunua 189. Cnucok MeToA0B NepBUYHON ayTeHTUdUKauum

MeToa OnucaHune

AyTeHTUdMKaumMa no naposo, XpaHMMoOMy B

AyTeHTndumnkauma no naponto
Y ® > 2 6a3e paHHbIX LleHTpa NaeHTndmkaumm DSS.

AyTeHTUdMKauma ¢ NoMoLLblo

AyTeHTUdunKauma no ceptndmkaTt
Y ® d prad Y ABYCTOpOHHero TLS-coeanHeHus.

AyTeHTudunKaumna ¢ NOMOLLbIO MOBMABLHOrO AyTeHTnduMKauma ¢ NOMOLLbIO MOBUNBHOIO
npuaoxeHnsa myDSS npunoxenmna myDSS.
AyTeHTudumkauma no knwyy SIM-kapTbl.
MpucyTcTBYET B ABYX MCNOMHEHUAX:

QES -ayTteHTudmkaums MNMonb3osaTtens npu
poctyne K K3l anga cosgaHus
KkBanumumpunposaHHoi 1.

M2M - ayTeHTUdUKaumna Nonb3oBaTtens npu
aoctyne Kk K3l anga cosgaHns ycuneHHom
HekBanuduymposaHHon J1.

AyTeHTUdUMKALMSA C MOMOLLbIO annjaeTa Ha
SIM-kapTe
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Tabnuua 190. CnMcok METOA0B BTOPUUYHOM (BCNOMOraTenbHOM) ayTeHTUdnKaumm

AyTeHTudMKauma C NCNONb30BaHNEM
AyTeHTudukaumsa no SMS OAHOpPa30BbIX Naposiei, 4OCTaBNAEMbIX B

SMS-coobweHun.

AyTeHTMdMKaLMa C NOMOLLbIO 04HOPA30BbIX
AyTeHTudunKauma no nporokony OATH naposemn, Noay4YeHHblx No npotokony OATH

(TOTP n HOTP).

AyTeHTnduMKauma C NCNONb30BaHNEM
AyTeHTUdHKaUMA N0 EKTPOHHOW NoYTe OAHOpPa30BbIX Naposnen, 4oCTaBNAEMbIX MO

3/IEKTPOHHON MoYTe.

5.1. AyteHTudunkaumsa no naposro

UpeHTndmkaTop:
http://dss.cryptopro.ru/identity/authenticationmethod/password

AyTeHTUdMKAUMA N0 Naponk  SBJASETCS OCHOBHbIM METOAOM ayTeHTuduKaumm
nokanbHbIX MNMonb3oBaTenen LleHTpa NaeHTudmkaunm DSS.

K HacTpolike ayTeHTU(dMKaALUM NO Naposito OTHOCTUTCS cneayowmin Habop NapaMeTpos,
3a/laBaeMbIX yepes KoMaHaneT Set-DssStsProperties:

Tabnuua 191. NapameTpbl 419 HAaCTPOMKN ayTeHTUPUKALMM C MOMOLLBbIO KOMaHANeTa
Set-DssStsProperties

MapameTp OnucaHue

Tun naponei:
PasswordType MaponbHble dpa3sbl;
CuMBOJIbHbIE NapoJIU.
NcTouyHMK naponeit:
Tonbko lMonb3oBaTtesnb 3a4aéT Naponb;

PasswordSource Maponb reHepmnpyeTcs TONbKO Ha CTOPOHe
cepBsepa;
CMeLlaHHbIN pexuM.
PasswordComplexity CNoXXHOCTb CUMBOJIbHbIX Mapofen.
PasswordLength OnnHa CUMBOSbHLIX Naponen.
PasswordPhraseComplexity CnoXHOCTb NaposibHOM dpasbl.
InvalidPasswordAttempts Konnuyectso nonbITOK BBOAA Napons.
PasswordLifetime Cpok geincrteus napons Nonb3oBaTens.

TpeboBaHue cMeHbl Napons Monb3oBaTens

ChangePasswordAfterReset
npuv NepBoM BXOZe.

Mapametp PasswordType onpegenser TMN naponen, reHepupyembiX Ha cepsepe.
[aHHbIli NnapamMeTp BAMSIET Ha noBefeHue kKabuHeTta OnepaTtopa Ha LleHTpe UaeHTudmnkaumm
DSS. B 3aBMCMMOCTU OT 3Ha4YeHus napametpa PasswordType 6yaeT reHepnpoBaTbCs TOT UK
MHOM TUN napons Monb3oBaTens, korga OnepaTop:

» Co3paéT y4éTHylo 3anucb MNonb3oBaTens U HasHayvyaeT ayTeHTUdUKaumMo No NOrnHy m
naponto;
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> cbHbpacbiBaeT Napoib A4 CYLIEeCTBYOLWEN YUETHON 3anucK Monb3oBaTtens.

Ecnn B kauyecTBe naposieii MCNosb3yloTCs naposibHble ¢pasbl, TO NpyU BBOAE Maposs
Monb3oBaTeneM Ao/KeH cobntoaaTh cneayroline npasunia:

> Paspelwaetcs BBOAUTb He MeHee TpExX BYyKB OT Kaxaoro csoBa.
BBeaéHHble cioBa WM 4YacTu CNOB AOIXKHbI 6bITb pasaeneHbl npobenamu.
PaspellaeTcs BBOANTb NapOSIbHYO Gpasy MNOSHOCTLIO.

MaponbHas dpa3a He YyBCTBUTENbHA K peructpy 6yks.

MaponbHasa dpasa Ha YyBCTBUTEIbHAsA K s13blIKY BBOAA.

Y V V V

Mo ymonuaHuio 3HayeHne PasswordType npegnonaraer Mcnosib30BaHWE NaposbHbIX
¢dpa3s. MNpu M3MEHEHUN AAHHOW HACTPOMKM, @ TakxXe NbbIX APYrMX HAaCTpoeK N0 YMOSTYaHUI,
HeobxoAMMO AaHHOE AEWCTBME COrfacoBbiBaTb C PYKOBOAUTENEM MoAapas3fefieHus, a Takxe
BHECTM 3an1Cb B COOTBETCTBYIOLWMI XYpPHas C yKasaHWEM NMPUYNHbI UISMEHEHMUS HACTPOEK.

MapameTp PasswordSource BauseT Ha noBeaeHne Beb-uHTepdenca LeHTpa
NoeHTndmkaumm npu pabote ot nmeHun Monb3oBatens. Ecnn 3agaHo 3HayeHue ServerOnly
(naponn reHepupyloTCa TOJIbKO Ha cepBepe), TO MNpuM CaMOCTOATESIbHOW CMeHe napons
Monb3oBaTesb MOXET TONAbKO 3anpoCUTb HOBbIM MNapofsib C cepsepa. CreHepuMpoOBaHHbIN
cepBepoM naponb 6yaer oTtobpaxkeH [lonb3oBaTtent B Beb-uHTtepdence. Ecnm 3agaHo
3HayeHne ClientOnly, 10 npu cMeHe napona [lonb3oBatento 6yaeT npeasoXeHo
CaMOCTOSITENNbHO MpMAYMaTb HOBbIN Napofb. lNonb3oBaTeNb MOXET CaMOCTOSITENIbHO 3aAaTb
TONbKO CWUMBOJIbHbIA MNaposib. [laposb AO/MKEH COOTBETCTBOBATb TpeboBaHMSAM ANIMHBI U
CNOXHOCTM 3aAaHHbIMWU agMUHUCTpapaTopoM. CooTBeTcTBylOWME TpeboBaHMA K Maposto
oTobpaxatoTca [Monb3oBaTento B Beb-uHTepdence. Ecnm BKAKOYEH CMELWAHHbIA peEXnM
(ClientAndServer), 1o lNonb3oBaTenb MOXET Kak NpuayMaTb naposib CAMOCTOATESNLHO, TaK U
3anpocuTb Naposib Ha cepBepe.

MapameTtpbl PasswordComplexity 1 PasswordLength onpenenstoT CA0OXHOCTU U
ANVNHY CMMBOJIbHbIX naponeﬁ. ,U,J'IH CNOXHOCTK nMaponsa onpeaeneHbl cnegyroumne aHadyeHna:

> Weak - uudpbl 1M 3arnaBHblie flaTUHCKME 6yKkBbl. MUHMManNbHO BO3MOXHasa ANMHA
naponsa - 2.

> Fair - undpsbl, 3arnaBHble N CTPOYHble SlaTUHCKME B6YyKBbl. MUHMMaNbHO BO3MOXHas
ANviHa napons - 3.

> Strong - uudpbl, 3arnaBHble M CTPOYHblE JNATUHCKME OYyKBbl, CMey CUMBOJIbI.
MWHMManNbHO BO3MOXHas AsiMHa naponsa — 4.

[aHHble napaMeTpbl 3a4al0T TPe60BaHUA K CUMBOJ/IbHBLIM NApPoONsiM, FreHepupyeMbiM Ha
cepBepe, U NaponsaM, 3aaaBaeMbiM [onib30BaTeNeM NPU CMEHE Napons.

MNapameTp InvalidPasswordAttempts 3a5aéT KonM4ecTBO HEBEPHbIX NOMbITOK BBOAA
napons. Ecnu 3HayeHne napameTpa yCTaHOB/IeHO Ha 0, TO OTK/IIOHAETCS KOHTPOb KOMIMYECTBA
HeBepHbIX MOMNbITOK BBOAA napons. Ecnu 3HavyeHue paHHOro napametpa 6onbwe 0, TO npwu
NMpeBbIlWEHNN KONMMYEeCcTBa HeBEepHbIX MOMbITOK BBOAA [AOJITOBPEMEHHOr0 napons y4értHas
3anucb [Monb3oBaTtens 6yaet 3abnokupoBaHa. Pas3bnokuMpoBaTb Y4YETHYHO 3anucCb MOXET
Tonbko OnepaTtop DSS.

MNapameTp PasswordLifetime 3apaét cpok gencreua naponsa lMonb3osaTtens. Ecnu
3HayeHMe NapaMeTpa ycTaHoBneHo B 0, TO CpoK AENCTBMSA Napons He KOHTponupyetcs. Ecnu
CpOK AEeCTBUS Naposisl yCTaHOBJIEH, TO NOC/E ero ncreyeHus MNonb3oBaTenb AO/IKEH CMEHUTb
naponb.

Mapametp ChangePasswordAfterReset otBeuaer 3a TpeboBaHme CMeHbl Mapons
MNMonb3oBaTens npu nepsoM Bxoge. [laHHOE NpaBu/IO MPUMEHSIETCS TOMIbKO B TOM C/lyyae, ecnm
y4éTHasa 3anucb MNonb3oBaTensa 6bina cozgaHa Onepatopom DSS mnu naponb MNonb3oBaTens
6bin cbpoweH Onepatopom DSS.
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5.2. AyteHTudpmkaumsa no ceptudpukarty

UpenTndukarop:
http://dss.cryptopro.ru/identity/authenticationmethod/certificate

Ecnn B kauecTBe MeToaa NepBUUYHON ayTeHTUdMKauMn Monb3oBaTento HasHayeH BXoA
rno ceptudukarty, To Bxoa B Beb-nHtepdeinc MNMonbsosBatensa uam nMuHbli KabuHet Ha LleHTpe

NoeHTudukaumm TpebyeTrcs oOCyLllecTBASEeTCS N0 ABYCTOPOHHeMYy TLS-coeguMHEHuIO C
K/IMEHTCKOWM ayTeHTuduKaumen.

Monb3oBaTeNlb MOXET 6bITb YCMNEWHO ayTeHTUMUUMPOBAH MO cepTuduKaty npu
BbINMOMHEHUW CEeAYIOWMX YCTO0BUIA:

> Ceptndwukat MNMonb3oBatens sBNSeTCS A0BEpPEHHbIM An4 cepBepa DSS.

» 3HadeHme nona CybbekTt B cepTudmkate coBrnagaeTr C OTJMUYUTESIbHbIM WMMEHEM
Monb3oBaTtens DSS.

> B cepTudwukate [OMKHO coaepxaTbcs pacwupeHne Enhanced Key Usage:
1.3.6.1.5.5.7.3.2 (MpoBepka NOAMHHOCTM K/IMEHTA).

Onsa ypobctBa BbINOSIHEHMS BTOPOro YCNOBMSA ayTeHTUdUKaumMn oTamuuTesribHoe MMS
Monb3oBaTtenss MoxeT OblTb aBTOMATUYECKWM 3aMNOSIHEHO MPaBW/IbHLIMW 3HAYEeHUAMKU K3
ceptudukaTa lNonb3osaTens.

Ecnn B KauyecTBe MeToda MNEPBUYHON ayTeHTUdUKALMM MOMb30BATENIO
HasHayeH BxoA Mo cepTudukaTy, To HeEO6X0ANUMO BKJIOUYUTL TpeboBaHue
YHUKaNbHOCTU Pa3nMyYnTENIbHOrO UMEHMW:

E'} Set-DssStsProperties —-RequireUniqueDn

Mpwn BbINONHEHMN AAaHHOIO KOMaHANeTa byaeT npoBepeHa 6a3a AaHHbIX Ha
Hanuune Ay6nuMpyloLWKXCS pasnuMunTeNbHbIX UMEH nonb3oBaTtenen. Ecnu
6ynyT HanpgeHbl ABa M 6onee nonb3oBaTeneMm C coBnagarmowmmu
pas3INYNTENbHBIMM ~ MMEHaMW, TO  COOTBETCTBYylWee TpeboBaHue
YHUKaNbHOCTU He MOXET 6bITb BKJIOUYEHO.

Kpuntolpo DSS nopaepxuBaeT BblAeNeHHOE XpaHunulie usaatenen ceptudukaTos
ayteHTudukaumn. UMa  xXpaHunuwa MOXHO MNOCMOTpPeTb B BbIBOAE  NapaMeTpa
ClientAuthenticationIssuersStoreName «komaHaneta Get-DssStsProperties (no
ymonuaHuio — STS Client Authentication Issuers). Wcnonb3oBaHMe AaHHOIMO XpaHunuuia
perynupyetcs napametpoMm IsClientAuthenticationIssuersStoreEnabled (cM. pasgen
4.5.8.2).

Ons npoBepkuM MOAIMHHOCTM cepTudukaTta Beb-cepBepoM Heobxoammo pobasuTb
KOpHeBOM cepTudmkaT nsgatens ceptudmkaTa B xpaHunuuie «JoBepeHHble KOpHEBbIE LLlEeHTPbI
cepTudmKaumm» 1oKaabHOro KoMmnbetloTepa.

(HeobsazatenbHo) [nsa nNpoBepkuM MOAJAMHHOCTM  cepTudukata CcO  CTOPOHbI
Kpuntolpo DSS Heob6xoaAnMMO MOMeCTUTb KOPHEBOW cepTudukaT magaTtens ceptudukaTta B
cneumannsnpoBaHHoe XpaHunuue «<Umsa_npunoxeHus_LN> Client Authentication Issuers».
JaHHas npoBepKka BO3MOXHa TOJIbLKO Mocfe ee akTuBauuu. [na akTumBauum MpoBEPKU
Heob6XxoaMMO BbINOJHUTL CNEAYIOLLYIO KOMaHAY:

Set-DssStsProperties —-IsClientAuthenticationIssuersStoreEnabled 1
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5.3. AyteHTudpmkaumsa Cc nomMouwbio anmnsera Ha SIM-
KapTe

Npentndmkarop:
http://dss.cryptopro.ru/identity/authenticationmethod/simauth

BropuuHas ayTteHTudumkauma B Kpuntollpo DSS MoOxeT OCywecTBAATbCA C
MCNO/Ib30BaHWEM creumanbHO noaroTossieHHon SIM-kapTel. B aTom cnyuae Cepsuc Moagnucu
npucblnaeT Ha TenedoH MNMonb3oBaTens 6uHapHoe SMS-coobleHne, KOTOpoe NpUHMUMaeTcs n
obpabaTbiBaeTcsa yCTaHOB/EHHbLIM HA SIM-KapTy npu NPOM3BOACTBE KOMMOHEHTOM. PesynbraT
cBoein paboTbl 3TOT KOMMOHEHT BO3BpawaeT Ha CepsBuc lMNoanucu, 4YTO NOATBEpPXAAeT
BX0/A/onepauutio.

BTtopnuyHas ayTeHTMdMKaumMs C ucnosb3oBaHmeMm SIM-kapTbl MPUCYTCTBYET B ABYX
KoMmnnekTaumax Kpuntollpo DSS:

» DSS + SIM (QES) - ayteHTudurkaumsa MNMonb3oBatensa npu goctyne Kk K3 ana cosgaHuns
YCUNEHHOW KBannduumpoBaHHon 3.

> DSS + SIM (M2M) - ayTeHTndukaumns Nonb3oBaTtens npu goctyne k K3MN ans co3gaHus
ycuneHHon HekBanuduumposaHHon II1.

NMpeaBapuTenbHblie yC/I0BUA AN HAaCTPOMKM ayTeHTUdMKauMm C MCNOJib3OBaHMEM
SIM-kapTbl:

» PasBepHYyTble N HAaCTPOEHHble OCHOBHble KOMMNOHeHTbl KpunTtollpo DSS.
> Kpuntollpo HSM Client.

Ona HacTpokun ayTeHTUdUKauum npu nomoiwm SIM-kapTbl He06X0AMMO BbINOJIHUTDL
cnepywoume oercTtBuN:

1. Hacrpoiika onoBeLweHNa UHTErpMpyeMon CUCTEMbI.

Ha AaHHOM wWare NpoMCXoAWT HAcCTpolKa yBeAOMJIEHUS WHTErpupyeMoit CUCTEMbl O
pesyfbTaTax ayTeHTUdukaummn [Monb3oBaTtens. HacTpolika noapobHO onucaHa B pasgene
5.3.1.

2. Hacrtpoiika nogkntoueHua k OTA-nnarcgopme.
HacTpolika nogpobHo onmcaHa B pasgene 5.3.2.

3. Perucrpauusa Habopa kpuntonpoBaaeposB.

Ha naHHOM ware perucTpupyoTcs Kpuntonposaiaepbl, KOTopble 6yayT NCMOIb30BaHbI
ansa co3ganma B NAKM «Kpuntollpo HSM» aByx Mactep-kntoudenn. OguH Mactep-kntod 6yaet
MCNOMb30BaTbCA ANS BblpaboTkn BEKTOPOB ayTeHTUdMKaunm lNonb3osaTenen, a Apyron — ans
BblpaboTku Security Domain- (SD) kntouen.

[JobaBneHne Habopa KpMNTONPOBaNAEpPOB OCYLLECTBASAETCS NPM MOMOLLM KOMaHAeTa
Add-DssSimAuthCryptoProviderProfile. ns nameHeHns HacTpoeK yXe 3aperMcTpmpoBaHHbIX
KpuMnTonpoBanaepos Heobxoanmo NCNoNb30BaTb KOMaHANeTbl Get-
DssSimAuthCryptoProviderProfile, Get-DssStsCryptoProvider, Get-
DssStsCryptoProviderType, Remove-DssStsCryptoProvider, Copy-DssStsCryptoProvider,
Test-DssStsCryptoProvider, Enable-DssStsCryptoProvider, Disable-DssStsCryptoProvider.

4. Hactpoiika napaMeTpoB co3aaHus (paisioB NnepcoHaIn3aumm.

Ha paHHOM ware BbIMOMHSAETCA HacTpoOWKa MapaMeTpoB, C KOTOpbIMM 6yaeT co3aaH
dann nepcoHanunsaymu.

daraoM nepcoHanusauMm HasblBalTCA cBeaeHmss o naptum SIM-kapT, KoTopble
nepenatoTcs UX U3roTOBUTENID. DTN CBeAEeHMS coaepxaT B cebe cepuinHbie HoMepa SIM-kapr,
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KOHTeNnHepbl C KawyeBon wuHdbopmaumen, SD-kNUM M KOAbl akTuBauum (4ns AocTtyna K
K/IIOYEBOMY KOHTENHepY).

HacTpoiika napameTpoB co3gaHusa gaina nepcoHanmsaunm Npon3BoanTcsa npu nomMoLm
KOMaHANeToB Add-DssSimAuthKeyProfile, Set-DssSimAuthKeyProfile, Get-
DssSimAuthKeyProfile, Remove-DssSimAuthKeyProfile. OcHoBHble napameTpbl, KOTOpble
OO/MKHbI 6bITb HACTPOEHbI Nepea co3aaHmeM danna nepcoHanmnsaumn:

> WpeHTndukatop Habopa kpuntonpoBangepos (Mo HEMY MPOUCXOAUT MAeHTUdUKauns
HY>XHoro Habopa).

Nma npodunsa c napameTpamum dansa nepcoHaamsaymu.

Tun daina nepcoHanmMsauun.

LLlabnoH danna nepcoHanusaumu.

Jon. napameTpbl (ecnu wabaoH He UCMOMb3YETCS).

YV V V VY

MoNHbIK  COMCOK MapaMeTpoB HaxoauMTCa B  ONMCaHMM  KoMaHaneta Add-
DssSimAuthKeyProfile.

5. Co3paHue caina nepcoHanmsaumm u perucrpauusa SIM-kapt B B4 UM
Kpuntollpo DSS.

Ha naHHOM ware BbINOAHAETCA co3aaHue danna nepcoHanusauum ang naptmu SIM-
KapT. OAHOBPEMEHHO C 3TUM npom3BoauTca peructpauusa SIM-kapt B B UW. 2Tu aencreums
BbIMNOJIHAIOTCA Npu nomownm KoMaHaneta Get-DssSimAuthKey. OcHOBHble napaMeTpbl,
KOTOpble HEO6X0AMMO yKasaTb Npu co3gaHun danna:

> bBa30Bblil CEpUIiHbIA HOMEp napTun (BNOCNEACTBUWU BKAKOYAETCS B CEPUMHbLIA HOMEP
Kaxaon SIM-kapTbl Npn NpoOU3BOACTBE).

Konunuectso SIM-kapT B napTuu.

Nma naptum SIM-kaprT.

OnuncaHue naptuun SIM-kapT.

Nma npodwunga ¢ napametrpamu dainna nepcoHanusauum. (N0 HemMy NpoMCxXoauT
naeHTUudmKaums Hy>XHOro npoduns).

MyTb, N0 KOTOpOMY 6yaeT co3paH daiin nepcoHanmnsaunm.

YV V V VY

A\

[Ons npocMoTpa 3aperncTpupoBaHHbIX napTun SIM-kapT ucnonb3yetcsa komaHanet Get-
DssTokenProfile. Ana npocMoTpa cBeaeHunn o6 oaHon naptmun SIM-kapTbl HEO6XOANUMO SBHO
ykaszatb ID 3Tom naptum B napametpe TokenProfileld. [Ons yaaneHmss cBeAeHUM O
3aperncTtpupoBaHHblx B Bl UM SIM-kapTtax wucnonb3yeTcs KoMmaHaneTr Remove-
DssTokenProfile.

[ns npocMoTpa cBeAeHud 0 KOHKpeTHON SIM-kapTe MOXHO MCNOAb30BaTb KOMaHaneT
Get-DssAuthenticationToken ¢ napametpom TokenProfileld nnm nepegatb Ha Hee 06BLEKT B
pexunMme KoHBenepa.
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5.3.1. HacTtpouka onoBeLweHus MHTEerpmpyemMmom
CUCTEMBbI

Moaynb OMoOBEWEHUs WHTEerpupyeMor CUCTEMbl OTBEYaeT 3a YyBeaoMSieHune
MHTErpupyeMon CUCTEMblI O pe3ynbTatax ayTeHTudukaumm [Monb3oBatensa. B LeHTpe
NpeHTndpumkaumm DSS MoxeT 6bITb 3aperncTpmMpoBaH TOMbKO OAWH MOAY/Nb OMOBELLEHUS
WHTErpMpyemon CUCTeMbI.

YnpasneHne MoaynsMuM OMOBELLEHUS MHTErpupyeMon CUCTeMbl MPOU3BOAMTCA 4yepes
Habop KOMaHANETOB, WCMNONb3yeMblX A9 YnpaBieHus wmoaynamu onoseuweHuna DSS.
HacTtponka moaynen onoseleHns nogpobHo onucaHa B paszaene 4.9.

Ona BKAKOYEHUS OMOBELLEHUS MWHTErpUPYEMON CUCTEMbI HEO6XO0AMMO BbIMOAHUTL
NENCTBUSA, ONMMCaHHble B Tabnuua 192.

Tabnnua 192. NMocnenoBaTenbHOCTb WArosB Mo HaCTPOMKe MOAY/IS ONOBELEeHMNS
WHTErpMPYEMON CUCTEMbI

War 1 Ao6aBneHune nnarvHa oopMaTUMpoBaHuA coobLieHni

KomaHnanet Add-DssStsPlugin

MapameTpobl

PluginTypeName

3HaueHme CryptoPro.DSS.SimAuth.Notification.SimAuthFormatterPlugin,
DSS.SimAuth.Notification

Onvcanme HasBaHue Tuna nnarvHa gopmaTmpoBaHus. lNapaMeTp MOXET UMETb
TONIbKO YKa3aHHOe 3Ha4eHue.

PluginType

3HauveHue Formatter

Onvcanme Tun nnarnHa - nnarvH dopMaTMpoBaHus. MNMapamMeTp MOXeT MMETb TOIbKO
yKa3saHHoe 3Ha4yeHue.

Settings

3HauveHue @{>}

OnucaHue MycToli cnoBapb. JaHHbIN NjarnH He MMeeT HacTpaMBaeMbIX NapamMeTpos.

MpumMmep

Add-DssStsPlugin -PluginTypeName

"CryptoPro.DSS.SimAuth.Notification.SimAuthFormatterPlugin,DSS.SimAuth.Notif

ication" -PluginType Formatter —-Settings @{}

War 2 Jo6aBneHue TPaHCMNOPTHOrO NJarvHa

Komangner Add-DssStsPlugin

MapameTpsbl
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PluginTypeName

CryptoPro.DSS.SimAuth.Notification.SimAuthTransportPlugin,

3Ha4veHue . e
DSS.SimAuth.Notification

onvcanme HasBaHue Tuna TpaHCMOPTHOro nnarmHa. NapameTp MOXeT MMeTb
TOJIbKO YKa3aHHOe 3HayeHue.

PluginType

3HaudeHue SimAuth
Twvn nnarnHa — TPaHCNOPTHbLIA NAaruH Aas oTrNpaBKW yBEeAOMIIEHUI B

Onuncanune MHTErpmpyemyto cuctemy. NapameTp MOXET MMETb TOJIbKO yKaszaHHoe
3HayeHue.

Settings
@{ "Address" =

3Ha4deHune “http://<appec_cepBuca_yBeaoMNEHU_MHTErpupyeMor_cncrteMbl>/me
s-notification/notification” }

Onvcanme EoMHCTBEHHDbI HacTpanBaeMblii NapaMeTp AaHHOro naarvHa — aapec
MHTepderica HTErpupyeMom CUCTEMbI 419 OTNPaBkn yBeaOMEHNA.

MpumMmep

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.SimAuth.Notification.SimAuthTransportPlugin,DSS.SimAuth.Notif
ication" -PluginType SimAuth -Settings @{"Address" = "http://<hostname>/mes-
notification/notification" }

War 3 Ao6aBneHue moayns onoBeLWeHns

Komangner

Add-DssStsNotifier

MapameTpbl

TransportPluginld

3HayeHune Llenoe nonoxwutenbHoe 4Yncno
NaeHTudmkaTop TpaHCcnopTHOro nnarunHa SimAuth. JaHHbin
OnuncaHune MAEHTUPUKATOP MOXHO MOCMOTPETL C MOMOLLbLID KOMaHaneTa Get-

DssStsPlugin

FormatterPluginId

3HayeHune

Llenoe nonoxutenbHoe 4Yncno

OnuncaHue

NoeHTudmkaTtop nnarmHa dopmatnuposanms. JaHHbIN ngeHTudmkaTop
MOXHO NMOCMOTpPeTb C NOMOLWbI0O KoMaHaeTa Get-DssStsPlugin

NotifierType

3HayeHune

SimAuth

OnucaHue

Tvn Moaynsa onoselweHus. lNapamMeTp MOXET UMETb TOJIbKO YKa3aHHoe
3Ha4yeHune.
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Mpumep

Add-DssStsNotifier —-TransportPluginId 1 —-FormatterPluginId 2 —-NotifierType
SimAuth

Huxe npuBoanTCa NoJsiHas MNoOCneAoBaTeNIbHOCTb BbI30BOB KoMaHanetos PowerShell
ANa perncrpaunm moayns.

#IoBaBjeHre nJjarvHa OGOOPMMPOBAHMS COOOBMEHWNA
Add-DssStsPlugin -PluginTypeName

"CryptoPro.DSS.SimAuth.Notification.SimAuthFormatterPlugin,DSS.SimAuth
.Notification" -PluginType Formatter —-Settings @{}

#HoBaBJjIeHME TPAHCIOPTHOTO IJIaTMHA

Add-DssStsPlugin —-PluginTypeName
"CryptoPro.DSS.SimAuth.Notification.SimAuthTransportPlugin,DSS.SimAuth
.Notification" -PluginType SimAuth -Settings @{"Address" =
"http://<hostname>/mes-notification/notification" }

#IIoBaBJieHMEe MOIYJIA OIOBEUEHNA

Add-DssStsNotifier —-TransportPluginId 1 —-FormatterPluginId 2 -
NotifierType SimAuth
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5.3.2. HacTtpouka B3aummoaeuncreua ¢ OTA-nnardpopmon

OTA-nnaTdopma oTBevaeT 3a B3ammoaeinctene Kpuntollpo DSS c annnetom Ha SIM-
kapTte. [na atoro TpebyeTcss HacTpoMTb COOTBETCTBYHOWME MOoAYM onoseweHus. B LleHTpe
NaeHTudunkaumm DSS MoOXeT 6biTb 3aperncTpnpoBaH To/IbKO OAWH MoayNb onoBeuleHus OTA-
naaTdopmbl.

YnpaBneHue B3aumogaenctenem c OTA-nnatdopMor npom3BoaUTCA depe3 Habop
KOMaHANEeTOB, MCNO/b3yeMblX A/ ynpaBneHus MoaynsaMm onoseweHms DSS. Hactpownka
MoAyien onoselweHns nogpobHo onncaHa B pasgene 4.9.

B3anmogencrteme Kpuntollpo DSS ¢ annnetom Ha SIM-kapTe oOpraHuM3oBaHO B
COOTBETCTBUWN CO CXEMOI, NpmBeAEHHON Ha Puc. 41.

KpunTollpo DSS OTA-nnatdpopma TenedoH c annneTrom
Ha SIM

Puc. 41 — B3anmogencteue Kpuntollpo DSS ¢ OTA-nnatdopmon

MocnepoBaTenbHOCTb AENCTBUI Npu B3auMogenctemm DSS ¢ annneTom:

1. Kpuntollpo DSS npu HeobX0AMMOCTM B3aMMOAENCTBUS C anmnaeToM WHUUMUPYET
oTnpaBky SMS-coobuweHns c COOTBETCTBYHOLWEN KOMaHaoln Yepe3 OTA-nnaTgopmMy.
B OTA-nnatdopMy nepenaétcsa TekCT coobuieHms C KoMaHaol, Homep TenedoHa
(MSISDN) n kntoun SD cooTtBeTcTBYlOWEN SIM-KapThl.

2. OTA-nnatdopma rotoBuT naketr 3GPP TS 23.048 pgna annnieta C WCXOAHbIM
cooblieHneM 1 oTnpaBnseT ero.

3. Annnet Ha SIM-kapTe nony4daeT KOMaHAy, BbIMOJHSeT HeobxoauMoe AelcTeBue u
oTnpasfseT oTBeTHOe SMS-coobuieHme.

4. OTA-nnatdopmMa npuHMMaeT oTeBeTHOe cooblleHne n nepenaét ero B Kpuntollpo
DSS Bmecte ¢ MSISDN nonb3oBaTtens.

Ona Hactpoilkm B3aumogenctema ¢ OTA-nnatdopmort HeobXoAMMO BbIMOSHUTD
ANEeNCTBUSA, onncaHHble B Tabnuuya 193.

Tabnuua 193. MNocnegoBaTenbHOCTb WAroB rMo HacTpolike B3anMoaencrTemsa ¢ OTA-

nnatdopmon
KomaHanet Add-DssStsPlugin
MapameTpsl

PluginTypeName

CryptoPro.DSS.SimAuth.Notification. OtaFormatterPlugin,

3HayeHune . o L.
DSS.SimAuth.Notification

Onncanme Ha3BaHue Tuna nnarnHa dopmMmaTtupoBaHus. NMNapaMeTp MOXET UMETb
TONbKO yYKa3aHHOe 3Ha4yeHue.

PluginType
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3Ha4deHue Formatter
Onucanme Twn nnarvHa - nnaruH dopMaTupoBaHus. NapaMeTp MOXET MMETb
TONIbKO YKa3aHHOe 3Ha4eHue.
Settings
3Ha4yeHue @{"UseQuatedValue” = “true”}
[aHHbI nnaruH onpeaenseT dopMaTt coobLeHnin, KOTOPbIMU
OnucaHue -
obmeHnBaeTca DSS ¢ OTA-nnatdopMoi.
Mpumep
Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.SimAuth.Notification.OtaFormatterPlugin,DSS.SimAuth.Notificat
ion" -PluginType Formatter -Settings @{ "UseQuatedValue" = "true" }
LWar 2 Ao6aBneHne TpaHCNOPTHOrO MJiarMHa
KomaHaner Add-DssStsPlugin
MapameTpsl

PluginTypeName

CryptoPro.DSS.SimAuth.Notification.OtaTransportPlugin,

3HayeHue . e
DSS.SimAuth.Notification

Onvcanme HasBaHue Tuna TpaHCMOpPTHOro nnaruHa. NapamMeTp MOXeT MMeTb
TONbKO YKa3aHHOe 3Ha4yeHue.

PluginType

3HauveHue Ota

Onncanme Tun nnarnMHa — TPaHCNOPTHbLIA NAarnH 4ss8 OTNpaBkn yBeaOMSIEHWI B
M3I1. NapamMeTp MOXET MMeTb TO/IbKO YKa3aHHOEe 3HayeHue.

Settings

3Ha4veHune @{ "Address" = "http://<otaAddress>" }

Onvcanme EAVMHCTBEHHbIN HacTpamBaeMbll NapaMeTp gaHHoro nnarmHa — OTA-
nnatdopmbl ANs OTNPABKWN YBEAOMIIEHUNA.

MpumMmep

Add-DssStsPlugin —-PluginTypeName
"CryptoPro.DSS.SimAuth.Notification.OtaTransportPlugin,DSS.SimAuth.Notificat
ion" -PluginType Ota -Settings @{ "Address" = "http://<otaAddress>" }

War 3 Ao6aBneHue Moaynsa onoBeLleHndA
KomaHanet Add-DssStsNotifier
MapameTpsl
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TransportPluginld

3HayeHune Llenoe nosioXuntenbHOE Yncno

NaeHTndmkaTop TpaHcnopTHoro nnarvHa OTA. [aHHbIl
OnucaHue naeHTUdMKATOP MOXHO MOCMOTPETb C MOMOLLbO KoMaHaneta Get-
DssStsPlugin

FormatterPluginld

3HayeHune Llenoe nosioXuntenbHOE Yncno

NaeHTudunkatop nnarnHa dopmMmaTtupoBaHms. JaHHbIN naeHTudmnkaTop

OnuncaHue .
MOXHO MOCMOTPETb C NOMOLb0 KoMaHaneTa Get-DssStsPlugin

NotifierType

3Ha4eHune Ota

OnucaHue Tun moaynsa onoseweHns MNMapaMeTp MOXET MMETb TOJIbKO yKasaHHoe
3HayeHue.

Mpumep

Add-DssStsNotifier —-TransportPluginId 1 -FormatterPluginId 2 -NotifierType
Ota

Hwxe npuBoaMTCA MNOMHas MNocneaoBaTeflbHOCTb BbI30BOB KoMaHAanetos PowerShell
AN perncrpaunmn Moayns.

#oBaBjeHre MJjarvHa GOPMMPOBAHMUA COOOBMEHMMA

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.SimAuth.Notification.OtaFormatterPlugin, DSS.SimAuth.Not
ification" -PluginType Formatter —-Settings @{ "UseQuatedValue" =
"true" }

#IoBaBJjleHME TPAHCIOPTHOTO IJIaTMHAa

Add-DssStsPlugin —-PluginTypeName
"CryptoPro.DSS.SimAuth.Notification.OtaTransportPlugin,DSS.SimAuth.Not
ification" -PluginType Ota —-Settings @{ "Address" =
"http://<otaAddress>" }

#IIoBaBjieHMe MOIYJIA OIOBEIEHNA
Add-DssStsNotifier —-TransportPluginId 1 -FormatterPluginId 2 -
NotifierType Ota
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5.3.3. HacTtponka ayTeHTudUKauMm nNpym MNoMoLum
annnera Ha SIM-kaprTe

HacTtpolika ayTeHTuduUKaumum npu nomowm annaerta Ha SIM-kapTe ocywecTensieTcs C

nomowbto Windows PowerShell. KomaHAbl agMWUHUCTPUPOBAHMS BKJIOYEHbI B MOAY/b
CryptoPro.DSS.PowerShell.STS .

Komananet Add-DssSimAuthCryptoProviderProfile

KomaHnanet no3sonseT obaButb Habop Kpuntonposanaepos
CuHTakcumc:
Add-DssSimAuthCryptoProviderProfile [-GroupId <int>] [-DisplayName <string>]

Tabnuua 194. MapameTpbl koMaHaseTa Add-DssSimAuthCryptoProviderProfile

MapameTp Tun OnucaxHue
Nma ak3emnnsapa UWN. Ecnu 3HavyeHne He yKasaHo,
DisplayName string 6yAeT UCcnonb30BaH 3K3eMnasap, Ha3Ha4vYeHHbIM Mo
YMOJSTHaHMUIO.
Description string OnucaHue Habopa KpuNTONpoOBanAepoOB.
Name string Nmsa Habopa kKpunTonpoBanMaepos.
PrimaryProviderName string NmMa npoBangepa, 3apermcTtpMpoBaHHoOe B CUCTeMe.
PrimaryProviderType string Tun npoBanaepa, 3apeructpmposaHHoro B OC.
Settings hashtable [JononHuTenbHble HAaCTPOMKMN

Mpu pobaBneHun Habopa KpuNTONpOBaAaMAEpPOB BO3MOXHO TakKXe  3aaaTb
AOMONIHUTENbHbIE HAaCTPOMKW. DTU HaCTPOMKM 3ajaloTca BHYTpu napaMetpa Settings tuna
Hashtable:

@{paramName;=paramValue;; paramNames=paramValue;;..;paramNamey=paramValuey}
roe paramNamei, paramValuei - Ha3BaHMe 1 3Ha4YeHne napaMmeTpa COOTBETCTBEHHO.

OnucaHmMe [AONONHUTENbHbIX HacTpoek Habopa KpunTonpoBakAepoB MpU MOMOLLM
napameTpa Settings npusegeHo B Tabaunua 195.

Tabnuua 195. [lononHuUTeNbHblE HAacTpoku Habopa KpunTonposanaepos

MapameTp OnucaHue 3HavyeHue napamMerTpa
var_out:
<F1>/<F2>/.../<Fn>, rge
<Fi>:

3aronosku damnna
nepcoHanmsauun. YkasaHue
3arofi0BKOB onpeaenser
HanMyune Taknx cTonbuos B
danne. Mopsaok
cnenoBaHMSA 3arofloBKOB
onpeaensieT nx nopsaokK
cnepoBaHus B anne.

ICCID - cepuitHblit HOMep SIM-
KapThbl;

KIC - SD-kntou 1;

KID - SD-kntou 2;

KIK - SD-kntoy4 3 (415 CMeHbl);
DCKA - 67106 c BeKTOpoM
ayTeHTMdmKaumu;

Password (nnv PUK) - koa
aKTuBauuu.

Header
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MapameTp OnucaxHue

NaoeHTndmkaTop anropmtma
PRF gnsi BbipaboTkuy

3HauyeHMe napamMeTpa

AESCMAC;
HMACSHA1;
AESCMAC_Legacy;
HMACSHA1_Legacy.

BbIpabOTKM TPAHCMNOPTHbIX
KNouen.

PRF TPAHCNOPTHOro KJko4va, Ha
KOTOpPOM 3alndpoBbiBaeTcss  3Ha4yeHMs napaMmeTpa C
Kog ayTeHTudumkaumn. noctdumkcom Legacy noaxoasr
TONbKO AJ1S UCMONb30BaHUS B
Windows Server 2008 R2.
Tun 6no06a ang nepegauu 17 - ona QES
BlobType DCKA-kntoua. 18 - nna M2M
1 - ansa Tmna 6no6a 0x12;
2 - ana tvna 6noba 0x11 (1
BlobVersion Bepcusi 671062 Anst nepenaqm BEKTOP ayTeHTudukaumn);
DCKA-kntoua. !
3 - gna Tmna 6nob6a 0x11 (2
BEKTOpPa ayTeHTUdmKauumm).
PexuM reHepaunm naponemn
(MnH-konos), CnyuaitHbiii: True;
IsRandomPassword MCMOb3YEMbIX ASS

OukcnpoBaHHbil: False.

®opmart 3anucu ICCID B

ICCIDFileFormat o
dann nepcoHanmsaumm.

NoCS - 3anuckiBaTb ann
nepcoHanusauunun Iccld 6e3
KOHTPOJIbHOM CYMMblI;

CS - C KOHTPO/IbHON CYMMOW.

Mcnonb3oBaTb BEpPCUIO NpU

UseKeyVersion o
reHepaumun Ka4yen.

True/False.

3HayeHne PUKCUpOBAHHOIO
napons (koa
ayTeHTudmKaummn Ha Bce
KSo4un).
(BsamMouckntovawwme ¢
RandomPasswordLength)

FixedPassword

Ctpoka ¢ naponem.

OnvHa kopa akTmeauuun. lMpu
HanMuyMn JaHHOro
rnapaMeTpa co3paeTcs
CNy4YalHbIN KO4 aKTUBaLUUN.
B3anMoucknoyawwme ¢
FixedPassword)

RandomPasswordLength

Llenoe nonoxwutenbHoe 4ncno.

dopmaT 3anuncu Koaa
daKTnBauunn.

PasswordFormat

LLecTHaguaTepunyHbin: Hex;

OdecaTtnunbin: Numeric.

MakcumanbHoOe Konm4ecTBo
KkntoueBbix 6510608 B danne
rnepcoHanmnsaumun. Tonbko
ans wabnoHa M2M.

GlonassMaxBlobCount

Llenoe nonoXxmntenbHoe 4ncho.

KonunyecTtBo kntoyen,
KoTopble TpebyeTcs
creHepupoBaTb N5 danna
nepcoHanmsauun. Tonbko
ans wabnoHa M2M

GlonassKeyCount

Llenoe nonoxwutenbHoe 4nucno

He HaknapbiBaTb MacKy Ha
Knoun. Tonbko Ans
wabnoHa M2M

GlonassDisableMask

True/False.
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MapameTp OnucaHue 3HauyeHMe napamMeTpa

KonunyectBo cTpok B channe
C TECTOBbIMWU AaHHbIMU
IMOHACC. Tonbko ans
wabnoHa M2M. Mo
YMOJTYaHUIO YNCIO CTPOK
coctasngert 10.

GlonassTestDataRows Llenoe nonoxwutenbHoe 4nucno.

ICCID npeacraBneH B True - ecnu Iccld annHHee 19
UseExtendedICCID paclwmpenHom gopmate, B LADD;

TO BpeMsi Kak 6a30BbIi

ICCID - 19 undp. False — B oCTanbHbIX Ciiy4yasix.

Komanpnert Get-DssSimAuthCryptoProviderProfile

KoMaHANeT No3BONSIET BbIBECTU HA KOHCO/b CBEAEHUSI O 3aperncTpnupoBaHHbIX Habopax
KpMMATONpoBanaepoB.

CuHTaKcuc:
Get-DssSimAuthCryptoProviderProfile [-DisplayName <string>]

KomaHpaner Get-DssStsCryptoProvider

Mcnonb3yeTca Ansd BbiBOAA Ha KOHCOAb WHMOpMaumm O 3aperucTpmpoBaHHbIX
KpunTonpoBangepax.

CuHTakcumc:
Get-DssStsCryptoProvider [-DisplayName <string>] [-Validate] -ID <guid>
Tabnuua 196. Napametpbl koMmaHaneta Get-DssStsCryptoProvider
MapameTp Tun OnucaHue

Nmsa ak3emnnsapa LeHTpa UaeHTudunkaunm. Ecnm
DisplayName string 3Ha4yeHMe He yKasaHo, byaeT ncnonb3oBaH 3K3eMnasap,

Ha3Ha4YeHHbIM N0 YMONYaHUIO.

®nar, onpepensowmnii, uto Tpebyetcs nposepka

Validate SwitchParameter paboTocnocobHocTn kpunTonpoBanaepos ¢ MacTtep-
KJTHOYOM.
ID guid NaoeHTndumkaTop Kpuntonposargepa.

KomaHnanert Get-DssStsCryptoProviderType
BbIBOAUT HA KOHCOJIb CAMCOK 3aperncTpupoBaHHbIX TUMNOB KPMNTONpPOBalaAepos.

CuHTakcuc:
Get-DssStsCryptoProviderType [-DisplayName <string>]

Komananetr Remove-DssStsCryptoProvider

Mcnonb3yeTca Ansd yadaneHums KpuntonpoBangepa Ha LeHtpe WaeHTudumkauymu.
KoMaHaneTt npMHMMaeT Ha Bxo4 naeHtudukatop kpuntonposangepa B b LM, nnbo ob6bekT B
pexunMme KoHBenepa.

CuHTaKcumc:
Remove-DssStsCryptoProvider [-DisplayName <string>] -ID <guid>
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Tabnunua 197. NapameTpbl koMaHaneTa Remove-DssStsCryptoProvider

MapameTp Tun OnucaHue

Nma ak3emnngapa UeHTpa NaeHTudumkaunm. Ecnu 3HayeHne He
DisplayName string yka3aHo, 6yaeT MCNOMb30BaH 3K3eMNsp, Ha3HaYeHHbIA No
YMOJI4aHuUIO.

ID guid  WpeHTndukatop Kpuntonposanaepa.

Komanpanert Copy-DssStsCryptoProvider

Mcnonb3yeTcsa ana cosgaHma HOBOrO KpUMTonpoBalaepa, NpuHaanexallero 3agaHHomn
rpynne KpMnTonpoBanaepoB. MacTep-K/to4 HOBOrO KpMATonpoBanaepa coBnagaeTt ¢ Macrep-
K/IloYaMM  OCTallbHbIX KpunTonpoBakaepoB rpynnbl. KoMaHAneT npuHMMaeT Ha BXOA4
naeHTudmnkaTop Kpuntonposangepa B bl LN, nnb6o o6bekT B pexxnme KoHBelepa.

CuHTaKcuc:

Copy-DssStsCryptoProvider [-DisplayName <string>] —-GroupID <int> -NewProvName
<string>

Tabnuua 198. NapamMeTpbl koMmaHaneTa Copy-DssStsCryptoProvider

MapameTp Tun OnucaHue

Nma ak3emnngapa UeHTpa NaeHTudurkaunm. Ecnmn 3HayveHmne He
DisplayName  string ykasaHo, 6yaeT ncnonb3oBaH 3K3eMMAsp, Ha3HauyeHHbIN no
YMO4YaHUIO.

NaeHTndmkaTop rpynnbl, KOTOPO NPUHAANEXUT KONUPYEMbI
Kpuntonposanaep.

GroupID Int

NewProvName string Wms HOBOro kpuntonposaliaepa.

Komananert Enable-DssStsCryptoProvider

Mcnonb3yeTcsa Ans BKAKYEHUS KpunTonposalhaepa Ha LW, paHee nepeBenéHHOro B
COCTOSIHME OTK/oYeH. KoMaHANEeT NpuHUMaeT Ha BXo4 MaeHTUdUKaTop KpunTonpoBaaepa B
B4 LN, nnbo 061EKT B pexmMme KOHBenepa.

CuHTaKcumc:
Enable-DssStsCryptoProvider [-DisplayName <string>] -ID <int>

Tabnuua 199. NapameTpbl koMaHaneTa Enable-DssStsCryptoProvider

MapameTp Tun OnucaHue

Nms ak3emnnsapa UeHtpa UaeHTudumnkaummn. ECnv 3HavyeHne He
DisplayName string yka3aHo, 6yaeT MCnonb30BaH 3K3eMNisap, Ha3HAYEHHbIA MO
YMO4aHuIo.

ID guid MaeHTudumnkaTop Kpuntonposangepa.

Komananert Disable-DssStsCryptoProvider

Mcnonb3yeTca oas oTKAYEeHUs Kpuntonposangepa Ha L. KomaHaneTt npMHMMaeT Ha
BX04 naeHTudukatop Kpuntonposanaepa B b LIN, nnb6o ob6bekT B pexnme KoHBenepa.
CuMHTaKCuUC:
Disable-DssStsCryptoProvider [-DisplayName <string>] —-ID <guid>
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Tabnunua 200. NMNapameTpbl koMaHaneTa Disable-DssStsCryptoProvider

MapameTp Tun OnucaHue

Nma ak3emnngapa UeHTpa NaeHTudumkaunm. Ecnu 3HayeHne He
DisplayName string yka3aHo, 6yaeT MCNOMb30BaH 3K3eMNsp, Ha3HaYeHHbIA No
YMOJI4aHuUIO.

ID guid  WpeHTndukatop Kpuntonposanaepa.

Komanpanert Test-DssStsCryptoProvider

Mcnonb3yeTcsa Ans NnpoBepku AOCTYNHOCTM KpunTonpoBanaepa. KomaHanet npuHnUMaeT
Ha BXoA4 naeHTudukaTop kpuntonposangepa B b LI, nnbo ob6beKT B pexmme KoHBenepa.

CuHTaKCuUC:
Test-DssStsCryptoProvider [-DisplayName <string>] -ID <guid>

Tabnuua 201. NapamMeTpbl koMaHaneTa Test-DssStsCryptoProvider

MapameTp Tun OnucaHue

Nms ak3emnngapa UeHTtpa UaeHTudumnkaumn. Ecnv 3HavyeHne He
DisplayName string yka3aHo, 6yaeT MCNOMb30BaH 3K3eMNIsip, Ha3HAYeHHbIN No
yMOJI4aHuI0.

ID guid  WpeHTndukatop Kpuntonposanaepa.

Komanpner Add-DssSimAuthKeyProfile

Mcnonb3yetca ana pobaBneHus  KOMMeKTa MapaMeTpoB co3gaHums  danna
rnepcoHanmsaumm cepun SIM-kapT.

CHUHTaKCcUC:
Add-DssSimAuthKeyProfile [-DisplayName <string>] -CryptoProfileId <guid> -
Name <string> [-Parameters <hashtable>] [-PassThru] [-PredefinedProfileType

<string>] -Type <string>
Tabnuua 202. NapameTpbl koMaHaneTa Add-DssSimAuthKeyProfile

MapameTp Tun OnucaHue

Mg sk3emnnapa UeHTpa MaeHTndukauun. Ecnm
DisplayName string 3HayeHuMe He yKasaHo, byaeT ncnosb3oBaH 3K3eMnnsap,
Ha3HaYeHHbIM N0 YMONYAHUIO.
Tun danna nepcoHanmsaumn. JoCcTynHble 3HAYEHUS:
SIM - ansa cosgaHumsa KBannduunposaHHoi 31
(ncnonHenne DSS + SIM (QES));
Type string M2M - gnsa co3gaHus HekBannduunposaHHoh 31
(ncnonHenme DSS + SIM (M2M));
M2MTest - 014 reHepaumn gaHHbIX, MO3BONSIOLWLNX
NpoTeCcTMpOoBaTh annjaeT Ha NPoOn3BOACTBE.
NaeHTndunkaTop Habopa KpunTONpOBanaepos.
MpuMeHseTcsa ANnsa yKasaHusa Kpuntonposaniaepos,

Profilel i
CryptoProfileld guid KoTopble 6yayT NCNonb3oBaHbl Npy BbipaboTke
BEKTOPOB ayTeHTUdMKaunm n SD-knoyen.
. MNMa KoMMNnekTa HacTpoek Hus dain
Name string o] eKTa HacTpoek co3aa danina

nepcoHannsauunn.
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MapameTp Tun OnucaHue

LLabnoH daiina nepcoHanusaumn. JOCTynHble

3Ha4yeHuns:

BasicFixPassword;

BasicRandomPassword8;
PredefinedProfileType string M2M;

M2MTest;

LegacyFixPassword;

LegacyRandomPassword8.

MapameTpbl dana nepcoHanmMsaumm, eciinm He yKasaH

Parameters hashtable
HU OAWMH LIA6MOH.

lMo3BonsaeT nepenaTb 06'beKT, Haa KOTOpbIM

PassThru switch o <
COBepLUaeTcs AeNCTBUE, B C/IeAYIOLLNIA KOMaHASEeT.

MapameTtp PredefinedProfileType nossonser BbibpaTb npegonpeaeneHHbii WwWabnioH
danna nepcoHanmsaumu. [ocTynHble wWabnoHbl  XapakTepu3ylTcs  napamMeTpamy,
npeacraBneHHoiMm B Tabaunua 203.

Tabnuua 203. WabnoHbl anna nepcoHanmsaumm

La6noH MapameTp ZHaqu" OnucaHue
BlobType 17 Tun 6no6a ansa nepesayum DCKA-
KStova.
BlobVersion 2 Bepcua 6noba ana nepepaum
DCKA-kntoua.
UseKeyVersion True Ncnonb3oBaTb BEpCUio npw
reHepaumun Ktoyen.
NaoeHTndunkaTop anropmutma PRF
ONs BblpaboTKM TpaHCNOPTHOMO
PRF AESCMAC «kntu4a, Ha KOTOpOM
3awndpoBbIBaeTCa Koa,
ayTeHTudurKaumu.
BasicFixPassw PasswordFormat Numeric dopmMaT 3anmMcm Koada akTMBaLuu.

ord

Pexxum reHepaunu naponen (MUNH-
IsRandomPassword  False KOAOB), MCMONb3yeMbIX AN
Bblpab0oTKM TPaHCNOPTHbIX KOYEN.
3HadeHne HMKCUPOBAHHOIO NMapons
FixedPassword 12345678 (ko4 ayTeHTudmKaumm Ha BCe
KJK04N).
3aronoBku ¢anna
"var_out: nepcoHanmsauun. YKasaHue
ICCID/KIC 3aronioBKOB onpegensier Haan4yme

Header /KID/KIK/ Takux cTtonbuos B danne. MNMopsgok
DCKA/PU cnenoBaHUs 3aro/ioBKOB
K" onpeaensieT ux nopsiaok

cnegosanus B danne.

OTnnyarimecs napamMeTpbl Ana Apyrux wabnoHos
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La6noH MapameTp ZHaqu" OnucaHue

NoeHTudunkatop anropntma PRF
ONst BblpaboTKM TpaHCNOPTHOMO

LegacyFixPass AESCMAC
PRF K/itoua, Ha KOTOPOM
word _Legacy
3awmndpoBbIBAaeTCS KOA
ayTeHTUdMKaumun.
Pexxnm reHepaunm naponen (MUH-
IsRandomPassword  True KOZOB), NCNOAb3yEMbIX AN

Bblpab0TKM TPaHCNOPTHbIX KOYEN.
OnvHa koga akTmeauun. lMpu
RandomPasswordLe 8 HanMuMu JaHHOro nNapameTpa
ngth CO34aeTcsa CnydaliHbli Kog
aKTMBauUuM.
NaoeHTudunkatop anropntma PRF
AESCMAC A BbIpaboTKN TPAHCNOPTHOrO
PRF Legacy K/ito4a, Ha KOTOpOM
- 3aWwmndpoBbIBAETCS KOA
ayTeHTUdMKaumn.
LegacyRandom Pexum reHepaunmn naponen (MNH-
Password8 IsRandomPassword  True KOAOB), NCNOAb3YyEMbIX ANS
Bblpab0OTKM TPAaHCNOPTHbIX KOYEN.
OnvHa koga akTmeauun. lMpu
RandomPasswordLe 8 HanMuyMn JaHHOro napameTpa
ngth €CO34aeTcsa CnydaliHbli Kog
aKTMBauUWUM.

BasicRandomP
assword8

Komanpanert Set-DssSimAuthKeyProfile

Mcnonb3yeTca ANS  U3MEHeHMs  KOMMJIeKTa MapaMeTpoB  co3gaHua  danna
nepcoHanusauun cepmun SIM-kapT.

CuHTaKcumc:
Set-DssSimAuthKeyProfile [-DisplayName <string>] [-ID <guid>] [-
CryptoProfilelId <guid>] [-InputObject <SimAuthKeyProfile>] [-Name <string>]
[-Parameters <hashtable>] [-PassThru]

Tabnunua 204. MNapameTpbl koMaHaneTa Set-DssSimAuthKeyProfile

MapameTp Tun OnucaHue

Nmsa sk3emnnapa UeHTpa MaeHTndukauum. Ecnmn 3HadeHne
DisplayName string He yKa3aHo, 6yAeT UCNoMb30BaH 3K3eMNAsp, Ha3HAYEeHHbIM
NO YMOJTYAHUIO.
NaeHTndunkaTop Habopa KpunTonposanaepos. MNpuMeHseTcs
AN9 yKasaHusa KpunTonposBanaepos, KoTopble 6yayt
NCNOMb30BaHbl Npn BbipaboTke BEKTOPOB ayTeHTUdMKaumm m

CryptoProfileld guid

SD-kntouen.
Name string MMs KoMMsiekTa HacTpoek co3gaHus danna nepcoHanmsaumm.
MapameTpbl darna nepcoHanmMsaunm, eciim He ykKasaH Hu
Parameters hashtable P pel @ p Hmn, Y
OAVH WabnoH.
. Mo3sonseTt nepenatb 06bEKT, HAA KOTOPbIM COBEpLUAETCH
PassThru switch peAa » Had P P

AelCcTBMe, B Crieayowmii KoMaHaner.

Komananet Get-DssSimAuthKeyProfile

Mcnonb3yeTcsa Ang BbiBOAA Ha KOHCONb CBeAEeHUI O KOoMMJeKTe HaCcTpoeK d)aﬁna
nepcoHannsauunun.
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CuHTakKcuc:
Get-DssSimAuthKeyProfile [-DisplayName <string>] [-Name <string>]

Tabnuua 205. MapameTpbl KoMaHaneTa Get-DssSimAuthKeyProfile

MNMapameTp Tvin OnucaHue

Nms ak3emnnsapa UeHntpa UaeHTudumnkaumn. Ecnv 3HavyeHne He
DisplayName string ykasaHo, 6yaeT MCNOMb30BaH 3K3eMNSAp, Ha3HAYeHHbIA No
YMOS4YaHuIo.

Name string WMs KoMnnekTa HacTpoek co3daHmsa daina nepcoHannsaunmn.

Komananetr Remove-DssSimAuthKeyProfile

Ncnonb3yetcs Ans  yaaneHuss KOMMJIEKTa MapaMeTpoB [ANns co3gaHusa  daina
nepcoHanmsaumm.

CvHTaKCcuUC:
Remove-DssSimAuthKeyProfile [-DisplayName <string>] [-Name <string>]

Tabnuua 206. NapameTpbl koMaHaseTa Remove-DssSimAuthKeyProfile

MapameTp Tun OnucaHue

Nms ak3emnngapa UeHTtpa UaeHTudumnkaumn. Ecnv 3HavyeHne He
DisplayName string ykasaHo, 6byaeT ncnonb3oBaH 3K3eMMasp, HA3HAYEeHHbIN No
yMO/4aHuLo.

Name string Wma komnaekTa HacTpoek co3gaHua daina nepcoHanmsauunm.

Komananert Get-DssSimAuthKey

Mcnonb3yeTcsa ansa co3ganumsa dalina nepcoHanmsaumn n permctpaumm naptmm SIM-kapt
B DSS.

CuHTakKkcuc:

Get-DssSimAuthKey [-DisplayName <string>] -IccId <string> -FilePath <string>
[-LotDescription <string>] -LotName <string> [-Password <string>] [-
PersoFileOnly] -Profileld <string> [-Quantity <int>]

Tabnunua 207. NapameTpbl koMaHaneTa Get-DssSimAuthKey

MapameTp Tun OnucaHue

Nmsa sk3emnnsapa LUeHTpa UaeHTudukaumn. Ecnmn 3HauyeHne He
DisplayName  string ykasaHo, 6yaeT ncrnonb3oBaH 3K3eMnasp, Ha3HAYEeHHbIN NO

YMOJIYaHUIO.
FilePath string MMyTb 3anuncu darina nepcoHanmnsauum.

Iccld string bBa30Bblli cepuinHbIn HoMep napTuu SIM-kapT.
Quantity int Konnyectso SIM-kapT B napTuu.

LotDescription string OnucaHne naptum SIM-kapT.

LotName string Mg naptum SIM-kaprT.
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MapameTp Tun OnucaHue

Profileld string Mm#a komnnekTa HacTpoek co3aaHusa darina nepcoHanusauum.

Password string ®ukcMpoBaHHbIN KOA4 akTMBauuu gna naptmm SIM-kaprT.

CdhopmmpoBaTb ToNbKo ain nepcoHanmsaummn. (6es

PersoFileOnly  switch pernctpauunm SIM-kapT B 6a3e AaHHbIX).

KomaHpanet Get-DssTokenProfile

Mcnonb3yeTca ans BbiBOAA Ha KOHCOSIb CBEAEHUM O 3aperncrpmpoBaHHbiX B DSS
naptuax SIM-kaprt.

CuHTaKkcuc:

Get-DssTokenProfile [-DisplayName <string>] [-TokenProfileId <int>] [-
Quantity <int>]

Tabnunua 208. MNapameTpbl koMaHaneTa Get-DssSimAuthKey

MapameTp Tun OnucaHue

Nma akzemnngapa UenTpa MaeHTudurkaunm. Ecnn 3HaueHne He
DisplayName  string yka3aHo, 6yAeT UCNoNb30BaH 3K3eMMNaap, Ha3Ha4YeHHbIM Mo
YMOJIYaHMUIO.

TokenProfileId int NpeHTndukatop naptum SIM-kapT, 3aperncTtpupoBaHHbixX B DSS.

KomaHanetr Remove-DssTokenProfile
Mcnonb3yeTcsa ana ynaneHus 3apernctpupoBaHHbix B DSS napTtun SIM-kapT.

CuHTaKcuc:

Remove-DssTokenProfile [-DisplayName <string -TokenProfileId <int> [-Quantity
<int>]

Tabnunua 209. NMNapameTpbl koMaHasieTa Remove-DssSimAuthKey

MapameTp Tun OnucaHue

Nmsa sk3emnnsapa LUeHTpa UaeHTudukaumn. Ecnm 3HadyeHne He
DisplayName  string yka3aHo, 6yAeT UCNONb30BaH 3K3eMMnaap, Ha3Ha4YeHHbIM Mo
YMOJIYaHUIO.

TokenProfileId int NaeHTudunkaTop naptmu SIM-kapT, 3aperMcTpnpoBaHHbIX B DSS.

Komananert Get-DssAuthenticationToken
Mcnonb3yeTca Ans BbiBOAA Ha KOHCONb cBegeHui o SIM-kapTax, coaepKawumxcs B
napTumu.

CuHTaKCcumC:

Get-DssAuthenticationToken [-DisplayName <string>] [-TokenProfileId <int>] [-
Quantity <int>]
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Tabnuua 210. NapamMeTpbl koMaHaneTa Get-DssAuthenticationToken

MapameTp Tun OnucaxHue

Nma sk3emnngapa UenTpa MaeHTudurkaunm. Ecnn 3HayeHne He
DisplayName  string ykasaHo, 6yAeT UCNonb30BaH 3K3eMMNAsp, Ha3Ha4YeHHbI Mo
YMOJIYaHMUIO.

TokenProfileId int NpeHTndukatop naptum SIM-kapT, 3aperncTtpupoBaHHbIxX B DSS.
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5.4. AyteHTudmkauma npm nomMowm MOOGUIBHOrO
npunoXxeHua myDSS

KomaHaneTbl 4ns HaCTpOMKK ayTeHTudmKaumm npm noMowm MobmMabLHONO NpUoXeHNs
myDSS onucaHbl B pasgene 4.11.

5.4.1. AyteHTMdUMKaUMAa MO JIOFTMHY UM MNaposilo M
noaTBep>xaeHMeM onepaymMm € NOMoLWbiO MO6MNIbHOIO
npunoXxeHua myDSS

[aHHbIn MeToa TpebyeT yCTaHOBKM 3alumlieHHoro TLS-coeaMHeHunst ¢ 04HOCTOPOHHEN
ayTeHTudmKaumen. AyTeHTndurkKaums nNponsBoaAUTCS MO napont, xpaHumomy B B LleHTpa
Naentndumkaumm Kpuntollpo DSS.

KpoMe ayTeHTUdMKaLMM N0 Naponto, AaHHbIN MeToA ayTeHTUdUMKaunum noaTBepxaaeT
onepauunm c nomMoLLbio MobunbHoro npunoxenns myDSS cnegyowmmm cnocobamu:

> C noMoLblo CPaBHEHUS YHUKANbHOIO MaeHTUdMKaTopa.

Kpuntollpo DSS reHepupyeT Ans NOANUCbIBAEMOro [AOKYMEHTA YHWKanbHbIN
naeHTUdUKaTop, KOTOpbIN oTobpaxaeTcs Kak B Beb-mHTepdence DSS, Tak n B MOOGUNBHOM
npunoxeHunun. llonb3oBatenb CpaBHUBaeT WAEHTUMMUKATOPbl U B C/ydYae UX COBNafeHus
rnoATBEP)XXAAET onepaumio NyTEM Ha)aTusl COOTBETCTBYOLWEN KHONkM B myDSS, nocne yero
emy notpebyetcs BBectn NMNH-koa B MOBGUIBHOM MPUIOXKEHNN. Takon MeToad NOATBEPXAEHUS
npuMeHuUM ana cosaaHus I nobbiX 4OKYMEHTOB.

> C nomouwbio oTo6paxeHns caMoro AOKyMeHTa.

JOKYyMeHT, ANna KOTOpPOro naaHMpyeTcs co3aaTb 3N1EKTPOHHYIO NoANMUCh, oTobpakaeTcs
B Mo6unbHOM npunoxeHun myDSS. [Nonb3oBaTenb NpocMaTpuBaeT ero, ybexaaercs, 4To
X04YeT BbINOHUTbL Onepaunio UMEHHO C 3TUM AOKYMEHTOM, U NOATBEPXAAET ee NyTeM HaxaTus
CoOTBeTCTBYHOLWEN KHOMKM B myDSS, nocne 4vero emy notpebyetcsa Beectun [NMH-koa B
MOBMNBHOM NMPUNOXEHUN. TaKon MeToA NOATBEPXAEHMS NPUMeHUM ans cosgaHus Il TonbKo
HEeKOHdUAEHUNANBbHbIX JOKYMEHTOB.

OnucaHHble B pJaHHOM pasgene cnocobbl ayTeHTUdUKauMn peanunsyloTcs B
komnnekTaumn Kpuntollpo DSS «DSS + myDSS» (cM. pasgen 2.4 XTHAN.00096-02 90 02
Kpuntollpo DSS. Obuiee OnucaHue).

5.4.2. AyteHTMdbMKkaumsa C nNoMouwbd MOOGMNABHOIO
npunoXxeHusa myDSS

Mpn paHHOM MeToAe ayTeHTMdMKauumm lMonb3oBaTenb HE MMEET NPSMOro AoCTyna K
Beb-NHTepdeicy DSS. WHTerpmpoBaHHas ¢ Kpuntollpo DSS wuHdoOpMaumoHHas cuctema
MHULManNu3npyeT onepauuto co3ganms 3l gOKyMeHTa, Nocse Yero NoAnMcbiBaeMblii JOKYMEHT
oTobpaxaetcs B Mob6uabHOM nMpunoxeHun myDSS. [Monb3oBaTenb MpocMaTpUBaAET €ro,
ybexnaaercsl, YTo XOYEeT BbINO/IHUTb ONepaumio MMEHHO C 3TUM AOKYMEHTOM, U MOATBEPXAAET
ee NyTeM Ha)kaTus COOTBETCTBYIOLWEN KHONMKKM B myDSS, nocne yero emy notpebyercs BBeCTH
MNH-koa B MOBUIBHOM MNPUIOXEHUU. TakKOW CLeHapuih BO3MOXeH Ans9 paboTbl TONBKO C
HEKOHUAEHUNANBbHBbIMW AOKYMEHTAMM.
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OnucaHHbIM MeToa ayTeHTMdMKaunm peanmlyetca B komnnektaumn Kpuntollpo DSS
«DSS + myDSS» (cm. pasgen 2.4 XTHAW.00096-02 90 02 Kpuntollpo DSS. Obuwee
OnucaHue).

5.4.3. HacTtpouka onoBeLleHns MHTEerpmpyemMmom
cucteMmbl 06 onepauusax B myDSS

Moaynb ayTeHTUdukaumm myDSS MoXeT onoBewaTb MHTErpupyeMyto CUCTEMY O
pe3ynbTaTe MOATBEPXAEHUS onepauMum B MOOUABHOM  MPUIOXEHUWU, OTMNpPaBASS B
WHTErpMpyeMyto CUCTEMY COOTBETCTBYHOLME COObLLEHNS. [ANa HAaCTPOMKN TaKoro OnoBeLLEHUS
Heobxoanmo 3aperncrmpoBaTb COOBETCTBYHOLLME njaruHbl (TpaHCNOpTHbIN 7]
dopMaTMpoOBaHMA) U MOAYb ONOBELLEHMS.

YnpasneHne MoayfnsMuM OMOBELLEHUS MHTErpupyeMor CUCTeMbl NMPOU3BOAMTCA 4yepes
Habop KOMaHAMETOB, MWCMONb3yeMbiX A8 YynpaBneHus Moaynsmum onoseweHus DSS.
HacTpoiika Mmogynein onoselweHns nogpobHo onucaHa B pasaene 4.9.

,D,J'IFI BK/TOYEHUNA oOnoBelweHnsd MHTerMpyeMOVI CUCTEMDI HeOGXOLI,VIMO BbIMNOJTHUTb
NENCTBUSA, ONMMCaHHble B Tabanua 211.

Tabnuua 211. MNMocnegoBaTeNbHOCTb WAroB MO HACTPOMKE OMoOBELLEHNS
MHTErpupyeMon cucteMmbl 06 onepaumnsax B myDSS

War 1 [o6aBneHne nnaruHa ¢oopMaTMpoBaHua coobuieHni

Komananetr Add-DssStsPlugin

MapameTpobl

PluginTypeName

CryptoPro.DSS.Identity.Authentication.Notification.AuthenticationResultFor

3HayeHune . . e .
matter,CryptoPro.DSS.Identity.Authentication.Notification

Onvcanme HasBaHue Tuna nnarvHa ¢popmatmpoBaHus. MapaMeTp MOXeET UMETb TONbKO
yKasaHHoe 3HauyeHue.

PluginType

3HauveHue Formatter

Onvcanme Tun nnarnHa — nnarvH opMaTmpoBaHus. MapaMeTp MOXeT MMETb TONbKO
yKa3aHHoe 3HauyeHue.

Settings

3HayeHue @{}

OnucaHue HYCTOI\;1 cnoBapb. [aHHbIN nnarnH He nmeet HaCTpaunBaeEMbIX NapaMeTpoOB.

MpumMmep

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.Identity.Authentication.Notification.AuthenticationResultForm
atter,CryptoPro.DSS.Identity.Authentication.Notification" -PluginType
Formatter -Settings @{}

HKTAN.00096-02 92 02 KpunTtollpo DSS. PykoBoactso AGMUHUCTpaATOpa CtpaHuua 246 us 273



War 1 Ao6aBneHune nanarnHa ¢opMaTMpoBaH1UA COO6GLLEHNN

LWar 2 [do6aBneHmne TPaHCNOPTHOrO NJlaruHa

Komananer Add-DssStsPlugin

MapameTpsl

PluginTypeName

CryptoPro.DSS.Identity.Authentication.Notification.HttpTransportPlugin,Cr

3Ha4deHue : A A
yptoPro.DSS.Identity.Authentication.Notification

Onvcanme HasBaHue Tuna TpaHCMOPTHOro nnarvHa. NapamMeTp MOXeT MMETb TOJIbKO
yKasaHHoe 3HauyeHue.

PluginType

3HadeHue AuthenticationResult
Tun nnarnHa — TPaHCNOPTHbLIA NNAarnH A8 OTNpPaBKN YBEAOMJIEHUN B

Onuncanune MHTErpmpyemyto cuctemy. NapamMeTp MOXET MMETb TOSIbKO YKa3aHHoe
3Ha4yeHwue.

Settings

3HayeHune @{}

OnucaHue MycToli cnosapb. JaHHbIN NarnH He MMeeT HacTpaMBaeMbIX NapaMeTpoB.

Mpumep

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.Identity.Authentication.Notification.HttpTransportPlugin,Cryp
toPro.DSS.Identity.Authentication.Notification" -PluginType
AuthenticationResult -Settings @{}

LWar 3 [Jo6aBneHne moaynsa onoBeLieHUs

KomaHpner Add-DssStsNotifier

[MapameTpsbl

TransportPluginld

3HayeHne Lienoe nosoXxuTenbHoe Yncno

MaeHTndunkaTop TpaHCNoOpTHOro naarMHa SimAuth. JaHHbIln
OnucaHue MAEHTUPMKATOP MOXHO MOCMOTPETb C MOMOLLbIO KOMaHaneTa Get-
DssStsPlugin

FormatterPluginId

3HayeHune Llenoe nonoXxumtenbHoOe 4Yncno

MaeHTndunkaTop nnarmHa popmaTmMpoBaHms. JaHHbI naeHTudukaTop

OnucaHune .
MOXHO NMOCMOTpeTb C NOMOLWbI0O KoMaHaeTa Get-DssStsPlugin
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War 1 Ao6aBneHune nanarnHa ¢opMaTMpoBaH1UA COO6GLLEHNN

NotifierType

3HayeHune AuthenticationResultCallback

onvcanme Tun Moaynsa onoseweHus. MNapaMeTp MOXET MMETb TONIbKO YKa3aHHoe
3HauyeHue.

Settings

3HayeHune @{}

OnucaHue |-|YCT0171 cnoBapb. [aHHbIN nnarnH He nMmeet HaCTpaunBaeEMbIX NapaMeTpPOB.

MpumMmep

Add-DssStsNotifier -TransportPluginID <ID TpPaHCHOPTHOTO IJlaTMHa> -
FormatterPluginID <ID nmarmHa bopmaTupoBanusa> -NotifierType
AuthenticationResultCallback -Settings @{}

Huxe npuBoAMTCS MOJSIHAA MNOCNeA0BaTE/IbHOCTb Bbi30BOB KoMaHanetoB PowerShell
ANS perncrpaunmn moayns.

#HacTporka TPaHCOOPTHOTO IJlaTMHAa

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.Identity.Authentication.Notification.HttpTransportPlugin,Crypt
oPro.DSS.Identity.Authentication.Notification" -PluginType
AuthenticationResult -Settings @Q({}

#HacTporka njgarmHa GopMaTUPOBAHUS

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.Identity.Authentication.Notification.AuthenticationResultForma
tter,CryptoPro.DSS.Identity.Authentication.Notification" -PluginType
Formatter -Settings @{}

#0oOaBJyieHre MOIYJIsS ONOBEUEHMSI

Add-DssStsNotifier -TransportPluginID <ID TPaHCHOPTHOTO IJIaTMHa> -
FormatterPluginID <ID nmarmHa obopmMaTupoBaHus> -NotifierType
AuthenticationResultCallback -Settings @{}

ID nnarnHoB npucBanBalOTCs aBTOMaTUYeCcKKn rnocne mx nobasneHus.
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5.5. Hactpoika ayteHTUdMKaLMM C UCNOJIb30BaHUEM
OAHOpPAa30BbIX Naponen

Mpu uUCnNonb3oBaHWMM B KayecTBe METOAA BCMOMOraTtefbHOM ayTeHTUdhUuKaumm
OAHOPAa30BbIX Naposien, gocTaBnsseMbiX B SMS coobueHunsx, TpebyeTtcs Hanmume KOppeKTHOro
HoMepa TenedoHa B npodwuse y4éTHolM 3anmcu Nonb3oBaTens.

B HacTtporikax UM napamerp PhoneConfirmation nossonsier BKAOUYMTL WK
OTK/IIOUYNTb MOATBEPXAEHME HOMepa TesnedoHa.

MpumMep:
Set-DssStsProperties —-PhoneConfirmation S$true

MoateepxaaTb HoMep TenedoHa TpebyeTcsd Npu U3MEHEHWM HOMepa 4Yepes JINYHbIN
kabuHeT MNonb3oBaTens. B 3ToM cnyyae oAgHOpPas30Bbi Naponb 6yaeT OoTnpaB/ieH Ha HOBbIM
HoMmep TenedoHa.

Mpn co3gaHunm [Monb3oBaTens OnepaTopoM NOATBEPXAEHME HOMepa TenedoHa He
TpebyeTcs.

5.5.1. O6wme HaCTPpOMUKMN OQHOPA30BbIX NapoJsien

K ynpasneHuio o4HOpa3oBbIMW NapoasAMM OTHOCUTCA cneaylowmin Habop napamMeTpos,
3aZlaBaeMbIX yepe3 koMaHaneT Set-DssPasswordPolicy:

> InvalidOtpAttempts
TransactionTimeOut
OtpConfirmationTimeOut
MinOtpConfirmationTimeOut
OtpComplexity

OtpLength

YV VV YV V

OtpComplexity n OtpLength onpegensioT CNOXHOCTb W AAWHY OAHOPA30BbIX
naponen, nepepaBaeMbliXx yepe3d SMS wunm Email. Mo yMonuyaHuio co3patoTcsi 04HOPA30BbI
naponu, cocrosiume ns 5 umdp.

InvalidOtpAttempts onpegensier KONMYECTBO HEBEPHbIX MOMbITOK  BBOAA
ofHopasoBoro napons. [lo yMmon4daHuio [lonb3oBaTesnlo npeaocTaBnsaeTca 3 MNOMbITKK
HEBEPHOro BBOAa OAHOpPa30Boro napons. Ecnu 3HauyeHue napameTpa InvalidOtpAttempts
ycTaHoBfaeHo Ha 0, TO KOIM4eCcTBO NOMNbLITOK BBOAA OAHOPA30BOro Naposis He orpaHn4yeHo.

MNoBeneHne LleHTpa WaeHTUdUKAUMKM NpPpU  MPEBbLIWEHUMN KOJIMYECTBA HEBEPHbIX
MonbITOK BBOAA 3aBUCUT oT napamMeTpos OtpConfirmationTimeOut n
MinOtpConfirmationTimeOut.

OtpConfirmationTimeOut onpegenser nepuos BpeMeHW, B TedeHue KOTOpOoro
Monb3oBaTenb 4O/HKEH NOATBEPANTL O4HOPA30BbIM Naposb. Ecnm B TeyeHue gaHHOro nepuona
OAHOpPa30BbIN Naposib He 6bln noaTBepxaeH, To onb3oBaTesb AOMXKEH 3anpoCUTb HOBLIN
OAHOpPa30BbIN naponb ons noaTBEpPXAEHUS. Takxe B TeyeHne nepuoaa
OtpConfirmationTimeOut gelictByer CUYETUMK HEBEPHbIX MOMbITOK BBOAA OAHOPA30BOIro
naposns; npu 3anpoce HOBOro O4HOPA30BOro Napons cY4ETUMK obHynaeTcs.

MinOtpConfirmationTimeOut onpegenser wnHTepBan BpPEeMEHM, 4epe3 KOTOopbIi
MNMonb3oBaTesb MOXeT 3anpoCuTb HOBbIM OAHOPa30BbIM Maponb. ApyrMMu cnosamu, ecnum B
TedyeHne wuHTepBana BpemeHun MinOtpConfirmationTimeOut [lMonb3oBaTtens npeBbiCcUN
KONIMYEeCTBO HEBEPHbIX MOMbITOK BBOAA OAHOPA30BOr0 Maposisi, TO HOBbI Napoib OH CMOXeT
3anpocuTb He paHblle ucteyeHus nepuoga epemeHun MinOtpConfirmationTimeOut. [o
YMOT4YaHUIOo 3HayeHus napaMeTpoB MinOtpConfirmationTimeOut n
OtpConfirmationTimeOut cosnagatoT n paBHbl 5 MmHyTam. Ecim 3HaveHue napameTpa
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MinOtpConfirmationTimeOut ycTtaHoBneHo Ha 0, To lNMonb3oBaTesnb MOXET 3anpalinBaTb HOBblE
oAHOpa3oBble nNaponn 6e3 orpaHu4veHuns.

MNapameTp TransactionTimeOut onpenenseTr nepuoa BpEMEHWN, B TEYEHUE KOTOPOro
Monb3oBaTeNb AOMXKEH BbIMO/HUTL NOATBEPXAEHHYO onepauumio (noanucb, pacwmndpoBaHue
[IOKYMEeHTa, co3aaHue 3anpoca Ha ceptudukaT u T.n.). Ecnnm B TeyeHue agaHHoOro nepuvoja
BpeMeHu Mosib3oBaTe b HE BbINOIHWIT ONepaumio, To NoTpebyeTcs BbiMOIHUTL NOATBEPXAEHME
onepawumn NoBTOPHO.

5.5.2. AyteHTMdukKaums C MCNoJZib30BaHUEM
oAHoOpa30Bbix SMS-naponen.

Mpy“ McCNonb30BaHWKM AaHHOro MeToda ANS NOATBEPXAEHMS BxoAa W ornepauui vy
Monb3oBaTenss AONONHMUTENbHO OyaeT 3anpawunBaTbCas BBOA OAHOPA30BOro Maposns,
AocTtasnseMmoro B SMS-coobweHnn Ha TenedoH MNonb3oBaTens.

[aHHbIN BMA BCNOMOraTenbHOW ayTeHTUdumKkaummn TpebyeT noaKIyYeHns
K SMS-wnio3y onepatopa COTOBOW CBSA3M B COOTBETCTBUM CO CXEMOWN
pa3MelleHns KOMMoHeHToB (cM pasgen 5.2 XTAW.00046-03 90 02.
Kpuntollpo DSS. Obuiee onncaHmne) n B COOTBETCTBUN C TpeboBaHMSAMU K
NOAKJ/TIOYEHMIO K CeTSAM 0bLLero noab3oBaHus, onucaHHbiMu B Pasgene 10
XKTAM.00046-03 95 01. MNMpasuna Nonb30BaHUSA.

Ons ncnonb3oBaHMSa AaHHOro MeToda ABYXMaKTOpPHOW ayTeHTUduKaumm Heobxoammo:

1. Bknounte € nomowbio kKoMaHaneta Enable-DssAuthenticationMethod m™eToa
ayTeHTudurKaummn ¢ AeHTUPUKaTOpom

http:/ /dss.cryptopro.ru/identity/authenticationmethod/otpviasms.

2. 3aperncTtpnpoBaTb KOMIMOHEHT ANs paccbiiku coobuweHunit yepes SMS. [aHHas
npouegypa onucaHa B pasgene 4.9.5.4.

Ons ycnewHon ayteHTUudmnkaumm B npodune Nonb3oBaTtens 4o/HKeH 6biTb 3agaH HOMep
TenedoHa.

5.5.3. AyteHTUdpMKaums C MCNoJZib30BaHUEM
oaHopa3oBbix Email-naponen
Mpy wncnonb3oBaHMM [AAHHOMO MeToda AN9 MOATBEpPXAEHUS BxoAa W onepaunmn

AonofiHuTeNnbHo y [Monb3oBaTens 6yaeT 3anpalivBaTbCs BBOA OAHOPasOoBOro naposns,
[OCTaB/IIEMOro No 3M1eKTPOHHON nouyTe.

[aHHbIn BMA BCNOMOratesibHOM ayTeHTudukaumm TpebyeTt nogkatoyeHns
K MNO4YTOBOMY CepBepy B COOTBETCTBMM CO CXEMOW pasMeLleHUs
KOMMoHeHToB (cM pasgen 5.2 XTAN.00046-03 90 02. Kpuntollpo DSS.
O6bLlee onucaHmne) n B COOTBETCTBUN C TpeboBaHUAMMU K MNOAKIIOUYEHUIO K
ceTaMm obuero nosb3oBaHUA, onmcaHHbIMK B Pasagene 10 XTAN.00046-
03 95 01. NMpaBuna nonb3oBaHUS.

Ons vcnonb3oBaHMS AaHHOro Metoaa ABYXMaKTOpHON ayTeHTudunkaumm Heobxoammo:
1. BkawouuTb € nomouwbi kKoMmaHaneta Enable-DssAuthenticationMethod MeTopg
ayTeHTudurKaummn ¢ aeHTUPUKaTopom
http://dss.cryptopro.ru/identity/authenticationmethod/otpviaemail.
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2. 3aperncTpmpoBaTb KOMMOHEHT ANs paccblikm coobweHni yepes Email. [aHHas
npoueaypa onncaHa B pasgene 4.9.5.6.

Ons ycnewHon ayteHTUdmKaummn B npodune Nonb3oBaTtens aoxeH 6biTb 3a4aH agpec
3/IEKTPOHHOW MOYThI.

5.5.4. AyteHTU(pMKaLUMA C UCNOJZIb30OBaHUEM MPOTOKONA
OATH

Mpy KWCMOMb30BaHMM OaHHOrO0 MeToda ABYX(aKTOpHOM ayTeHTudukauumm vy
Monb3oBaTens 6yaeT 3anpalwmBaTbCs BBOA OAHOPA30BOro Naposs, Noy4YeHHOro C NoMoLbo
OATH-ToKeHa.

Con «Kpuntollpo DSS» noaaepxuBaeT paboTy C TokeHamu, paboTaowmmm no
anroputmy HOTP (cooTtBetcTBylowasa cneundukauns RFC pgoctynHa no  aapecy
http://tools.ietf.org/html/rfc4226).

[ns ncnonb3oBaHMA AaHHOro Metoga Heob6xoaAnMO:

1. Bkaountb € noMouwbio KoMmaHaneta Enable-DssAuthenticationMethod MeTon

ayTeHTudmMKaummn ¢ aeHTUPUKaToOpomM

http:/ /dss.cryptopro.ru/identity/authenticationmethod/oath.

2. 3apernctpmpoBaTb MniarMH Anasa uyTeHus GannoB MHUUMaNM3aunmm TOKEHOB C

nomoLbio kKoMaHaneta Add-DssStsConverterPlugin.

3. UmnopTupoBaTb dann nHuumanmsaumm TOKEHOB C MOMOLLbIO KOMaHaseta Import-

DssStsOtpTokenData.
4. Ha3zHaunTb OATH-TokeH lonb3oBaTento.

Ha3sHaueHne OATH-TokeHa NpoMcxXoanT Ha CTPaHMLUE peaaKTUpPoOBaHUA YUYETHOM 3anmcu
Monb3oBaTtens (cMm. Puc. 42). MNocne HaxaTusa Ha KHOMKY «Ha3HauyuTb» OTKpbIBAeTCS Auanor
AN BBOAA CEPUMHOINo HOMepa TOKeHa un AByx nepsbix OTP.

|
I HazHaueHuwe nonssosaTtenio OATH-TokeHa |

. WneHTudmMKaTop Nonk3oBaTens

test

CepHiiHbIi HOMED TOKEHa

CepwiiHblii HOMep TokeHa

Mepebli OTP

Mepsbiii napons

Bropoii OTP

Bropoii napons

OTMEHMTb m

Puc. 42 — Ha3HaueHne OATH-TokeHa lNonb3oBaTento

Mocne ycnewHoro HasHayeHus ToKeHa TpebyeTca COXpaHUTb WM3MEHEeHWUs YYeTHOM
3anucu MNonb3oBaTens, Haxas KHOMKY «CoOXpaHuUTb».

MpocMOTp 3aperncTrpMpoBaHHbIX TOKEHOB OCYLUEeCTBASeTCs Ha cTpaHuude <«06wme
HacTponkm» (cM. Puc. 43).

Ha aToli e cTpaHuue AocTyneH (yHKLUMOHAN Mo BOCCTAHOB/IEHUIO CUMHXPOHM3ALMK
TokeHa. COOTBETCTBYOLNIM AMANOr OTKPbIBAETCS MPU HaXaTuM Ha KHOMKy «BoccTaHoBUTH
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CMHXpOHM3aumo». [Ons  BbINOJMHEHWS AaHHOW onepaumm Heobxogmmo BBeCTM [ABa
rnocnegoBaTesibHbIX Napons, BblaaHHbIX OATH-TOKEHOM.

Monck B oTOoGpaxaeMoM Ha CTpaHuue Tabnuue OCywWecTBASeTCs Mo  MNossSM
«NpeHTudunkaTtop», «CepuiiHbin HoMmep», «MaeHTndukaTop Monb3oBatens» n «TuUn TOKEHa».
CopTupoBKa BO3MOXHa Mo NepBbiM TPEM MOAAM.

KPUNTO
4'huun1po

& adminGost v A

LieHTp naeHTudukaumum Kpuntolpo DSS

MpocMoTp 3aperucTpupoBanHbiXx OATH-TokeHoB
Monsaoceateny

Mokasate 50 3anucen Mowuck:

TNnuneii kabunet

06 . CepuiiHblii | MpenTudmkatop Tun

Blme HacTPOHKH .

WpenTtudmkatop  Homep nonb3oBaTens TokeHa [lapameTpbi NeicTeua

1 AJ478425 testotp HOTP Digits: &
LookAheadWindow:
10000

BOCCTaHOBMTL
CHHXPOHW3AUHD

2 AJ4T73428 He HazHaueH HOTP Digits: &
LookAheadWindow:
10

BoccTaHoBHTL
CHHXPOHH3ALMIO

3 AJ4T78427 He HazHaueH HOTP Digits: &
LookAheadWindow:
10

BoccTaHoBHTL
CHHXPOHH3ALMIO

4 AJ478428 He HazHaueH HOTP Digits: 6
LookAheadWindow:
10

BoCCTAHOBHTL
CHHXPOHHW3aAUWKD

5 AJ478432 He HasHaueH HOTP Digits: 6
LookAheadWindow:
10

BOCCTaHOBUTL
CHHXPOHHU3AUHKD

[ AJ4T73434 He HazHaueH HOTP Digits: &
LookAheadWindow:
10

BoCCTaHoBUTL
CHHXPOHW3AUHD

T AJ478435 He HazHaueH HOTP ‘D{gn.s: 6 BoCCTAHOBHTL

Puc. 43 — lNpocMoTp cnucka 3aperncrtpupoBaHHbiXx OATH-TokeHOB

5.5.4.1. Perucrpaumn oath-tokeHoB eToken Pass

Hwxe npuBeaéH npumep PowerShell cueHapusa ans BKAOYEHUA ABYX(MaKTOPHOMN
ayTeHTudukaumn ana Bcex [lonb3oBaTenien C WUCMNOAb30BaHMEM OAHOPAa30BbIX Maposen,
nony4yaembix ¢ nomouwbio OATH-TokeHoB eToken Pass. Kpuntollpo DSS ymeer pabortatb C
ABYyMS Tunamm TokeHoB eToken Pass: HOTP n TOTP.

Mpumep:
Set-DssStsProperties -MfaPolicy On

Enable-DssAuthenticationMethod -Uri
http://dss.cryptopro.ru/identity/authenticationmethod/oath

Add-DssStsConverterPlugin —-Assembly
DSS.DocumentConverter.eTokenPass.dll -FileExtension dat

Import-DssStsOtpTokenData —-FilePath C:\importAlpine.dat
Hwxe npeacrasneH npuMep darnna nHuumanusaumm TokeHoB eToken Pass.
Mpumep:

# ===== SafeWord Authenticator Records $Version: 100$ =====

dn: sccAuthenticatorId=AA000000

objectclass: sccCompatibleToken

sccAuthenticatorId: AA000000

sccTokenType: eToken-PASS-ES

sccTokenData:
sccKey=0000000000000000000000000000000000000000; sccMode=E; sccPwLen=6; crypto=H
macSHAL; sccVer=6.2;
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sccSignature:
MCOCFQDAzhIZ3NYTU42RiGKALVENTKUUnAIUFG8f7grd239knrNUOaHdfhhaSal=t

5.5.4.2. Perucrpaumna oath-tokeHoB Gemalto Lava

Hwxe npuBenéH npumep PowerShell-cueHapus ans BkAOYeHUss ABYXMaKTOPHOM
ayTeHTUdmKaumm ansa Bcex [lonb3oBaTenem C MCNOAb30BaHMEM OAHOPA30BbIX MNAposien,
nony4yaembix ¢ nomouwbto OATH-TokeHoB Gemalto Lava. Kpuntollpo DSS ymeeT paboTaTth C
OAHMM TUNoM TokeHoB Gemalto Lava: TOTP. MNpu numnopte dannos nHmunanmsaumn Gemalto
TpebyeTcsa 3agaaTth Naposib AN pacwmdpoBaHNa OAHHbIX.

MpumMep:

Set-DssStsProperties -MfaPolicy On

Enable-DssAuthenticationMethod -Uri
http://dss.cryptopro.ru/identity/authenticationmethod/oath

Add-DssStsConverterPlugin —-Assembly
DSS.DocumentConverter.Gemalto.dll -FileExtension xml

Import-DssStsOtpTokenData —-FilePath C:\importGemaltoLavaTB.xml -Parameters @({
"password" = "your password"}

Hwuxe npeacrasneH npumep danna nHuumannsaumm TokeHoB Gemalto Lava.
Mpumep:

<SecretContainer xmlns="http://www.w3.0rg/2001/XMLSchema" xmlns:oath-
pskc="http://www.openauthentication.org/OATH/2006/10/PSKC"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://www.openauthentication.org/OATH/2006/10/PSKC/oath
pskc_schema vl.2.xsd" version="1.0">

<EncryptionMethod algorithm="PBE-AES128-CBC">
<PBESalt>EW0h0yUcDX72WU9UiKiCwDpXsJg=</PBESalt>
<PBEIterationCount>128</PBEIterationCount>
<IV>ixYgnjjY58RNacxZHwxgBQ==</IV>
</EncryptionMethod>

<DigestMethod algorithm="HMAC-SHA1"></DigestMethod>
<Device>

<DeviceId>

<Manufacturer>Gemalto</Manufacturer>
<SerialNo>GAKTO0000A7TEF</SerialNo>
<Model>EZIO</Model>

</DevicelId>

<Secret SecretAlgorithm="HOTP" SecretId="GAKTOOOOA7EF">
<Issuer>Gemalto</Issuer>

<Usage otp="true">

<AlgorithmIdentifier>
<Algorithm>OCRA-HOTP</Algorithm>
<CryptoFunction>HMAC-SHA1</CryptoFunction>
<Truncation>6</Truncation>

<Pin>false</Pin>

<Counter>false</Counter>

<Time>true</Time>

<Session>false</Session>
<Challenge>false</Challenge>
</AlgorithmIdentifier>

<ResponseFormat format="DECIMAL" length="6" />
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</Usage>

<Data Name="SECRET">
<Value>MxbBpkI2UQVUlWU0oY1VaOn3sbchSD7dT5wwzGQQFgK8=</Value>
<ValueDigest>KAZnz0QJuRxJEpctzfFnHRe/uhs=</ValueDigest>
</Data>

<Data Name="TIME">

<Value>MA==</Value>

</Data>

<Data Name="TIME INTERVAL">

<Value>MzA=</Value>

</Data>

<Data Name="CLOCK DRIFT">

<Value>NA==</Value>

</Data>

</Secret>

</Device>

</SecretContainer>

5.5.4.3. Perncrpaumna oath-tokeHoB Feitian

Hwxe npusBenéH npumep PowerShell-cueHapusa ana BKAOYEHUS ABYXMaAKTOPHOMN
ayTeHTudumkaumn ana Bcex [lonb3oBaTesien C WCMOAb30BaHMEM OAHOPAa30BbIX Maposen,
nony4yaembix ¢ nomouwbtlo OATH-TokeHoB Feitian. Kpuntollpo DSS ymeeT paboTtaTb ¢ AByMS
Tunamm TokeHoB Feitian: ¢100, c200.

MpumMep:
Set-DssStsProperties —-MfaPolicy On

Enable-DssAuthenticationMethod -Uri
http://dss.cryptopro.ru/identity/authenticationmethod/oath

Add-DssStsConverterPlugin —-Assembly
DSS.DocumentConverter.Feitian.dll -FileExtension xml

Import-DssStsOtpTokenData -FilePath C:\importFeitian.xml
Huxe npeactaBned npuMep daiina nHMUManu3aunm TokeHos Feitian.
Mpumep:
<KeyContainer Version="1.0" xmlns ="urn:ietf:params:xml:ns:keyprov:pskc">
<KeyPackage>
<DeviceInfo>
<Manufacturer>FeiTianOfChina</Manufacturer>
<SerialNo>3600314100014</SerialNo>
</DevicelInfo>

<Key Id="3600314100014"
Algorithm="urn:ietf:params:xml:ns:keyprov:pskc:totp">

<AlgorithmParameters>
<ResponseFormat Length="8" Encoding="DECIMAL"/>
</AlgorithmParameters>
<Data>
<Secret>
<PlainValue>fEg9ZhgLxYo6rjgMW92Uav0bIzc=</PlainValue>
</Secret>
<Time>
<PlainValue>0</PlainValue>
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6. YnpaBneHune cepBUCHbIMU cepTudnkaTtamm

Ha Puc. 44 otobpaxkeHa HacTpolika CEepBUCHbIX CEPTUDMKATOB B KOMMOHEHTax
Kpuntolpo DSS.

PucyHok wnnioctpupyeTr cneaytowme TpeboBaHMS K HaCTponke W
B3aMMOAeNCTBMI0 KOMNoHeHT KpunTollpo DSS:

1. Kaxaomy komnoHeHTy KpunTtollpo DSS Ha3Ha4yaeTcs cepBUCHbIN cepTuduKaT.
2. Mexay UeHTpoM UaeHTudMKaumm n octanbHbIMKU KOMMOHeHTamu Kpuntollpo DSS
HeobxoAMMO YCTaHOBWUTL OTHOLIEHMEe A0Bepus. YCTaHOBKA OTHOLWEHUN [0Bepus

OCYLLEeCTBASIETCA MYTEM perncrpaumm cepBucHoro ceptudukata UM B kaxkgom m3
ocTaswmnxcsa komnoHeHT Kpuntollpo DSS.
3. [loBepeHHble  CTOpPOHbI

MaeHtTndunkaumn.

4. B Kpuntollpo DSS [o/mXKHbI

AOOJIKHDbI 6bITb 3aperncTtpmnpoBaHbl Ha LleHTpe

6bITb HacTpoeHbl TpeboBaHMSA ayTeHTUdMKaUUn
[OBEpPEHHON CTOpOoHbI (NogpobHee Npo AOBEpPEHHbIE CTOPOHbI CM. pa3gen 4.5.3).

Add-DssAnalyticsClaimsProviderTrust -IssuerName <name>
~Thumprint <thumbprint> \
% Cepeuc Noanucn \
\‘v T \
— |
\ = —— Add-DssRelyingParty -EncryptionCertificate <X509Certificate> \
Beb-uHTepdeic nonb3oBaTENA \
Q \\ Add-DssRelyingParty -EncryptionCertificate <X509Certificate> \
-AuthenticationCertificate <X509Certificate> \
\% ‘ Cepeuc AyauTta — \
—
"~ Add-DssRelyingParty -EncryptionCertificate <XS09Certificate> Claims Provider Trust
Uentp
MAEHTHL‘)MKEL\MH‘ OTHOWEHWE \\\\1 ‘ LM DSS
| AoBEDPMA
\ 0
II
\ T
\
| %
\ ~
\ Cepewuc Ayguta ‘““m“\-
| Set-DssStsProperties -ServiceCertificate <thumbprint> ~~——
~—
T
OTHOWeEHUe
OTHOWEHKE BOBEPHA
AcEEpMA

P
Set-DssAnalyticsServiceProperties -ServiceCertificafe~

<thumbprint>

I Add-DssFeClaimsProviderTrust -lssuerName <name> -Thumprint <thumbprint>

Claims Provider Trust

Add-DssClaimsProviderTrust -IssuerName <name> -Thumprint <thumbprint>

Claims Provider Trust
LM DS
K ‘ LiM D5S
b e
b T=
o
0
=
= %
Beb-uHTepdeic ——
nonbsosatens

Cepewnc
"~ Set-DssFeProperties -ServiceCertificate <thumbprint>

~— Set-DssFeProperties -ServiceCertificate <thumbprint>
Mognuck

Puc. 44 — CepBucHble cepTudunkaThbl

Ha3HaueHne CcepBUCHbIX CEPTUMUKATOB OCYLLECTB/ISIETCA C MOMOLLbIO KOMaHANETOB,
npuBeaéHHbIX B Tabnunua 212.

Tabnuua 212. KoMaHANETbl ANS HAaCTPOMKU CEPBUCHBIX CEPTUDUKATOB

KoMnoHeHT KomMmaHaner

Beb-uHtepdeinc Nonb3oBaTtens

Set-DssFEProperties

LenTp MaeHTndmnkauymnm

Set-DssStsProperties
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Cepsuc lNoanuncu Set-DssProperties
CepBuc Ayguta Set-DssAnalyticsServiceProperties

Ons ycTtaHoBneHWs OTHOWeHun poBepus Mexay LUentpom WaenTudukaumm un
ocTanbHbIMKU KoMMoHeHTamn Kpuntollpo DSS umcnonb3ykoTcs KoMaHaneTbl, NpuBeaéHHbie B
Tabnuua 213.

Tabnuua 213. KomaHaneTtbl 49 yCTaHOBNEHMS oTHoweHun gosepus ¢ LU DSS

Beb-uHTepdelic Nonb3oBaTens Add-DssFEClaimsProviderTrust
Cepsuc lNoanuncu Add-DssClaimsProviderTrust
Cepsuc AyauTa Add-DssAnalyticsClaimsProviderTrust

YCTaHOB/IEHNE OTHOLWLEHWUI AoBepUa Mexay komnoHeHTamm Kpuntollpo DSS u LleHTpomMm
NoeHTndmkaumm Heobxoammo ANna NpoBepku m3gaTtens mapkepa 6e30macHOCTM, C KOTOpPbIM
ayTeHTMdUUnpyeTca [Monb3oBaTenb. ToNbKo Mapkepbl 6e30macHOCTM, NoAnucaHHble
[OBEpPeHHbIM usgartenem, 6yayT NpuHATLI HA KOMMNOHeHTax CITI1.

Onsa B3anmogencteus Beb-unTtepderica Monb3oBatena c LeHTpom WMaeHTudurkaumm
Heobx0AMMO [OMOSIHUTENbHOE AENCTBUE: 3aperncTpupoBaTb CEPBUCHBIN cepTudukat Beb-
nHtepderica MNonb3oBatens Ha LleHTpe WaeHTudukaumn. Beb-uHTepdelic MNonb3oBaTens
MCNONb3YEeT CEPBUCHbLIN cepTudmkaT anga ayteHtudumkaumm Ha LeHTpe MaeHTudukaumm npum
nposepke npaB pgoctyna [llonb3osatenein u OnepaTtopoB k Cepsucy [Moanucu. [daHHas
HacTpoMKa BbINOJIHAETCA C NoMowblo KoMaHaneta Set-DssRelyingPartyTrust ¢ mapamMeTpom
AuthenticationCertificate.

B HekoTOpbIX CUeHapusax B3auMoaencTBums KoMmrnoHeHToB Kpuntollpo DSS mMoxer
NMpUMeHATbCa WwndpoBaHne SAML-TOKeHOB. B aKkTMBHOM cCuUeHapum B3aMMOAENCTBUSA C
Cepsucom Moanucu (4yepes SOAP-nHTepdenc) MoXXHO HacTpomTb Ha LleHTpe MaeHTudukaumm
DSS wudposaHne SAML-TokeH, BbinyckaeMblx lNMonb3oBaTento. B aToM cnyyae copaepxumoe
SAML-TokeHa 6yaet HepgocTynHo Monb3oBaTento, Tak kak SAML-ToKeH 3awndpoBaH B CTOPOHY
CepBuca Moanucu. [Ans HacTpolkn wndposaHus SAML-TOKeHOB HeobxoaMMO 3a4aTb
ceptupukat Cepsuca loanmcnm Ha UeHTpe WaeHTudumkaumm DSS. [aHHas HacTpolka
BbIMNOJIHAETCA C NoMoWwb  KoMaHaneta  Set-DssRelyingPartyTrust ¢ napameTpom
EncryptionCertificate.

WWndposaHne SAML-TokeHOB He siBnsieTcsa obs3aTesibHbiM TpeboBaHueM.

Heobxoammo, 4To6bl anropuMTM OTKPbITOrO Kya XoTa 6bl 04HOro
ceptudukata Beb-cepsepa (IIS) u anropmtMm OTKpPbITOrO Ki4ya
cepBucHoro ceptudukarta UM coenagann.
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6.1. TpeboBaHUA K CEPBUCHbIM cepTudumkKatam

CepBuCHble CepTMCbI/IKaTbI OODKHbI coaepXaTb B none «Wcnonb3oBaHWe Kioya»
3HaA4YeEHNA:

> LndposaHue knouen (KEY ENCIPHERMENT);
> Undposas nognucb (DIGITAL SIGNATURE);
> Heotpekaemoctb (NON REPUDIATION).

B ceoiicTBe <<YnquueHHbu7| KJ1H0Y» 00SKHbI 6bITb 3a4aHbl 3HAYEHUS:

> [lpoBepka noanuMHHocTh cepsepa (1.3.6.1.5.5.7.3.1);
> [poBepka NoganMHHOCTK KnneHTa (1.3.6.1.5.5.7.3.2).

TpeboBaHum K cogep>xmmomMy nonst «CybbekT» HeT. B 3Ha4yeHnn koMmnoHeHTbl CN MOXHO
yKasaTb Ha3HaueHue ceptudukarta, Hanpumep, DSS Sign Service Certificate.

B KkauyecTBe cepBUCHOro cepTudukata MOXHO WCMOSb30BaTb CaMOMNOAMNUCAHHbLIN
ceptudmkat 6onblIOro Cpoka AencTBus. Ero oT3blB OCYLLECTBASIETCA OpraHM3auUMOHHbIMU
mepamu. NMpumep cosgaHns camonoanucaHHoro ceptudmkaTta npusenéH B pasgene 6.2.

Mocne nonyyeHus cepTudukaTa ero crefyeT YCTaHOBUTb B XpaHuauvue
JINUHbIEe N10KaNbHOro KOMMNbloTEPa C NPUBA3KOM K 3aKPbITOMY KJTHOYY.

MNMocne TOro, Kak 6yaeT co3aaH aKk3eMnasip KOMNoOHeHTa, Heo6XoAMMO BblAaTb YYETHOM
3anmMcu, OT MMEeHW KOTOpol paboTaeT KOMMOHEHT, MpaBa Ha AOCTYMN K 3aKpbITOMY K4y
ceptndukaTa. NoapobHee o0 HasHauyeHMM npaB cM. pasgen 6.2. MIMeHa y4yeTHbIX 3anucen
koMnoHeHToB KpunTtolpo DSS npuBeaeHsl B Tabnnua 214.

Tabnuua 214. meHa y4é€THbIX 3anmceln koMmnoHeHToB Kpuntollpo DSS no ymonyaHumio

KoMnoHeHT UmMa yuyéTHOM 3anmucu

Beb-nHTepdeic Nonb3oBaTens IIS AppPool\CryptoProDSS-1-Frontend
Cepswuc lNognucu IIS AppPool\CryptoProDSS-1-SignServer
Llentp UaeHTndmnkauymm IIS AppPool\CryptoProDSS-1-STS

Cepsuc Ayauta IIS AppPool\CryptoProDSS-1-AnalyticsService

6.2. MNpnMmep co3paHna caMmonoanNMCaHHONo CEpBUCHOIo
ceptudumkaTa

MNpuMep AEeMOHCTPUpYeT co3A4aHWe CEepBMCHOro CaMonoanuMcaHHoro ceptudukaTa C
noMoLulbio yTUInTbl certreq.exe. CrnpaBKy MO MCMOMb30BaHUIO YTUINTBI certreq.exe MOXHOo

NMOCMOTpPETb rno CCbl/1Ke https://technet.microsoft.com/ru-
ru/library/Cc725793(v=WS.10).aspx#BKMK examples. CnpaBky no d¢opmaTty dannos c
wabnoHoM 3anpoca Ha ceptudmkar MOXHO NoOCMOTpEeTb no CCblike

https://technet.microsoft.com/en-us/library/cc736326(v=ws.10).aspx.
MNMocnenoBaTeNbHOCTb WAros No CO34aHUI0 CEPBUCHOIO cepTudunkaTa:
1. CoxpaHuTe B (hann c uMmeHeM template.txt cnepyrowmnii 6nok Tekcra:
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[NewRequest]

Subject="CN=DSS Service Certificate"

KeyLength=2048

ProviderName="Microsoft Enhanced Cryptographic Provider v1.0"
ProviderType=1

; Generate Exchange key

KeySpec=1

; the private key can be exported

Exportable = TRUE

; Key Usage: DIGITAL SIGNATURE, NON REPUDIATION, KEY ENCIPHERMENT (eO)
KeyUsage=0xe0

; install keys under machine

MachineKeySet=true

; Generate self-signed certificate

RequestType=Cert

SMIME=FALSE

; EKU: Server Authentication

[EnhancedKeyUsageExtension]

OID=1.3.6.1.5.5.7.3.1

0OID=1.3.6.1.5.5.7.3.2

E’"? B npuBeneHHoM wabnoHe cepTudmuKata MOXHO OTpeAaKTUpPOBaTb
3Ha4yeHue knoya Subject.

2. 3anyctute  UMHTepnpeTatop  KOMaHAHOMW  CTpoknm cmd.exe OT  WUMEHMU
AAMUHUCTpaToOpa.

3. MNepenagunte B KaTanor, rae 6bin coxpaHéH wabnoH ceptudmkaTta template.txt.

4. BbINONHWTE KOMaHA4Y:

$Windir%\System32\certreqg.exe -new template.txt outcert.cer

5. MNpun BbINOIHEHMX [a@HHOM KOMaHAabl 6yaeT co3gaH M yCTaHOBMEH B XpaHunuuwe
JInyHoe JlokanbHOrO KOMMbKOTEpa CepBUCHbIM cepTudukaT. Takxke ceptudmkat 6yaer
coxpaHéH B dalin outcert.cer.

6. [Ana ncnonb3oBaHWa AaHHOro ceptudukata Heobxoammo byaeT BblAaTb NpaBa Ha
3aKpbITbIA KJHOY, KaK ONMcaHo B pasgene 6.3.

6.3. HazHaueHue npaB AO0CTYyNna K 3aKpbITOMY KJIO4Yy
cepTtudukarta

[aHHoe felcTBne Heob6XoANMO BbINOMHATL MOC/Ae pa3BepTbiBaHUSA 3K3EMMNAAPOB
Ewi cnyx6. (cM. pasgen 3).

Ha3HaunTb NpaBa AOCTyNa K 3aKpbITOMY KUY MOXHO B OCHacTke «CepTudukaTbl».
Ona 3anycka OCHaCTKM BbINOAHWUTE criegyowme warn: [lyck - BbinonaHute — mmec. B
OTKpbIBLUENCA KOHCOMM ynpaereHus Bblbepute: ®ann - [Jo6aButb uAu ypanutb
OCHACTKy>». B oTKpbIBlWIEMCS OKHe BblibepuTe ocHacTky «CepTuduKaTbl» U HAXMUTE KHOMKY
«[lo6baButb (Puc. 45).
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KoHconb1 - [KopeHb koHconM] = =] =2

i [obasneHMe M yaaneHWe OCHaCTOK -E

Bbl MOMETE BbIGPATE OCHACTKM ANSA 3TOIA KOHCOMK M3 AOCTYNHBIX H3 KOMMBIOTEPE OCHACTOK M 33TEM HACTPOMTE MX. [nA
PACLUMPAEMBIX DCHACTOK MOMKHO HACTPOMTE TpelyeMoe pacumpere,

JOCTYMHEIE OCHACTHM: BrifipaHHbie ocHaCTRM:

OcHacTka MocTaBLwmK -~ | KopeHb KoHconm MEMEHUTE pacluMpeHHa. ..

':E':'HHEHMDDBLLLMK 33... (c)Kopnopa... »
{2 MpocvoTp cobbituit () Kopriopa... LLETIE
|=[ Penartop ofiber...  MicosoftC...
_f PesyneTvpyiowa... MicrosoftC...

GUEEIE  Kopropaun..

‘&} CucTema apxveall... (<) Kopnopa... BHu3
'@E‘:J"Cmcrenglﬁ MOHM... MicrosoftC...

oyl Microsoft C... | _

" CryBel KoMnoHe, .. Microsoft C... =

2| Cooinka Ha sef-p...  Microsoft C...

;%Tenecbomq Microsoft C...

ﬂ, ¥npasneHue TPM Kopnopaum. ..
=1 ¥npaeneHwe ancc... MporpamuH,

A yrpasnerme komn... MicrosoftC... | LTI

OrmcaHie:;

OcHaCcTKa cepTUHUKETOS NO3BONAET NPOCMATPUBATE COAEMKMMOE XPEHUIMIL ANA NOWCKE CBOMX CEPTUDWUKATOE, CEPTUhUKETOR
cny#O UMK KOMNBKOTEPOE.

" | QK || OTmena |

Puc. 45 — Ounanor gob6aBneHns n yganeHnst 0CHacTok

JDanee B ananore "OcHacTka aucrietyepa cepTudunkaTtos» BblbepUTE MYHKT «YUYETHOM
3annucu KoMnbetoTepa» n Haxmmute «[anee» (Puc. 46).

OcHacTka gucnetuepa cepTUOMKaTOB -

37a ocHacTka Boer 1a ByneT yNpasnAT: CEpTMEVKETAMMA ANA:
() moe#t yueTHOM 3aMMCK Nonb30BaTens
() yueTHOM sanncK ciyxbs!

(®) yyeTHOI SENMCH KoMNBlOTEPE

< Hasan | lanee > | | Ommena |

Puc. 46 — OcHacTka gucnetyepa ceptTudumnkaTos

B kauyecTBe KOMMbOTEpPA, KOTOPbLIM byaeT ynpaBnaTb AaHHAs OCHacTKa, HeobxoaAuMo
yKasaTb loKanbHbIM KoMnbloTep (Puc. 47)
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Bribop koMNbHTEPA -

BriBepuTe KoMNEoTER, KOTOPEIM AOMXHE YNPAENATE 3T8 OCHACTKE.
3Ta oCHACTKa BCEera YNpaEnAeT:

(®) NoKaNEHLIM KOMMBIOTEPOM (TEM, HA KOTOPOM BhINONHASTCA 3TA KOHCOMR)
() mpyriM KoM TEpOM: OEsop

[] Paspewaetch usmeHATL BbIGPEHHLIA LNA YNPEBNEHWA KOMMBIOTED MPY SAMYCKE M3
KoMaHAHOR cTpokM. MPUMEHAETCA TONEKO NP COXPEHEHWW KOHCOMM.

| < Hasap || loToB0 | | Omvena

Puc. 47 — Bbibop koMnbtoTepa

Janee B pa3gene Ceptudwukartbl (NoOKanbHbI KOMNblOTEp) - JIMuHoe -
Ceptudukarbl BbibepuUTe HYXHbIN cepTudukat. HaXMuUTe nNpaBOA KHOMKOW MbIWK MO
BblbpaHHOMY cepTudukaTy 1 Bbibepute: Bce aenctems — Ynpas/ieHME 3aKpbITbIMM KKOYaAMU
(Puc. 48).

& KoHcons1 - [Kopeks koHconu\CepTudukaTsl (10KanbHbIA komnsioTep)\/TuuHoe\CepTu... I;Ii-

& Oaiin  Jeiictewe Bug  WsBpanHoe Okno  Crpaeka !En
e nE 48 XE | HE
| Kopene konconu Komy ebigan - Kem eeigan Deicrena

4 A,DJJ CepTudukarel (nokaneHei komneroTep) 5l AnalyticsService D55 Server Root Cepud.. «

4 [ Nnuroe Flcmis cMIs N
e Ceprudmkarel 5l Frontend D55 Server Root Aoro..

[» i [JoBepeHHbIE KOPHEBBIE LEHTPBI CEPTUMK Elsignserver D55 Server Root STS N
I 1 JoBepUTENEHEIE OTHOLLEHWMA B NPEANPUAT 139 1 ,
I i MpomMesyTouHbIE LEHTPEI CEpTHDMUKALMN TlsTs Otkperme ETS ong...
b - Doeepenisie ngatenu ‘EDJW|N.|\ Bce zagaun 3 OTkpeITE
I ] CepTndmKaTel, K KOTOPBIM HET AOBEPUA “-"‘JO |
b (7] CTopoHHue KopHeEBbIe LEHTPEI cepTudmkal = WNEps Beipezate 3anpocuTe CepTUGMKAT C HOBEIM KNHOUOM...
[ JlosepenHsie nnua Kenuposate OBHOBMTE CEPTUQNKAT C HOBBIM KIHHOM...
b ' MocrasLuyuiut cepTuduaTos nposepku no; Yaanute V| ¥npaenerine sakpbimeimn knrouamm.
> || JoBepeHHble kopHeBble cepTudmkatel Kpu
b [ YaaneHsii pabounii cron CeoiicTea JononHuTeneHeIE onepauyun 3
[ || 3anpocel 33aAB0K Ha cepTuduKaT Crpaeka IKEnopT...
I [] [loBepeHHbIe KopHEBLIE CEPTUMKATEI CMa
I || JlosepenHbie ycTpoiicTea
b [ PasmewyeHue seb-cryxb

< m | £ m >

HEpEHEHb ,ﬂ,EﬁCTEMﬁ, KOTOpbIE MOTYT BBITE BEINOAHEHEI C A3HHBIM 3NEMEHTOM.

Puc. 48 — HacTtpoika npaB A0CTyna K yrnpaB/ieHMIO 3aKpbITbIMU Kl0YaMn

B oTkpbiBwemcs okHe (Puc. 49) Heobxoaumo pn06aBuTb YYETHYIO 3anucb nyna
NPUIOXEHNI U YCTAaHOBUTb ANs Heé nonHble NpaBa Ha AOCTYN K 3aKPbITOMY K/O4y.

NMa yyeTHOM 3anucu nyna npunoxeHnin nmeet popmat: IIS AppPool\<Application
Pool Name>, rge «<Application Pool Name>>» - umsa nyna Beb-npunoxeHus. Mma nyna
NPUNOXEHMN MOXHO NOCMOTPETb B OCHACTKe yrnpasneHus 1IS B pasagene «[ynbl NpUnoXxeHnn»
WM B OCHOBHbIX HAcTpomkax Beb-npunoxeHus, KOTOpoMy TpebyeTcs AOCTYyNn K 3aKpbITOMY
KN4y ceptudukaTta. Ytobbl 3anycTuTb oOcCHaAcTky ynpasneHus IIS BbinonHute: Myck -
BbinonHuUTb — inetmgr.
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Puc. 49 — YctaHoBKa npas Ha AOCTYN K 3aKPbITOMY KAKO4Yy

6.4. MpMmepbl Ha3HaAYeHU U CMEHbl CEepPBUCHDbIX

cepTtudpmkaToB

6.4.1. NpuMmep Ha3Ha4YeHUAs U CMeHbl cepTtudukara

LlenTtpa UaeHTudpmkaumm

HasHaueHMe u/unn cMeHa cepBUCHOro cepTudukata LeHTpa WaeHTudukaumm

nponcxoaunT B ABa 3Tana:

» Ha3HaueHue n/vnm cMeHa cepBUCHOro ceptTudukarta LleHTpa MaeHTndukaumnn.

» HasHaueHne wu/mnm cMmeHa cepTudukata noanNUCUM MapkepoB 6esomacHOCTM B
kKoMnoHeHTax DSS (Cepsuc Toanucu, Beb-uHTepdenc TMonb3osatensa, Cepsuc

AyauTa).

Hwxe npusoautca npumep Powershell-cueHapus, AeMOHCTPUPYOLWMUA  CMEHY

ceptudukarta UeHTpa MaeHTnudukauun.
Mpumep:
# HasHaueHMre CEepBUCHOTO cepTudbmukaTa leHTpa UneHTUOMKALINMA

Set-DssStsProperties —-ServiceCertificate <thumbprint>

# (!) TpuMmeuaHue

# Myny npuiaoxeHuir leHTpa MneHTudMKaumum HeoOXOIMMO BHIOATH IpaBa Ha OOCTYHN K
3aKPEITOMY

# KJIOUY HOBOTO CEPBUCHOTO cepTubmxarTa

# HasHaueHre HOBOTO CepTubMKaATa MNONNMCU MapKepoB BeszomacHocTu Ha CepBuce
llopnmcu

# (ecm/[ IOaHHBEIX KOMIIOHEHT YCTaHOBJIEH U paSBépHyT)

Set-DSSClaimsProviderTrust -IssuerName realsts —-NewThumbprint <thumbprint>
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# HasHaueHMe HOBOTO cepTubMKaTa NOANUCHK MapKepoB OeszonacHoOCTu Ha CepBuce
[Nonnmucu

# (ecyy HDaHHHIX KOMIIOHEHT YCTAHOBJIEH U PA3BEPHYT)

Set-DSSClaimsProviderTrust -IssuerName realsts —-NewThumbprint <thumbprint>

# HaszHaueHMe HOBOTO CepTHOMKaTa MNOANMCU MapKepoB Oe30HaCHOCTH
# Ha BebO-uHTepbdevice Ilonb30BaTENS
# (ecyy HDaHHBIX KOMIIOHEHT YCTAHOBJIEH U PA3BEPHYT)

Set-DSSFeClaimsProviderTrust -IssuerName realsts -NewThumbprint <thumbprint>

# HasHaueHye HOBOTO CepTudMKaTa MNONNMCU MapKepoB 6GeszomacHocTu Ha CepBuce
Aynura

# (ecav OmaHHBIX KOMIIOHEHT YCTAaHOBJIEH U pagBépHyT)

Set-DssAnalyticsClaimsProviderTrust -IssuerName realsts —-NewThumbprint
<thumbprint>

# (!) TpuMmeuaHue

# BHaueHme mapaMeTpa IssuerName MOXHO MNOCMOTPETH B BHBOIE KOMAHIJIETOB :
# Get-DSSClaimsProviderTrust

# Get-DSSFeClaimsProviderTrust

# Get-DSSCmisClaimsProviderTrust

# Get-DSSAnalyticsClaimsProviderTrust

#

ViMa m3pmaTesd MapKepoB 0e30macHOCTM OyOeT BHBEINEHO B CTOJOLe «VMa»

Ecnn ceptudumkart LeHTpa NaeHTudmkaumm noanncnm MmapkepoB 6€30MacHOCTM elwé He
6bin  3aperucTtpmpoBaH B KOMMNoOHeHTax DSS, To HeobxoaMMO BbINOAHWUTL KOMaHAbI,
npmeeaéHHble HMXe.

Mpumep:

# Permcrpaumusa cepTudMKaTa NOILINMCU MapKeporB OeszonacHocTM Ha CepsBuce Illomnmcu
# (ecyy OaHHBI KOMIIOHEHT YCTAHOBJIEH U PA3BEPHYT)

Add-DSSClaimsProviderTrust -IssuerName realsts —-Thumbprint <thumbprint>

# Permcrpaumusa cepTudMKaTa MNOIOIUCU MaPKEpPOB Oe30IacHOCTM Ha Beb-mHTepderice
[losle30BAaTENA

# (ecyy HDaHHBIX KOMIIOHEHT YCTAHOBJIEH U PA3BEPHYT)

Add-DSSFeClaimsProviderTrust -IssuerName realsts -Thumbprint <thumbprint>

# Perucrpaumusa cepTudMKaTa NOINIMCU MapKepoB OesomnacHOCTM Ha CepBuce AynouTa
# (ecyy IDaHHBIX KOMIIOHEHT YCTaHOBJIEH M PAa3BEPHYT)

Add-DSSAnalyticsClaimsProviderTrust -IssuerName realsts -Thumbprint
<thumbprint>

6.4.2. NpnMep Ha3Ha4YeHUsAs U CMeHbl cepTudukara
CepsBuca lNMNoanucm

HasHauyeHune n/unm cmeHa cepsucHoro ceptudukata Cepsuca Moanmucyu NpoucxoauT B
[Ba 3Tana:

> HasHauyeHue n/vunm cMeHa cepBucHoro ceptudukata Cepsuca Moanucu.
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» HasHadyeHne wu/munm cMmeHa cepTudukaTta [OOBEPEHHON CTOpoOHbl Ha LeHTpe
NoeHTudunkaymn.

Ecnn B kKaudectBe cepBucHoro ceptudmkata Cepsuca [lognucm uncnonb3yeTcs
ceptudukart ¢ knoyom NOCT P 34.10-2001, TO B HACTpoOMKax A4OBEPEHHOW CTOPOHbI
HeobxoaMMo 3apaTth TpeboBaHme WndpoBaHMsa MapkepoB 6e30MacHoOCT!.

MpumMmep:
Set-DssRelyingPartyTrust —-Id <signserver id> -EncryptionCertificate <
X509Certificate2 WM nyTb k HeMy> -DisableTokenEncryption 0
roe
<signserver_id> - ngeHTMdnKaTop AOBEPEHHON CTOPOHbI.

< X509Certificate2 WIN nytb Kk Hemy > - CepTtudwukart wudpoBaHMs Mapkepa
6esonacHocTn gns gosepeHHoW cTtopoHbl X509Certificate2 wnm nytb Kk danny c
cepTudunKaTom.

Huxe npuBoantcs npumep Powershell-cueHapus, AOEMOHCTPUPYOWMIA  CMEHY
ceptudukaTta Cepsuca Mognucu.

MpumMep:
# HasHaueHMe CepPBUCHOTO cepTudmrara CepsBuca llomnucu
Set-DssProperties —ServiceCertificateThumbprint <thumbprint>

# (!) TIpumeuanue

# Myny npuinoxeHui CepBuca [loAnmMcu HeOOXOIMMO BHIATL IpaBa Ha OOCTYI K
3aKPEITOMY

# KJIOUYy HOBOTO CEPBMCHOTO cepTubdmkaTa

(!) IIpuMeuaHUE

[lepen BHIIOJIHEHMEM CJIEOYIIEN KOMaHIBE HEOOXOOMMO IIepe3alyCTUThb

CepBuc llomnucyu IOJjig TOT'O, YTOOB M3MEHEHMS BCTYIUIM B CUIY

s rnepesalycka TOJIBKO IIyJa NOpuoxeHuM CepBuca [IOONMCH BHIIOJIHUTE KOMaHIY :
Restart-WebAppPool CryptoProDSS-1-<AppName>

<AppName> - mmsa Beb-npuioxeHus Cepeuca lomnmucu. I[lo ymonuaHMio — SignServer
I1a nepes3anycka 1IS MNOJIHOCTBIO BBIIOJHUTE KOMaHIY :

iisreset

# HasHauyeHMe HOBOI'O cepTudmkaTa IHOBEPEHHOM CTOPOHH Ha leHTpe VneHTubMKALMU

Set-DssRelyingPartyTrust -Id <signserver ID> -MetadataUri
http://<hostname>/<AppName>/FederationMetadata/2007-06/FederationMetadata.xml

# B mOpuMepe BBIIE :

# <hostname> - mMa xocTa, Ha KOTOPOM Pas3BEPHYT sk3eMiydp CepBuca [lomnmucu

# <AppName> - wmmsa BeO-npuyoxeHus Cepsuca llomnmcu. I[lo ymMoyuauuio — SignServer
# <signserver ID> - umeHTuIMKATOP INOBEPEHHOM CTOPOHEI. 3HadYeHMEe IapamMeTpa
MOXHO

# IIOCMOTPETL B BHBOIe koMaHIjiera Get-DssRelyingPartyTrust

# INocTynHOCTb MeTamaHHHX CepBuca IOANMCHKM MOXHO MNPOBEPUTH uepes Opays3ep
# obpaTuBUMCH IO aIpPecy:

# http://<hostname>/<AppName>/FederationMetadata/2007-
06/FederationMetadata.xml
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Ecnun Cepsuc MNoanucu ewé He 6bin 3apernctpuposBaH Ha LieHTpe MaeHTudunkaumm B
KayecTBe A0BEPEHHOW CTOPOHbI, TO HEO6X0AMMO BbINOSHUTL KOMaHAY:

Add-DssRelyingPartyTrust -Name "CepBuc sJjaexTpoHHOM nomnmucu" -MetadataUri
http://<hostname>/<AppName>/FederationMetadata/2007-06/FederationMetadata.xml

# B mpuMepe BHIE:
# <hostname> - mMa xocTa, Ha KOTOPOM Pas3BEPHYT sk3eMiydp CepBuca llomnmucu

# <AppName> - wumsa BeO-npuiioxeHus CepsBuca llomnucu. I[lo ymMonuaumio — SignServer

6.4.3. NpnMep Ha3HA4YEeHUNA U CMeHbl cepTucukarta Beb-
nHrepcdenca Nonb3oBarens

Ha3sHaueHne n/mnm cmeHa cepsucHoro ceptudmkata Beb-nHtepdenca NMonb3osartens
NpoucxoauT B ABa 3Tana:

» Ha3sHauyeHue n/unm cMeHa cepBUCHOro ceptudmkaTta Beb-mHtepderica MNonb3osaTtens.
» HasHayeHne u/unu cMeHa cepTudukata [OBEPEHHON CTOpOHbI Ha LeHTpe
NoeHTudunkaymm.

Huxe npuBoantcs npumep Powershell-cueHapus, [OEMOHCTPUPYOWMIA  CMEHY
ceptudmkata Beb-nHtepderica Nonb3oBaTtens.

MpumMep.
# HasHaueHMe CepBUCHOTO cepTudmrxaTa Beb-mHTepderica Ilosb30BaTENS

Set-DSSFEProperties -ServiceCertificate <thumbprint>

# (!) TpumeuaHue

# Nyny npuiioxeHutt Beb-umHTepderica Ionb30BaTesis HEOOXOOMMO BHIOATH

=

IIpaBa Ha IOOCTYII K 3aKPHITOMY HOBOI'O CEPBMCHOTIO CepTVI(l)MKaTa

(!) IIpuMmeuaHue

[lepen BHIIOJIHEHMEM CJIEOyIE) KOMAaHIE HEeOOXOOMMO IIepesalyCTUTb
Beb-uHuTepderic Ilonp30BaTeysa IJiSd TOTO YUTOOB M3MEHEHMS BCTYNMUIIM B CUIIY
I1a mepes3sanycka TOJIbKO IIyJla NPUIIOXeHUM Beb-uHTepderca Ilonb30BaTesisd
BEIIOJIHMTE KOMAaHIY :

Restart-WebAppPool CryptoProDSS-1-<AppName>

<AppName> - uMda BeO-HNpuJIOXeHMS BeO-mHTepdelrca Ilosp30BaTENA.

[Io ymojsyiuaHmio — Frontend

I1a mnepes3anycka 1IS MNOJIHOCTBIO BBIIOJHUTE KOMaHIY :

H H FH H H H H FH FHF HF

iisreset

# HasHaueHMe HOBOTO cepTudMKaTa IOBEPEHHOM CTOPOHH Ha leHTpe MmeHTmbduraumm

Set-DssRelyingPartyTrust -Id <frontend ID> -MetadataUri
https://<hostname>/<AppName>/FederationMetadata/2007-
06/FederationMetadata.xml

# B OpuMepe BBIIE :

# <hostname> - umMa xXocTa, Ha KOTOPOM Pa3BEPHYT BSKI3EMILJIAP

# Beb-unrepderica Ilojb30BaTENS.

# <AppName> - mMa BebO-npuiioxeHms BebO-uHTepderica Illomb30BaTesd. [I0 yMOJUYAHUD —
SignServer

# <frontend ID> - mmeHTHIUKATOP INOBEPEHHON CTOPOHE. 3HaUeHME NapaMeTpa MOXHO
# IIOCMOTPETL B BHBOIEe koMaHAjerTa Get-DssRelyingPartyTrust
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# IOCTYynHOCTbL MeTaIaHHEX Beb-mHTepderica I[Iob30BaTeNs MOXHO MNPOBEPUTH UYepes
Opayzep
# oBpaTMBUMCEL O ampecy:

# https://<hostname>/<AppName>/FederationMetadata/2007-
06/FederationMetadata.xml

6.4.4. NpuMep Ha3Ha4YeHUA M CMeHbl cepTudukaTa
CepBuca Ayaurta

Ha3sHaueHne n/nnmn cmeHa cepBucHoro ceptndmkata CepBuca Ayamta nNponcxoauT B
ABa 3Tana:

> Has3HaueHue n/unu cmeHa cepBucHoro ceptudmkaTta Cepsuca Ayauta.
> HasHauyeHue wu/vnn cMmeHa cepTudukata [OOBEPEHHOM CTOpOHbl Ha LleHTpe
NaeHTudmnkaumm.

Huxe npuBoantcs npumep Powershell-cueHapus, AOEMOHCTPUPYOWMIA  CMEHY
ceptndukaTta Cepsuca AyaguTa.

MpumMep.
# HasHaueHVe CEepBUCHOTO cepTubmuxarTa CepBuca AyIuTa

Set-DSSAnalyticsServiceProperties -ServiceCertificateThumbprint <thumbprint>

# (!) TpuMmeuaHue

# Myny npuinoxeHu CepBuca AyouTa HeOOXOIOMMO BHIATH

# mpaBa Ha IOOCTYI K 3aKPHTOMY HOBOI'O CEPBUCHOTO cepTubmxaTa

# (!) TpuMmeuaHue

# Ilepen BHIIOJIHEHMEM CJIeNyllell KOMaHIE HEOOXOIMMO IIepe3alyCTUTh

# CepBuC AyIuTa IOJjig TOT'O UTOOH M3MEHEHMS BCTYNMIIM B CUIY

# Ioia mepesanycka TOJBKO IIyJia HpuiioxeHur CepBuca AyIOMTa BHIIOJHUTE KOMAHIY :
# Restart-WebAppPool CryptoProDSS-1-<AppName>

# <AppName> - uMma BeO-npuioxenmsa CepBuca AymuTa. [0 yMOJUYAHUIO —

AnalyticsService
# g mepesanycka [IS MOJHOCTBHI BHIIOJHUTE KOMAHIY :
# iisreset

# HaszHaueHMe HOBOTO CepTHOMKATa IOBEPEHHOM CTOPOHH Ha lleHTpe MmeHTubmKaLMM

Set-DssRelyingPartyTrust -Id <AnalyticsService> -MetadataUri
http://<hostname>/<AppName>/FederationMetadata/2007-06/FederationMetadata.xml

# B HIpuMepe BHIIE:
# <hostname> - mMa xocTa, Ha KOTOPOM Pa3BEPHYT sk3eMmniusap CepBuca Aynura.

# <AppName> - mMa BebO-npuiioxehnms CepBuca AymuTa. [0 YyMOJUYAHUIO —
AnalyticsService

# <AnalyticsService> — uMOeHTUOMKATOP INOBEPEHHOM CTOPOHHEI. 3HAUEHME HapaMeTpa
MOXHO

# IIOCMOTPETL B BHBOIe KkoMaHIjiera Get-DssRelyingPartyTrust
# IoCTynmHOCTH MeTamaHHHX CepBuca AyIMTa MOXHO NPOBEPUTH uepes Opay3ep
# obpaTuBUMCH IO aIpPecy:

# http://<hostname>/<AppName>/FederationMetadata/2007-
06/FederationMetadata.xml
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7. AnarHocTuka

7.1. YcTpaHeHMe HenoJslagokK

B cnyuyae HeBepHOM HacTpomkmn koMnoHeHToB Kpuntolpo DSS, ero Be6-cepBuchbl MOryT
6bITb HEAOCTYNHbI. N8 nepBoHavasbHOro onpeaeneHunsa cnyxbbl, KoTtopas 6bina HacTpoeHa
HenpaBWbHO, MOXHO MPoOBEpPUTbL ee paboTocrnocobHoCTb NyTeM obpauweHuns kK ee 6a3oBon
CTpaHuLue 3anycka. ba3oBble CTpaHuMLbl 3anycka nepeyncieHsl B Tabaunua 215.

LleHTp
NaoeHTudmkaumm

Tabnuua 215. bazosbie cTpaHnubl 3anycka WCF-cnyx6 Kpuntolpo DSS

m Cny»xb6a CTpaHuua 3anycka

Cnyxba
BblMycKa
MapKepoB
6e3onacHocCTH

http://<host_name>/STS/active.svc

Cnyxb6a
ynpas/ieHuns
MNonb3oBaTensaMm

http://<host_name>/STS/usermanagement.svc

Cepsuc
Moanucu

Cnyxb6a
CepBuca
Moanncu

http://<host_name>//signserver/signservice.svc

CepBuc Ayguta

Cnyxb6a
06paboTkn
cobbiTMin ayguTa

http://<host_name>/AnalyticsService/analyticsservi
ce.svc

Cnyx6a 3anucu
cobbITMin ayamTa

http://<host_name>/AnalyticsService/AuditWriter.s
vC

myDSS

Cnyxb6a

CepBuca http://<host_name>//MyDssServerlInternal/service.
B3aMMOAENCTBUA SVC

c umn

Cnyx6bl http://<host_name>//MyDssServerExternal/Interac
Cepsuca tionPushService.svc

B3anMoAencTBums

C MOBUABHBIM http://<host_name>//MyDssServerExternal/Interac
NpUOXKeHNeM tionService.svc

B cnyyae npaBuabHOM HAaCTPOMKKM KOMMOHEHTa cnyxba ycnewHo 3anycTuTcs, n byaert
BblBEAEHA CTpaHuua NpuUMepHO cneaytouwlero cogepxanus (cMm. Puc. 50):

SignService Cnyxba

CayxSa coanana

HKTAN.00096-02 92 02 KpunTtollpo DSS. PykoBoactso AGMUHUCTpaATOpa

Puc. 50 — CrpaHunua ycnewHoro 3anycka WCF-cnyx6bl

CtpaHuua 267 us 273



Ecnu cTpaHnua ycnewHoro 3anycka cnyxbbl He nosiBnsieTcs, Heobxoammo ob6paTnTbcs
K XypHanam Windows, rae pernctpmpyroTcs owunbku 3anycka ciyXxb u apyrme CUCTEMHbIe
cobbiTua (cm. pasgen 7.2).

7.2. XXypHanbl Windows

OcHoBHbIM cpencteoM paunarHoctuku C3IMN «Kpuntollpo DSS» aBNATCSA XypHanbl
Windows. Tlpun co3pgaHuM 3Kk3eMnaspa  Kaxaoro komroHeHTa C3OIM «Kpuntollpo DSS»
perucTpmpytoTcs Aea xypHana: Admin n Operational (Puc. 51). XXypHan Admin npegHa3sHa4eH
ans AammnHunctpatopos C3OIM «Kpuntollpo DSS». XypHan Operational npegHasHadeH ans
cbopa XypHanMpoBaHMA NpPU AMArHOCTUKE M MCMPABSIEHUN CIIOXHbIX OWMOOK. OWwnbkn Ha
paHHUX cTagmsax 3anycka C3MN «Kpuntolpo DSS» ™MoryT 6bITb 3anmcaHbl B XypHan
MpunoxeHunn (Applications). WNcTodHMkoM cobbiTuiA B AaHHOM cnydyae O6yayT SABNSTbCSA:
System.ServiceModel 4.0.0.0, ASP.NET 4.0.

& Koncons1 - [Kopers koHconu\INpocMoTp cobuimuii (MlokansHeiA)\KypHans! MpUACKEHNA 1 CYX... I;Ii-

E Qaiin  Jdeficteme  Bwg  WsBpannoe Oxkno  Cnpaeka !En
= 2= @B[=
b [ Hacrpansaembie npeactaenenna ~ Ypoeere Jlata v Bpema Werounnk Kog ¢ ~ | | Bedcreuns
b Lms Kyprans Windows (i) Ceeacrun 10.03.2017 12:06:49 Frontend Admin ~ ~
4 [ Kypranst npunoxernii n cryxg (i) Ceenenma 10.03.2017 12:06:49 Frontend .
A CryptoPro Py = On.
- DSS (i) Ceegernn 10.03.2017 12:06:49 Frontend
4L Analvii '::i::'CEEﬂ,EHInH 10.03.2017 12:06:49 Frontend F Co.
4 L Analytics (i) Ceeaetun 10.03.2017 9:48:35 Frontend v W...
=] Admin < [T >
'—l Operational Ou... =
4 1 Frontend - Cobeirre 10002, Frontend x 7 ou.
| Admin T'—‘
- e | MNogpoBHocTh CBuu
_| Operational e D ’
= el
4 || |dentityService or..
. A Waentndukatop skzemnnapa: 1/Frontend.
’o—l Admin Ernntand annlicafinn AEonntand ctadkard nn cita 1 % Ha...
=] Operaticnal =
a [ SignServer Wma syprana:  CryptoPro-DS5-Frontend/Admin H Co..
=] Admin Werounme Frontend DOata: 1 Mp...
& Operational Koa 10002 Kareropua zagaun: F Bug ¥
& Internet Explorer
p [ Microsoft Yposens: CeegeHna Knroueewie cnosa: S .. Ho...
=] ThinPrint Diaanostics e < m > @] O6..
< m ¥ N

Puc. 51 — XKypHansl C3I

7.3. XXypHanupoBaHue

CaN «Kpuntollpo DSS» mno3songer BeCTU >XypHasiupoBaHWE U MNPOTOKONMPOBaHMUE
coobueHni, KoTopbiMn 0bMeHmBatoTCa Beb-kneHT n Beb-cnyxbol CIIN «KpunTtollpo DSS».

XypHanupoBaHue UCMosib3yeTcsa Ans BbiBoAa MHGPOPMaLMK O MOTOKE BbINOSHEHUS U
OTAENbHbIX OEACTBUIA PasfIMUHbIX KOMMOHEHTOB pacnpeAesieHHOro NpUIoXeHUs. MexaHusM
MPOTOKO/IMPOBAHMSA COOOLLEHUA, B CBOKWO O4Yepenb, MNpeAHasHadeH Ansa COXpPaHeHUs
coaepXnmMoro cooblermnii, KOTopbiMu 06MeHMBatOTCA Be6-KAMEHT 1 Beb-cnyxba.

B CoOIN «Kpuntollpo DSS» BO3MOXHOCTU >KYpHa/MpoBaHUA NpefoCcTaBnalTCS
TexHonornen Windows Communication Foundation (WCF). OCHOBHbIMM WCTOYHMKaMU

XXYpPHannpoBaHus WCF ABNSAKOTCSA System.ServiceModel 7
System.ServiceModel.MessagelLogging. NCTOYHKNK XYpPHannpoBaHus
System.ServiceModel — Haubonee o06WKMIA  UCTOYHUK  XypHanupoBaHus  WCF,

3anMcbiBaloLWMn OCHOBHbIe 3Tanbl npunoxeHns no Bcemy cTteky cBasn WCF: oT Bxoda W
BbIX04a W3 TpaHcnopTa A0 BX0Aa W BbIXo4a W3 M0/b30BaTesbCKOro koaa. WCTOYHUK
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XypHanupoBaHua System.ServiceModel.Messagelogging 3anucbiBaeT Bce coobuieHus,
NpoxXoAsiline Yepes CUCTEMY.

C3MN «Kpuntolpo DSS» no3BonsieT HaCTPOUTb XYpPHaMpOBaHME N3 BbllleyKa3aHHbIX
WCTOYHMKOB OTAENIbHO ANS KaXA0ro M3 CBOMX KOMMOHEHTOB. [na KaXXAoro U3 UCTOYHMKOB
XXYPHaNMpOBaHUS MOXHO HacTPOUTb YPOBEHb XXYPHaJNMPOBaHUA U MyTb K (hainy, B KOTOPbIN
6yneTr 3anucbiBaTbCa XypHanupoBaHue. ®annbl XypHaiIMpOBaHMUS WMEKT paclimpeHune
«.svclog», n ansa npocMoTpa Takux (ansoB mcnonblyetcs nporpamma SvcTraceViewer.exe
(anctpubyTtme nocraensercsa B coctaBe Windows SDK Ha odumunanbHom cante Microsoft).

HacTpoika XXypHanMpoBaHUS OCYLLECTBNSAETCSA C NMOMOLLbIO KOMaHANETOB, BXOASLNX B
cocTas MoAaynen CryptoPro.DSS.PowerShell.SignServer,
CryptoPro.DSS.PowerShell.Frontend.dll n CryptoPro.DSS.PowerShell.STS, B
3aBMCUMMOCTM OT KOMMOHEHTa [ANs KOTOPOro BbIMOJSIHAETCS HacTpokka. Bce Tpu moayns
coaep)aT OA4HOTUMHbIM Habop KOMaHA AN HAaCTPOWMKM XypHanmpoBaHus. CrMCOK KOMaHpg
npuBenéH B Tabnnua 216.

Ons KaXxaoro M3 WCTOYHMKOB XYPHaNMpoBaHUsS onpefeneH Habop HacTpavMBaeMbIX
napameTpoB:

> rnobanbHaa HacTpolKa ANS BKIKOYEHUS/OTKIIOUYEHUS XKXYPHaNMpoBaHus (C MOMOLLbIO
komaHanetos Enable/Disable-DssXXXTracing);

> YPOBEHb XYpPHanuMpoBaHus, NMyTb K dainy XypHannpoBaHUs, MaKCUManbHbIA pa3Mmep
oAHoro danna TpacMpoBKM W HANCTpPOMKaA UUKAWYECKOM nepe3anucu danna
XXypHanupoBaHus (C nomMolblo KoMaHanetoB Set-DssXXXTracing).

3pecb XXX — nMs KOMMOHEHTa 4719 KOTOPOro HacTanBaeTcs onoBeueHune: SignServer,
FE (Frontend), CMIS, AnalyticsService, UMS (User Management Service) nnun STS.

Tabnuua 216. CNnUCOK KOMaHA AN HAaCTPOMKM XYpPHANMpOBaHUS

Get-DssSignServerTracing
Get-DssStsTracing
Get-DssFeTracing
Get-DssUmsTracing
Get-DssAnalyticsServiceTracing
Get-DssCmisTracing
Set-DssSignServerTracing
Set-DssStsTracing
Set-DssFeTracing
Set-DssUmsTracing
Set-DssAnalyticsServiceTracing
Set-DssCmisTracing
Enable-DssSignServerTracing
Enable-DssStsTracing
Enable-DssFeTracing
Enable-DssUmsTracing
Enable-DssAnalyticsServiceTracing
Enable-DssCmisTracing
Disable-DssSignServerTracing
Disable-DssStsTracing
Disable-DssFeTracing
Disable-DssUmsTracing
Disable-DssAnalyticsServiceTracing
Disable-DssCmisTracing

BbiBECTM CNMCOK HacTpaMBaeMbIX NMapaMeTposB.

N3MEHUTb HAaCTPOMKN XYpPHaNINPOBaHUS.

BkNounTb XypHanupoBaHue.

OTKOUYNTL XYPHaNMpoOBaHMe.
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7.3.1. Komananet Set-DssSignServerTracing

KomaHaonetr  Set-DssSignServerTracing no3BosiseT  YCTAaHOBUTb  3Ha4YeHus
rnapamMeTpoB XypHanuposaHusa Cepsuca lloanucu.

CuHTakcumc:
Set-DssSignServerTracing [-ServiceModellListenerLogFile <string>]

[-ServiceModellListenerSourcelevel <Sourcelevels> {Off | Critical | Error |
Warning | Information | Verbose | ActivityTracing | All}]

[-ServiceModellListenerMaxLogFileSize <int>]
[-ServiceModellistenerCircularFilesCount <int>]
[-ServiceModelMessageloggingListenerLogFile <string>]

[-ServiceModelMessageloggingListenerSourcelevel <Sourcelevels> {Off |
Critical | Error | Warning | Information | Verbose | ActivityTracing | All}]

[-ServiceModelMessagelLoggingListenerMaxLogFileSize <int>]
[-ServiceModelMessagelLogginglListenerCircularFilesCount <int>]

[-DisplayName <string>]
Tabnuua 217. NapameTpbl koMaHaneTa Set-DssSignServerTracing

MapameTp Tvn OnucaHue

OTobpaxkaemoe nms ak3emnnsapa
koMnoHeHTa Cepsuc lNognucu.
DisplayName string Ecnn 3HaueHune He ykasaHo, byaeT
MCNOSIb30BaH 3K3eMnnsap,
Ha3Ha4YeHHbIA N0 YMOSYaHUIO.

MyTb K daniny XXypHarinpoBaHuUsa U3
UCTOYHMKa ServiceModel.

ServiceModelListenerLogFile string

YpoBeHb XXypHarinpoBaHusa U3
UcTouHMKa ServiceModel.

MakcmManbHbIM pa3mep daiina
XKYPHAINPOBaHUSA U3 UCTOYHMKA

ServiceModelListenerMaxLogFileSiz int ServiceModel (B 6anTax).

e Pasmep daiina xypHannpoBaHus
MOXET MPUHMMaTb 3HAYEHUE OT
~5Mb o ~50Mb.

MakcuMasibHoe KOJTMYECTBO
co3naBaeMmbix dalinos
XXYPHanNMpoBaHMsS OT UCTOYHUKA
int ServiceModel. Ecnu 3Ha4eHune
BbiCTaBneHo B 0, TO KOIMYECTBO
co3paBaembix annos
XYPHaNMpoBaHMS He OrpaHUYEHO.
MNyTb K danny xxypHanmpoBaHus 13
string MCTOYHMKA
ServiceModelMessagelLogging.
YpoBeHb XypHannpoBaHus 13

Sourcelevels UCTOYHUKA
ServiceModelMessagelogging.
MakcmManbHbI pasmep daiina
XKYPHaNMpPOBaHUSA U3 UCTOYHMKA
ServiceModelMessagelLogging (B

int 6anTax). Paamep darina
XXYPHaNMpoBaHUs MoXeT
NMPMHMMaTb 3Ha4YeHne ot ~5Mb ao
~50Mb.

ServiceModelListenerSourcelLevel Sourcelevels

ServiceModelListenerCircularFilesCo
unt

ServiceModelMessageloggingListen
erLogFile

ServiceModelMessageloggingListen
erSourcelLevel

ServiceModelMessageloggingListen
erMaxLogFileSize
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MapameTp Tun OnucaHue

MakcmManbHoe KosIM4ecTBo
co3paBaeMbix dalinos
XKYPHaAMpoBaHUSA OT NCTOYHMKA

int ServiceModelMessagelogging. Ecnu
3Ha4eHue BbicTaBsieHo B 0, TO
KOJINYEeCTBO co3aaBaeMblx danios
XKYPHaAMpPOBaHUA HE OrpaHM4yeHo.

Sourcelevels — nepeuncneHmne ypoBHel XypHaamMpoBaHus, NpuHMUMaroLwee 3HaueHus
All, Off, Critical, Error, Warning, Information, Verbose, ActivityTracing. bonee
noapobHy MHpOopMaLKNO O AAHHOM MePEeYnUCIEHNM MOXHO Y3HaTb Ha cante MSDN.

ServiceModelMessageloggingListen
erCircularFilesCount

MapameTpbl ServiceModelListenerCircularFilesCount n
ServiceModelMessagelLoggingListenerCircularFilesCount onpeaensitoT  kKonn4yecTso
cospaBaeMblix annoB >XypHanupoBaHus. 3HadeHue «0» paaHHbIX MNapaMeTpoB O3HavaeTr
OTCYTCTBME OrpaHM4YeHUss Ha KOJINYECTBO CO34aBaeMblX ¢alfioB >XypHanupoBaHus. [lo
OOCTMXEHUIO MaKCMUMasnbHOro pa3mMepa danna (onpepensertcs napaMeTpamm
ServiceModelMessagelLoggingListenerMaxLogFileSize n
ServiceModelListenerMaxLogFileSize) 6yner co3naH HOBbIA (ann, B KOTOpPbIN B
JanbHenweMm  6yaeT  NpoAo/KaTbCA  3anUCb  XYpPHanuMpoBaHus. [pyn  JOCTUXEHMM
MaKCMMasnbHOro Konu4yectesa ainoB XXypHalAMpOBaHUSA 3anmMcb BHOBb HA4YHETCS C MepBOro
danna.

K MOMEHTY BK/IIOMEHUS XYPHaNMpOBaHUA KaTanor Ans 3anucu gannos
KYPHaNMpoBaHMUS [O/KEH CylwecTBoBaTb. B MNpoTMBHOM cnyyae npwu
3anycke Cepsuca lMpoeepku MNognncy NponsonaeT KpuTnyeckas owmnbka.

YuétHon 3anucu CepBuca lMposepku Moanucu TpebyeTcsa BbiaaTb NpaBa
Ha 3anucb B YKa3aHHbIN KaTasnor.

KomMmaHanetsbl Set-DssFETracing, Set-DssAnalyticsServiceTracing, Set-
DssCmisTracing, Set-DssUMSTracing n Set-DssStsTracing pa6botatoT aHanorm4Ho.

7.3.2. KomaHanet Get-DssSignServerTracing

Komananet Get-DssSignServerTracing No3BOJSISET BbIBECTM Ha 3KpaH 3Ha4YeHus
napamMeTpoB XXypHanupoBaHusa Cepsuca MNognucu.

CuHTakcumc:
Get-DssSignServerTracing [-DisplayName <string>]

KoMaHaneTbl Get-DssFETracing, Get-DssAnalyticsServiceTracing, Get-
DssCmisTracing, Get-DssUMSTracing n Get-DssStsTracing pa6oTtaloT aHanorn4yHo.

7.3.3. KomaHnanet Enable-DssSignServerTracing

Komangnetr Enable-DssSignServerTracing BkAwo4aeT XxypHanupoBaHue Cepsuca
Moanuncwu.

CuHTakKcuc:
Enable-DssSignServerTracing [-DisplayName <string>]

KomaHaneTtbl Enable-DssFETracing, Enable-DssAnalyticsServiceTracing,
Enable-DssCmisTracing, Enable-DssUMSTracing 1 Enable-DssStsTracing pa6oTtatoT
aHanorn4yHo.
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7.3.4. Komanpanet Disable-DssSignServerTracing

KomaHanetr Enable-DssSignServerTracing oTknto4daeT XypHanuposaHue Cepsuca
Moanucw.

CuHTakcumc:
Disable-DssSignServerTracing [-DisplayName <string>]

KomaHaneTsl Disable-DssFETracing, Disable-DssAnalyticsServiceTracing,
Disable-DssCmisTracing, Disable-DssUMSTracing n Disable-DssStsTracing pa6oTtator
aHasorM4yHo.

7.3.5. Mpumep PowerShell-cueHapua Ana HacTponku
XypHanupoBaHua Cepsuca lNMNoanucm

JdaHHbIn cueHapuin 3a4aéT HeobXoAMMYK HaCTPOMKY >XXYpPHAnMpOBaHUS KOMIMOHEHTA
Cepsuc NMoanucu. [Ons Beb6b-uHtepderica [lMonb3osatens, CepsBuca Ayauta, Cepsuca
ynpasneHus [lonb3oBatensmu u LleHTpa WaeHTudukaumm HacTpolKa >XypHannpoBaHus
BbIMOJIHAETCS aHaNOrM4YHo.

# HacTpolika IapaMeTpOB XYPHAJMPOBAHUS

Set-DssSignServerTracing

-ServiceModelListenerLogFile "C:\DssLogs\ss_ trace.svclog"
-ServiceModellistenerSourcelLevel All
-ServiceModellistenerMaxLogFileSize 10000000
-ServiceModelMessagelogginglListenerLogFile "C:\DssLogs\ss msg.svclog"
-ServiceModelMessagelLoggingListenerSourcelevel All
-ServiceModelMessagelogginglListenerMaxLogFileSize 10000000
-ServiceModellistenerCircularFilesCount 10
-ServiceModelMessageloggingListenerCircularFilesCount 10

# BKJIOUEHME XYPHAJIMPOBAHUS
Enable-DssSignServerTracing

HKTAN.00096-02 92 02 KpunTtollpo DSS. PykoBoactso AGMUHUCTpaATOpa CtpaHuua 272 n3 273



CBEAEHUA O PASPABOTHYUKE

KomnaHua Kpuntollpo co3gaHa B 2000 roay m B HacTosilee BpeMs 3aHUMMaET
avaupylowee roJsioXKeHMe Mo pacrnpoCcTPaHEeHUID CpeacTB Kpuntorpaduyeckon 3aluThbl
MHpOpMaUNM N 3NEKTPOHHOM UMb pPOoBOM Moanucu.

OCHOBHOE HanpaBieHue AesTeNnbHOCTM  KOMMaHuu -  pas3paboTka CcpeacTs
Kpuntorpadguyeckon 3awntbl MHDOpMaunm n passutne MHdpacTpyktypbl OTKpbITbIX Kritouen
(Public Key Infrastructure) Ha ocCHOBE WMCMNOSIb30BaHUSA MeXAYHapOAHbIX peKoMeHAaUWn u
POCCUNCKNX KpUNTorpadniyecknx anropntMos.

KomnaHusa paspaboTana nonHbIi CNEKTP NPOrpaMMHbIX M annapaTHbIX NPOAYKTOB AN
obecrneyeHms LeNoCTHOCTM, aBTOPCTBA U KOHPUAEHUNANbHOCTN nHdopMaunm C NpUMEHEHNEM
3N u wndpoBaHus Ans UCNosb30BaHMA B pa3andHbix cpeagax (Windows, Unix, Java). Hosoe
HanpasneHune NpoOAYKTOB KOMMNaHuu - nporpaMmMHo-annapaTHble cpeacTtea
Kpuntorpadguyeckon 3awuntbl MHHOPMaAUMM U UCMONb30BaHMEM cMapT-kapT u USB knwouen,
MO3BOJIAOLWMX CYLLECTBEHHO NOBbICUTb 6€30NaCcHOCTb CUCTEM, MCMOoNb3ytowmx M.

KomnaHnua Kpuntollpo saBngetca pa3paboTymMkoM 1 NOCTaBLLMKOM CPeACTB NPpUMEHEHUS
3l B aBTOMaTU3NpPOBaAHHbIX NHHOPMALMOHHBLIX cMcTeMax. Kpome 3TOro, KOMNaHuUs okKasbiBaeT
KOHCY/bTauUMOHHbIE yCnyrn no obecnevyeHuto AedATeNbHOCTU YAOCTOBEPSIOWMX LEHTPOB U
npuMmeHeHnio 3l B aBTOMaTU3UPOBAHHbLIX WHMOPMALMOHHBLIX CUCTEMaxX NpeanpuUsaTUin
pasnyHbiX GopM CO6CTBEHHOCTMW.

YpocTtosepsawowmn  LeHTp kKoMmnaHuum Kpuntollpo npeaocTtaBnseTr opraHusaumsam
(ropuaAnyeckMM nuuam) ycrayrm no U3roTOBJSIEHUIO W YNpPaB/iEHUI0 OTKPbITbIMM U 3aKPbITbIMU
knwodamm [onb3oBaTteneinr WHQPOPMAUMOHHBIX CUCTEM, BK/OYas npoueaypy nogavm u
06paboTkn 3anpocoB Ha cepTudukaTbl, BepudMKauuo 3anpocoB Ha cepTudukaThl,
dopMupoBaHua cepTudUKATOB, UX MNOJYYEHUS, MWCMNOAb30BaHUA W OT3bIBa. Takxe
YAOCTOBEPSAWNM LEHTPOM MPeAoCTaBAATCS WHblE CEPBUCHbIE (YHKLWU, CBS3aHHblE C
MCNONb30BaHNEM 3NEKTPOHHbIX noanucen, wudpoBaHmeM, obecneyeHMeM 31EeKTPOHHOro
OpUaAnNYEeCcKn-3HauYMMoro gokymeHToobopoTa.

KOHTaKTbI:

000 «KPUMTO-TMPO»

127018, Mocksa, yn. Cywésckun Ban, 18
TenedoH: (495) 995 4820

dakc: (495) 995 4820

URL: http://www.CryptoPro.ru

E-mail: info@CryptoPro.ru
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