IIporpaMMHBIA KOMILIEKC
«Kpunrollpo Kirou»

TexHUYeCKOoe ONUCAHNE PCHICHUA



1 BBenenue

B ycnoBusix crpeMutensHON HU(GPOBU3AIMK OOIIECTBA U MOCTOSHHOTO POCTa KOJMYECTBA
YCIyT, MPEJOCTaBISEMBIX B AJIEKTPOHHOM BHJE, 3JEKTPOHHAs IMOANUCH CTAHOBUTCS Bce Oolee
nomyiasipHoi.  KpymHele  opraHuzanMy M NPEANPUATHS, CTPEeMALIMECS  IPEJOCTaBIATh
JUCTAHIMOHHBIE CEPBUCHl M OKa3blBaThb LU(PPOBBIE YCIYrd, HYXIAOTCI B HaJEeKHOU
UHPPACTPYKTYPE MEKTPOHHON MOANUCH, KOTOPasi JOJDKHA OTBEYATH CIEAYIOIMIMM TPEOOBAHUSM

—  o0ecneuuTh IOPUANYECKH 3HAYMMBII 3JIEKTPOHHBIN JTOKYyMEHTO000POT;

—  HCHOJb30BAaTh OTEYECTBEHHBbIE KpUITOrpauyeckue aJropuTMbl s 3aIIUTHI

uHpopmanuu;
—  (YHKIMOHUPOBATH B UMIIOPTO3aMEIIEHHOM OKPY>KEHUU;
—  o0ecrneunTh SHTPATN30BAHHOE YIIPABJICHHUE KITFOYaMH B CePTH(PHUKATAMU,
—  IPEeIOCTaBIATh pPa3IUYHbIE CIOCOOBI XPaHEHUs M INPUMEHEHUS I10JIb30BaTEIbCKUX
KIIFOY€EH;

—  mojjaepXkaTb BO3MOXHOCTb pPa0OThl HA MOOMJIBHBIX YCTPONCTBAX;

—  NOPeJoCTaBiIATh TMOKUN M MPOCTOM MHTEpdENc Ui HHTErpaluy B pa3IuyHble Ou3Hec-
IIPOLIECCHI;

—  COOTBETCTBOBATh TPEOOBAHUSAM PETyIHUPYIOLINX OPTaHOB.

Jlnst pemenus 9TUX 3a]1a4 IpeyIaraeTcs Co3Aarb CUCTEMY JIEKTPOHHOM MOJIIKACH Ha OCHOBE
npoaykToB kommnanuu Kpunrollpo, riaBHeIM KOMIIOHEHTOM KOTOpOM siBisiercsa lIporpammHbIi
xommuieke (manee — ITK) «Kpunrollpo Kirou», KOTOpBIH YCHEIIHO Mpomien cepTuhHKAIHOHHbIC
UCTIBITaHUA U Tostydn ceptudukat coorsercteus @Ch Poccun.

B nanHom noxymente npezncraBieHo TexHudeckoe omnucanue IIK «Kpunrollpo Kirow», a
TaK)K€ OMUCAaHbl €r0 0COOEHHOCTH U MOXO0/bI, TO3BOJIAIOIINE OPTaHN30BaTh 3(PPEKTUBHYIO CUCTEMY
AJIEKTPOHHOM NOJIHUCH C UCIIOJIB30BAHUEM APYTUX NMPOJAYKTOB KOMIIAHUH.

JIOKyMEHT INpeaHa3HaueH g PYKOBOAMTENEH M TexHuyeckux crnenuanucros UT u Ub

MOApa3IeNIeHU, CTPEMSIIINXCS K IIOCTPOCHUIO HA/ICKHON HHMPACTPYKTYPBI AJIEKTPOHHON TTOIITHCH.



2 Haznauenue u nesm ucnosb3oBanus Kpunrollpo Kirou

IIK «Kpunrollpo Knrou» npennasnaden uis:

—  obecrieueHHsT BO3MOXKHOCTH JIOKQJIBHOTO, MOOWJIBHOTO W (HJIM) paclpeaeieHHOro
3aIMIIEHHOI0 XpPaHEHUs U UCNOJb30BaHus Kitroueil noanucu [lone3oBarenei, Bkitodas
nojnucanue u mudpopanue/pacinpoBaHue MMEKTPOHHBIX TOKYMEHTOB;

—  YJAJICHHOU MPOBEPKH ICKTPOHHOM nmoanucy (manee — OI1) paznuanbix GopMaros;

—  HMHTETpaluy ¢ KOPIOPATUBHBEIMU HH(POPMAIIMOHHBIMUA CUCTEMAMH.

Hensmu ucnons3oBanus 1K «Kpunrollpo Kirou» sBisitoTcs:

—  obecrnieueHue OPHUAWYECKON 3HAYUMOCTH S3JEKTPOHHOTO JIOKYMEHTOOOOpOTa, B TOM
YHUCJIe LEJIOCTHOCTH W AYTEHTUYHOCTH (MOAJMHHOCTH M 3alIUTHl OT MOJJEJIKH)
AJIEKTPOHHBIX JOKYMEHTOB 32 CUET MCIOIb30BaHUS AIEKTPOHHOMN MTOANNUCH JOKYMEHTOB,;

— obecneyeHne KOH(l)I/I,Z[eHLII/IaJ'ILHOCTI/I 9JICKTPOHHBIX JOKYMCHTOB.



3 OcnoBHbIe BO3MOoxkHOCTH KpunrTollpo Kiarou

Cnucok ocHOBHBIX Bo3MoxkHOcTel Kpunrollpo Kitou:
—  Co3panue, 3alIMIIEHHOE XpaHEHHE U UcIoib3oBaHue Kitouen [lompzoBareneit DIl B

PA3THYHBIX PEKUMAX

" B MOOWIBHOM IPUJIOKEHNH,

" B pacmpene’IeHHOM Bue (B MOOMIBHOM MPHIIOKESHUU C JONOJTHUTEIBHOM 3aIUTOM
HI0JIb30BATEIbCKUX KIFOUEH C IIOMOIIBIO0 CEPBEPHOTIO KOMITOHEHTA);

"  Ha OTYYXZacMoM (CbEMHOM) KIIFOYEBOM HOCHTENe (TOKEHE) COBMECTHO C
MOOWJIBHBIMUA YCTPOICTBAMH M aBTOMATU3MPOBAHHBIMU pabounmu Mectamu (nanee — APM)
[Tonb3oBareneil.

—  YmpaBieHue ydeTHbIMH 3anucsimu [lonb3oBareneil ¢ BO3MOXHOCTBIO pa3fefieHus] Ha

TPYIIBI C pa3IMYHBIMU HACTPOMKAMH U MOJIUTUKAMHU.

— Breimonnenne kpuntorpad@uUyecKux oOmepanuid ¢ MPUMEHEHHEM OTE€YECTBEHHBIX

AITOPUTMOB:

» ayrentudukanus [lons3oBareneii u Oneparopos,;

*  re”epauus kmoued OlI, kmrouelt mpoBepku DI, 3aKpBITBIX U OTKPBITBIX KIHOUYEH
mudpoBanus;

*  ¢opMupoBaHUE 3aMPOCOB HA CEPTUPHUKATHI;

*  cosmanme ¥ poBepka D12

*  mmppoBaHue U pacmHppoBanHue”,

—  Tloanepixka pa3snudHEIX HOPMATOB MOMHCH?

= HeoOpaborannas moamuck mo 'OCT P 34.10-2012;

*  noxamuck B popmare CMS (CAJES-BES);

»  ycosepmenctBoBanHas D1 (CAJES-T, CAdES-X Long Type 1);

*  qpoamuck XML-nokymentoB (XMLDSIQ);

»  ycosepmenctsoBannas DI (XadES-BES, XadES-T);

! Tonpo6uee o pexumax xpanenus kmoueil B «KTAN.00118-01 96 01 Kpunrollpo Kimou. O6uiee onucanue» (Paszen 6).
LlenTpani3oBaHHEI pEXUM XpaHEHHs Kitodeld moxamucu ¢ ucnoib3oBanneM [TAKM «Kpumrtollpo HSM» peamusoran B ITTAK

«Kpwunrollpo DSS»

2 ®ynxuusa «aposepka DII» HOCTYNHA TONBKO NMPM YCIOBMM HACTPOEHHOTO B3aMMOJEHCTBHA CO CIyxkO00il MpoBepKH
cepTudukaToB 1 dnekTporHoi nmoamucu Kpunrollpo SVS (Moxker ncnosp30BaThest OMIMOHANBHO, BXOAUT B cocTaB [TAK «Ciy:x0br
YLI» Bepcuu 2.0)

3 Jlanublit QyHKIMOHAI HENOCTYIIEH IPH PACIIPEAEIEHHOM PEKHUME.

4 TonpoGuee o tunax D11 u popmarax nokymenrax B «KTSIM.00118-01 96 01 Kpunrollpo Kmou. Obuiee omucanuex»
(Pazpmen 11) u B oHJal{H JOKYMEHTAUU


https://cryptopro.ru/sites/default/files/products/cpkey/10/622/cprokey_overview.pdf#page=49&zoom=100,109,76
https://cryptopro.ru/sites/default/files/products/cpkey/10/622/cprokey_overview.pdf#page=49&zoom=100,109,76
https://dss.cryptopro.ru/docs/articles/rest/signserver/samples.html

» moamuck PDF-moxymentoB (PAJES-B-B, PAJES-B-T, PAJES ¢ BximoucHHeM
JI0Ka3aTeNbCTB IIPOBEPKH).

—  IlakerHoe noxnucanue (HECKOJIBKMX TOKYMEHTOB 32 OJIHO MOJTBEPIKICHHE OIICPAIIHH).

— lloanucanue NOKyMEHTOB B ACHHXPOHHOM pEXHME C BO3BpalllEHUEM pe3yJibTaTa
(Callback) B BeI3BIBarOIIY O CHCTEMY T10 3aBEPLICHUU OIICPALIUH.

—  Peanmzanmst MHOXecCTBa crioco0oB ayTeHTuduKanuu [loap3oBaTeneii, B TOM 4nce:

" [0 JIOTMHY M TapoJji0 C 3alUTON KaHaja Mo ImpoTokoiy TLS C ogHOCTOpOHHEH
ayTeHTH(UKaLneH;

" @0 cepruduKaTy C 3aMUTON KaHala MO NPOTOKOIy TLS ¢ aBycropoHHEH
ayreHTH(HKanueil (Bo3M0OKHO uctonb3oBanue USB-TOKeHOB 1 cMapT-KapT);

*  ayreHTH(HKanMs moib3oBarened mo amroputMy HMAC, onmucanHeiM B
Pexomennarusax no crangaprusanuu TK 26 P-50.1.113-2016, B MOOWIBHOM TIPHIIOKEHUN HA 0a3e
Kpunmollpo Knwu SDK;

"  [OATBEpXKAEHHUE olepauuil B MOOWIBHOM MpHIOXKeHUH Ha Oaze Kpunmollpo
Knrou SDK;

"  BCIIOMOTraTesibHas ayTeHTU(UKaLuUs IpU IOMOLIM OJHOPa30oBbIX napoieit (OTP),
JocTaBIIsseMbIX B SMS-COOOIIEHUAX UM IO IEKTPOHHOM HOYTe.

—  HWuTerpanus co CTOpOHHMMH LIEHTpaMu HaeHTH(uKanuu 1o npotokory OAuth 2.0 (B

T.4. C KOPIOPATUBHBIM JoMeHOM Ha 6a3e MS AD (mocpeactsom ADFS) u OpenLDAP).

—  HWurerpanus c ygoctosepsiromuM 1entpom (fanee — Y1) na 6aze ITAK «Kpunrollpo

V1I» ans aBTOMaTU3alMU CO3aHMsI 3aIIPOCOB HA CEPTU(UKATEI.

—  Bwusyanmuzauus (koHBepTauus U 0TOOpa)keHHE) AIEKTPOHHBIX JTOKYMEHTOB (hOpMaToB,
nepeuncieHHblx B «KTAM.00118-01 96 01 Kpunrollpo Kitou. Obuiee onucanuey,

TIepe/ BHITIONHEHUEM OTepAaIli ¢ HUMH®.

—  Jlo6aBnenue B PDF-gokymeHThl BuaumMoil mnonamucu (mrammna) (oToOpakeHue

MIPOU3BOJIBHBIX N300paKeHUH, JIOTOTUIIOB U TEKCTOB Ha IITAMIIE).

—  IIpenocraBnenue Be6-unTepdeiica ms [lonp3oBareneit u Oneparopos.
—  TlpenocraBnenue mporpammuoro uarepdeiica (REST API) mis unTerparuu B OusHec-

MPOLIECCHI.

—  IpemocraBnenne SDK miist BcTpanBanus B MOOMIIbHBIC TIPUIIOKEHUSI.
—  Peanmuzamus cucremsl omomenieHuit [lonp3oBareneit 0 COOBITHSAX W ONEpAIUsAX C UX

xiroyamu Ol T:

. PUSH — yBegomienus;

5 [MompobHee 0 mopaepKuBaeMbIX (popMaTax JOKYMEHTOB i UX oToOpaxenus B «KTSIM.00118-01 96 01 Kpunrollpo

Kitou. O6uiee onucanue» (Pasgen 13)


http://tc26.ru/standard/rs/%D0%A0%2050.1.113-2016.pdf
https://cryptopro.ru/sites/default/files/products/cpkey/10/622/cprokey_overview.pdf#page=49&zoom=100,109,76

= SMS — cooO1enus;
= E-mail — coobuienus.

Benenue aynura coObITHH, CBSI3aHHBIX C jaelicTBusMu [lomb3oBareneit, OmnepatopoB u

JKCIUTyaTaluel IporpaMMHOTO KOMILIEKCA.



4 Kommnonentbl Kpunrollpo Kirou

Jlnst peanu3aly yKa3aHHOro (pyHKIMOHAIa B pasfene 3 HeoOXOIUMO CO3AaTh CUCTEMY
anektpoHHoi moxamucu (namee — COII) na 6aze IIK «Kpunrollpo Kirou». B psge cuenapues
noTpedyeTcs UCIOIb30BaTh IOMOTHUTEIbHbIE KOMIIOHEHTHI U poiyKThl Kpunrollpo.

Cocras 1K «Kpunrtollpo Kirouy:

—  Uentp Unentudukamnmu;

—  Cepsuc Iloamnucu;

—  Be06-unrepdeiic;

—  Cepsuc Aynura;

—  Cepsuc O6paboTku JloKyMeHTOB;

—  TIAKM «Kpunrollpo HSM»®.

Jnisa pactpenust yHKIIMOHAIBHBIX BO3MOXKHOCTEH U ciieHapueB pabotsl Kpuntollpo Koy
MPUMEHSIFOTCS CIIEAYIOIIUE TOTOTHUTENbHBIE KOMIIOHEHTHI:

—  Cepsuc paccouiku PUSH — yBenomnenwmii;

—  Cepsuc Kmou Lite’;

—  Cepsuc BzaumonetictBus ¢ SDK 1151 MOOHIIBHBIX TTPUITOKEHUIT 8

—  KiumeHtckue KOMIIOHEHTHI:

= CpeacrBo kpunrorpapuueckoii 3ammtel uHpopMmammu (mamee — CK3U)
Kpunrollpo CSP/JCP;

*  Kpunrollpo TSP Client (komnonent u3 cocraBa CK3U «Kpunrtollpo CSPy»,
UCTIOJIb3YEeTCsl OMIIMOHAIIBHO);

»  Kpunrollpo OCSP Client (kommonent u3 cocraBa CK3U «Kpunrollpo CSP»,
WCIIOJIB3YETCS ONMIIMOHAIIBLHO);

» Koy SDK ans BcTpanBaHus B MOOHIIBHOE TIPUIIOXKEHUE:

—  KpunrolIpo Kirou SDK;
e  MobwmisHoe npuioxenue Ha 6a3e Kpunrollpo Kimrou SDK — Kpuntollpo
Kitou.

—  KpunroKirou SDK;

e  MoGwmisHoe npuioxenne Ha 6a3ze KpuntoKmrou SDK — KpunroKimou.

6 TTAKM nipro6peTaercst OTAebHO
7 MoOeT HCTIONB30BaTLCS KaK CaMOCTOATENbHEIH MpoaykT coBMecTHo ¢ CK3U Kpunrollpo CSP wa APM Tons3oateneit

8 Ucnonssoanue Monysei ayrentudukanuu (SDK) MIEH3MpY€ETCS TONOIHUTENLHO



Jnst  pacmmpenus (QyHKIMOHAIBHBIX BO3MOXKHOCTEH ® crieHapueB paboter  COII
IPUMEHSIOTCS CIEAYIOLHE porpaMMuble poayKTsl Kpumnrollpo:

—  ITAK «KpunrolIpo V1»;

—  IAK «Kpuntollpo Ciyx061 Y1»;

—  1IK «KpunrolIpo LleHTp MOHUTOpPUHTaY.

Onucanue ocHOBHBIX KOMIIOHeHTOB IIK «Kpunrollpo Kirou»

Komnonenr  «llenmp  Hoenmugpurxayuu» npeaHa3HA4eH I PETUCTPALUU U
ayrentudukanuu OmnepatopoB u [lonbp3oBaTeneif, a Takke yHpaBieHUs HHOpMaLMei,
coeprKalleics B UX YUYETHOU 3aIUCH.

Komnonent «Cepeuc Iloonucuy npeaHa3sHaueH AJis BBIIOJHEHUS OlEepalil M0 CO3/IaHUI0
MOJINCH, a TaKKe MHU(PPOBaHUS U pacn(pOBaHUS JOKYMEHTOB, 3arpykaemMbix [loap3oBarensiMu.
«Cepeuc noonucuy UCTIONb3YETCs IPU CO3JAHUU KITFOUEH U 3apOCOB HA CEPTU(HHUKATHI.

Komnonentr «Beo-unmepgpeiic> TnpeAHa3HayeH I OpPraHU3alydd  HHTEPAKTUBHOIO
B3aumozeiicTsus [lonbp3zoBateneit u Onepatopos ¢ komnoHeHTamu [1K Kpunrollpo Kirou.

B BeG-unTepdeiice [loap3oBarento JOCTYIHBI ONEpaMK CO3AaHUS, YCOBEPIICHCTBOBAHUS U
nposepku D11, mudpoBanus u pacmnudpoBaHus JIEKTPOHHBIX JOKYMEHTOB, CO3aHUs 3alIPOCOB Ha
cepTudUKaThl U UX YCTAaHOBKA, HACTPOMKA MPOUIIS U TPOCMOTP JKypHAJIa CBOUX OIEPALIHA.

B BeG-untepdeiice OnepaTopa BOZMOXKHO YIIPABIATh YUETHBIMU JTaHHBIMU TIOJI30BATENCH,
HACTpauBaTh UM CIOCOOBI ayTEHTHU(PUKALUHU, IPOCMATPUBATH JKypHAJ ayJuTa U CO37aBaTh OTUETHI.

Hns noctyna Ilonb3oBateneit u OnepatopoB k pynkiusam [TIK Kpunrollpo Kirou moxer
UCMOJIB30BaThCsl  MHTep(deic  MpuKIagHbIX  HWHGPOpMAlMOHHBIX  cucrteM  llonb3oBaren,
MHTErpUPOBAHHKIX ¢ KomronerTamu 11K Kpunrollpo Kmou mo REST API °.

Komnonentr «Cepeuc Ayoumay» TmpeAHa3HayeH i JIOBEPEHHOTO ayauTa COOBITHH,
nocrynatonux ¢ komnoHenTos Kpunrollpo Kirou.

Kommnonentr «Cepsuc Qopadbomku Jlokymenmos» TpeAHa3HaueH miig paboThl ¢
JNEeKTpOHHBIMU JokyMeHTaMu. KommoneHnt «CepBuc OO0paboTku JIOKyMEHTOB» BBINOIHSET
npeoOpazoBaHre JOKYMEHTOB B pa3inyHble (pOpMaThl A UX OTOOpaK€HUsS B Pa3HBIX CLEHAPUSIX
pabotbl. CepBHC OCYILECTBISAET BPEMEHHOE XPaHEHHE 3JIEKTPOHHBIX JOKYMEHTOB IpPU CO3JaHHU
MOJIUCH B aCHHXPOHHOM PEXHUME.

Kowmmonent «Cepesuc Bzaumooeiicmeus ¢ SDK 0ns moounvnvix npunoscenuity (SDK API
Gateway) npeHa3HAYCH JJI OPTaHU3AIMHA B3aUMOACHCTBHS Mex Ty SDK MOOMIBHBIX TTPHIIOKEHUH

(Kirou SDK) u komnonentamu Kpunrollpo Kitrou.

9 REST API Cepsuca [Noanucu



https://dss.cryptopro.ru/docs/articles2/rest/signserver/intro.html

IHAKM «Kpunmollpo HSM»10 NpeaHa3HaueH sl CO3AaHMs U 00eCTICUeHUs 3aIUIIICHHOTO
XpaHeHHs KI04Yel 0e30MacHOCTH M AJIEKTPOHHOW MOJMKMCH W BBIMOJHEHHS KPUOTOrpadruecKux
omepalMii ¢ WX UCIOJIb30BaHUEM. [IporpamMMHO-anmapaTtHelii KpunTOrpaduuecKuii MOJIyJb
BBIMIOJHSET XPaHEHHE KIIOUEBOM HMHQPOpPMAIIMK CEPBEPHBIX KOMIIOHEHTOB M  OCYIIECTBIISET
KpunTorpaduueckre ornepanuy HaJl 0Jb30BaTEIbCKUMH TaHHBIMH.

Onucanue 10MOJHUTEIbHBIX KOMIIOHEHT

Kowmmonent «Cepeuc paccvinku PUSH-ygedomnenuiryy — npennazHadeH s OTIPABKH
PUSH-yBenomiiennii Ha MOOMIbHBIE ycTpoiicTBa [lob30BaTenei.

Komnonenr «Cepeuc Knrou Lite» (Kmrou Lite) mosBosser Ilonp3oBareiissiM BBIMOIHSATH
KpUNTOTrpauuecKre Omnepanuy ¢ MCIOJIb30BAaHUEM 3aKPBITHIX KIIIOYEH Ha CBOMX CTAIlMOHAPHBIX
yCTpoiicTBaxX U BHEMIHUX HOcHuTelsiX. Kitrou Lite MokeT ucronb30BaThCs B pexuMe BeO-uHTepderica
(Cepsuca [loanucu) u B pexxuMe MporpaMMHOT0 HHTep(erica.

«Cepeuc Kniou Litey B pexxume BeO-uHTepdeiica SBISIETCS CIeIMATU3UPOBAHHBIM PEKUMOM
pabotel komnoHeHTa Cepsuc I[Tonnucu 1K «Kpunrollpo Kitou». Ilpu pabote B 1aHHOM pexume
[Tosib30BaTeNIO JOCTYIIHBI CAEAYIOLIUE ONEpPaIUN:

—  ayTeHTH(UKaLUs MOJb30BaTENs (QaHATIOTWUYHO OOIIMM MpaBUiiaM ayTeHTU(UKAIMU B

Kpunrollpo Kirow);,

— cozznanue DIl 10OKyMEHTOB pa3iWyHBIX (opMarToB, mojAepkuBaeMbix CepBHCOM
[Tognucu IIK «Kpunrollpo Kirouy;

—  mudpoBanue u pacurdpoBaHue J0KyMeHTOB (Tosbko B hopmare Enveloped CMS);

—  ympaBieHue ceptu¢ukatamu kiaroued nposepku DIl monb3oBarenelt (popmupoBaHue
3alpoCcOB Ha CO3/IaHHWE U aHHYJIMpPOBaHHE CEPTU(UKATOB, YCTAHOBKA IOJYyUYEHHBIX
cepTudukaTos).

B pexxume nporpammuoro unrepdeiica «Cepeuc Knrou Lite» mpenocrasisieT BO3MOKHOCTh
MHTETpallui MPUKIAAHBIX HHpopManoHHbIX cucteM nmo REST APl s co3maHust 31eKTpOHHON
MOJNMCH JOKyMeHTOB ¢ ucronb3oBanrueM CK3U «Kpunrollpo CSPy, ycraHoBiIeHHOTO Ha pabdodeM
MecTe (KOMITBIOTEpE) MOJIb30BaTES.

Kmoun mnoanucu Ilonb3oBarenelt (OpMHUPYIOTCS M XpaHATCS HEMOCPEACTBEHHO Ha
NEePCOHATBHBIX (CTAlMOHAPHBIX MIIM MEPEHOCHBIX) YCTPOMCTBAX MOJIb30BaTeNel (B T.4. ¢ HOMOIIBIO
ChEMHBIX KJFOUYEBBIX HOCHTENEH), TA€ BBIIOJIHIIOTCS KpUNTOrpadUuecKue OIlepanud ¢
ucnonp3zoBanuem CK3U Kpunrollpo CSP.

Jlns koppekTHO# paboTsl pexumoB «Cepsuc Kimtou Lite» Ha mepcoHanabHOE YCTpOIMCTBO

[Tonw3oBarens ycranasiuBaercs cepruduuuposannoe CK3U «Kpuntollpo CSP» ¢ nunensueit as

10 TAKM «Kpunrollpo HSM» - cepruduumposannoe CK3U knacca KB2



https://cryptopro.ru/products/hsm

pabouero MecTa U COBMECTHMBIN Opay3ep (moaaepkuBaromniuii padoty ¢ Kpunrollpo DIIIT Browser
plug-in 1),

JInuenzuu Ha [10 «Kpuntollpo Kitou Lite» u CK3U «Kpunrollpo CSPy» mist nonp3oBareneit
cepBuca IPHOOPETArOTCA JOMOJHUTEIBHO.

Jlns mpenocTaBiieHUs] THPOPMALIMU O CTaTyce CEPTU(PHUKATOB KIIIOUEH MTPOBEPKH MOAMNUCH U
METOK BPEMEHH, a TAaKKe JJIsl IPOBEPKH MOANUCEH u cepTudukaroB 1o 3amnpocam [lonb3oBaTeneit
ucnonb3yercs nporpamMmuo-anmnapatHsiii kommuieke (ITAK) «Ciyx6s1 YL». Kpome Toro, Ciry:x0b1
VY11 HeoOxoauMbl 1 cOopa JokazatenbeTB i ycoBepiieHcTBoBaHus noanucu CAJES-BES no
dopmaroB CAJES-T u CAdES-X Long Type 1, noanmucu XadES-BES no dpopmara XadES-T.

B cocrase COII moryT ncnons3oBarbes cienyroniie komnoneHTs [TAK «Coyx0br YI»:

—  mporpammubiil komnoneHT «Kpunrollpo OCSP Servery,

—  mporpammHbIi kKomnoHeHT «Kpunrollpo TSP Servery;,

—  Cayx6a npoBepku ceptudukaToB u nnekTpoHHoi noanucu «Kpuntollpo SVSy.

KiueHnTckue KOMNOHEHTHI

CK3H «Kpunmollpo CSP» nipenocrapinser [lonbp3oBarento BO3MOXKXHOCTh YCTaHABIMBATh
6e3omacHoe coeauHenue ¢ cepBepHbiMU koMnoHeHTamu [IK «Kpuntollpo Kirou» nmo mporoxomy
TLS T'OCT, obecrieunBasi Kak JBYCTOPOHHIOIO, TaK U OJHOCTOPOHHIOI ayTEeHTH()HUKAIUIO.
[TepBuuHas ayTeHTHU(PHUKALMS MOXKET OCYIIECTBIATHCS C UCIOIb30BaHUEM JIOTHHA U M1apoJIs, a TAKKE
0 KJINEHTCKOMY CepTU(]UKATY.

Kpome toro, CK3U «Kpunrollpo CSP» (mmu CK3U «Kpunrollpo JCP») ycranapnuBaercs
Ha cepBepbl MH()OPMAIMOHHBIX CHUCTEM, KOTOpPbIE MHTETPUPYETCS C CepPBEPHBIMH KOMIIOHEHTAMHU
[TK «Kpunrollpo Kirou» st 3ammTsl nepeaaBaeMbIx TaHHBIX 1Mo poTokory TLS(I'OCT).

«Knrou SDK» 1151 BeTpauBaHusi B MOOHJIbHOE MPHJIOKEHH e

B nononHuTensHBI KOMIOHEHT «MoOyib ayTeHTH(PHUKAIMK MOOWIBHBIX TMPHIIOKEHUI»
Oyner BxoauTh «Knrou SDK», KOTOpBIN MO3BOJSET OCYIIECTBIATH PabOTy C KOMIIOHEHTaMHU
Kpuntollpo Kitou B co6cTBeHHBIX MOOMIBbHBIX NpuioxeHusx. «Kmou SDK» npencrasnsier coboit
Habop mporpammubix Oubmuotek (Bkirouass CK3U «Kpuntollpo CSP») mis BcTpauBanusi B
MOOWJIbHBIE MPUIIOKEHUs, MO3BOJISIOIINE BBINOIHATH omnepauuu co3ganuss Ol u ynpaBieHus
ceprudpukatamu [lonp3oBaTeneif, a Takke moATBepkAaTh omnepauunu Ilomp3oBarenst B

Kpuntollpo Kitou, nHMIIMMPOBaHHBIE IPYTUMU CIIOCOOAMHU.

1 Pekomenmyemble  Opaysepwl, nomaepxuBarome paborsl ¢ Kpunrollpo  DIIIT  Browser  plug-in -

https://cryptopro.ru/products/cades/plugin
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5 Bzaumoneiicreue komnoHeHToB Kpunrollpo Kirou

Ha pucynke 1 n3zo0paxena cxema B3aumosieiicteus komnoHeHToB Kpuntollpo Kitou. Cnesa

OT TYHKTUPHOH JMHHUMA OTOOPa)KarOTCSI KOMIIOHEHTBHI M CEPBHCHI, KOTOPHIE HEMNOCPEICTBEHHO

cBs3aHbl ¢ opranuzaumeit COII, a Takke cBsA3M Mexay HUMHU. [IpoAaykThl uisi pacuiupeHus

(bYHKIIMOHAJIBHBIX BO3MOXHOCTEH U cueHapueB padotel COII, a Takke CTOpPOHHHE MPOIYKTHI,

PAaCTONIOKEHBI CITPaBa OT TPAHUIIBI, 0003HAUYEHHOU ITyHKTUPOM.

P Mpo Kniou .

PUSH Proxy

PUSH-cépaepb!

e Cnyxb6a ynpasneHus
Monb3osaTtenammn

e Cnyxba mapkepos
6e3onacHocTn

e CepBuC PacchiNikn
yBeAoOMIEH U

e Kpuntolpo CSP

Llentp UpeHTudukaumm

[

e Cepsuc Mognucn
e Knuent TSP
e Knuent OCSP

Mo6unbHoe npunoxeHne
c Kniou SDK

MDAG

e Kpuntollpo CSP

5[ Cepeuca

Noanucu
Cepsuc MNognucu

e Cepsuc AyauTta
e OTuétbl
e Kpuntollpo CSP

Cepsuc O6paboTkn
AOKymeHTOB

Pucynok 1 — B3aumoneiicrBue komnonentoB COII na 6aze [1K «Kpunrollpo Kirou»

3

|

|

| | e Beb-uHTepdeiic SVS

[ |* Mo Kpuntonpo svs

|

| —
1

‘ .

[

} Kpuntolpo SVS

,,,,,,,,,,,,,,,,,,

I
e Cepsep TSP |
* CepoepOCsP |

I
|
|
|
|

| KpunoMpo VLY

11



6 PexxMbl XpaHeHUs KJIK04Yel

IIK «KpunrolIpo Kirou» 1mo3Bosiser ucnonb30BaTh HECKOJIBKO PEKMMOB XPaHEHHUs! KIIOUEH
DI IMonb3oBaTeneii B 3alIMIIEHHOM BUE:

—  HENOCPEICTBEHHO B MOOMJIBHBIX MPUIIOKEHUsIX Ha 0aze «Knrou SDKy;

— B pacmpelesreHHOM BHJE€ B MOOWJIBHOM TNPHJIOKEHHH C JIOTOJHUTEILHOW 3aIIUTON

NOJIb30BaTeNbCcKX Kimouei ¢ momomrsio [IAKM «Kpunrollpo HSMy;
—  Ha OTYYXHAeMbIX KIIOYEBBIX HocuTensax™, mommepskupaembix CK3U «Kpumrollpo
CSP», Bkito4ast Ha MOOMJIBHBIE YCTpoiicTBa (B T.4. o mpotokoiay NFC).

PexxuM xpaHeHus KItouei moJnucu B MOOMIBHOM HPHJIOKEHUM BKIIFOYAET CO3/IaHUE KITFoUeH
noanucu [lonb3oBateneil U MX 3alMIIEHHOE XpaHEHHE B MOOWIBHOM IPWJIOKEHHH Ha YCTPOMCTBE
I[Tosp3oBarens. [laHHbIe KIIFOUM AOMOIHUTEIBHO 3alUIIEHBI TApOJieM B MOOMJIBHOM MPUJIOKEHUU Ha
ycrpoiictse [lonb3oBaTens.

3alUIICHHOE XPaHEHUE KIIIOYeH IOANKMCH B PACHpPEICIICHHOM pPEXHME IOIpa3yMeBacT
3alIMIEeHHOe XpaHeHue Kiroued Ol B MOOMIBHBIX YCTpOWCTBaX, KOTOpoe oOecrneuuBaercs ¢
HOMOILBIO KITFOYEH 3allMThl, Haxoadumxcs Ha cepBepHoit ctopoHe B [IAKM «Kpuntollpo HSM» B
Heus3BiekaeMoM Buje. JlonmomHurensHo Kimrou lloip3oBarens 3amuiieH napoieM B MOOMIBHOM
IIPWJIOKEHUU Ha ycTporcTse [lonp3oBaTens.

Peanuzanus pexxnMa XpaHEHMsS KIHOYEW IOANKMCH HA CHEMHBIX KIFOUEBBIX HOCHUTEIAX
BO3MO>KHA CJIEIYIOIIMMHU CIIOCOOaMHU:

—  ucmoib3oBaHue Kirouer noanuck Ha APM IMonb3oBatens (B Web-untepdeiice nimm B

KOHCOJILHOM IpuiiokeHnu naterpupoBanHoit UC) ¢ nomomibio cepBuca Koy Lite;

—  HCNOJb30BaHWE KIIOYEH MOANHUCH AHAJIOTMYHO pEeXHMY XpaHEHHUS KIo4Yel B
MOOMIbHOM TiprutoskeHNH Ha 6aze Kimrou SDK 3a Tem uckimtoueHneM, 4To KOHTEHHep ¢
KJIFOYOM TIOJIUCH XPaHUTCS B HEM3BIEKaeMOM BHJie Ha kiroueBoM Hocutene (PKH)
tuna Pytoken DI, B 1.u. ¢ mogaepsxkoii mporokona NFC. Ucnons3oBanne Kmoda
MOJIMMMCH BO3MOXHO ITOCPEICTBOM MOOMIBHOTO TpriioxeHus Ha 6a3e Kirrou SDK u Ha
APM Ilonb3oBarens.

Cpoxk xpanenus kitoueit noanucu [lonp3oBareneil B MOOMIBHOM NPUIIOKEHUU B THOPUTHOM
BHJIE COCTaBisieT MakcuMyM 15 mecsneB. Ha otuyxmaembix Hocutensx (OPKH) tuma PyToken c

HOI[,Z[Cp)KKOfI IMPOTOKOJIa NFC xkmroun noanucu Ilondp3oBareneili MMEIOT OrpaHu4CcHHud CpOKa

12 O pexxumax xpanenus kirodeit B «OKTSI.00118-01 96 01 KpurrrolIpo Kimou. O6uiee onmcanve» (Paznen 6). LleHTpanuzoBaHHbIi

¢ ucrnions3oBanreM [TAKM «KpurrrolIpo HSM» pexxiv xpanenwst kimoueit noamicu peamzosat B [TAK «KpurrroIIpo DSSy.

13 TTompoGHee NPO MOIEPKUBAEMBIE OTUYKIAEMBIX KIIF0UeBBIX HocuTeNsax B «KTSIM.00118-01 30 01 dopmysp»

12


https://cryptopro.ru/sites/default/files/products/cpkey/10/622/cprokey_overview.pdf

nercTBust MakcuMyM 36 mecsteB (B coorBeTcTBuU ¢ «KTAM.00118-01 95 01. Kpunrollpo Kirou.

ITpaBuiia noJIb30BaHUAN).

13



7 CucTeMHOE OKpYyXKEeHHe

IIK «Kpunrollpo Kntou» npencrasnser co6oit Habop BeO-CEpBUCOB, MTOATOMY KO BCEM €0

KOMITOHCHTAaM IPCABABIIIIOTCA OANHAKOBBIC CUCTCMHLIC Tpe6OBaHI/Iﬁ.

Jliis GyHKIMOHUPOBAHUS CEPBEPHON YacTH B *nix-cucreMax:

OC CH Astra Linux Special Edition Bepcuu 1.7 Cmonenck (PYCB. 10015-01);

CK3HU u3 coctaBa kKoMrnoHeHTOB BbiIOpanHoro ucnonxenus (em. JKTAM.00118-01 30 01.
Kpuntollpo Kitou. ®opmysip);

CYB/1 PostgreSQL 11 u Bsite, Jatoba 4 Platform V unu Pangolin SE 6;

BeO-cepBep nginx 1.18.0 u Beie.

s pynkunonupoBanus cepsepHoii yactu B OC Windows:

OC Microsoft Windows Server 2016/2019/2022 (x64);

CK3MU u3 coctaBa KOMIIOHEHTOB BeIOpanHoro ucnonnenus (em. XKTAM.00118-01 30 01.
Kpuntollpo Kitou. ®opmysip);

CYBJ SQL Server 2016/2017/2019/2022;

BeO-cepaep 1IS, cooTBercTByrOmMit rcrionbzyemoit OC.

Jlnst GyHKIMOHUPOBAHUS M0JIb30BaTeNIbckoro APM:

ornepanroHHas cucrema, nojgaepxxusaemas CK3M Kpunrollpo CSP/JCP;
CK3U u3 cocTaBa KOMIIOHEHTOB BbIOpanHOT0 HctionHeHus (em. XKTAM.00118-01 30 01.

Kpuntollpo Kitou. ®opmysip);

BeO-Opay3ep ¢ ycraHoBieHHBbIM maruHoM Kpunrtollpo Browser plug-in (Chromium

Gost, SAnnexc.bpaysep, Opera, Firefox) (onmuonansHo).

Jlig GyHKIMOHUPOBAHUS MOJIb30BATEIHCKOIO MOOUIIBHOTO YCTPOICTBA!

MoOuibpHas OC 10S Bepcun He HUxe 13 (pu ucnons3osanuu Kimrou SDK) nu6o 15 (mpu
UCIIOJIb30BaHUN MOOWIIBHBIX NpuiiokeHuit), Android Bepcuu He HIDKE §;

MoOuIbHOE TipuiokeHue Ha 6aze Kirou SDK.

CVYB]] He TpebyroTcs i KIMEHTCKUX KOMIIOHEHTOB M CEPBEPHBIX KOMIIOHEHTOB, KOTOPbIE

He umeroT cobctBeHHoi BJ[. B HacTosmmii MOMEHT TakMMHU KOMITOHEHTaMHU SIBISIIOTCS Beb-

unrepdeiic [Toap3oBarens u Cepruc Bzaumoaeiictus ¢ SDK, a taxxe Kirou Lite.
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https://cryptopro.ru/products/cades/plugin

8 TunoBble CTPYKTYPHbIE CXeMbI KOMILJIEKCA
TeXHUYeCKUX cpeacTs CepBuca 3JIEKTPOHHOU MOANMUCH HA 0a3e
K «Kpunrollpo Kiarou»

8.1 Cxema cucreMbl JJIEKTPOHHOW moamucu B 0a30BOM
KOHUrypauuu

Cuctema >1eKTPOHHOM MOANUCH B 0a30BOM KOH(UTrypanuu MpeicTaBieHa Ha PUCYHKE 2 U
COCTOMT M3 OJIHOTO BBIJCJICHHOTO CErMEHTA, 3aIUIIEHHOTO MEXKCETEeBbIM dKpaHoM (He Hubke 4
KJacca 3amuThl o TpedboBanusaM OCh Poccun uimu MekceTeBbIM 9KpaHOM YPOBHS BeO-cepBepa (TUIl
"T'"), ceprudummpoBannoro ®CTIK Poccun u cooTBeTcTBY!IOMIETO 4 KiIaccy 3alIUThl TpeOOBaHUM K
MEKCETEBBIM JKpaHaMm), CUCTEMON oOHapyxeHus BropkeHuid (ceprudunmpoBannoit OCTIK
Poccun u cooTBeTcTBYIOMIEH 4 Ki1acCy 3alllThI WM BBIIIE TPEOOBAaHUN K CUCTEMaM OOHApYKEHUs
BTOP)KCHHUI) I CPEICTBOM OOHapY» eHus atak, cepruduiupoBanabiM @Ch Poccun, 1 BKIIIOYaeT:

—  Cepsep ¢ komnonentamu 1K «Kpunrollpo Kirow» (1 mir.);

—  ITAKM «Kpuntollpo HSM» (1 mt.);

—  Cepgep ¢ kommonentamu [TAK «Cyx6s1 YL» (1 mT.) (ITO «Kpunrollpo TSP Server

u «Kpunrollpo OCSP Servery, «Kpunrollpo SVS») — ommumonansio (B citydae
HeoOxonuMmocTu co3fanus DIl ycoBepuieHCTBOBaHHOTO (hopmaTa 6e3 MOIKIIYEHUs K

BHetHUM Citysx0am YII).
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|
|
|Oepsmmam4quekmc9:}((h@6)—1j

M3 He|Huxe 4 knacca PCb + COB He
HWKe 4 knacca ®CTIK/ COA dCb

3allyieHbIM CErMeHT

M3 He HuxKe 4 knadca PCB + COB He HuKe 4 knacca PCTIK/ COA dCB

rl'(((l'Q‘MI'ITd-bO Ko -1

HGKM«MMI ol bO HW> -1

Pucynok 2 — Tunosas cxema COII B 6a30B0i KOHpUTYpaLuu

HepequL OCHOBHbBIX KOMIIOHCHTOB ITPCJACTABJICH B TaGJII/IIIG 1 amxe.

Tabmuia 1 — OcHOBHBIE KOMIIOHEHTHI

Kuacc 3ammrel

KommnonenT Ha3zHayeHue KOMIOHEHTA
CK3Hu

Cepsep ¢ OCHOBHBIMH J1J1s BBIIOJTHEHUS! OCHOBHBIX KPUNTOrpadUueCcKuX KC3
kommouentamu [1K ornepanuid, CBI3aHHBIX C AJEKTPOHHOMN MOAMUCHIO, C
«Kpunrollpo Kinrou» muQpoBaHUEM U TIP.
Cepsep ¢ nononuutensabiMu | — MDAG — cepBuc B3aumopeiicTsust ¢ MoouinbabiM | KC3
koMmmonenTamu [1K MIPUIIOKEHUEM;
«Kpunrollpo Kinrou» — Push Service — cepBuc yBenomiieHui
I[MAKM «Kpunrollpo HSM» | Jlns oGecriedeHuns: BEICOKOTO YPOBHS 0€30aCHOCTH KB2

Bepcun 2.01

KpHUnTorpaduIecKux Orepanyii, CBSI3aHHbIX C
00pabOTKOMH, XpaHEHHEM H UCIIOJIb30BaHUEM
KpHunrorpadhuiecKux KIrouei u mudpoBbIX Mmoamucen

WudopmarmonHas cucrema

Jns obecrieuenus B3anmoaercTBus [lomb3oBarens u
Coll

MoOupHOE YCTPOHCTBO
MY)

st monib3oBanus yeiayramu COI1 ¢ MoOMIIBHOTO
yCTpOHCTBA

APM Ilonb3oBaTens

st monp3oBanus yenyramu COI1

14 TAKM «Kpumrollpo HSM»»
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https://www.cryptopro.ru/products/hsm

HepequL AONOJHHUTCIBbHBIX KOMIIOHCHTOB IIPCACTAaBJICH B Ta6n1/1ue 2 HUXKE.

Tab6yuma 2 — JIonoJHuTeIbHbIC KOMIIOHCHTHI

Kuaace 3amurel

CK3H1

KoMmnonenr Ha3nayenue KOMIIOHEHTA

IMAK «Cnyx0661 Y1» [ns mpenocTaBiaeHus ITaMIIOB BPEMEHH, KC2
rH(pOpPMAIH O cTaTyce CepTU(UKATOB KITFOUeH
nipoBepku DI, a Takxke MPOBEPKU CEPTUPUKATOB U

3JIEKTPOHHOU MOIHUCH

8.2 Cxema cHucTeMbl 3JIEKTPOHHOH moamucd B  0a30BOM
KOH(UTrypauum ¢ ropsiayuM pe3epBUPOBaHNEM

Cucrtema 3JeKTPOHHOM NOANHCH B 0a30BOM KOH(PUTYpAIlMH C TOPSIYUM pe3epBUPOBAHUEM
IpEeJCTaBlIeHa Ha PUCYHKE 3 M COCTOUT U3 OJHOIO BBIIEIEHHOIO CErMEHTa, 3alllUIIEHHOTO
MEXCETeBbIM SKpaHoM (He Hibke 4 Kiacca 3amuThl o TpedoBanusM OCH Poccun mimn MexceTeBbIM
9KpaHoOM ypoBHS BeO-cepBepa (tum "I'"), ceprudunmpoBannoro DCTIK Poccum wu
COOTBETCTBYIOLIETO0 4 KJacCy 3alMThl TPeOOBaHMH K MEXKCETCBBIM OJKpaHaM), CHUCTEMOM
obHapyeHust Bropskenuit (cepruduuuposannoil ®CTOK Poccun u cootBercTByromiei 4 Kiaccy
3allMThl WJIM BhIIE TpeOOBaHMH K CHUCTeMaM OOHApYXXEHHs BTOPXKCHHUII) WIIM CPEICTBOM
oOHapyxeHus arak, cepruuipoBanHsiM @Cb Poccun, u Bkimtodaer:

—  Cepsep ¢ komnonentamu 1K «Kpunrollpo Knrou» (1 mir.);

—  TTAKM «Kpunrollpo HSM» (2 mir.);

—  Cepsep ¢ komnonentamu [TAK «Cmyx6s61 YII» (1 mt.) (ITO «Kpunrtollpo TSP Server»

u «Kpunrollpo OCSP Servery», «Kpunrollpo SVS») — onmumonansHO (B citydae
HeoOxoaumocTu co3aanus Ol ycoBepiieHCTBOBaHHOrO GopmaTa 0€3 MOIKIIOUEHHS K

BHemHuM Ciyx6am YII).
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M3 He|Huxe 4 knacca PCh + COB He
HWK e 4 knacca PCTIK/ COA ©Cb

P
rb3oeaTteb

HOKM«&MI ol bO HwW»> -2

A

M3 He HMXe 4 knadca PCE + COB He Huxe 4 knacca PCTIK/ COA dCh

MK «Kpurmol po Ko - 1

. \

MAKM«Kpurma bo HSWb - 1

Pucynok 3 — TunoBas cxema COII B 6a30B0o KOH(DHUTYpAITUH C TOPSINM PE3CPBUPOBAHUEM

[lepeyeHb OCHOBHBIX KOMIIOHEHTOB TPEACTABJICH B TA0IHUIE 3 HIDKE.

Taomuua 3 — OCHOBHBIE KOMIIOHEHTHI

Kuacc 3ammrel

KommnonenT Ha3znayenue KOMIOHEHTA
CK3Hu

CepBep ¢ OCHOBHBIMU J1J1s BBITIOJTHEHUST OCHOBHBIX KPUNTOTPadhUIECKUX KC3
kommnoHeHTamu [1K ONEPALMA, CBSI3aHHBIX C 3JIEKTPOHHOU MOAINHKCHIO, C
«Kpunrollpo Kinrou» muQpoBaHUEM U TIP.
Cepgep ¢ pononnureabHeiMd | — MDAG — cepBuc B3auMoaeicTBus ¢ MoOuiIbHbIM | KC3
koMmmoHeHTamu [1K [IPUIIOKEHUEM;
«Kpunrollpo Kmrou» — Push Service — cepBuc yBenomienunit
ITAKM «Kpunrollpo HSM» | [Ins obecriedeHnss BBICOKOTO YPOBHS 0€30MaCHOCTH KB2

Bepcun 2.01°

KpUNTOrpauuecKux onepayii, CBsI3aHHbIX C
00pabOTKOM, XpaHEHHEM U MCITOJIb30BaHUEM
KpHunrorpadhuiecKux KiIrouei u mudpoBbIX Mmoanucen

WudopmanmonHas cucrema

s obecnieuenust B3anmoneiicteus [lonp3zoBarens u
COIl

MoOupHOE YCTPOHCTBO
MY)

st monib3oBanus yeiayramu COI1 ¢ MoOMIIBHOTO
yCTpOHCTBA

APM Ilomnp30Bareis

Jns monms3oBanms yeyramu COI1

15 TAKM «Kpumrollpo HSM»»
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https://www.cryptopro.ru/products/hsm

HepequL JONOJHUTCIIbHBIX KOMIIOHCHTOB IIPCACTABJICH B Ta6HI/II_[C 4 Hmke.

Ta6ymma 4 — JIonoJHUTEIbHBIC KOMIIOHCHTBI

KoMmnonenr

Ha3nayenue KOMIIOHEHTA

Kuaace 3amurel

CK3H1

[AK «Cayx6b1 Y1I»

Jliis mpetocTaBIeHMS IITAMIIOB BPEMEHH,
rH(pOpPMAIH O cTaTyce CepTU(UKATOB KITFOUeH
npoBepku DI, a Takke MPOBEPKU CEPTHPUKATOB U
3JIEKTPOHHOW MOIUCH

KC2
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8.3 Cxema cucTeMbl 3JI€KTPOHHOH TMOANMCH B KJACTEPHOM
KOH(pUrypaumumu

CucTema 3JIeKTPOHHON MOJIMUCH B KJIACTEPHOW KOH(UTYpAIlH MPEACTaBICHA HA PUCYHKE 4
U o0ecrieuynBaeT BBICOKHHM YPOBEHb JOCTYITHOCTH M HENPEPHIBHOCTh (DYHKIIMOHUPOBAHUSA 3a CUET
pe3epBUPOBAHUS BCEX OCHOBHBIX KOMIIOHEHTOB CUCTEMbI M PABHOMEPHOI'O pacIpe/lesIeHUs 10 HUM
Harpy3Ku B IIEpUO/J] BBICOKOW HHTEHCUBHOCTH 3anpocoB llonb3oBareneil.
Cucrema 3JeKTPOHHOM MOIKMCH B KJIACTEPHONH KOH(UTYPALUU MOKET COCTOSITh U3 OJHOTO
WJTH HECKOJIBKHMX BBIJICJICHHBIX CETMEHTOB, 3alIMIIEHHBIX MEKCETEBBIM YKpaHoM (He HIKe 4 Kiacca
3anuThl 1o TpedoBanusM OCh Poccun minn MexceTeBbIM 3KpaHOM ypoBHs BeO-cepBepa (tum "I™),
ceprupuuupoBanabiM @CTIK Poccun u cooTBeTcTBYrOIMM 4 KJacCy 3allUThl TPeOOBaHUU K
MEKCETEBBIM JKpaHaMm), CUCTEMOH oOHapyxeHus BropkeHuid (ceprudunmpoBannoit OCTIK
Poccuu n cootBeTcTBYIONIEH 4 KJIacCy 3alllUThl MU BbIlIE TPeOOBAHUM K cUcTeMaM OOHapy >KEeHUs
BTOPIKEHHI) WITH CPEICTBOM OOHapyxeHus atak, ceprudurmpoantbiv ®Ch Pocenn, u BKiIroYaeT:
—  Cepsep ¢ komnonentamu 1K «Kpunrollpo Kitow» (2 mir.);
—  [HAKM «Kpunrollpo HSM» (2 mir.);
—  Cepsep ¢ xommnonentamu [IAK «Cmyx6er YI» (ITO «Kpunrollpo TSP Server» u
«Kpuntollpo OCSP Server», «Kpunrollpo SVSy) (2 mT.)— onuuoHanbHO (B ciiydae
HeoOxonumocT co3fanus DIl ycoBepiieHCTBOBaHHOTO (opmara 0e3 MOJKIIOUEHHs K

BHemHUM Ciyx0am Y1I).
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Pucynox 4 — TunoBas cxema COII B kiacTepHoil KOHDUTYpaLIUH ¢ TOPIYUM Pe3ePBUPOBAHUEM

Hepequb OCHOBHBIX KOMIIOHCHTOB MPCACTABJICH B Ta6J'II/II_Ie 5 Humxe.

Tabmuma 5 — OcHOBHBIE KOMIIOHEHTEI

Kunace 3amursi
KomMmnoneHnrt Ha3nayeHune KOMIIOHEHTA
CK3Hu
CepBep ¢ OCHOBHBIMH J1J1s1 BBIIOJTHEHUS! OCHOBHBIX KPUNTOTpaduIecKuX KC3
kommoneHTamu [1K onepanuid, CBI3aHHBIX C AJIEKTPOHHOMN MOAMUCHIO, C
«Kpuntollpo Knrouy» mUQpoBaHUEM U TIP.
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Kuaacce 3ammurhl

Kommnonenr Ha3navyenue KOMIIOHEHTA
CK31
Cepgep ¢ pononuurenbHeiMu | — MDAG — cepBuc B3aumoaeicTBus ¢ MoowibHbIM | KC3
kommnoHentamu 1K MIPUIIOKEHUEM
«Kpunrollpo Kmrou» — Push Service — cepBuc yBenomnenunit
I[MTAKM «Kpuntollpo HSM» | [Ins oGecriedeHuns: BHICOKOTO YPOBHS 0€30IaCHOCTH KB2

Bepeun 2.0%°

KpUNTOrpadhUIecKuX ONepaIyii, CBSI3aHHBIX C
00pabOoTKOI, XpaHCHHEM U HCIIOJIb30BaHUEM
KpunrorpadgudecKux KIodeil 1 MuPOBEIX MTOAIHCEH

HNudopmarmonHas cucrema

Jns obecnieuenns B3anmoaercTeus [lomp3oBarens u
CoIl

MoOupHOE YCTPOICTBO
MY)

Jnst monb3oBanus yenyramu COI1 ¢ MmoOuimpHOTO
YCTpOKCTBA

APM Ilons30oBaTeins

Jns monszoBanus yeimyramu COI1

HepequL JOMOJHHUTCIIbHBIX KOMIIOHCHTOB IIPCACTABJICH B Ta6n1/1ue 6 HmKe.

Tabauna 6 — JlornmoaHuTeIbHbIE KOMIIOHEHTHI

Komnounenr

Ha3HavyeHne KOMIIOHEHTA

Kuaace 3amursl

CK3H1

[AK «Cryx0b1 Y1I»

JInst mpeiocTaBIeHUs IITaMITOB BPEMEHH,
WHPOPMAIIUH O CTaTyce cepTH(PUKATOB KITFOUeH
npoBepku DI, a Takke MpoBepku cepTU(HUKATOB U
AIIEKTPOHHOM MOANUCH

KC2

16 TAKM «Kpumrollpo HSM»»
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https://www.cryptopro.ru/products/hsm

O Cuenapuu peanusanun Bo3MmokHocTeil Kpunrollpo
Kurou

9.1 Perucrtpanus mojib30BaTejisi H HACTPOIKa Y4eTHOM 3anUCH

Bzanmopencteue ¢ Kpunrollpo Kirou [I0CTYmHO TOJNBKO — 3aperuCTpUpPOBAaHHBIM
[Tonb3oBarensaMm. IIponece perucrpanuy npenocTaBleH Ha PUCYHKE 5. B mpomecce perucrpanuu
co3naercsd yderHas 3anuch llonb3oBaresnss M HacTpauBaeTcss CHOCOO €ro ayTeHTH(HUKALMH.
ITosp30BaTenp MOXKET 3apETUCTPUPOBATHCS CAMOCTOATEIBHO IIPU HAJIWYMHM COOTBETCTBYIOLIMX
aJIMAHUCTPATHBHBIX HACTPOEK, JINOO ¢ momotpio Onepartopa.

K camocrosiTensHOM perucTpauu OTHOCATCS CJHEAYIOUIME CLEHAPUU PETUCTpaLuu
ITonp30Barenem:

—  CamocrosrenbHas peructpauus [lonp3oBaTenem ¢ UCIONIb30BaHUEM KOMITIOHEHTa «Beb-

unTepdeiic» u3 cocrara Kpunrollpo Koy,

—  CamocrostenbHast — peructpanust — [lomp3oBateneM 1Mo KBaTM(pUIHMPOBAHHOMY

cepruduKaTy B MOOMIBHOM IIpwiiokeHHH . B stom ciyuae Ilonb3oBarenb JoikeH
UMETh  JCHCTBYIOIIMKA  KBAMMPUIMPOBAHHBIA  cepTuduUKaT, dYToObl OmnepaTop
Kpunrollpo Kintou cMor uaeHTu(uUIMpPOBaTh BIIAJENblia COOTBETCTBYIOLIErO KItOua
noanucu. CBedaeHuss B ydeTHOW 3amucu [lonmb3oBaTenss  3amojHSIOTCS U3
YCTAHOBJIEHHOT'O cepTU(dUKaTa.

K perucrpamuu Ilons3oBarens Oneparopom Kpuntollpo Kirou otHOcsTCS ciienyromue
CLIEHapUU PETUCTPALIUU:

—  Perucrpamus Ilons3oBarens Oneparopom Kpunrollpo Kitou, mu6o nndopmarmonHoit

CUCTEMOH, BrIcTynaromen B poau Oneparopa Kpunrollpo Kiroy;

—  Perucrpanus Ilonb3oBatens ¢ ucnoyib3oBaHueM cropoHHero LlenTpa Mnentudukanum
(manee — CLI1), unterpupoBannoro ¢ Kpunrollpo Kiou no nmporokory OpenlD wmu
SAML (nampumep, koprnopatuBHoro kataigora AD mocpencrsom ADFS unu Keycloak,
win CIIU u3 cocraBa nHTErpupoBanHO# kKoprnoparusHoi MC).

Huxe npencrasieH onuH u3 MetonoB peructpanuu [lons3osarens Onepatopom Kpunrollpo
Koy, mu6o mHpopmannoHHoil cuctemol, Beictynaromeii B ponu Oneparopa Kpunrollpo Kirou.

VYuernyto 3anuck [lonp3oBarens cozmaer Onepartop.

17 Tlonpo6ree mpo caMocTOATENBHYIO perucTpauio [ob30BaTeneM o KBaTHGUIHUPOBAHHOMY CEPTH(PHUKATY B MOOHIIEHOM

NPUIOKEHHUHU Ha pucyHKe 9, B paszene « AHunprann3anms MoOHIpHOTo npuiioxeHus Ha 6aze Kirou SDK»
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brs3ceaTeb

MpeaocTaBASIET HEOOXOAUMYIO MH GOPMALMIO AASE permcmaumm—@b

4-@ MpepocTaBAfET yueTHble AaHHble AAS BXOAA [oAb3oBaTeAto— — —

A

MY brsaceaTens Onepatop Kpumol o Kirod (VD)
o LleHTp NpeHTUDMKaM K &
o Beb-uHTepdeiic Q;?‘Q’

e Cepsuc Moanucu N o

N L X
e Cepsuc AyamTa E & &

o S8

e Cepsuc 06paboTkM AOKYMEHTA Q\\ N ) N
o CepByc B3aUMOAETCTBUS ¢ SDK Katou Q&‘X\{\&o PN

©
— QQ}‘\ 4&%@& L

_E‘ ”””””””” ’T /

KKumoipoKnot  MAMcKurmhoHve 2

Pucynoxk 5 — [Ipouecc peructpanuu IonszoBarens Oneparopom Kpunrollpo Kirou

9.2 UHunuajau3anusi MOOMJIBHOIO NPUJIO:KeHUsA Ha 0a3ze Kurrou
SDK

Ilepen ucnons3oBannem Kpuntollpo Kmtou moOunbHoe yctpoiictBo Ilonb3oBarens, Ha
KOTOPOM YCTaHOBJIEHO MOOWJIBHOE MPHUJIOKEHUE, JOJKHO OBbITh NMPUBA3AHO K YUYETHOW 3alucu
[Tonw3oBarens s BeimonHeHus onepanuii B Kpunrollpo Kitrou.

Cy1ecTBYIOT ClIeAyIOIINE CIIOCO0b! MPUBSA3KH MOOUIBHOTO YCTPOUCTBA!

—  Vuunmanuzanyss MOOMJIBHOTO yCTPOWCTBA MPH TOMOIIM CBEPKH YHHKAJIBHOTO

uaeHtudukaropa. B naHHOM ciydae HeoOXoauma IpeABapuUTelIbHas perucTparus

MoOmiIbHOTO ycTpoticTBa [lonp3oBatens. [JJanHblil mporiecc mpeIcTaBlieH Ha PUCYHKE 6;
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Mepeaaet naeHTMPUKaTop BA:

[oaTBEPXAQET BAAAEHNE MY—|

i)

GrepaTop Kool o
® 6

o<l
= ¢

Bvaledaoeqvol]
A Loeve0d nvu 1esdagod|]
vg AdoLesund ntHavm ou
AN LMvoxeH
Bva1ed0€qvol|
AN Loegiaesand]]

€

oD
(6]

LleHtp UpeHTndMKaunm

Beb-uHtepoe
Cepswuc Moan

nc
ncK

Cepsuc Ayanta
CepBuc 06paboTkn AOKyMeHTa
Cepsuc B3aumopenctemsa ¢ SDK Katou

KKy poKiod  MAKM«Kpurmol o HoMb»

Pucynox 6 — Iponecc npussizkun MY Tlonb30BaTens Mpy MOMOIIH CBEPKH YHHKAIEHOTO

uaeHTuduKaTopa

- Muannnanu3amnus MOOHUIIEHOTO YCTpOﬁCTBa IIpyu MOMOIIH BBI6paHH01"O I/II[eHTI/I(l)I/IKaTopa

¢ gomoiHMTENbHOH 3amuron QR-komom.

B nmanHOM cayuae

Heobxoauma

npeaBapuTCiibHass perucrpanusa MOOHUJILHOTO yCTpOﬁCTBa ITonp3oBaTens. I[aHHLIfI

IpOIIEeCC MPEICTABICH Ha PHCYHKE 7;
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brbsosateb

D‘

MVTbnsoBaTens

Mepeaaet naeHTMdMKaTop BA————
KaHupyeT QR—KoA—®>E| =l
F&A&erAaeT BAAAEHWE MY—] [GEEaS

= |
o, g o
D b — o
%Y, 0%, % 7% §=z3% §
Yo, P, s 33 23 £
RN &s 58 8¢ 3
6(</G4_9@® EN g2 I35 2@ o
4,»@4) Q x4 909
/7@)@0 Q? (_|>|8 94’2 (_I;CD 7
6/0‘@/)06 % > o o< > 2 =
0 U, Q 2 > kel 2 =2 o
’06,900’\@&4\ 5 < S B
%, % 7%, S o
Q/"O@zz,\ S
/77@/)70%9 AN
% B,
B, %S, N
%, 0
%
(S

,y
\ e LleHTp MaeHTUOUKaLM U

9 e  Beb-urrepdeiic
4 e Cepsuc Noanucu
e CepBuc Ayauta
e Cepsuc 06paboTkM AOKYMeHTa
e Cepsuc B3anmopenctemsa ¢ SDK Katou

Pucynok 7 — Iponecc npusssku MY Ilonb30BaTens mpu NOMOIIM BEHIOPAaHHOTO UEHTH(UKATOpa ¢

JIOTIOTHUTEIbHOM 3armuToi QR-xomom

—  Mawnmanmusanus MoOWJIBHOTO ycTpoiictBa mpu momomu QR-koma ¢ HaYalbHBIM

BEKTOPOM ayTeHTH(UKauuu. JJaHHBII porece mpecTaBieH Ha pUCYHKeE §;
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—I[loaTBEPXAAET BAAAEHUE MY—l =
-0
MY Mrsaosatersy, Oreparop Kpvrmol o Kreo4 (VD)

DA
@\

MpeAoCcTaBAAET HEOOXOAMMYIO MHq>opmaLLm0—0->
CkaHupyeTt QR—KoA—QPE = E
s =
LRSS

Ry
&
?
>
BVLLg0£9vol |
€A LoBvE0D MVK Losdagod]]

&
/
-®—

LleHTp MaeHTudMKaLmmn
Beb6-uHTepdeiic

Cepsuc Moanucu

Cepsuc Ayauta

CepBuc 06paboTkn AOKyMeHTa
CepBuc B3ammopencTeua ¢ SDK Katou

Pucynoxk 8 — [Ipouecc npussizku MY TlonszoBatens npu nomomiy QR-kofa ¢ HauaabHBIM

BCKTOpPOM ay'TCHTI/I(bI/IKaI_[I/II/I

—  VMaunmanu3zaryst MOOMIIBHOTO YCTPONCTBA MPH MOMOIIN CAMOCTOSITEIbHOTO OJTYYEeHHUs
cepruduxkara. B nmanHOM ciydae HeoOXoauma MpeABapuUTeibHAas perucTpanus

MoOmIbHOTO ycTpoiicTBa [lomp3oBatens. [JanHblil mporiecc mpeacTaBlIieH Ha pUCyHKe 9,
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[brs3oeaterb

‘—I‘IomsepmAaeT Y3—|

MYTbnb3oeaTens
\9\
\ O’\%
0, g
s, e
I
NN
s G, %
N
&) (o) 4
1o 0O g
@o &J’/‘@ Q’o
o, Hp R
PN )
%, @"‘r 2
N '34’17/7‘5\
R\
@ Lentp NaeHTudnKauwm
'Y Beb-uHTepoeiic

Cepsuc Moanucu

Cepsuc Ayamta

Cepsuc 06paboTkn AOKyMeEHTa
Cepsuc B3aumopenctems ¢ SDK Katou

Pucynox 9 — [Iponecc npussska MY Ilonb3oBaresns npyu HOMOIIY paHee NOIYyYEHHOTO

KBaJIM(UIIMPOBAHHOTO cepTU(UKaTa

9.3 Co3nanue KJI04Ya U 3aMpoca Ha cepTUPUKAT

s BeimonHeHus: kpunrorpaduyeckux omnepauui y Iloms3oBarenst B Kpunrollpo Kirou
JOJIKHBI OBITh KIJIIOY TOJNUCH U CepTU(UKAT KItoYa MPOBEPKH SJIEKTPOHHOW MOJANUCH (falee —
ceptudukar). Huxke npuBeeHbl BapuaHThl CO3JaHUS KIItoua MOANKCH U 3allpoca Ha cepTudukar B
3aBHCUMOCTH OT BBIOPAHHOT'O peXMMa XpaHEHUS KIII0Ua MOMUCH.

Co3manue 3ampoca Ha cepTU(UKAT MOXKET OCYIIECTBIATBCS CaMOCTOSITEIBHO C
ucnoib3oBanueM ycrpoiictsa [lonb3oBatens (APM [lonb3oBarens nian MOOMIBHOE YCTPOKUCTBO) MIIN
¢ momotieio Oneparopa.

IIpu camocTosTEILHOM CO3AaHUU 3ampoca Ha cepTudukar Ilomp3oBarenb, HaXOAsICh MOJ
CBOEH yUYeTHOH 3ammChio, HapUMEpP, B MOOMJIBHOM NPHIJIOKEHHH, OTIIPABIISET 3alPOC Ha BBIITYCK

ceptudukaTa, BEIOMpass MeCTO XpaHeHus kitoda. B BeO6-unTepdeiice Oneparop Kpunrollpo Kirou
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BBITpYykaeT 3anpoc Ha ceptudukar. Oneparop Y1l Beimyckaer ceptudukar [loas3oBaremto. lanee
Omneparop Kpunrollpo Kitou/ [Tonms3oBatens B Be6-untepderice Kpunrollpo Kitou ycranaBnuBaer
ceptudukar B ydeTHyro 3anuch llonp3oBarensa. Taxoke Ilomb3oBarenb MOXKET CaMOCTOSITEIBHO
YCTaHOBUTH CEPTUDUKAT B MOOUIILHOM MPUIIOKEHHUH.

s renepanuu Ol u co3manus 3ampoca Ha cepTUPHUKAT HEOOXOAMMA IpeIBapUTEIIbHAS

perucrpanus. Humxe Ha pucynke 10 cxemaTuyHo n300pakeH MpPOLIECC CO3JaHUS 3alpoca Ha

cepTU(UKAT U BIITyCK cepTu(dukara.

bre3oearers

C03paeT 3anpoc Ha CepTUdUKaT U reHepupyet o»

- —————————
KAtoY noanwucu 3N

LleHTp MaeHTuduKaumn
Beb-uHtepoelic Moab3oBaTtens
Cepsuc Moanucu

Cepsuc Ayauta

Cepsuc 06paboTkn AOKyMEHTa
Cepsuc B3anmopencTeus ¢ SDK Katou

g

KK hoKnot  MAKMeKurmoT o HEMb

aooduee o edoredauQ
leemasgouQ

@V
B 3“/
| «\f@w\ \IJ“OV\\;
IS
I W B
o® \[\6"\
I 2 0
A A
| W% \I\Q\M\a
| 5 r-—— - - -~ - - - -~ |
| e0 | KoHm P AVLI, |
(2] ' !
|
|
3anpoc Ha cepquMKaT—'—@bE :
Ceptmdukar t E |
l |
l |
Qrepatop Kitoa (V) : MK Koo ML, :
- - a

PI/IcyHOK 10— HpOLICCC CO3aHUA U XPAHCHUS KJIr04a IMMOAIIHNCH B MOOHUILHOM IPHUIIOKCHUU

Ilonp3oBarenem

[Ipu co3manum 3anpoca Ha ceptuduxat Oneparopom, Onepatop Kpunrollpo Kirou 3axoaut
Mo/ CBOEH y4eTHOM 3amuchio B BeO — mHTepdeiic Kpunrollpo Kirou u co3gaeT HemoanmvcaHHBIA
3ampoc Ha cepTUUKAT ¢ omepanuell MOAMUCaHUs 3ampoca Ha cepTudukar depe3 MOOUIBHOE
ycrpoiictBo [lonp3oBatens. [anee [lomp3oBaTento HE0OX0MMO TOAMUCATH 3alIPOC HA cepTU(dUKAT
¥ BBIOpaTh MECTO pacroyiokeHus kimoda nmoamnucu [loms3oBarens. B BeO-untepdeiice Omeparop

Kpunrollpo Kirou Beirpyxkaet 3ampoc Ha ceptudukar. Oneparop Y1 Beimyckaer cepTudukar
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[MTonw3oBarenio. [lanee Onepatop Kpunrollpo Kiou/Tloas3oBarens B Beb-untepdeiice Kpurrollpo

Kirou ycranaBnuBaet ceptudukat [loms3oBaTento.

s reneparun OI1 u co3nanus 3ampoca Ha cepTU(UKAT HEOOXOaMMa MpeaBapUTeNIbHAS

peructpauus. Hmwke Ha pucynke 11 cxemaTuuHo u300paskeH Mpollecc CO3JaHUS 3alpoca Ha

cepTudUKaT U BBITYCK cepTU(dUKaTA.

[brs3oEaterb

49—I'IepeAaeT HEMoOANMCaH HbIM 3aMpoC Ha cepTUdUKar
[eHepupyeT KAKOY NoANUCH 3I'I—| |

—TloanucbiBaEeT 3anpoc Ha cepTudmKar |

LﬂepeAaeT MOAMMCAHH bl 3aNpoC Ha cepTMq)MKaT—e—»'

Mfrmbaomm |
o
3
D
5
=
O o
O m
O
o E
w Q@
Q @
=
°
o
o
(]

OTnpaBAsieT 3anpoc Ha CepTM¢MKaT4l—®>

Bbipaet ceptudukar

Y S

Onepaop
Kpurmd o Ko (/)

LeHTp NaeHTudHnKaummn
Beb6-nHTepdeiic Moab3oBaTes ‘

Cepsuc Moanucu |
Cepsuc AyanTta ‘
Cepsurc 06paboTkm AOKyMeHTa
Cepsuc B3anmopenctausa ¢ SDK Karou ‘ |

PI/ICYHOK 11 - Hpouecc CO3JJaHUs U XpaHCHUA KJIKOYa ITOAINCH B MOOUIILHOM MMPUIIOKCHUU IIPU

nomou OnepaTtopa

9.4 IloanMcaHue YJIEKTPOHHOT0 IOKYMEHTA

OnHa u3 oCHOBHBIX QyHKUUH, moanepxkuBaeMbix B Kpuntollpo Kirou — co3nanue noanucu

AJIEKTPOHHBIX JOKyMeHTOB (nanee — D/1). Huke mpuBeneHo HECKOIBKO BapHaHTOB ToATHCaHUsS D/

B 3aBHCHUMOCTH OT BBIOPAHHOTO pPEXKMMa XpaHEHUS KIIIOYEeH MOIMUCH M HACTPOEK BTOPUUHOMN

ayTeHTH(UKALIUY.
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IIpouecc moanucanus /1 yepe3s MoOMJIbHOE PUJIOKEHHE

s MOANNCAHUS AJIEKTPOHHOTO JOKYMEHTAa ITonb30Barento HE00X0IMMO
ayreHtuduuuponatscs. [lanee [loap3oBarento B MOOMIBLHOM MPUIIOKEHUN HEOOXOAMMO BHIOPATH
HYXHbIHN ceprudukar I11, moanuceiBaeMblil AIEKTPOHHBIN JOKYMEHT, a Tak)Ke yKa3aTh MapaMeTphl
u ¢opmaT noAmnucu (MOTYT yCTaHABIMBATHCS aBTOMAaTHYECKH B COOTBETCTBUHU C PEAIM30BAHHOI
MHTETpalueil MpUKIaAHON nHPOPMAIMOHHOHN cucTembl). B MoGmisHoM nipunoxennn Kpurnrollpo
Kitou oroOpaxkaercst 31eKTPOHHBIA JOKYMEHT Tepe]l BBIIOJIHEHUEM orepanuu ¢ HuM. [locne Toro,
kak [lonb3oBarens yOeauics, 4To XO4YeT BBINOJIHUTD JACUCTBUS C HY>KHBIM JOKYMEHTOM, BbIOMpAeT
kHonKy «Iloamucarey. Eciim onepamus moarsepxkaeHa IlomszoBarenem, Kpunrollpo Kirou (npu
y4acTUM MOOWJIBHOI'O IPUJIOKEHUS, €CIU K04 XPaHUTCS B HEM, HAa BHEIIHEM HOCHUTENE WU B
pacrpenenieHHOM BHJE) TIOANMCHIBAET IOKYMEHT M Bo3Bpamaer ero Ilomp3oBarento B BeO-
uHTepdeiice, B MOOUIBLHOM MPHIIOKEHUU WM MPU MOMOIIU WHTETPUPYEMOU cucTeMbl. [laHHBIN

MPOLIECC MPEACTaBIEH Ha pUCYHKe 12.

LeHTp MaeHTUdMKaLMK
Beb6-uHTepdelic MonbzoBatens
Cepswuc Moanucu

Cepsuc AyanTa

Cepauc 06paboTkn AOKyMEHTa
CepBuc B3anuMopencTBusa ¢ SDK Karou

TIpOXOAUT ayTeHTUUKALMIO: 9»
Bbi6rpaeT napameTpbl NOANMUCH U CEPTUDUKAT U OTNPABAAET AOKYMEHT Ha nommct;—@b

e e o o o o

MoaTBEPXAQET ONEPaLMio NOANUCH 3A—©>

4@—OmpaBAﬂeT MOAMMUCAHHBIA AOKYMEHT —
MY brbsoBaters E

PI/ICYHOK 12 - HpOLICCC noATrCaHud 3JICKTPOHHOI'O JOKYMCHTA 4CPE3 MOOUJIBLHOE IMPUIIOKCHUC,

KJIFOY XPaHUTCA B MOOHUILHOM MMPUITOKCHUHN

IIpouecc noanucanust /1 yepe3 Bed-uHTEpPeiic MHTErpPMPOBAHHOM UH(OPMALIMOHH O
CHCTEeMbI

Jns  monamucaHus  3JEKTPOHHOTO JIOKyMEHTa B BeO-uHTepdelice HHTErpupOBaHHON
uHpopMalMoHHOM cuctemsl [loabp30Barento He0OX0MMO BbIOpATh cepTU(UKAT U MOANHUCHIBAEMBIN
JJIEKTPOHHBIA JIOKYMEHT, mapaMeTpbl M (opMarT MOJMUCH YCTaHABIMBAIOTCS B COOTBETCTBUU C
peaTu30BaHHOW WHTerpamueil WHGOPMAIMOHHOW CcHUCTeMbl. B MOOMIBHOM TPHIOKEHUU
oTtoOpakaeTcs 3JICKTPOHHBIM JTOKYMEHT Iepes BBITOJHEHHEM omnepaiuu ¢ HuM. [locie Toro, Kak

ITonp30BaTenb y6CI[I/IJIC$I, YTO XOYCT BBIIIOJIHUTH HCﬁCTBHH C HY’>KHBIM JOKYMCHTOM, OH BBI6I/IpaeT
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kHomnky «[loamucarey. Ecim onepamus monreepxaeHa Iloms3oBarenem, Kpunrollpo Kirou (mipu
y4dacTtuun MO6I/IJIBHOI‘O MNPUIIOKCHUA, €CIIW KIHOY XPAHUTCA B HCM, Ha BHCIIHCM HOCHUTCIIC HUJIU B
pacrpeneneHHOM BHJE) TMOANMCHIBAET IOKYMEHT M Bo3Bpamaer ero Ilomp3oBarenmto B BeO-
uHTepdeiice, B MOOUIBLHOM MPHJIOKEHUU WM MPU MOMOIIU WHTETPUPYEeMON cucTeMbl. [laHHBIN

MpOIECC MPECTaBICH HA PUCYHKE 13.

E ~——  T1poXoAUT ayTEHTUDUKALMIO U aBTopmsaLLmo—G-b
OTnpaBAAET AOKYMEHT Ha nom‘mcn:—@-b» e LleHTp MaeHTUdUKaLMK
f@—HOAyuaeT NMOANWUCAHHbBINA AOKYMEHT: e  Beb-uHTEPDElic Morb3oBaTENS
e Cepsuc Moanucu
e Cepsuc Ayauta
o CepBuc O6paboTKM AOKYMEHTa
e Cepsuc Bzaumopenctauma ¢ SDK Katou
E
—E 1 .
OTmpaBAsSET 3anNpoc Ha NOATBEPXAEHHUE onepaLmio NoAnUCeU—— _E‘
loaTBEPXAQET ONEpaLyio HOAHMCM—G—P K Kpurmol o Ko MAKM «Kpurmol o HSM»
MoANMCbIBAET AOKYMEHT >

Pucynox 13 — Ilpouiecc noanucanus 3J1€KTPOHHOTO IOKyMEHTa yepe3 IporpaMMHBINA HHTepdeiic

HHTerHpOBaHHOﬁ CHUCTCMBI, KJIIFOY XPaHUTCS B paClIpCACICHHOM BUIC

IMpouecc nognucanust /1 npu ucnoab3zosanuu Kiou Lite

[Tonw3oBarens, UCoNbL3ys Opaysep, MO0 MHPOPMAIMOHHYIO CUCTEMY OTmpaBiisgeT B Kitou
Lite nmoxymeHt, BbiOuMpaeT (opmar DIl u HyxHbIH ceprudukar. Kmrou Lite moarorasiuBaer
JIOKYMEHT K IOJINUCH, BEIYUCIISET OT HETO X3II-3HaueHue u otnpaniser [lonb3oBarento. Ha cropone
[omp30oBaTenss mpoucxoauT (GpopMUPOBAHHE SIEKTPOHHOW IMOMIMUCH IOJyYEHHOTO XdII-3HAYCHHS
(cpenctom DI TMonb3oBaTenst), mocie yero xaui-3Hauenue, ero DIl u cBeneHus o Hel nepeaarTes
B Kirou Lite mis 3aBepuienus npoueaypsl noanucanus. Kmrou Lite dopmupyer moamucaHHbINd
JIOKYMEHT COTJIaCHO BbIOpaHHOMY (opMmaTy moAmnucu u Bo3Bpamiaer ero Ilonb3oBaremo. [laHHbIiH

MPOLECC MPEICTABIICH HA PUCYHKE 14.
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PEXXUM Katou Lite
LleHTp UaeHTUdDMKaUMK
Beb-uHTepdeiic NMoabzoBatens
Cepsuc Moanucu
Cepsuc AyamTta
Cepsuc 06paboTkM AOKYMEHTA

OTnpaBASieT AOKYMEHT Ha noAnMCb—G—b»
MoAyyYaET NOANMUCAHHbIA AOKYMEHT

MKKpurol o Kreo

Pucynok 14 — IIporiecc nmoanmucanust JIEKTPOHHOTO TOKYMEHTA IpU Kcroib3oBanuu Kiroy Lite

9.5 IIpoBepka noanucu u IlpoBepka cepruduxara I

B Kpunrollpo Kmtou peanmsoBana Bo3mokHocts uHTerpamuu ¢ [10 «Ciyx0a mpoBepku
ceprudukaToB u saekrponHor moxamucu «Kpuntollpo SVS»», koTopoe BhIMONHSAET (YHKIHU
«IIpoBepka snexTpoHHOil mnoamucu» u «lIpoBepka ceptuduxara Oll». IlpoBepka nomucu
JJIEKTPOHHOrO JoKyMeHTa M ceprudukara DIl moryr ocymectBiasarbes Ilomp3oBarenem B
MHTEPAKTHBHOM PEXMME KaK MOCPEICTBOM INTATHOTO BeO-mHTep(eiica, Tak U WHTETPUPOBAHHOU
NPUKIIQIHON nHpopManmoHHO# cuctemsl o REST API.

Hwmwxe Ha pucynke 15 mponemoncTtpupoBaHn mporecc «IIpoBepka moamucu» depe3 BeO-

unrepdeiic [lomp3zoBarens.

E E e Beb6-uHTEepdeiic Monb3oBaTens

———————————OTNpaBAAET 3AEKTPOHHYIO MOANUCH Ha nposepKy—@—b» e 10 Cepauc Mposepku Moanucy
E

Ko poS\S

OTNpaBASIET PE3YALTAT MPOBEPKU SAEKTPOHHOM MOAMUC

VC rpemnpursma

Pucynok 15 — Ilporiecc npoBepku MOANUCH
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9.6 IlIudpoBaHue ITEKTPOHHOIO JOKYMEHTA

B Kpunrollpo Kntou peanuzoBana ¢pyukius «lludposanue 31y, koTopas B 3aBUCUMOCTH
OT HACTPOEK MOKET BBIMOJIHATHCA KaK C UCIOJIb30BaHUEM BeO-mHTEepdeiica, Tak U MOCPEACTBOM
nporpamMuoro untepgeiica Kpunrollpo Kitou.

[Tonp30BaTens HHULIMUPYET omnepanuto mudposanus ] mpu momomu «3amudpoBaTh» Ha
BeO-untepdeiice [lonp3oBarenss wiM mpu MOMOIIM IPOrpaMMHOrO MHTepdelica MHTErpupyeMoit
CUCTEMBI, 3arpy’KaeT WM BbIOHMpaeT u3 cnucka umeroniuxcsa ceptudukar D11 u nokymeHT, nocie
yero npoucxoaut oopamienne k Cepsucy [loanucu. Cepsuc [loanucu HaxoauT cepTudukar B CBOCH
0a3ze nmannbIx (1anee — b/1) n nanmmanmmsupyer ceccuro ¢ HSM ¢ momorpio KpunrolIpo HSM Client.
Kpuntollpo HSM Client nepenaer B HSM nokymeHT B Buze maccupa 6aiit, a HSM 3amudpossiBaet
nokymeHT u BoszBpamaer Cepsucy Iloamucu. CepBuc [lognmucu otmpamisier 3amm@poBaHHBINA

nokymeHT [lonb3oBatento. JlanHbIN Mpoliece npeacTaBieH Ha pucyHke 16.

LleHTp MaeHTUdUKaumm
Beb6-uHTepoeiic Moab3oBaTens
Cepsuc Moanvcu

Cepsuc AypmTa

CepBurc 06paboTKn AOKYMEHTA
CepBuc Banmopenctema ¢ SDK Karou

E Edl‘lpou,ecc wnd poBaHUT

MK Kool o Kreo MAKM «Kpurmol o HSMb

E]—Sarpymaa AOKYM EHT 1 HyXHbl il cepTuduKat 3ﬂ—9->
MY S ]

-—-@€)—Bo3BpallaeT 3anMd POBaAHHbINA AOKYMEHT
Mbsosater 9
Mb3cEaTeb

Pucynox 16 — IIporuecc mudpoBanus J0KyMeHTa

9.7 PaciundpoBanme 3JIeKTPOHHOT0 JOKYMEHTA

B Kpuntollpo Knrou peanumzoBana ¢yukmus «PacmmdpoBanne I]JI», kotopas, B
3aBUCHUMOCTH OT HACTPOEK, MOXET BBHIMOJIHATHCS KaK C MCIONh30BaHHEM BeO-uHTepdeiica, Tak U
nocpeAcTBOM porpamMmmuoro uarepdeiica Kpunrollpo Kirou.

[Tonp3oBatens HHUIIMUPYET onepanuio pacmudpoBanus I/ mpu nmomonu «PacmmdpoBarsy
Ha BeO-uHTep(deiice [lomp3oBarens win Mpu MOMOIIY MPOrPaMMHOTO WHTepdelica HHTETPUPyEeMOn
CUCTEMBI, 3arpy’KaeT WU BBIOMPAET U3 CIHUCKA UMEIONTUXCS CepTU(DUKAT U JOKYMEHT, MOCIIE Yero

npoucxoaut obpamienue k Cepsucy [loanucu. Cepsuc [lonnucu nnunmanusupyet ceccuto ¢ HSM
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¢ momompio KpunrolTpo HSM Client. KpunrolIpo HSM Client nepenaer B HSM 3ammdpoBanHbIii
JOKYMEHT B BHJEe MaccuBa Oaiit, a HSM pacmmdpoBsiBaeT TOKyMEHT U Bo3Bpaiaer Ha CepBuc
[Hoanucu. Cepsuc Iloanucu ornpasiser nokyMeHT Ilonp3oBarento. JlaHHBIH Mpoliece npecTaBiIeH

Ha pucyHke 17.

—3arpyxaeT AOKYMEHT U HYXHbl 1 cepTudnkat 3I'I—@-> LleHTp MaeHTUdMKaLM K
Beb-uHTepdelic Moab3oBaTens
Cepswuc Moanucu

Cepsuc AyanTta

Cepsuc 06paboTKM AOKYMEHTa

Cepsuc B3aumopencteus ¢ SDK Katou

2

brs3oBaterm

<—©—Bosspa|.uaeT pacLUMPPOBAHH bIi AOKYMEHT-

brs3oeEaTerb

E Mpouecc —
e @ pacw nopoBaHua

MKKpurol o Ko MAKM «Kpurmrol o HSM:

Pucynoxk 17 — Ilpouecc pacmmgpoBaHus IEKTPOHHOTO JOKYMEHTA

9.8 Ayaur co0biTHii U GopMHUPOBAHME OTYETOB

Ayaut kxomnonenToB Kpunrollpo Kntou npousBoautces npu nomouu koMrnoHenta Cepauca
Aynuta. Aynut goctyrieH uis cienyronmx komnonentoB Kpunrollpo Kitou:

—  Uentp Unentuduxanuu;

—  Cepsuc Iloanucu;

—  Cepsuc O6paboTku JIOKyMEHTOB.

Hacrtpoiika aynuta coOBITHII OCYIIECTBISICTCS AIMUHUCTPATOPOM cucTteMbl. CoOBbITHS
3aMUCBIBAIOTCS B KYPHAJIbI, KOTOpBIe OTChUIatoTCs B CepBrc AyauTa u 3anmuchkiBatotcs B ero b/I.

[Tonb30BaTemnto JOCTYMEH TOIBKO MPOCMOTP ayJUTa COOBITUI U UX COPTUPOBKA MO (PHIBTPY

1/ WIIH JaTe. OnepaTop MOKCT IPOCMATPHUBATDH BCC neiictBus [lonp3oBartens.
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10 OcHoBHBIE NperuMyHiecTBa HCIO0JIb30BAHUS
Kpunrollpo Kiarou

[Tpu ucnonbzoanuu Kpunrollpo Kitou noctynHel cnenyronme npenMyIecTna:

—  LeHTpaJu3oBaHHOE ympaBieHue ceppucom DIl B kopnopatuBHot WT —
uH(ppacTpykType;

—  BO3MO’KHOCTb Pa3BOpauyMBaHUs B UMIIOPTO3aMELIEHHOM CpeneE;

—  WCTOJBh30BAaHUE OTECUYECTBEHHBIX KPUNTOIPaQUUECKUX alITOPUTMOB;

—  pasnuYHBIe  CHOCOOBI  XpaHEHHUs W UCHoJb30oBaHus  kmouert  OIl -
MOOUIIbHAs/pacTpe/ieIeHHAas/TOKaTbHAS TTO/IIKCh;

—  MHOXECTBO cxeM ayTeHTuuKanu [lomp3oBaress s JOCTyIA K KIII0YaM,

—  MHOXECTBO TMOJJICP)KHBACMBIX BHIOB M (OPMATOB TMOANUCA H IMH(DPOBAHUS
JIOKYMEHTOB,;

—  REST API nns peanmzanuu pa3auvHbIX CIICHAPHEB paOOTHI;

—  BO3MO’KHOCTH PabOThI KaK Ha JECKTOIE, TaK U B MOOMJIBHOM MPHUJIOKECHUH;

—  BO3MOXHOCTH paboTsl ¢ kimoyamu [Tonmp3oBareneit Ha NFC-tokene;

—  obecrnieueHue OPUIUIECKON 3HAYUMOCTHU 3JIEKTPOHHOTO JTOKYMEHTa B COOTBETCTBUU C

TpeOoBaHUSMU 3aKOHOIaTeNbcTBa Poccuiickoit deneparum.
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11 Bo3moskHble BapuaHThl ucnojgb3oBaHust Kpunrtollpo
Koarou

Komnanus OOO «Kpunrollpo» mnpennaraer aBa BapuaHTa MCIIOJIB30BaHMS PELICHUS
IIK «Kpunrollpo Kirouy:

—  pa3BOpauMBaHUE pelIeHMs B HH(PPACTPYKTYpE BALIETO MPEIIPUATHS;

—  ucnons3zoBanue Cepsuca siekrponnoi nojamnucu OO0 «KPUITTO-ITPO».

B 00oux cimyyasix BblI HOJTy4aeTe MOJIHBIA JOCTYI KO BCeM (PYHKIIMSAM MPOIYKTAa M MOXKETE
UCIIOJIb30BaTh €T0 I PELICHUs CBOUX 3aJ1ay.

Jlns pa3BopauMBaHUs pelIeHUs B MH(QPACTPYKType Ballero MNPEeArpHsITHs HEOOXOIUMO
npuoopecTu:

—  CEpBEpHOE U CeTeBOE 000PYA0BaHUE;

—  JMIIEH3MHU Ha cucTeMHoe u npukianHoe I10;

—  juuen3un Ha npoayKTsl koMrnanuu OO0 «KPUIITO-TIPOy;

—  TEXHUYECKOE  MPOEKTUPOBaHUE, DPa3pabOTKy  pabouel-3KCIUlyaTallMOHHOM U

OpraHU3alMOHHO-PACIOPAIUTENLHON TOKyMEHTALUY,;

—  YCIYTH [10 BHEIPEHUIO U TEXHUYECKOH MOAJIEPIKKE CUCTEMBI.

Jlia ncnonb3oBanusa Cepsuca anekTpoHo noanucu komnanun OO0 «KPUIITO-ITPO» na
6aze [1K «Kpunrollpo Kirou» u ITAKM «KpunrolIpoHSM» Heob6xomumo npuobpecTu:

—  JIuuensun komnanuun OO0 «KPUIITO-ITPOy;

—  YCIYTH CepBHUCa dJIEKTPOHHOM MOIINCH;

—  YCIYTH YIOCTOBEPSIOIIErO LEHTPA;

—  YCJIYTH 10 pa3paboTKe BHYTPEHHUX OPraHU3allMOHHO-PACcTIOPSIAUTEIbHBIX JOKYMEHTOB,

OIpeIeNAIOIUX NOPSAA0K dKCILTyaTauu ceppuca 11,
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12 I1oae3HbIe CCHLIKH IS 03HAKOMJICHHUS C
¢pynkuuonanom Kpunrollpo Kirou

I[JIH O3HAaKOMIJICHHUA C q)YHKHHOHaJIOM CHUCTEMbI Bbl MOXCTC BOCIOJIB30BaThCA HAIIUM
TECTOBBIM CEPBUCOM 3JIEKTPOHHOM IMOANHMCH WM CaMOCTOSITENBHO YCTAaHOBUTH BUPTYAIbHYIO
MaIIUHY Yy ceOs.

s waTerpanmu ¢ TectoBbiM KoHTYpoM COII Ha 6aze [IK «Kpunrollpo Kirou» ciemyer

oJaTh 3asBKY Ha nmoakiaroueHue mwig Oneparopa.

Jlyis yCTaHOBKHM BHUPTYaJIbHOTO CTEHJA 3arpy3uTe TOTOBYIO BHUPTYaJbHYIO MAIlIMHY Ha

ctpanuiie mo ccbuike https://cryptopro.ru/products/ca/2.0/howto

Taxoke ecTh BO3MOXHOCTH IMPOUTH 00y4JaromIre Kypchl OT Y4eOHOro IeHTpa
«Mupopm3aniTay:

e T215 INopsimok pazseptoiBanus U npuMenedus K "Kpunrtollpo Knrod" 1.0. Ha

wiardhopme Astra Linux.

e T534 [NopsanoK pa3BepThIBAHKSA, IPUMEHEHU 1 MOHUTOPUHTa HHOPACTPYKTYPBI UL

YCOBEPIIECHCTBOBAHHOM dekTponHon noanucu Ha ocHoBe IIK "Kpunrollpo Kiarou'" u

texuogorui Kpunrollpo.
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https://cryptopro.ru/products/cpkey/test-service
https://cryptopro.ru/products/cpkey/test-service#form
https://cryptopro.ru/products/ca/2.0/howto
https://itsecurity.ru/catalog/t215/
https://itsecurity.ru/catalog/t215/
https://itsecurity.ru/catalog/t534/
https://itsecurity.ru/catalog/t534/
https://itsecurity.ru/catalog/t534/

