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NCNOJIb3YEMbIE COKPALLEHNA N OBO3HAYEHUA

CAdES — PacwupeHHas Bepcusa CcTaHaapTa 3/1eKTpoHHOM nognucu CMS (CMS Advanced
Electronic Signatures)

CRL — Cnuncok oTt3biBa ceptudmkaTtoB (Certificate Revocation List)

CSP — Kpuntonpoaniaep (Cryptographic Service Provider)

HSM — AnnapaTHbIi MoAyb cucTeMbl 6e3onacHocTn (Hardware security module)

OATH — Habop anroputMoB ayTeHTUdMKaALMKM C NCNOJIb30BAHMEM O4HOPA30BbIX
naponen

OAuth — OTKpbITbI NPOTOKO/ aBTOPM3aLMKN, KOTOPbIN NO3BOMSIET NPeAOCTaBUTb

TpeTbel CTOPOHE OrpaHUYEHHbIN AOCTYN K 3aliMLLEHHbIM pecypcaM
nonb3oBaTtens 6e3 Heob6xoaMMOCTN NnepenaBaTh el (TpeTbel CTOPOHE) JIOrNH
n naponb (Open Authorization)

OCSP — [poTokon nonyyeHus akTyanbHoro cratyca ceptudukata (Online Certificate
Status Protocol)

OoTP — [aponb, AeNCTBUTENbHbIN TOLKO A8 OAHOrO ceaHca ayTeHTudukaumm (One-
Time Password)

PAAES — PacwunpeHHas Bepcus cTaHaapTa 3/1eKTPOHHOM noanncu PDF-goKyMeHTOB
(PDF Advanced Electronic Signatures)

REST — ApXUTeKTYpPHbIN CTU/Ib NOCTPOEHUS pacrnpeneneHHOro NpunoXeHus
(Representational State Transfer)

SDK — Habop nporpaMMHbIX KOMNOHEHTOB A1 UCMNOSIb30BaHNA B MOBUAbHbIX
npunoxenusax (Software development kit)

TLS — T[poTOKON 3aWmMTbl TPAHCMOPTHOro ypoBHs (Transport Layer Security)

TOTP — OATH-anropmTMm co3gaHus 04HOPa30BbIX Napoaen Ang 3alWmeHHOon

ayTeHTUdMKaLMN, reHepMpPYOLWNIA Naposib Ha ocHoBe BpeMeHu. (Time-based
One Time Password Algorithm)

URL — EawuHbIn ykasaTtenb pecypcos (Uniform Resource Locator)

XAdES — PacwupeHHas Bepcusa cTaHaapTa 31eKTpoHHOM noanucu XML-A0KYyMeHTOB
(XML Advanced Electronic Signatures)

APM — ABTOMaTuU3MpoBaHHOe pabouee MecTo

B — ba3a aaHHbIX

3MncC — 3aMKHyTas nporpaMmHas cpena

nc — WHdopmaunoHHasa cuctema

HCO — HecaHKUMOHMPOBaHHbIN AOCTYN

M2 — MexceTeBoM 3KpaH

OoC — OnepaumoHHasa cnctema

MAK — [lporpaMMHo-annapaTHbIA KOMMNJeKC

NMAKM — T[lporpaMMHo-annapaTHbIi KpunTorpaduieckmin Mmoaynb

no — [porpaMmMmHoe obecneveHne

CK3n — CpeactBo kKpunTtorpadunyeckon 3awmtbl MHbDoOpMaLmu

CYbl — Cwucrema ynpaBneHus 6a3oi AaHHbIX

can — CepBep 3/1eKTPOHHOM No4anucK

yu — YpoctoBepstowmi LleHTp

aN — DNeKTpOHHas noanuchb
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TEPMWUHbI U ONPEAENEHUA

Bnaneneu
ceptndmkaTta
OTKPbITOro Ksro4a
3aKpbITbIA KHOY

KBanndunumnpoBaHHbI
cepTnduKaT OTKPbITOro
Ko4ya
(kBanMnUMpOBaHHbIN
cepTudmkar)

Kntou npoBepku
3/IEKTPOHHOM noanucu

Knou anekTpoHHOM
noanucu

MobunbHoe
YCTPOWCTBO

Cpeancrea 3/1eKTPOHHOM
noanucu

Ceptndukar
OTKpPbITOro KJto4a

YpocTtoBepsowmin
LLeHTp

YyeTHas 3anucb

DNeKTpoHHasa noanuch

XKTAN.00118-01 96 01 KpunTtollpo Kntod. Obwee onncaHne

MU0, KOTOPOMY B YCTaHOB/IeHHOM ®eaepasibHbiM 3aKOHOM
(N963-03 o1 06.04.2011 r. «O6 2n1€KTPOHHOW NOAMUCK>»)
nopsiake BblaaH cepTudukaTt OTKPbITOro Kitoua.
YHUKanbHas nocneaoBaTesibHOCTb CUMBOJIOB,
npegHasHaveHHas ans wudpoBaHums.

cepTnudurKaT OTKPLITOro Kjko4a, BblAAHHbIN
aKKpeaMTOBaHHbIM yA0CTOBEPSAIOLWMM LEHTPOM MU
[OBEPEHHbIM JINLLOM aKKpeAUTOBAHHOIO YA0CTOBEPSIOLLENO
LeHTpa nNnbo deaepanbHbIM OpraHOM UCMONTHUTENBbHOWN
BN1ACTW, YNOJIHOMOYEHHbIM B cpepe Mcnosib30BaHUA
3/1IEKTPOHHOMN NMOAMUCHU.

YHUKanbHasa nocneaoBaTeslbHOCTb CUMBOIOB, OAHO3HA4YHO
CBSI3@aHHas C KJII0YOM 31IEKTPOHHOM NOAMUCK U
npegHasHavyeHHas Ans NPoOBEPKN NOASIMHHOCTMU
3/IEKTPOHHOM NMOAMUCHU.

YHUKanbHasa nocneaoBaTesibHOCTb CUMBOJIOB,
npeaHasHavyeHHas Ans Co3A4aHUs 3NEKTPOHHOM Noanucu
CMapT@OH MM NAAHLIET, ABASKOLWNNCA COBCTBEHHOCTbIO
Monb3osaTtensa Kpuntollpo Kntou.

wudposBanbHble (Kpuntorpaduyeckme) cpeacrsa,
NCNONb3YyeMble AN peanm3aunm xotsa 6bl 0O4HOM N3
cneayowmx GyHKLMR - co3aaHme 31eKTPOHHOM NoANncH,
npoBepKa 31eKTPOHHON NOAMMUCK, CO3A4aHMe 3aKpbITOro 1
OTKPbITOr0 KJIIOYEN.

3NEKTPOHHbIN UK ByMaXXKHbIN AOKYMEHT, CoAepXallnii
OTKpbITbIN KoY, nHdDOpMaunto 0 Blagenble Kaya,
obnacTn NnpuMeHeHns Kat4da, NoANUCaHHbIN BblAaBLWIWMM €ro
YA0CTOBEPSIOLWMM LLEHTPOM U NMOATBEPXKAAOLWNI
NPUHaAEXHOCTb OTKPbITOro Kjto4da Bnagesnbuy.
opuanyeckoe A1uo Uin MHAMBUAYanbHbIN
npeanpuHUMaTenb, OCyLWecTBAsSOWME GpyHKUNK No
CO34aHu1I0 U Bblaavye cepTUdMKATOB OTKPbITbIX KJloYen, a
Takxe uHble QyHKUMKN, NpeaycMoTpeHHble degepasnibHbIM
3akoHOM N263-d3 o1 06.04.2011 r. «O6 31eKTPOHHOM
NoANUCK>».

Habop ceeaenunii o Monb3osatene Kpuntollpo Kntouy,
coaepxawun Heobxoammoe n goctatoyHoe anst paboTobl C
CepBMCOM KOSIMYECTBO MHMOpMaLNK.

MHpOpMaUKMS B 3N1eKTPOHHOM opMe, KoTopas
NMpUCOEeAMHEHA K APYron MHpOpMaUnnM B 3/IEKTPOHHOM
dopmMe (noanmcbiBaeMor MHpopMaLmmn) nnm nHbiM o6pasomM
CBfI3aHa C TaKoW MHGOopMaumen n KotTopas MCNosib3yeTcs
Ang onpeaeneHunsa nuua, NoOANMCbIBaLWero HpopMauuio.
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1. AHHOTaAUumMSA

HacToawmim [OOKYMEHT COAEPXWUT onucaHme nporpamMMmHoro komnekca (MK)
«Kpuntollpo Kntou» (ganee — Kpuntollpo Kntou). Kpuntolpo Koy no3sonsieT co3gaBaTthb
3NEKTPOHHYIO NOoAMUCH U WNdPOoBaTb AOKYMEHTbl pa3sinyHbix dopmaTos, UTo obecneunsaer
MX KOH(MWUAEHUMANBbHOCTb, LENOCTHOCTb M ayTEeHTUYHOCTb (MOASIMHHOCTL M 3aWwuTy OT
noanenkn). BoinonHeHne KpunTorpaduyeckmx onepauuin peanusyetcs npu ydactum [1AKM
«Kpuntolpo HSM», CK3U <«Kpuntollpo CSP», a Takxe 6ubanmotekm nporpaMmMHbIX
KOMMOHEHTOB A1 MObubHbIX npunoxeHnin Koy SDK 1 MOBGMABHBIX  NPUIOXKEHWA,
CO3JaHHbIX Ha ee OCHOBe.

B paHHOM pokyMmeHTe npuBeneHo Ha3HadeHwue K «Kpuntollpo Knwou» U OCHOBHble
pelaemMbie MM 3agayn, ONUCaHbl BXOAsILME B HEro KOMMOHEHTbl U UX (PYHKUMOHaNbHbIE
XapaKTePUCTUKK, a TaKXKe slormyeckas apxmTekTypa nporpaMMHOro Komrsekca.

JOoKyMeHT npeagHasHayeH Ans  pykoBoguTenem M aAMUHUCTPATOpPOB  Kak
O3HAKOMUTENbHbIM MaTepuan nepes ycraHoBkor u akcnnyataumen MK «Kpuntollpo Knou».
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2. Obwme cBegeHus

2.1. Ha3zHaueHmne Kpuntollpo Kntou
MK «Kpuntollpo Kntou» npeaHasHayeH Ang:

> BbInonHeHMs KpunTorpaduuyecknx onepaumm Npyn pasnnyHbiX BapMaHTax XpaHeHus m
3awWwmnTbl Kaoden Nonb3oBaTenen (B COOTBETCTBUM C BbI6pPaHHbIM PEXMMOM XpaHEHUS
K/to4yen, cM. pasgen 6);

> YpganeHHoro BbIMOSIHEHMSA onepauuini Monb3oBaTene MNo CO34aHUKD  3/IEKTPOHHOM
noanucm;

> YpaneHHoOro BbINOJIHEHMS  onepauun  [Nonb3oBaTener nNo  WUdpPoBaHUID W
pacwndpoBaHno JOKYMEHTOB;

> YpaneHHoro BbINOAHEHMA onepauuin llonb3oBaTenem Mno npoBepKe 3NEKTPOHHOM
noanucwu.

2.2. Uenn KpunTtollpo Kntou
Lenamun ncnonb3sosaHung Kpuntollpo Kntod asngaiorcs:

ObecneyeHne KOHPUAEHUNANBHOCTN AOKYMEHTOB;

ObecneyeHne LENOCTHOCTN AOKYMEHTOB;

ObecneyeHne ayTEHTUYHOCTM (MOANMHHOCTM U 3alLUTbl OT NOAAENKN) AOKYMEHTOB;
ObecneyeHne HpUAMYECKM 3HAYUMMOrO 3SNEKTPOHHOro AOKYMEeHTOoo6opoTa 3a cueT
MCMNONb30BaHMS 3NEKTPOHHOM MOANNUCU AOKYMEHTOB.

YV VYV V

2.3. 3agauun Kpuntollpo Kntoy
[nsa BbINONIHEHUSA NOCTaBAeHHbIX uenen Kpuntollpo Koy pelwaeT cneayroume 3agadn.
PaboTa C y4eTHbIMM 3annCsIMun:

> peructpauus lNonb3osaTtenen;
> BefeHue peecTpa 3apeructpnpoBaHHbix MNMonb3oBaTtenen
> ypaneHue MNonb3oBaTenen.

BbinonHeHWe kpunTorpadmnyeckmx ornepaumii:

> ayTteHTudwukaumsa Nonb3osaTtenen n OnepaTopos;

> TreHepaumsa knwoden M1, knwoder nposepkn 31, 3aKpbITbiIX W OTKPbITbIX KAKOYEN
wundposaHusa (cm. 6);

» dopMMpoBaHMe 3anpocoB Ha cepTudurKaThl;

» co3aaHue un nposepka 2I1;

> MNoATBEpPXAEeHune onepaunn.

Opyroe:

> ayauT cobbITuiA, CBSA3aHHbIX C 3KCMNyaTaunen NporpaMMHOroO KOMMeKca;

» onoBeweHne [lonb3oBatenem o cobbiTuax o onepauusax B Kpuntollpo Kty ¢
ncnonb3oBaHmeM SMS-coobuweHunit, coobleHnin 31eKTPOHHOM noyTbl u  PUSH-
yBeAOM/IEHUA B COOTBETCTBMW C OMUCAHMEM CXEMbl pa3MelleHMs] KOMMOHEHTOB (CM.
pasgen 7.5);

> TMoJlyyeHne n oTnpaBka AOKYMEHTOB, C KOTOPbIMW BbINOJHAOTCS KpunTorpaduuyeckmne
onepauum;

> Busyanmsaums (KoHBepTauus n otobpaxeHune) 4OKyMeHTOB Ans Nonb3oBaTtenemn nepen
BbIMOJ/IHEHMEM OMNepaumn C AaHHbIMW AOKYMEHTaMu.
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2.4. UcnonHeHna Kpuntollpo Kntouy

MepeyncneHHble B AAaHHOM AOKYMEHTE WCMOJIHEHUS M TPYMMbl UCNOSIHEHUA NOAPOGHO
onncaHbl B AokyMeHTe «XTAN.00118-01 30 01. Kpuntollpo Kntou. ®opmynap». B aaHHoOM
pasjenie TakxXe YCTaHOBJ/IEHO COOTBETCTBME Ipynmn WCMOSHEHMW TUMNaM XpaHeHUs Ki4en
rnoanucu nonb3oBaTenen (CM. Takxe 6).

Kpuntollpo Knwo4y B 3aBUMCMMOCTM OT Ha60pa MCNOJIb3YEMbIX KOMIMOHEHTOB
npeaocrtasB/ieH B cieayrwmnx MCnoJiIHeEHUAX.

> MWMcnonHenme 1 (knacc 3awmntbl KC3) — coaepXuT cepBepHbie KOMIMOHEHTHI
Kpuntolpo Kntou (cM. 3.1);
> WcnonHeHue 2 (knacc 3awmtbl KC1l) — coaepXuWT K/IMEHTCKME KOMMOHEHTHI

KpunTtolpo Kntou, npeacrasnswowme cobort MObunbHbIE MPUNOXKEHUA U CpeacTBa Ans
nx paspaboTku (cm. 3.2.10);

> MWMcnonHenme 3 (knacc sawmtbl KC1), UcnonHeHne 4 (knacc 3awuntbl KC2),
UcnonHeHue 5 (knacc 3awmtbl KC3) — cogepxaT KIMEHTCKME KOMMOHEHTHI,
npeactasnsatowmne coborn Kpuntollpo CSP/ICP n MO «Kpuntolpo UM Browser plug-
in» (cm. 3.2.10).

pynnbl UCMOMHEHUN MO3BONSIOT COOTHECTM ucrnonHeHusa Kpunrtollpo Kntou ¢ Tmnamm
XpaHeHusa kn4yen nognucu Monb3oBaTtenen. CywecTByOT cneaytowme rpynnbl UCMONHEHUN.

> [pynna wucnonHeHm 1 — Bkwo4vyaetr B cebsa WcrnonHeHms 1 un 2. Knwouu
Monb3oBaTenenm xpaHATCca pacnpegesneHHo (Ha MobunbHOM  YyCTpoWCTBE C
OOMNOSIHNTENbHOW 3awmnTon [loNb30BaTENbCKUX K/KOYEN C MNOMOLWbI CEPBEPHOro
KOMMOHEHTA).

> [pynna wucnonHeHuM 2 — BkovYaeTr B cebsa WcnonHeHns 1 un 2. Kiwouu
MNMonb3oBaTenen XpaHATCS Ha KJIMEHTCKOM KOMMNOHeHTe (MO6ubHOE NpUIo)KeHue) C
3awmTon Monb3oBaTenbCKMX K/OYen CpeacTBaMM  TONbKO 3TOr0  KJAMEHTCKOro
KOMIMOHEHTA.

> [pynna ucnonHeHmn 4 — Bko4vaeT B cebs UcnonHeHns 1 u 3-5. Knoum
Monb3oBaTenen XpaHSATCS HA KJIMEHTCKOM KOMMOHeHTe (CTauMoHapHoe
YCTPOMCTBO) C aBTOHOMHOM 3aWMToN MNonb30BaTENLCKMX KITHOYEN.
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3. Onucanue Kpuntollpo Knrou

3.1. Cocta KpunTtollpo Kntouy
KpunTollpo Kntou BkoyaeT B cebs cnepytowme KOMNOHEHTbI:

> LUenTtp MaeHtndukaumn (LN, cm. paspen 3.2.1):
» Cnyxb6a ynpaBnenus Nonb3oBatensmu;
» Cnyxb6a mapkepoB 6e30nacHoOCTY;
> basa paHHbix (BA4) UK.
» Cepsuc lMoanucn (cMm. pasgen 3.2.2):
» MO Cepsuca lNognucu;
» B[l Cepsuca lNoanucuy;
> Beb-uHTepdernc (cMm. pasaen 3.2.3);

» Cepsuc Ayaguta (cMm. pasgen 3.2.4):
» MO Cepsuca Ayauta;
» B[l Cepsuca AyauTa.
» Cepsuc Obpabotkn JokymeHTOoB (CM. pa3gen 3.2.5);
» Cepsuc B3zanmogencrteusga ¢ SDK (SDK API Gateway, cM. pa3gen 3.2.7);
» Cepsuc PUSH-yBeagomneHun;
» Cepsuc Knwou Lite (cm. pasgen 3.2.8);
> [AKM «Kpuntollpo HSM» (cMm. pasgen 3.2.6);
» CK3W Kpuntollpo CSP (TpebyeTcs ycTaHOBKa Ha cepBepe ansi obecne4vyeHus paboTbl
KOMMOHEHTOB).
> KnueHTckne koMmnoHeHThl (cM. pa3gen 3.2.10):

> Kpuntollpo CSP/ICP;

» MO «Kpuntollpo UMM Browser plug-in»;

» Kpuntollpo TSP Client (komnoHeHT w3 coctaBa CK3U «Kpuntollpo CSP»,
MCNOoNb3yeTcs ONUMOHANbLHO);

> Kpuntollpo OCSP Client (koMnoHeHT w3 coctaBa CK3U «Kpuntollpo CSP»,
WMCNONb3YEeTCH OMNUMOHaNbHO);

» Kniou SDK gnsa BctpanBaHmsa B MOBUIbHOE NPUIOXEHMUE:
—  KpunTollpo Kntou SDK;
—  KpuntoKntou SDK;
— MobunbHoe npunoxerHue «Kpuntollpo Kntou»;
— MobunbHoe npunoxeHue «Kpuntollpo Knwou».

He Bce ykasaHHble KOMMOHEHTbl ABAAKTCA o06s3aTeNlbHbiMWU. B  MWUHMManbHYIO
koHdurypaumto Kpuntolpo Kntou BxoaaT LleHTp MaeHTudukaumm, Cepsuc Noanmcm, Cepsuc
Ayauta, CepBuc O6paboTkm [okymeHToB U [MAKM «Kpuntollpo HSM». Beb-uHtepdeiic
MNonb3oBaTensa MoxeT 6blTb 3aMeHeH MHTepdPencoM MHGPOPMaLMOHHOW CUCTEMbI, C KOTOPOW
nHTerpupyetca Kpuntollpo Kntou. Kntou Lite, Cepsuc Bzanmogencrtemsa ¢ SDK n Cepsuc PUSH-
yBeAOMIEHU ABASAOTCA onunoHanbHbiMU. Kpuntollpo CSP, TSP Client, OCSP Client u HSM
Client BxoaaT B koMniekT noctaBkn. NAKM «Kpuntollpo HSM» nocrtaBnsieTca otaenbHO. Koy
SDK noctasnsieTcs otaeneHo.

3.2. OnncaHne komnoHeHToB Kpuntollpo Koy

3.2.1. UeHnTp UaeHTndmnkaumm

KOMMoHeHT LleHTp NoeHTudmkaumm npegHasHaJveH ans perncrpaumm,
ayTeHTudmKaumm Nonb3oBaTtenemn, a Takxe ynpasneHms nHdopmMaumen, cogepxawencs B nx
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y4yeTHbIX 3anucax. B cnydyae ycnewHonm ayteHTudukaumm LeHTp NaeHTudumkaumm sbloaer
3/IEKTPOHHLIN  naeHTudmKaTop (Mapkep 6e30mMacHOCTM), KOTOPbIN 3aTeM MOXeT ObITb
WUCMosib30BaH ANg AOCTyna K ApyruM KoMnoHeHTaMm Kpuntollpo Knwod vnum ana ynpasiieHus
LleHTpoM MaeHTndukaunn. Bsanmoaeinctene ¢ LleHTpoMm MaeHTudmnkaymm ocyLlecTBnseTcs C
ucnonb3osaHnem REST API.

K dyHkumsam UM oTHocaTcs:

perncrtpaumus lNMonb3oBaTtenen;
BeleHMe peecTpa 3aperncTpMpoBaHHbIX [onb3oBaTenen
yaaneHue lMNonb3oBaTtenen;
ayTeHTudmkaumsa Nonb3osatenen n OnepaTtopos;
BeneHwne 6a3bl gaHHbIX, cogepxalen nHdopmaumto o NMonblosatenax LN:
> paHHble 0 MNMonb3oBaTensx, BKAYaeMble B CEpTUPUKATLI;
> paHHble o0 MNMonb3oBaTensx, He BKAYaeMble B cepTudmkaTbl (HOoMep MOBGUIBHOIO
TenedoHa, naeHTudunkatop OTP-TokeHa (one-time password CM.
«Mcnonb3yemblie cokpalweHunss u obo3HayeHus»), nHdpopmaumsa o PUSH-appece
NpUBA3aHHbIX MOBUbHbLIX YCTPOUCTB U T.M.);
» [AaHHble 06 OnepaTtopax;

YV V VYV VY

> ((opMumpoBaHMe 3anucen o cobbiTUAX, CBA3aHHbIX C pabotoi LN, n otnpaBka nx ans
pernctpaummn B Cepsuc Ayauta (cMm. pasgen 3.2.4).

LeHTp NaoeHTUdUKAUMN COCTOUT M3 HECKOJIbKUX KOMIMOHEHTOB, KOTOpble peaniMsyloT
nepevncrieHHblie MGyHKLUUN.

Cny»6a ynpaBneHus MNonb3oBaTensimMm

Cnyxb6a ynpasneHusa T[lonb3oBatenamm sasngetrca ob6ocobneHHoM 4yacTbio LleHTpa
NpeHTndpukaumm 1 oTBeyaeT 3a peructpauuio [llonb3oBatenern wn  OnepaTtopos
KpunTtolpo Kntoy, a Takxke 3a 3anucb, XxpaHeHue, 06paboTky 1 yaaneHme aaHHbIX UX YYETHbIX
3anucen.

Cnyx6a MapkepoB 6€30MacHOCTU

Cnyxb6a mMapkepoB 6e3onacHoctu aBnsetca obocobneHHoW dacTbio LleHTpa
NpoeHTudukaunm n oTBevyaeT 3a ayTeHTudukauuio [lonb3oBaTenenn u OnepaTtopoB npwu
obpaweHnn k Kpmuntollpo Kntou.

3.2.2. Cepsuc lNMognucu

KomnoHeHT Kpuntollpo Kntou Cepsuc [lMoanncu npepHasHavyeH AN BbINOSIHEHUS
onepaunin No WndpoBaHUO JOKYMEHTOB, CO34aHMI0 NEKTPOHHOM NOANMUCU N ee NPOBEPKMU.

K dyHkumsam Cepsuca MNoanucu oTHOCATCA:

> B3ammogeincteue c Kpuntollpo HSM;

> Bsaumogenctene ¢ YL pana cospaHus 3anpocoB Ha cepTudukaT U ynpasieHus
ceptudukatamm MNMonb3osartenen;

» CO3[4aHWe 3NEeKTPOHHOM NoAMNUCK NOA AOKYMEHTaMu, 3arpyxaemoiMu MNonb3oBaTteneM;

> wudpoBaHMe 1 pacwmdpoBaHne 4OKYMEHTOB, 3arpy)aembix Nonb3oBaTeneM;

» BeaeHue B[], conepxallen ceeaeHns o ceptudukaTtax Monb3oBaTenen n ux kndax
(pononHmnTenbHasa nHdopmaumsa 06 ynpaBaeHnUn Kao4aMn Nosib3oBaTeNeN CoAEPKNTCS
B pasgene 6);
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> obecneyeHne goctyna k Cepsucy MNMoanmcm BHeWHNM npunoxeHnam yepes REST API;
> dopmmpoBaHue 3anucen o cobbiTusx, cBsAI3aHHbIX C¢ paboTtoir Cepsucom lMognucu, um
oTnpasBKa nx anga perncrpaumm B Cepsuc AyauTa.

3.2.3. Beb-uHrtepdenc lNonblosartens

KomnoHeHT Kpuntollpo Kntou Beb-uHTepdeiic [lMonb3oBatens npeaHa3HavyeH Aans
OopraHvsaumm UWHTEpaKTUMBHOro B3ammogencTemsa [lonb3oBatenen u  OnepaTopoB C
KoMnoHeHTamMu KpunTollpo Kntoy, a Takxke C APYrMMu BHELWHUMKW KOMMOHEHTaMmn (Hanpumep,
cny>x60i npoBepkn cepTudmKaToB N 31eKTPoHHOM noanmcn Kpuntollpo SVS 2.0 «m3 cocTasa
MO Cnyx6bl YL 2.0). NpounsBeaeHHble Monb3oBaTensiMn AeNcTBUSA Ha Be6-popMax ¢ NOMOLLbIO
REST API nepepatotca B aApyrne koMmnoHeHTbl Kpuntollpo Knioy u obpabaTbiBaloTCca MX
cepBepHbLIMW NPOrpamMMHbLIMN MOAYISAMU.

B cBoeM nnyHOM kKabuHeTe Ha Beb-umHTepdeiice Monb3oBatens onb3oBaTenb Npwu
HasIM4YnM y HEero COOTBETCTBYIOLMX MpaB AOCTYNa MOXET U3MeHATb MHdOopMaunto Nnpodunsa u
HacTpoikn ayTeHTuduKauum. MNMpu HaNMYUM YCTaHOBIEHHOIO M HaCTPOEHHOr0 KOMMOHEeHTa
«Cepsuc AyauTta» lNMonb3oBaTento AOCTyNeH NPOCMOTP XypHana onepauui, COBEPLUEHHbIX UM
B CucTteme.

B Beb-uHTepdelice Monb3oBatensa Monb3oBaTento MoOryT 6biTb AOCTYMHbI Cneaytouwme
pa3zensbl:

> [dokyMmeHTbl. B paHHOM paspene T[lonb3oBaTeNb MOXET C€O034aTb HOBYKD UM
yCOBEpLEHCTBOBATb (AONO/IHMUTD) CYLLECTBYIOLYH 3/IEKTPOHHY NOAMNUCL AOKYMEHTa,
BbIMOJIHUTb Npoueaypbl wnudpoBaHmsa n pacwumndpoBaHms. [1ns 3TOro B 4aHHOM pa3sgene
npeaycMoTpeHa 3arpyska O4HOro UM HEeCKONbKUX AOKYMEHTOB, BbIbop HeEobXoaMMbIX
ANs BbINOSIHEHUS onepauum cepTudukaTtoB M napameTpos noanucu. MoapobHee o
noaaepXXuesaeMmblX TuMNax nognucu cMm. pasgen 11, o dopmatax wudpoBaHusa —
pasgen 12. Takxe B AaHHOM pasgene oTobpaxaeTcs 3arpyXeHHblid AOKYMEHT B
cueHapusx, Tpebyrwmnx ero otobpaxeHmnsa Ha Beb-nHtepdence Nonb3osaTens.

> [MpoBepka noanucu. B paHHOM pasgene [lonb3oBaTesb MOXET 3arpy3uTb
NOAMUCaHHbIA AOKYMEHT U/UNnu cepTuduKaT v NONYyYNTb CBEAEHUSA O AENCTBUTENBLHOCTU
AaHHOM noanucu n/mnn ceptudukarta. Bo3MoXHOCTb npoBepkn DI AOCTyNHa TONbKO
Mpu yC0BUM HAaCTPOEHHOr0 B3auMOAENCTBMUS CO CNy>X60M npoBepkn cepTuduUKaToB U
anekTpoHHoun noanucu Kpuntollpo SVS 2.0 (MOXeT Ccnosib30BaTbCA OMUMOHANbHO Npu
Hanuumu npoaykta Cnyx6bl YL, Bepcumn 2.0).

> CepTtudumkarbl. B gaHHOM pa3sgene lNonb3oBaTesnto AOCTyMNeH CMMCOK UMEeKLWMXca y
Hero cepTudmkaToB. TakXe OH MOXeT YyCTaHaBAMBaTb W ypansTb cepTuduKkaThl,
reHepmpoBaTb 3anpoc Ha co3gaHme Hosoro. K aTtomy pasgeny Beb-uHTepdelica
nony4yaet goctyn OnepaTop, ecnu cos3gaet ceptudukaT 3a lNMonb3oBaTtens.

> XXypHan. B gaHHOM pa3gene otobpaxatoTcs onepaunmn, coBeplieHHble MNonb3oBaTenem
B Kpuntolpo Kntou. Kaxabin Monb3oBaTenb BUAUT TONbKO CBOM onepauun. K cnmncky
onepaumm MOXHO MPUMEHSATb GUAbTPbl MO KoAy W/nnn gate cobbitns. BO3MOXHOCTb
npocMoTpa cobbiTUIA ayamTa [AOCTyNHa TONbKO MOC/Ae YCTaHOBKM W HACTPOMKMK
AoMuHucTpaTopoM kKoMnoHeHTa Cepsuc AyauTta B Kpuntollpo Kntou.

> Mpodmnb. B paHHOM pa3sgene oTobpaxatTcs cBeaeHuss 06 y4dyeTHOM 3anucu
Monb3oBaTensa — cBeAeHus, BKOYaeMble B 3anpoc Ha ceptudukat (Hanpumep, ®UO
n aapec lNonb3oBaTens), KOHTakTHas MHMOpMauUnsa, HACTPOMKKM ayTeHTudukaunm (B
pa3pelweHHOM B COOTBETCTBMM C HaACTpoOWMKamMu cepBuca o6beme), HaCTpPONKU
onoBeLleHns 0 cobbITUAX U CBeAeHUS O BblAaHHbIX Mapkepax 6e3onacHoctn ot UK
KJIMEHTCKUM KOMMOHeHTaM. K nogpasaeny HacTpoek ayTeHTudukaummn MNonb3osaTtens
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MOXEeT nonyuutb poctyn OnepaTop, €CAu YMNOJHOMOYEH BbIMNOMHATL ANS  Hero
HaCTpOMKM ayTeHTUdMKaunm.

OnepaTtop B CBOEM JIMYHOM KabuHeTe MoxeT AobaBnsaTb U ygansartb [Monb3oBaTtenen,
reHepupoBaTb 3anpockl K YL Ha cepTudurKaTtbl AN HUX, N3MeHATb MHMOPMaLUNO 0 NPoduIax
Monb3oBaTenen U HacTpamBaTb Crocobbl UX ayTeHTUdUKaumun. Npn HaNNUYMKN YyCTAHOBIEHHOTO
M HACTPOEHHOro KoMmnoHeHTa «CepBuc Ayauta» Onepatopy AOCTyneH NpOCMOTP onepauumn
Bcex [lonb3oBaTtenein, OTHOCAWMXCA K rpynnam, OnepaTtopoM KOTOpPbIX OH $SBAAETCH.
MoapobHee o ponsax B Kpuntollpo Kntou cMm. pasaen 10.

B Beb6-nHtepdeiice Onepatopy MoryT 6biTb AOCTYMHbI CeayoWmne pa3aensbl:

> Monb3oBarenun. B gaHHoOM pa3sgene Onepatopy AOCTyneH cnucok [lonb3oBaTtenen,
npuHagnexawmx K rpynnaM B BeaeHuu pdaHHoro OnepaTtopa. Onepatop MoOXeT
BbINOMHATE MOUCK HY>XHOro lMonb3oBaTensa npu noMowm GunbLTPOB M NepexoauTb B
pasgenbl nM4HOro kabwuHeta lNonb3oBaTens, AOCTYMHble eMy A9 pefaKTUpOBaHUA.
Takxxe B AaHHOM pa3gene OnepaTop MOXeT 3apernMcTpupoBaTh HOBYHO YUYETHYHO 3anuchb
Monb3oBaTens.

> CpeacrBa ayteHTudpukaumm. B pgaHHoM paspgene Onepatopy  AOCTYMHbI
3aperucTpmpoBaHHble B KpunTtollpo Kntou B pa3Hoe BpeMs CpeacTBa ayTeHTudmkaumm
C BO3MOXHOCTbIO MOMCKA CPEeACTB, CBA3aHHbIX C onpeaeneHHbiM [lonb3oBaTenem,
CEPUIAHLIM HOMEPOM U/UNn nuueH3nen. aHHas nHpopMauns MoxeT bbiTb Heobxoanma
OnepaTopy npu HacTponke ayteHTUudmkaumm Nonb3oBaTenemn.

> OnosBeweHus. B faHHoM pasaene OnepaTtopy AOCTYMNEH CANCOK COBbITUN, O KOTOPbIX
OH MOXET rnoJslyyaTb onoBeleHns. BO3MOXHOCTb HACTPOMKM ONOBELLEHUSA MOXET 6biTb
AOCTYMHA Mpu HaNMYUM COOTBETCTBYIOLLNX HACTPOEK.

> MXypHan. B gaHHoM pasgene Onepatopy AOCTyMHbl 3anmcun ayauta o6 onepauumsx,
coBeplleHHbIX [lonb3oBaTensaMun, NpuHagaexawuMmm K rpynnaMm B BeAeHUU AAHHOro
OnepaTtopa. K cnucky onepauuin  MOXHO MPUMEHATb GUALTPbl MO JIOTUHY
nonb3oBaTens, Koay n/wnun gate cobbiTus.

> Otuetbl. B pgaHHOM pasgene OnepaTtopy AOCTYMeH CAWMCOK 3aperncTpupoBaHHbIX
WabnoHOB OTYETOB M BO3MOXHOCTb CO3[@HMSA OTYETOB O paboTe Mnosb3oBaTesnien 3a
onpeaeneHHbln Nepuoa BPEMEHUM WM C y4vyeTOM MapaMeTpoB, npeaonpeneneHHbIX
KOHKPETHbIM WabfoHOM.

3.2.4. CepBuc Ayguta

KomnoHeHT CepBuc AyamTa npegHasHadeH ans ayguta cobbiTuii, MOCTynawowmnx C
koMmnoHeHToB KpunTtolpo Kntou. CepBuc Ayauta COCTOMT M3 cnyxbbl 3anucen cobbitmin
ayauTta, Beb-uHtepdeiica ayagnta u bl ayauta. Cnyxba 3anucen cobbiTuin aygnta nonydaer
CNMCOK 3anucen ayauta C Apyrmx kKomnoHeHToB Kpuntollpo Knwod (B 3aBUMCMMOCTM OT
HacTpoek cbopa cobbITuin) M 3anucbiBaeT 3T cobbiTna B B. C nomowblo Beb-mHTEepdelica
ayauTa lMonb3oBatenu n OnepaTopbl ayamTa MOryT NpocMaTpuBaTth COObITUSA ayauTa, a Takxke
dopMMpoBaTh cNeunann3npoBaHHbIE OTYETHI.

3.2.5. CepBuc O6paboTkn [JOKyMeHTOB

Cepsuc O6paboTtkm LokymeHToB (COJ) npegHasHayeH ans paboTbl C AOKYMEHTaMu,
OoTnpaB/ieHHbIMU Ha Noanncb nnu wudposaHme/pacwmndposaHne B Kpuntollpo Kntou. Cepsuc
O6paboTkn [JOKYMEHTOB BbIMOHAET CAeAyolWne 3a4a4m:

> 06p660TKa AOKYMEHTOB A4 0T06pa)KeHMﬂ MOJTIHOIro TEKCTa AOKYMEHTa B MOBMNBHOM
MPUNOXEHUNN;
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> npeobpa3oBaHMe AOKYMEHTOB B pasfiMyHblie hopMaThl:

> npeobpa3oBaHue AOKYMEHTOB ANns oTobpaxeHus rnedaTHOM POpMbl AOKYMEHTA;
> npeobpa3oBaHMe [OKYMEHTOB A/ OTobpa)keHus KpaTkon uHdopMaumm o
OOKYMEHTE;

> 3arpyska u xpaHeHune gokymeHToB B B[] CepBnca O6paboTkm JOKYMEHTOB;
> BbIFpy3Ka MOAMMCAHHbIX, 3aWwundpoBaHHbIX U pacwndpoBaHHbIX AOKYMeHTOB M3 B[
Cepsuca O6paboTkn [JOKYMEHTOB.

3.2.6. [MAKM «Kpuntollpo HSM»

MporpaMMHo-annapaTHbIi Kpuntorpadudeckmin moaynb (MAKM) «Kpuntollpo HSM»
npegHasHadeH ANns XpaHeHMsl U UCMOJIb30BaHMSA KJKOYEBOM M KpunTorpaduyeckm onacHom
MHpopMaunm cepBepHbiXx KoMnoHeHTOB Kpuntollpo Knwou, a Takxe Ans BblINOSHEHUS
Kpuntorpadumyecknux onepaumin Haa Nosb30BaTE/IbCKMMU AaHHLIMKU U 06eCneyeHuns 3alunThbl
MoNb30BaTENbCKUX KJIKOYEN B 3aBUCUMOCTU OT BbibpaHHOro pexuma (cM. pasgen 6).

NAKM  «Kpuntollpo HSM» gBnsetcd Heob6XOoAMMbIM  3/IEMEHTOM  apXWUTEKTYpbl
Kpuntollpo Knou v gonxeH ycTtaHaBAuMBaTbCA B COOTBETCTBMWM C NMpoueaypon, ONUCaHHOW B
AokyMeHTe «XKTAM.00096-02 95 01 Kpuntollpo HSM. lMpasuna nonb3oBaHUsa», BXOASLLEM B
komnnekT noctaBkn NMNAKM «Kpuntollpo HSM».

MAKM «KpunTtollpo HSM» BbinonHAeT cneaywowme GyHKUNA.

» Co3gaHue anekTpoHHOM noanucu B cootBeTcTBUM ¢ TOCT P 34.10-2012.

> [lpoBepka 3NeKTpPOHHOM noanucu B cootBeTctBuM Cc [OCT P 34.10-2012 n
FOCT P 34.10-2001.

> BbluncneHue 3HaveHus xaw-dyHkumn B cootsetcteum ¢ FOCT P 34.11-2012.

> LWudposaHne wn pacwudpoBaHne pgaHHblx B cooTBeTctBUM Cc [OCT 28147-89,
FOCT P 34.12-2015, TOCT P 34.13-2015.

> [eHepauuns u 3alMnLLEHHOE XpaHeHne K4YeBon MHdopMauum (cM. pasgen 6).

> YnpasneHue y4yeTHbIMK 3anncamu MNMonb3osatenen MAKM.

3.2.7. CepBuc Bzanmogencreua ¢ SDK

Cepsuc B3ammogencteua ¢ SDK ana mobunbHoro npunoxeHus (SDK API Gateway)
npeaocTtaBnseT AOCTYN K KoMnoHeHTaMm Kpuntollpo Knuy npu B3aMMOAENCTBUU C HUMU Yepes
Kniou SDK.

Cxema B3aMMOAENCTBUS KOMMOHEHTOB, oTobpaxatowas B3auMoAencTeme
SDK API Gateway c ApyrMMu KOMMOHEHTaMn U NMpoAyKTamMu, npueeaeHa B pasgene 7.2.

Cepsuc B3aummogenctena ¢ SDK uncnonbsyercsd B UCNOAHEHUAX rpynnbl 1 mn 2 (cM.
pasgen 2.4).

3.2.8. CepBuc Kntoy Lite

CepBuc Kntou Lite npegHasHaveH Ans BbIMNOMHEHMS KpunTorpaduuecknx onepauumi
NOAMUCU N X3WNPOBAHNA C KJIlOYaMKM, XpPaHMMbIMK Ha ycTpoicTee Monb3oBaTtens (Hanpumep,
Ha OTYYXZAaeMOM HOCUTeNe, Kak 3TO ONMcaHo B pasgene 6). B cnyyae mncnonb3oBaHmsa Kntoy
Lite Kpuntolpo Kntouy He XxpanuT kntoum DI lNonb3oBatenei. CepBuC npenocrasnsieT
cnepytowmne pexunmbl paboTbl:
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> Be6-uHTepdeiic Lite. B pgaHHOM pexuMe HeobxoaWMbl OCTalibHble CEpPBUCHI
Kpuntolpo Kntoy u3 Habopa ons MMHUManbHOM KoHdurypaumm (cMm. nogpasgen 3.1),
Takxe wmcnonab3lyetrcsa ocobwii pexum pabotel CepBuca Moanucu. AyTeHTudUKaums
Monb3oBaTenen M MHble CNocobbl B3aMMoOAeNCTBMA KOMMNoOHeHTOB Kpuntollpo Koy
aHanorm4yHbl NpoLeccaM, onMcaHHbIM B pasgene 7. Bo3MOXxHa HacTponka oTobpaxeHus
OOKYMEHTOB nepen noanucbio U ayauT cobbituin. [JOCTynHO cO34aHWe 3M1eKTPOHHOM
nognucm Bcex ¢opmaToB, noaaepxmBaembix Kpuntollpo Knwou (cm. pasgen 11).
JocTynHo pacwudpoBaHMe [OKYMEHTOB Tonbko dopmata CMS Tuna «KOHBepT
AaHHbIX» (cM. P 1323565.1.025-2019). Ha crtopoHe [lonb3oBatens Tpebyetcs
Hanunume Kpuntollpo CSP. [ns paboTtbl B 6pay3epe TpebyeTcs Hanmume Ha CTOPOHE
Monb3oBaTtensa Kpuntollpo 3N Browser plug-in;

> REST-cepBuc Lite. B pgaHHOM pexume cepBuc Knwy Lite npegocrasnser
MpOrpaMMHbI MHTEpP®ENC, MO3BONSAIOLWMNIA BbINOSIHATL BbIYNCIEHNE X3LW-3HAYEHNS NS
NOAMMWCaHHOIO AOKyMeHTa UM dopMMmpoBaTb CTPYKTYpy noanncnm Heobxoammoro
dopmaTa. BblumcneHnme 3HavyeHuMs nNoAMMCKM  MNPOUCXOAUT HENOCPeACTBEHHO Ha
ycTtponctBe [lonb3oBatens. [OCTYynHO co34aHMe SAEKTPOHHOW MNOAMUCK  BCeX
dopmaToB, nopaepxusaeMblx Kpuntollpo Knwou (cMm. pa3gen 11). Ha cTopoHe
Monb3oBaTens Tpebyetcs Hanndune Kpuntollpo CSP.

MopaepxunBaeMmbie ¢oOpMaTbl 3MEKTPOHHOM MNOAMUCU COOTBETCTBYIOT dopMmaTam,
nopgaepxunsaembiM B Kpuntolpo Kntou (cm. 11). CepBuc Takxe npenocraBnsieT BO3MOXHOCTHU
no ycosepueHctsoBaHuio noanmcenn CAdES n XAdES B paMkax noaaep>xmsaemMbix ¢hpopMaTos.

Cepsuc Kntou Lite He paboTaeT c noagTBepXAeHWEM onepauni (Hanpumep, B MOBUNbHOM
npunoxenumn). GopMmmpoBaHue MoaNUCU AOKYMEHTa MPOUCXOAUT Mpu nomowm cpeacrtesa Il
rnonb3oBaTens, He BXxoasiwero B coctaB Kntou Lite. Ing xpaHeHus katoda nognmcm Heob6xoanmo
ncnonb3osatb Kpuntollpo CSP wnn gpyroe CK3W, umewowee pgencteyowunn ceptudukart
cootBeTcTBMa ®CB Poccum.

3.2.9. CepBuc PUSH-yBegomMmneHumnmn

Cepeuc PUSH-yBepomneHun nossonser oTnpasnate PUSH-yBegoMmneHms  Ha
MobunbHble ycTpoicTBa lMonb3oBaTtenen. Kpuntollpo Kniouy no3sonsieT rmbko HacTpamBaTtb
CNMCOK COob6bITMI, O KOTOpbIX HeobxoamMMo onoBewaTb Monb3oBaTeNnen A8  Kaxaoro
3aperucTpMpoBaHHOro Ha cepsepe MO6WUAbHOrO MpuUIoXeHus. BBuay TOro, 4TOo pacchiika
PUSH-yBegomneHuin npoussoamtca depe3 BHewHue PUSH-cepsepbl, CepBuc PUSH
yBeAOM/IEHUI MOXET 6bITb pa3MelleH B BblAeNeHHOM cerMeHTe cetn (DMZ), kak 3To onmncaHo
B 7.3.

3.2.10. KnneHTCckne KOMMOHEHTbI

Kpuntollpo CSP/ICP

CK3N «Kpuntollpo CSP» MoxeT npuMeHATbca [lonb3oBaTesieM A8 YCTaHOBJIEHUSA
6e3onacHoro coeanHeHuns c cepeepammn Kpuntollpo Kntou npu ayteHTUdUKaumMm no N0rmHy v
naposto, a Takxe no ceptudukaTy (cM. pasgenbl 4.1-4.2).

AHanormnyHo, CK3U «Kpuntollpo JCP» MoxeT npuMeHaTbca [lonb3oBaTenem Ans
ycTaHoBfneHnsa  6e3onacHOro  CcoeguMHeHuss € cepBepaMu KpunTtollpo Kntouy npu
ayTeHTudmKaumm no J0rMHy M Naposk, a Takxke no ceptndukaty (cMm. pasgensi 4.1-4.2).

CK3U «KpunTtollpo CSP» A0MOMHUTENBHO MOXET MpPeaocTaBsissiTb BO3MOXHOCTb (ecnu
OHa 3asBfeHa B AOKYMeHTauunm Ha gaHHoe CK3W) nioboMmy NpunoXKeHuto, MCNofb3ylowemMy
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Bbi30Bbl Microsoft CryptoAPI 2.0, noanucbiBaTb 3/1EKTPOHHbIE AOKYMEHTbl M BbINOJIHATb
Apyrve Kkpuntorpaduyeckue onepaunmm Ha kawo4vax [lonb3oBaTesnien, CO34aHHbIX C
ncnonb3osaHnem Kpuntollpo Kntou.

MO «KpunTtollpo 2UIM Browser plug-in»

MO Kpuntolpo 3UIM Browser plug-in no3BonsieT BbINOMHATbL CLEHAPUKM Ha CTpaHuuax
Beb6-uHTepdeiica lMonb3oBatens n HeobxoAMMO ANS YCTAaHOBKM Ha ycTpoihcTtBo (pabouee
mecTo) lMonb3oBaTens nNpu Mcnosab3oBaHUM C¢ KoMrnoHeHToM Cepsuc Kntwou Lite (cm. 3.2.8) B
pexume Beb-uHtepdenca. Ona pabotel MO «Kpuntolpo SUM Browser plug-in» Ha APM
Monb3oBaTens HeobXoANMMO TakXXe MMeTb yCTaHoBAEHHbINM CK3U «KpunTtollpo CSP».

KpunTtollpo TSP Client

KnueHt cnyx6 wtamnos BpeMmeHu <«Kpuntollpo TSP Client» npeaHa3HadeH Ans
obpalieHuns k cepsepy «Kpuntollpo TSP Server» no npotokony TSP nosepx HTTP, nony4deHus
OT HEero WTaMnoB BpeMeHU (MeTOK BpeMeHn), 06paboTkm n paboTbl C 3aNpocaMn Ha WTaMMbl
BPEMEHM W HENOCpeaCTBEHHO CO WTaMnamm BpeMmeHu. MogpobHas wnHdbopmaums o TSP-
K/IMEeHTE COAEPXUTCHA B coCcTaBe AOoKyMeHTauun Ha CK3UN «Kpuntollpo CSP».

Kpuntollpo OCSP Client

KnneHTt cnyx6 akTyanbHbiXx ctaTtycoB ceptudukatoB «Kpuntollpo OCSP Client»
npeaHasHadeH ans obpaweHus k cepsepy «Kpuntolpo OCSP Server» no npotokony OCSP
nosepx HTTP, nonydyeHus ot Hero OCSP-oTBeTOB, 06paboTkn n pabotel ¢ OCSP-3anpocamm u
OCSP-oTtBeTamun. TlogpobHass wHdopMmauma o OCSP-kAMeHTe CcoaepXUTCcsa B cocTaBe
AokyMeHTaumm Ha CK3U «Kpuntollpo CSP».

Kpuntollpo HSM Client

Onepauun co3gaHUsA  3NEKTPOHHOM noAanucKu, wudpoBaHUs W paclngpoBaHUS
AOKYMeHTOB  BblinosiHAwTcs  CepsucoMm  lMoanucm  npu  B3aumogenctsum ¢ [MAKM
«Kpuntollpo HSM» nocpeactsomM knuneHTa NAKM «KpunTtollpo HSM» rno oTAe/IbHOMY CEerMeHTy
NIOKanbHOM CeTn C WCMNOoSAb30BaHMEM 3alUULIEeHHOro CeTeBOoro npoTokona. KoMnoHeHT
«KpunTtollpo HSM Client» aBnsieTcs 0TBETHOW YacTblo, yCTaHaBNIMBaeMon Ha paboune ctaHunm
M cepsepbl, HeobxoAMMOW AN TpaHCNAuuM Kpuntorpaduyecknx BbiI3oBoB K [MAKM
«KpunTtollpo HSM».

Kntou SDK gns BcTtpamBaHmns B MOBUAbHOE NMpUioxeHune

Kniou SDK ansa BcTtpamBaHus B MO6UbHOE npunoxeHue npeacrtasnsetr coboin Habop
MPOrpaMMHbIX KOMMOHEHTOB AJ19 WCMNOJSIb30BaHUA B MOOWbHBIX MNPUIOXEHUSAX, KOTOPbIN
Mo3BONSieT MPOU3BOAUTb YAaNeHHOEe BbIMOJIHEHME oOnepaunn noanucu W ynpasiieHne
cepTndukatamMmn, a TakKxe noaTreBepxpaTtb onepaumm lonb3osatena B Kpuntollpo Kntou,
WHULMMPOBaHHbIE APYrMMUK criocobamu.

B coctaBe Kpuntollpo Kntou AOCTYNHbI roToBble MO6MNbHble NpuioxeHus Ha 6ase
Kniou SDK: Kpuntollpo Knwou n KpuntoKntouy. BO3MOXHOCTM CO34aHMS COBCTBEHHbIX
MO6uAbHbIX NpunoxeHnii ¢ Kntoy SDK onucaHbl B pasgene 3.3.

Cnocobbl ayTeHTUdMKaumn MNMonb3oBaTens NpyM NOMOLUM MOBUABLHOIMO MPUIOXKEHUS Ha
6asze Kntou SDK npuBeaeHbl B pasgenax 4.3-4.4.
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CxeMa B3auMMOAENCTBMSA KOMMOHEHTOB, oTOb6paXxatlwas B3anmMmoaencreme MobuabHOro
npunoxeHns Ha 6asze Kniwouy SDK c ApyrMMuM KOMMNOHEHTaMW M MNPOAYyKTaMu, NpusBeaeHa B
pasgene 7.2.

Ncnonb3oBaHMe MOBUNBLHOTO MpUNoXeHusa Ha 6ase Knwod SDK  gonyckaeTtca B
ncnonHeHusax rpynnel 1 n 2 (cM. pasaen 2.4).

3.3. BO3MOXHOCTU CO34aHUST MOBUABbHbBIX MPUIOXEHUIN, NCMOMb3YOLWNX
KpunTtollpo Kntouy

Ncnonb3oBaHue Kntoy SDK noapasyMeBaeT BCTpanBaHue B MOOUSIbHOE MPUIIOXEHUE,
YTO MNO3BOSISIET OCYLWECTBASATb paboTy ¢ Kpuntollpo Kntoy B COOBCTBEHHbLIX MPUTOXKEHUSAX.
Kntou SDK npepocrtaBnsieT pa3dpabotumkaMm MO6MAbHBIX NPUIOXKEHUI BO3MOXHOCTb paboTbl C
KpunTtollpo Kntou cnegyrowmM o6pasom.

1. O6MeH paHHbIMKM Mexay MOob6uAbHbIM npunoxeHnem Ha 6asze Knwod SDK wu
Kpuntollpo Kntou ocywecTBngeTcs uyepe3 3allMueHHoe coeuHeHue, 4To paet
BO3MOXHOCTb MOAMWUCHIBaTb KOHMWAEHUMANbHbIE AOKYMeHTbl 6e3 3awnTbl KaHana
AOMONHUTENbHBLIM cpeacTteamMmn (Hanpumep, VPN-peweHussMM COOTBETCTBYHOLLENO
Kfiacca 3awuTbl).

2. MoaTtBepxaeHne onepauunii Tpebyet BBoaa NMNH-koaa NMonb3oBaTteneM. JJaHHbIN Kog,
MOXeT 6bITb BBEAEH OAMH pa3 3a ceaHC paboTbl C NpUNOXKEHNEM.

3. JokyMeHTbl Ans co3aaHus I MoryT 6bITb 3arpy’>eHbl Kak ¢ MO6UNbHOIO YCTPONCTBA
MNMonb3oBaTens, Tak U CO CTOPOHbI cepBepa.

4. BO3MOXHa noAnnucb HECKONbKNX AOKYMEHTOB B COCTaBe €4AMHOro nakera. [pun 3ToM
MNMonb3oBaTeNb UMeeT BO3MOXXHOCTb MPOCMOTPETh KaXAabl U3 AOKYMEHTOB B NakeTe,
a noaTeBepAnTb onepauunto TpebyeTcs TONbKO OAUH pas.

5. Nepen noatsepxaeHWeM rnoanucu AOKyMeHTOoB [losib3oBaTesib MpocMaTpuBaeT
KpaTKne cBefeHUs 0 AOKYMEHTax U MMeeT BO3MOXHOCTb YBUAETb NMevaTHy popmy
KaXx[oro AOKYMeHTa, a TakKXe ero UCXOAHbIN BUA.

6. MHOrocTpaHuyHble [AOKYMEHTbl 3arpyXatwTcsa Mo OAHOMW cTpaHuue. [daHHas
0COH6EHHOCTb MO3BOSET CHU3UTb HArpy3Ky Ha KaHasbl CBA3W N yNpoCTUTb paboTy C
NPUOXEHNEM.

7. K oaHoi y4yeTHOM 3anucu [lonb3oBaTens MoryT 6biTb MNpPMBSA3aHbI HECKObKO
MO6UbHbBIX YCTPONCTB C YCTAHOBNEHHbBIM M MHULNANU3NPOBAHHbLIM NPUIOXEHMEM Ha
6aze Knwou SDK, kaxaoe M3 KOTOpPbIX MOXeT MCMONb30BaTbCa ANS NOATBEPXKAEHUS
onepauun.

8. B MOB6UNBHOM NPUNOXEHNN BO3MOXHO ynpaBneHue ceptudurkatamm MNonb3oBaTens.

Ncnonb3oBaHne Mo6UAbHONO NpuaoxeHus Ha 6as3e Knwod SDK  pgonyckaetcs B
ncnonHeHuax rpynn 1 un 2 (cM. pasgen 2.4).

Kntou SDK BcTpanBaeTcs B MOBUIbHOE NPUIOXKEHME B COOTBETCTBUU C PYKOBOACTBaMMU
pa3paboTuMka W3 KOMMJEeKTa AOKyMeHTauuMum Ha BblbpaHHOe wucnonHeHne. MobunbHoe
npunoxeHue Ha 6ase Knouy SDK a0omkHO NpeaocTaBnsaTh MNonb3osBaTento MHMOpMaLuo 0 BCex
MOBUBbHbBIX YCTPOMCTBAX, NPUBA3a@HHbIX K €ro y4yeTHbIM 3anucam B Kpuntollpo Kniou.
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4. AyteHTudpukaumsa B Kpunrollpo Knrouy

Mpu Bxoae B Kpuntolpo Kntou, a Takxke onepaunax, Tpebyrowmx 4oCTyna K Kto4eBon
MHdopMauum, npeaycMoTrpeHa ayTeHTudukaums [lonb3oBaTenen. B HacToswem pasgene
onucaHbl MeToAbl ayTeHTudukaumn. CpoK XU3HM BCEX BEKTOPOB ayTeHTudumkauum,
yNOMMHaeMbIX B 4aHHOM pa3zgesne, coctasnseT 1 rog n 3 mecsua.

B cnyJae co cnocobamu, OMMCaHHbLIMU B
nogpasgenax 4.1, 4.2, 4.3 n 4.5, ans ayteHTudukaumm Ha paboydein ctaHumn
Monb3oBaTens Tpebyetcs Hannume ceptudunumnposaHHoro ®Cb Poccumn CK3N
KpunTtolpo CSP Bepcuu 5.0 nnm Kpuntollpo JCP Bepcun 2.0.

4.1. AyTeHTUdUKaums no NOrMHy 1 Naposto

JdaHHbIn MeToA TpebyeT yCTaHOBKM 3alimueHHoro TLS-coeamHeHns ¢ 0AHOCTOPOHHEN
ayTeHTudukKaumen (NpocMoTp M NOATBEPXKAEHWE OrMepauum C 3arpyXeHHbIM Ha cepBep
AOKYMEHTOM TMpOU3BOAATCS B paMKax B3auMMOAEWCTBUA MO 3allMLIEHHOMY KaHany).
AyTeHTMdMKaums nNpous3BOAMTCS MO Napost, XpaHmmomy B B[ LeHTpa WMaeHTudukauumm
KpunTtolpo Kntou. Mpn 3ToM A0/MKHO 6bITb 06ecneyeHO OTCYTCTBME MOAKAOYEHUN (MPSAMbIX
WM ONOCpefioBaHHbIX) KOMMOHEHTOB K CETSM 06Lero nofb30BaHuS.

OnuncaHHbIN MeToa ayTeHTUdUKaAUUWN peann3yeTcs B WUCMNOJHEHUSX, MPUBEAEHHbIX B
noapasgene 2.4 1 COOTBETCTBYHOWMX Knaccy 3awmTbl KC1.

4.2. AyTeHTUdUKaums no ceptudunkaTy

OaHHbln MeTon TpebyeT yCTaHOBKM 3awumueHHoro TLS-coeAuHeHUs C ABYCTOPOHHEWN
ayTeHTudukKaumen (NpocMoTp M NOATBEPXAEHME ornepaunm C 3arpyXeHHbIM Ha cepsep
AOKYMEHTOM MpOMU3BOAATCA B paMkKax B3aMMOAENCTBMA MO 3allULEHHOMY KaHany).
AyTeHTUdMKaUNA NPON3BOAUTCSA C MCNOSb30BAaHUEM Napbl KKOUEN, 3aKpbiTasd YacTb KOTOPOM
XpaHuTca y MNonb3oBaTens, a cepTUdUKaT OTKPLITOro Ko4va AoXKeH 6biTb AOBEPEHHbIM ANS
KpunTtollpo Kntou.

AyTeHTUdMKaumsa nNo ceptTudukaty peanmsyeTcs BO BCEX MCNOSHEHUAX, NpUBEAEHHbIX
B nogpasgene 2.4.

4.3. AyTeHTndmnkaumsa no JOrMHy W Mnaposito M  NOATBEpPXAEHUEM
onepaunn npu nomoLwm MmobmnnbHOro npunoxeHus Ha 6ase Kniwou SDK

JaHHbIn MeTo4 aHanormyeH MeToAdy, OnNuMcaHHOMY B noapasgene 4.1, ¢ TeM nuWb
OT/IMYNEM, YTO OTCYTCTBME MOAKIIOYEHNIN K CeTsaM obLlero nonb3oBaHMsa Heobsa3aTenbHo.

Kpome ayTeHTUdMKaLMM NO Naponko, AaHHbIM MeToa ayTeHTUduKaunum noareepxaaer
onepauunm C NoMoLLbio MOBUAILHOIro NPUNOXKEHUs, ncnonbayrwero Kntou SDK.

JOKYMEHT WM HEeCKOSIbKO [OOKYMEHTOB, AJ719 KOTOpbIX MJaHUPYETCs co3A4aThb
3NEeKTPOHHYIO noanucb, oTobpaxkalTcs B MOOMNLHOM npunoxeHun Ha 6asze Kniou SDK.
[ononHuTenbHO MOXeT 6bITb HAacTpoeHo oTobpaxkeHne KpaTKoM MHpOopMauMmM 0 AOKYMEeHTax
n/Mnn mnx nedatHon dopmbl. MNonb3oBaTenb NpocMaTpuBaeT AOKYMEHTbl, ybexaaeTrcs, 4To
XOYET BbIMOAHUTL Ornepaumio UMEHHO C HUMU, N NOATBEPXAAET CBOU AENCTBUSA NYTEM HaxaTus
COOTBETCTBYIOLLEN KHOMKW, nocne 4yero emy Tpebyerca BBectn [MUH-kog B MOb6UABHOM
NPUITOXEHUMN.
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O6mMeH paHHbiMn Mexay Kniod SDK u Kpuntollpo Kniou ocyuwectsnsieTtcs depes
3alMLLEeHHOe CcOoeAuHeHWe, 4YTO JAaeT BO3MOXHOCTb MNOANUCHIBaTb KOHMMAEHUMabHble
OOKYMEHTHI.

OnucaHHble B JAaHHOM nodpasgene crnocobbl ayTeHTUDMKAUUKM peannsyloTcs B
ncrnonHeHuax rpynn 1 n 2 (cM. noapasaen 2.4).

4.4. AyTeHTUPUKaUUS C MOMOLLbD MOBWUIBHONO NpunoXeHus Ha 6ase
Kntou SDK

Monb3oBaTesib B MOBUABHOM MPUIOXEHUM UKW UHTErpupoBaHHas ¢ Kpuntollpo Kntou
nHdOopMaUMOHHAA CUCTEMA MHULMUPYET onepauunto co3gaHus 3l JOKYMeHTa UKW HECKOIbKUX
AOKYMEHTOB, Mocfe 4ero noAnucbiBaeMble [OKYMeHTbl oOTobpaxatTca B MOBWUILHOM
npunoxeHmn Ha 6asze Knwou SDK. [JononHUTeNnbHO MOXET ObiTb HAacTpoeHO oTobpa)keHue
KpaTKOW WHdopMauum o0 [OKYMeHTax u/mam wux nedatHon Qopmbl. [llonb3osBaTtenb
npocMaTpuBaeT AOKYMEHTbI, ybexxaaeTcs, YTO XOUYET BbIMONHUTbL ONepaunio UMEHHO C HUMK, U
NOATBEpPXAAeT CBOU AENCTBUSA MyTEM HaxaTus COOTBETCTBYIOLWEN KHOMKK, Nocfe 4yero emy
TpebyeTtcs BBecTn MNH-koa B MOBUIBHOM NpunioxeHuu. NMpu gaHHOM MeToAe ayTeHTUduKaumm
Monb3oBaTenb He MMEET NpsAMOro Aoctyna Kk Be6-UHTtepdericy Kpuntollpo Kntou.

O6meH paHHbIMM Mexay Knwou SDK mn Kpuntollpo Kntou ocylecTBnsieTcsa uyepes
3alMLLEeHHOe CcoeAuHeHWe, YTO JAaeT BO3MOXHOCTb MNOAMNUCHIBaTb KOHMMAEHUMa bHble
OOKYMEHTbI.

OnucaHHble B JdaHHOM nogpasfene crnocobbl ayTeHTUdMKAUMKM peannsyroTcs B
ncnonHeHuax rpynn 1 un 2 (cM. noapasgen 2.4).

4.5. [lononHuTeIbHble Cnocobbl ayTeHTUdmKaumm

Mpn ncnonb3oBaHnn ayTeHTUdMKALMKM TONBKO MO JIOTMHY U naponto (noapasgen 4.1)
unnM  ayteHtudukaumm no  ceptudukaty (noapasaen 4.2) BO3MOXHO  Ha3HauuTb
AOMONHUTENbHbIE CNOCO6bI ayTEHTUDUKALNMK:

> ayTeHTuduKaumsa C MCrosib30BaHMEM OAHOPA30BOro Maposisi, AOCTaBMASIEMOro 4yepes
SMS-coobuweHne (OTP-via-SMS).

Mpn wmncnonb3oBaHWM AaHHOrO MeToAa AN MOATBEPXAEHWS BXoda W onepauun y
Monb3oBaTtena pononHutenbHo 6yaer 3anpawmBaTbCsa BBOA OAHOPA30BOro napons,
AocTtaesnseMmoro B SMS-coobueHnun Ha TenedoH lNonb3osaTens.

> ayTeHTUdMKauusa C MCMNOoSIb30BaHWEM OAHOPA30BOr0o Mapossi, AOCTABISAEMOro 4yepes
EMAIL (OTP-via-EMAIL).

MpM UCNONb30BaHMM [aHHOrO MeToda Ans MNOATBEPXIAEHUS BxoAa W onepauuni
AornonHutenbHo y [Monb3oBaTens 6yaeT 3anpalivBaTbCs BBOA OAHOPA30BOro Mapons,
[LOCTaB/ISIEMOrO MO 3/1EKTPOHHOI MouTe.

JononHutenbHble cnocobbl ayTeHTudukauumm B Kpuntollpo Kntou
g‘; SBNAIOTCA BCNOMOraTesibHbIMM U1 He ocnabnsawT  TpeboBaHun,
onncaHHbIX B nogpa3saenax 4.1-4.4.
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4.6. MexaHn3M ayTeHTUIUKALMUN C NOMOLLbID MOBUNBHOIO NPUTOXEHUS

4.6.1. MNpouecc noaTeepXxXaeHUs onepauni

MoaTBep)xaeHne onepauum C MNOMOLWbD MOBUABLHOINO MNPUIOXEHMS OCHOBAHO Ha
BbIUMCMIEHMN KOAA ayTeHTUdUKaumMm oT Habopa AaHHbIX, coaepXalwero ciyxebHble AaHHblE U
AaHHble O noaTeBepxaaemoi onepaumu, no anroputmy HMAC_GOSTR3411_2012_ 256,
onmcaHHoMy B PekoMmeHpgauuax no craHgaptmsaumm TK 26 P 50.1.113-2016, c
MCNO/Ib30BaHNEM BeKTOpa ayTeHTuduKaumm Monb3oBaTens, XxpaHawerocs Ha ero MobunbHoOM
ycTpounctee (cM. 6).

AyteHTudunkaumsa [onb3oBatens npu co3gaHmm DIl JOKYMEHTa MNpouMcxoguT
cnegywowumMm  obpasom: Monb3oBaTenb wan  uHTerpupyemaa ¢ Kpuntollpo Kntou
WHPOpPMaLUMOHHAa CUCTEMa WMHUUMMPYIOT npouecc co3gaHua Ol1, nepenasass AOKYMEHT B
Kpuntolpo Kntou. obpabaTbiBaeT MoNy4YeHHbI AOKYMEHT W MNOAroTaBAMBaeT AaHHble AN14
ayTeHTudmKaumm Monb3oBaTtens. B ucnonHenmax ¢ SDK (cM. nogpasaen 2.4) 3TW AaHHble
cogepXaT Kak coobuieHne O BbIMOMHAEMOM onepauuMu, Tak W caM AoKyMeHT (cM.
nogpasgensl 4.3-4.4).

Monb3oBaTenb npocMaTpmBaeT coobuieHne n/munu AOKyMeHT, ybexaaeTcs, 4To XOu4eT
BbIMOJIHNTb AAHHYIO OMepauunto, U NOATBEPXAAET ee, Nnocsie Yyero emy Tpebyercsa seectn MNH-
koa. Mocne BBoga [MNH-koga Mo6uNbHOE NpPUAOXKEHME TMOSydaeT AOCTYNM K BEKTOpY
ayTeHTudurKaumn MNMonb3oBaTtens, XpaHAaLWeMycs Ha ero MObMNbHOM YCTPONCTBE, U BblYNCASAET
KoA ayTeHTUduUKauum, KoTopbii notom otnpasnsetca B Kpuntollpo Kntou. Kpuntollpo Kntou
«Ha neTy» BblpabaTbiBaeT BeKkTOp ayTeHTMdwukauumm [lonb3oBaTens w3 MacTep-kioua,
xpaHsiwerocs B Kpuntolpo HSM, BbluncnseTt Koa ayTeEHTUDUKALNK U MPOBEPSET MONTYyYEHHbIN
Koa ayTeHTudukaumm. B cnyuyae nx cosnageHms Kpuntollpo Kntou npu ydactum Knrwod SDK
yCrewHo noArnucbiBaeT JOKYMEHT.

4.6.2. YcTaHOBKa BeKTopa ayTeHTUdUKaALUN B MOBUSIbHOE NPUSIOXKEHME

BekTopbl ayTeHTudunkauum MNMonb3osaTtenen reHepupytotca NMAKM «Kpuntollpo HSM»
n3 MacTtep-knto4a no 3anpocy Monb3oBaTens Ha UCNofib30BaHME MOHBUABHOIrO NPUNOXKEHUS Ha
6a3e Knwou SDK. BekTop ayTeHTUdUKaUuMM SBNSETCS ceKpeToM [lonb3oBaTens M XpaHUTCS B
MO6UNbHOM mpunoxeHun (cMm. 6). B HSM TakmMm 06pa3oM XpaHATCSA To/bKO MacTep-Kauu,
MCNoSb3yeMble A9 reHepauum BEKTOPOB ayTeHTuduKaumu.

JocTaBka BekTopa ayTeHTudwukauum B MoBUNbHOEe YycTpoKcTBo [lonb3oBaTens
NpoOUCXoAUT MNyTeEM MWHUUMaNn3aunum MobunbHOro npuaoxeHus Ha 6ase Knwou SDK u ero
NpUBSA3KW K y4dyeTHoW 3anucu [onb3oBaTens. [daHHbI Npouecc MOXeT 6biTb opraHM3oBaH
pasnuyHbiMmn cnocobamm (cm. 5).

Ecnn Monb3oBatenb ayTeHTudunumpyetca B Kpuntollpo Knou ¢ nomoLibio MeToaos,
onucaHHbIX B nogpasgenax 4.1, 4.2, OH MOXET CaMOCTOATENbHO MOJSYYUTb B CBOEM JINYHOM
kabvHeTe M oOTCKaHupoBaTb B MO6MAbBHOM npunoxeHnn QR-koad, copepXxawmii BeKTOp
ayTeHTudurkaumn. B asTom cnyyae QR-koa € BEKTOPOM ayTeHTUdMKaunm otobpaxaetcs B Beb-
nHTepderice Nonb3osaTtens. Nonb3oBaTento HeobxoamMMo oTckaHupoBaTb QR-ko4, UCNonb3ys
MobunbHoe nNpunoxeHue Ha 6asze Kniou SDK.

BekTtop ayTeHTMdukaumm, nepenasaemMbin B QR-koae, MoxeT 6biTb AOMOAHUTENBHO
3alWMLLeH Ha Koade akTueBauun (3awmTta HacTpamBaeTca AaMuHuUcCTpaTtopoM). Koabl akTmeaumm
cosgatoTcs u coxpaHsatTcsa B Kpuntollpo Kntou npu BbipaboTke BEKTOPOB ayTeHTUdMKaUUM
ans Nonb3oBatenen moaynsa Kntou SDK. Koa aktuBaunm goctasnsertcs MNonb3osaTento B SMS-
coobLeHnn nnm B COO6LLEHNN INTEKTPOHHOM NoYThl. Mpu ckaHMpoBaHUK QR-Kkoaa C BEKTOPOM
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ayTeHTUdMKaumn MobunbHoe NpunoXxeHne npeanoxuT MNonb3oBaTesnto BBECTU KOA aKTUBaL M.
Ecnn BBeaeHHbIN KoAa BepeH, [Monb3oBatenb MoOXeT npuaymatb [UWH-koa ans goctyna K
BEKTOpy ayTeHTudwukauun. MNocne 3TOoro BeKTop ayTeHTMduMKaumm nepesanncbiBaeTcsa noj
3awmTton MNMUH-koaa.

OpHopazoBbin  QR-kog MoxeT 6ObITb nepegaH [lonb3oBaTent B
Co0bLEeHNM 3NEKTPOHHOM NOYThI C Y4eTOM TpeboBaHuin K nepegadve QR-koaa,
onucaHHbIX B nogpasaene 5.3.

Mpn wncnonb3oBaHUWM  ApPYrnx MeToAoB ayTeHTMdMKaumm co3gaHue  BeKkTopa
ayTeHTUdMKaumMn BO3MOXHO TOJIbKO C ydactmem Onepatopa nMpuM  JIMYHOM BU3UTE
Monb3oBatens B oduc obcayxmBaHmsa nambo npu Hannumm y [lonb3oBaTensa paHee
3aperncTpnpoBaHHOro YCTPONCTBA MM KBannduumnpoBaHHoOro ceptudukarta (cm. 5).

4.6.3. CMeHa BekTOpa ayTeHTUduMKaumm Ha MOOUIBHOM YCTPOUCTBE
[Monb3oBaTend

CMeHa BekTOpa ayTeHTudukaumm Ha MobunbHOM ycTponctBe [lonb3oBaTens

NpONCXOAUT MpU MNOMOLWM HOBOMW MHUUMANM3aUMKM MOBUABHOrO MNpuIoXeHns Ha 6ase
Kntou SDK (cm. 5).
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5. Cnocobbl MHUMUManMsaumMm MO6GMNIBHOIrO NMPUJIOXKEHUA Ha
6a3ze Knwou SDK

MobunbHoe vycTponcTBo [lonb3oBaTenss, Ha KOTOPOM YCTAHOBAEHO MObunbHOoe
npuno)xeHme Ha 6ase Knwoy SDK, A0KHO 6bITb MHMLMANU3UPOBAHO (MPMBA3aHO) K YUYETHOMN
3anucu MNonb3osatena B Kpuntollpo Kniou.

CyuwecTtBytloT chaeaywwume cnocobbl MHMUManmsaumm (NpuMBA3KKM)  MOBUIBHOMO
yCTpONCTBa:

> Npu NOMOLLM CBEPKWN YHUKANbHOrO naeHtugukatopa (nogpasaen 5.1);

> npu noMmowm BbibpaHHOro maeHTuduMKaTopa C AOMNOMHUTENbHONM 3awunTon QR-KOAOM
(nogpasgen 5.2);

> npu nomMowm QR-koAa € HayallbHbIM BEKTOPOM ayTeHTMdunkaumm (nogpasaen 5.3);

> TMpuW NOMOLLKX CaMOCTOATENbHOrO Nony4vyeHus ceptudukaTa (noapasgen 5.4).

Monb3oBaTenb Kpuntollpo Knwy, WUCNOAb3YyOWNA ayTeHTUPUKALUNIO NpU  MOMOLUU
MOB6MNLHOrO NpunoXeHus Ha 6ase Kntou SDK (cM. noapasaenst 4.3-4.4), MOXET NpmuBaA3aTthb K
CBOEN Yy4YETHOM 3anucu ewe ogHo MobunbHoe ycTtpoicTtBo 6e3 BuamTa k OnepaTopy. daHHas
npoueaypa onncaHa B nogpasgene 5.5.

5.1. UIHnumanusauma MobubHOrO YCTpPOMCTBa NpW MNOMOLWM CBEPKU
YHUKaNbHOIro naeHtTMdurkaTopa

JdaHHbIn cnocob MHMUManu3aunu 3akno4vyaeTcs B MNOATBEPXAEHUM YUYETHOW 3anucu
Monb3oBaTtensa B Kpuntollpo Kntou n npmeaske K HeEM MOBUNBLHOIMO YCTPOMCTBa Mpu MomoLum
YHUMKaNbHOro ngeHtndukatopa u obnagaet cnegyowmmm ocCobeHHOCTAMM:

> Heobxoamma npeaBapuTenbHas permcrpaumsa MobuabHOro yctpolictea lMonb3oBartens;

» YHWUKanbHbIM wnaeHTuduMKaTOp BeKTOopa ayTeHTuduKaumm co3gaeTcs CcpeacTtBaMu
KpunTtollpo Kntou, n MNMonb3osatento HeT HE06XOAMMOCTU €ro 3arnoMmHaThb.

> YHMKaNbHbIN UMAEHTU(MUKATOP BeKTOpa ayTeHTUdUKauMM [OOSKEH COAEepXaTbCsA B
3a8aBUTENbHbIX AOKYMeHTax [lonb3oBaTens;

> ONs NpuMBSA3KM MOBUABHOIO YCTPOKMCTBa HET HeO6X0ANMMOCTU cKaHMpoBaTb QR-koa.

CueHapuit COCTOUT U3 CNeayLWmMX STanoB..

1. MNpeaBaputenbHasa permcrpaumsa MobUIbLHONO YCTPOMCTBA.

2. MNpueaska OnepaTopoM MOBUIBHOIrO YCTPOMCTBA K YY4eTHOM 3anucu Nonb3oBaTens.

3. NoateepxaeHne [lonb3oBaTesieM MPUBSA3KM MOBUIBHONO YCTPOMCTBA K Y4YeTHOM

3anucu.

Ha nepBoM 3Tane [lNonb3oBaTenb M3 MOGUMALHOrO NpuaoXeHms Ha 6asze Kntou SDK
oTNpaBfseT 3anpoc Ha perncrpaunto mobunbHoro ycrporncrtesa B Kpuntollpo Kntou. B oTBeT
Kpuntolpo Kntou oTnpaenser B MO6GubHOE NpuUnoXxeHne BeKTop ayTeHTudukaumm (BA) un
YHUKanbHbIn  naeHtudumkatop BA. YHuKanbHbli  mnaeHTUdUKaTop reHepupyetrcs B
Kpuntollpo Kntou u asnsgetca 12-CMMBOMBbHOM CTPOKOM, COCTOsALWENn u3 uudp M NaTUHCKUX
6ykB. NMonyyeHHble faHHble COXpPaHAKTCAa B MOH6UABHOM npunioxeHuu, MNMonb3oBaTesib MOXET
3awunTtuTb BA ¢ nomowsio NMNH-koaa.

Ha BTOpoM 3Tane Tpebyerca Bu3MT [lonb3oBaTens wnam ero [OBepeHHOro numua K
OnepaTtopy KpunTtollpo Kntou.

OnepaTop KpunTtollpo Kntou BbINOMHAET criegyowme 4encTeums.

> WpeHTndunumnpyet MNonb3osBaTens.
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> [lpoBepsieT Hanuuue ydyeTHoM 3anucu [lonb3oBatens B Kpuntollpo Knwy no
YHUKanbHbiM npu3Hakam (CHUJIC, NHH wn T.n.). Ecin y4yeTHas 3anmcb OTCYTCTBYET,
OnepaTtop co3gaeT ee.

> ToTtoBuT M nepegaetT lMonb3oBaTento Ha noanucb, NMbo nonydaer oT lMonb3oBaTtens
noAnuMcaHHble 3aaBUTENbHbIE AOKYMEHTbl, HeobxoanuMblie Anst Hadana obcnyxmeaHus
Monb3oBaTtens B Kpuntollpo Kntou (ecnmn yyeTHasa 3annucb paHee He cywecTBoBasna) u
AN npuBaA3KM Mob6unbHOro ycrtporctea [lonb3oBaTens K ero y4yeTHOW 3anucu,
npoeepsieT Ux. B 3aaBUTENbHbIX AOKYMeHTax o6s3aTteflbHO MNPUCYTCTBYET
naeHTndukaTop BA, koTopbiii MNonb3oBaTtenb BUANT B MOOGUIBHOM NPpUoOXeHUM Ha base
Kntou SDK 1 BOMCbIBAaeT B 3TU AOKYMEHTLI, NMMB0O CBEpseT, ecnu naeHTudukaTtop Tam
yXXe COAepXUTCH.

> Haxogut no wuaeHTudukatopy BA HenoatBepXAéHHoe MOOWMNbHOE YCTPOWCTBO
Monb3oBaTens M NpmMBa3bIBaeT €ro K y4eTHON 3anucu.

Ha TpetbeMm 3Tane Monb3oBaTento cnenyet NOATBEPAUTb AaHHble YYETHOW 3anucu B
MO6UIBHOM MPUTOXEHUN HA CBOEM MOBUILHOM YCTpoicTBe. MoaTBEPXAEHME AaHHbLIX YUETHOMN
3anmMcu MoXeT 6bITb MHNUNNPOBAHO Monb3oBaTtenem nam MobuUNbHbIM MPUNOXEHNEM.

Onsa noaTeBepXAeHUs y4vyeTHOM 3anmcu  MobunbHOe npunoxeHne oTobpaxaeTt
Monb3oBaTento ceegeHns 06 yyeTHOM 3annucK 1 NpeaocTaBaseT BO3MOXKXHOCTb NOATBEPANTD UX
WAn oTKasaTbcs. [MpuBA3ka MobunbHOro ycrtporictea [lonb3oBaTtens K y4YeTHOM 3anucu B
Kpuntolpo Kntou 6yaet 3aBeplieHa nocse nosydeHus noareepxaeHusa. Ecnm Nonb3oBaTensb
He corfacuacsad C MOAYYEHHbIMW YYETHbIMW [aHHbIMW, €My CcflefyeT O0TKasaTbCa OT MUX
noaTeepxaeHus n obpatmutecsa k OnepaTtopy Kpuntollpo Kntou.

5.2. UHnumnanmsaums MobmubHOro yCTPOMCTBa Npu NOMOLWM BbIGpaHHOIO
naeHTUPUKaTopa c A0NOJIHUTENbHOU 3awmTon QR-KOAOM

JaHHbIn cnocob MHMUManM3aumu 3akiyaeTcsa B NOATBEPXKAEHUW YUYETHOW 3anucu
Monb3oBaTtens B Kpuntollpo Knoy n npuBsiake K HEM MOOBUIBHOrO YCTPOMCTBaA MpPU MOMOLLM
YHUKanbHoro nageHtudumkatopa n QR-koaa, 4To SBASIETCS pa3BUTMEM CLEeHapus, ONMMCaHHOro
B nogpasgene 5.1. Cnocob obnagaer cneayrowmmm ocobeHHOCTIMN:

> HeobxoauMa npepBapuTenbHasa permcrpaumsa MobunbHoro yctpomctea lNMonb3osartens;

> YHMKanbHbIN  UAEHTUUKATOP  BeKTopa  ayTeHTudukaumm  MOXeT  BbibpaTb
Monb3oBaTenb UM CO34aTb CaMO MOBUIbHOE MPUNOXEHNE;

>  YHWUKanbHbIN MAEHTUDUKATOP BeKTopa ayTeHTuduKaumm MoxeT 6biTb YCTHO Ha3BaH
Monb3oBaTtenem OnepaTopy;

> ANsa NpuBA3KM MO6UBHOrO yCcTponcTBa MNonb3oBaTenb A0MKEH OTCKaHupoBaTb QR-koa
B MOOGMBHOM MPUIOXKEHUN.

CueHapuit COCTOUT U3 Crieaytowmnx 3Tanos.

1. MNpeaBaputenbHasa pervcrpaums MobUIbLHOIO YCTPOMCTBA.

2. MNpuesaska OnepatopoM Kpuntollpo Kno4y MO6UALHOrO YCTPOMCTBA K YYeTHOWM

3anucu MNonb3oBaTens.

3. NoateepxaeHne [lonb3oBaTeneM MpPUBSA3KM MOOBUNBHOMO YCTPOMCTBA K Yy4eTHOWM

3anmcu.

Ha nepBoM aTane [lNonb3oBaTenb M3 MOGUALHOrO NpuaoXeHms Ha 6asze Kntou SDK
oTnpaBnseT 3anpoc Ha perucrpaumio MobunbHoro ycrtponctea B Kpuntollpo Kntou,
cogepXawnin BblbpaHHbIN MAEHTUUKATOP BekTopa ayTeHTudukauum. Kpuntollpo Koy
npoeepsieT YHWKanbHOCTb uAeHTUdUKaTopa M B C/Ay4dae MNOA0XUTENbHOro pe3ysbTaTta
NnpoBepKn OTnpaBnaseT B MObuabHOe npunoxeHue losnb3oBaTens BEKTOp ayTeHTUdUKauuu.

XKTAN.00118-01 96 01 KpunTtollpo Kntod. Obwee onncaHne CtpaHnua 22 n3 53



MoNny4yeHHbIN BEKTOpP ayTeHTMdUKaAUMM COXPaHAeTcs B MOOWIBHOM  MPUSIOXKEHUM,
Monb3oBaTeNlb MOXET 3aWunUTUTb ero ¢ nomouwbio NMNH-koaa.

Ha BTOpoM aTane Tpebyercsa Bu3mT [lonb3oBatenss mnm ero [JOBEepeHHOro nuvua K
OnepaTtopy KpunTtollpo Kntou.

OnepaTtop KpunTollpo Koy BbINOMHAET Crieayolme AeicTBus.

> WNpentnduumpyet Monb3oBartens.

> [lpoBepsieT HanuMume y4dyeTHOM 3anucum [lonb3oBatens B Kpuntollpo Knwou no
Ha3BaHHOMY lMonb30BaTeneM yHMKanbHOMy naeHTudukaTopy BA. Ecnu yueTHas 3anuce
otcytcTByeT, OnepaTtop Kpuntollpo Kntou co3gaeT ee.

> [otoBuT n nepepgaet lonb3oBaTento Ha noanucb, NMbo nonydaet oT lMonb3oBaTens
NoOAMNMCaHHbIe 3asBUTESIbHblIE AOKYMEHTbl A8 Havana obcnyxusaHus MNonb3oBaTens B
KpunTtolpo Knou (ecnu yyeTHas 3anucb paHee He CyLlecTBOBasa) W AN NPUBSA3KK
MobunbHOro ycrtponcrtesa [llonb3oBaTtens K ero y4yeTHOM 3anucu, nposepseTr ux. B
3as8BUTESNIbHbIX AOKYMeHTax obsa3atenbHO nNpucyTcTByeT uaeHTudukatop BA,
npuayMaHHbli Monb3oBaTtenem Ha NepeoM aTane.

» Haxoaut no wuaeHtTudukatopy BA HenoatBepXAéHHoe MobunbHOE YCTPOWCTBO
MNMonb3oBaTens M NpMBA3bIBAET €ro K YYETHON 3anucu.

Ha TpetbeM sTane Onepatop Kpuntollpo Kntou co3paét gnsa lNonb3osaTtens QR-koa,
HeobxoaMMbIN ANs MOATBEPXAEHUSA BNaAeHUS MOOWIbHLIM YCTPOMCTBOM, W NepenaeT ero
HernocpeacTBeHHOo Monb3oBaTtento unun loeepeHHoMy nuuy lNMonb3oBaTtens.

Monb3oBaTento cneayeT OTCKaAHMPOBaTb MNosydeHHblh QR-kog B MOBMNBLHOM
npunoxeHmn Ha 6asze Kniod SDK. [danbHenwme [enctBnss MNo MNOATBEPXKAEHUIO AAHHbIX
YYETHOM 3anncu aHasorMyHbl onNMcaHHbIM B noapasgene 5.1.

5.3. lHMumanmsauus MobunbHOro ycTpoictBa npu nomowm QR-koaa ¢
HayaNbHbIM BEKTOPOM ayTeHTUdUKaLunm

JaHHbin cnocob MHMUManM3auum 3akN4daeTcs B MOATBEPXAEHUM YYETHOM 3anucu
Monb3oBaTtens B Kpuntollpo Kno4u n npmBaske K Hel MOBUAbLHOro yCTpoMCTBa Npu BU3UTE
Monb3oBatena (umnm ero [JosepeHHoro nuua) k Onepatopy Kpuntollpo Kniou n obnapaet
cneayrowmMm ocobeHHoCTaIMu:

» He TpebyeTcs npeaBapuTenbHas peruvcrpaumss  MobWNbLHOro YCTpoWcTBa, T.e.

MNMonb3oBaTeNb MOXET COBepLWUTb BCe HeobxoauMble AENCTBMSA BO BpeMs BU3UTa K

OnepaTtopy Kpuntollpo Kntoy;

YHUKanbHbI naeHTUbUKaTop BeKTopa ayTeHTUdMKaumMm He Ncnonb3yeTcs;

» HeobxoAMMO WMCKIYUTb BO3MOXHOCTb HECaHKLUMOHMPOBaHHOro Aoctyna Kk QR-koay
OnepaTopa n TpeTbux nuu.

Y

OnepaTtop KpunTtollpo Kntou npu Bu3nTe K Hemy lNMonb3osatensa naun ero [JoBepeHHOoro
Nivua BbINMONHAET cneaytollee:

> WpeHTnduunpyet MNonb3osaTens.

> [lpoBepsieT Hanuuue y4yeTHoM 3anucu [lonb3osatens B Kpuntollpo Knw4y no
YHUKanbHbIM npusHakam (CHWUMNC, NHH wn 1.n.). Ecnn y4deTHas 3anucb OTCYTCTBYET,
OnepaTtop Kpuntollpo Kntou co3paert ee.

> ToTtoBUT M nepepaet [Monb3oBaTento Ha noanucb, NMb6o nonydaer oT lonb3osaTtens
noAnMcaHHble 3asiBUTESIbHbIE AOKYMEHTbI ANa Hadana obcnyxxmneaHusa Monb3oBaTens B
Kpuntolpo Kntou (ecnm ydyeTHas 3anucb paHee He CyllecTBOBana) W ANs MNpuBSA3KMK
MO6unbHOro yctponcrea lMonb3oBaTens K ero y4eTHOM 3annucu, npoBepsieT ux.
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> Cospaer QR-kog 4ns nepBUMYHOM ayTeHTUdUKaAUMM MOBMABHOrO YCTPOMCTBA
Monb3oBaTens n Nocnenyowero NosiydyeHnUs BekTopa ayTeHTudukaumm (BA).

Kpuntollpo Kntou reHepupyeT ogHopas3oBbil QR-koa € HauyanbHbIM BA, KOTOpbIN
AonxeH ©ObiTb nepenaH [Nonb3oBatento (nmMbo ero [loBepeHHOMY nuuy), Ccrnocobom,
WUCK/TIOYAOLWMM BO3MOXHOCTb HECaHKLUMOHUPOBAHHOIO O3HAKOMSIEHUS C HUM TpPeTbMX Sunu.
HauanbHbin BA, nepegaBaembii B QR-koae, MOXeET 6biTb AOMOSIHUTENBHO 3alUMLEH Ha KoAe
aKkTMBaumm (3awmTa HacTpamBaeTca oOTAenbHO AaMuHucTpatopoM). Koa akTtuBauum
poctasnsaetcs Nonb3oBaTento B SMS-coobuweHnn nnm B COO6LWEHNN SNIEKTPOHHOM MOYThI.

Onsa Toro uTobbl NMpuMBSA3bIBaTb ApyrMe MO6ubHble YCTPOWCTBA K TOM XK€ YYEeTHOM
3anucu, HeobxoaMMO reHepupoBaTb HOBble ogHopa3oBble QR-koabl. AAMWMHUCTPATOP MOXET
HacTtpouTb Kpuntollpo Kntou TakuMm obpasom, yto oamH QR-KOA MOXET WCNoJib30BaTbCs
Heckonbko pa3. B atom cnydae QR-kog gonxeH 6biTb nepegaH MNonb3oBaTtento (1mMbo ero
JoBepeHHOMY Jfnuy), CnocoboM, WCKAYAKLWKMM BO3MOXHOCTb HECaHKLUMOHWMPOBAHHOIO
O3HAKOMJIEHMS C HUM KaK TpeTbux nuy, Tak u Onepatopa Kpuntollpo Kntou.

Monb3oBaTenb ckaHuMpyeT QR-koa npu noMmowm MOBGMNBHOrO npunoxeHuss Ha 6ase
Knoy SDK 1 BBOAUT KOA aKTMBaUWW, eCcauM OH ucnosb3yetcs. MobunbHoe npunoxeHue
cBasbiBaeTcsa ¢ Kpuntollpo Kntou, ayTeHTUdunumpys ceba ¢ nomMoLbio HavanbHoro BA, nocne
yero MobuIbHOE NPUIoXEHME NPUBA3bIBAETCA K YYETHOM 3anncu U B HEro yCtaHaBMBaeTCs
BEKTOPp ayTeHTuduKaumn. MNMonb3oBaTtenb MOXET 3awWnTnTb BA ¢ nomowsio NMNH-koaa.

[JanbHenwmne [OeiCTBUS NO MNOATBEPXAEHUKD CBeAeHUMM 06 y4deTHOM 3anucu
lMonb3oBaTeneM aHanOrM4yHbl ONMCaHHbIM B nogpasaene 5.1.

5.4. NHnumnanunsaums MOBWNbLHOIo yCTpouncTBa npu nomMoLm
CaMOCTOSATENbHOro NoayyeHns ceptudukaTa

JaHHbIn cnocob MHMUManmM3aumm 3aka4vaeTcs B NOATBEPXAEHUW YUYETHOW 3anucu
MNMonb3oBaTensa M MNpuBsA3Ke K Her MOBMNBHOroO YCTPOMCTBa Mpu MOMOLWM CaMOCTOATENbHO
nony4deHHoro ceptudurkarta n obnagaeT cneayrowmMMm 0Co6eHHOCTAMM:

» HeobxoauMa npegBapuTenbHas perucrpaumsa MobunbHOro ycrporictea lMonb3oBaTtens;

> BM3MT K Onepatopy Kpuntollpo Knwou HeobsA3aTeneH npuM  MCNONb30BaAHUU
KBaNMMUUNPOBAHHOIO cepTudmnkaTa;

»  YHUKanbHbI naeHTUdUKaATOp BEKTOPaA ayTEHTUPUKALUN HE UCMONb3YETCS;

» QR-Koa Ansg NpuBSA3KM MOBUNBHOMO YCTPOMUCTBA HE UCMOb3yeTCs.

Monb3oBaTenb U3 MOHBMNBHOIO NpuNoxeHus Ha 6ase Knwod SDK oTnpasnseT 3anpoc Ha
perncrpaumio  mobunbHoro ycrtponctea B Kpuntollpo Knwou. B oteBer Kpuntollpo Kntoy
oTnpasnser B MobunbHoe npunoxeHune T[lonb3oBatens Ha 6ase Knwy SDK BekTop
ayTeHTudumkaumn. Tllony4vyeHHble [AaHHble COXPaHATCS B MOOWMABHOM  MPUOXEHUMN,
Monb3oBaTenb MoOXeT 3awnTnTb BA ¢ nomowbio NMNH-koaa.

Jdanee MNonb3oBaTesnb NpeabsaBnsaeT B MO6GMIbHOM NPUIOXKEHUN NOSTYUYEHHbI UM paHee
ceptudumkar. B cnyyae ecnu ceptudukaT OTCYTCTBYeT, BO3MOXHO CO34aHWe 3anpoca Ha
cepTudukat B npouecce MHUUManmM3aunmm MobunbHOro ycTtpoicTea. EcnuM ycTaHOBAEHHbIN
cepTudukat aBnseTcsa keBanubuumpoBaHHbiM, Onepatop Kpuntollpo Knioy Ha oCHOBaHUM
MHpopMaummnm mn3 ceptudurkata MOXeET uAeHTUdUUMpOoBaTb BadeNbla COOTBETCTBYHOLLErO
K/to4a noAnucK.

CBeneHnss 06 yudeTHOM 3anucu [lonb3oBaTenss 3anofHATCA W3 YCTaHOBJIEHHOIO
ceptndukaTa. LanbHehwme AeACTBUS MO MOATBEPXKAEHUIO CBeAeHWUIn 06 yuyeTHOW 3anucu
Monb3oBaTeneM aHanorMyHbl OMWCaHHLIM B noapasgene 5.1. Ecnn  yuyeTHasa 3anucb
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Monb3oBaTeENs yXe CYyLEeCTBYET, TO HOBbIN cepTUdUKAT U MOBUbHOE YCTPOMCTBO MOTrYT 6bIThb
NpuBsi3aHbl K HEl aBTOMAaTUYECKH.

5.5. Hnunanusaums AOMONHUTENbHOrO MO6UIBHOIO YCTPOMCTBaA NpwU
noMoLWM NPUBS3aHHOIO paHee YCTPONCTBA

Monb3oBatens Kpuntollpo Knwo4y, KWCNonb3ywwmin ayTeHTudmMKaumio npu MnoMoum
MO6uAbHOro NpunoXxeHms Ha 6ase Koy SDK (cM. nogpasgensl 4.3-4.4), MOXET NpuBA3aTh K
CBOEW Yy4YeTHOM 3anumcu eLle oaAHO MobunbHoe yCcTpoincTBo 6e3 Bu3nTa k Onepartopy. [Ana atoro
B MO6USIBHOM MPUSIOXKEHMN HA HOBOM yCTpoMcTBe NMonb3oBaTenb 3anpalinBaeTt npmneasky. Mpu
3TOM eMy TpebyeTcsi BBECTU CBOM MAEHTUDUKATOP yYETHOM 3anmcn (HanpuMep, NornH). Ecnu
AaHHblE BBeAEeHbl BEpHO, B MOH6UbHOM MPUNIOXKEHMN HA HOBOM YCTpoKncTBe oTobpasutca QR-
KoA 4S8 NOATBEPXAEHUS NPUBSA3KM AAaHHOIMO yCTPOMCTBA.

Janee MNMonb3oBaTeNnb Ha MMeOLWEMCS MPUBA3aHHOM MOHBMIBHOM YCTPOMCTBE CKaHMPYeET
QR-KkoA Npn NOMOLWKM MOBMNBHOrO NpuaoXxeHus. MNMpunoxeHne oTobpaxaeT cBeAeHMs 0 HOBOM
MoaK/JYaeEMOM YCTPOMUCTBE: MMSA ycTponctBa, Tun OC, naeHTUdUKATOP YUYETHOW 3anucu.
Monb3oBaTenb MNpOCMaTpuBaET AaHHYK WHGopMauuio, ybexaaeTrcas B e€e KOPPEKTHOCTU W
noaTBepxaaetr npuBs3Ky. B 3ToM cnydyae HoOBOe MO6GUBHOE YCTPOWCTBO CYMTAETCH
NMPUBSA3aHHbIM W B Hero YycCTaHaBNMBAETCS HOBbIA BeKTOp ayTeHTudukaumu. Ecnm
oTobpaxaemasa nHdopMauunsa HeKoppeKkTHa, MNMonb3oBaTento crieayeT 0TKasaTbCs OT MPUBS3KU
n obpatutbca Kk Onepatopy Kpuntollpo Kntou.
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6. YnpaBneHue kao4vyamu lNonb3soBarenen

KpunTtollpo Kntouy no3BonsieT MCNO/b30BaTb HECKOIbKO PEXMMOB XpaHEHUSI 3aKpbIThbIX
Kntouyen MNonb3oBaTenen B 3alUULWLEHHOM BUAE:

> B MO6WIbHOM MPUTOXEHUN;

> B rmbpmgHoM («pacnpegeneHHoM») Buae — B MOOWIbBHOM MPUNOXKEHUN C
OOMOSIHNTENbHOM  3alUMTON MOJIb30BAaTE/NbCKMX KJKYEN C MOMOLLbIO CEPBEPHOro
KOMMOHEHTa;

» Ha O0T4YyXAaeMOM HocuTesie, CYMTbIBAEMOM MNpM MOMOLLMU MO6UAbLHOro npunnoXxeHums
(6eCKOHTaKTHO nnbo ¢ ncnonb3oBaHMEM COBMECTUMOIO KOHHEKTOpa.

PexxMM xpaHeHus kntoyern B MOOMNIBHOM MPUIOXKEHUM nogpasyMeBaeT Cco3gaHue
3aKpbITbIX K/tO4Yer nonb3oBaTeNnem W XpaHeHue MX Npu MOoMOLWM KpunTonposangepa Ha
ycTponcTtee lMonb3oBaTtensa B MO6MAbHOM NPUIOXKEHUM B 3alLMLLEHHOM Buae. [JaHHble KIHo4n
MOryT 6bITb AONOAHUTENbLHO 3awmuenbl NMNH-koaoM.

PacnpeneneHHbIn  pexXuM  XpaHeHUs  3aKpbITblX  kaw4yen [llonb3oBatenem ¢
OOMNOSIHNTENbHOW 3alnTon oNb30BaTENbCKUX K/HOYEN C MOMOLLbIO CEPBEPHOro KOMMOHEHTA
noapasyMeBaeT XpaHeHMe 4acTM 3aKpbITOro K/toda Mnpyv NOMOWM KpunTonpoBanaepa B
MOBMNBHOM MPUJIOXEHNM Ha YCTPOWCTBE Mosib3oBaTtesns. [py 3TOM KJHOY He MOXET nokuaaTb
YCTPONCTBO MONb30BaTeNsi, HE MOXEeT ObITb NpeAcCTaB/ieH Ha HEM B OTKPbLITOM BuAe, a Takxe
He MOXET 6bITb MCNOoNb30BaH 6e3 BbIMNOAHEHNS KpUNTorpaduyeckor onepaunn C Apyron ero
YacCTbl0 — BEKTOPOM 3alMThl K/lo4a, XpaHMMOM B cepBepHon Yactu Kpuntollpo Koy, B HSM.
JononHutensHo knouy lMonb3oBatens 3awmweH NMUH-kogoM B MOBGMNBHOM MPUNOXEHUN Ha
ycTpoiictBe lNonb3oBaTtens.

PexxMM XpaHeHMSs KJIloYel Ha OTUYXAAaeMOM HOCUTENE noapa3yMeBAET MCMOMb30BaHMe
KJIl0YEN OAHUM U3 cnepyrLwmnx cnocobos:

> MCNoNb30BaHMeE Kitouel Ha cTopoHe MNonb3oBaTtens (B 6pay3epe nnm MHTErpPUpPoOBaHHOM
nporpaMMHOM wunn Beb-mHTepdelice HekoTopo MC) npu mMCnonb3oBaHUMKM CcepBUCA
Kntou Lite (cMm. nyHKT 3.2.8);

» Q@HaNorMyHO pexumMmy XpaHEeHUs KJ4Yeln B MOOMNIBLHOM TMPUIOXEHUM 3a TeM
WCKJTIOYEHMEM, UTO KOHTEMHEP C KJIIDYOM Hax0AUTCA Ha OTYyXaaeMoM Hocutene (OKH).
[Ona poctyna K Kaouyy Heo6xXoAMMO MCNOb30BaTb MOBUITBHOE MPUTOXKEHMUE.

3akpbIiTble  kao4un  lMonb3oBatenen, XpaHuMmble B MOOBUABHOM  MPUAOXKEHMUMU,
pacnpefeneHHO U Ha OTYYXKAAEMbIX HOCUTENNAX, TaKXKe MMEIKT OrpaHMYeHHbI CPOK AeNCTBuS,
Mo yMoJlyaHuio paBHbIi 15 MecsauaMm. ocne okoHYaHWMA CpoKa AENCTBUSA 3aKpbITblA KHOY
MNMonb3oBaTens He MoOXeT 6onblle MCNONb30BaTbCA ANS CO34aHMS MoanucK, WwWndpoBaHna um
pacwmndpoBaHna 1 4oXKeH 6biTb yaaneH.

B cpaBHuTenbHon Tabnuue (cM. Tabnuua 1) HuMxXe npeacTtaBfieHbl 0CO6eHHOCTU
KaX[oro U3 ABYyX PeXUMOB XpPaHEHUS KJOYen:

Tabnuua 1 — PeXuMbl XpaHeHUs Kno4den

XpaHeHune
- » M6pupHoe -
Kputepun/ KJIl0Ouen B XpaHeHue K/1lo4en Ha BHEeLUHEM
(pacnpepeneHHoe)
Pe>xkum Mo6unbHOM o HocuTene
XpaHeHue K/lo4Yen
NPpUIOIKEHNN
Bce 3akpbITble Bce 3akpbITble Ko4un .
N Bce 3akpbITble kntoun MNonb3oBaTtenem
KJ1H04M Monb3oBaTenen xpaHATcs
Yro N XPpaHSATCA Ha OTYY>XAAaeMOM HOCUTese B
MNonb3oBaTtenen B MO6MNBHOM NPUNOXKEHUN
XpaHUTCA 3alMLLEHHOM BMAe U MOTyT 6biTb
XpaHATCS B B 3alUMLLEHHOM BMAE U He
MCNOJIb30BaHbl MPU NOMOLLM
MO6USIbHOM MOTryT 6bITb MCNOJSIb30BaHbI
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XpaHeHue

< < m6puagHoe o
Kputepun/ KJ1l0O4YEen B XpaHeHue KJ1l0YeN Ha BHELWWHEM
(pacnpepeneHHoe)
Pe>xkum MoO6usbHOM < HocuTene
XpaHeHUue KJ1lo4Yen
NPUIOXKEHUN
MPUIOXEHUN B 6e3 BeKTOpa 3alUnThl, MOBUIBHOIO NPUIOXeHUs nnn Ha APM
3alNLLEHHOM COOTBETCTBYIOLENO Monb3oBaTtens.
BuAe. KaXAOoMy K04y m

XpaHuMoMy B HSM.

CpOK >XU3HMU 36 mMecaueB (A1 HEU3BIEKAEMbIX
p 15 mecsaues. 15 mecsueB . (
KJIlo4a KJOYen).
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/7. Apxutektypa peweHus Kpuntollipo Knrou

7.1. Banmogencrtesme komnoHeHToB Kpuntollpo Kntoy

Ha Puc. 1 nsobpaxeHa cxema B3anmogenctemsa komnoHeHTo Kpuntolpo Kntouy. CneBa
OT NYHKTUPHOM NMHMK OTOBpaxaroTCcs KOMMNOHEHTbI U CEPBUCHI, HEMOCPEeACTBEHHO BXxoAsilwune
B COCTaB MpPOAYKTa, a Takxe CBA3U Mexay HUMKU. CTOpOHHME NPOAYKTblI pacrnosioXeHbl crpasa
OT rpaHunubl, 0603Ha4YeHHOM NYHKTUPOM. X NpucyTCcTBME Ha cxeMme Heob6xXxoaAnMO AJ19 MONHOro
BUAEHMUS CBA3en U 3aBUCUMMOCTEN KoMNoHeHToB KpunTtolpo Kn4 oT BHEWHNX KOMMOHEHTOB.
KnmneHTCKne KOMNOHEHTbI ayTEHTUMUKALNN U CXEMbI B3aUMOAENCTBUSA C HUMU N306paXkeHbl Ha

Puc. 2.

Hpunmolpo Kniou '—

PUSH-cepsepr

= Coyfii ynpasnesis
MaAssuesaTEANMI

«  Copfia magkepon
BesshacHecTs

= CEPHAC PACERUTKH
yEEgOAEH R

s Kpanralpo CSF

Liestp MasHTHdMEILMA
L
®  Cepsac Magnecs
. = Hamenr TSP
= Howenr QC5P
= Hpunrollps C5F
Be6-uHTepdeiic —
Monkzoaatens L
L -
AR | =
m 50 Cepomncs
Nognves
SDK API G Cepewc Moanwou

= Cepic Aygura
= Drudre
= Hpunralpo C3F

Cepanc Aygura

G Cepraea Ayamrs

--------

]

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

Puc. 1 — Cxema B3anmoaencTemst komnoHeHToB Kpuntollpo Koy

7.2. Bsanmogencrteme KOMMNOHeHTOB C CepBMCOM B3aMMOAEUCTBUSA C
MobunbHbIM Npunoxennem (SDK API Gateway)

KoMMoHeHT

SDK API Gateway

OCyLWLeCTBNAET

B3aumMoaencrtenme C

ApyruMu

KOMMNoHeHTaMu Kpuntolpo Kntoy B COOTBETCTBUN CO CXEMOWN B3aMMOAENCTBUS KOMMOHEHTOB,

XKTAN.00118-01 96 01 KpunTtollpo Kntod. Obwee onncaHne

CtpaHunua 28 n3 53



npueseaeHHor Ha Puc. 2. Hactoswas cxema otobpa)kaeT TONIbKO 1OrM4yeckme KOMMOHEHThI,
HenocpeaCcTBEHHO y4yacTByowme BoO B3aumogenctemm ¢ SDK API Gateway.

CepBep, Ha KoTopoM pa3BepHyT SDK API Gateway, go/mxeH ObiTb YCTaHOB/IEH B
BblaeneHHoM cermeHTe cetn (DMZ). C HMM B3aMMOAENCTBYIOT C OA4HOM CTOPOHbI MOBUbHOE
npunoxeHue ¢ Ha 6ase Knwou SDK, ¢ gpyroii — apyrve komnoHeHTbl Kpuntolpo Kntou. Mpu
3TOM B3aumMmogencreme ¢ cepsBepamm PUSH-yBegomneHuii npomsBoantcs 6e3  ydactus
SDK API Gateway uepe3 Cepsuc PUSH-yBegomneHuni (cm. nogpasgen 7.3).

BhewHsa cets (Internet) KoHTponupyemasn sona (DMZ) ‘ ‘ BHyTpeHHas ceTb (LAN)

Kpuntollpo Knroy

I

I

|

|

|

|

|

|

|

|

|

| \

| 1
€——GOST TLS (https)——» «———GOST TLS (https)——> (l;—\\

X ! L

: SDK API Gateway

|

I

I

|

|

|

MobunsHoe npunoxeHue
Ha 6ase Kntou SDK

Llentp MaeHtndmraumm

\
\
\
\
\
\
\
\
| \
; I
L > 4+ GOST TLS (https)------p

PUSH Service

PUSH-cepeepbl

Puc. 2 — CxeMa B3anMOAEeNCTBUS KOMMNOHEHTOB Npu ncrnonb3oBaHmn SDK API Gateway

7.3. B3anMogencreme KOMNOHEHTOB Npu ornoseweHnn MNonb3oBaTenen

Cepeuc PUSH-ysBepomneHuit (PUSH Service) no3sonser otnpaenatb PUSH-
yBeAoMeHUsa Ha MobunbHble ycTponcTBa MNMonb3osaTtenei. Kpuntollpo Kntoy no3sonset rmbko
HacTpamBaTb CMWCOK CO6bLITUA, O KOTOpbIX HeobxoAMMO oOnoBelwaTb Monb3oBaTenen Ans
KaXAoro 3aperucTtpupoBaHHOro Ha cepsBepe MOOUNLHOrO MNpuUoXeHus. Beuay Toro, 4To
paccbinka PUSH-yBegomneHnii npomnssogntcs vyepes BHewHune PUSH-cepeepbl, Cepuc PUSH
yBeAoMMIeHUN MoXeT 6bITb pa3melleH B DMZ (cm. Puc. 3).
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BHewwHAA ceTb
(Internet)

KoHTponupyemas 3oHa (DMZ) BHyTpeHHAA ceTb (LAN)

PUSH-cepBepbl

PUSH Service

Lientp WpeHTudukauum
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f
[
I
[
[
I
[
[
I
[
I
I
[
I
I

Puc. 3 — OnoBeweHune MNMonb3oBaTenen

7.4. B3anMoaencreme KOMMNOHEHTOB Npu Ucrnonb3oBaHun Koy Lite

Ha Puc. 4 nsobpaxeHa cxema B3aumMoaencTems kKomnoHeHToB Kpuntollpo Knwou npu
ucnonb3oBaHmn Knwou Lite. CneBa OT NYHKTUPHOW JIMHUK OTO6pa)atoTCA KOMMOHEHTbI W
CepBUCbl, HEeNoCpeaACTBEHHO BXOAslWMe B COCTaB MpPOAYKTa, @ TaKXe CBA3U MexXAy HUMMW.
CTOpOHHME NpOoAYKTbl pacnonoXeHbl crpaBa OT rpaHuLbl, 0603HAaYEHHOMN NYHKTUPOM.

KpaCHbIM LUBEeTOM OTMEeYeHbl HOBbIE B3aVIMO,EI,EI7ICTBVI9|, noasndaroWwneca y I-IO}'Ib3OBaTEJ'I$|,
ncnonb3ytowero kad 3, XpaHUMbIA Ha ero CTOpoHe (HanpuMep, Ha OTYY>XAaeMOM HocuTene,
KaK 3To onucaHo B 6), n pabotatuwero B pexnme REST-cepBuca Lite.

3eneHbiM LBETOM OTMeueHbl HOBble B3auMogencteusa (U pexum paboTbl Cepsuca
Moanucuk), nosiensowmecs y MNonb3oBaTens, ncnonb3ykwero knwd M1, XpaHMMbIA Ha ero
CTOpOHe (HanpuMmep, Ha OTYYXXAAEeMOM HoCuTene, Kak 3To onucaHo B 6), n paboTtawLiero B
pexume Be6-nHTepdeica Lite.

CVMHMM LBETOM OTMeyeHbl B3auMOAencTBMSA KoMrnoHeHToB KpunTtollpo Knwod, nopsaok
paboTbl KOTOPbIX HE U3MEHSETCS NpU YCI0BMKU UCNONb3oBaHUa Kty Lite.
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Puc. 4 — CxeMa B3anMOAEeNCTBUS KOMMOHEHTOB Npu Ucrnonb3oBaHun Knioy Lite

7.5. Pa3MeweHne koMnoHeHToB Kpuntollpo Koy

TnnoBasa cxema pasMelleHnsa koMmnoHeHToB KpunTollpo Kntou npeacrasneHa Ha Puc. 5.
B3anmopericteue mexay komnoHeHTamun Kpuntollpo Kntou ocywecTBnsaeTcs no 3awmiuleHHOMY
npotokony  TLS. Mpun pasBepTbiBaHUM  Heob6xoaMMO  pa3MelwaTb CcepBepa  3a
ceptudurumposaHHbiM ®CB Poccnun MexceTeBbIM 3KpaHOM He HUXe Kracca 4.

OpraHmsaumns 3awmieHHbIX KaHanoB co cTopoHbl KpunTtollpo Kntou ocyllectenseTcs ¢
nomowbio CK3U «Kpuntollpo CSP». Co CTOpPOHbl K/IMeHTa Heo6xoAMMO WCMNOMb30BaThb
ceptudmuymposaHHoe ®CB Poccum CK3U Kpuntollpo CSP.

YpoBeHb 3awmTbl npu  ucnonb3oBaHun Kpuntollpo Knwod ¢ nogknivyeHneMm no
npotokony TLS ¢ [ABYCTOpOHHeN ayTeHTuduMKauuen onpenensercs YpPOBHEM 3aluuThbl
KIIMEHTCKUX  KOMMOHEHTOB, ncnonb3dyembix  ana  TLS-coeamHeHus C cepBepoM
KpunTollpo Kntou.

Mpn wncnonb3oBaHuu Kpuntollpo Knw4y ¢ nogknoyveHnem no npotokony TLS c
OAHOCTOPOHHEN ayTeHTUdMKaumen obecrneumBaeTcs ypoBeHb 3awnTtbl KC1.
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Ha paHHOM cXxeMe pacCMOTpeH c/y4yal, Koraa WCnosib3yeTcsi KOMMOHeHT «Beb-
uHTepderc Monb3oBaTtensa». B cnydae, ecnnm CepBuc [lMoanncm  MHTErpmpoBaH
HenocpeacTBEHHO C uHTepdericoM ctopoHHer UC, oHa obpalwiaeTcs K HEMY HanpsiMyto yepes
M3 c ucnonb3oBaHMEM 3alLULLEHHOrO coeamnHeHuns (cMm. 9).

B cnyuyae ncnonb3oBaHug B[], pa3MelleHHbIX Ha yaaneHHbIX oT cepsmcoB KpunTtollpo
Knwou cepBepax, HeobxogMMO WCMONb30BaTb Ha [AaHHbIX CEpBEpax peXuMm 3aMKHYTOWM
nporpammHon cpeabl (3MNC) Astra Linux, anekTpoHHblie 3aMku. CoeanHEHME C cepBepaMun, Ha
KOTOPbIX pacrofioXeHbl cepBepHble KOMMOHeHTbl Kpuntollpo Kntod, 40/MKHO NpoMcXoamTb Mo
npotokony TLS c 0o4gHOCTOPOHHEN ayTeHTUdUKaLMEN.

TLS

LeHTp INEHRTPOHHBIR
HpeHTMdurauum =M%

J' TLS i

, .. =

= S1E KTPOHHBI 3neKTPOHHEI
«—TLS—>

Monbsosatens u/uan UC M3 (4 knacc u Bbiwe) Beb-untepdeiic Monbsosatena Cepsuc Kpuntolpo HSM
~
Moanucu

Cepsuc Ayguta

Cepeuc O6paboThu [JoKymeHTOB

Puc. 5 — Cxema pa3MewieHnsa komnoHeHToB Kpuntollpo Kntou

MpM wncnonb3oBaHUWM pas3IMYHbIX MeTodoB ayTeHTudukaumn (cMm. 4) Tpebyetcsa
HacTpouTb B3auMoperncTteme Kpuntollpo Kno4 € BHEWHMMM cUcTeMaMn AfsS AOCTaBKu
coobuweHnn TMMonb3oBatenaMm. Ha Puc. 6 wn3obpaxeHbl KOMMoHeHTbl Kpuntollpo Kntou,
B3aMMOLENCTBYOLWME C TAKUMN cMcTeMaMn. B 3aBncnuMocTun oT BbibpaHHOro cnocoba gocraeku
BO3MOXHa paccblyika coobLEeHnIit NO 3/eKTPOHHOW noyTe, nocpeactsoM SMS wnm PUSH-
yBeaoMieHun (ToNbKOo 418 B3auMoAencTeus C MOBMNbHbIM NpuioxeHmneM Ha 6ase Kniou SDK).

LN KpunTtolpo Kntoy MoxeT 6bITb NOAKAKOYEH K MOYTOBOMY CcepBepy uan SMS-wnw3y
ansa pocrtaBku lNonb3oBaTtensaMm QR-kogoB M 04HOPA30BbIX Maposiei, MCNOAb3YLWNXCS Mpu
BCNOMoOraTenbHoW ayTeHTudukaumm (cMm. nogpasgen 4.5) w/wnan  ans  onoseweHus
Monb3oBaTenen 0O A[ENCTBUAX, COBEPLUEHHbIX C MX Y4YETHbIMM 3anucaMm W Ko4YaMu
ayTeHTudukaumn. Takxe LW B3anmmogencteyer ¢ PUSH-cepsepamu nocpeactsom CepBsuca
PUSH-ysegomneHun (PUSH Service) ans onoseweHus [lonb3oBatenein B MOOBUIBHOM
npunoxeHmm Ha 6aze Knwy SDK o0 HeobxoaMMOCTM MOATBEPXAEHMS onepauuin  (CM.
nogpasgaenbl 4.3-4.4).
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UeHTp MaeHTMdUKaL MK MouToBbIii cepeep é
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PUSH Service

PUSH-cepsepbi

Puc. 6 — [ocTtaBka cooblleHuni MNMonb3oBaTensam

7.6. Onuncanune npoueccos B Kpuntollpo Kntou

B pmaHHOM nogpasgene nNpeactaBfeHO  ONMCaHWE  OCHOBHbIX — MPOLIeCcCOoB,
obecneunBaembix Kpuntollpo Kntod. OCHOBHbIMKW MpoLeccamMu SBASOTCS:

» Peructpauus lNonb3oBaTens v co3gaHue 3anpoca Ha ceptudukaTt (CM. NyHKT 7.6.1);
Moanucb AOKYMeHTa (CM. NYHKT 7.6.2);

MpoBepka nognucu (CM. NyHKT 7.6.3);

MpoBepka cepTudukaTta (CM. NyHKT 7.6.4);

WndpoBaHne AoKyMeHTa (CM. MYHKT 7.6.5);

PacwmndposaHne gokyMeHTa (CM. NYHKT 7.6.6);

Ayant cobbiTnin n GopMnpoBaHmMe oT4eToB (CM. NYHKT 7.6.7).

VV VYV VVY

OnuncaHne Hanbonee CNOXHbIX NPOLECCOB, FAe NPUCYTCTBYET HECKOMbKO YYaCTHMKOB
unn  60nblUOE KOMMYECTBO oOnepauuin, [AOMoSHEHO MYHKUMOHANbHBIMW AMarpaMMamy,
WNNIOCTPUPYIOLWMMIN OCHOBHbIE 3TamMbl B3aUMoAEeNCTBUSA Y4aCTHUKOB.

AnarpaMMbl akTyasbHbl NPpU YCNOBUU UCMONb30BAHNSA KOMMOHEHTa «Beb-
nHtepdeic Nonb3osaTtena» un Hanuuma NMAKM «Kpuntollpo HSM».

7.6.1. Peructpaumus lNonb3oBaTtensa n cosgaHue 3anpoca Ha ceptndukart

Pabota ¢ Kpuntollpo Knwo4 [oCTynHa TONbKO 3aperncTpupoBaHHbIM - (MMEoWMM
y4yeTHylo 3anuck) lMonb3oBatenam, MMelwmMm XoTs 6bl 0AMH AENCTBUTENbHbIN (aKTUBHbIN)
ceptudmkart. na atoro MNMonb3oBaTtenb NpoxoauT perncrtpaunto B LleHTpe UaeHTudmkaumm
camocTosaTenbHo (MpY HanMuMM COOTBETCTBYHOLUMX aAMUHUCTPATUBHbIX HaAcTpoek), nubo
nosly4yaeT yyeTHble AaHHble ANsl BXxoga oT cBoero OnepaTopa, KOTOPbINA yXe 3aperncTpmpoBan
Monb3oBaTens B cucteMe. Takxe Ha AaHHOM 3Tane Heob6xoaAnMo HacTpouTb ansa Monb3oBaTens
cnocob ayTeHTUdMKaunm. Mo OKOHYaAHUM perncTtpaunm ceegeHmnsa o npodune Monb3oBatens u
AaHHble ayTeHTUdUnKaumm 3aHocsaTcsa B b UM KpunTtollpo Kntou.

B cnyyae, ecnu Ana BbIMNOMHEHUA KpunTorpaduyecknx ornepaunii niaHupyeTcs
NCMosb30BaTb MO6MIbHOE npunoxeHne wu/mnu Knwod SDK, [lMonb3oBaTento noTpebyetcs
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npuesasaTb CBoOe MOBWUIbHOE YCTPONCTBO K y4YeTHOW 3anucu. B gaHHOM cnyyae onucaH obwnii
cnyyan, korga Monb3oBaTenb npepocTtasnser OnepaTtopy Heob6xXoAuMMyk Ans perucrpaumu
MHpopmauuto (AaHHOe AEeNCTBME MOXET BKJOYaTb B cebsa npeaBapuTeNbHble AENCTBUSA B
MOBMNBLHOM  MNpPUIOXeHUK), nocne 4ero OnepaTop pPerncTpuMpyeT Y4YeTHyl 3anucb
Monb3oBaTenss M NpuBA3blBaeT K HEW COOTBETCTBYHOLlee MOBUNbHOE YCTpohCcTBO (Mpu ero
ncnonb3oBaHMK). [JaHHas onepauus nocsie noaTeepxaeHus ee lMonb3oBaTeneM MNo3BonseT
nepemTn K CO34aHUI0 3anpoca Ha cepTudukatr. B cnyyae wmcnonb3oBaHuss MOBGUIBHOrO
YCTPOMCTBA BO3MOXHO HECKOJIbKO CLIleHapueB ero NpmMBaA3KM K y4eTHOM 3anucn (cM. 5).

Ceptudukatr B Kpuntollpo Knou Heobxoamm [lonb3oBaTento Ans8 CO34aHUA
3/1IeKTPOHHON MNOAMUCU U BbINOMHEHUS Apyrux onepauuni. KpunTtollpo Knod no3sonser
co3gaBaTb 3anpocC Ha cepTuduKkaT, KOTOpbIA BNOCNEACTBUM MOXET ObiTb 3arpyxXeH wu/wam
pacnedataH Ans nocneaylolwen ero nepefaym B YAOCTOBEPSHOWMA LEHTP. 3anpoc Ha
ceptudmkatr ana [onb3oBatens 3anonHser OnepaTtop B JIMYHOM KabuHeTe, nNmMbo cam
Monb3oBaTenb Npu NoMoWM cneunanbHon dopmbl Ha Beb-uHTepdelice MNMonb3oBaTtensa i B
MobunbHOM npunoxernun ¢ Knou SDK B pa3sagene «CepTudukartbl». B npouecce 3anosiHeHUS
noner 3anpoca Ha cepTuduUKaT HeobxoaMMO YyKasaTb KOMMOHEHTbl MMeHM (BO3MOXHO
aBTOMaTU4yeCcKoe 3aMno/IHEHNE HEKOTOPbIX NOJEN MPU YCIOBUN HAMNYMS HYXHOW MHGOpMauumn
B npodwune Monb3oBaTtens), a Takxke BblibpaTe YL u wabnoH ceptudumkata. Ha ocHoBe
BBEAEHHbIX AaHHbiXx Kpuntolpo Knwoy wn/unn mobunbHoe npunoxenme ¢ Knwou SDK
reHepupylT 3anpoc Ha cepTuduKaT, KOTOPbIA BMNOCNEACTBMM MOXeT ObiTb yCTaHOBAEH
OnepaTtopoM unu lMonb3oBaTteneM (B TOM 4yucne B MOOGUABHOM MPUIOXKEHUN MPU HaANUYUK
COOTBETCTBYHOLWNX aAMUHUCTPATUBHbBIX HAaCTPOEK).

Mpumep nocneaoBaTeNnbHOCTM WAroB npouecca pernctpaumm lonb3oBaTtensa w
co34aHus 3anpoca Ha cepTudukaTt npeacrasneH Ha Puc. 7.

Peructpauma Monv3osatena Co3aaHue 3anpoca Ha cepTHdMUKaT
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Puc. 7 — Pernctpauus lNMonb3oBatens n co3gaHune 3anpoca Ha cepTudukar

7.6.2. [lognncb AOKYMeHTa

Moanucb AOKYMEHTOB SABASETCA OAHMM M3 OCHOBHbIX MPOLECCOB, MOAAEPXUBAEMbBIX
Kpuntolpo Kntou. [pu  BbINOAHEHWM oOMNepauMm NoANMCKM MOryT OblTb  MCMNONb30BaHbI
pasfiMyHble cnocobbl ayTeHTUdUKaumn. B oaHHOM NyHKTe npuMBeAeHO OnMcaHue npouecca
noanucKM AOKyMeHTa C ayTeHTUdUKaUMeENn € NoMoLwbio MobmunbHoro npunoxeHusa ¢ Knwoy SDK.
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Monb3oBaTenb MHMLMKMPYET onepaumio NoOANMCKM NPM MOMOLLM KHOMKK «lMognucatb» Ha
Beb-uHTepdelice MNonb3oBaTensi, B MOGMIBHOM NPUITIOXKEHUN UAW MPU NOMOLM NMPOrpamMMHOro
MHTepderca NHTErpupyeMomn cucTtembl, BbiIbMpaeT HYXXHbIN cepTudukaTt 3I, nognncbiBaEMbIN
OOKYMEHT, napameTpbl W dopMaTt noanucu. [aHHas uWHdopMauus oTrnpasBnsieTcs B
Kpuntollpo Kntou. KpunTtollpo Knoy npoBepdeT noNydYeHHble AaHHble, MoAroTassvBaeT
OOKYMEHT ANS AafibHENWMX AENCTBMM M OTnpaBasieT B MobunbHoe npunoxeHne PUSH-
yBegomieHme c npocbboin noarBepauTb onepauumio. MNMonb3oBaTenb ybexaaercs, 4To Xo4yeT
BbIMOJIHNTbL AENCTBUS C HYXHbIM AOKYMEHTOM W MOATBepXaaeT onepauuto. Ecnm onepauums
noaTeepxaeHa lMonb3osateneMm, Kpuntollpo Kntou (Npy yyactum MoOGUIbHOro MpuUaoXeHus,
€C/N K04 XPaHUTCS B HEM MAW B pacnpenesieHHOM Buae, CM. 6) NoAnuCbiBaeT AOKYMEHT U
Bo3BpalaeT ero lMonb3oBaTtento B Beb-mHTepdence, B MO6MABHOM MNPUAOXKEHUU UAN NpU
MOMOLLW MHTErpnpyeMon cnctemol. B obiem Bnae warm npouecca noanmcu C NOATBEPXAEHNEM
npu NoMoLKn MobunbHoro npmnoxenusa ¢ Knwoy SDK npeacrasneHbl Ha Puc. 8.
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Puc. 8 — lMognuck fOoKyMeHTa

Mpouecc co3aaHns 31eKTPOHHON NOAMUCKM AOKYMeHTa npu ucnonb3oBaHun Kniou Lite
BbIFSAUT cneayowmm obpasoM. MNonb3oBaTenb, UCNonb3ys 6pay3ep MNM MHOE KIUEHTCKOoe
NpuUNoXeHne, ocyuwecTenswouwee B3aumMmogencreme ¢ Knwou Lite, otnpaBnsetr B Knwou Lite
AOKYMEHT, cBeaeHuss O BblbpaHHOM uM ¢dopmaTte Il u cBon ceptudukat. Knwu Lite
NOAroTaBAMBAET AOKYMEHT K MOAMWUCKU, BbIYMCASET OT HEro X3lW-3HayeHue U oTnpasnseT
nosnb3oBaTento. Ha cTopoHe nofnb3oBaTens Nnponcxoant GopMmMpoBaHme 31eKTPOHHOM NoANUCH
NOSy4YEeHHOro Xaw-3HayeHns (cpeactsoM 31 nonb3oBaTens), NOC/Ae Yero XswWw-3HavyeHue, ero
Ol n cBepeHna o Hen nepepatTcsa B Knwu Lite ang 3aBepwieHns npoueaypbl NOANUCAHUA.
Kntou Lite dopMmupyeT noanmvcaHHbIn AOKYMEHT COrjlacHo BblibpaHHOMY dopMaTy noanmcu u
BO3BpalLaeT ero nonb3oBaTesnto.

7.6.3. NpoBepka noanucu

MpoBepka nognucu BO3MOXHa npwu Hanuuum Kpuntollpo SVS 2.0 (KOMMNOHEHT U3
coctaBa MNAK «Cnyx6bl YL, 2.0», ncnonb3yeTcs onuMoOHanNbHO M NMpU HanMuum AerNCTBYOLWEro
ceptudukarta, sblaaHHoro ®Cb Poccun).

Ans Toro utobbl NpoBepuTb MOAMUCH AOKYMeHTa, [Monb3oBaTtenb B COOTBETCTBYHOLLEM
pasgene «[1poBepuUTb NOANUCL» BblOMPAET HYXHbI (ann, nocne yero Beb-gopmMa nbiTaeTcs
onpeaenuTtb ¢popmat nognucu (cM. 11). Ecnun dpopmaTt onpenenmtb aBTOMaTUUYECKN He yaaeTcs,
€ro MOXHO nepeonpeaenvTb BPYYHYK. 3aTeM MNOAMUCAHHLIA AOKYMEHT OTNpaB/isieTCs Ha
KpunTtolpo SVS 2.0, rae nponsBoasiTcs Kpuntorpadumuyeckme onepaummn rno npoBepke/CHATUIO
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2l. MNocne okoH4YaHua nposepku Cepsuc lMNposepku lMoanucn Bo3epawaeTt llonb3oBaTento
MHpOpMaUUIO O AENCTBUTENIbHOCTU/HEAENCTBUTENBLHOCTM  nognucn, WHdopMmauuto o
ceptudmkaTte, Ha KOTOpOM oHa 6blia co3gaHa, a TakXke AOKYMEHT B OTKPbITOM BWAE, ecnun
AaHHas onuusa 6blna BbibpaHa B Havane npouecca. AHaNoOrM4yHble AENCTBUS MOryT 6bITb
BbINOJIHEHbI YepPE3 NporpaMMHbIn MHTepdenc Kpuntollpo SVS 2.0.

Jampyska A OKYMEHTE U CNPpeSeneHWE $opMaTa NoANUCK MpoBepra NOANMCH W BbIAEY 3 PEIYVALTATOE
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Puc. 9 — lNMpoBepka aneKTpoHHOW nognucu

7.6.4. lNpoBepka cepTudunkaTa

MpoBepka cepTudurkaTa Bo3MoXxHa npu Hanmumm Kpuntollpo SVS 2.0 (KOMMOHEHT U3
cocTtaBa MNAK «Cnyx6bl YL 2.0», ncnonb3yeTcsl onumMoHaabHO M NMPU HaIM4YMM AENCTBYIOLWErO
ceptudukarta, sblaaHHoro ®CB Poccun).

Onsa Toro, 4tobbl NMpoBEpUTL CTaTyC cBoero ceptudukaTa, Nonb3oBaTenb 3arpyxaet
ero Ha Beb-cdopMy B cooTBeTcTBYloWweM pa3gene «[lpoBeputb ceptudukat». Ceptudukar
otTnpasnsetrcs Ha Cepsuc [Mposepku Moanucu, rae obpabaTbiBaeTcs B COOTBETCTBUM C
npasunamu nposepkn ceptudmkata — HOpMUpPYeTCa Lenoyka cepTUdukaToB, NpoBepseTcH
Hanuume paHHoro ceptudumkata B cnucke CRL u T1.4. PesynbtatoMm gBnseTca BblAadva
Monb3oBaTento nHdbopmMaunmm o camom ceptudukaTte (Koraga, rae, KOMy M KeM BblAaH, CPoOK
OEeNCTBMS U T.M.), a Takxe uHdoOpMaUUM O AENCTBUTENbHOCTU/HEAENCTBUTENBHOCTU 3TOrO
ceptudmkaTta. AHaNOrnyHble [AencTBUS MOryT ObiTb BbIMOSHEHbl 4Yepe3 MNpOorpamMMHbIN
nHTepoderic Kpuntollpo SVS 2.0.
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Puc. 10 — lMpoeepka cepTudmkaTa

7.6.5. lWnudppoBaHne gOKYMeHTa

WndpoBaHne  AOKYMEHTOB  SBNSAETCA  OAHMM U3  OCHOBHbIX  MpPOLECCOB,
noaaepxusaemblx B Kpuntollpo Kntou. B 3aBUCMMOCTM OT HaCTpoek, WundpoBaHMe MOXeT
BbIMOJIHATLCS Kak C ucronb3oBaHmem HTTP-API (B aToOM cny4dae Heo6xoAMMO MCMNOMb30BaThb
KOMMNOHEHT Beb-uHTepdelic Monb3oBaTtens), Tak n nocpeacrteom REST API (B aTOM cny4ae
NMCNONb3YyeTCsa NporpaMMHbIn nHTepdenc Kpuntollpo Kntou).

Kak u B cny4dae c noanucblo AoKyMmeHTa, [lMonb3oBaTenb MHUUMMPYET onepauumio
wndpoBaHMsa Npmn NOMOLWM KHOMKK «3awundpoBaTtb» Ha Beb-nHtepdeice Monb3oBaTens nnm
MpyM MOMOLWLM MPOrpaMMHOro wuHTepdenca WHTErpUPYEMON CUCTEMbI, BblbMpaeT HYXHbIN
ceptudukaTt 3l 1 AOKYMeEHT, nocne vyero nponcxoant obpatweHue k Cepsucy MNMognucn. CepBuc
Moanucu HaxoauT ceptudwukaTt B cBoen B v MHMUManusupyeT ceccutio ¢ HSM ¢ nomoubio
KpunTtolpo HSM Client. Kpuntolpo HSM Client nepegaetr B HSM goKyMeHT B BuAe MaccuBa
6anT, a HSM 3awndpoBbiBaeT AOKYMEHT U Bo3BpaLwaeT Ha Cepsuc MNoanucu. Cepsuc Moanmncu
oTnpasnseT 3awndpoBaHHbIM AOKYMeHT Monb3oBaTtento.
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Puc. 11 — WndpoBaHne JOKYMEHTa

7.6.6. PaclwumndpoBaHne JOKyMeHTa

Monb3oBaTenb WHUMUMWPYET onepauuto pacwmdpoBaHMss nNpuv  MOMOWM  KHOMKKU
«PacwudposaTtb» Ha Beb-uHTepderice lNonb3oBaTens uAM Mpu MNOMOWKM NPOrpaMMHOro
MHTepderca NMHTerpupyemMon CMCTEMbI, BbIBUPAET HYXHbIN AOKYMEHT, NOC/e Yero npoucxoamt
obpaweHne «k CepBucy [lognucm, raoe OCYyLWECTBNAeTCcs MNouck ceptudukaTta(-oB)
Monb3oBaTens, Ha KOTOPbIX AOKYMEHT MOXHO pacwudposaTtb. [Mocne Toro, Kak Monb3oBaTtesnb
Bblbpan ceptudukaT, Ha KoTopoM byaeT npom3BoaMTbCA pacwmndposaHue, Cepsuc MNoanucu
MHMUMnanusunpyet ceccuto ¢ HSM ¢ nomowbto Kpuntolpo HSM Client. Kpuntollpo HSM Client
nepegaet B HSM 3awmndpoBaHHbIN AOKYMEHT B BUAE MaccmBa 6anT, a HSM pacwudpoBbiBaeT
OOKYMeHT n Bo3BpawaeTr Ha Cepsuc Moanucn. CepsBuc Moanucu oTnpaBnseT AOKYMEHT
Monb3oBaTento.
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Paclwudposanmne pokymenTa
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Puc. 12 — PacwudpoBaHne AOKYMEHTA

7.6.7. AyauT cobblTuin 1 popMmnpoBaHmMe OTYETOB

AyanTt kKomnoHeHToB Kpuntollpo Kno4y npousBoaAnTCA MpuM MOMOLWM KOMIMOHEHTA
Cepsuc Ayauta. [loctyneH ayamT cneayrowmnx komrnoHeHtos Kpuntollpo Kniou:

> UenTtp NoeHTudunkaumu;
» Cepsuc lNMoanwucwm;
» CepBuc Obpabotkm [JOKyMeHTOB.

AyauTt ocyuwecTtenseTca 6e3 BMmewaTenbctsa [lonb3oBaTtens — ero HacTpauBaeT
AOMWHUCTpaATOp cuUCTeMbl. BbibpaHHble AAMWUHUCTPATOPOM MpW  HACTpPOlVKe onepauuu
3anucbIBalOTCA B XypHanbl, KOTOpble oTcbinatTca B CepBuc AyauTta M 3anucbiBaloTca B €ro
BA. CobbITMsaM HasHa4yalTCA KOAbl, YTO ynpowaeT UX MNpOCMOTPp U GuabTpaumio Ha Beb-
MHTepdeice.

Monb3oBaTesnto AOCTYNEH TONbKO MPOCMOTP CO6LITUIM ayauTa U UX COPTMpOBKa Mo
dbunbTpy u/vinn pataMm. OnepaTtopy AOCTYMNHbl K MNpPOCMOTPY cCobbiTua [lonb3oBaTtenen,
BKJIIOUYEHHbIX B rpynny (rpynnbl), Ha3Ha4veHHble AaHHOMY OnepaTtopy. OnepaTtopy AyauTta
OOCTYNHbl cobbiTMs BCex lNonb3oBaTenen BHyTpu onpeaeneHHoro LleHTpa MaeHTndukaumm um
¢dopMMpoBaHMeE OTHETOB MO 3TUM COObLITUAM.

XypHan ayauTta AOJ/IKEH COXpaHSTbCS B MOJIHOM 06beMe 3a nepumon, NMOKpbIBaOLWNA
CpoK aencTteus knodein Monb3oBatenen. To ecTb, ecnu ko4 MNonb3oBaTens Ha HacToOSLWNIA
MOMEHT SIBNISETCS AENCTBUTENbHbIM, HEOBX0AMMO, UYTOObI ayAUT COXPaHS/CA 3a BCe BpeMs
YKM3HU 3TOro Kto4a.
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8. CucteMHble TpeboBaHus

8.1. AnnapaTHoe obecneyeHune

AnnapaTHble TpeboBaHMSA K TeXHUYECKMM CpeAcTBaM, Ha KOTOPbIX pa3MeLllatTcs
nporpaMmMHble KOMNOHeHTbl KpunTtolpo Knwoy, 3aBUCAT OT KOMYeCTBa 3aperMcTpmMpoBaHHbIX
Monb3oBaTtenen n TpeboBaHUn NO NPONU3BOAUTENBHOCTU BCEr0 KOMMJEKCa.

B naHHOM [OOKyMeHTe npuBeAEHbl PEKOMEHAYEMblE MWHWUMalsbHble TpeboBaHUA K
TEXHUYECKUM CpeacTBaM, KOTopble obecneymBaloT yCTaHOBKY W paboTy KOMMOHEHTOB MNpwu
1000 lMonb3oBaTensax:

Tabnunua 2 — TpeboBaHus K annapaTHoMy obecneyeHuto

O6opypoBaHue MuHunManbHble TpeboBaHus
LleHTpanbHbIM 64-pa3psaaHbIv ABYXbAAEPHbIA NPOLECCOP C TaKTOBOW YacTOTOM
rnpoueccop 1,86 I'Tu.

OnepaTtmBHasa namsTb 4 I'b 0O3Y.

XXecTknin anuck 4 I'b cBobOAHOro MecTa.

OaviH ceTeBOM aganTep, COBMECTUMbINA C OnepauoHHOM
CeTeBble aganTepsbl CUCTEMOM KOMMbIOTEpPA, ANA B3aUMOLENCTBUS C BHYTPEHHEN
ceTblo.

8.2. NporpamMMHoe obecneyeHune

KpunTtollpo Kntou npeacrasnser cobon Habop Beb-cepBuMcOB, NMO3TOMY KO BCEM €ro
KOMMOHEHTaM NpeabsaBAAOTCS OANHAKOBblE CUCTEMHbIE TpeboBaHMS.

Ona dyHKUMOHMPOBaAHMS CEPBEPHOM YacTu B *nix-cucremax:

» OC CH Astra Linux SE CMoneHcK;
> CYb/M: PostgreSQL 11 u Bblwe, Jatoba 4 Platform V unn Pangolin SE 6;
» Beb-cepBep nginx 1.18.0 u BbiWwe.

Ona dyHKumoHnpoBaHus cepsepHoi yactn B OC Windows:

» Microsoft Windows Server 2016/2019/2022 (x64);
> SQL Server 2016/2017/2019/2022.

Onsa dyHKUMOHMPOBaHMSA Nonb3oBaTebCkoro APM:

» onepauuoHHasa cuctema, nogaepxmsaemas CK3U Kpuntolpo CSP/ICP;

» CK3W n3 coctaBa KOMNOHEHTOB BbI6paHHOro ncnoaHeHus (cm. XTHAKW.00118-01 30 01.
Kpuntollpo Kntou. ®opmynsp);

» Beb-6pay3sep C ycraHoBseHHbIM naarvHom Kpuntolpo Browser plug-in (Chromium
Gost, AHaekc.bpay3sep, Opera, Firefox) (onunMoHanbHO).

Onsa dYyHKUMOHMPOBAHUSA MONb30BATENLCKOr0 MOBGUABHOrO YyCTponcTBa (A4na rpynn
ncnonHeHun 1 n 2, cMm. nogpasgen 2.4):

> ™MobunbHas OC iOS Bepcun He Huxe 13 (npu ncnonblosaHum Kntou SDK) nmnbo 15 (npwm
MCNOAb30BaHNUN MOBUbHBIX NMpuoxeHnii), Android Bepcnm He Huxe 8;
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https://cryptopro.ru/products/cades/plugin

> MobunbHoe npunoxeHune Ha 6asze SDK (Kpuntollpo Kntou, KpuntoKnwou, n apyrme
MPUIOXKEHNS CO BCTPOEHHbIM SDK).

CYbl He TpebywTcsa AN KIMEHTCKUX KOMMOHEHTOB M CEPBEPHbLIX KOMMOHEHTOB,
KOTOpble He uMetoT cobcTtBeHHOM B/l. B HacTosAWMA MOMEHT TaKMMMN KOMIMOHEHTaMU SABASOTCS
Beb6-unHTepdelic Nonb3oBaTens n Cepeuc B3aumoaenctemns ¢ SDK.
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9. MHTerpauua c BHewHuMmu UC

Kpuntolpo Kntou npepocrtaBnsieT nporpaMMHble  WHTepdencbl aBToMaTM3auum,
KOTOpble€ MO3BOMISAOT BbINOJHUTE WMHTErpaunmto 37eKTPOHHOW noanucn u wundpoBaHsa B
cywecreyowme 6usHec-npoueccbl M cuctembl. Ha Puc. 13 npeacraBneHa TuvnoBas cxema
ncnonb3oBaHus Kpuntollpo Kntou ¢ nHterpupyemoit UC (Hanpumep, 4B0).

B npuBeaeHHbIX NpuMepax WAMIOCTPUPYETCA NOAMNUCb AOKYMEHTa B
Kpuntollpo Kntou, nHnummposaHHasa NC, ¢ noaTBepXxaeHuem onepaumu B
MobunbHOM npunoxeHun. O Apyrnx crnocobax ayTeHTUdUKaLUK CM.
pasaen 4.

9.1. Ucnonb3oBaHue REST

—

4 14'I

MobunbcHoe npunoxKeHue Nonvsosatens Cuctema

< “"“"‘:-:DK (Be6-cepenc, 340,
JEBO u np.)
2 7
3
5

Kpuntolpo Kniou Kpuntolpo HSM

Puc. 13 — B3aumogetricteme ¢ Kpuntollpo Kntou ¢ ucnonb3osaHneM REST

CueHapuii B3auMoaenuCTBUA:

1.

Monb3oBaTenb oTnpasnser CHOPMUPOBAHHLIA [OKYMEHT B MHMOPMaLWOHHYIO
Cucremy (MC).

. MHdopmaumnoHHas CucteMa, Cnonb3ys WTaTHbIE AOKYMEHTUPOBAHHbIE MEXAHU3MbI,

nepefaetr nNoOAMUCbIBaeMbli AOKYMEHT W MNOoAMUWCaHHbLIN  Mapkep A0CTyna,
cogepxawmit  uMHdopmaumo o [lMonb3oBaTtene (uMa [lonb3oBaTens, Homep
MO6UNbHOro TenedoHa 1 T.n.).

. Ana noaTteBepxaeHus noanucaHma aokyMmenta Kpuntollpo Knou B Mo6unbHoe

npunoxenue ¢ Knou SDK Ha ycTpoiicTBe nonb30oBaTensa ceeaeHus o6 onepauuu u
NoAMNUCbIBAEMbIA AOKYMEHT.

. Monb3oBaTenb NpocMaTpuMBaeT AOKYMEHT, ybexnaaercs, UYTO XO4YeT BbIMOJIHUTb

onepauuto ¢ AaHHbIM JOKYMEHTOM, N NMOATBEPXAAET onepauunio.

. MobunbHoe npunoXxeHmne nepenaeTt VIHCbOpMaLI,MI'O O BONEN3DBABIEHUN NONTIb30BATENA

B Kpuntollpo Kntou (cM. nogpobHee noapasnen 4.4).

. KpunTollpo Kntou, ncnonb3yg OOKYMEHTUPOBAHHbIE dyHKLMN MAKM

«Kpuntollpo HSM», oTnpaBngeTr 3anpoC Ha noanNucaHne AOKYMeHTa C
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MCNOb30BaHMEM 3aKpbITOro Kntda [lonb3oBaTenss W MnojsiydyaeT noAnuCaHHbIN
OOKYMEHT.
7. Kpuntolpo Kntou nepegaet noanncaHHbin gokymeHT B UC.
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10. Cuctema poneu B Kpuntollpo Kniou

Cuctema ponen B Kpuntollpo Knou no3sosseT pasrpaHMYnTb NpaBa AOCTyna nu,
paboTatowmnx ¢ Kpuntollpo Kntou. CywecTsyoT cneayrowme ponu:

> [lonb3oBaTensb;

» OnepaTtop;
> OnepaTtop-HabnioaaTens;
» OnepaTtop AyauTta;
> AaMuHuctpaTtop 6e3onacHocTu (opraHmM3aumnoHHas ponb, ganee — AAMUHUCTpATOP);
> CucrteMHbIt AoMnHncTpaTop (opraHusaumMoHHas ponb).
Norunyeckas cTpykTtypa ponei B Kpuntollpo Kntou nsobpaxeHa Ha Puc. 14.
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Puc. 14 — Jlornyeckas cTpykTypa poneii B Kpuntollpo Kntou
Monb3oBarenb Kpuntollpo Kntou — nwboit nonb3oBaTtesib, MONYYMBLUMA YUYETHbIE

AaHHble Ang Bxoga oT Onepatopa. EMy aoctyneH ocHoBHOM dyHKumoHan Kpuntollpo Kntou un
JINYHBIA KabuHeT, rae OH MOXEeT MPOCMOTPETb CBOWM MNpoduiib U HacCTPOEHHbIE AS9 Hero
cnocobbl ayTteHTMduMKaumm (cM. 4). PepakTMpoBaHMeE JIMYHbLIX JAaHHbIX UM crnocobos
ayTeHTMdMKaUNM OCyLlecTBNSeTCa B OCHOBHOM OnepaTopoM, OAHAaKo B CUCTEMe eCTb
BO3MOXHOCTb Bblauu [onb3oBaTento npas Ha Takne AencTBuS.
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Monb3oBaTenu, npowealuine npouenypy ayteHtmdumkaumm, obbeamHeHbl BOKpPYr CBOEro
ak3emnnapa UeHTpa UaeHTudwmnkaumu. Ona HUX MOryT O6biTb BK/IHOYEHbI 06LME HACTPOMKMK
ayTeHTMdMKaUnM, NOATBEPXAEHUS OnepauMii, a TakXe MOJIMTUKA KOMMOHEHTOB MMEHW, B
KOTOPOW yKa3biBaeTCs, Kakne KOMMOHEHTbl MeHN o6a3aTtenbHO A0J1IXXHbI MPUCYTCTBOBaTb Npu
perucTpauum MNMonb3osaTens.

Monb3oBaTenn, BHE 3aBUCMMOCTM OT TOro, K KakoMy sk3emnnsapy LW oHWM oTHOcATCA,
MoryT 6bITb pasaeneHbl Ha rpynnbl NoA ynpasneHnem OnepaTopoB. [losb30BaTeNt0 MOXET
O6bITb Ha3HayeHa TO/AbKO OAHa rpynna. pynna [onb3oBaTenen TakXe XapakTepusyeTtcs
pasfIMYHbIMKN 0BLLMMUM HACTPOMKAMM U NONNTUKAMKN, LENCTBYIOWMMN 418 BCEX BXOASLLNX B HEE
Monb3oBaTtenen n OnepatopoB. DTO MOryT 6bITb MpaBuiia BXo4a, BTOPUYHON ayTeHTUdUKaumnm
(noaTeBepxaeHne Bxoda W noaTBepxaeHue onepauun). Ecnn B UeHTpe NaeHTudumkauum
paspelleHa caMoCcTosTeNbHasa perncrpauns, To npu cosgaHunm MNMonb3oBaTeneM CBOEN y4eTHOMN
3anucy oH 6yaeT BKAOYEH B rpynmny No yMOJYaHMIO.

Ona  kaxporo [Monb3oBaTtens uHAMBMAYANbHO MOryT O6bITb 3a4aHbl  CNOCO6bI
ayTeHTUdmKaumm m noaTBepxaeHus Bxoda m onepaumn (cMm. 4). OgHaKO U3MEHEHUEe 3TUX
HacTpoeK AO/KHO COOTBETCTBOBaTb HacTpomkam aksemnaspa LN, B koTopoMm lonb3oBaTenb
Cco34aH.

OnepaTtop Kpuntollpo Knwo4y — npuBuaerMpoBaHHbIN N0/b30BaTENb, UMEKLWMN NpaBo
Ha co3jaHue, pefakTUpoBaHWE W yaasieHue yyeTHbIX 3anucein lMonb3oBaTenen, a Takxke Ha
ynpaeneHue ceptudukatamm [MNonb3osaTener. Onepatop MOXeT 6biTb BKAOYEH B OAHY W
6onee rpynn. OnepaTop MOXET YNpaBasaTb Y4YETHbIMM 3anucaMm wun cepTudukaTamm
MNMonb3oBaTenen TOAbKO B paMmkax cBoen rpynnbl (rpynn). MNMpu co3aaHMM YYETHOM 3anucu
OnepaTopa eMy Ha3Ha4dyaeTcs rpynna no ymon4yaHuio. B ganbHeiweM MOXHO U3MEHUTb Habop
rpynn, B KoTopble BKAo4YeH OnepaTop.

B uenax obecneyeHmsa 6esonacHoctn LUeHnTp WaeHTudumkaumm He ummeeTt
npeaycTaHOBNEHHOMW BCTPOEHHOM yyeTHOW 3anucu OnepaTtopa. Mo3ToMy co3pgaHue ydeTHOoM
3annucu OnepaTopa BO3MOXHO TOJNIbKO JIOKaJlbHO Ha cepBepe, rae ycraHossieH LUeHTp
NoeHtudukaumm Kpuntolpo Kntod. Ponb Onepatopa Ha3HavaeTcs AQMUHUCTPATOPOM NyTeM
Bblgaun  Onepatopy cepTudukata C  pacClUMpeHHbIMM  MpaBaMu U KIIMEHTCKOWM
ayTeHTudmKaumen.

OnepaTop Kpuntollpo Kntou obecneynBaeT BbINOSIHEHME ClieayOLWMX 3a4ay:

> Peructpauunsa Monb3oBaTtenen Kpuntollpo Kniou;
> YnpaeneHue (pefakTmpoBaHue, yganeHue) y4eTHbIMU 3anmncamMm 3aperncTpmpoBaHHbIX
Monb3oBaTtenen Kpuntollpo Kntoy;

» HacTporika ayTeHTuduKaunm NMonb3osaTtenen;

> [lpueM 3asBNeHW Ha perncrTpaumnio cpeacts ayrteHTudukaumm [lonb3oBaTenem
(cpeacTtBa ayTeHTUdUKaUMN NpeacTasfeHbl B 4);

> TlpocMOTp cpeacTB ayTeHTUdMKaunm, 3aperncTtpupoBaHHbix B UM KpunTtollpo Knwou;

» Co3gaHue 3anpocoB Ha cepTudukatbl MNMonb3osatenen Kpuntollpo Kntoy;

> Bblgaya ceptudumkaToB Monb3oBaTensam;

> [lpocMOTp 1 ne4vaTb COObLITUI ayanTa HasHa4vyeHHbIX OnepaTopy rpynn.

Pono Onepatopa Ayauta Kpuntollpo Knwou npeaHasHayeHa Ans MOHUTOPWUHra
cobbITMin, nocTynawwmx OT KoMnoHeHTOoB Kpuntollpo Knoy w©n  [lMonb3oBatenen, wu
¢dopMMpOBaHMSA OTYETOB MO AaHHbIM cobbITUSAM. OnepaTopy AyauTa AOCTYMHbI CObBbITUA BCEX
MNMonb3oBaTenen BHYTpu onpeaeneHHoro LleHTpa WaeHTudukaumm, B oTAMuMe OT ApYyrux
pofnien, KOTOpbIM COOLITUS AOCTYMHbI TONLKO B (UAbTPOBAaHHOM Mo rpynne/lMonb3oBaTtento
Bmnae. OnepaTtop AyauTa CyLeCcTBYET To/bKO B npeaenax Cepsuca AygmuTta n He MMeeT 40CTyna
K apyruMm komnoHeHTtaM Kpuntollpo Kntou
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B uensax obecnedyeHna 6HesonacHoctn LeHTp WaeHTudumkaumm He wumeet
npeaycTaHOB/IEHHOM BCTPOEHHOM y4yeTHoM 3anmcm OnepaTtopa Ayauta. [o3ToMy co3gaHue
y4yeTHoM 3anucu Onepatopa AyanTa BO3MOXHO TOJIbKO SIOKaNbHO Ha cepBepe, rae yCTaHOB/eH
UeHtp WaeHtudwukaumn Kpuntollpo Kntou. Ponb Onepatopa Ayamta HasHadaeTcs
AOMUHUCTpPATOpPOM nNyTeM Bblgaun OnepaTtopy Ayauta ceptudukata C  KJIMEHTCKOM
ayTeHTUdmKauuen.

Ponb Onepatopa-Habnroparena no3BOSISET WCKAKYUTENbHO MNpocMaTpuBaTb
mHpopmauuto o [Monb3oBaTensax, noctynawuwyw ¢ CepsBuca Moanucu un  LeHTpa
NaeHTudmnkauymu.

OnepaTop-HabnoaaTeb MOXET NpoCMaTpMBaTh CeaytoLlee:

Cnuncok Nonb3oBaTenen;

Hactpoiku ayteHTudukaumm MNMonb3osaTtenen;

MpocMoTp cpeacTs ayTeHTUdUKaUNN, 3aperncTpupoBaHHbix B LIU;
MpocMoTp cepTndmnKaToB U/MNM 3aNpocoB Ha cepTudukaThl [Nonb3oBaTenein;
MpocMOTp M neyaTtb cobbITMN ayamTa Ha3HauveHHbiX OnepaTopy rpynmn.

YV V V VYV

Ponb Onepatopa-Habniogatensa MoXeT WCNOAb30BaTbCA TakKXe MNpuKIagHbIMU
CNCTEMaMU, KOTOPbIM HEOH6X0ANM A0CTYN K MH(pOpMauUnmM, yKasaHHOM Bblwe. [JoCcTyn BO3MOXEH
KaK yepe3 nporpamMHbIin nHTepdenc, Tak n yepes Beb-mHtepdenic MNMonb3oBatens — B 3TOM
cnyyae y OnepaTtopa-Habntogatena 6yayT oTCyTCTBOBaTb HEKOTOPbIE 3N1EMEHThI, OTBeYaroLwwme
3a M3MeHeHme HacTpoek ayTeHTudukaummn, cepTudunkKaTtos 1 Npou.

ApmuHucTtpartop Kpuntollpo Kntod — 310 nmuo, nmerowee goctyn K 5[] KoMnoHeHTOB
Kpuntollpo Kntou 1 Kk ynpasneHuio Kpuntollpo Knoy npu noMowm KoMmaHanetos. Ero
3ajavyaMu ABNAOTCA:

» AOMWHUCTPUpPOBaHME crneumanbHOro NporpaMMHoro obecneyeHus;

» HacTponka sk3emMnnasapos KoMnoHeHToB KpunTollpo Knioy;

> YnpasneHue (co3gaHue, peaakTMpoBaHue, yAaneHue) Y4YeTHbIMKU  3arnucsaMm
OnepaTtoposB Kpuntollpo Kntou;

> YnpasneHue nuueHsnamu Kpuntollpo Kniou.

Ponb AaMUHUCTpaTOpa JIOMMYECKN He 3aBUCUT OT APYrUX posiei, rpynn u 3K3eMnsipos
LN n opraHuzauMOHHO HeobxoauMa ANl MOoSlyyYeHUsl MpaB Ha BbIMOSIHEHME YMNpPaBASIOLMNX
KoOMaHANeToB. M03TOMYy Ha CXeMe JIOrMYeCcKon CTPYKTYpbl posieli OHa He oTobpakaeTcs.

CucteMHbii AgMuHucTpaTtop Kpuntollpo Kntoy 3aHMMaeTcs agMMHUCTPUPOBaHMEM
cepsepa(-oB) ¢ Kpuntollpo Kntou. OH obecneumBaeT BbINOJHEHWE CeAYOWNX 3a4au:

> YcTtaHoBka obwecucTeMHOro W crneumanbHOro  nporpamMmHoro  obecnedeHus

KoMmrnoHeHToB KpunTtollpo Kntou;

CoszpaHune, yoaneHue n obHoBneHMe 3k3eMnspoB KoMnoHeHToB KpunTtollpo Kntou;

» AOMUHUCTpUpOBaHME 06LWEeCNCTEMHOIO NPOrpaMMHOro obecneyveHnus;

> ApXvMBMpPOBAHME W BOCCTAaHOB/IEHME HaCTpoeKk o06WwecnMcTeMHOro mnporpaMMHOro
obecneyeHuns;

> YCTaHOBKa W KOHMUrypmpoBaHue 4ONOJHUTENbHbBIX MPOrpaMMHO-annapaTHbIX CPeacTs,
obecneynBaloLMX KOHTPOJIb LLeIOCTHOCTM NPOrpaMMHbIX CPeacTB;

»  AAMUWHUCTPpUpPOBaHME NMporpaMMHoO-anmnapaTHbIX CPEeACTB, Ppeanm3yrowmx Mepbl 3aLlnTbl
ot HC/l Ha koMnoHeHTax Kpuntollpo Kntou.

Y

Ponb CMCTEMHOro AIMMHUCTpATOPa SIOTMYECKN HE 3aBUCUT OT APYrMX POJIEN, rpynn u
aKk3eMnnsapoB LM. MNo3ToMy Ha cxeMe NOrn4yeckon CTpYKTYpbl poneit oHa He oTobpakaeTcs.
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B uenax obecneyeHns 6e3onacHOCTM Npu Mcnonb3oBaHuM [pynnbl
ncnonHeHnn 1 Heobxoammo, 4To6bl ponn AaMuHuUcCTpaTopa, CuUcTeMHOoro
AaMmnHucTpaTopa, Onepatopa 1 Onepatopa AyauTta npuHagniexanu pasHbiM
NI0ASM M3 HEe3aBUCUMMbIX CTPYKTYPHbIX MOApasAeneHun opraHusaumu, 4To
MO3BOJSIUT UCK/IIOYUTL BO3MOXHOCTb CroBopa W KOMMpOMeTauuu AaHHbIX
Monb3oBaTenen Kpuntollpo Kntou.

PekoMeHayeTCA TakXe Ha3HayaTb YKa3aHHble posin  MaTepuanbHO
OTBETCTBEHHbLIM NNLUAM U NMLUaM U3 pyKoBOAALWEro cCoCtaBa opraHm3auunn.
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11. Moaaep>xnBaemMbie Tinbl I n popMaTbl AOKYMEHTOB

11.1. YcoBepuweHcTBOBaHHasa noanmncbe CAdES (CMS Advanced Electronic
Signature)

Kpuntollpo Kntouy nosBonsert ¢dhopMupoBaThb pas3finyHbie dopmMaThl
ycoBepuieHcTBoBaHHOW noanuncu (CAdES), dopMaThl KOTOpO OCHOBaHbl Ha cTaHaapTax ETSI
TS 101 733 n ETSI EN 319 122-1.

YcoBeplueHCTBOBaHHAas NoAnuUCb NO3BOASET NOAYYUTb Cleayowme npemmyLlecTea:

» obecneunTtb JAoKasaTeNbHOE  MOATBEPXAEHWE  COOTBETCTBMSA  MOAMUCK  TOMY
cepTudukaTy, KOTOpPbIN NCNONb3yeTca ANa ee NpoBepKNu;

» obecneunTb AOoKa3aTesbHOe NOATBEPXAEHNE MOMEHTa CO34aHnA NoANUCH;

» obecneunTb AoKasaTefnbHOE MNOATBEPXAEHUE AENCTBUTENIbHOCTU COOTBETCTBYHOLWMX
cepTMdMKaTOB Ha MOMEHT co3aaHusa II1;

> obecneynTb OTCYTCTBME HEOBXOAMMOCTM CeTeBbIX 0bpallueHui npu nposepke 3I1;

> obecneunTtb AonroBpeMeHHoe (apXMBHOE) XpaHeHWUe 3N1IEKTPOHHbLIX JOKYMEHTOB.

Ncnonb3oBaHme dopmatos nognucu CAdES nossonseTr cdhopMmpoBaTb nMoanucaHHoe
coobuieHne, saBngoweecs MOSHOCTbIO CaMOAOCTAaTOYHbIM ANS BbINOJHEHUS MPOBEPKU €ro
noanucn. C 3ToM uenbto B coobuleHne B 3aBUCUMOCTM OT BbibpaHHOro dopmata noanucu
MOXeT 6bITb NnoMeweHa nHpopMaumst 06 MCXOAHOM AOKYMEHTE, anropuTMax X3WWUPOBaHUS U
noAnMcKM, napameTpax AaHHbIX anropuMTtMOB, BpeMeHW noanucu, ceptudukate noanucu, a
TaKkXe Lenoyku ceptudmkKaTos.

B 3aBUCMMOCTM OT HaNN4YNA UCXOAHOIO AOKYMEHTa B CaMOM COO6LLL€HVIVI, BblAENAKOT ABa
TWNa noanucun:

> [pucoeanHeHHas nognuck (attached).

MonyyaTenb Takoro coobleHnss MOXEeT MPOBEPUTb MOSYYEHHYH MOAMWUCH Aaxke Mpu
OTCYTCTBUM NUCXOAHOr0 NOAMNMCAHHOMO IOKYMEHTa.

» OTneneHHas noanuchb (detached).

MonyyaTenb COO6LEHNS 3TOrO TUNA AN MPOBEPKM MOAMUCK AO/KEH UMETb UCXOAHbIN
[IOKYMEHT, ANns KoToporo 6bina cpopMmpoBaHa NoAMUCH.

KpunTtolpo Kntou no3BonsieT co3gaBaTb  YCOBEPLUEHCTBOBAHHYH — 3M1E€KTPOHHYHO
nognucb CAdES cnegywowmnx ¢opmaTos.

> CAdES-BES/CAdES-B-B (Basic Signature).

dnekTpoHHas noanucb ¢opmata CAdES-BES npeacrtaBnsier coboli pacClimMpeHHyto
Bepcuto CMS-coobueHnss Tuna <«nOAMUCAHHbIE AaHHbIE», OMUWCAHHONO B JAOKyMeHTe P
1323565.1.025-2019 <«WNHdopMaunoHHaa TexHonormsa. Kpuntorpadudeckasa 3awmTa
MHdopMaunn. dopmaTbl COO6LEHNN, 3alUNLLEHHBIX KPUNTOrpaduiyeckuMm MeTtogamm».,

®opmaTt noanucn CAdES-BES Tpebyer Hanmumsa B noanucaHHOM coobLieHun
NOAMUCAHHBLIX W  HEenoAnUCaHHbIX aTpubyTOB, HEKOTOpble W3  KOTOPbIX SABASAIOTCS
obgsaTtenbHbIMM.  Hanpumep, B  NOAMNMCAHHOM  coobuwleHun  o0b6g3aTenlbHO  AOJIXKeH
npuCyTCcTBOBaTb  MoAnucaHHbIM  aTpmbyT  signing-certificate-v2.  JaHHbin  aTpubyT
naeHTUdUUmMpyeT cepTudukaTt NoANNCHIBAOLWErO U NO3BONSET AOMNONHUTL NOANUCH A0 APYIUX
dopmaToB.

Takxe B nognumcaHHoe coobuweHne MoxeT 6biTb gobaBneH nognuMcaHHbIA aTpubyT
signing-time, npeacraBnsowmin coboii 0OTMETKY O BPEMEHN CO34aHMUSA NMOAMNMUCH.
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OcTanbHble TuMNbl  37eKTpoHHOM noanucu ¢opmata CAdES, pocTtynHble B
KpunTtollpo Kntou, 9Bns0TCA yCOBEpLWEHCTBOBaHHbIM BapuaHTamm CAdES-BES.

> CAdES-T/CAdES-B-T (Signature with Time).

SnekTpoHHas noanuck ¢popmaTta CAJES-T npeactaBnsieTr cobon yCOBEPLUEHCTBOBAHHYO
rnoanucb C AOBEPEHHbLIM BpeMeHeM. [nsa aToro Kk noanucn ¢popmaTta CAJES-BES pobaBnsetcs
METKa [AO0BEpEeHHOro BpeMeHum (CcM. 4d. 19 cT. 2 3akoHa «06 3n1eKTpPOHHOM noAnucu» OT
06.04.2011 N9 63-®3), npeacrasBnastowas cobol wWTamMn BPEMEHW, BblAAHHbLIN CNyXx60M
wTamMnoB BpeMeHu. Cnyxba WTaMNoOB BpPEeMEHW CTaBWUT LITaMMbl BPEMEHW Ha AaHHble Ans
rapaHTUM TOro, YTO 3TU AaHHbIe CyLWEeCcTBOBaAN A0 ONpeaeneHHOro MOMeHTa BpeMeH!.

Ncnonb3osaHnue noanucu popmata CAJES-T noaxoauT ans cnydaes, Korga tpebyertcs,
HanpuMmep, NpPOBEpPWUTb, YTO 3IEKTPOHHAs MOANUCb CooblleHmMss 6blna co3jaHa A0 TOro
MOMEHTa, KOorga COOTBETCTBYOWMIM cepTudukaTt 6bi1 0TO3BaH, YTO MO3BONSIET MCMNOIb30BaTb
OTO3BaHHbIN cepTUdUKAT KoYa NPOBEPKN NOAMNUCK ANS NPOBEPKWM NOAMNUCEN, CO3AaHHbIX A0
MOMEHTa OT3blIBa.

> CAdES with Extended Long validation data Type 1 (CAdES-X Long Type 1, E-
X-L Type 1).

OnekTpoHHas noanucb ¢dopmata CAdES-X Long Type 1 npeacrasnsier coboi
YCOBEPLUEHCTBOBAHHYIO MOAMMUCH, NO3BOJISIOLLY0 MOMUMO NOATBEPXAEHNS MOMEHTa CO34aHUA
OMN obecneunTb AoOKasaTenbHOe MOATBEPXAEHWE AEeWCTBUTENbHOCTM cepTudukaTa Ktoua
NMpoOBEPKM NOoAMMCKM Ha MOMEHT co3gaHusa 3Ill. [loaTBepxaeHue AENCTBUTENBbHOCTU
cepTudmKaTa Koda NpoBepKN NoaNNUCU Ha MOMEHT co3aaHmns 3l MoXeT 6bITb AOCTUTHYTO NpwU
MOMOLLM MPOTOKOJIA NOJSIYHYEeHMA aKTyanbHOro cratyca ceptndukarta (OCSP).

JononHUTeNbHO MoOryT 6biTb  CO6paHbl  LEMOYKM KaXAoro M3  MUCMoSb3yeMbIX
cepTnduKaToB A8 CO34aHMS MOSIHOW AoKa3aTenbHOM 6as3bl, CBSA3aHHOW C YCTaHOBJIEHMEM
MOMEHTa NOoAMNMUCK M CTaTyca cepTudmKaTa Ha MOMEHT NOAMMUCH.

MNMepeuncneHHble [10Ka3aTeNbCTBa COMAEPXATCA HENoCPeACTBEHHO BHYTpU aTpubyToB
3, 4YTo nNO3BONAET MWHUMU3NPOBATb KOMIMYECTBO CETEBbIX O6palleHMii AN MpOBEPKM
noAnucu AaHHoro gopmara.

11.2. Moanunce XML-gokymeHToB (XML Digital Signature, XMLDSig)

11.2.1. Moagnunce XMLDSIig

dopMmaT 3nekTpoHHOW noanucn XMLDSig npeactasnser cobon nognucbe XML-
AOKYMEHTOB, CO34aBaeMyk B cooTBeTcTBuM C P 1323565.1.033-2020 «WHdopMaunmoHHas
TexHonorua. Kpuntorpaduyeckas 3awmta wHdopmaumm. Wcnonb3oBaHUe pPOCCUNCKUX
aNropyTMOB 31E€KTPOHHON NOAMUCK B NPOTOKOMax U popMatax coobuieHuii Ha ocHose XML».

OTnuunTenbHo 0COBeHHOCTbIO AaHHOro dopmaTta noAnuMcu SBNSEeTCS TO, 4TO
3/IeKTPOHHAs nNoanucb npeacrasnser cobonm XML-anemeHT, noMmewaembin  BHYTpb
NOAMNUCbIBAEMOro AOKYMEHTa WAWN SBASIOWMIACA caMocToaTeNlbHbiIM XML-AOKYMEHTOM, 4TO
nossonget obpabaTbiBaTtb XML-AOKYMeHTbl TakuM xe obpa3oM, kak n XML-gokyMeHTbl 6e3
noanucu.

B Kpuntollpo Kntou peannsoBaHa nogaepxka tTpex tunos XML-nognucu:

> BnoxeHHas  XML-nognucb (enveloped). XML-nognucb  HaxoguTCs  BHYTpWU
rnoanuCbLIBAEMOro ssieMeHTa.

> T[pucoeanHeHHasa XML-noanuck (enveloping). MNMoanucbiBaeMblt 3/1€eMeHT HaxoAUTCS
BHYTpU CTpYKTYypbl XML-nognucu.
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> XML-noanuchk no wabnoHy. Co3gaercs NoAnucb AOKYMEHTA, CoAepiKallero wabnoH
MOAMUCK C HE3aAMNOSIHEHHbIMM 3HAuYeHUAMU noanucu. B npouecce NoANUCKU AaHHbIE
3HAUYEHWNS BbIYMCIAIOTCA U 3aHOCSATCA B CTPYKTYpPY MOAMMUCH.

11.2.2. NMoanuncb XAdES

dopmMaT anekTpoHHo nognucn XAdES npeacrasnsiet co6om noanmce XML-40KYMEHTOB,
co3gaBaeMyld B COOTBETCTBMM CO cTaHpaptamm ETSI EN 319 132. KpunTtollpo Kntouy
Mo3BOJISIET CO34aBaTb YCOBEPLUEHCTBOBAHHYK 3/IEKTPOHHYK noanucb XAdES cnegyrowmx
¢dopmaToB.

> 6a3oBas noanucb XAdES-BES (XAdES-B-B);
> TMoAnucb C yKalaHueM BpeMeHun cosgaHma XAdES-T (XAJES-B-T).

11.3. DnekTpoHHada noanucb NOCT P 34.10-2012 v TOCT P 34.10-2001
(HeobpaboTtaHHasa 2I1)

JaHHbin  copMaT npegHasHavyeH AN8 BblYUMCAEHUS 3AEeKTPOHHOM nognucn  Ans
HEKOTOPbIX [AaHHbIX, MWCMONb3ys anroputMmbl, onpegeneHHble B [OCT P 34.10-2012 u
FOCT P 34.11-2012. Ona obecneyeHnss BO3MOXHOCTM MCMNO/b30BaHUS U AOJITOBPEMEHHOIO
(apxMBHOro) xpaHeHust noAnuMcaHHbiX AoKyMeHToB Kpuntollpo Knou nopaepxusaer
OOMNOSIHNTENbHO  CO34aHWe  J/IeKTPOHHOW  MNOAMUCU  AOKYMEHTOB C  MCMNOJSIb30BaHMEM
anroputmoB, onpegenerHHbix B FTOCT P 34.10-2001 n TOCT P 34.11-94.

Kpuntollpo Kntou noaaepxueaeT aBa Tvrna rnoanucu:

> T[Moanucb AdaHHbIX. B KauecTBe BXOAHbIX AaHHbIX Ans hopMUMpoBaHMA MOAMUCK
MCMOMb3YETCA UCXOAHbIN AOKYMEHT.

> Tloanncb 3HayveHmsa xaw-dyHKUMKN. Bo3BpawlaeT 3HaYeHMe 3/1eKTPOHHON MoAnucu oT
rnepeaaHHoOro 3HayeHms GyHKUMU XawmnpoBaHus, onncaHHom B FOCT P 34.11-2012 unu
FOCT P 34.11-94.

11.4. NMoanuncb PDF-aoKyMeHTOB

OaHHbin dopMaT noanucyn no3sonser GOopMMPOBaTb 3SEKTPOHHYIO NOAMUCH AN
obecneyeHuns OPUANYECKON 3HAYMMOCTM INEKTPOHHLIX AOKYMeHTOB ¢dopmMaTta PDF.

B KpunTtollpo Kntou peannsoBaHbl criefytowmne suabl noanmcu gaHHoro dopmMara:

> Toanucek gokymeHTa PDF ¢ ncnonbsosaHmem popmata CAdES-BES. B gokyMmeHT bypet
nobaesneHa noanuce B dopmate CAdES-BES. [nsa npoBepkM Takoh nognucu B
nporpammax Adobe Acrobat n Adobe Reader Heo6xoamm nnarvH Kpuntollpo PDF.

» MNoanuncb PDF pgokyMmeHTa c ucnonb3oBaHmeM ¢dopmata CAdES-T. B gokyMeHT byaeTt
nobaesneHa nognucb B ¢dopmate CAdES-T, To ecTb noanucb, cogepxawas wTtamn
BpeMeHu. [NpoBepuTb Taky NOAMUCbL MOXHO C noMoLlbio nnarnHa Kpuntollpo PDF.

> Toanucek PDF gokyMmeHTa ¢ ncnonb3osaHmem cdopmata CAAES-XLT1. B nokyMeHT byaet
nobasneHa noanuceb B popmate CAdES-XLT1, TO eCcTb cogepkallas wTammn BPEMEHU U
OTBETbl CNyX6bl aKTyanbHbIX CTaTycoB cepTudumkaToB. [NMpoBepuTb Takyl MNoAnMUCb
MOXHO C nomoLblo nnaruvHa Kpuntollpo PDF.

> MNoanuncb gokymeHTa PDF B cooTBeTCcTBUMKU cO cTaHgapTamu ETSI EN 319 142 (PAdES).
Mopaepxunsatotcs dopmatbl nognmcn PAJES-B-B, PAAES-B-T n PAdES c BK/OYEHMEM
[OKa3aTeNnbCTB NPOBEPKMU.
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12. Nopaep>xmBaemMmbii bopMmaT WNPpPoBaHUA AOKYMEHTOB

KpunTolMpo Kntou noaaepxuBaeT cneaywlume dopmaThl WNgpoBaHUS OKYMEHTOB.

» CMS-coobuweHne Tuna <«KOHBEPT [AaHHbIX», OMUCAHHOroO B AOKyMeHTe P
1323565.1.025-2019 «WNHdbopMaumoHHasa TexHonorusa. Kpuntorpaduyeckas sawmTa
nHpopMaunmn. dopmaTbl COOOLLEHM, 3aLLUNLLEHHbBIX KPUNTOrpadunyeckuMmmn MeTogamm» .,

[JaHHbin dopmaT npegHasHadeH Ans8 co3daHums KpunTorpadumyeckoro coobuieHus,
COCTOSALEr0 M3 3aWM@pOBaHHbLIX AaHHbIX W 3aWKN@pPOBaAHHbIX CECCMOHHBLIX KJlOYen, C
MOMOLLbIO KOTOPbIX 6b1/IN 3awndpoBaHbl AaHHbIE.

CeccnoHHble KkuM  3awMdpoBbLIBAKOTCA C  MOMOLLbID TPaAHCMOPTHbIX  K/IO4Yen,
BblpabaTbiBaeMblX Ha OCHOBE OTKPbITbIX KI/OYEN, CcoAepXaluxca B cepTudukaTax
nony4yatenen coobuenus. JaHHble MOryT 6biTb 3aWM@pPOBaHbl AN HECKONbKUX NofyyaTenen.

> OopmaTt wudpoBaHmsa XML-gokymeHToB XML Encrypted, onucaHHbIl B PekOMeHAauuax
W3C XML Encryption Syntax and Processing Version 1.1.

B cnyuae ncnonb3oBaHusa wundposaHua XML Encrypted agocTynHa nepefada Kno4eson
WHdOopMaunm Tonbko npu nomowm X.509-ceptncdunkara, Kak 3To onmcaHo B P 1323565.1.033-
2020 n PekomeHgaumnsax W3C XML Encryption Syntax and Processing Version 1.1.
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13. Mopapnep>xnBaeMbie ¢opmMmaThbl AOKYMEHTOB ans
oTo6parkeHus Npu NOATBEPXXAEHUUN onepauun

Kpuntollpo Knio4y npenoctaBnsieT BO3MOXHOCTb OTOOpa)keHMs AOKYMEHTOB nepeq
co3pgaHueM noanucu Ha Beb-mHTepdence lMonb3oBatens M Npu NOATBEPXAEHUM onepaumu
noanmcm B MOGUIbHOM NpuoxeHnn Ha 6ase Kntou SDK.

OTobpaxeHne [OKYMEHTOB rMepen MoATBEPXAEHWEM onepaumm MOryT BbIMOAHATb
cnepytowme komrnoHeHTbl Kpuntollpo Kntou:

> Cepsuc ObpaboTtkun [JokyMeHTOB — OoTOOpaxeHne B MO6MUIbHOM NPUNOXKEHUN N Ha Beb-
nHTepdelice Monb3oBaTens;

> Kniou SDK — oTobpaxeHune AOKyMeHTa B MOOGMILHOM MPUAOXEHUU COBCTBEHHbIMU
cpeactBamm (B TOM uucne BCTPOeHHbIMM cpeactBamMn OC). Ncrnonb3oBaHMe AAQHHOMO
cnocoba oTobpaxeHuns o6a3aTeNnbHO ANS rpynmbl UCANOAHEHWA 1.

Kpuntollpo Kntod nogaepxuBaet otobpaxeHune AOKYMEHTOB creaylwmnx ¢popMaTos:
PDF, XML, ODT, a TakXe TEKCTOBbIX AOKYMEHTOB. BO3MOXHO Takxe oTobpaXxeHne AOKYMEHTOB
¢opmatoe DOC, DOT, DOCM, DOTM, DOCX, DOTX, FlatOpc, FlatOpcMacroEnabled,
FlatOpcTemplate, FlatOpcTemplateMacroEnabled, OTT, OOXML, WordML, RTF, HTML, XHTML,
MHTML.
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CBEAEHUA O PASPABOTYUKE

KomnaHua Kpuntollpo co3gaHa B 2000 roay m B HacToslee BpeMs 3aHUMaET
avaupyowee rosioXKeHue Mo pacrnpoCcTpaHeHUIo CcpeacTB Kpuntorpaduyeckon 3awunThbl
MHpOPMaUUN U SNEKTPOHHON LNGPOBOIM NOAMUCH.

OcHOBHOE HanpasBneHue AesATeNlbHOCTM  KOMNaHmun -  pa3paboTka cpeacTs
KpunTorpaduMyeckon 3almnTbl MHGOPMaUMn U passutne MHppacTpykTypbl OTKpbITbIX Krtouen
(Public Key Infrastructure) Ha ocHoBe MCMOSIb30BaHUS MEXAYHapOAHbIX PEKOMEeHAauUn u
POCCUMNCKNX KpunTorpadmyeckmx aaropuTMoB.

KoMmnaHusa paspaboTana nonHbin CNEeKTp NporpaMMHbIX M annapaTHbIX NPOAYKTOB AnNs
obecnedeHuns LENOCTHOCTHN, aBTOPCTBA U KOHMUAEHUMANBHOCTM MHDOPMaLUK C MPUMEHEHUEM
3l v wndposaHUa ANg UCNOMb30BaHUA B pa3nunyHbix cpegax (Windows, Unix, Java). HoBoe
HanpaBneHune NpoAYKTOB KOMMaHuu - nporpaMmMmHo-annapaTHble cpeacTea
Kpuntorpadguyeckon 3awuntbl MHDOPMaAUMM U UCMONb30BaHMEM cMapT-kapT u USB kntouen,
NO3BONSAIOLWMX CYLLECTBEHHO MNOBbICUTL 6€30MacHOCTb CUCTEM, UCMoNb3yowmx JI1.

KomnaHua Kpuntollpo sensetcs pa3paboTyMKOM M NOCTaBLUMKOM CpeacTB NPUMEHEHUS
Ol B aBTOMaTU3NpPOBaHHbIX NHHOPMALMOHHBIX cMcTeMax. Kpome 3TOro, KOMnaHus okKasbiBaeT
KOHCY/NbTaUMOHHbIE yCayrn no obecnedyeHuto AesATeNbHOCTU YAOCTOBEPSAOWMX LEHTPOB U
npuMmeHeHunto DIl B aBTOMaTU3MPOBAHHbLIX MHMOPMALMOHHBIX CUCTEMaxX MpeanpuaTun
pasnnyHbliX opM cOb6CTBEHHOCTMW.

YoocTtoBepsawWwmMn  LUeHTp koMmnaHumu Kpuntollpo npeaoctaBnseT opraHm3aumsam
(topnanyeckmm nmuam) ycayrm no U3roToBAEHUIO W yNpaBAEHUIO OTKPbITbIMU U 3aKPbITbIMU
KNo4YaMum nofb3oBaTenen MHQPOPMAUMOHHbIX CUCTEM, BKJKOYas npoueaypy nogayn u
06paboTknm 3anpocoB Ha cepTudUKaTbl, BepudUKauUIo 3aNpocoB Ha cepTudukaThl,
dopMmpoBaHMsa cepTudMKATOB, WX MOJSYYEHUS, WCNOAb30BaHUA U OT3blBa. Takxe
YpocToBepslowmMM LEHTPOM MPenocTaBfsStoTCs WHble CepBUCHbIE (YHKUWU, CBSA3aHHbIE C
MCNOb30BaHNWEM 3MEKTPOHHbIX Mnoanucen, wundposaHnem, obecnedyeHMeMm 31eKTPOHHOro
topManyecKm-3HaumMmMoro 4okyMmeHtooboporTa.

KoHTakTbl:

000 «KPUTMTO-TPO»

127018, Mocksa, yn. Cywesckun Ban, 18
TenedoH: (495) 995 4820

dakc: (495) 995 4820

URL: http://www.CryptoPro.ru

E-mail: info@CryptoPro.ru
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