H.I".YepHoBa

> UTo0TOoda
MU3BEUWIEHUE Ob UBMEHEHUAX
000 oTH WU3BEUIEHUE OBO3HAYEHUE
«KPHIITO-ITPO» | OJIC KTIH.00087-01.1-2016 KTSIH.00087-01
JATA BBIITYCKA CPOK M3MEHEHH A Jlucr JluctoB
C MOMeHTa yTBEpKASHUS
06.09.2016 U3BELICHUS 00 U3MEHEHUAX 1 11
KTAM.00087-01
IPUUMHA H3MeHeHue crucka noaiepsKUBaeMbIX NpOrpaMMHO- KO/|
annaparHbIX CPEACTB 3
YKA3AHHWSA O BAZIEJIE | He orpaskaetcs
YRadaHUAO [Tocne npoBeneHUst KOHTPOJIS
BHE/IPEHUU OIC TIPOREACHHIA KOHTPOR
[MTPUMEHSAEMOCTb KTAN.00087-01
PA3OCJIATb @®Cb Poccun, OO0 «LICH», OO0 «KPUIITO-ITPO»
IPWIOKEHMWE KTANU.00087-01 91 09. PykoBoacTBO aAMHUHKCTpaTOpa 6€30MaCHOCTH.
BupTtyanbHble cpe/bl
U3M: COHAEPXAHHE UBMEHEHHW A

M3MeHeH CNMCOK MNOAJEPKMBAEMbIX MpOrpamMMHo-anmnapatHbiX cpeld. COOTBETCTBYHOLIME
M3MEHEHHs BHECEHbI B CIIEAYIOLLHE 1OKYMEHTBI:

KTANU.00087-01 30 01. @opmyasp; AKTAN.00087-01 90 01. Onucanue peannzauuu;
KT5N.00087-01 91 01. PykoBoacTBo anMuHHcTpaTopa OezonacHocT. OOLas 4acTs;
KTAAN.00087-01 93 01. TTpunoxkeHne KOMaHIHOM CTPOKM ISl IOAMKCH U IK(pOoBaHUS DaiiioB;
KTAN.00087-01 93 02. IlpunokeHue KOMaHAHOW CTPOKM s padoTel ¢ cepTUHUKaTaMH;
KTAM.00087-01 93 03. [Npunoskenue ans coznanus TLS-TyHHenNs;

KTAN.00087-01 95 01. IlpaBuna nosb30BaHUs.

Crapas penaxkuus: « Windows 7/8/8.1/Server 2003/2008 (x86, x64);

Windows Server 2008 R2/2012/2012 R2 (x64).

CentOS 4/5/6/7 (x86, x64, POWER, ARM); TJI OC AUC ®CCII Poccun (GosLinux) (x86, x64);
Red OS (x86, x64); Fedora 19/20 (x86, x64, ARM); Mandriva Enterprise Server 5, Business
Server 1 (x86, x64, ARM); Oracle Linux 4/5/6/7 (x86, x64); OpenSUSE 13.2, Leap 42 (x86, x64,
ARM); SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64, POWER, ARM); Red
Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER, ARM); Cunre3-OC.PC (x86, x64, POWER,
ARM); Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10 (x86, x64, POWER, ARM); Linux Mint
13/14/15/16/17 (x86, x64); Debian 7/8 (x86, x64, POWER, ARM); Astra Linux Special Edition
(x86-64).

ALT Linux 7 (x86, x64, ARM); ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise
Linux Server (x86, x64); POCA XPOM/KOBAJIbT/HUKEIJIb (x86, x64); FreeBSD 9, pfSense
2.x (x86, x64); AIX 5/6/7 (POWER); Mac OS X 10.7/10.8/10.9/10.10/10.11 (x64). Solaris 10
(sparc, x86, x64); Solaris 11 (sparc, x64).

Apple i0S 6.0/6.0.1/6.0.2/6.1/6.1.2/6.1.3/6.1.4/6.1.5/6.1.6/7.0/7.0.1/7.0.2/7.0.3/7.0.4/7.0.5/7.0.6/7.
1/7.1.1/7.1.2/8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/9.0.1/9.0.2/9.1/9.2/9.2.1
(ARM, arm64, arm7s).»

COCTABUJI

MOILHHUHA J1.A. H.KOHTPOJIb

N3MEHEHHME BHEC MOLIHHUHA I.A. 06.09.2016
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HoBas penakuus: «Windows 7/8/8.1/10/Server 2003/2008 (x86, x64); Windows Server 2008
R2/2012/2012 R2/2016 (x64).

CentOS 4/5/6/7 (x86, x64, POWER, ARM); TIT OC AUC ®CCII Poccun (GosLinux) (x86, x64); Red
OS (x86, x64); Fedora 23/24/25 (x86, x64, ARM); Mandriva Enterprise Server 5, Business Server 1
(x86, x64, ARM); Oracle Linux 4/5/6/7 (x86, x64); OpenSUSE 13.2, Leap 42 (x86, x64, ARM); SUSE
Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64, POWER, ARM); Red Hat Enterprise Linux
4/5/6/7 (x86, x64, POWER, ARM); Cunre3-OC.PC (x86, x64, POWER, ARM); Ubuntu
10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10 (x86, x64, POWER, ARM);
Linux Mint 13/14/15/16/17/18 (x86, x64); Debian 7/8 (x86, x64, POWER, ARM, MIPS); Astra Linux
Special Edition (x86-64).

ALT Linux 7 (x86, x64, ARM); ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux
Server (x86, x64); POCA XPOM/KOBAJIbT/HUKEJIb (x86, x64); FreeBSD 9/10, pfSense 2.x (x86,
x64); AIX 5/6/7 (POWER); Mac OS X 10.7/10.8/10.9/10.10/10.11/10.12 (x64).

Solaris 10 (sparc, x86, x64); Solaris 11 (sparc, x64).

Apple iOS 6.0/6.0.1/6.0.2/6.1/6.1.2/6.1.3/6.1.4/6.1.5/6.1.6/7.0/7.0.1/7.0.2/7.0.3/7.0.4/7.0.5/7.0.6/7.1/7
.1.1/7.1.2/8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/9.0.1/9.0.2/9.1/9.2/9.2.1/9.3/9.3.1/9.
3.2/9.3.3/9.3.4/9.3.5/10 (ARM, armé64, arm7s).»

JloGaBneHo:«BupTryanbHble cpejibl

Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64); VMWare WorkStation 11/12
(x86-64); VM Ware Player 7/12 (x86, x64); VMWare Sphere ESXi 5.5/6.0 (x64); Virtual Box
3.2/4.0/4.1/4.2/4.3/5.0/5.1 (x86, x64); RHEV 3.4/3.5/3.6/4.0 (x64).»

Cnenyromue u3MeHeHUs BHeceHbl B JokymeHTbl: JKTSM.00087-01 91 02. PykoBoacTBO
anmuuHuctpatopa 6e3onacHoctd. Windows. u XKTANM.00087-01 94 01. APM BbIpaGoTKy BHELIHE
raMMBbl.

Crapas penakumsi: «Windows 7/8/8.1/Server 2003/2008 (x86, x64); Windows Server 2008
R2/2012/2012 R2 (x64).»

HoBas penakuus: «Windows 7/8/8.1/10/Server 2003/2008 (x86. x64); Windows Server 2008
1 R2/2012/2012 R2/2016 (x64).»

Crnenyrome wu3MeHeHus BHeceHbl B aokymeHT: JKTSM.00087-01 91 04. PykoBoacTBO
aaMuHKUcTparopa 6e3onacHocTu. FreeBSD.

Crapas penakuus: «FreeBSD 9, pfSense 2.x (x86, x64)...pkg_add <daiin_nakera>...pkg_delete
<UMS_nakeTa>...»

HoBas penakuus: «FreeBSD 9/10, pfSense 2.x (x86, x64)...pkg _add <daiin_nakera> (pkg add
<daiin_nakera> ans FreeBSD 10)...pkg_delete <ums_nakera> (pkg delete <daiin nakera> ass
FreeBSD 10)...»

Cnenyromie u3MeHEHUs BHeceHbl B gokymenT: JKTSIM.00087-01 91 03. PykoBozactso
aAMMUHKCTpaTopa 6e3onacHocTu. Linux

Crapas penakuus: «CentOS 4/5/6/7 (x86, x64, POWER, ARM); T/ OC AUC ®CCII Poccuu
(GosLinux) (x86, x64); Red OS (x86, x64); Fedora 19/20 (x86, x64, ARM); Mandriva Enterprise
Server 5, Business Server 1 (x86, x64, ARM); Oracle Linux 4/5/6/7 (x86, x64); OpenSUSE 13.2,
Leap 42 (x86, x64, ARM); SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64,
POWER, ARM); Red Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER, ARM); Cunte3-OC.PC
(x86, x64, POWER, ARM); Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10 (x86, x64, POWER,
ARM); Linux Mint 13/14/15/16/17 (x86, x64); Debian 7/8 (x86, x64, POWER, ARM); Astra
Linux Special Edition (x86-64).»

Hosas penakuus: «CentOS 4/5/6/7 (x86, x64, POWER, ARM); TJI OC AUC ®CCII Poccuu
(GosLinux) (x86, x64); Red OS (x86, x64); Fedora 23/24/25 (x86, x64, ARM); Mandriva Enterprise
Server 5, Business Server 1 (x86, x64, ARM); Oracle Linux 4/5/6/7 (x86, x64); OpenSUSE 13.2, Leap
42 (x86, x64, ARM); SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64, POWER,
ARM); Red Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER, ARM); Cunre3-OC.PC (x86, x64,
POWER, ARM); Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/ 15.10/16.04/16.04.1/16.10
(x86, x64, POWER, ARM); Linux Mint 13/14/15/16/17/18 (x86, x64); Debian 7/8 (x86, x64, POWER,
ARM, MIPS); Astra Linux Special Edition (x86-64).»
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Cnenyrone m3MeHeHus: BHeceHbl B JokyMeHT JKTAM.00087-01 91 08. PykoBoacTtBo
aIMHHHCTpaTopa 0e3onmacHoCcTH. 10S.
Crapast penmakmust: «CK3U  «Kpunrtollpo CSP» v 4.0 mox ympaBrneruem i0OS
UCTIOJIB3YETCS B MPOrpaMMHO-anmapaTHbIX cpenax i0S Bepeun 6.0, 6.0.1,6.0.2,6.1,6.1.2,
6.1.3,6.14,6.15,61.6;, 7.0, 7.0.1; 7.02, 703, 7.04, 7.0.8, T0.6, 7.1, T.1.1, 7.1, 8.0,
8.0.1,80.2,8.1,81.1,812,.8.13,82.83,84,84.1,9,90.1,90.2, 9.1,92,92.1.»
Hogas penaxmus: «CK3U «Kpuntollpo CSP» v 4.0 mox ynpasnenuem i0OS ucnonb3yercs
B IIporpaMMHO-anmnaparHeix cpeaax i0S sepcun 6.0, 6.0.1, 6.0.2, 6.1, 6.1.2, 6.1.3, 6.1.4,

1 6.1.5,6.1.6,7.0,7.0.1, 7.0.2, 7.0.3, 7.0.4, 7.0.5, 7.0.6, 7.1, 7.1.1, 7.1.2, 8.0, 8.0.1, 8.0.2,
8.1, 8.1.1; 81.2,8.1.3, 8.2, 8.3, 84, 84.1, 9, 9.0.1, 9.0:2,9.1,9:2.92,1,9.3,93.1, 932,
9.3.3,9.3.4,9.3.5,10.»
JoGasnen HoBwii nokymeHT JXTAM.00087-01 91 09. PykoBoactBo agMuHHCTpaTOpa
6e3onmacHoctu. Mcnonb3oBanue CK3U B BupTyanbHbix cpenax. (cm. [punoxenue).
Crnenyroume usmeHeHus: BHeceHbl B JokymeHT JKTAM.00087-01 91 07. PykoBoactBo
aaMuHHCTpaTopa OezonacHoctu. Mac OS.
Crapas penaxiusi: «Mac OS X 10.7/10.8/10.9/10.10/10.11 (x64).»
Hogas penakmus: «Mac OS X 10.7/10.8/10.9/10.10/10.11/10.12 (x64).»
B nokyment «XTAM.00087-01 91 01. Kpuntollpo CSP. PykoBoacTBo anmuHucTpaTopa
6e3omnacHocTH. O011as yacTh» 100aBIEHO:
7.3 TIpoBepka UCTIOIB30BAHKS POCCUIMCKHX aITOPUTMOB B Opay3epe Internet
Explorer/Edge.
1. Otkpoiite Opay3ep Internet Explorer/Edge.
[Ipu mocermenun BeO-cTpaHUIIBl 0OpaTUTE BHUMAHKUE, UCIIOIB3YETCS JIU MPOTOKOI
coenrHeHus «httpsy.
Pucynok 7.3 — AnpecHas ctpoka Internet Explorer.
HaxxmuTe Ha 3HaYOK «3aMKa.
2

Pucynok 7.4 — Anpecnas crpoka Internet Explorer.

I[O.H)KHO IMMOSIBUTCS OKHO CJICAYIOLICIO BHIA:

‘? NoeHTudvkaumsa se6-cainta
Q00 "KPKMTO-MPO"
q.cryptopro.ru
370 NOAKNHOHEHME K CEPBEPY NCNOANB3YET
wnbpoeaHue.

MoxHo nu goeepsaTe 3ToMy Be6-caiTy?

MpocmoTp ceptudmkaros

Pucynok 7.5 — OxHo uaentudukanmuu Bed-caiita.
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3. Haxxmute Ha [IpocmoTp ceprudukaros.
Otkpoercs SSL cepruduxar web-cepepa. Ha Bkianke «CoctaB» MOKHO IIOCMOTPETh
HH(pOpMaIIHIO 00 UCIIOIB3YEMBIX KPUITOrpahUUecKuX aJropuTMax.
. , 8 =
e e R ]
R e s | TR o
Pucynok 7.6 — CepTuduxar.
JloGaBnena mnoxanepxkka Microsoft Edge. B cremyromryro JOKyMEHTalUIO BHECEHBI
COOTBETCTBYIOIINE U3MEHEHHUSI:
KTAM.00087-01 90 01. Onucanue peanuszaiuu
KTM.00087-01 91 01. PykoBoicTBO amMuHUCTpaTopa 6e3omnacHoct. Ob11as 4acTh
KTSM.00087-01 91 02. PykoBoacTBo anMuHHUCTpaTopa 6e3omnacHocTdH. Windows
Crapast pegakius: «...Internet Explorer...».
: Hosas penakuus: «...Internet Explorer/ Microsoft Edge ...».
B 1. 2 noxymenTa XKTAM.00087-01 95 01. [IpaBu:ia mosib30BaHus J0OABICHO: «...
HeoOxo1uMocTh pOBeIeHUS OLEHKH BIUSHUS ISl IPOYUX MPOrPAMMHBIX IIPOAYKTOB (B
TOM 4YHCI€ YCTAaHOBJIGHHBIX aJIMHHHUCTPATOPOM/MOIB30BATEIEM nononHeHn;ﬁ U
paclIMpeHrii MPOrpaMMHOTO 0O0ecredeH s, MePEYUCICHHOTO BBIIIE) ONpeAeseTcs C
yuetoM 11.1.5 @opmynsipa KTAN.00087-01 30 O1...»
Pacmmpen mepeueHb BBI30BOB, HCIIOJIB30BaHHE KOTOPBIX MpH pa3paboTKe CHUCTEM Ha
ocioBe CK3U «Kpuntollpo CSP» Bepcuun 4.0 BO3MOXHO 03 JONOJTHUTEIbHBIX
TeMaThueckux wucciaenoBanuid. B moxyment JXKTAM.00087-01 95 O01. IlpaBuna
MOJIb30BaHUS J0OABIIEHO:
4

[AononHuTtenbHble PYHKLUMN

CryptBinaryToString QYHKUMSA NepeBOAUT ABOUNYHYO CTPOKY B
cTpoky Base64/HEX.

CryptStringToBinary DyHKUMSA NepeBoauT cTpoky Base64/HEX B
ABOWYHYIO CTPOKY.
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CertFindAttribute DYHKUMUS NMPOU3BOAUT NOUCK atpmbyTa
cepTudukaTa no MaAeHTUOUKaTOpPY.
CertGetNameString DYyHKUMSA nony4daeT uMs Bnagenbua uim
uspaTtensa ceptudukarta.
CertNameToStr DyHKLUMS NPOM3BOANT packoamMpoBaHue
nmeHun n3 ASN cTpykTypbl B DN
(RFC1779).
CertSaveStore DYHKUNS NPOM3BOANT 3annChb XpaHUuULLA
cepTudunkaToB (BKIOYAs CIUCKK
OTO3BaHHbIX 1 AOBEPEHHbIX
cepTudunKaToB) B BuAe CTPYKTypbl PKCS#7
unn 6uHapHoOro Aamna B NamaTb UK
dann.
CryptFindCertificateKeyProvl | ®yHKUMS OCYLLECTBNAET NOUCK 3aKPbITOrO
nfo K/lto4a, COOTBETCTBYHOLLErO OTKPbITOMY
KoYy ceptudukara.
CryptHashPublicKeyInfo OyHKuMA ocywecTtenser ASN1
KOAMpOBaHWE W X3WMpPOBaHUE CTPYKTYpPbl
CERT_PUBLIC_KEY_INFO.
4 CryptMsgCountersign OyHKUMS BblpabaTbiBaeT 406aBOUHYO
NoAMNUCH.
CryptMsgCountersignEncode DyHKUMSA BblpabaTbiBaeT 406aBOYHYO
d noanuce (koampyet cTpykTypy Signerinfo,
Kak onpeaeneHo B PKCS #7).
CryptMsgVerifyCountersignat | ®yHkumna nposepseT 406aBOYHYO NOAMNUCH
ureEncoded (nekoaupyet cTpykTypy Signerinfo, kak
onpeaeneHo B PKCS #7).
CryptMsgVerifyCountersignat | ®yHkuus nposepsieT 406aBOYHYO NOANUCH
ureEncodedEx (aekoaunpyet cTpykTypy Signerinfo, kak
onpeaeneHo B PKCS #7).
HoBas penakums:
Pa3pelleHo MCrnonb30BaHWe TONbKO CO
cneayowmMMm CUMBONbHBIMU
®yHkunsa CryptCreateHash aprymeHtamm: CALG_GR3411,
MHUUManusnpyer CALG_GR3411_2012_256,
CryptCreateHash AeckpunTtop HoBoro obbekta | CALG_GR3411_2012_512,
DYHKLUMN X3WNPOBaHUSA CALG_GR3411_HMAC,
NOTOKa AaHHbIX. CALG_GR3411_2012_256_HMAC,
CALG_GR3411_2012_512_HMAC,
CALG_SHAREDKEY_HASH.
PacimpeH CiucoK Mo/ Iep)KUBAEMbIX apXUTEKTyp. JloOaBieHa Moaaep:KKa apXUTEKTYPEI
MIPS. B cienyromnyro J0OKyMEHTALMIO BHECEHBI COOTBETCTBYIOIINE U3MEHEHH:
YK TSI.00087-01 30 01. Dopmyssip
KTAAM.00087-01 90 01. Onucanue peanusanuu
2 XKTSN.00087-01 91 01. PykoBoacTBO aqmuHHCTpaTopa Oe3onacHocTH. O01as yactb

XTS.00087-01 91 03. PykoBoacTBO aaqMuHUACTpaTopa Oe3onacHocTH. Linux
XKTAM.00087-01 93 01. [TpusioskeHre KOMaHIHON CTPOKH ISl TIOANUCH U IIUGPOBAHUS
(aiinos

XKTAM.00087-01 93 02. [TpusokeHre KOMaHIHOM CTPOKHU Ui paOOThI ¢ cepTUUKATAMH
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KTAN.00087-01 93 03. [Ipunoxenue mist co3aanust TLS-TyHHES
KTAN.00087-01 95 01. [IpaBuna mosib30BaHUs

Crapas penaxius: «...Debian 7/8 (x86, x64, POWER, ARM);...»
Hogas penakuus: «...Debian 7/8 (x86, x64, POWER, ARM, MIPS);...»

B noxyment XTAM.00087-01 95 01. IlpaBuna mosib30BaHUS BHECEHBI CIIEIYIOILINE
u3MeHenust: Ctapasi peJakiusi:

«...Pa3zpabotka mporpammuoro obecriedenusi Ha ocHoBe CK3U «Kpunrollpo CSP»
MOJKeT ITPOU3BOAUTECS Oe3 co3aanus HOBbIX CK3U B citydae ucosib30BaHUs BBI30BOB U3
nepeyns [Ipunoxenus 2.

...IIpunoxenue 2. [lepeueHb BEI30BOB, HCIIOJIB30BAaHUE KOTOPBIX MPH pa3paboTKe CHCTEM
Ha ocHOoBe CK3U «Kpuntollpo CSP» BO3MOXKHO 0€3 JTOMOJHUTEIBHBIX TEMATHYECKUX
UCCIIEIOBAHUM: . .. »

Hogsas pegakuusi:

«...Pazpabotka nporpammuoro obecrneuenuss Ha ocHoBe CK3U «Kpunrtollpo CSP» ¢
yuetoMm 11.1.5 @opmynspa KTAN.00087-01 30 01 moxkeT mpou3BOIUTECS O3 co3aHus
HoBbIX CK3MU B cirydae ucnosip30BaHus BHI30BOB M3 nepeuHs [Ipunoxenus 2.

IIpunosxxenue 2. [lepedyeHb BBI30BOB, HCIIOIb30BaHHE KOTOPBIX MPHU pa3paboTKe CHCTEM
Ha ocHoBe CK3U «Kpunrollpo CSP» ¢ yuetom 11.1.5 @opmynspa XKXTAM.00087-01 30 01
BO3MOJKHO 0€3 JIOTIOJIHUTEIbHBIX TEMATUYECKUX UCCIIEIOBAaHUM:. .. »

B noxymente XTAN.00087-01 91 02. PykoBoaCTBO aIMUHHUCTpaTopa OE30MaCHOCTH.
Windows CKOpPpeKTHpPOBaH CIIMCOK CHCTEMHBIX OWOIHMOTEK, HaXOISIIMXCS IO
KOHTPOJIEM 11eJ0CcTHOCTHU. J[06aBieHbl OMOIHOTEKH, IEPEUNCIICHHbBIE HUXKE.

HoBas penakuus: «...Windows 32-bit

\Windows\system32\inetcomm.dl1l

\Windows\system32\rastls.dll

\Windows\system32\wininet.dll :
\Windows\system32\msi.dll

\Windows\system32\crypt32.dll

\Windows\system32\schannel.dll

\Windows\system32\kerberos.dll
\Windows\system32\certenroll.dll
\Windows\system32\cryptsp.dll*

\Windows\system32\sspicli.dll~*

*

IOna OC Windows Server 2008 non KOHTpOJIEM LEJIOCTHOCTM BMECTO
oudbmmorexk cryptsp.dll u sspicli.dll HaxomsaTcsa OuBIMOTEKM
\Windows\system32\advapi32.dll u \Windows\system32\secur32.dll

Windows 64-bit

\Windows\system32\inetcomm.dll
\Windows\SysWOW64\inetcomm.dll
\Windows\system32\rastls.dll
\Windows\SysWOW64\rastls.dll
\Windows\system32\wininet.dll
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\Windows\SysWOW64\wininet.dl1l
\Windows\system32\msi.dll
\Windows\SysWOW64\msi.dll
\Windows\system32\crypt32.dl1l
\Windows\SysWOW64\crypt32.dll
\Windows\system32\schannel.dll
\Windows\SysWOW64\schannel.dll
\Windows\system32\kerberos.dll
\Windows\SysWOW64\kerberos.dll
\Windows\system32\certenroll.dll
\Windows\SysWOW64\certenroll.dll
\Windows\system32\cryptsp.dll*
\Windows\SysWOW64\cryptsp.dll*
a \Windows\system32\sspicli.dll*
\Windows\SysWOW64\sspicli.dll*
*
IOna OC Windows Server 2008 non KOHTpPOJIEM LEJIOCTHOCTM BMECTO
Bubmmorex cryptsp.dll m sspicli.dll HaxonmsaTcsa OuOIMOTEKU
\Windows\system32\advapi32.dll
\Windows\SysWOW64\advapi32.dll
\Windows\system32\secur32.dll
\Windows\SysWOW64\secur32.dll
B ciyuae eciu 1e70CTHOCTD JIaHHBIX OHOJMOTEK HapylleHa B pe3ysibTaTe OOHOBJICHUS
OTIEPAIIMOHHONW CHCTEeMbI, HeoOXoaumo oOparuthes K pazpadotunky CK3U 3a
pPa3bSICHEHUSIMH O BO3MOXHOCTH TpojobKeHus ucnojib3oBaHuss CK3W Ha naHHOM
CHUCTEME. »

B noxymenTax XXTAM.00087-01 91 01. PykoBoacTBO aaMuHHCTpaTopa 0€30MacHOCTH.
O6mas yacts 1 KTAN.00087-01 95 01. [IpaBusia nosib30BaHUs yAAJIEHO:
«...uckimoyenue: auetpubytuBel Ha OC Windows JOMOTHUTENTBHO colepxkar B cede

3HaueHue noamuck B popmare Microsoft Authenticode...»

B crnenyromue JOKyMEHThI BHECEHBI U3MEHEHHUsI TOPSIIKa KOHTPOJIS IeHCTBUS KITFOUEH:
KT5M.00087-01 91 01. PykoBozcTBo anqmuHucTparopa 6eszonacHocTd. Obias 9acTs
KTAM.00087-01 91 02. PykoBoacTBo anMuHHEcTpaTopa OezomacHoctd. Windows
KTAN.00087-01 91 03. PykoBoacTBo aqMuHHCTpaTopa 6e3omacHoCTH. Linux
KTAN.00087-01 91 04. PykoBocTBO anMuHUCTpaTopa 6e3omacHocTu. FreeBSD
KTM.00087-01 91 05. PykoBoacTBO aqrMUHHUCTpaTopa Oe3omacHocTd. Solaris
KTAN.00087-01 91 06. PykoBoacTBo anMuHHCTpaTtopa 6e3omacHoctu. AIX
KTAM.00087-01 91 07. PykoBoacTBo anMuHucTparopa 6e3omacuoct. Mac OS
Crapas penakuusi: «IIpu hpopmMupoBaHUH 3aKpHITOTO KJI0Ya B KOHTEWHEP 3alUChIBACTCS
JaTa UCTEUYEHHUS! CPOKa JEHCTBUS 3TOrO KIIKOYa, 10 UCTEUYEHUH KOTOPOTO B 3aBUCUMOCTH
OT HACTPOEK TPYIIOBON MOJIUTUKH BO3MOJKHBI pa3jiNMyHble BapUaHThl MCIIOJIB30BAHMS
3TOrO KJIIoYa.

3nauenue «0» rpynmnoBoi MOJTUTUKHA HE HAK/IA/IbIBAET HUKAKUX OTPaHUYEHHUH Ha

HCIIOJIB30BAHHUEC KJIHOYa,




N3BEIIEHUE

JIMCT
XTAM.00087-01.1-2016 .

N3M: COHAEPXAHUME UBMEHEHUA

3HaueHue «l» TpymnmoBod mOIMTHKH 3amnpemiaer (opmupoBanue Ol u
mudpoBaHHe B KOHTEKCTE OTOr0 KiIo4a (BO3MOXKHO paciiupoBaHHbIE paHee
3amu(poBaHHBIX COOOIIEHUH);

3HayeHUE «2» TPYNIOBOM MOJUTHKH 3alpeniaeT JtoO0ble JeHCTBUSA C 3aKPbIThIM
KITFOUOM.

Cpok neiicTBus Kitoda Oepercst u3 (B MOPSIIKE YMEHBIICHHUS IPUOPHUTETA):

— Pactmpenus KoHTelHepa Kitoya;

— Pactmpenus ceptudukara Kiroya;

— JlaTel co3nanus Kiao4da + 1 rog 3 Mecsia.

Jlng omepanMoOHHBIX cuUcTeM rpynnbl Windows BBICTaBUTH HEOOXOAUMOE
3HAYEHUE TPYNIIOBOM MOJUTHKH MOXKHO B Pelakrope JOKaTbHOW TPYNIIOBOM MOJUTHKH
(Bemmonauth -> gpedit.msc), B pasznene «Knaccuyeckue aJMHUHUCTPATUBHBIE 111a0JI0OHBI
(ADM)». Ins xroueit anroputma [OCT P 34.10-2001 HeoO6xoauMO U3MEHUTH 3HAYECHHE
KJIFOYa peecTpa

HKEY LOCAL MACHINE\SOFTWARE\Policies\Crypto-
Pro\CSP\ControlKeyTimeValidity2001.

BeicraBienue 3HaueHus «0» mmas kmouei anroputma ['OCT P 34.10-2001 ne
9 JIOTIY CKAETCS.

s kmroveit anroputma ['OCT P 34.10-2012 kak ais KOpoTkux (256 6uT), Tak u
JUTSL UTHHHBIX (512 OUT) HE0OX0IMMO U3MEHHUTH 3HAUEHHUE KJTF0Ya peecTpa
HKEY LOCAL_MACHINE\SOFTWARE\Policies\Crypto-Pro\CSP\
ControlKeyTimeValidity2012.

Hacrpoiika CK3U ans octanbabix OC oCyIecTBiIsSIeTCs] ¢ MOMOIIBIO YTHIIATBL
cpeonfig ¢ MOMOIIBIO KOMaHIbI

cpeonfig -policy -set ControlKeyTimeValidity2001(2012) -value <3nauenue>.

IIpu paGoTe B pexume YCUIEHHOTO KOHTPOJIS MCIIOJIB30BaHMs KIIIOUEH
(pesxuM  o0s3aTeleH K MCIOJIb30BAaHUIO,  OTKIIOUYEHHE  MOXKET
(B8] MPOU3BOAUTECS. TOJIBKO B IEJISIX TECTUPOBAHUS) 3HAUEHHE TPYIIIOBON
MOJIUTUKUA KOHTPOJII CpoKa JEHCTBHSI I0JIb30BATEIBCKUX  KIIIOUEH
MIPUHUMAETCS PABHBIM «2).

L
Hogsas pepgakuus: «...

[Ipu ¢dopMupoBaHMM 3aKpBITOrO KJIOYa B KOHTEWHEp 3aluchiBaeTcs Jara
HUCTCUEHHUsI CPOKa JICHCTBUS ITOr0 KJIKOYa, MO MCTEYCHHH KOTOPOrO B 3aBUCHUMOCTH OT
3nHauenuss mapamerpa ControlKeyTimeValidity B0o3MOXHBI pa3iIWyHblE BapHAHTHI

HUCIIOJIB30BaHus 5TOI'0 KJIro4da.




N3BEHIEHHWE

HUCT 9
XKTAN.00087-01.1-2016 -

N3M: COINEPXAHUE UBMEHEHU A

3nauenue «0» TmapameTpa He HAKJIaJIbIBaeT HUKAKMX OrPaHUYEHUH Ha
UCIIOJIb30BaHUE KITFOYA.

3nauenue «1» mapamerpa 3ampemaer ¢opmupoBanue DIl u mudppoBaHue B
KOHTEKCTE 93TOro KjiroYa (BO3MOXHO pacmupoBaHHbIE paHee 3alld(poBaHHBIX
co00IIeHUH ) (3HAYEHHUE 110 YMOJTUYAHUIO);

3HaueHue «2» mapaMmerpa 3amnpeniaer Jro0ble 1eHCTBUS ¢ 3aKPBITHIM KIFOYOM.

Cpok nelicTBus KiTto4ya Oepercs U3 (B MOpsAKe YMEHBIICHHS IPUOPUTETA):

— Pacmupenus koHTeitHepa Kio4a;

— Pacmupenust ceprudukara Kioua;

— Jlatel co3manus kao4a + 1 rox 3 mecsua.

Hsmenenne napamerpa ControlKeyTimeValidity

Jlyis onepaliioHHBIX cucTeM rpynmbl Windows HE0OX0IMMO H3MEHUTh 3HAUCHHE
KJIIOYa peectpa

HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptogr
aphy\CurrentVersion\Parameters\ControlKeyTime Validity (st 64-OUTHBIX
9 OTIEPALIMOHHBIX CHUCTEM),
HKEY LOCAL _MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\P
arameters\ControlKeyTimeValidity (st 32-OUTHBIX ONEpallMOHHBIX CUCTEM).

Hactpoiika CK3U mis ocranmbabix OC OCYIIECTBISIETCS ¢ IMOMOIIBIO YTHIMTHI
cpconfig ¢ MOMOIIIBIO KOMaH/IbI

Jepeonfig -ini \config\parameters -add long ControlKeyTimeValidity <3nauenue>

[Ipu paboTte B pexuMe YCHIEHHOTO KOHTPOJIS MCIOJIBb30BaHMS KIIHOYEH
o (pexxuM  o0si3aTeNieH K = UCHOJb30BAHUIO,  OTKIIOUYEHHE  MOMKET
o IIPOM3BOJINTECS TOJBKO B IEJSIX TECTUPOBAHMs) 3HAYEHHE IapameTpa
ControlKeyTimeValidity npuHMMaeTcst paBHbIM «2».

waie B
XKTAM.00087-01 91 08. PykoBoacTBo anMuHKcTpaTopa OezomacHocTd. 10S

Jlo6asneno: «...I1pu BcrpauBanuu CK3U Kpunrollpo CSP B npuioxenus i0S momken
OBITH BKJTIOUEH PEXKUM YCUJICHHOTO KOHTPOJISI UCIIOIB30BaHUs KItoueh. Pexxrm
YCHJIEHHOTO KOHTPOJISI HCIIOJIB30BaHUs KJIt04el o0ecreyrBaeT OCyIeCTBIEHUE
KOHTPOJISI CPOKa JEHCTBHUS JOJITOBPEMEHHBIX KIIIOUEH JIEKTPOHHOM MOANKCH H
KJIFOYEBOTO OOMEHA, KOHTPOJIsL IOBEPEHHOCTH KIIFOUEH MPOBEPKHU JIEKTPOHHOMN MOANUCH

H KOHTPOJIA KOPPEKTHOTO UCIIOJIB30BAHHUS ITPOTPAMMHOI0 AaTYrKa cnyqaﬁHbe YUCCJI.




MN3BEHIEHUE

JIMCT 10
XKTAN.00087-01.1-2016

U3M: COHAEPXAHUME UBMEHEHW A

JI1st BKJTFOUEHHSI 3TOTO pekuMa B KOH(GUTYpallMOHHBIH (haitn config.ini B pa3aen
[Parameters] HeoOX0auMO 100aBUThH CTPOKY:

StrengthenedKeyUsageControl = 1

Jlns  obecrniedeHusl KOPPEKTHOTO (YHKIIMOHMPOBAHMs IpoBaiiepa B 4YacTh
BBIPA0OTKH 3JIEKTPOHHOM MOJAMUCH, a Takke paboThl C BPEMEHHBIMM KIIOYaMHu (B
YaCTHOCTH, JUIsi paboThl B pamkax TLS-coeauHeHus O6e3 ayTeHTH()UKALUU KIHMEHTA) U
reHepaluy cay4yailHbIX JaHHBIX HE0OXOIUMO MPOU3BECTH BBIPAOOTKY JOJITOBPEMEHHBIX
KITFOYeH, TpeIBapUTEIbHO IPOBEPUB, YTO 3apErMCTPUPOBAH XOTs Obl OJMH JAT4HK
CIIy4YalHBIX YUCEIL.

Ucnonwszoanne CK3U 6e3 BKIIIOYEHHS peKUMa YCUIIEHHOTO KOHTPOJIS UCIIOJIb30BAHHUS
KITIOUeH paspeniaercs UCKIIOYUTEIBHO B TECTOBBIX LIEJSX. .. )

B noxkymente XKXKTAN.00087-01 91 02. KpunrolIpo CSP. PykoBoacTBo agmuHucTpaTopa
©€30MacCHOCTH YTOYHEHBI KOMAH/IbI JIJISl IPOBEPKH OT/I€JIEHHOM MO IIHICH.

Crapas pepakius: «...- cpverify -versign FileName [SignValue]

ITposepka mommucu ['OCT 34.11 2012 (256 6ut) mns ¢aitna ¢ umenem FileName.
SignValue - 3Hauenue noamucu B Buje OaiiToBoi ctpoku. Ecim mapamerp SignValue He
nepelaH, TO 3HA4YeHHWe moamucu Oynet B3sATo M3 ¢aina «FileName.sgn». Tloamucs
MIPOBEPSIETCS HAa OTKPBHITOM KJIIOUE M3 CIEIUAIBHOTO cepThduKaTa JUisi NOJMUCH KoJa
kommnanuu «KPUITTO-ITPO»...»

Hogas penakmus: «...- cpverify -file_verify ums_¢aiina [3HaueHune mnoamnucH | -timestamp
10 nara

[TpoBepka moanucu ¢aiina ¢ umMeneM «uMs_daitnay. [lapamerp «3HaueHHE MOANUCU»
HeoOXOaMMO  MepenaBatb B Bujae  OaiitoBod  cTtpoku. Ecnum  mapamertp
«3HAQuUeHHWE TOIIMMCH» HE YyKa3aH, TO 3HaueHWe ToAmucu Oepetcss u3 (aiina
ums_(daiina.sgn. [lapameTp «mata» ykasbiBaeT, KOT/ia MOJIMUCH Oblia copMupoBaHa,
HEOOXOMMO YKa3bIBaTh B (hopMarte UIL.MM.ITTT. JlaHHAss KOMaH/1a MpOBepsIeT MOIIHChH C
NpSIMOM  TTOCJIEIOBATENILHOCTRIO TOTYOalT, Ui TPOBEPKH MOIIMHCH C 0OpaTHOM
MOCTIeIOBATEIbHOCTRIO  OalT HEOOXOIMMO HCIOJh30BaTh KOMaHIy versign ¢
aHAJIOTMYHBIM HaOopoMm mapameTpoB. [loamuce mpoBepsieTcs Ha OTKPBITOM KJIHOYE U3

cnenuanbHoro ceptudukara 1 noanucu kojaa komrnanuu «K KPUIITO-TTPO»...»




MN3BEIIEHUE

HCT 11
KTAN.00087-01.1-2016 H

N3M: COHAEPXAHME UBMEHEHW A

Jlins 6mokupoBanus coopa tenemerpur Ha OC Windows 10/Server 2016 npu 3arpyske
OIEPaIl[HOHHOM CHCTEMBI O CTapTa CHUCTEMHBIX CIYXO YAaIAOTCs KOH(UIypaluu
cnyx0b1 nuarHoctuku (DiagTrack) m 3amucu coOwiTuit TpaccupoBku (AutoLogger-
DiagTrack-Listener) npu BKJIIOUEHHOM YCUJIEHHOM KOHTpose. Ciy:x0a AMarHOCTHKH H
COOPIIUKY TaHHBIX YJAJISIFOTCS U3 CUCTEMBI U 00Jiee He MOTYT OBITh 3aIlylIEHBI.

B nmoxyment XXTSM.00087-01 91 02. PykoBojacTBo aaMuHHCTpaTopa O€30MACHOCTH.
Windows mo6aBneno: «J[is otkmouenus ¢yHkuuit tesemerpun Ha OC Windows
10/Server 2016 He0OX0IUMO BBIIOJHUTH CIAEAYIOLIHE IEHCTBUS:

1. [IpoBeputh Hanuuue u ctatyc cepeuca DiagTrack (ITanens ynpasienus -> Cuctema u
6e30nacHoOCTb > AJIMUHUCTpUpoBaHue -> CiyKObl).

2. Ecnu cepBuc 3anylieH, TO OCTAHOBUTb €ro.

3. Y panuth 3anuck peructpauuu cepsuca DiagTrack u3 peectpa (Ilyck -> BBIIIOJIHUTS ->
regedit, paznen HKEY LOCAL_MACHINE\System\CurrentControlSet\Services. 3neck
Heo0XoauMo HalTH 1 yaanuTth nanky DiagTrack).

4. Y 1aauTh NOArOTOBJICHHbBIE K OTIPAaBKe JaHHbIE, KOTOPbIE COXPAHSIIOTCS B YEThIPEX
daiinax ¢ paciunpenueM *.rbs, XpaHsaLMXcsi B AUPEKTOPUH
%ProgramData%\Microsoft\Diagnosis. Umena ¢aitnos ais production c6opok OC —
event00.rbs, event01.rbs, event10.rbs u eventl 1.rbs. J{ns insider c6opok OC umeHa MoryT

11 OTJMYAThCS, OATOMY HEOOXOMMO yAaduTh Bee (aiibl ¢ paciudpenueM *.rbs. [1pu
BO3HUKHOBEHMH Mpo0JieM ¢ yJaleHHeM AaHHbIX (aiiioB He0OX0AMMO B CBOMCTBAX Ha
BKJIa/IKe «be3onacHOCTb» pa3pelinThb MOJHBINA A0CTYN K (akiny, a 3aTeM yAaluTb.

5. OcraHoBuTh aBTOMaTH4ecKyto (AutoLogger) ETW ceccuto AutoLogger-DiagTrack-
Listener, kotopyto DiagTrack akTuBHpyeT B npouecce cBOeil OCTAaHOBKH.

6. Ynanuth daiin, B koTopblit aBTomaThueckas (AutoLogger) ETW ceccusa AutoLogger-
DiagTrack-Listener coxpaHsiia cOOpaHHbIe JaHHBIE.

[TyTh K daiiny xpaHurcs B peecTpoBoii 3anucu AutoLogger-DiagTrack-Listener B 3HaueHUU
FileName. Kondurypauuu aBromatrueckux (AutoLogger) ETW ceccuii HaxonsTcs B
kmove peectpa HKLM\SYSTEM\CurrentControlSet\Control\WMI\AutoLogger. Kondurypauus
LIeJIeBOM CeCCHUM XpaHUTCS B JAHHOM KIIKOYe Mo 3anuckio AutoLogger-DiagTrack-Listener.
B Hacrosilliee Bpemsi JaHHbIE COXpaHsIOTCs B (aiin
%ProgramData%\Microsofi\Diagnosis\ETLLogs\AutoLogger\AutoLogger-DiagTrack-
Listener.etl. '

7. Y 1anuTh 3anUCh perucTpauny KoHpurypauuu apromatuueckoi (AutoLogger) ETW
ceccun AutoLogger-DiagTrack-Listener u3 peectpa

JlanHble geicTBUST HEOOXOJMMO  BBIIOJIHATH IOCIHE KaXJ0ro KyMYJISTHBHOI'O
OOHOBJICHHSI, TIOCKOJIbKY JaHHbIe OOHOBIIEHHUS SBJSIFOTCS 10 CYTH IIOJIHOM
nepeyctanoBkoil OC U y/ajeHHbIe CEpBUCHI BOCCTAaHABIMBAIOTCS.

B noxyment XTAN.00087-01 96 01. Kpunrtollpo CSP. PykoBoncTBo mporpammucTa
J100aBJICHO:

«COBMECTHO C JHCTPUOYTHBOM IIOCTABIISIOTCS CJEAYIOIIME IaKeThl, MO3BOJISIOLIHE
unterpupoBats «Kpunrtollpo CSP» Bepcun 4.0 B NpUIOKEHHS, HCIOJB3YIOLIHE
OpenSSL API (takue xak Web-cepBep ngnix): cprocsp-cpopenssl, cprocsp-cpopenssl-
base, cprocsp-cpopenssl-devel, cprocsp-cpopenssl-gost.

[TogpoOHee 00 UX ycTaHOBKE M HACTPOMKE MOYKHO Y3HATh Ha MOPTaJie TEXIOIEPKKU U
dopyme Kpunrollpo.»
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