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AHHOTaUUSA

HHbIW AOKYMEHT coaepXuT obwyto wHpopMauuko no MCNOSb30BAHMIO MPOrPaMMHOIo
«XTAN.00087-01 93 03. lpunoxeHune ansa cospaHus TLS-TyHHensa», npeaHasHayeHHOro

Ana cospaHms TLS 3alMeHHOro coeaunHeHus mexay KameHToMm m nokanbHbiM (linetd-3anyckaembim)
WKW yAaneHHbIM CepBepoM.

1. CucteMHble TpeboBaHus

Windows
BkntoyaeT nporpaMMHO-annapaTHblE Cpeabl:
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).
LSB Linux

Bkntouaet anctpmbyTmBbl Linux, yaosnersopsiowme ctaHaapty Linux Standard Base ISO/IEC
23360 Bepcun LSB 4.x:

Uni

CentQOS 4/5/6/7 (x86, x64, POWER, ARM);
T OC AUC O©CCIN Poccum (GosLinux) (x86, x64);
Red OS (x86, x64);
Fedora 23/24/25 (x86, x64, ARM);
Mandriva Enterprise Server 5, Business Server 1 (x86, x64, ARM);
Oracle Linux 4/5/6/7 (x86, x64);
OpenSUSE 13.2, Leap 42 (x86, x64, ARM);
SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64, POWER, ARM);
Red Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER, ARM);
CuHte3-0C.PC (x86, x64, POWER, ARM);
Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10 (x86,
x64, POWER, ARM);
Linux Mint 13/14/15/16/17/18 (x86, x64);
Debian 7/8 (x86, x64, POWER, ARM, MIPS);
Astra Linux Special Edition (x86-64).
X

BkJitoyaeT nporpaMMHO-annapaTHble cpepbl:

Solaris

ALT Linux 7 (x86, x64, ARM);

ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux Server (x86, x64);
POCA XPOM/KOBANBT/HUKEb (x86, x64);

FreeBSD 9/10, pfSense 2.x (x86, x64);

AIX 5/6/7 (POWER);

Mac OS X 10.7/10.8/10.9/10.10/10.11/10.12 (x64).

BxknoyaeT nporpaMMHO-annapaTtHble cpenbl:

Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

BupTyabHble _cpeabl

Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
VMWare WorkStation 11/12 (x86-64);

VMWare Player7/12 (x86, x64);

VMWare Sphere ESXi 5.0/5.1/5.5/6.0 (x64);

Virtual Box 3.2/4.0/4.1/4.2/4.3/5.0/5.1 (x86, x64);

RHEV 3.4/3.5/3.6/4.0 (x64).
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2. icnonb3oBaHme nporpamMmbl Ha onepaunmoHHon cucteme Windows

2.1.YcTtaHoBKa cnyx6bl stunnel

YcraHOBKa JIemaeTcst MyTéM 3aIrycka

stunnel.exe —install

B nmanpHeiimeM cimyx0a uist crapTa OyleT MCIoiabp30BaTh (aii stunnel.exe W3 TOM marmku, OTKyIa
Obl1a TPOBEJICHA YCTAaHOBKA.

[epen ycTaHOBKOM HYXHO BBIOpATh PeXXHUM PabOThI CIIYXKObI, YCTAHOBUTH CEPTU(HUKATHI
chopmupoBath (haiis1 KoHHUTYparuu (CM. Jajee 1Mo TEKCTY JAaHHOTO JOKyMEHTA).

2.2.Hactpotika cnyx6ebl stunnel

2.2.1.Bblb0op BapmnaHTa UCNosib30BaHUs

Cayx0y Stunnel MOXXHO MCIIOIB30BaTh JHOO0 B peKUME KIUEHTa, JTU00 B peKUME cepBepa.
B pexume xmenTa stunnel mpuHuMaeT TpaduK OT KIIMEHTCKOTO HMPUIIOKEHUS,
3almMQpoBBIBAET €ro U OTIpaBJsieT Ha cepep. Ha cepsepe Tpaduk pacumdpoBsiBaeTcs U
nepenaéress KOHEUHOMY MPHIIOKEHUIO WM JPYroi cyk0e Ha 3TOM cepBepe.

2.2.2.YcTaHoBKa cepTudmnkaToB

Jist paboThI CITYXOBI B peXXKHME cepBepa 00s3aTeIbHO HYXKEH cepTU(HUKAT ayTeHTH(UKAITIT
cepepa. CepBep MOKET TpeOOBaTh, @ MOKET HE TPEOOBATh CEPTU(UKAT KIUCHTA MPH
COEJMHEHUH KIMEHTA C CEPBEPOM.

Kak Ha wineHTe, Tak ¥ Ha cepBepe HY)KHO YCTaHOBUTb HEOOXOUMBbIE CEPTU(PUKATHI:

a) ceprudukar kopHesoro Llentpa Cepruduxanuu (LIC) — B xpanunuie «/{oBepeHHbie
kopHeBble LlenTprl CepTuduKanumy JOKAIbHOIO KOMIIBIOTEPA;

0) ecnu cepTuUKaT cepBepa UM KIMeHTa BbIAaH Ha mogunHEHHOM L[C - cepTrduraTel Bcex
noxunHeHHBIX LIC B 1enoyke J0KHBI ObITh YCTAHOBJICHBI B XpaHuiHILe «IIpoMexyTouHbIe
Lentpsl CepTuduKrannm JIOKaILHOTO KOMIBIOTEPA;

B) Ha cepBepe JIOJDKEH ObITh YCTaHOBJIEH CepTU(UKAT cepBepa B XpaHUIULIe «JInuHbIe»
JIOKaJbHOTO KOMIIBIOTEPA C MPUBS3KOM K KOHTEHHEPY 3aKpBITOIO KIH04a CEPBEPA;

I) eciu cepBep TpedyeT cepTUPUKAT KIMEHTa — TO Ha KIMEHTCKOM KOMIIBIOTEPE JOJIKEH
OBbITh YCTaHOBJICH CEPTU(DUKAT KIMEHTA B XpaHUIULIE «JIMYHBIE) JTOKAIILHOTO KOMITBIOTEPA C
IIPUBS3KOM K KOHTEWHEPY 3aKPBITOr0 KIK04Ya KIMEHTA

2.2.3.3anucb ceptudukatos B dhann
[Tocne ycranoBku cepTu(UKaTa cepBepa UiIM KIHEHTa B XPaHWIINIIE HY)KHO JJOIIOJHUTEIBHO
COXPaHUTD ITOT cepTHdUKAT B (ailn Ha qucke (0e3 3aKphITOro Kiroya, 0e3 1ernouKu
ceprudukaroB (gaitn *.cer) B popmate BASE64 nnu DER)
2.2.4.®opMmpoBaHune hanna KoHbUrypaumm
Jlanee mpuBeneHsl mpuMepsl (AilIoB KOH(UTYpalMM KIMEHTa W cepBepa Ul CIEAYIOeH 3a1ayuu.

Knuent ¢ xomnbroTepa compl MOKEH YCTaHOBUTH COEAMHEHHE ¢ BeO-cepBepoM (srvl.test.ru), mpuuém
TpaduK JAOHKEH OBITh 3alM(PPOBAH M KIMEHT JOJDKEH OBITh ayTeHTH(UITUPOBAH O CePTHUDHUKATY.
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B ¢aiin koHuUTYyparum 3aHOCATCS CIEAYIOIME OIIIHH:

[Tapametp Omnucanue

debug YpoBeHb MPOTOKOJIHPOBAHMSL.

output [Mucars nor B file

service Nwmst cepBuca.

socket Onmuu  setsockopt() nans cokera mpueMa COCIWHEHHH, a Tak K€ s

JIOKAJIBHOT'O U YAAJICHHOT'O COKETOB.

Service-mode options.

accept [IpuaumaTh coequHeHus Ha host:port.

Cert Cepruduxar B der komupoBke. CoOTBeTCTByOUMH cepTu(dUKAT B

XpaHUIINIIC JOJIPKEH UMCTD CCBIJIKY Ha 3aKpBITBII>i KITHOY.

client PexxuMm winenTa (ynaieHHbIid cepBuc ucnonb3yer TLS/SSL).
connect CoequHSITh ¢ YIaJICHHBIM cepBepoM host:port

delay Banepkka st DNS 3ampoca s 'connect’ omiumu.

verify VYpoBeHb MPOBEPKH cepTH(HKATA YAAICHHOTO KOMITBIOTEPa

0 — UrnopupoBaTh cepTuduKaT
1 — IlpoBepsTh cepTHUKAT €CIIU €CTh
2 — Bcerma npoBepsTh cepTudUKaT

3 — IlpoBepsts Hanuuue ceptudurara B xpanunuiie TrustedUsers

Janee mpuBeneHbl mpuMepsl (HailjloB KOHPUTYpallMu Ui KIMEHTa W cepBepa Ui CIIeAyIoeh
3agaur. KimmeHT ¢ xommbloTepa compl TOJDKEH YCTaHOBUTH COSIMHEHHE ¢ BeO-cepBepoM (srvl.test.ru),
npuuéM TpaguK JOJDKEH ObITh 3ammM@ppoBaH W KIMEHT JOJDKEH OBITh ayTeHTH(UUIHMPOBAH IO
cepTudukary.

2.2.4.1.MpumMep danna KoHpUrypauum ans cepsepa

output=c:\stun-srvistun.log
socket = ITCP_NODELAY=1
socket = r’”TCP_NODELAY=1
debug =7

[https]
accept=srvl.test.ru:1502
connect = srvl.test.ru:80
cert=C:\stun-srv\srvcer.cer

verify=2
2.2.4.2.NMpumMep danna KOHDUrypaumm ons KianeHTa

output=c:\stun-cli\stun.log
socket = ITCP_NODELAY=1
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socket = r"”TCP_NODELAY=1

debug =7
[https]
client =yes

accept=comp1:1500
connect = srvl.test.ru:1502
cert=C:\stun-cli\clicer.cer

verify=2
2.3.3anyckK cnyxo6bl

3aryck, OCTaHOB M U3MEHEHHE TapaMeTPOB CIYKOBI 3aIlycka JeNaloTcsl Yepe3 CTaHIapTHYIO
OCHACTKy yIpaBJIeHUs CIIyKO0amu (services.msc)

2.4.Y ganeHuve cnyxo6bl

VY nanenue ciyx0bl JienaeTcs MyTéM 3amycka
stunnel.exe -remove

3.Acnonb3oBaHmne nporpammbl B cpeae UNIX

3.1. Peanusauuum stunnel

CymectByeT ABe peanm3anuu CiaykObl stunnel: ¢ uCrnons3oBanueM Oubmmortexu pthread u ¢
ucnons3oBanuem fork, OunapHsblie Qaiinel HasbiBatoTcs stunnel thread m stunnel fork cooTBercTBEHHO.
Stunnel ¢ ncnonezoBanuem fork Bo3amMoxxHo rcnoap3oBath TosbKo ¢ Kpunrollpo CSP ucnonnenne KC2.

3.2.Hactpoiika stunnel

3.2.1.Bbibop BapuaHTa UCNosIb30BaHUS

Cnyx0y stunnel MOXHO HCIIOJIB30BATh JIN0O B peXKUME KIMEHTA, JIN0O0 B peIKUME cepBepa.
B pexume winenTa stunnel mpuHUMaeT TpaguK OT KIMEHTCKOTO HPUIIOKEHUS,
3aimMQpoBBIBAET €ro U OTIpaBJsieT Ha cepBep. Ha cepsepe Tpaduk pacumdpoBbiBaeTcs U
nepenaéTcsi KOHEYHOMY PHIIOKEHHUIO UITH APYTror CITy»0e Ha 3TOM cepBepe.

3.2.2.YcTaHOBKa cepTdunKaToB

VYcraHoBka cepTU(UKaTOB NPOU3BOAUTCS ITPU TOMOIIM YTHIIMT certmgr U cryptcp M3 cocTtaBa
Kpuntollpo CSP.

Jist paboThI CITYXOBI B peXXHME cepBepa 00s3aTeIbHO HYXKEH cepTU(HUKAT ayTeHTH(UKAITTT
cepBepa. CepBep MOKET TpeOOBaTh, @ MOKET HE TPEOOBATh CEPTUPUKAT KIMECHTA MTPH
COEIMHEHHUH KIIMEHTa C CEPBEPOM.

Kax Ha ki1eHTe, Tak U Ha cepBepe HY)KHO YCTaHOBUTH HEOOXOUMBIE CEPTU(PUKATBI:

a) ceprudurar xkopuesoro Llentpa Ceprudukanuu (LIC) — B xpanunume ROOT,
lopt/cprocsp/bin/<apxumexmypa>Icertmgr -inst -file root.cer -store ROOT
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0) eciu cepTUUKAT cepBepa UM KIMeHTa BblIaH Ha nogqunHEHHOM LIC - cepTudukars Bcex
nogunHeHHBIX [IC B 1enouke J0KHBI ObITh YCTaHOBJIEHBI B XpaHwuile CA,
lopt/cprocsp/bin/<apxumexmypa>Icertmgr -inst -file ca.cer -store CA

B) Ha cepBepe JOHKECH OBITh YCTAaHOBJIEH CEPTH(UKAT cepBepa B XpaHuauie My (TeKymero

MOJIB30BATENS HIIH JOKAJIbHOTO KOMIIBIOTEPA) C IPUBSI3KOM K KOHTEHHEPY 3aKPHITOTO KIIIOYa
cepBepa;

lopt/cprocsp/bin/<apxumexmypa>Icertmgr -inst -file server.cer -cont \\\HDIMAGE\server

T) eciu cepBep TpeOyeT cepTu(UKaT KIMEHTa — TO Ha KIIMEHTCKOM KOMIIBIOTEPE JO0KECH
OBITh YCTaHOBJICH CEPTU(UKAT KIUEHTA B XpaHWIHIE My (TEKyIIETO IMOJIb30BATENs HITH
JIOKaJTbHOTO KOMIBIOTEPA) C MPUBSZKON K KOHTEHHEPY 3aKPBITOTO KII0Ya KIHEHTA.
lopt/cprocsp/bin/<apxumexmypa>Icertmgr -inst -file client.cer -cont "\\.\HDIMAGE \client’

3.2.3.3anucb ceptudmnkaTtos B dhann
[Tociie ycTaHOBKM cepTH(UKaTa cepBepa MM KIHEHTa B XPaHWIJIHINE HY)XHO JOTOTHUTEIEHO
COXPaHUTb 3TOT cepTHduKaT B ¢aitn Ha aucke B popmaTte DER.
Ecnu ceprudukar B Bue ¢aiiia OTCYTCTBYET, €ro MOXKHO COXPAaHUTD U3 XPAHUIIUIIA WIIH U3

KOHTEWHepa MpH MOMOILIM YTHJIUTHI certmgr u3 coctaBa Kpunrollpo CSP.

lopt/cprocsp/shin/<apxumexmypa>Icertmgr -expr -dest server.cer -cont \\.\HDIMAGE\server

3.2.4.®opMmpoBaHme anna KoHpuUrypaumm

[TapameTtp Onucanue

chroot Karasor Be3oBa ¢dyHkuu chroot(), KoTopas BbI3BIBaeTCs MMocie pazdopa

KOH(UIypallmoHHOTo (aitna stunnel

debug YpoBeHb IPOTOKOJIMPOBAHMSL.

foreground foreground pexum.

output [Mucars nor B file, a He B syslog.

Pid Daiin aas coxpanenus pid.

service Wms cepBuca.

Setgid Beimonsiercst setgid() B Ty rpymimy.

Setuid Beimonasercs setuid() moa 3Toro moss30BaTens

socket Omnmuu setsockopt() mnsi cokera mpuema COEAMHEHHH, a TakK K€ JJIs JJOKAJbHOTO U

YAAJICHHOT'O COKCTOB.

Service-mode options.

accept [MpurumaTh coenunenus Ha host:port.

cert Cepruduxar B der koaupoBke. COOTBETCTBYIOUMN CepTU(UKAT B XpaHUJIHILE

JIOJKEH MUMETh CCBUIKY Ha 3aKPBITHIN KIIHOY.

client Pexxum kmuenTa (yaaneHHbI cepBuc ucmodbdyer TLS/SSL).
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connect CoenuHSATH ¢ yIaJeHHBIM cepBepoM hostport

delay 3anepskka s DNS 3ampoca st 'connect' onmumu.

local HNuTepderic, KOTOPBIA MOJDKEH OBITh MCIIOIB30BAH JISI COSAMHEHHS C YIaJeHHBIM
XOCTOM.

Verify YpoBeHb MPOBEPKH cepTU(PHKaTa yIAIEHHOTO KOMITBIOTEpa

0 — UrnopupoBatb cepTaduKar
1 — IIpoBepsaTh cepTHUKAT €CIIN €CTh
2 — Bceeraa npoBepsTh cepTUUKAT

3 — [poBepsTh Hanuuue cepTudukara B xpanunuuie TrustedUsers

I[J'ISI 60)’[66 HOI[pO6HOl"O OIINCaHUuA OHHI/Iﬁ U IMIPpUMECPOB UX UCITOJIb30BAHHA HCHOJIBSY?ITG KOMaHIy
man stunnel

Jlanee npuBeneHb! npuMepsl (aiiioB KOHGUTYpallMU KIMEHTa U cepBepa JUls

cnenyromeit 3anaun. KiueHt ¢ komnberotepa compl JOKeH YCTaHOBUTH COSJMHEHHE C BEO-
cepBepoM (srvl.test.ru), mpuuéMm TpaduK AOHKEH OBITH 3 (PpOBaH M KIUEHT JOJDKEH
OBITh ayTeHTU (PUITUPOBAH O CePTUDUKATY.

3.2.4.1.MpumMep danna KoHpUrypauum ansa cepsepa

pid=/var/opt/cprocsp/tmp/stunnel_serv.pid
output=/var/opt/cprocsp/tmp/stunnel_serv.log
socket = I:.TCP_NODELAY=1

socket = r:TCP_NODELAY=1

debug =7

[https]
accept=srvl.test.ru:1502
connect = srv1.test.ru:80
cert=/etc/stunnel/server.cer
verify=2

3.2.4.2.MNpumep danna KoHpUrypauum ansa KameHTta

pid=/var/opt/cprocsp/tmp/stunnel_cli.pid
output=/var/opt/cprocsp/tmp/stunnel_cli.log
socket = I:.TCP_NODELAY=1

socket = r:TCP_NODELAY=1

debug =7
[https]
client =yes

accept=comp1:1500
connect = srvl.test.ru:1502
cert=/etc/stunnel/client.cer
verify=2
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Omnucanue BceX JOCTYITHBIX B KOHQUTYPalMOHHOM (aiiyie oniuii MO>KHO HAaiTH, BBI3BAB B KOHCOJIH
man stunnel

3.3.3anyck cnyx6bl

3amyck CIry>KObI TPOU3BOUTCS KOMaHI0H
/opt/cprocsp/sbin/<apxumexmypa>/stunnel_thread “nyme x ¢haiiny kongueypayuu”

J_IJ'ISI OCTaHOBKH H€O6XO,Z[I/IMO 3aBCPUIMTDH ITPOLIECC stunnel.
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