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© 000 «KPUMNTO-MNMPO>», 2000-2016. Bce npaBa 3awMileHbl.

ABTOpCKME NpaBa Ha cpeacTBa Kpuntorpaduyeckor 3alunTbl MHGOpMaUMM Tuna
«Kpuntollpo CSP» un 3skKcnayaTauMOHHYIO AOKYMEHTaLMUI0O 3apernctpupoBaHbl B
PoccuiickoM areHTCTBE MO NaTeHTam M ToBapHbIM 3HakaM (PocnaTeHT).

HacToawmin 4 oKyMeHT BXOAUT B KOMMNJIEKT NOCTaBKM NporpaMMHoro obecnederHns CK3U
«Kpuntolpo CSP» Bepcum 4.0; Ha Hero pacnpocTpaHSATCS BCe YCN0BUS
NIMUEH3MOHHOIo cornaweHusa. bes cneyunanbHoOro nNMcbMeHHoro paspeweHus 000
«KPUMTO-MNPO» f,0KYMEHT UK €ro YacTb B 3J/IEKTPOHHOM W/IN NeYaTHOM BMUAE HE MOTyT
6bITb CKOMMPOBaHbI U NepeAaHbl TPETbUM NNLLAM C KOMMEPYECKOW LieNblo.
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AHHOTAUMSA

HacTtoawmnih [OKYMEHT COAEPXMUT ONuMCaHWe peanusaumm cpeactsa  Kpuntorpaduyeckon
3awutbl uHbopmauun «Kpuntollpo CSP» Bepcum 4.0 KC2 ucnonHeHus 2-Base (OKTAN.00088-01)
(panee - CK3MN) u cBepeHuns o TekyleM COCTOSSHMM NpoayKTa.
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1. Ha3HaueHue CK3U

CK3M npegHasHayeHo ANs 3aluTbl OTKPbITOM  WMHpOpMaumMmM B  MHGOPMALMOHHLX CcucTemMax obLuero
rnonb3oBaHus  (BbMUCIEHME/NPOBEPKA 3NEKTPOHHOM MOAMMCKM) M 3aliMTbl  KOHMUAEHUMANbHOM  MHbopMaLumm,
He coaepxXalen CBeAeHWI, COCTaBNSIOWMX [OCYAapCTBEHHYIO TalHy, B KOPMOpaTUBHbIX WHMOPMALMOHHBIX
cucTeMax C BbIOSIHEHMEM Crieaytowmx OyHKLWINA:

1) 3aWwmweHHoe  XpaHeHWe MOJIb30BaTEeNIbCKUX  KJK4Yel B KJ/IIOY4EBOM  KOHTelHepe C

NCnosib3oBaHneM WNMPOBaHNSA, UMUTO3ALNTbI N ayTeHTUdMKaumm 4OCTyna;

2) wndpoBaHue, BbMMUCIEHNE MMUTOBCTAaBKM, X3 WnNpoBaHue, cosgaHue/nposepka

3JIEKTPOHHOM MOANUCH;

3) dopMMpoBaHME CECCUOHHLIX KJItoUYen, Kodyen obMeHa M Knwuer cospaHus/nposepku 3,

MX MMMNOPT/3KCMNOPT M3/B KJIIOUEBOW KOHTENHEP;
4) ngeHtudukauma, ayteHtudmkaums, wmudposaHme un nmumtosawmrta TLS-coeamnHeHWU;
5) ayTeHTudumkaums s gomeHe Windows ¢ ncnosbzosaHmeMm «Kpuntollpo Winlogon».

CK3W obecneunBaeT BbINOSIHEHNE CNeayoWnX QYHKLWA:

—asTopm3auma un obecrneyveHve OPUANYECKON 3HAYMMOCTM 3JIEKTPOHHbIX AOKYMEHTOB Mpw
obmMeHe wuMKM Mexay nosb30BaTeNssMM MNOCPEeACTBOM WCMOAb30BaHWs npoueayp ¢GOpMMpoBaHUa W
npoBepkn (C KUcnonb3oBaHMEM cepTudUKaToB cTaHaapta X.509 YaocTtoBepsiowero ueHTpa)
3ﬂeKTpOHHOl7I noanncm B COOTBETCTBUN C OTeYeCTBEHHbIMU CTaHAAPTaMK:

= [OCT P 34.10-2001, OCT P 34.10-2012. «MHbopmMaunoHHas TexHonorus.
Kpuntorpadumueckas 3awmta uHbopmaumn. [lpoueccbl GHOpMMPOBaHUA U MPOBEPKMU
31EeKTPOHHOM LUndpoBON NoAANCK>.

=[OCT P 34.11-94, FOCT P 34.11-2012. «NHdpopMaLMoHHas TexHonorus.
Kpuntorpaduueckas 3awmta nHpopmaunmn. OyHKLNSA X3 LWINMPOBAHMUS ».

— obecneveHne KOHPUMAEHLNANBHOCTU U KOHTPOAS LLEeSIOCTHOCTU MHDOPMa LMK NOCPEeACTBOM ee
WndpoBaHNUA U MMUTO3aALLUTbl, B COOTBETCTBMM C OTEYECTBEHHbIM cTaHaaptoMm [OCT 28147-89
«Cuctembl 06paboTkm uHpopmauun. 3awuTa Kpuntorpaduyeckas. ANroputm kpuntorpadumyeckoro
npeobpasoBaHus»;

— KOHTPOJIb LLE€/IOCTHOCTU CUCTEMHOIO W MPUKIAAHOro MNporpamMMHOro obecneyeHus Ana ero
3aWwuTtbl  OT HECaHKLMOHMPOBAHHOTIO N3MeHeHus nnm oT HapyLeHus NMpaBWIbHOCTU
dYHKLNOHMPOBAHUS;

— CO34aHMe M ynpaBfieHNe KAK4YeBOM MHpOpMaLmnen;

- obecnevyeHne ayTeHTUDUKALUN  CBS3bIBAOWWUXCA  CTOPOH, KOHMWAEHLUMANBHOCTN MU
LLe/IOCTHOCTM nepechbliaeMoit MHpopMaLuK C UCMNOSIb30BaHMEM cepTudukaToB cTaHaapTa X.509;

— YCTAHOBNIEHNE AYTEHTUYHOIO 3allULLEHHOr0 COeAMHEHUS C UCMOoSb30BaHMEM MpOTOKONa
«Kpuntollpo TLS»;

— obecnevyeHne KOHPUAEHUMANBHOCTM W KOHTPOASA LENOCTHOCTU W aBTopu3auus @annos u
MH(OPMaLMOHHbIX COO0b6LEeHUIA;

— obecneyeHne ayTeHTUdUKaLUK;
— obecneveHne ayTeHTUdMKaLMa Nonb3oBaTtensa B goMeHe Windows.

JononHuTenbHble  anropuTMbl  MOAAEPXKM  KJIHOYEBbIX CUCTEM, NapaMeTpbl ajropuTMOB,
dopmaTbl ceptudukatos, nogaepxmBaembie B CK3W, onpegeneHbl B gokyMmeHTax RFC 4357, RFC
4490, RFC 4491, «Cuctembl o0bpaboTkm mHdbopMauuu. 3awmta Kpuntorpaduyeckas. Mertogmdeckue
pekoMeHZauuM no KpuntorpaduyeckmMMm anropuMtMmaM, COMyTCTBYKOLWMM MNPUMEHEHMIO CTaHA4ApPTOB
FOCT P 34.10-2012 7] MOCT P 34.11-2012» TexHuyeckun KOMUTET no CcTaHhapTusauum
«KpunTtorpaduyeckas  3awmta nHpopmaumm»  (TK  26), «MHDOpMauMOHHaAsaA  TexXHONOorus.
Kpuntorpadumyeckasa 3awuta wHdpopmauumn. PekomMeHgauuum no cTaHpaapTusauuu. Wcnonb3osaHwue
anroputmMoB FOCT 28147-89, TOCT P 34.11 n ITOCT P 34.10 B kpuntorpaduyeckux cooblieHusx
¢dopmata CMS» TexHMYECKMA KOMUTET nNo CcTaHgapTusaumnm <«Kpuntorpaduyeckas 3awmta
MHpopMmauum» (TK 26), «TexHuyeckas cneuundukaumsa. NcnonbsosaHue anroputmoB FOCT P 34.10,
MOCT P 34.11 B npodwune cepTudukata u cnucke oT3biBa ceptudumkatoB (CRL) nHbpacTpyKTypbl
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OTKpbITbIX Kto4yer X.509» TexHunyeckuit KOMUTET No CTaHaapTusauumm «Kpuntorpaduyeckas sawimta
MHpopmauum» (TK 26).

JonycTuMo ncnonb3oBaTh CreAyolme MeEXaHU3Mbl 3allnThbl |/|chopMau,vw|:

— KoHduMAaeHUManbHOCTL MHpOPMaLMM Npy XpaHeHuMn (Ha AMcKax, B 6ase AaHHbIX) M nepeaave
B CETU CBA3M obecneymBaeTcs UCMnosb3oBaHMeM MyHKUUIA WUdpoBaHUs.

- WMpeHTndmkauma n aBTOPCTBO MNpU CETEBOM B3aMMOAENCTBUKN (YCTaHOBJIEHMM CeaHCa CBSA3MN)
obecneumnBaetcsa ¢dyHkumssmum Il Npy UCNONbL30BaHUM MX B MNpouecce ayTeHTudwmkaumm (HanpuMep, B
COOTBETCTBUM C pekoMeHaaumsamm X.509). lNpu 3nekTpOHHOM AokyMeHToobopoTe obecneudmBaeTcs
ncnosnb3oBaHneM  GyHKUMn DI 3NEeKTPOHHOro  AOKyMeHTa. [OoMOoAHUTENbHO  AO/XKHa  6bmb
npeaycMoTpeHa 3aliuTa OT HaBA3biBaHUS, MNOBTOPA 3J/IEKTPOHHOIO JAOKYMEHTa W  LeNoCTHOCTb
CNpaBO4YHMKOB KJtouen nposepkun Irl.

— LlenocTHoCTb MHOpMaumm obecneymBaeTcs MCNoSb3oBaHMEM (YHKUMA DI 31€KTPOHHOro
pokymeHTa. lMpun ucnonb3oBaHum dyHKUMA wnudpoBaHus (6e3 ucnonb3osaHusa 3I1) obecneumsaeTtcs
uMuTosawmTon. Ana obecnevyeHuss LENOCTHOCTU XpaHWMbIX AAHHbIX MOXET ObMb WCMOsb30BaHa
GYHKUMSA  X3WMPOBAHUS WMAWM  UMUTO3AWMUTbl, HO nMpu 3TOM He obecneumMBaeTcs aBTOPCTBO
MHdopMaLuum.

— HeoTkasyeMoCTb OT Mnepefayu 3/1eKTPOHHOro AoKyMeHTa obecnevynmBaeTCcs MCMOSb30BaHUEM
dyHkumin 3N (nognucb A[OKyMeHTa OTnpaBUTeNeM) W XpaHeHueM p[okyMmeHTa ¢ 3Ol B TedyeHue
YCTQHOBJIEHHOIO CpoOKa MPUEMHOM CTOPOHOMN.

— HeoTkasyeMoCcTb OT npuveMa 3/1eKTPOHHOro AoKyMeHTa obecneymBaeTcs WCMNOSb30BaHWEM
dyHKUMn BN N KBUTUPOBaHWEM npuveMa AOKyMeHTa (NoAnUCb KBUTaHUWM nosiydaTenem), XpaHeHuem
AOKYMeHTa u KBuTaHuumn ¢ Il B Te4YeHne yCTaHOBJIEHHOINO CpoKa OTNpaB/isitowen CTOPOHOI.

— 3awmuTa OoT nepenoBTOpoB obecneymBaeTcs UCMNOJIb30BAHMEM KpunTorpaduueckux QyHKLUR
oM, wndpoBaHNa WM UMUTO3AWKNTbI C A06aBNEeHMEM YHUKAIbHOrO naeHTuduKaTopa CeTeBOM ceccum
(3NeKTpOHHOro AOKYMeHTa) C nocneaytowen ux npoBepKon MPUEMHOM CTOPOHOM WM paspaboTkon
crneumannsmMpoBaHHOro nMpoTokKona ayTeHTudukaunum (obMeHa 3/1eKTPOHHBIMU AOKYMEeHTaMu).

—3awuta OT HapywuTens C Uenbld HaBSA3blBaHUS TMPUEMHOM CTOpPOHE COBGCTBEHHOM
uHdopMauum, nepepsaHHon Akobbl OT JsMua  CaHKLMOHMPOBAHHOIO rMosb3oBaTens (HapyleHue
aBTopcTBa WHpopMauumn) obecneymBaeTcss WCMoNb3oBaHMeM @yHkuUMin IOl Cc npoBepKoi aTpmbyToB
3/1eKTPOHHOr0 AOKYMEHTa W Kjtova nposepku 31 oTnpasuTens.

- 3awmTta OT 3aKJafdoK, BUpycoB, MoaudMKauMM CUCTEMHOrO W  npukiagHoro MO

obecneymBaeTcs COBMECTHbIM UCMOMIb30BAHUEM KPUNTOrpacdmniecKkmnx CpeacTs, CpeacTB aHTUBUPYCHOM
3alUTbl U OPraHM3aUMNOHHBLIX MEpPONPUSTUNA.




XKTAMN.00088-01 90 01. Kpuntollpo CSP. OnucaHue peanusaumu

2. [lporpamMMHo-annapaTHble cpeabl GYHKUMOHMPOoBaHUA CK3U

CK3U dyHKUMOHMPYET B Crieayowmx rpynnax nporpaMMHo-annapaTHbIX cpea:

Windows
BkntouaeT nporpaMMHO-annapaTHble Cpeabl:
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);

Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux

Bkntovaet anctpmbyTtuBbl Linux, ygosneTBopstowme ctaHaapTy Linux Standard Base ISO/IEC
23360 Bepcuu LSB 4.x:

CentO0S 4/5/6/7 (x86, x64, POWER, ARM);

TA OC AUC DCCMN Poceum (GosLinux) (x86, x64);

Red OS (x86, x64);

Fedora23/24/25 (x86, x64, ARM);

Mandriva Enterprise Server5, Business Server 1(x86, x64, ARM);

Oracle Linux 4/5/6/7 (x86, x64);

OpenSUSE 13.2, Leap 42 (x86, x64, ARM);

SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64, POWER, ARM);
Red Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER, ARM);
CuHTe3-0C.PC(x86, x64, POWER, ARM);

Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10 (x86,x64, POWER,
ARM);

Linux Mint 13/14/15/16/17/18 (x86, x64);

Debian 7/8 (x86, x64, POWER, ARM);

Astra Linux Special Edition (x86-64).

c
=
X

BkJitouaeT nporpaMMHO-anmnapaTHble cpeabl:
ALT Linux 7 (x86, x64, ARM);

ROSA 2011, Enterprise Desktop X.1(Marathon), Enterprise LinuxServer (x86, x64);
POCA XPOM/KOBAJIbT/HUKESIb (x86, x64);

FreeBSD 9/10, pfSense 2.x (x86, x64);

AIX5/6/7 (POWER);

Solaris
BkntoyaeT nporpaMMHo-annapaTHble cpeabl:
Solaris 10 (sparc, x86, x64);

Solaris 11 (sparc, x64).
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3. OcHoBHble xapakTepuctnkm CK3U

3.1. Pa3sMepsbl kntoven

Pasmepbl KOYEN 3/1EKTPOHHOW NOANUCK:
— KJIH0OY 3/1eKTPOHHOM noanucu — 256 6ut wunm 512 6ur;
— KJIIO4 NPOBEPKW 31EKTPOHHOM noagnucu - 512 6ut unn 1024 buta.

Pasmepbl KO4Yen, MCNOAb3yeMbiX MNpU WN@PPOBAHUM:
— 3aKpbTbil KAOY — 256 6UT uin 512 6ur;

— OTKpbITbIA KoY - 512 6uT unn 1024 6uTa;

— CUMMETPUYHBIN KJto4 — 256 6uT.

3.2. Tunbl KNOYEBbLIX HOCUTENEN
Ncnonb3yroTcsa KK4YeEBbIE HOCUTENN:

-™MA 3,5”, USB auncku;

— CMmapTkaptbl GEMALTO (GemSiml, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
- eToken, Jacarta;

— USB-TokeHbl PyTokeH 3UIM (Flash, Bluetooth), PyTtokeH Lite Rutoken S;

— CMmapTkapTbl PyTokeH Lite SC, PyTtokeH DU SC;

— PyTOKeH S;

- Novacard;

— Cmaptkaptbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);
— CMmapTkapTa Y3K;

— CmapTtkapTta MS_KEY K;

- ESMART Token;

— Cmaptkaptbl Athena IDProtect, MorphoKST, Cha cardOS, Cha JCOP;

— Cmaptkaptbl AnuoTt INPASPOT Series, SCOne Series;

- Pasgen HDD [M2BM (B Windows - peecTp);

- WpeHtndumkatopbl Touch-Memory DS1995, DS1996.

Ncnonb3oBaHne  KAKOYEBLIX HOCUTENEN B  3aBUCMMOCTM  OT  MpoOrpaMMHO-annapaTHOWM
nnatgopmbl oTpaxeHo B XTSAN.00088-01 30 01. CK3UN «Kpuntolpo CSP 4.0». ®opmynsap, n. 3.8.

1. B cocraB ancrpubytuea CK3UN Bxoaat 6M61MoTeKn NnoaaepXXKn BCEX NepeydncieHHbIX HOCUTENeN, HO
He BxoaaT apansepbl ang OC. [lo BonpocaM noJslyyeHus gpanBepos Heobxoanmo obpawaTbca K
NpoOu3BOANTENSAM COOTBETCTBYIOLWNX YCTPOMUCTB.

2. XpaHeHune 3akpbITbix kKAo4den Ha HDD M3BM n USB guckax (B peectpe OC Windows, B pa3saene
HDD npw pa6oTte noa ynpasneHuem gpyrux OC) gonyckaeTcs TONbKO Npu YCI0BUKW pacnpoCTpaHeHms

L!!| Ha HDD, USB gunck nnam Ha M2BM ¢ HDD Tpe6oBaHun no obpawieHunto C KNKYEBbIMM HOCUTENSAMU
(n.6.7 XTS1.00088-01 91 01. PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTn obuwas 4yacrb).

3. Bce BblllenepeyuncneHHble HOCUTENN UCNOL3YIOTCSA TOJIbKO B KaYeCTBe NacCMBHOMO XpaHunuLia
KNto4YeBOn MHpopMaunm 6e3 NCcNnoNb30BaHMA KpUNnTorpaPuruyecknx MEXaHM3MOB, peann3oBaHHbIX Ha
CMapT-KapTe/TOKeHe.

4. icnonb30oBaHUe HOCUTENEN APYIrUX TUMOB - TONIbKO Mo cornacoBaHuto ¢ ®CH Poccun.
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4.1. CtpykTtypa CK3U1

4. Crtpyktypa u coctas CK3U

Obuwas cTtpykTtypa CK3W npenctaBneHa Ha PucyHke 4.1.

CereBble NPUITIOKEHUS

A

KiroueBoit Hocurensb

A

OrnepannoHHas cucrema

A

A

Kpunrollpo IKE <
Kpwumrrollpo Winlogon

A

Nurepdeiic

A

Kpunrollpo CSP

Y

v | v
Wutepdeiic SSPI Hacrpoiika OC
A
[Ipunoxenue
v
Kpunrollpo TLS v

Wutepdeiic CryptoAPI 2.0 |

' '

A 4

IlTarHEIC
HHTEpeiCh
KJIIOUEBBIX
HOCHUTEJIeH

copz | G
(Win32,64) | prcssi
Wutepdeiic Kpunrollpo CSP

A

Bubinmorexu dll,
CEPBHUCHI,
JipaiBepHI

bubmmorexka dll s
paboThI ¢ KITFOUaMH

A

Kpunrollpo CSP

T

| TJICY |
x

buoJICH

| OICH | | Buemnsis ramma |

Cucrema 3amnmTsl oT HCJJ

| KonTpons nenoctaoctu [10 |

| Cucrema MK 3amurel |

Cucrema coopku [10 CK3U

[Tanens ynpasneHus

Cuctema coopku I[10 COK

CoK

S apo onepalMOHHOM CHCTEMBI

Hpaiiep CSP

Hpaiisep EFS | |

Hpaiisep ESP

CK3Uu

CK3MU yposus sapa OC

PucyHok 4.1 - CtpykTtypa CK3UN «Kpuntollpo CSP 4.0».
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4.2. CoctaB CK3M

McnonHeHnne 2-Base knacca 3awuntbl KC2 BbINO/IHEHO B COCTaBe:

— KpUNTOCEPBWUC;
— KpunToaparisep;

— MoAay/ib ceTeBon ayTeHTudukaumm (Kpuntollpo TLS);

— Moayib obpaboTkn ceptudukatos u CMS nportokona;

— yTunuTta BblpaboTKM BHELUHEN ramMbl;

— YTUAUTA KOMaHAHOW CTPOKKM ansa wudposanmsa dhannos;

— YTUAMTa KOMaHAHON CTPOKW Asisl paboTbl C cepTudukaTamu;

— MOAyNb ayTeHTuduKaumm nosbloBaTtensa B goMeHe Windows;

— nakeTt pa3spaboTumka Ana mcnonb3oBaHua npotokonos IPsec (IPsec SDK);
- nakeT pa3paboTtumka ansa scTpamBaHus CK3N (CSP SDK);

— MoAay/b noadepXxku uHtepderica Mozilla NSS;

— cepBucHble moaynu (cpverify, wipefile, stunnel);

- 6ubnuoteka, obecneumBatrowlas MNOAKAOHEHME N (PYHKLMOHMPOBAHME KIKOUYEBbLIX HOCUTENEN
(RDK)

— 1 YHKUMOHMPYET B rpynnax nporpaMMHo-annapaTHbIX cpej n.2.

4.3. CocTaB nporpaMMHoro obecnevyeHus

CK31 pyHKLMOHMPYET Ha OAHOM U3 ABYX YPOBHEN:

— YPOBEHb MPUJIOXEHUS;
— ypoBeHb aapa OC.

B coctaB CK3U BxogaT:

— bubnuotekn dll, cepsuceol, gpaneepbl «Kpuntollpo CSP».
— Moaynb ceteBon ayTeHTUdMKauum «Kpuntollpo TLS».

— Moaynb «Kpuntollpo Winlogon».

— Kpuntorpadpudeckui nutepdenc «Kpuntolpo CSP».

— [porpaMMHbIn  gaTumnk cny4vamHbix udumcen (MNACH) ¢ uHcTannauuen ot dusndyeckoro ACH
(®4CH) BcTpamBaemoro nporpamMmHo-annapatHoro komnnekca (MAK) 3awwutbl ot HC[, BHewHeM
raMmMbl.

— Moaynb KOHTPONS LEeNoCTHOCTMU.
— CncteMa MHXXEHEpPHOo-KpunTorpadmMyeckon 3aluTol.
— Cnctema 3awmtbl oT HC (Mcnonb3yeTcs ONUMOHAIbHO).

4.4. CoctaB SDK CK3U

B coctas SDK CK3U BxoasaT crnepyrowme OKYMEHTbI, ONUCbIBaroWwmne nHtepdench:

- CSP_4_0.chm;

— CAPILite_4_0.chm;
- SSPI_4_0.chm;
—reader_4_0.chm.

Tak e B cocTaB SDK CK3U BxoaaT npumepsbl:

10
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- rdk
- samples.

4.5. CocTaB noacmMcTeMbl NporpaMMHon cpeabl GyHKUMOHMpoBaHus komnnekca (COK)
B cocTaB noacuctembl nporpaMmMmHon COK BXoasaT cneayrouime KOMMOHEHTbI:

- MNpunoxeHne (MNpuknagHoe nporpaMMHoe obecneuyeHue, ucnonb3ytuiee CK3U);
— WHTepdenc SSPI (noaMHOXeCTBO WUWHTepdenca Kpuntorpadpuyecknux nNpoOTOKOA0B Secure
Support Provider Interface (SSPI, CryptoAPI v. 2.0) ana peanuM3auum npoToKoNa CeTeBOM

ayTeHTudukaumm TLS v. 1.0 (nog ynpasnenmem OC Windows 2003/2008/7/2008R2/8/2012/
8.1/2012R2/10);

— Moaynn HacTpoiku OC Windows ans obecneyvenmsa dyHkKunoHuMposanmsa CK3U;
- NnTepdeinc CryptoAPI 2.0;
- CpeactBa  Crypt32(Win32,64) ana obecneveHns paboTbl C  cepTudukatamm C

ncnonb3oBaHnmeMm uHTepdenca CryptoAPI 2.0 4yepe3 kpuntorpadudeckmin uHtepdeinc «Kpuntollpo
CSP» nopg ynpasneHnemM OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10;

— CpeactBa CapilLite - pna obecnedeHus paboTbl C cepTuduKaTtamMm C MCMNOJSb30OBaHUEM
uHTepdeinca CryptoAPI 2.0 u4epe3 kpuntorpadpuueckmin unHtepdenc «Kpuntollpo CSP» nog
ynpasneHneMm OC cemenctea UNIX (Linux , FreeBSD, Solaris, AIX);

— Kpuntolpo Office Signature (B KOMMAEKT NOCTAaBKU HE BXOAUT);

— lUTaTHble nHTEepdenchbl KNOUYEeBbIX HOCUTENEN;

—ASN.1 - cuctema KoaMpoBaHUA/AeKoAMpoBaHUSa AaHHbIX B dopmaTax ASN.1.

CocTtaB moaynen CK3U n nogcuctembl nporpaMMHoi COK g5 COOTBETCTBYOWMX MPOrpaMMHO-
annapaTHbIX cpef KOHKpeTusupyeTcs B gonosHeHunax XTHAW.00088-01 91 02, XTAM.00088-01 91
03, >XTsM.00088-01 91 04, XTHAM.00088-01 91 05, XTAN.00088-01 91 06 K [OKYMEHTY
XTSAM.00088-01 90 02 PykoBoacTBO agMMHUCTpaTopa 6e3onacHocTu. Obwas yacTb.

OCHOBHOM apxuTekTypHoii ocobeHHocThio CK3WN «Kpuntollpo CSP» sgaBnaetrca TO, 4TO
nporpaMmHas COK He uMeeT HenoCpeACTBEHHOr0 AOCTyna K K/AKYEBOM W KpunTorpaduyeckwu
3HauMMol uHpopMaumn. Bce onepauunm C 3aKpbTbIMXU U CECCUOHHBIMU (CMMMETPUYHBLIMU) KKo4YaMu,
HE3aBEPLIEHHbIMM 3HAYEeHUAMU X3W-DYHKUMA M T. M. OCYLLECTBASAITCS 4Yepe3 AeCKpUNnTopsbl
COOTBETCTBYIOLWMNX 06BLEKTOB, @ AECKPUNTOP 06beKTa HE COAEPXUT €ro agpec B SSBHOM BUAeE.

11
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5. MpumeHeHne CK3U

Bo3MoXxHbI crieaytowme npumeHeHus Kpuntollpo CSP:

1. NpumeHeHne «Kpuntollpo CSP»Kpuntolpo CSP v 4.0 B cocCTaBe CTaHAApPTHOMO
nporpaMMmHoro obecneyeHua Microsoft M ApyrMx KoOMnaHuMn, MCNOMB3YOWMUX KpUNTorpaduyecknin
MHTepdeic B COOTBETCTBUM C apxuTtekTypon Microsoft (MogpobHee cm. XTHAW.00088-01 91 O01.
Kpuntolpo CSP. PykoBoacTBO agMMHUCTpaTopa 6e3onacHocTu. Obuwas yacTb);

2. BctpamBaHune «Kpuntollpo CSP»Kpuntolpo CSP v 4.0 BO BHOBb pa3pabaTbiBaemMoe win
cylwiecTByloulee npuknagHoe nporpammHoe obecnevenue (MogpobHee cm. XKXTHAW.00088-01 91 O01.
Kpuntolpo CSP. PykoBoacCcTBO agMuMHUCTpaTopa 6e3onacHocTu. Obwas yactb n XTHAN.00088-01 96
01. «Kpuntolpo CSP. «PykoBOACTBO nporpamMmucTa).

12
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6. WNcnonb3oBaHue CK3W B cTaHAApTHOM nMporpaMMHOM obecnevyeHuu

MporpamMmmHoe obecneveHne CK3M no3BonasieT UCMNOMb30BaTb POCCUACKME KpunTorpaduyeckue
anroputMbl M cepTuduKaTbl OTKPLITbIX K/o4yel cTaHaapta X.509 coBMeCTHO €O cneayluwmm
nporpaMmHbiM obecnevyeHmem Microsoft:

— LeHnTp Ceptudmkauyum - Microsoft Certification Authority, Bxogawumn B coctas Windows 2000
Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008R2 Windows
2012.

— DnekTpoHHas nouta - MS Outlook (Office 2003, Office 2007, Office 2010, Office 2013).

— DnekTpoHHasa noyta - Microsoft Outlook Express B cocTtaBe Internet Explorer/Microsoft Edge,
Mouta Windows Mail, Live Mail.

- Microsoft Word, Excel n3 coctaBa Microsoft Office 2003, 2007, 2010, 2013 (c nomoubio
nnarnmHa Kpuntollpo Office Signature).

— Microsoft Exchange Server 2010, 2013.

— CpeacTBa KOHTpons uenoctHocTm M0, pacnpocTpaHseMoro no cetun - Microsoft Authenticode.

— Cnyx6bl TepmnHanoB pns Windows 2003 Server, Windows 2008 Server, Windows 2008R2
Server, Windows 2012 Server (Bkawouas w3 cnyx6 TepMuHanos).

- 3awuta TCP/IP coeanHeHun B ceTu UHTepHeT - npotokon TLS/SSL npu B3ammoaeincTBum
Internet Explorer/Microsoft Edge - web-cepsep IIS, TLS-cepBep, TLS-knmeHT (IE).

— SQL-cepsep.

— ISA cepsep.

— CepBep TMG

— Cepsep UAG.

— CepBep TepMuHanoB 1 kaneHTt (RDP).

Mop ynpasnenmem UNIX-nogobHbix OC CK3UM wmcnonb3yeTrcss COBMECTHO CO C/eaylowmm
nporpaMmMHbiM obecnedeHnem:

— Apache Trusted TLS (Digt).
— Trusted TLS (Digt).

MpumedyaHne: Wcnonb3osaHnme CK3M B CTaHAapTHOM nNporpaMMHOM obecneyeHuMn  AOSIHKHO
OCYLLEeCTBNATLCSA B COOTBETCTBUM ¢ N. 2 pasun nonb3osaHua XTHAW.00088-01 95 01.

Poccuiickne KkpunTorpaduyeckne anroputMbl M cepTudukaTbl OTKPbITbIX Kkawodel  X.509
MCMONb3YOTCS C YyKasaHHbIM MpPOrpaMMHbiM  obecrneyeHMeM B COOTBETCTBMM CO CJIeAYyHOLUMU
MeXAyHapoAHbIMA U POCCUACKUMU peKoMeHAaLUaMun:

— Using the GOST R 34.10-94, GOST R 34.10-2001 and GOST R 34.11-94 algorithms with the
Internet X.509 Public Key Infrastructure Certificate and CRL Profile (rfc4491) onucbiBaeT
MCMNONIb30BaHME POCCUNCKUX KpunTorpaduryeckmnx aJiropuTMOB B MH(MPACTPYKTYpe OTKPbITbIX KiO4Yen
mHtepHeT (PKIX, Internet X.509 Public Key Infrastructure). B gaHHOM AOKyMeHTe onucaHbl popMaThbl
npeacTaBfeHNs OTKpPbITbIX Kjtoden 3Ol, uMcnonb3yemblX An8 co3haHusa cepTUdMKaToB  OTKPbITbIX
KJIlO4EN U CNUCKOB OTO3BaHHbIX cepTudukatos X.509, maeHTudmKaTOpbl aJropuTMOB, COOTBETCTBUE
napameTpoB Kpuntorpadunyeckmx asaroputMoB UX naeHTudbukaTopam.

— Additional cryptographic algorithms for use with GOST 28147-89, GOST R 34.10-94, GOST
R 34.10-2001, and GOST R 34.11-94 algorithms (rfc4357) onucbiBaeT AONOJSIHUTESNIbHbIE AJIrOPUTMBI,
HeobxoauMmble Ana ucnonb3oBaHus [FOCT 28147-89, IOCT P 34.10-2001 u IOCT P 34.11-94. B wux
YMCJI0O BXOASIT: PeXuMbl AOMOSHEHMS AaHHbIX Ansa 6no4yHoro wudgposaHua no MOCT 28147-89 mn CBC,
6noyHoe wndposaHne c 3auensieHnem (pexum wudposaHms CBC), knwouesoe xawmposaHne (HMAC
Ha 6a3e NOCT P 34.11-94), npeobpa3oBaHue KK4Ya M CUHXPOMNOCHUIKM nocsie 06paboTkm ouepeaHbix
1 K6 paHHbIX, reHepauus ncesgocnyyarHonm nocneposatenbHocTn (aHanor PRF Ha 6aze HMACQ),
dopmMmpoBaHue ktoda obMmeHa (cornacoBaHusi) Ha 6ase TOCT P 34.10-2001, dopMupoBaHMe Kikoya
sKcrnopTa paboyero knwova, auBepcubukaumnsa ka4da, aKCcnopT paboyero ka4ya Ha KK4ve sKcnopTa,
3KcnopT paboyvero kaw4a Ha kAwde obMeHa, Habopbl cTaHAapTHbIX MNapaMeTpoB anropuTMoB
(HanpuMep, Ans wWndpoBaHUA - y3en 3aMeHbl, pexuM WndpoBaHUS, aaropuTM YCIOXHEHUS KJo4a),
3ajaBaeMble naeHTUduKaTopamu.
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- Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94 and GOST R 34.10-2001
algorithms with the Cryptographic Message Syntax (CMS) (rfc4490) onucbiBaeT WCNOSb30BaHMe
POCCUMCKUX Kpuntorpadunyeckmx anropuMtMoB B AOKYMEHTaX, yAOBNETBOPSK WMX CcTaHaapTy CMS
(Cryptographic Message Syntax), B 4acCTHOCTM, TMpuvMeHAeMOM Ana obMeHa 3awWuwEHHbIMK
COObOLEHMAMN MO 3/1IEKTPOHHON MOYTE M ABASOWMMCSA CTaHAAPTOM Ha MpeAcTaB/ieHME 3/1EKTPOHHOMO
JOKYMEeHTa B 3allMLeHHOM BuAe C MCMNOoSIb30BaHMEM 3JIEKTPOHHOW noanucum u wud posaHus. Ons
WwWndpoBaHHbIX coobueHnit onucaHbl 0ba BapuaHTa: OOMeH KJ4YaMu U TpaHcnopT knwuda (key
agreement u key transport).

— «Addition of GOST Ciphersuites to Transport Layer Security (TLS)» (draft-chudov-
cryptopro-cptls-01) sBnserca pgonosHeHMeM K cneundukaumm RFC 2246 B 4acTu oOnNucaHus
MPUMEHEHNS POCCUNCKUX anroputMmoB. [poTokon TLS(SSL) wumpoko ucnonb3yeTtcs Ansd 3awuThbl
ceTeBblX COEANHEHWUI, W, B YaCTHOCTU, ANS 3aliMLEHHOro gocTyna Kk Be6-canrtam (HTTPS). JoKkyMeHT
onucbiBaeT 4eTblpe MexaHuama (Cipher Suites), peanusylWKMX K/OYEBblE MNPOTOKOJbI MpwU
MCMNONb30BaHMM OTKpbITbiX Kaouyen [OCT P 34.10-2001. T[lepBble ABa MCNOMAb3YIOT WnMdpoBaHue
FOCT 28147-89 u KOHTPOJIb LEOCTHOCTM C MOMOLLbD MMUTOBCTABKW, TPETUM W YeTBEpPTbii He
MCMoNb3yT WNdpoOBaHME U KOHTPOAUPYKOT LENOCTHOCTb C  TMOMOLWLbID 3Ha4YeHUs KJII4YEeBOW
xaw-dyHkumm (MAC) Ha ocHoBe anroputMma MOCT P 34.11-94.

- «Using algorithms GOST R 34.10-2001, GOST R 34.10-94 and GOST R 34.11-94 for XML
Digital Signatures» (draft-chudov-cryptopro-cpxmidsig-00) ABMSETCS AOMNOJIHEHNEM K
CyLLeCcTBYOLWEMY AOKYMEHTY, ONUCbIBalOWEMY MpaBuia npumeHenus Ol B gokyMmeHTax dopmata XML
«XML-Signature Syntax and Processing», npuHATOMY KOHcopuuymom W3C, B 4aCTW MCNOAb30BaHUs
POCCUMCKUX afirOPUTMOB 3/1€KTPOHHO-LUMDPOBOMA NoANUCH.

— TexHnyeckmMn KoMUTeT No ctaHgapTmsaumm «Kpuntorpaduyeckas s3awmta mHdopmauum» (TK
26), «Cnctembl  obpaboTkm  uHboOpMauuu. 3awuta Kpuntorpadwmyeckas. MeTtogmdeckue
pekoMeHZauuM no kKpuntorpaduyeckMMm anropytMmamM, COMyTCTBYKOLWMM MNPUMEHEHMIO CTaHAApPTOB
FOCT P 34.10-2012 n IF'OCT P 34.11-2012».

— TexHnyecKkMn KOMUTET NOo cTaHpaapTusauum «Kpuntorpaduyeckasa sawwurta nHoopmaymmn» (TK
26), «TexHumyeckas cneuyundukaumsa. Wcnonb3osaHume anroputmoB [OCT P 34.10, IOCT P 34.11 B
npodune ceptudumkata n cnmcke ot3biBa cepTudukatoB (CRL) MHDpPACTPYKTYpbl OTKPbLITbIX KAKOYEN
X.509».

— TexHMYyecKkMn KOMUTET MO CTaHgapTmsauum «Kpuntorpaduueckasa 3awwmrta nHgopmaummn» (TK
26), «WMHdopMaumnoHHasa TexHonorms. Kpuntorpadudeckasa sawura mHbopmaumn. PekomeHpauum o
CTaHpgapTusaumn. Ncnonb3oBaHne HabopoB anroputmoB WwndpoBaHmsa Ha ocHoee TOCT 28147-89 ans
npoTokona 6e3onacHOCTK TPaAaHCNOPTHOro ypoBHs (TLS)».

— TexHnYecKnii KOMUTET NO CTaHaapTmdauum «Kpuntorpaduueckas sawmrta nHbopmayum» (TK
26), «MHdopMaumnoHHas TexHonorus. Kpuntorpadgwuueckasa 3sawmta uHdopMmauun. PekomeHaauum no
CTaHpapTmusauun. Mcnonb3osaHue anroputmos FOCT 28147-89, TOCT P 34.11 u TOCT P 34.10 B
KpunTtorpadumyeckmx coobueHmsax popmata CMS».

— TexHnyecKkMn KoOMUTEeT No cTaHgapTmsauum «Kpuntorpaduyeckas sawmta mHdbopmauum» (TK
26), «CwucteMbl 06paboTkm uWHPOpMaumn. 3awuTta Kpuntorpadpuueckass. PekomeHgauum no
CTaHpapTu3auun. 3ajaHue napaMeTpoB 3JUIUNTUYECKUX KpuBbiX B cooTBeTcTBUM ¢ [OCT P 34.10-
2012».

— TexHnyeckmn KoMUTeT no cTtaHgaptTmsauum «Kpuntorpaduyeckas sawmta mHdbopmauum» (TK
26), «Cnctembl  obpaboTkm  uHboOpMauuu. 3awuta  Kpuntorpadwmyeckas. MeTtoamdeckue
pekoMeHAauMn no 3afaHu Y3/10B 3aMeHbl 6510Kka MoACTaHOBKKM anroputma wmudposaHmsa [FOCT
28147-89».

— TexHnyeckunih KOMUTET NO CTaHaapTmlauum «Kpuntorpaduueckas sawmta nHbopmayum» (TK
26), «Cuctembl 06paboTkn nMHpopmaumn. 3awmta Kpuntorpaduyeckas. TexHnyeckasa cneundukaums
rno wucnons3osBaHuio OCT 28147-89, TOCT P 34.11-94 n ITOCT P 34.10-2001 npw cornacosaHuu
kntodeln B npotokonax IKE ISAKMP».

— TexHnyeckuii KoMUTET Nno cTaHaapTusauun «Kpuntorpaduyeckas 3awmTta nHdopmauumn» (TK
26), «Cuctembl 06paboTkn nMHpopmaumn. 3awmta Kpuntorpaduyeckas. TexHnyeckasa cneundukaums
MO WCMNOSb30BaHMIO AOMNOSHUTENbHbIX Y3/10B 3aMeHbl TOCT 28147-89 ana wudpoBaHUsS BOXEHUMN
IPsec ESP»

— TexHM4yecKMn KOMUTET No cTaHgapTmsaumm «Kpuntorpaduyeckas sawmta mHdbopmauum» (TK
26), «Cuctembl 06paboTkn mHboOpMaumu. 3awmTta Kpuntorpaduyeckas. TexHuyeckasa cneundukauyms
no ucnonb3osBaHutio MOCT P 34.11-94 npu obecneyeHnn LenoCTHOCTU B nNpoTokonax IPsec AH u ESP.
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7. Wcnonb3osaHue CK3W ¢ nporpaMMHbIMM NpoAyKTaMu pa3paboTku
000 «KPUMTO-MPO»

CK3M MOXEeT WCcnonb3oBaTbCA COBMECTHO CO CcJjleayrowmnuMmnm MAporpaMMHbIMM - MpoayKTaMu
pa3paboTkn 000 «KPUMTO-TMPO»:

— «Kpuntollpo YL»;

— «Kpuntollpo OCSP»;

— «Kpuntollpo TSP»;

— «KpnntoAPM»;

— «KpunTtollpo SSF»;

— «KnneHt Kpuntollpo HSM».

8. BctpamBaHue CK3U

ApxutekTypa CK3W obecneuymBaeT BO3MOXHOCTb €ro BCTpauMBaHMSA B pasfiMyHbie MPOrpaMMHO -
annapaTHble cpeapbl.

CK3M MoxeT 6bTb WMCMOAb30BaHO NpPUKAaAHbIM MNPOrpaMMHbIM o6ecneyeHneM C MOMOLLbIO
3arpy3ku moayns BbBOBOM ¢dyHKuuM LoadLibrary(). Ana 3Tux uenem B KOMMIEKT MOCTaBKMU
BKJIlOUaeTCca AokyMeHT XTAM.00088-01 96 01. «PykoBOACTBO MNpOrpaMMUCTa», OMUCbIBAOLLLMIA
coctaB ¢yHKUMn M TectoBoe [10. Tlpu Takon peanusaumm npuknagHomy T1O [OCTyneH Nuwb
OrFpaHWYEHHbIM  HaAbop  HM3KOYPOBHEBbLIX  Kpuntorpapuueckmx  @yHKUMA, COOTBETCTBYHOLLUN
mHTepdelicy Microsoft CSP.

9. Ucnonb3oBaHue nHTepdenca CryptoAPI 2.0

CK3M MoxeT 6bMb MCNONb30BAHO MPUKAAAHbIM MNporpaMMHbiM obecnedeHneMm (Kak v nwbon
Apyron kpuntonposangep, noctaensembim ¢ OC Windows) udepe3 wuHTepdeiic CryptoAPI 2.0
(onncaHue - B gokyMmeHTaumm MSDN - Microsoft Developer Network). B aTtom cnyyae cnocob Bbibopa
KpunTorpadmMyeckoro aaropytMa B MpPUKIAAHOM MpPOrpaMMHOM obecneyeHun MOXeT onpeaensTbCcs
nHdopMaumnen, cogepxawencsa B ceptudmkaTax oTKpbrbix katoden X.509.

Ncnonb3oBaHue mHTepdenca CryptoAPI 2.0 B OC Windows npecneayeT cneaywouime uenu:

—obecrneveHve And NpPUKAAZHOINO YPOBHSA AOCTyna K KpunTorpaduyeckmm  yHKUMSM
(reHepaumst knaw4en, co3gaHue/npoBepKa 3JIEKTPOHHOM noanucu, wudpoBaHme/pacundpoBaHne
AaHHbIX). DTa ueflb AOCTUraeTcs NyTeM M30JIMPOBAHUSA MPUKIALHOIO YPOBHS OT YPOBHS peanu3aunu
Kpuntorpaduyeckmx @yHKuuin. Mpm 3TOM NpuKNagHbIM NPOrpamMMMCTaM HeE HYXHO AeTasibHO u3lyyaTb
0COb6eHHOCTM peanusauunm TOr0 WAWM WMHOrO asnropyTMa WM M3MEHSATb KOo4 B 3aBUMCMMOCTM OT
anropuTMa.

— U30/IMPOBAHNE  TMPUKNAAHOTO YPOBHS OT YpOBHA  KpunTorpaduyeckmx @yHKUUIA C
BO3MOXHOCTbIO WCMOJIb30BAHUS pa3HblX anropuTMOB B PasfiMUHbIX WX peanmsauusix, BKJoYas
annapaTHble.

Ha Unix-nnatdopmax noacuctema nporpammHonn COK [A0OMOAHUTENbHO KOMMJeKTyeTcs
mogynem capilite, KOTOpbIM COOTBETCTBYET MNOAMHOXECTBY WHTepdenca CryptoAPI 2.0 wu
obecneunBaeT Te xe MHTepdencHble dpyHKkUMM B 3TMx OC, yto n B OC Windows.

9.1. bazoBble kpunTorpadumyeckme dyHKLUN

K 6a30BbiM YHKLUWAM OTHOCATCS:

— OyHKUMN  uHUUManm3auum (paboTbl C  KOHTEKCTOM). 3TU  dYHKUMM NpefoCcTaBasaioT
NPUWIOXKEHUIO BO3MOXHOCTb BbibpaTb oOnpeAeneHHbli KpunTonpoBanaep Mo TWUMy WMEHUM wuan no
TpebyeMoin pyHKLMOHANBHOCTMU.
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— OYHKUMN reHepauum kiodven. 3T DYHKUMM npeaHasHadveHbl A1 ¢GopMMpoBaHMa W
XpaHeHUs Kpuntorpacduieckmnx Kw4dein pasfndHbiX TUMNOB.

— OyHKUMM obMeHa kn4YamMu. DT DYHKUMM NpedHa3HayveHbl Ans TOoro, 4YTobbl NPUNOXeEHUs
MornMm  OBbMeHMBaTbCA  pas3/IMYHbIMM  TuUMaMuM  KA4YeBOoW  MHdbopMaumm  ans  obecnedyeHus
B3aMMOAENCTBUA Mexay Ccobon.

Mo cBoenn @dyHKUMOHaNbHOCTU 6aszoBble dyHKUMM AyO6AMPYIOT HU3KOYPOBHEBbLIM MHTepdeNc
CSP.

9.1.1. OyHKUUM KOANPOBAHMS/AEeKOANPOBaAHMS

[JaHHble QYyHKUMM npeaHa3sHadeHbl Ansa npeobpa3oBaHus (KOAMPOBAHWUS) U3 BHYTPEHHEro
npeacTasneHna o6bekToB, ucnonbdyembix B CryptoAPI, BO BHewHee npeactasneHve u obpaTHo. B
KayecTBe BHelHero npeacTaBneHns ob6bekToB wucnonb3yetca dopmat ASN.1 (Abstracy Syntax
Notation One), onpegeneHHbin cepueli pekoMmeHpaumin X.680. K aTon ke rpynne dyHKUWA MOXeT
6bmb OTHeceH Habop dyHKUWIA, MO3BONAKWMX pacwnpuUTb PyHKUMOHaNbHOCTbL CryptoAPI 2.0 nyTem
peanusauum 1 permctpauunm cobCTBEHHbIX TUMNOB 06BHEKTOB.

9.1.2. ®OyHKUMK paboTbl CO CNpaBOYHMKAMM CepTUDUKATOB

OTa rpynna QyHKUMA npepgHasHavyeHa Ans  XpaHeHus W obpaboTkm cepTudukKaTtoB B
pPa3fINYHbIX TUMAax CMNpaBOYHUKOB. B KayecTBe cCnpaBoO4YHMKA MOryT WCMOSb30BAaTbCA CaMble
pasninyHble TUMNbl XpaHunuuw: ot danna go LDAP.

9.1.3. BbicokoypoBHeBble dyHKLUMM 06paboTkm KpunTorpadumyeckmx cooblieHui

OT1a rpynna ¢yHkumn (Simplified Message Functions) B nepByt o4yepeab npegHasHayeHa Ans
MCMONb30BaHMA B MpUKIagHOM nporpamMMHoM obecnedyeHun. C nx NMOMOLLbIO MOXHO:

— 3alWwndpoBaTh/pacwmdpoBaTb COOBLEHUS OT OAHOMO MOJIb30BATENSA K APYroMy ;
— NOANUCATb AaHHbIE;
~ NPOBEPUTb MOAMUCH AAHHbIX.

O™ dyHKumn (Kak M GYHKUUWU HU3KOro YPOBHS) OMNEpupyroT cepTudukatamm OTKPbITbIX
kntodenn X.509 ana agpecaumm oTnpasuTens/nonydatens AaHHblX. B kadecTBe dopmaTa AaHHbIX
ncnonbsyetcsa dopmat PKCS#7 nnn CMS.

CK31 Kpuntollpo CSP v 4.0 noaaepxwuBaeT cepTuduKaTbl OTKPbITbIX KO4Yen CcTaHgapTa
X.509v3 cornacHo RFC 5280 «Internet X.509 Public Key Infrastructure. Certificate and Certificate
Revocation List (CRL) Profile» ¢ ydyetomM RFC 4491 «Using the GOST R 34.10-94, GOST R 34.10-
2001, and GOST R 34.11-94 Algorithms with the Internet X.509 Public Key Infrastructure Certificate
and CRL Profile», a Takxe pAokyMeHTa TexHMYECKOro KOMUTETa NO CTaHAapTusaumm
«KpunTtorpadunyeckas 3awmTa nHdbopMayunum» (TK  26), «TexHnyeckaa  cneuundumkauyms.
Ncnonb3osaHune anroputmoB TOCT P 34.10, NOCT P 34.11 B npodune ceptudmkaTa n Cnmcke oT3biBa
cepTtudmkaToB (CRL) MHPpacTpyKTypbl OTKPbITbIX Kiaouyen X.509»,

CK3M Kpuntollpo CSP v 4.0 noaaepxwusaeT QopMaT Kpuntorpaunyeckmx coobuieHmi
cornacHo RFC 3852 «Cryptographic Message Syntax (CMS)» c yudyetoM RFC 4490 «Using the GOST
28147-89, GOST R 34.11-94, GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with
Cryptographic Message Syntax (CMS)», a Takxe [OKyMeHTa TexHM4yecKoro kKomuteTa no
cTaHgaptmsaumm «Kpuntorpadwuueckas 3awmta uHopmaumm» (TK 26), <«UHopmaumoHHas
TexHonormnsa. Kpuntorpadwuyeckas 3awuta wHopmauumn. PekomeHaauum MO CTaHZapTu3auuu.
Ncnonb3oBaHune anroputmoB MOCT 28147-89, NTOCT P 34.11 n TOCT P 34.10 B kpuntorpaduyeckmx
coobueHusax ¢gopmata CMS»,

9.1.4. HuskoypoBHeBble (pyHKUMM 06paboTkn Kpuntorpadmnyeckmnx coobuieHnn

OaHHas rpynna d¢yHkumn (Low Level Message Functions) npegHa3HauyeHa Ans aHanoOrM4yHbIX
uenen, 4to U rpynna BbICOKOYPOBHEBbIX (GYHKLMWIA, HO obnagaet 6onblen (OYHKLMUOHANBHOCTHIO.

16



XKTAMN.00088-01 90 01. Kpuntollpo CSP. OnucaHue peanusaumu

BmMecTte ¢ TeMm, 6onbwas @yHKUMOHANBHOCTbL TpebyeT OT npukaagHoro nporpamMMmmucta 6onee
AeTanbHbIX 3HaHWI B 06n1acTu NMpUKNaaHOM KpunTorpadun.

9.2. Ucnonb3oBaHme COM uHTepdencos

CK3W moxeT B3aumogencTeoBaTb co cneayrowmmm COM mHTepdencamm paspaboTku Microsoft:

— CAPICOM;

— Certificate Enrollment Control;
— Certificate Enrollment API;

— Certificate Services.

9.2.1. CAPICOM

CAPICOM  (peanusoBaH B ¢anne capicom.dll) npegoctasnser COM wuHTepdelic,
MCMONb3YOWMA OCHOBHble dyHKUMKM CryptoAPI 2.0. DTOT KOMMOHEHT saBnseTcs gobasneHueM K yxe
cywecTtBytowemy COM unTepdeinncy Certificate Enrollment Control (xenroll.dll), koTopbii peanusytoT
KAMeHTCKne @YHKUWUM reHepauun Kil4en, 3anpocoB Ha cepTudwukatel M obmeHa ¢ LleHTpom
Ceptudukauunm.

CAPICOM no3BonseT ucnonb3oBaTb QYHKUMM HOPMUPOBAHMSA U TMPOBEPKU 3DNEKTPOHHOM
noANUCHK, TMOCTPOEHUS U MPOBEPKM LEMNOYEK CepTUPMKATOB, B3aMMOAEUCTBUSA C pPasInNdHbIMU
cnpaBo4YHMKamn ceptudukaToB (Bkatodasa Active Directory) c¢ ucnonb3oBaHuem Visual Basic, C++,
JavaScript, VBScript n cpeabl pa3dpabotkm Delphi. Ucnonb3osaHne CAPICOM no3BonsieT peanm3oBaTb
dYHKLMOHANbHOCTb «TOHKOro» KJIMEHTa B MHTepdence 6pay3epa Internet Explorer/Microsoft Edge.

CAPICOM gaBnsieTcsa cBob60AHO pacnpocTpaHseMbiM, U nocTaBnseTcss B coctaBe Redistributable
MHCTpYMeHTapusa paspaboTtumka Microsoft Platform SDK.

9.2.2. Certificate Enrollment Control (Windows Server 2003)

COM wuHTepgeric Certificate Enrollment Control (peanusosaH B ¢anne xenroll.dll)
npeAHasHa4yeH Ansl UCMOSb30BaHUS OrpaHMYeHHOro konuyectBa (yHkumn CryptoAPI 2.0, cBsi3aHHbIX
C reHepaumuen Kiw4yen, 3anpocoB Ha cepTudukaTtbl u 06paboTKoli CcepTUdMKATOB, MONYYEHHbLIX OT
LeHTpa CepTudukaumm C UCNOMb30BAHUEM £3bIKOB nporpammmpoBaHuns Visual Basic, C++,
JavaScript, VBScript u cpeabl paspaboTku Delphi.

OTOT MHTepdenc mncnonb3yT pasaundHble LleHTpbl Ceptudukaumm (VeriSign, Thawte un 1. 4.)
npyn opMMpOBaHMM 3aNpocoB Ha cepTudukaTt nosb3osaTenen Ha naatdpopme Windows Server 2003.

9.2.3. Certificate Enrollment API (Windows 2008/7/2008R2/8/2012/8.1/2012R2/10)

WHTepdeicbl  Certificate  Enrollment API  (peanu3oBaHHble B  danne certenroll.dll)
npefHasHayeHbl ANs reHepauuu Ki4Yel, 3anpocoB Ha cepTudukaTtbl, 06paboTkm cepTuduUKaToBs,
nony4eHHolx oT LleHTpa CepTudunkaumm ¢ MCNONb30BAHMEM Pa3/INYHBIX S3bIKOB MPOrpaMMMpPOBaHUS.

3TOT uHTepdenc UCNoNb3yT pasnundHble LleHTpbl CepTtudukaunn (VeriSign, Thawte u 1. 4.)
npn ¢GopMMpoOBaHMM  3aMpoCoOB Ha cepTudukaT nonb3oBatenen Ha nnatdpopme Windows
2008/7/2008R2/8/2012/8.1/2012R2/10.

9.2.4. Certificate Services

Certificate Services Bknto4aeT B cebs Heckonbko COM mHTepdhencoB, NO3BOMSIOLL MX M3MEHUTb
dyHKUMOHanbHOCTb LleHTpa CepTtudwukaumm, sxogauero B coctas OC Windows Server. Mpu nomMowm
AaHHbIX MHTEpdENCcoB BO3MOXHO U3MEHEHME:
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— 06paboTkm nocTynatowmx oT Nosib3oBaTeNen 3anpocoB Ha CepTUPUKaTbI;

— cocTaBa AaHHbiX (B TOM uucie gonosiHeHuin X.509), 3anncbiBaeMblX B M3aaBaeMble LLEHTPOM
ceptudukaTsbl;

— cnocoba nybnukaumm (XpaHeHus) M3gaHHbIX LEeHTPOM cepTudmKaToB.

9.3. Ucnonb3oBaHne CK3W B Beb6-6pay3epax

Kpuntolpo CSP MoxeT 6bmb MCMNOAb30BaHO B Beb-6paysepax Ha pasnmMyHbIX MNPOrpamMmMHO-
annapaTHbix nnatdopmax NyTém BbBoBa dyHkuUui «Kpuntolpo UM Browser plug-in», Bxoaswero B
cocTtae «Kpuntollpo PKI SDK» (MAK «Cnyx6bl YLI»).

«Kpuntolpo 3UM Browser plug-in» coaepXxut kKoMnoHeHTy ActiveX pna pab6otbl B Microsoft
Internet Explorer/Microsoft Edge v nnarmH NPAPI gna apyrux Beb-6pay3epoB, noaaepXmBatoLMX
AaHHbIM  MHTepdenc BCTpamBaHuMsa maarmHoB. OyHkumm CK3UWM MOXHO BbBbiBaTb M3 CLeEHapues
JavaScript, cogepxawmnxcsa B oTobpakaemon Beb6-6paysepom cTpaHuue.

Moapo6bHas nHdopmaums OOCTYynHa CTpaHuue niaruHa no aapecy
http://www.cryptopro.ru/products/cades/plugin.

9.4. Moppepxxka npoTtokona TLS

Moaynb NoaaepXKu ceTeBon ayTeHTUdUKaumm no3BosisieT peanu3oBaTb 3allMLEHHbIA CeTeBOM
MpOTOKON B COOTBETCTBMM C pekoMeHpaumamm RFC 2246 «The TLS Protocol. Version 1.0» wu
«TexHM4yecKnn KoMUTET No cTaHaaptTulauum <«Kpuntorpaduveckasa sawmta mHdopmauum» (TK 26),
«MHbopMaunoHHaa TexHonorus. Kpuntorpadwuueckas 3awmta uHpopmauumnm. PekomeHpauun no
CTaHgapTusaumn. Ncnonb3oBaHne HabopoB anroputmMoB WwWndpoBaHMsa Ha ocHoBe TOCT 28147-89 ans
npoTokona 6e30nacHOCTM TpaHcnopTHOro ypoBHsa (TLS)». Moaynb obecneumBaeT ABYCTOPOHHIOK U
OAHOCTOPOHHIOI ayTeHTUMDMKALMIO NPUIOXEHUIA MPU NX B3aUMOAENCTBUM MO CETU C MCMNOSIb30BaHMEM
anroputMa 3l n cepTUdmMKaATOB OTKPbITbIX KAKOYEN, a Takxe wudpoBaHWe AaHHbIX, NMepesaBaeMblX B
CeTeBOM COEeANHEHUM.

MpuknagHoe nporpamMMHoe obecrneyeHMe MOXeT UCNoONAb3oBaTb NpoTtokon TLS ansa
ayTeHTUdUKALUMN N 3aLlUMTbl AAHHbIX, NepeaaBaeMbiX N0 COBCTBEHHbIM MPOTOKONAM Ha ocHoBe TCP/IP
n HTTPS.

Mpotokon TLS (Transport Layer Security, cneuundukauus IETF - RFC2246) oTHoOCUTCA K
cpeAcTBaM 3awuTbl NpukNagHbix naketoB Microsoft Internet Explorer/Microsoft Edge, Internet
Information Services (IIS), Microsoft SQL Server 2000 1 COM+. OH obecneumBaeT ayTeHTUDPUKaLUIO
CBSI3bIBAKOWMXCS CTOPOH, KOHMWAEHUMANBHOCTbL M LENOCTHOCTb nepecbliaeMon MHbopMauunu.
AyTeHTUdMKaumsa obecneymBaeTcss uUcnonb3oBaHMeM ceptudumkaToB cTaHgapta X.509 (B cpepax c
CunbHOM ayTeHTudMKaumen), KoHdMAeHUMANbHOCTE — WU@POBaHUEM MepecbUiaeMbiX AaHHbIX,
LesIOCTHOCTb — TMpUMEHeHMeM X3W-(pyHKuMn u kKoaa ayTeHTudumkaumm coobuweHna (Message
Authenticity Code, MAC).

Ona nogknyeHus no npotokony TLS ucnonb3dyetcs npedukc https, npm 3ToM obo3peBaTens
Web-cepBepa no ymonuaHuio 6yaet noaknwodaTtbcss K nopTy TCP 443 BMecCcTO CTaHAapTHOro rnopTa
TCP 80. Ecnu cepBep He noaaepxwusaeT npotokon TLS, coeanHeHWe He yCTaHaBIMBaEeTCH.
MpuMmeHeHne npoTokonoB SSL/TLS (SSL - 6onee paHHME Bepcunm MpPOTOKONA) MOKas3aHo B
Tabnunue 10.4.1.

Tabnuue 10.4.1 - lMNMpuMmeHeHne npoTokonos SSL/TLS.

MpoTtokon MopT OnucaHune
HTTPS 443 HTTP no SSL/TLS
SMTPS 465 SMTP (anekTpoHHasa no4yta) no SSL/TLS
NNTPS 563 NNTP (HoBocTn) no SSL/TLS
LDAPS 636 LDAP (pocTyn Kk Kkatasoram) no SSL/TLS
POP3S 995 POP (3nekTpoHHas noyta) no SSL/TLS
IRCS 994 IRC no SSL/TLS
IMAPS 993 IMAP (anekTpoHHas no4yTta) no SSL/TLS
FTPS 990 FTP (nepegayva dannos) no SSL/TLS
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Ons Toro, utobbl npotokon SSL/TLS penctBoBan, Web-cepeep pomkeH uMeTb napy
cepTuduKaT OTKPbITOro Kit4a/3akpbirbin KoY. Bnageney ceptudukata A0/MKEH NOATBEPAUTb, UTO
OH SBNsIeTCS BNajenblLieM 3aKpbITOro K/w4ya, CBSA3AHHOIO C cepTudukaTtoM. ITO AaeT BO3MOXHOCTb
KNIMEHTY ayTeHTuduumMpoBaTb cepBep, C KOTOPbIM OH XO4YeT CBA3aTbCH.

B npouecce B3aMMHOW ayTeHTUDUKAL UM

— BbINOSIHAEGTCA KpunTorpaduueckas MpoBepKa HanMuMsa Yy CepBepa 3aKpbToro Kiwua,
COOTBETCTBYIOLLEro OTKPbITOMY KJIIOUY, YKa3aHHOMY B cepTuduKaTe;

— NpoBepsieTCcs cTeneHb A0Bepust usaaTento ceptudukara;
— NPOBEPSIETCS, HE UCTEK SN CPOK AENCTBUA cepTudmKaTa;

— MpoBepsieTCcs, He 0TO3BaH Nu cepTudwukaT; no ymondaHumo Internet Explorer/Microsoft Edge
3Ty NPOBEPKY He BbINoNHAeT — 370 Aenaet IIS.

Ecnu niobas M3 ykasaHHbIX NMPOBEPOK MPUBOAUT K OTpULLATESIbHOMY pe3ysbTaTy, Nosb3oBaTesb
nonyyaeTt npeaynpexaeHne U MOXET pasopBaTh coeMHeHUe (3TO peKoMeHAyeTCcs caenaTh).

JocTurHye p[oBepusi, CTOpPOHbl BblpabaTbiBalOT CeaHCOBbIA K4, Ha OCHOBE KOTOPOro
obecneunBaeTcs wndpoBaHMe OaHHbIX B TEYEHME CeaHca.

9.4.1. OCcHOBHble NOHATMA npoTokona TLS

Mpotokon TLS npegHa3HayeH pans  obecneyeHnss KpunTorpauyeckumm CcpeacTBaMu
ayTeHTudukaumm otnpasutens (kaveHTa) W agpecata (cepBepa), KOHTPOAS LEJOCTHOCTU U
wndpoBaHns AaHHbIX MHMOpMaunMoHHOro obmeHa.

AyTeHTnduKauma onuMoHanbHO MoXeT ObTb OAHOCTOPOHHEW (ayTeHTudMKauma cepsepa
K/INEHTOM), B3auMHOM (BCTpedyHas ayTeHTUdMKaumsa cepBepa 1 KINEHTA) WM HE UCMOSIb30BaTbCS.

Nepapxms wuHdopMaumnmoHHoro obmeHa BkA4YaeT B cebsa ceccum, coeauHeHuss Wu MoToK
coobweHnn B coeauHeHun. MoTok coobuweHnn npu 6onbwoin anuHe pasbuBaeTcs Ha dparMeHTbl C
rMnakeTHon nepepayvenn dparMeHToB. B oaHOM ceccum MOXET OblTb peaniM3oBaHO HECKOJbKO
CoegMHEeHUN, TMpoOU3BOJSIBHO pa3HEeCEeHHbIX MO BpeMeHU. B KaxaoMm coeauHeHuM MoxeT 6bmb
06paboTaH HeO6XoAMMbIA MOTOK COOOLLLEHUNA.

Ceccus xapakTepusyeTcs cneayowmnmm atpmbytamu:

— naeHTndunkatop ceccum (cnydamHoe uucno, 32 6anTta, 3afjaeTcs CcepBepoM MpU OTKPbITUK
ceccuun);

— METOoJA, KOMMNpeccuu;
— cepTudmkaT cepsepa (ONUMOHAbHO);
— cepTudmkaT KaneHTa (OnuMoHaNbHO);

- cneuundukaums anropuTMOB M napaMeTpoB 3awuTbl (anroputmel wudgposaHus mn MAC,
KpunTtorpadumyeckme napameTpbl);

— master secret (UCnonb3yeTCcs Npu reHepauun Kn4den wmdposaHms, knoven MAC, BEKTOPOB
MHMUManmMsauun);

— cnar, paspellaowmin/zanpeLlaoinin HoBble COeANHEHUS B CeaHce.

Ceptudukatbel npeacrtasnaTca B cTaHpgapte X509. v3. Cneuundukaums anroputmos U
napaMeTpoB 3alUTbl MOXET MEHATHLCA B TEYEHNE CECCUM.

CoeanHeHWe xapaKTepusyeTcsa creaylowmmMm aTpubytamu:

- client_random - cnyuyaiHble 32 6anTa, 3a4aBaeMble K/IMEHTOM;
- server_random- cnydaniHble 32 6aliTa, 3a4aBaeMble CepBepOM;
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—client write MAC secret (ka4 KIMeHTa 479 BbMUCNEHUS 3HAYEHUs  KJIOYEBOM
X3 W-PYyHKUWNN);

—server write MAC secret (kno4 cepBepa A7  BbMUC/IEHMS 3HAYEHUS  KIOYEBOM
X3 W-PYHKUWNN);

—client write key (kao4, ucnonb3yembin A8 WWPPOBaHUS  AaHHbIX  KJIWMEHTOM W
pacwndpoBaHUsa UX CEPBEPOM);

—server write key (knw4, wucnonbdyembin ans  wWKU@ApoOBaHUS AaHHbIX CepBEpoOM W
pacwndpoBaHMSa UX KIIMEHTOM);

—client write IV, server write IV (BeKTOpbl WHMLMWaANM3ALUKU, MUCMOSIb3yeMble K/NEHTOM W
CepBepoOM COOTBETCTBEHHO);

— MOPSIAKOBbLIA HOMEp coeanHeHus (noagepXuBaeTcs He3aBUCMMO AJ1 nepejaBaeMblX W
MPUHUMAEMbIX COOBLLEHNI).

BekTop wHMUManM3aumm 3apaeTcs Ans NepBoro gparmMeHTa CoobLeHnss B COeAMHEHUMU; ANs
nocneaywowmx @parMeHToB BEKTOpP  MHUUManu3aumm  QopMmpyeTcss U3  KOHe4YyHoro  6sioka
3aWwndpoBaHHOro TekcTa npeabiaywero dparmeHTa.

MopsaaKoBble HOMEpa COeAMHEHWI MOAAEPXUBAKOTCSA HEe3aBUCMMO AN nepefaBaeMbix WU
NpUYHUMaeMbIX COO6LWEHMH. [Mpu CMeHe Cceccun, W3MEHeHUW cneundukauum anroputMoB MU
napamMeTpoB 3alluTbl HyMepaLuusa COeAMHEHU HauvmHaeTcsa ¢ 0; AnanasoH Hymepauum: 0 + 264-1.

CoeavHeHMe accouuMpyeTcsl C O4HOM ceccuei.

AnroputM npeob6pasoBaHus uHdoOpMauunm npu obMeHe C WCMONb30BaHMEM npoTokona TLS
BKJIlOYAET cneaylowme onepauunu:

—npuMeM OT MpPOTOKOJSIAa BEpXHEro YpPOBHS MNOTOKA He MHTeprnpeTupyeMblX AaHHbIX B 6nokax
NMPOn3BOJIbHOIO pa3Mepa,;

— bparMeHTaumMs MNpUHSATbIX C BEPXHEro YPOBHS [AaHHbIX B CTPYKTYpPUpPOBaHHble 6110KU
(bparmeHTbl) npoTokona TLS. Pasmep dparMeHTta — He 6onee 2% 6aiit;

— KoMnpeccusa parMeHToB (ONUMOHANBHO);

— BbMMUCNIEHME 3HauyeHus Kw4yeBon xow-dyHkumn (MAC) OT KOHKaTeHauuu Kwuda XoL-
dyHKUMKM, TWNa KOMMNpeccuu, AAWHbI KOMMpPecCUpoBaHHOro QparmeHTa, KOMMPECCUPOBAHHOIO
dparmeHTa M 3a8aHHOM KOHCTaHThI;

— KOHKaTeHaumsa dparMeHTa M pe3ysbTaTa BbMUC/IEHMS 3HAYeHUs X3W-@YHKLUUNM OT Hero
(pacwupeHHbIi parMeHT);

— 3awundpoBaHme paclumpeHHoro dparmeHTa (onuMoHanbHO);

— pobaBrieHMe OTKpbITOro 3arojloBka, cogepxalwero Ttvn coobweHuns (ogmH 6ainT), Bepcuio
npotokona TLS (pgBa 6alita) n ANMHY KOMMpPeCcCMpOBaHHOIo (gparmMeHTa.

Mpu npueme MHbOPMaUUN NpPUMEHSIETCA obpaTHas nocsenoBaTeNlbHOCTb Onepaunii.
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IToTok maHHBIX é %

@parMEeHTUPOBAHHBIN ITOTOK JAHHBIX

®parMeHT

Cxartplii pparmeHt

Pacumpennsiii pparmeHt MAC

3ammppoBaHHbIN pacHIUpEeHHBINH (parMeHT

JloGaBneHrne OTKPHITOrO 3arojloBKa

PucyHok 10.4.1 — Anroputm npeobpasoBaHus mHdbdopMauum npu obMeHe C MCMNOSb30BaHMEM
npotokona TLS

B npoTokone TLS mncnonb3aylTcs creayowme Tmnbl COOOLLEHNIA:

- Hello message (ClientHello, ServerHello);

— Change cipher specs message (u3MeHeHWe crneundukaumm aaroputmMoB W MapaMeTpoB
3alUunThI);

- Key exchange message (nepegava kntwo4ya obMeHa katodamu wndpoBaHmss n MAC kmeHTa,
cepsepa);

— Alert message (npeaynpexaeHue, onoBelleHMe O (aTanbHON ownbke);

— Application_data message (nepepayda AaHHbIX);

- Finished message (coobuieHne 0 BO3MOXHOCTU paboTbl B CO34aHHOM Ceccun).

Mpotokon TLS sdABnsieTcs ABYXYPOBHEBbIM W AEWCTBYeT Haj TPaHCMNOPTHbIM MpoTOKonoM. K
nepBoMy YpoBHIO oTHocATcsA TLS Handshake Protocol, TLS Change Cipher Spec un TLS Alert Protocol.
Ko BTOpOoMYy ypoBHIO oTHocutca TLS Record Protocol.

TLS Handshake Protocol o6ecneynBaetr mHuumanmsaumo ceccun (COeANHEHUS) BbINOSIHEHMEM
crnepyowmx onepauumn:
— KJIMEHT W cepBep AoropapueatoTcss 06 UCMONb3yEMbIX B CECCUWM afiropyTMax M napameTpax

3aWunTbl, obMeHMBaAOTCa ClydYamHbiIMWM BenmnuMHaMu client_random, server_random, gorosBapuBatoTCs,
6yayT vnu HeT HOBble COEAMHEHUS;

— Npou3BOANUTCA 06MeH cepTuduKaTaMn ans ayTeHTUdMKauunm KnveHTa U cepsBepa (Mo
3a4aHHbIM oNuUsM);

— KJIMEHT TEeHEepUpYeT caydyalHyl BenuyuHy pre_master secret, wudpyer ee n nepenaetr
cepsepy.
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— KJIMEHT W cepBep no pre_master secret, client_random wun server_random dopMupytoT
master secret (Habop Heob6xoammon knyeBon MHMOPMaLKUK) CeCCuUn.

TLS Handshake Protocol paboTtaeTr no crneaywuwen cxemMe, npeacTaBfeHHOW Ha
PucyHke 10.4.2.

ClientHello > Server

Y

Client

YcraHoBKa BepCHH MPOTOKOJIA, HACHTH(PHUKATOPA CECCUH, HAYaIIbHOTO Ha0Opa alropuTMOB
¥ TIapaMeTPOB, METOJIa KOMITPECCHH.

ServerHello
Certificate

Client € Certificate Request < Server
Server Key Exchange

ServerHelloDone

Cepsep nochbLaaet (OMIMOHAIbHO) CBOM cepTU(HUKAT U 3anpaniuBaet (OMIHOHAIbHO)
cepTudUKAT KIMEHTa, Iepeiava CllydaifHoM BeIMInHBI Server-random.

Certificate
Client Key Exchange »  Server
Certificate Verify

Y

Client

Knuent noceuiaer cBoii ceprudukar (eciu Obu1 3ampoc cepBepa) Ecnu ceprudukara y
KJIMEeHTa HeT, oH nockutaet Certificate Verify.

_| Change Cipher Spec -
Client » Finished > Server
_ b Change Cipher Spec |
Client [€ Finished < Server

BrI00p anropuTMOB 1 MapaMeTpoB ISl yCTaHaBIMBaeMoi ceccun, 3aBepurenrne Handshake
(«pykomokaTus»).

PucyHok 10.4.2 — Cxema pabotbl TLS Handshake Protocol.

9.4.2. Moaynb ceTeBomn ayTeHTudpukauum «Kpmntollpo TLS»

Moaynb ceteBon ayTeHTudumkaumm «Kpuntollpo TLS» peanmnsoBaH Ha 6ase npoTtokona TLS
v.1.0 M poOCCUNCKUX CTaHAApPTOB Kpuntorpaduyeckon 3sawuTbl KoHdbuaeHuUanbHON WHbOpMaLUn
(anroputmbl WwndposaHma B cooTBeTcTBuMM ¢ TOCT 28147-89, anropuTMbl BblpabOTKM M NpPOBEPKMU
3NEeKTpoHHOM noagnucn B cooTBeTcTBuM ¢ TOCT P 34.10-2001 mn ITOCT P 34.10-2012, anropuTMbl
XawmnpoBaHusa B cooTtBeTcTBMn € TOCT P 34.11-94 u TOCT P 34.11-2012). Wcnonb3lyeTcsa Takxe
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anropnt™m Ouddun-XennmaHa oTKpbITOro pacrnpeaenenus knwoden Ha 6ase NOCT P 34.10-2001 u MOCT
P 34.10-2012.

AyTeHTudurKaunsa KIneHT-cepBep MoXeT bbb 0AHOCTOPOHHEN N ABYCTOPOHHEN.

OOHOCTOPOHHAS  ayTeHTUdukaumsa obecneymBaeT MUHUMANBLHO HeO6XOoAUMbIA  YpPOBEHb
3alUuTbl, U BKJOYaeT B cebs:

— obs3aTenbHYy0 ayTeHTUduKaumo cepeepa 6e3 ayTeHTUdDMKALNUN KIINEHTOB;
— wudpoBaHme Tpadurka Mexay KJINEeHTOM U CEpPBEPOM.

Mpu paboTe B Q[aAHHOM pexuMe CepBep Ha 3Tane <«pyKomnoXxaTusi» He 3arnpalumBaeT
cepTuduMKaT KAMEHTA U yCTaHaBMBAETCS <«aHOHMMHOE» 3allMUeHHOe coeauHeHue. B aToM crnydae
K/IMEHT MOXEeT He WMeTb 3aKpbITOro Kjw4ya M cepTudukata, OA4HAKO Mpu 3TOM OH JMWIAETCS
BO3MOXHOCTU (OpMUPOBaTb 3NEKTPOHHYK MOAMMUCb MOA AOKYMEHTaMW. PeXuMm C oAHOCTOPOHHEN
ayTeHTuduKaumelnn cepeepa MOXeT MWCNOoMb30BaTbCA AN MpeAoCTaBAeHMss HeKOTOopon rpynne
nonb3oBaTtenem KoHdbuaeHUManbHON WHGOPMaUMM Ha OCHOBAHMM NApPOSIbHON 3aluuTbl, OAHAaKO
naposib B 3TOM chay4yae OyaeT npeabsiBASATbLCS MOMb30BaTesieM TOJIbKO TMOC/e YCTaHOBJIEHUS
3awmueHHoro  TLS-coeauHeHns ¢ Web-cepBepoM, 4TO nMOBbILAET YpPOBEHb 3aluTbl OT
HECaHKLMOHMPOBAHHOIO AOCTyMna MO CpaBHEHMIO C Mnepegayein naposisi NMo OTKPbITbIM COEANHEHUSIM.
Mpy OOHOCTOPOHHEN ayTeHTUdMKaLMM CcepBep 3anpawmBaeT cepTudukaT KIMEeHTa, HO €ro
OTCYTCTBUWE HE CUMTAETCS OLIMOKOM.

[BYyCTOpPOHHSA ayTeHTUdMKauua BKIOYaeT B cebs:
— B3aUMHYI0 ayTeHTudukaumo kameHta n Web-cepsepa ¢ noMoLbio nx ceptudurkaTos;
— wndpoBaHne Tpadumka Mexay KJIMEHTOM N CepBepoM;

— (bopMMpoBaHMe W MNpPoOBEpPKY 3JIEKTPOHHOW MOAMUCK NOA 3JEeKTPOHHbMM HTML-dopmamy,
3anoJIHAEMbIMX MOJSIb30BaTEISIMUN.

[BYCTOPOHHSAA ayTeHTudMKauMs no3sonseT obecneynmtb A[OCTYN B  3aKpbMyK 4acTb
Web-cepBepa TONbKO 3aperMcTpMpoBaHHbIM BnagenbuaMm ceptudukatoB. Npy 3TOM HYXHO WUMETb B
BMAY, UTO pasrpaHMyeHMe p[ocTyna K WHPOPMAUMOHHBLIM pecypcaM cepBepa, OCHOBaHHOE Ha
npoBepKe CepTUPUKATOB KJIMEHTOB, ropasao HajeXHee, YeM MNpocTOo NaposibHasa 3awuTa.

B pnaHHOM pexume paboTbl KAMEHTY Heob6XoAMMO CreHepuvpoBaTb 3aKpbbil U OTKPbITbIA
KJIIOUM U MOAYUUTb cepTudmKaT OTKPbITOro kjw4ya B Y.

TpeboBaHMas K TeXHWYECKUM W MporpaMMHbiIM CpeacTBaM KOMMbKOTEpPA, Ha KOTOpbIN
ycTaHaBnmBaeTcs ISA cepsep, onpeaensalTcs B AOKyMeHTauuu, NocTaBfseMOM BMeCTe C AaHHbIM
cepBepoM. [OMNOSIHUTENBbHO, Ha KOMMbIOTEP AO/MKHbI 6bMb ycTaHoBNeHbl CK3N «Kpuntollpo CSP» wu
MOAY/b NOAAEPXKW ceTeBoW ayTeHTudukaumm «Kpmntolpo TLS».

ONna BO3MOXHOCTU YCTaAHOB/IEHUSA 3aWMLWEHHONO0 COEAUHEHUS MeXAy KJ/IMEeHTOM U CepBepOM
ISA  HeobxoaMMO BHadane BbINyCTUTb CcepTUdUKAT  OTKPbITOro  Kjk4a, KoTopbi  6yaeT
MCMNONb30BaTbCA A9 CepBEPHON ayTeHTudumKauum no npotokony TLS.

K TakoMy cepTuduKkaTy NpeabaBistoTcs creayoumne TpeboBaHns:

-unmMs ceptudukata (Common name) AO/MKHO coBnagaTb C wuMeHeM nybnaukyemoro Web-
cepBepa npuknagHon cuctembl. Hanpumep: pif.nikoil.ru;

— 0651aCcTb MCMONb30BAHUA KJKOYa AO/HKHA codepxaTb: «AyTeHTudukauus Cepsepa».

JaHHbh cepTudmkaT fomkeH 6bMb yCTaHOB/IEH Ha cepBep ISA B npuBsA3Ke C KJKYOM MOANUCHK
(3aKkpbITbiM K/HOYOM). [pn 3TOM 3aKpbITbi KJIHOY NOANUCK A0/KeH bbb noMeuweH B peecTp OC.

Bbinyck n ycTaHOBKa cepTtudumkata ocyuwecTBnsaiTca 4depe3 APM nonb3oBaTtensd LeHTpa
peructpauun. NMopsaok AeNCTBUA onpeaenseTcs B UHCTPYKLUWM NONb30BaTesNto.

9.5. MNpunoxxeHne KOMaHAHOW CTPOKMU

MpunoxeHne KOMaHOHOW CTPOKM MpegHasHayeHo Aanas  paboTbl € MCMNOSIb30BaHMEM
MHDPaCTpyKTypbl OTKpPbITbIX KJo4en, wndposaHms/pacumndpoBaHus coobuennn,
CO34aHuNsA/MPOBEPKN 3JIEKTPOHHOM MNOAMMCKM WM X3WMpoBaHus. [lporpamma peanm3oBaHa B Buge
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ucnonHsemoro danna «cryptcp.exe», noapobHee cMm. XKTHAN.00088-01 93 01. T[punoxeHue
KOMaHAHOM CTPOKW ANns noanucu n wundpoBaHua dainnos.

9.6. AyTeHTudunkauus B gomeHe Windows

Ons ayTeHTudumkaumm nonb3oBaTenenn B goMeHe Microsoft Windows wucnonbsyertcss moaynb
«Kpuntollpo  Winlogon», KoOTOpbIi npeaHa3HadyeH Aand  obecneyeHns  KOHTponsa  AocTyna
nono3oBaTtene Kk APM'y, Kak BKJ/IIOYEHHOMY B CeTb AOMeHa, TaK U (PYHKLMOHMPYOLEMY NOKasbHO.
Ncnone3sytotca Enterprise CA, Kpuntollpo YU vnun agpyrme cOBMeCTUMbIE LLEHTPblI CepTUdUKaLmm.

Moaynb «Kpuntollpo Winlogon» peanusyetr paboTty ¢ Poccuiickumm kpuntorpadunyecknmm
anropuTMaMu Anasl NepBOro Lwara pacwumpeHHoro npotokona Kerberos B cootBetcTtBuM ¢ RFC 4556.
Public Key Cryptography for Initial Authentication in Kerberos (PKINIT), June 2006.

9.7. Ucnonb3oBaHne dhyHkunii CSP ypoBHSA siapa onepauWOHHON CUCTEMbI

Moaynb YypOBHA s4pa OnepauMoHHOM CUCTEMbl MO3BOASET UCMNO0Mb30BaTb OCHOBHbIE
kpuntorpadumyeckme dyHkumm (wudposBaHme/pacwundposaHne, nposBepka MOAMUCKU, BbIMUCTIEHME
3HaYeHMs X3W-@PYyHKUMN) Ha ypoBHe sApa OnepaurMoHHOM CucTeMbl. [aHHbIi MOAYy/Nb B MNEepBYIO
oyepeab npegHasHadeH ANs UCMOJIb30BaHUSA B MPUIOXKEHUSX YPOBHS s4pa OnepaunoHHON CUCTEMbI
(wndpaTtopbl IP npoTokona, XecTkoro aucka u T.4.). WHTepdenc moayns aHanormyeH mHTepdency
CSP ypoBHSI monb3oBaTenisi, C TEM WCK/IIOYEHMEM, YTO OH He no3BonseT paboTaTb C CeKpeTHbIMU
KJIlo4aMM MNosib30oBaTesss M He NpefocTaB/iISseT OKOHHbIM uHTepdelic. MNMogpobHee 06 MCMonNb30BaHUM
MoAaynsa cM. aokyMmeHT «XTHAM.00088-01 96 01. Kpuntollpo CSP. PykoBoACTBO NpOrpaMMmucTa».

9.8. lMpumepbl ncnonbzoBaHna CK3U «Kpuntollpo CSP» v 4.0»

Ona pa3spaboTtumkoB B cocTaB auctpumbytmBa CK3U «Kpuntollpo CSP» v 4.0» Bkw4atoTCs
pekoMeHaauun, cogepxxawime onucaHue wuHTepdenca TLS, noamHoxecTBo CryptoAPI 2.0,
peanusyemoe 6ubnmotekoni capilite.dll, n npumepbl MCNONb30BaHMA Ha YPOBHE BbBOBa OCHOBHbIX
dyHkumin CryptoAPI 2.0. B cocTtas aguctpmbyTmBa BKJ/IIOHYEHbI TaKXe MpuUMepbl UCNob30BaHMs CSP Ha
ypoBHe saapa OC, noanucu/mposepku noanmcu XML, wucnonb3oBaHusa xenroll, capicom, BbiBOB
dyHkumn CSP yepes nHtepdenc CSP.

Bonblwoe KoOAM4YecTBO NpMMEpPOB UCMnofb3oBaHua dyHkumn CryptoAPI 2.0, CAPICOM,
Certificate Services BxoauT B AokyMmeHTauumiwo MSDN m B MHCTpyMeHTapuih paspaboTtumka Platform
SDK.

Ha cepsepe Kpunto-Tipo (http://www.cryptopro.ru/CryptoPro/forum2/) BeaeTcs

KOH(epeHUMss No BOMpocaM MWCMNONb30BaHMA KpunTorpaduyeckmx GYHKUMA U cepTUdUKaTOB
OTKpPbITbIX K/toYen un knwder nposepku 1.

Bce BbllWenepeyuncrieHHble BapuaHThbl BCTpamnBaHus " NCMONIb30BaHUS CK3M1
«Kpuntollpo CSP» v 4.0» A0/MKHbI NPUMEHATBCA € ydyeToM n. 1.5 ®dopmynsapa. Npn 3TOM yKasaHHble B
HacTosweM LOKYMeHTe nHTepdencol ABNAOTCA YPOBHSIMMU BCTpamBaHus CK31

«Kpuntollpo CSP» v 4.0» B npuknaZHble CUCTEMbl U He HABAAIOTCH NPUNOXEHUAMU, BXOAALWLMMU B
COCTaB OrnepayunoHHbIX CUCTEM.

10. UcTopunsa Bepcumn

10.1. «Kpuntollpo CSP» Bepcun 1.1

— M3MeHeH 6a30Bbii maeHTUGUKATOP, WCNOMAb3yeMbld ANns MpeacTaB/eHUss anlroputMoB B
cepTudmkaTax u Kpyntorpadmyeckmnx cooblieHunsx;

— Mi3MeHeHO npeacTaBfieHWe NapaMeTpoB p, , @, Y3/10B 3aMeHbl X3W-(YyHKUUN N WndpoBaHUS
B cepTudukaTax OTKpbITbIX Koden u ¢popmaTte coobweHnin S/MIME (PKCS#7, RFC 2630). B cBa3u ¢
3TuM, Bepcus 1.0 He coBMecTmMMa € Bepcuein 1.1;
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- [do6aBneHo oTtobpaxeHne anroputmoB FOCT B auanorax MO Microsoft Outlook Express n MO
Microsoft Outlook;

- [lobaBneHa nopaepxxkKa 3/1eKTPOHHOro 3aMka «Cobonb» (HUM WHbopmsawmuTa);
- [lobaBneHa perncTpaumus yctaHoBneHHon Bepcumn «Kpuntollpo CSP»;

— ObecneuveHa nogaepxka «Kpuntollpo CSP» B OC Windows ME;

- YpaneHa noaaepkKa OTKPbITbIX Ko4yen anvHon 512 6ur;

— ObecneuveHa paboTtocnocobHocTb ¢ Internet Explorer 5.5;

— PeanusoBaHo XpaHeHMe CePTUMUKATOB OTKPbITbIX KAKYen W kaw4dein npoBepkun S B
K/IIO4YEBOM KOHTeWlHepe;

— PeanusoBaHa BO3MOXHOCTb YCTaHOBKWM cepTuduKaTta nosb3oBaTens W3  KJK4YeBOro
KOHTelHepa B crnpaBoO4YHMK cepTudukaTtos Windows m3 naHenu ynpasnenus «Kpuntollpo CSP».

10.2. «Kpuntollpo CSP» Bepcumn 2.0.

— PeanusoBaHa BO3MOXHOCTb YCTaHOBKWU cepTudmKaTa B CnpaBoyHUK cepTudunkatos Windows
n dopMUpoBaHME CCbUIKM C JIMYHBIM 3aKpbTbiM KJKOYOM MOMb30BaTeNsd W3 MaHenu ynpasfeHus
KpuntolPO CSP;

— PeanuzoBaH uHTepdenc CMeHbl U yjaneHus naposs K/AKYEBOro HOCUTENs U3 naHenu
ynpasseHus Kpuntollpo;

— ObecneyeHa nogaepxka Kpuntolpo CSP B OC Windows XP;
— PeanunsoBaH uHTepdeinc PC/SC ana paboTbl CO cUUTbIBATENSMN CMapT-KapT;
- [lobaBneHa nopaepxka UCB kntouelr eToken;

— PeanusoBaHbl anroputMbl AMBEPCUPUKALUN  KIIOYEN U ayTeHTUuduKauum, no3BonswLwmne
BbiMyckaTb M 06CnyXuBaTb WHTeNNeKkTyasnbHble KapTodkm «Ockap 1.*» m «PUK-1», peanusytowme
anroput™m wudposaHua MOCT 28147-89;

— PeanusoBaH anroputM 2l B cooTBeTcTBuKM ¢ TOCT P 34.10-2001;

— MoppepxwuBaroTcs Habopsbl napameTpoBs FOCT P 34.10-2001, 3anjlaHMpoBaHHbIe K
MCMOJ/Ib30BAHUIO B MHTeNNEKTYyasbHbiX KapTax «Ockap 2.*» n «PUK.

10.3. «KpunTtollpo CSP» Bepcun 3.0.

- Wcknwyena nogpgepxka OC Windows 98/ME (Ha »3Tux nnatdopMax BO3MOXHO
ucnone3osaHne «Kpuntollpo CSP» Bepcum 2.0, KOTOpas COBMeCTMMa MO  BbINOJIHAEMbIM
kpuntorpadumyeckmm yHkumam ¢ CK3U «Kpuntolpo CSP» Bepcun 3.0);

— ObecneveHa nogaepxka OC Windows 2003; pobasneHa nogaepxka nnatdopm Linux 7, 9,
FreeBSD 5, Solaris 9 Update 4 (paHee Tonbko Solaris 8);

— PeanusoBaH npoTokos ceTeBon ayTeHTudumkaumm «Kpmntollpo TLS» Ha Bcex nnaTdopmax;

— Ha UNIX-nnatdopmax pobasneHbl moaynn o6paboTkm cepTUdUKATOB OTKPLITbIX KAKOYEN WU
noAdep>XKu CnMcka OTO3BaHHbIX CEpTUPUKATOB;

— Ha UNIX-nnaTtdopmax gobasneHbl Mogynm paboTbl XpaHuAuWaMm cepTtudukaTos;

- Ha UNIX-nnatdopmax pobasneHbol moaynu o06paboTkum noanmcaHHblX, 3awundpoBaHHbIX W
aApyrux coobueHun dpopmata CMS (PKCS#7);

- Ha Windows-nnatdopmax pgobasneHbl moaynu o6paboTkm noanmcaHHbix XML coobuieHuin
(XMLdsig);

- Ha Windows-nnatdopmMax pacwupeHa nogaepxka Microsoft Office (Word, Excel, Outlook);
- Yny4yweHa macwrtabupyemMocTb Ha MHoronpoueccopHbix SMP n HyperThreading cuctemax;

—YBenuMyeHa npomM3BOAUTENBHOCTb KpunTorpadudeckmx npeobpaszoBaHuMi Ha nnaTdopmax
IA32 B 2-3 pa3sa;

—3akpbmble ko TOCT P 34.10-94 HaMeuyeHbl K yganeHnio B 6yaywmx Bepcusix
«Kpuntollpo CSP», 0 4éM BbigaéTcs npeaynpexaatwliee cooblieHMe B MOMEHT MX CO34aHus;

-K cywecTBywowmM cnocobamM  ynpaBneHus  kJodyaMu  gobaBnieHa  BO3MOXHOCTb
OCYLLECTB/IEHMA 3alUTbl KOYa NpU MOMOLLM 3aWwndbpoBaHUS AAHHOIMO 3aKPbITOro K/jto4da Ha ApYrom
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3aKpbITOM KJito4e U Mpu nNoMowKn pasgeneHnda AoCTyrna K HeEMY MeXAy HECKO/IbKMMU KIHo4YEBbIMU
HOCUTENAMU,

-B coctaB CK3U «Kpuntollpo CSP» Ha Bcex nnatdopmax pobasneHa peanusauyus
KpuntonpoBaigepa B popMe gparisepa;

- WcnonHeHus, obecneuymBawlime 3awunty knacca KC2, peannsoBaHbl Af KpunTonpoBanaepa
B bopMe cepBMCa XpaHEHUs KIto4en;

- B cBA3M C pacwupeHneM nogaepxmpaembix nnatdopm «Kpuntollpo CSP» Bepcum 3.0
peanusoBaHo B 10 WUCMONTHEHUSX, OT/IMYarLWmxcs NpoOrpaMMHoO -annapaTHoO1 cpenomn
dYHKLUMNOHMPOBAHNS, COCTAaBOM MPOrpaMMHbIX MOAYNEN W KAACCOM 3awutbl «TpeboBaHumin K
cpencTBaM Kpuntorpaduyeckon 3awmtbl KoHdDUAeHUManbHon uHbopMauum».

10.4. «Kpuntollpo CSP» Bepcun 3.6

— O6bHOBNEH W pacwupeH nepeyeHb MporpaMMHO-annapaTHbiX cped @GYHKULWOHUPOBaHUSA
«Kpuntollpo CSP» Bepcuun 3.6;

- B koae ucknoyeHa BO3MOXHOCTb UCMoNb30BaHMsa cTaHgapta FOCT P 34.10-94;

—-B coctaB OCHOBHbIX Moaynen BkawudeH <«Winlogon» - Moaynb ayTeHTudukauum
nonb3oBaTtens B gomeHe Windows;

- B coctaBe aBTOHOMHOro APM wucnonb3yeTcs yTuauTa BbIpaboTKM raMMmbl; WCMOMb3YyeTCs
ramMma nocTaslimka ana nHuuuanmsaunm MNACY;

- PacwmnpeH BHewHun uHTepdeinc CK3UM ana obecnedyeHms paboTbl npoBanmaepa C
dyHKUMOHANbHbIM  KAto4eBbiM HocuTeneMm (®KH), cornacoBaHusl KJw4er ANS WUCMOJAb30BaHUA B
peanusauunsax npotokona IPSec, paboTbl C ApyrMMn NpUNOXKEHUAMU;

— PeanunzoBaHo ncnonHeHne CK3W c obecneyeHneM knacca 3awmtbl KC3;
- BHegpeHa 6ubnnoTteka 64-pa3psgHon apndMeTuKku;
—YcoBepleHCTBOBaHbl QYHKLUN BbMUCIEHUS KPATHOM TOYKM SANMMTUYECKON KPUBOW;

- M3MeHeH Kop acceMbnepHblX BCTaAaBOK nog komnunatop JASM ans  yHMUULUMPOBAHHOMO
ncnonb3oBaHusa Ha nnatdopmax Windows, Linux, FreeBSD, SPARC Ha nnatdopme Intel;

— ObecneyeHa peanusauua npotokona EAP/TLS;

- MNepepaboTaH ppaiiBep HacTpoikm OC wn kKoHTponsa uenoctHoctn MO CK3WM B cBS3M C
M3MEHEHNEM KOAa OMepaLMOHHbLIX CUCTEM M paclmpeHus mx nepedvHs (Windows 2008);

- BBegeHo orpaHuyeHue o6paboTtkm uHdbopMauum B pexume CRYPT_SIMPLEMIX_MODE Ha
04HOM KJitoye He 6onee 4 merabanta, nNpu ncnonbloBaHum anropmtma MOCT 28147-89.

10.5. «KpunTtollpo CSP» Bepcumn 3.6.1

— [ob6aBneHbl ncnonHeHns 3 — 5 knacca 3awunTtbl KC3;
— ObecneuveHa pabota c wudpytowen darnoson cuctemon Kpunrtollpo EFS;
- [lobaBneH moaynb npotokosioB Kpuntolpo IKE, ESP.

10.6. «KpunTtollpo CSP» Bepcun 3.8

—ﬂ,06aBﬂeHbl MeXaHn3Mbl ynpaB/ieHNUA UL EH3NAMN.

10.7. «KpunTtollpo CSP» Bepcun 3.9

- BknoyeHo wucnonHeHwe knacca 3awutbl KC3, dyHKUMOHMpYOWEEe Ha NpPOrpaMMHO -
annapaTHbiX nnatdopmax Windows 8/2012;

— ObecneyeHo @yHKUMOHMpoBaHne CK3W Ha nporpammHo-annapaTHbix nnatdopmax Windows
8.1/2012R2.

26



XKTAMN.00088-01 90 01. Kpuntollpo CSP. OnucaHue peanusaumu

10.8. «KpunTtollpo CSP» Bepcun 4.0

— PeanunsoBaHa noaaepxxka aaroputMoB (OpMMPOBaHUS U MPOBEPKU 3JIEKTPOHHON MOAMMCK MO
FOCT P 34.10-2012;

— PeannsoBaHa nogaep)xka anroputmMos xawunposanmsa no NOCT P 34.11-2012;

— PeanunsoBaHa noaaepXxkKa anroputMoB, COMYTCTBYHOLWMUX NpuMeHeHuto cTaHgaptoB [OCT P
34.10-2012 n TOCT P 34.11-2012;

— PeanusoBaHa noaaepxka Java-nnatdopm c native-peanusaumnen;
— PeanusoBaHa noaaepxka ycTponcTs, paboTtatowmx Ha OC Android;
— HoBbm BnoACH ans yctponcTs, paboTtatowmx Ha OC iOS u Android;
— PeanusoBaH mMoaynb noaaepxkum nHrtepdenca Mozilla NSS;

— ObHOBNEH W pacwuMpeH nepeyeHb MporpaMMHO-anmnapaTHbiX cpej QYHKLMOHMPOBAHUS
«Kpuntollpo CSP» Bepcuu 4.0;

- B cBA3n ¢ pacwupenveMm noaaepxusaemblx nnatdopm «Kpuntolpo CSP» Bepcun 4.0
peanu3oBaHO B HECKOSIbKMX MWCMNOJSIHEHMSX, OT/IMYaAKOLWKUXCS NporpaMMHO-annapaTHOM Ccpenomn
dYHKLMNOHMPOBAHNS, COCTaBOM MPOrpaMMHbIX MOAYNEN U YPOBHEM 3aLLUThI.

- Ana anroputma FOCT P 34.10-2012 peanm3oBaHa BO3MOXHOCTb BbMWUC/IEHUS KPATHOM TOKMU
Ha OCHOBE 3/IMNTUYECKUX KpMBbIX B dopMe DaBapAca;

— PeannsoBaHa uvHTepdencHas HaACTpoMKa HaA KpunTonpoBanaepoM B uUenax obecneveHus
BO3MOXHOCTWM paboTbl 6pay3epa Mozilla Firefox ¢ nmcnonb3oBaHMeM POCCUACKUX KpUnTorpapuyeckmx
a/IrOpUTMOB;

11. WNHdopmauma ans nonb3oBaTtenemn

Ona nonydyeHus AOMOJSIHUTENbHOM WHMOPMauMM O AAHHOM NpPOoAYKTE, a TaKXe 0 Apyrux
npoayktax OO0 «KPUMTO-IMPO», MOXHO obpawaTbCs Mo agpecy:

Cnyx6a MapkeTuHra u TexHuyeckon nogaepxkun Kpunto-Tlpo.
127018, MockBa, Cywesckuin Ban 18, OO0 «KPUMTO-MPO».
TenedoH: +7 (495) 995 4820

dakc: +7 (495) 995 4820

e-mail: info@CryptoPro.ru WWW: http://www.CryptoPro.ru
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