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1. OBWIMNE YKA3AHNA

1.1 ®opmynap Ha wu3genue «CpeacTBO  KpunTorpaduyeckon  3awutbl  MHGOpMaumm
«Kpuntollpo CSP» v 4.0» XTSAM.00088-01 (manee - CK3U), ssBnsieTca AOKYMEHTOM, yAOCTOBEPSIOWUM
rapaHTMpoOBaHHblE M3roTOBUTENIEM OCHOBHble XxapakTepucTukm CK3W, onpegensowmMm KOMMOAeKT
MOCTaBKKW, OTpaXkalolWMM CBeAeHMs O MPOM3BOAMMBIX M3MEHEHMUSIX B KOMMJEeKTe MOCTaBKM U apyrue
AaHHble 3a BeCb Nepuoj 3Kcnayatauuu.

1.2 3Dkcnnyatauma CK3WM pgomkHa nNpoBOAMTECS B COOTBETCTBMM C  3KCMyaTauWMOHHOWN
AOKyMeHTauuen, npeaycMoOTpeHHOW HacToAwmM @opMynspoM, M B COOTBETCTBMM C pasgenom V
«[lonoxeHns o paspaboTke, nNpoM3BOACTBE, peanmsaumm U 3KCAayaTauum WnUdpoBasbHbIX
(kpunTorpadunueckmnx) cpeacTs 3awmnTbl MHGopMaumn (MonoxeHune MNK3-2005)».

1.3 Mopspok obecneyeHns WHGOpPMaLMOHHON 6e30mMacHOCTM Mpu  ucnonb3oBaHum CK3U
onpepensieTcs pyKOBOAUTENEM 3KCMayaTupylowen opraHmsauum Ha ocHoBe TpeboBaHuii no
OpraHM3auMoOHHO-TEXHUYECKMM MepaM 3alluTbl, N3/TOXKEHHbIM B 3KCMyaTaLMOHHOW AOKYMEHTaUuu.

1.4 Mpu skcnnyaTaumm CK3UM gO/MKHBI MCMOMB30BaThCA CepTUdUKaTbl KKYel 3N1EeKTPOHHOM
noanucm  (ceptudukaTbl  OTKPbITbIX  K/OYEN),  BbiMylWeHHble  YAOCTOBEPSAKWMM  LEHTPOM,
ceptudmympoBaHHbiM ®CB Poccum No KNaccy 3alluTbl HE HUXE Kacca 3aliuTbl ucnosabsyemoro CK3N.

1.5 TMpwu BcTpamBaHum CK3M B npuknagHble CUCTEMbl HEOBXOANMMO MO TexXHUYEeCKOMY 3a4aHuio,
cornacosaHHoMy ¢ 8 UeHTpom ®CB Poccun, NpoBOAUTb OLEHKY BAUAHUSA cpefbl GYHKLWOHNPOBAHUS
CK3W Ha BbinonHeHue npeabsaBneHHblx K CK3UW TpebosBaHuii B cnyvasx:

— €Ccnu nHdopMaumsa KOHPUAEHUMANBbHOrO XapakTepa, NOANEXWUT 3awuTe B COOTBETCTBUM C
3aKoHogaTenbCTBOM Poccuickon denepaunm;

— MpW opraHMsauumm 3awuTbl KoHdMAeHUManbHoM uHdopMauuu, obpabaTtbBaemon CK3U, B
denepanbHblX OpraHax WCMOJIHATENBbHOW BNACTW, OpraHax WCMOSIHUTENbHON BNacTn Cyb6bekToB
Poccuinckon degepaumnu;

— Npu opraHumsaumm KpuntorpadmMyeckon 3awuTbl  KOHdDuaeHUManbHOWM  uHbOpMauuu,
obpabaTtbiBaemoit CK3W, B opraHmMsaumsix He3aBUCMMO OT WX OpraHu3auWoHHO-NpaBoBOM OpMbI U
¢dopMbl COBCTBEHHOCTU MPU BbINOSIHEHMM MMM 3aKa30B Ha MOCTaBKYy TOBapoB, BbINOJSIHEHME paboT mam
OKaszaHue yCnyr Assi rocyAapCTBEHHbIX HYXA;

— ecnn 0653aTeNnbHOCTb 3aluTbl MHPOPMaLMM KOHdMAEHUNANbHONO XapakKTepa BoO3JaraeTcs
3aKoHogaTenbCTBOM Poccuinckon degepaumn Ha Aud, UMEKOWMX AOCTYN K 3TOM MHPOpMauun wau
HaZeNeHHbIX MOSIHOMOYMAMW MO  PaCMNOPSXKEHU  CBEAEHUAMM, COAEpXalMMUCA B  AaHHOWM
nHdbopmauuu;

— npu obpabaTbBaHun MHbDOPMaUMM KOHDMAEHUMANBHOrO xapakTepa, obnagatenem KOTOpoK
ABNSAIOTCS roCyAapCTBEHHblE OpraHbl MAM OpraHmMsauunu, BbINOMHSAKOLWME roCcyaapCTBEHHbIE 3aKkasbl, B
criydyae MpuUHATUS MMKM Mep MO OXpaHe ee KOHMWUAEHUMANbHOCTM MyTEM WCMOJSIb30BaHUSA CpeacTB
Kpuntorpadunyeckom 3awuThbl;

- npu obpabaTbBaHMM uWHDOPMaLUUM KOHMUAEHLMANBHOINO XapakKTepa B roCcyAapCTBEHHbIX
opraHax UM B OpraHmMsauusx, BbINOJHAWMUX rocyAapcTBeHHble 3aka3sbl, obnagatenb KOTOPOWM
npMHMMaeT Mepbl K OXpaHe ee KOHdMAEHUMANbHOCTM MNyTEM YCTaHOBJIEHMS HeobxoAMMOoCTw
Kpuntorpadnyeckom 3amnTbl AaHHOM MHbOpMaL UK.

B ocCTanbHbIX Ccny4dasix pekoMeHAyeTCs MpOBOAWUTb YCTAHOBJIEHHbIM MOPSAKOM MNPOBEPKY
KOoppeKTHOCTU BcTpamsBaHusa CK3M B npuknagHbie CUCTEMbl C LeNbl OueHKM 060CHOBAHHOCTU W
AOCTaTOYHOCTM Mep, NPUHATbLIX Ans 3awutbl MHbopmauum, obpabatbiBaemoin CK3W.

MNpoBeaeHne OUEHKWM BJIUSHUS TMPUIOXEHUA, MNepeducseHHbiX B M.2 [lpaBun Nonb30BaHUA
XKXTAKN.00088-01 95 01, He TpebyeTcA.

B cnydae wucnonb3oBaHWSA BbI3OBOB, HE BXOASAWMX B nepedyeHb [MpunoxeHus 2 AOKYMEHTa
XKXTAN.00088-01 95 01. MpaBuna nosb30oBaHMA, HeO6X0AMMO MpPOU3BOAUTb pa3paboTKy OTAEbHOIro
CK3WM Ha 6a3e «Kpuntollpo CSP» Bepcusi 4.0 B COOTBETCTBUM C AENCTBYIOLEN HOpMATUBHON 6a30li (B
yacTHocTu, ¢ MNocTtaHoBneHneM lMpaButenbctBa Poccuickon ®epepaumm ot 16 anpens 2012 r. N2313
n MMonoxeHnem o pa3paboTke, NpPOM3BOACTBE, peanusaumnm wn 3KcayaTaumm wWndpoBasbHbIX
(kpunTorpadunyeckmx) cpeacTs 3awmtbl nHpopmaumm (MonoxeHune MK3-2005)).

1.6 CK3U cooTBeTCcTBYET «TpeboBaHMAM K cpeacTBaM 3N1eKTPOHHOM nognucu» (MpunoxeHue 1
K lMpukazy ®CBb P® ot 27 pgekabpsa 2011 r. N2 796 «06 yTtBepxaeHun TpeboBaHuii K cpeacTBam

3



XTM.00088-01 30 01. Kpuntolpo CSP. dopmynsip

3NEKTPOHHOMN noanucun n TpeboBaHWUi K cpeacTBaM yAOCTOBEPSIOWEro LEeHTpa») Npu MCMosib30BaHUU
B CuUCTeMaxX C aBTOMaTUYECKMM CoO34aHnMeM un (nnm) aBTOMATUYECKOM MPOBEPKON 3SNEKTPOHHOM
noAanucu.

1.7 ®opmynsip BXOAWUT B KOMMeKT nocTaBkn CK3U n fomkeH NOCTOSSHHO XpPaHUTbCA B OpraHe
(noapasaeneHnn), oTBETCTBEHHOM 3a akcnnyaTauuto CK3N.

1.8 Bce 3anucu, BHOCUMMblE B OpPMYSip, AO/MKHbI ObITb 3aBEpPEHbI ML aMKU, OTBETCTBEHHbLIMU 3@
akcnnyaTtauyuto CK3N.
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2. TPEBOBAHNA K SKCIJTYATAUMN CK3U

Mpu akcnnyaTaunm CK3M A0mKHbI BbIOHATLCA Crieaytolme TpeboBaHus:

2.1 C nomowbd CK3M He ponyckaerca ob6pabatbiBaTb MWHPOpPMaUMIO, coaepKallyto
CBeAEeHUNs1, COCTaB/SOLLIME FrOCYAAapPCTBEHHYO TalHy.

2.2 [onyckaetca wucnonb3oBaHne CK3M ans kpunTorpadvyeckoi 3aluTbl NepCcoHasbHbIX
[aHHbIX.

2.3 KnoueBas MHdpopMauusa SBASETCS KOHMUAEHLMANbHOM.

2.4 Cpok pencTtBusa Kkaw4ya nposepkn DI - He 6onee 15 netr nocne OKOHYaHUSA CpoKa
OENCTBUSA COOTBETCTBYOWeEro katoda Jr1.

2.5 BHewHsIa ramMMma, wucrnonbdyemas AN WHUMUMaNM3auumM COCTOSIHMS rnporpaMmHoro [CH,
aBnsieTca KoHbuaeHUanbHON.

2.6 CK3M1 OO/KHO MCNONb30BaTbCH co cpeacTtBaMu AHTMBUPYCHOM 3alUUThI,
ceptudmymposaHHbiMm ®CB Poccumn. B cnyyae mMX OTCYTCTBUSA PEKOMEHAYyeTCS MO BO3MOXHOCTMU
MCMONb30BaTh CYyLECTBYOLWME aHTUBUPYCHbIE CcpeacTBa 3awuTbl. Kracc aHTUBMPYCHbIX CPeacTB
3aWuTbl onpegensieTcs ycaosmsamMmn akcnnyataumm CK3M B aBTOMaTU3NPOBaHHbLIX CUCTEMAX.

2.7 PasMeuweHne CK3M B noMelleHMsX, B KOTOPbIX ocyuwecTBnseTrcs obpaboTka nHdbopmMauum,
cojepXalwein cBefeHus, COCTaBASAKLWME roCyAapCTBEHHYIO TalHy, OCYLECTBASEeTCS yCTaHOB/EeHHbIM
NnOpsAAKOM.

2.8 TMpun akcnnyaTtauum CK3UM Heobxoanmo pykoBoacTBoBaTbCA lNonoxeHmem [MK3-2005.

2.9 Mpn »skcnnyataunm CK3M  Heobxoammo BbINOSHEHWE AeNCTBYOWMX B Poccuiickon
depepauunm TpeboBaHMn MO 3awWwmuTe MHPOPMALMM OT yTEYKM MO TEXHUYECKUM KaHasiaM, B TOM 4uce,
no KaHany csasu (Hanpumep, CTP-K).

2.10 YcTtaHoBka CK3UM Ha pabouee MecTO nonb3oBaTesiss MOXeET ObTb OCYLUECTBIEHA TOSIbKO B
cnyvyae NoATBEPXAeHUS LesI0OCTHOCTH MOJIYYEHHbIX  YCTAHOBOYHbIX  Moaynen CK3U wu
3KCnayaTaunoHHo pokyMmeHTauum (n. 2 XTHAW.00088-01 91 01. Kpuntolpo CSP. PykoBOACTBO
aaMmHuUcTpaTopa 6e3onacHocTn. Obwas 4acThb).
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3. ObWWNE CBEAEHNA N OCHOBHbIE TEXHUYECKWUE OAHHbIE

3.1 CK3M npegHasHayeHO Ans 3alMTbl OTKPbITOM MHMOpMauMmM B WMHOOPMaUMOHHbBIX CUCTEMax
obuwero nonb3oBaHus (BbMUCNEHME/NMPOBEPKA 3NEKTPOHHOM MOANUCK) U 3aWnTbl KOHDUAEHLMAbHON
nHdopMaunm, He coaepXxallen cBeAeHMN, COCTaBSAIOWMNX NOCYAAapCTBEHHYO TalHy, B KOPNOpaTMBHbIX
MHMOPMaLNOHHBIX CUCTEMAX C BbIMOJIHEHMEM CrlIeAYWNX PYHKLNA:

1) 3aWMleHHOe  XpaHeHWe MOJIb30BATENIbCKUX  KJIOYEM B KJOYEBOM  KOHTElHepe ¢
NCMNOMIb30BaHMEM LM POBaAHUSA, UMUTO3ALUNTBI U ayTeHTUdDMKaLUKN AoCcTyna;

2) wndpoBaHUe, BbMUCIIEHNE MMUTOBCTABKMW, X3LIMPOBaHWE, CO3[aHMNe/NpoBepKa 31eKTPOHHOM
noAnuUCKU AaHHbIX B 06/1aCTSX NaMATY;

3) dopMMpoBaHME CECCUMOHHBIX KJlOUERn, KJtoYen obMeHa M K4den cosagaHusi/nposepkn M, nx
MMMOPT/3KCNOPT U3/B KKOYEBOW KOHTENHep;

4) naeHTudmrKaums, ayTeHTudukaums, wndposaHmue n nmmtosawmrta TLS -coegnHeHun;

5) ayteHTudumkaums B gomeHe Windows ¢ ncnonbzosaHueM «Kpuntolpo Winlogon».

3.2 CK3U dhyHKLMOHUPYET B CreaytoLmx NporpaMMHO-annapaTHbIX cpeaax:
Windows
BkntovyaeT nporpaMMHO-annapaTHbie cpeabl:
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).
LSB Linux

Bkntouaet anctpmbyTmBbl Linux, yaosneTsopsawowme ctaHgapTy Linux Standard Base ISO/IEC
23360 Bepcun LSB 4.x:

CentOS 4/5/6/7 (x86, x64, POWER, ARM);
TA OC AUC dCCMN Poccuum (GosLinux) (x86, x64);
Red OS (x86, x64);
Fedora 23/24/25 (x86, x64, ARM);
Mandriva Enterprise Server 5, Business Server 1 (x86, x64, ARM);
Oracle Linux 4/5/6/7 (x86, x64);
OpenSUSE 13.2, Leap 42 (x86, x64, ARM);
SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64, POWER, ARM);
Red Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER, ARM);
CuHTe3-0C.PC (x86, x64, POWER, ARM);
Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10 (x86, x64, POWER,
ARM);
Linux Mint 13/14/15/16/17/18 (x86, x64);
Debian 7/8 (x86, x64, POWER, ARM);
Astra Linux Special Edition (x86-64).
nix
Bk/touaeT nporpaMMHoO-annapaTHbie cpeapl:
ALT Linux 7 (x86, x64, ARM);
ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux Server (x86, x64);
POCA XPOM/KOBANBT/HUKE/b (x86, x64);
FreeBSD 9/10, pfSense 2.x (x86, x64);
AIX 5/6/7 (POWER);
Solaris
BkJitoyaeT nMporpaMMHO-annapaTHbie Cpeabl:
Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

cC

MpumeyaHusa:
1. Mpu skcnnyataymm CK3N HeobxoAMMO yuuTbiBaTb, YTO MOPSAAOK M CPOKW 3KCMyaTauum
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onepauMoHHbIX CUCTEM, B cpeae KoTopbix yHKUMOHMpYeT CK3U, onpenensitoTcss npousBOAUTENSMU
onepauMoHHbIX cucTeM. Mcnonb3oBaHWe onepauMOHHbIX CUCTEM, MNOAAEPXKA KOTOPbIX OCTaHOB/EHa
npou3BOAMTENEM, HE AOMNMYyCKaeTCs.
2. Ona cnepyowmx OC Heobxoanma cepBepHas MU eH3uns:

Microsoft Windows Server 2003;

Microsoft Windows Server 2008;

Microsoft Windows Server 2008 R2;

Microsoft Windows Server 2012;

Microsoft Windows Server 2012 R2;

Bce OC c apxuTeKkTypoi, OTIM4YHOM OT x86/x64 (POWER, Sparc);

Red Hat Enterprise Linux Server;

Ubuntu Server;

Solaris;

FreeBSD;

AIX.

3.3 AnroputMm 3awmdpoBaHus/paclumdpoBaHns AaHHbX U BbMUC/IEHWME MMUTOBCTaBKW peasin3oBaH B
cootBeTCcTBUMM C TOCT 28147-89 «CucteMbl 06paboTkm MHpopMauum. 3awuta Kpuntorpaduyeckas.
AnroputM Kpuntorpaduyeckoro npeobpasoBaHus».

3.4 AnroputMbl  (QOPMMPOBAHMA U MPOBEPKM INIEKTPOHHOM MOAMUCU  peasnin3oBaHbl B
cooTtBeTcTBMM C [OCT P 34.10-2012 «WMHdopMaumnoHHasa TexHosormsa. Kpuntorpadwuueckas 3sawmuta
nHpopmauun. Mpoueccbl GOPMMPOBAHMUS U NPOBEPKN 3NEKTPOHHOU umdposon nognucu» mn FOCT P
34.10-2001 «WHdopmaumoHHaa TexHosnorusa. Kpuntorpaduuyeckas 3awmta uHbopmauuun. lNpoueccel
dopMnpoBaHMS N NPOBEPKMU IJIEKTPOHHOM LM(POBON NOAMUCU>».

3.5 AnropuTMbl BbIpaboTKM 3HAYEHUa X3W-(PYHKUUN peann3oBaHbl B COOTBETCTBUM C
MOCT P 34.11-2012 <«WHdopmaumoHHasa TexHonorus. Kpuntorpadwyeckas 3awmuta wuHboOpMauuu.
OyHKUMA xawmpoBaHua» u FOCT P 34.11-94 «WHdopmaumoHHas TexHonorus. Kpuntorpaduyeckas
3awmta nHdpopMaumm. OyHKLUMS X3 LWWNPOBAHUS».

Ncnonb3oBaHne cxembl noanucm FOCT P 34.10-2001 gna dopmupoBaHmsa noanucu nocne 31
nekabpsa 2018 roga He gonyckaeTcs.

3.6 CeTeBas ayTeHTUdUKaUmMSa peanmsoBaHa Ha 6a3e npoTtokona TLS v.1.0 ¢ ucnonb3oBaHMEM
anroputmMoB n.n. 3.3-3.5 B COOTBETCTBUM C AOKYMeHTOM <«WMHdOpMauMoOHHaAs TexHOoJsorms.
Kpuntorpadumueckas 3awuta wHdpopmauumn. PekomeHgauumm no cTaHaapTusauuu. Wcnonb3osaHwue
HabopoB anroputmoB wWndpoBaHns Ha ocHoBe [OCT 28147-89 pna npotokona 6e3o0macHoOCTHU
TpaHcnopTHOro ypoBHs (TLS). TexHMyeckuMn KOMUTET nNOo CcTaHpgaptusauum «Kpuntorpadwuyeckas
3awmta nHdopmaumm» (TK 26)»;

3.7 KnouyeBas cuctema CK3M obecnedymBaeT BO3MOXHOCTb MAapHO-BbIBOPOYHON CBA3K
aboHeHTOB ceTn (MO TUMY <KaXAblh C KaxAbiM») C MCMONb30OBAHMEM ANA KaxAoW napbl aboHeHTOB
YHUKaNbHbIX K/Il0YEN, co34aBaeMbIX Ha OCHOBE MPUHLIMMNA OTKPbITOrO pacrnpenesieHns KYen.

3.8 BapuaHTbl BO3MOXHbIX HOCUTENen AN XpaHeHus kawoden 3Ol (3akpbmbiX KKOYEN) B
3aBMCUMOCTM OT ucnonbdyemon OC oTpaxeHbl B Tabnuue 3.1.

Tabnuua 3.1 - Mcnonb3oBaHWe KJIOYEBbIX HOCUTENlel B 3aBMCMMOCTW OT MpOrpaMMHO-annapaTHOM
nnaTdopmMbl.

Hocurenb /0OC W:i[r‘l\dsozws Wi:gzws Linux | FreeBSD | Solaris | AIX
r™MA 3,5”, USB aucku + + + + + -
CmapTtkapTtel GEMALTO (GemSim1l, GemSim2, Optelio, + + + + + )
OptelioCL, OptelioCL2, Native)
eToken, Jacarta + + + - - -
USB-TokeHbl PyTokeH 3 LN (Flash, Bluetooth), PyTokeH + n + + ) )
Lite
CmapTkapTbl PyTokeH Lite SC, PytokeH 240N SC + + + + - -
PyTokeH S + + + - - -
Novacard + + + + + -
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CwmaptkapTtbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, + + + + + _
TRUSTS, TRUSTD)

CmapTtkapTta Y2K + + + + + -

Cmaptkapta MS_KEY K + + - - - -

ESMART Token + + + - - -

CmapTkapTel Athena IDProtect, MorphoKST, Cha cardOS, " + - - - -

Cha JCOP

CmapTtkapTbl AnnoTt INPASPOT Series, SCOne Series + + + - - -

Paspen HDD M3BM (B Windows - peecTp) + + + + + +

NpeHTndumkaTtopbl Touch-Memory DS1995, DS1996 + - - - - -

MpnMeyaHuns:

1. XpaHeHune 3akpbiTbix kntoven Ha HDD N3BM mn USB aunckax (B peectpe OC Windows, B pasaene
HDD npu pa6ote noa ynpasneHunem apyrux OC) gonyckaeTcs TOJIbKO MpPU YCIOBUM pacrnpoCTpaHeHus Ha
HDD, USB aguck wmnm Ha M2BM ¢ HDD Tpe6oBaHui no ob6paweHuto C Ka4deBbiMM HocuTensmm (n.6.7
XKXTAN.00088-01 91 01. PykoBoACTBO aaMUMHUCTpaTopa 6e3onacHocTu obwasa yacrb).

2.Bce Bbllenepe4YncsieHHble HOCUTENIM UCMOMNb3YITCA TOMIBKO B KayecTBe MacCMBHOMO XpaHuauwa
K4YeBon MHdopMaunm 6e3 Mcnob3oBaHUSA KpUnTorpadmnuyeckux MeXaHM3MOB, peaiM30BaHHbIX HA CMapT -
KapTe/TOKeHe.

3. cnonb3oBaHMe HOCUTENEN APYIMX TUMNOB - TONIbKO NO cornacoBaHuio ¢ ®Ch Poccuu.

4. cnonb3oBaHMe B KayecTBe MNACCMBHOMO XpaHuauvuwa KaoyeBoM uHGopmauumm PytokeH UM
Bluetooth BO3MOXHO TONBKO nNpu Hannuum cepTudmnkata cooteeTcrBua O®CB Poccmn Ha ykasaHHoe
YCTPOMUCTBO; AN19 WHbIX HOCUTENEN WCNoNb30BaTb AN nepefaudnm AaHHbIX GeCKOHTAKTHbIA MHTepdeiic
3anpeleHo.

3.9 ®opMMpOBaHUE 3aKpbITbIX K/O4Yeil MpoU3BOAUTCHA C MUCMOJIb30BAHUEM CJIEAYIOWUX TUMOB
CUMTbIBaTENEN, YKasaHHbIX B Tabnuvue 3.2.

Tabnuua 3.2 - Cnocobbl GOPMMPOBAHMSA 3aKPbITbIX KITHOYEN.

Windows Windows . .
CuurbiBaTenn/0C IA32 x64 Linux | FreeBSD | Solaris | AIX
OnckoBoa/USB auckoson + + + + + -
PS/SC coBMecTUMbIl cunTbiBaTeNb CMapT-KapT + + + - + -

dusmnyeckmin CH B cocTtase MNAK 3awunTbl oT HC «Cobonb»
RU.40308570.501410.001 (Bepcuun koaa pacwmpeHus BIOS + + + + - -
1.0.99, 1.0.180)

dusunyeckunin ACH B coctaBe AMNMA3-Y M-5266

(KPUMTOH-3AMOK/Y) KBAX.468243.067 TY + + + B ) B

YcTpoiicTteo uTeHns Tabnetok Touch-Memory Dallas: " _ _ ) ) )
DS9097E, DS9097U, DS1410E

Pazpen, peectp HDD MN2BM + + + + + +

3.10 dopmMupoBaHMe Cny4YanHoOW nocnenoBaTenbHOCTM NPOM3BOAMTCS C ucnonb3oBaHuem [CH,
yKasaHHbiX B Tabnuue 3.3.

Tabnuua 3.3 - BO3MOXHble BapwaHTbl UCNOAb30BaHUSA pasnmuHbix ACH ana BblpaboTKM cny4danHom
nocsieAoBaTesIbHOCTW.

AcCY/0C Windows Windows

IA32 x64 Linux | FreeBSD | Solaris | AIX

dunsunyeckunn AICH B coctase MAK 3awmtbl oT HC] «Cobonb»
RU.40308570.501410.001 NC (Bepcun koaa paclumpeHus + + + + - -
BIOS 1.0.99, 1.0.180)

Ousunyeckunmn ACH B coctaBe AMNMA3-Y M-526b6
(KPUMTOH-3AMOK/Y) KBOX.468243.067 TY

BHelwHss ramma + + + + + +
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MpumeuaHune: Ncnonb3oBaHne Apyrnx ceptuduumnpoBaHHbix Tunoe ACY - Tonbko no cornacosaHuto ¢ ®Chb
Poccun.
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4. KOMIMNEKTHOCTb

Tabnuua 4.1 - KoMnnektTaumsa ncnonHeHuns 2-Base

HaunmeHoOBaHue

0O603HaueHne

Kpuntolpo CSP. Ba3osble Moaynw.

XTAK.00088-01 99 01

CpeacTBo 3aluUTbl OT HECAHKLMOHMPOBAHHOIO A0CTyNa

CwMm. MpumeyaHme n. 1

Kpuntolpo CSP v. 4.0. ®opmynsp.

XKTAKN.00088-01 30 01

Kpuntolpo CSP. OnucaHne peanusauun.

XTAK1.00088-01 90 01

Kpuntolpo CSP. PykoBoacTBO agMMHMUCTpaTopa 6e3onacHoctn. O6was vacTb.

XTAKM.00088-01 91 01

KpunTtolpo CSP. PykoBoacTBo agMuHUCTpaTopa 6e3onacHoctn. Mcnonb3osBaHne CK3W noa
ynpasneHvem OC Windows.

XTAKN.00088-01 91 02

Kpuntolpo CSP. PykoBoACTBO aAMUHUCTPaTopa 6e3onacHocTn. Mcnonb3oBaHne CK3U noa
ynpasneHuem OC Linux.

XTAKN.00088-01 91 03

KpunTtolpo CSP. PykoBoacTBO agMuHUCTpaTopa 6e3onacHoctu. Mcnonb3oBaHne CK3U noa
ynpasneHuem OC FreeBSD.

XTAKN.00088-01 91 04

KpunTtolpo CSP. PykoBoacTBO agMuHUcTpaTopa 6e3onacHoctn. Micnonb3osaHue CK3U noa
ynpasneHuem OC Solaris.

XTAKN.00088-01 91 05

Kpuntolpo CSP. PykoBoACTBO agMUHMUCTpPaTopa 6e3onacHoctn. Mcnonb3oBaHne CK3U nog
ynpasnaeHuem OC AIX.

XTAKN.00088-01 91 06

Kpuntolpo CSP. UHcpykums no ucnonb3osaHuio CK3W nog ynpaeneHnem OC Windows.

XTAK.00088-01 92 01

KpunTtolpo CSP. MpunoxeHne KOMaHAHOW CTPOKM ANA NOANUCK U WwMdbpoBaHusa dannos

XTAK.00088-01 93 01

Kpuntolpo CSP. MNpuno)xeHne KOMaHAHOW CTpOoKM AN paboTbl C cepTudmnKkaTamm.

XTAKN.00088-01 93 02

Kpuntolpo CSP. MNpunoxeHne KOMaHAHOM CTPOKWN ANs co3aaHus TLS-TyHHens.

XKTAKN.00088-01 93 03

KpunTtolpo CSP. PykoBoACTBO NporpamMMucTa.

XKTAKN.00088-01 94 01

Kpuntolpo CSP. lNpaBuia nofb30BaHuA.

XTAKM.00088-01 95 01

Kpuntolpo CSP. PykoBoACTBO NporpaMMucTa.

XTAK.00088-01 96 01

Ceptudmkat CK3U (konus).

MpuMeyaHusa:

1.B kauvecrBe cpeAcCTBa 3aWUTbl OT HECAHKLWMOHWMPOBAHHOIO AOCTyna Heo6x0AMMO MCNONb30BaTh
OAHO M3 aleayrowmnx Ccpeacres 3aWnTbl, Npn ycnoBnMn Hann4yusa ,CLEVICTBYPOU.LEFO CepTMq)VIKaTa COOTBETCTBUA

®Cb Poccum:

—  DNAK 3awuTtbl ot HCA «Cob6onb» RU.40308570.501410.001 (Bepcum koaa pacwmpenuns BIOS

1.0.99, 1.0.180);

— AnnapaTHO-MpOrpaMMHbIN  MOAY/Nb  AOBEPEHHOW  3arpy3ku  yHUBEpPCasibHbIA

(KPUNTOH-3AMOK/Y) KBAXK.468243.067 TY;

MocTaBKka - MO COrnacoBaHMIO C NOMb30BaTENEM.

2. KoMnaeKkT AOKyMeHTauuu npefHasHayeH AN aAMUHUCTpaATOpoB 6e30MacHOCTU, pa3paboTynKoB

npuknagHoro nporpamMmHoro obecneveHnnsa n nonb3osatenen CK3U.

3.MporpamMmMHOoe obecnevyeHne M [OKYMEHTauwWsa B 3/IeKTPOHHOM Buae B ¢opmaTte PDF (Adobe
Acrobat Reader) Ha CD-ROM ansa Bcex ncnonHeHun CK3U nocraesnseTca eanHbiM ANCTpnbyTUBOM, dopmMynsap

M Konua ceptudukaTta, 3aBepeHHass 000 «KPUMTO-MPO», - B ne4yaTHOM BUAeE.

4. cnonb3oBaHue BapuaHTa wucnosHeHms CK3M B KOHKPETHOW NporpaMMHo-annapaTHOW cpepe

OorpaHun4ymMBaeTCA NN EH3NEN.

10

M-526Bb
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5. ANMAPATHO-TMPOIrPAMMHOE CPEACTBO 3AWNTBI OT HCA

N3penne «Kpuntollpo CSP» v 4.0» XKTAM.00088-01, BapuaHT  UCMNOJIHEHMUS 2-Base
YKOMMIeKTOBAHO annapaTHO-NpOrpaMMHbIM CpeAcTBOM 3alnThbl nHdopmMaumm oT
HEeCaHKLMOHNUPOBAHHOIO AOCTyna.

HanmeHoBaHue cpeacTea, TY CepwuitHbIn HOMEp, AaTa BbinyckKa

['maBHBIN MHXEHEP

000 «KPUITTO-ITPO»

M.IL

« » 20 1.

11
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6. CBUAOETENBCTBO O MNMPUEMKE

N3penve «Kpuntollpo CSP» v 4.0» XTAN.00088-01,

cepwuiHbin N2 gucTpubyTtmsa

HoCUTenu:
O CD-ROM wT.

COOTBETCTBYET 23TanoHy, XxpaHswemyca B 000 <«KPUMTO-MPO», ” npu3HaHO
aKcnayaTaymm.

[aTa Bbinycka: " " 20 r.

M.M. masHbI MHXeHep 000 «KPUMTO-IMPO» /

roaoHbiM  Ans

12
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7. CBUAETENBbCTBO OB YIAKOBKE

N3penne «Kpuntollpo CSP>» v 4.0» XXTAW.00088-01,

cepuitHbin N2 guctpmbyTtuea

yrnakoBaHoO B
O 6yMaxkHblh KOHBEPT
O kopobky
O nnacTUKOBbLIN KOHBEPT
O

[aTta ynakoBku: " " 20 r.

M. IN. YnakoBKy npousBen /

13
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8. TAPAHTUN N3TOTOBUTENA (MOCTABLLUMKA)

8.1 TlMonb3oBaTenb NpuobpeTaeT usgenne n HeceT OTBETCTBEHHOCTb 3a ero MCnosib30BaHWeE B
COOTBETCTBUM C PEKOMEHAALUSMU, U3JTOXKEHHBIMMU B SKCMIYyaTaLNOHHON AOKYMEHTaLUN.

8.2 TlpepnpusTve-usroToBuUTENb rapaHTmpyeT paboToCcnocobHOCTb U3genns B COOTBETCTBUM C
3adaBJIEHHbIMUN XapaKTepPUCTUKaMN.

8.3 B cny4yae BbISIBIEHWS B MporpaMMHOM obecrnedyeHun  AedekToB, He CBSA3aHHbIX C
HapyLlIeHMeM MpaBwWa  3KCM/JyaTauuu, TPaHCMOPTUMPOBAHMA W XpaHEHus, Wusgenve noanexur
peknamMauuu. [peanpusTue-u3roToBuTelb 06A3yeTCcs Mo  TMOSyYeHUM peknaMaumm B BO3MOXHO
KOPOTKUI CpOK YCTpaHWUTb AedeKTbl CBOMMM CWNaMW M CpeacTBaMu BrJIOTb A0 MNOCTaBKM HOBOIO
M3genus, a TakKXe TMPUHATb Mepbl, UCKIoYalowme 3TU aedekTbl B Mnocieaywlimx 3K3emnaspax
nsgenus.

8.4 TapaHTWMHbLIN CpoOK wu3gennss — 12 MecsiueB C MOMeHTa MNOCTaBKWM MNpu  yCNOBUK
cobntogeHns nonb3oBaTteneMm TpeboBaHMn 3KCNNyaTaLuMOHHON AOKYMEHTauum Ha nigenve.

MpumMeyaHue. Mpn OTCYTCTBUM AAHHbLIX O AAaTe MOCTaBKWU U3AENNS FapaHTUNHbBIA CPOK OTCYUTbLIBAETCS
OT AaThbl ero BbiNycKa, YKa3aHHOW B pasgene 6 «CBUAETENbCTBO O NMpUeMKe>».

8.5 [laHHble 0 nocTaeke (npogaxe) nsgenus:

(HanMeHoBaHWe opraHmMsauunM-nocTasLmKa (NpoaaBua) nlaenus)

[data noctaBku: " " 20 r.

M.TL.

(noanwucek)

14
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9. CBEAEHNA O PEKJTAMALINAX

9.1 Peknamauwuu, CBA3aHHblE Cc 3KcnnyaTauMe17| nsaenuna, OOJKHbI  HanpaBATbCA
npeanpunaTmno-m3rotoentTento B NIMCbMeHHOM BUAE MO ajpecy:

127018 r. MockBa, a/a KPUMTO-TMPO.
9.2 Cpok paccMoTpeHus peknamauunm — 1 (oAnH) Mecsl CO AHS NOJIyUYEHUS pekiaMauuun.

9.3 [pn HECOOTBETCTBMN MOCTAB/IIEMOIO M3AE/MS, ero Tapbl, YNakoBKKW, KOHCEPBALIUK, MAapKUPOBKU
M KOMMIEKTHOCTU TpeboBaHUSM COMPOBOAUTENbHOW AOKYMEHTAL MW, NoJfib30BaTe b 0683aH HanpaBuUTb
peknamMauuio NpeanpuUsaTUO-U3roToBUTENO B TeueHnn 60 AHel co AHA NMOCTaBKU U3aenus.

9.4 [lpeonpuaTve-umn3roToBuTesb NpPUHUMAET peksaMaumnmio, ecsin He YCTaHOBJIeEHAa BUWHa
nony4yaTtensi B BO3HUKHOBEHUN aedeKTa B U3Lenu.

9.5 CeepeHus o peknamaumax dpukcupytotcsa B Tabnuuye 9.1.

Tabnuua 9.1 - CBeaeHnsa 0 pekaMaumnsax.

Mepbl, NpuHATLIE Moanucb OTBETCTBEHHOIO

HdaTa CoaepxaHune peknamauum no peknamaum Avua

15
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10. CBEAEHWA O XPAHEHUN

[aTta ycTaHOBKMW Ha
XpaHeHune

[aTta cHATuA ¢
XpaHeHus

Ycnosua xpaHeHus

LomKHOCTb, hamMmnus 1 noanuch
OTBETCTBEHHOMO Nunua

16
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11. CBEAEHWA O 3AKPEMJIEHUN U3AENNA MPU SKCIJTY ATALNN

JOonKHOCTb
OTBETCTBEHHOIO
nvuya

damnnums
OTBETCTBEHHOIO
nvua

Homep n paTta
npukasa o
Ha3HayeHun

Homep n paTta npukasa
06 ocBoboxaeHunn

MoAanNucb OTBETCTBEHHOIO
nnua

17
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12. CBEAEHWA OB USMEHEHUAX

N¢
n/n

OcHoBaHue (Bx. N2
conpoBoAUTesNIbHOT
0 L OKYMeHTa 1
naTa)

daTa
nposeaeHus
U3MEHEHUSA

CopepxaHue naMeHeHus

JonxHocTb, hammnus
M NoANucbL nuua,
OTBETCTBEHHOrO 3a
N3MeHeHus

Moanuce nuua,
OTBETCTBEHHOIO
3a sKcnayaTtauumio
nspnenusa

18
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13. OCOBbIE OTMETKW
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