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AHHOTAUUA

Hacroswee PykoBoAcCcTBO AonosHAET AoKyMeHT «XXTAN.00087-01 91 01. KpunTtollpo CSP. PykoBoACTBO
aaMmHucTpaTopa 6esonacHocTm. O6was yactb» nNpu ncnonbsosaHm CK3U noa ynpasneHmnem OC FreeBSD.
NHCTpyKUMM aaMmHUCTpaTopaM 6e30MacHOCTM M MOMb30BaTesNIAM pa3IMYHbIX aBTOMaTMU3UPOBAHHbIX

cucteM, mncnonb3yowmx CK3MN «Kpuntolpo CSP» v 4.0, no/mkHbl pa3pabaTbiBaTbCa C y4yeToM TpeboBaHUM
HacToswero 4OKyMeHTa.

Cnmncok cokpalleHuin

CRL Cnuncok oTo3BaHHbIX cepTudukarton (Certificate Revocation List)
ITU-T Me> AyHapOoAHbIi KOMUTET No TefnekoMMyHukauusam (International Telecommunication
Union)
IETF Internet Engineering Task Force
AC ABTOMATU3MpPOBaHHasa cucTema
APM ABTOMaTMU3NpOBaHHOe paboyee MecCTo
rMa MMOKNM MarHUTHbINM AUCK
Acu JaTuunk cnyyamiHbix Ymucen
HDD XX eCcTKnin MarHUTHbINM AUCK
K1 KoHeuHbI Nonb30BaTeNb
HCAO HecaHKLNOHMPOBaHHbIA AOCTYnN
oC OnepaunoHHas cucrema
MAK MporpaMMHO-annapaTHbIN KOMMNAEKC
Mno MporpamMMHoe ob6ecneyeHune

MpucBoeHMe onpeaeneHHbIXx aTpubyToB (aApeca, HOMepa Kito4a, NpaB UCMoJIb30BaHus

Pern us
erncrpau n T.n.) aboHeHTy
COBOKYMHOCTb MHCTPYKUMI U APYrOi pernaMeHTUpyoLwen 4o0KyMeHTauum,
PernamenT obecneunBatower @yHKLMOHNPOBAHME aBTOMATM3NPOBAHHOM CUCTEMbl BO BCEX
pexumax.
CBT CpeAcrBa BblUNCIUTENBHON TEXHUKN
DNEeKTPOHHbIN AOKYMEHT, MOATBEPXAA WM I NPUHAAIEXHOCTb OTKPbITOrO K/to4a um
Ceptudukar K/l0Ya NPOBEPKN 31EKTPOHHOM NOANNCU U ONpedeNieHHbIX aTpbyToB KOHKPETHOMY
aboHeHTy
CepTudunKauns Mpouecc M3rotToeneHs cepTudmnkaTa OTKpPbITOrO K/lo4a UM Ko4va NpoBepKu
3M1eKTPOHHOM noanucn aboHeHTa B LLeHTpe cepTuduKkaumm
CK3M CpeacrBo KpunTorpauyeckom 3amTbl MHG opMauum
cocC Cnuncok oTo3BaHHbIX cepTudukartos (Certificate Revocation List)
cc CnpaBOYHUK CEPTUMPMKATOB OTKPbLITbIX KIIOYEN N K/IIOYEN MPOBEPKMU 3/1I€ KTPOHHOM
noanucy. CeTeBol CnpaBOYHMUK.
LC UenTp CepTtudunkaumm (Yaocrtosepsaowmn LieHTp)
LP LleHTp Perucrpauunmu
24 DNEeKTPOHHbIA 4OKYMEHT
oM DNeKTpOHHasa NoAnunch
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1. OCHOBHble TexHu4yeckme AaHHble 1 xapakrepuctnku CK3U
1.1. NporpamMMHO-annapaTHaa cpena

CK3N «Kpuntolpo CSP» v 4.0 noa ynpasneHuneMm OC FreeBSD mncnonb3yeTcsd B NpoOrpaMMHO-
annapaTHbix cpeaax OC FreeBSD 9/10, pfSense 2.x (x86, x64).

Co cpokaMu skcnayaTauuMm onepaumMoOHHbIX CUCTEM, B cpefe KOTOopbIX @YHKUMOHNpyeT CK3W, MOXHO
03HaKOMUTbCA NO creayloLlemMy agpecy:

<http://www.freebsd.org/security/security.html>
<http://lists.freebsd.org/pipermail/freebsd-stable/2008-April/041676.html>.

1.2. KntoueBble HOCUTENN

B KkauecTBe kNlOUYEBbIX HOCUTENEN 3a KpPbITbIX Kno4ven n kaoden 20 MOTYT UCNOJ/Ib30BAaTbCA!:

-Ma 3,5”, USB auncku;

— CmapTkaptbl GEMALTO (GemSiml, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
— USB-TokeHbl PyTokeH 3UIMN (Flash, Bluetooth), PyTtokeH Lite Novacard;

— CmapTkapTbl PyTokeH Lite SC, PyTokeH LM SC;

- Novacard;

— Cmaptkaptbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);

— CMmapTkapTa Y3K;

— Pasgen HDD MM2BM (B Windows - peecTp).

1. B coctraB anctpubytnsa CK3U Bxoaat 6MbamoTekn NnoaAnepXKu BCeX NepeyncieHHbIX HOCUTenen, Ho
He BXxoaaT apatiBepbl ans OC. Mo BonpocaM nojlydeHus ApaliBepoB HeobxoAMMO obpalaTbcs K

NnpoOV3BOANTENSAM COOTBETCTBYIOLNX YCTPOMCTB.

2. XpaHeHue 3akpbiTbix kKAo4en Ha HDD MN3BM mn USB aguckax (B peectpe OC Windows, B pasaene
HDD npwu paboTe nog ynpasneHmem gpyrux OC) sonyckaeTcs TOIbKO MPW yCI0BUM pacnpoCTpaHeHus
L._!| Ha HDD, USB aunck nnm Ha M3BM c HDD Tpeb6oBaHU No obpauleHnto C KNKYEBBLIMU HOCUTENSAMU
(n.6.7 XXTAMN.00087-01 91 01. PykoBoAcCTBO aAMUHUCTpaTopa 6e3onacHoCTM obuwias yacTb).

3. Bce BbllenepeyuncrieHHble HOCUTENIM UCMNOJIb3YIOTCA TOJIbKO B KAYeCTBE NacCMBHOMO XpaHwWamLLa
KNto4YeBon MHpopMaunm 6e3 NCnoNb3oBaHMA KpUNTorpadryecknx MEXaHM3MOB, peaM30BaHHbIX Ha
CMapT-KapTe/ToKeHe.

4. Ncnonb3oBaHMe HOCUTENEN APYrNUX TUMNOB - TONbKO No cornacosaHuo ¢ ®CB Poccnu.
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2. YcraHoska auctpmbymea MO CK3U

YcTaHOBKa, yaaneHune u obHoBneHue MO ocywecTBASETCS OT UMEHU MOMb30BaTeNsA, UMEKLLEro
npaBa aAMMHUCTpAToOpa: MNoA YYETHOW 3anucbio root UM C Mchnosib30BaHMEM KoMaHAbl sudo.

CK3MN «Kpuntolpo CSP» TpebyeT cneaywwen nocnenoBaTeflbHOCTM YCTAHOBKM: CHa4dana
yCTaHaB/IMBAETCA MpoBangep, 3aTeM YyCTaHaB/MBAOTCH OCTaljibHble MOAYAW, BXoAslme B COCTaB
KOMMNeKTaumu.

B OC FreeBSD pana ycTaHoBKW, ypaneHus wn obHoBneHuss [O nNpuUMeEHAOTCS NaKeThl
(packages). lMakeT - apxuB AUCcTpubyTuBa, coaepXawmn dannbl yCTaHaBIMBAEMOro MPUIOXKeEHUS U

dannbl, MCNoNb3ylLWMecs WHCTANATOPOM AN KOHPUIypupoBaHus cpeabl. DTOT apxuB MMeeT
pacwupeHne .tbz. Ons waeHTudmMkaunum ero Kak nakerta, dann coaepxut 5 dainnos, onucbiBaoLWwmMx

apxme (+CONTENTS, +COMMENT, +DESC, +INSTALL, +DISPLAY).
,ﬂﬂﬂ YCTAHOBKW NakKeTa UCMNOJIb3yeTCd KOMaHAa:
pkg_add <dawi_nakera> (pkg add <damn_nakera> pansa FreeBSD 10)

Hanpumep: pkg_add ./cpro-base-3.6.1_0.tbz

Ons yganeHns nakeTa MCNOSb3yeTCcs KoMaHaa:
pkg_delete <umsa_naketra> (pkg delete <damwn_nakera> pgna FreeBSD 10)
Hanpumep: pkg_delete cpro-base-3.6.1_0
daiinbl U3 NAaKeTOB yCcTaHaBmBatoTCca B /opt/cpro-csp.

MakeTbl 3aBUCAT ApYyr OT Apyra, NO3TOMY [AOJ/DKHblI yCTaHaB/MBaTbCA MO MOPAAKY C YUYETOM

3TUX 3aBUCUMOCTEWN,

a yhdanatbcsa B o6paTHOM Mopsiake.

YCNOBHO MOXHO cCuuTaTb MNpaBW/bHbIM

nopsaKoOM TOT, KOTOPbIM onuvcaH B Tabnuue 3aBUCUMOCTEN M HAa3HAYEHUS NAKeTOB.

Tabnuua 2.1 - 3aBMCUMOCTEN U HA3HAYEHUS MAKETOB.

MmMa nakeTta 3aBUCMMOCT U Ha3HaueHue nakeTa
Ob6s3aTenbHble NakeThbl
cpro-base-... Ba30BbIli NakeT, ycTaHaBNMBaeTCs NepPBbIM.
cpro-rdr-... cpro-base-... OcHOBHbIE NpUAoXeHunsa, cintoiBatenn n CYH.
cpro-cpl-... cpro-rdr-... CAPILite, nporpammbl n 6ubnnotekn ansa
BbICOKOYPOBHEBOW paboTbl C Kpuntorpaduen
(ceptudmkatamm, CMS...).
cpro-kcl-... cpro-rdr-... MpoBangep KC1.
JononHuTenbHble NakeTbl
cpro-rdg-... cpro-rdr-..., open-motif, | FTpadpnuecknn bBnoCH, 3anpoc napons wu
XFree86-libraries apyrmne GUI-gnanorw.
cpro-rdp-... cpro-rdr-..., pcsclite Moaynn nopaepxkm PCSC-cuuTbiBaTENEN,
cmapTt-kapTt (PUK, Ockap, Marucrpa...).
cpro-cspd-... cpro-base-... MNakeT ana paspaboTunka.
cpro-drv-... cpro-base-... OpatiBepHas 6ubnnorteka.
cpro-drvd-... cpro-cspd-... MNakeT ansa paspaboTumka ApanBepos.
cpro-stnl-... cpro-base-... YHuBepcanbHbin SSL/TLS TyHHenb.
cpro-rdemv-... cpro-rdr-... Moaynb noagnepxkm EMV
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3. O6Hosnenue MO CK3U

Ona o6bHoBneHuns MO CK3UM Ha OC FreeBSD Heobxoammo:
— 3aNOMHUTb TeKYLY KOoHurypauuo CSP:
= Habop yCTaHOBNEHHbLIX NAKETOB;

=  HacTpowkm npoBamaepa (4Nsa  NpoCTOTbl  MOXHO  coxpaHuTb /etc/opt/cpro-
csp/config[64].ini);

—yhanuTtb wtaTHbiMKM cpeacteamm OC Bce nakeTbl CK3U;
— YCTaHOBUTb aHanorn4yHble Hosble nakeTbl CK3U;

— NMpn HeobxoAMMOCTU BHECTW WU3MEHEHUSI B HacTporkm (MOxHO nocMmoTtpeTb diff ctaporo w
HoBoro config[64].ini);

— KIKo4Yn n CepTVICbVIKaTbI COXPaHAKTCA aBTOMaTUYECKMU.
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4. Hactponka CK3U

4.1. JocTyn K yTuauTe ans Hactpoinkn CK3U

Hactporika CK3WM ocywecreBaseTcs C MNOMOLWbI yTuamTbl cpconfig, kKoTopas BXOAMT B COCTaB
auctpubytuBa M pacnosioxeHa B aAupektopun /[opt/cpro-csp/sbin/<HasBaHue_apxutekTtypbi>. Eciu
ycTaHoBneHbl nakeTbl CK3U ana AByX apXuTeKTyp, HanpuMmep, ia32 n x64, To AENCTBUS NO HACTPONKE HYXHO
NpoOBOAMUTb ABaXAbl — AN19 KaXXAOW apXMTEKTYpbl cpconfig-oM U3 COOTBETCTBYIOLWEN NaMNKMN.

4.2. BBoAo CepuMMHOro HoMepa NuUeH3un

Mpu ycraHoBke nporpamMmMHoro obecnedyeHna CK3M 6e3 BBOAa /MUEH3WM NOJSIb30BATENO
npenocTaBnseTCcs JIMUEH3USA C OFPaHNYEHHbIM CPOKOM AencTBud. Ang ncnonb3dosaHna CK3M nocne okoH4YaHus
3TOro Cpoka noJib3oBaTesNb AO/KEH BBECTU CEPUNHbBI HOMep € 61aHKa ML EH3MKN, MONYYEHHOW Y OpraHusayum -
pa3paboTuMka uav opraHmMsaunu, MMelLWen Nnpaea pacnpocTrpaHeHus npoaykra (annepa). Ana npocMoTpa
WHMOpMaLMUN O NIMLEH3UN BbINOSHUTE:

# cpconfig -license -view

[Ona BBOAA NV EH3MM BbINOIHUTE:

# cpconfig -license -set <cepuiHbIi_HOMep>

CepuiHbin HOMEp cneayeT BBOAUTL C cobnroaeHneM pernmcrpa CMMBOJIOB.

4.3. HacTpolika obopygnoBaHmsa CK3U

Ytunuta cpconfig Takxe npepgHasHadeHa pAfs M3MeHeHus Habopa yCTpPONCTB XpaHeHus
(HocuTenen) n cunTbiBaHua (CUYMTbIBATENEN) KIOYEBOW MHAOPMALMN U JATUYMKOB CNy4YalHbIX 4yucen.
MpeayCcTaHOBNEHHbIMU ABNAKTCA cumnTbiBaTenn flash-Hocutenen n obpas AMCKETbI Ha XXECTKOM ANUCKE.

[ns npocMoTpa CnMcKa HAaCTPOEHHbIX CUYUTbIBATeENen:
# ./cpconfig -hardware reader -view

CuutbiBaTeNlb AUCKET HEe YCTaHaBJZIMNBaAE€TCA NO yMO/I4YaHNIO, TaK KaK NMpn OTCYTCTBUN OANCKETbI B
AnckoBode nepevyncneHmne KOHTeVIHepOB CWIbHO 3aMegnsetcsd. [ns nobaBneHuss cuuTbiBaTENS
ANCKET:

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"
Ana npocMoTpa cnucka HacTpoeHHbix ACY:

# ./cpconfig -hardware rndm -view

Ana koHconbHoro bnolCH Tpebyertcs naker

cpro-kcl, kpome TOro oH pabotaer ToOnbko ¢ KC1 nposangepoMm. [Ana pobasneHus
KOHcosibHOro bmoCY:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console BioRNG"

Onsa rpacdumueckoro buoJCH Tpebyetcs nakeT cpro-rdg um X-cepsep, KpoMe TOro oH pabortaer
Tonbko ¢ KC1 npoBangepoM. Ons gobasneHus rpadundeckoro buo[Cu:

# ./cpconfig -hardware rndm -add bio_gui -level 4 -name "GUI BioRNG"
Ona nobasneHns OCH KMNUM:
# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware mdm -configure cpsd -add string /dbl/kis_1 /var/opt/cpro-
csp/dsrf/db1/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1 /var/opt/cpro-
csp/dsrf/db2/kis_1

Takxe Hago ckonupoBaTb dannbl C AaHHbIMU, MOJAy4YeHHbiMM Ha "APM BblpabOTKW BHELLHEN
rammbl", MONOXWUM, 4YTO OHM nexaT B /tmp/db[1,2]:
I I I

# cp /tmp/dbl/kis_1 /var/opt/cpro-csp/dsrf/db1/kis_1
# cp /tmp/db2/kis_1 /var/opt/cpro-csp/dsrf/db2/kis_1

Ona pabotbl co cuuTbiBatenem PC/SC Tpebyetcsa nakeTr cpro-rdp. locne noaKA4YeHUs
cunTbiBaTENSA Y3HaWTEe UMS YCTPOMUCTBA:

# /opt/cpro-csp/bin/ia32/csptest -card -enum
Gemplus GemPC Twin 00 00

Total:

[ErrorCode: 0x00000000]
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Ona no6aBneHusi cUMTbIBaTENNS UCMNOMb3YIATE 3TO UMS:
# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"

Onsa nonyyeHunss nogpobHoin cnpaBku no cpconfig:
# ./cpconfig -help
# ./cpconfig -hardware —help

4.4. YcTaHOBKa NnapaMeTpoB XYpHanpoBaHU4

CK3M1 nossonsieT cobupatb  OTJAAOYHYIO MHpopMaLuuto M  MMeeT  BO3MOXHOCTb
npoTOKONMpoBaHusa cobbmuii. WHdoOpMaums 3anumcbiBaeTcss B CUCTEMHbIM XypHan (06biMHO B
/var/log/messages). CyuwiecTByeT BO3MOXHOCTb W3MEHEHWUS HaCTpOeK >XYpHanupoBaHUSA PpasfnMYHbIX
moaynen npoaykrta. CywecTByeT BO3MOXHOCTb WM3MEHEHUS YPOBHS XypHanupoBawus n dopmMaTta
BbIBOAVMbIX OT/1aA0u4HbIX COOb6LeHMA. [Nna noayyeHus crnpaBku N0 HAaCTPOMKaM XypHalnpoBaHuS:

# cpconfig -loglevel -help

Moaynu, Ans KOTOpbIX MOAAEPXMBAETCS XypHannpoBaHue:
Cpcsp - A4p0 KpunTonpoBaiaepa

capilO - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyxb6a xpaHeHus Kaw4en
libssp - TLS

cppkcs1l - PKCS11
cpdrv - gpaviBep
dmntcs
4.5. HacTpoika kpuntonpoBaiaepa Mo yMON4YaHuo
[Ons npocMoTpa TMNOB AOCTYMHbIX KPUNTONPOBalAepoB:
$ ./cpconfig -defprov -view_type
[ns npocMoTpa CBOWCTB KpMMATOMpoBanaepa HYXHOro Tmna:
# ./cpconfig -defprov -view -provtype <provtype>
Ons ycTaHOBKM npoBangepa MO YMOMYAHUIO 4SS HYXKHOro Tuna:
# ./cpconfig -defprov -setdef -provtype <provtype> -provhame <provname>
Ons nonyyeHus uMeHM npoBanaepa Mo yMOMYaHWUIO ANS HYXHOro Tuna:
# ./cpconfig -defprov -getdef -provtype <provtype>

4.6. BKloUeHMe pexxmMa YCWUIEHHOro KOHTPOJIS UCNOMb30BaHUS Kitoden

PeXxum yCWIeHHOro KOHTpPOJS WUCMOofb30BaHUA Kyen obecneymBaeT oOcCyuwlecTBAeHue
KOHTPONS CpoKa AEeNCTBMS AOJIFOBPEMEHHbIX KOYen 3/IeKTPOHHOM MOAMUCKM U Ko4eBOro obMmeHa,
KOHTPONS [OBEPEHHOCTU KJ/K4Yel MpoBEpPKU 3SIEKTPOHHOM MOAMUCUM W KOHTPOJIS KOPPEKTHOro
MCMOJSIb30BaHUA MPOrpaMMHOro AaTyuka CJy4dyanHbXx uyucen. [locne ycnewHon WHCTannsauum
HeobXx0ANMMO BKJIOUUTL OAHHbLIA PEXWM, BbINOSIHUB KOMaHAy:

#./cpconfig -ini "\config\parameters' -add long StrengthenedKeyUsageControl 1

Ons  obecneyeHus KOPPEKTHOro (QYHKLUMOHMPOBAHUS nMpoBakaepa B 4YacTu BbipaboTku
3/IEKTPOHHOM MNOAMMUCK, a Takxe paboTbl C BpPeMeHHbIMM K4YaMu (B 4acCTHOCTW, Ans paboTbl B
pamkax TLS-coeanHeHns 6e3 ayTeHTUdMKaAUMM KIAMEHTA) W reHepaumm CiaydalHbIX AaHHbIX

HeobXxoAMMO MpPOM3BECTU BbIPAa6OTKY [AONTOBPEMEHHbLIX KAOYEN WAM 3anycTUTb yTUAMTY csptest,
npeaBapuTEsIbHO MPOBEPUB, YTO 3aperncTpMpoBaH XoTst 6bl OANH AATUYMK CyYaMlHbIX YuCen.

# ./csptest -keyset -verifycontext -hard_rng

Ucnonb3oBaHne CK3U 6e3 BKAOUEHUSA pexnMma YCUIEHHONO0 KOHTPOJIS MCMNOSIb30BaHUS Ko4ven
paspelaeTcs UCKIYUTENbHO B TECTOBbLIX Llensax.
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5. YcraHoBKa COMyTCTBYIOLWMX MAKETOB

Onsa nepepaunm no ceTm 3anpocoB Ha ceptudumkatbl, CRL n T.M., a Takxe ANS NOAAEPXKMU
OOMOJIHUTENbHbIX  K/IIOYEBbIX CYUTbIBAaTENE U HocuTener MoOxeT noTpeboBaTbCcs YyCTaHOBKA
AONOJTHUTESIbHbIX MAKETOB.

Ecnn conyTcTBylOWwMe nakeTbl CckaduBalTca M3 WMHTepHeTa, HeobxoaAMMO MOATBEPAUTb UX
LLeSIOCTHOCTb, MPOBEpMB MNOAMUCb WK X3W. ECAnM uUCToyHMK He obecneymBaeT TaKue MexaHWU3MbI,
AOMyCKaeTCs MUCMNONb30BaHME MakKeTOB TOMbKO C AMCKA C ANCTpubyTmMBoM CK3W, roe 3T MexaHu3Mbl
ncnonb3yTcsa. Ha aucke nakeTbl nexaT B nanke \extra.

5.1. Bbubnunoteka libcurl
Ncnonb3yeTcs ons nepefaym 3anpocoB Ha cepTudukaTtel, CRL u T.n. no ceTwn.

C canrta paspaboTtumka npoekTta http://curl.haxx.se/ MOXHO cKadaTb MNAKET C WUCXOAHbIMMU
TeKCTaMu Ans caMmocTtoaTenbHol cb6opkn. Kak npaBmno, TaMm xe ecTb 32-6utHole 6MHapHble MNakeTbl.

32-6UTHbLIN BUMHapPHBLIN MakeT AOCTYyneH Ha canTte npoussoautens OC:
ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages-current/All/

Takxe MOXHO cobpaTtb 6ubnmnoTeky ns noptos /usr/ports/ftp/curl.

Mocne ycTtaHoBKK 6MBAMOTEK HaAo 3aperncTpupoBaTb NyTW K HUM. Hanpumep:

#  /opt/cpro-csp/sbin/ia32/cpconfig -ini "\config\apppath' -add string libcurl.so
/usr/local/lib/libcurl.so
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6. CocCtaB 1 Ha3HayeHWe KOMMOHEHT MnporpaMmMHoro obecriedyeHns CK3U

6.1. basoBble Mmoaynu CK3U
MO CK3U copepxut 6a3oBble MOAyM:

libcsp - aMHammnuyecku 3arpyxaemasa 6mbnmnoteka CK3U.

libcspr - 6ubnmnoteka pabotbl ¢ yaanéHHoim CK3WU.

drvcsp — AMHaMUYeCKU 3arpyXxaembii Moayb s4pa.

libssp — 6ubnuoTeka noaaep>XXKm Moayns ceteBon ayteHTudukauyum Kpuntollpo TLS
cpverify — MOAyNb KOHTPONS LEeNOCTHOCTM.

wipefile — Mmoaynb yaaneHua ¢annos BMecTe C COAEPXKMMbIM.

B HazBaHMsax auctpubyTtmBoB CK3W umcnonblyeTcs HoTauwus:
cpro- — npedukc;

CSp — KpunTonpoBangep;

drv - 3arpyxaembin moaynb sapa OC;
[d] - onuuoHanbHO — yKa3biBaeT Ha AOKYMeHTauuto (TeCToBble NpUMeEpHI);
i386 - nnatdopma Intel.

6.1.1. bubnunoteka libcsp

Bubnunoteka libcsp peanusyert ueneBbie GyHKUUM KpuUnTorpauueckon 3awmnTbl MHGopMaumm,
paboTy C K4YaMu, 4OCTYN K KKOYEBbIM HOCUTENAM, KnaBmaTypHbid ACH.

6.1.2. bubnunoteka libcspr

Bubnnoteka libcspr obecneynBaeTt yAaneHHbIn AocTyn K KpuMNTONpoBanaepy,
dYHKLUMNOHMPYIOLWEMY KaK OTAeNbHbIN CepBuC.

6.1.3. OpanBepHaa 6ubnmnoteka drvcsp

Bubnunoteka drvcsp, ucnonblyemMas B KadeCTBE AMHAMUYECKW 3arpyxaemoro Moayns saapa
OC, ©peanusyer ueneBble @GYHKUMM KpunTorpadumyeckon 3awmtbl KUHPOpMaummnm  (Kpome
¢dopmmpoBaHusa M) n paboTy C KaO4Yamu.

6.1.4. Mogynu cetesomn ayTeHTudumkaumm Kpuntollpo TLS

Moaynb libssp obecneumBaeT peanusaumio nNpoTokosa ceteBon ayTeHTUdumkaumm Kpuntollpo
TLS. O6wee onucaHne npoToKOSsa TnMpPpUBEAEHO B COOTBETCTBYKOLWEM pasgene AOKYMeEHTa
«XT5KM.00087-01 91 01. Kpuntollpo CSP. PykoBoAcTBO aaMuHUCTpatopa 6e3onacHocTtn. Obwas
YacTb».

Mpotokon TLS (RFC 2246) wucnonb3yeTcsa AN 3aWuTbl COeAUMHEHWN B KJIMEHT -CepBEpPHbIX
TEXHOJIOMMnAX.
MporpamMmMHoe ob6ecneyeHne Kpuntollpo TLS gaBnsetrcsa peanu3aumer npotokona TLS

ucnonb3lyet kpuntorpaduyeckue dyHkunm CK3W gna obecneyeHumss npouecca ayTeHTUdMKaumm
wndpoBaHmns Tpaduka Mexay KJMEHTOM U CepBEpPOM.

< X

6.1.5. Mogynb cpverify

Moaynbe cpverify npegHasHayeH Ans KOHTPOAS UENOCTHOCTM nNpu ycTaHoBke CK3U
dyHkumoHmposaHum MO CK3WM Ha M3BM nonb3oBaTtens.

b

6.1.6. Mogynb wipefile

Moaynb wipefile ucnonbsyetca ans yaaneHus dainoB BMeCTe C COAEPXMMbIM MPU LWTATHbIX U
HewTaTHbIX (CBOMMPOBAHME) CUTyaLUSX.

6.2. Moaynu noacuctembl nporpamMmHoin COK
6.2.1. Moaynb libcapi20

-11 -



XTAN.00087-01 91 04. KpunTtolpo CSP. PykoBoacCTBO agMMHUCTpaTopa 6e30nacHOCTU.
Mcnonb3osaHne CK3WN nop ynpasneHnem OC FreeBSD.

Moaynb libcapi20 wcnonb3ayetcsa ans ynpasneHus cepTudukaTamMm OTKPbITbIX, @ Takxe AN
obecneyeHns BbINOJIHEHUA KpunTorpauyecknx 3anpocoB Ha ypoBHe mHTepdenca CryptoAPI v. 2.0.
NHTepdenc moaynsa capilite ssnaetca nogMHoxecTBOM MHTepdeinca CryptoAPI v. 2.0.

6.2.2. bubnnoteka librdrrdr

Bubnuoteka librdrrdr obecneumBaeT yHUDUUMPOBAHHLIM MHTEpdENC [OCTYyMa K KIKOYEBbLIM
HOCUTENSAM BHE 3aBUCUMOCTM OT UX Tuna.

6.2.3. Moaynu AOCTyna K KOHKPETHbLIM TUMaM KJIOYEBbIX HOCUTENEN U CUUTbIBATENENn:

e librdrfat1l2 « guckosoay un guckete 3.5" n pasgeny XXecTkoro Ancka

e librdrpcsc Kk cuuTbBaTENaM cMapT-KapT n eToken, noaaepxusatowmm nHtepdenc PC/SC

e librdremv « knto4veBbiM HocuTenaMm EMV u Gemalto

6.2.4. bubnuoteka librdrsup

Bubnnoteka librdrsup obecneumBaeT peanmsaumio 06WMX (QYHKUMA AOCTyNa K pasM4yHbIM
YCTPOMCTBAM XpaHEeHMUs KJIIOYEBbLIX HOCUTENEN.

6.2.5. Mogynu AaTUYMKOB Clly4alHbIX 4YuUCesn

Bubnunotekn librdrrndm un  librdrrndmbio obecneumBatior noggepxky paboTbl C
du3nyecKnMn gatymKammn caydvamHbiX Ymcen.

6.2.6. bubnunorteka libasnldata noaaep>xkm npotokona ASN1

Bubnunoteka libasnldata cogepxut dyHKUMM npeobpasoBaHns CTPYKTYp AaHHbIX B
MalUMHHO- HE3aBMCMMOe MnpeacTaBleHue.
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7. BcmpauBanve CK3U B npukniagHoe 10O

MNpu BcTpamBaHun CK3U B npuknagHoe nporpammHoe obecneyeHue AO0MKHbI BbINOHATHCSA
TpeboBaHua pasgena 17 pokymeHTa <«XTSAM.00087-01 91 01. Kpuntollpo CSP. PykoBoACTBO
aaMMHUCTpaTopa 6e3omnacHocTu. Obuwas 4yacTb» M gokyMeHTa «XTAM.00087-01 96 01. PykoBoacTBO
rnporpamMmucTa».
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8. TpeboBaHMsa NO OpraHM3aUMOHHO-TEXHUYECKMM W aAMUHUCTPATMBHbLIM MepaMm
obecneyenuns skcrinyataumn CK3U

JOMmKHbI BbIMONHATECS TpeboBaHUS MO OpPraHM3aLMOHHO-TEXHUYECKUM U a4MWHUCTPATUBHbLIM
MepaMm obecneveHus 6esonacHocTm akcnayatauunm CK3M B obveme pasgenos 15 u 16 pgokymeHTa
«XTSHAMN.00087-01 91 01. Kpuntollpo CSP. PykoBoacTBo agMuHucTpaTopa 6e3omacHocTu. Ob6was
4YacTb».

8.1. O6wume Mepbl 3awuTtbl oT HCA MO c ycTtaHoBneHHbMU CK3W ana OC FreeBSD

Moa ynpaBneHneMm UNIX-nogobHbiXx onepaumoHHbX cucteM CK3UM gomkKHO MCNONb30BaTbCH C
nporpaMMHbIM obecneyeHneM:

e Apache Trusted TLS (Digt).
e Trusted TLS (Digt).

Mpn wuncnonb3doBaHmn CK3U «Kpuntollpo CSP» noa ynpasneHnem OC FreeBSD Heobxoammo
NpeanpuHSATb AOMNOSHUTESIbHbIE MEpbl OPraHM3aLMOHHOINO UM TEXHMYECKOro XapaKTepa W BbINOJHUTb
OOMOJIHUTENbHbIE HACTPOMKW OMepauuMoHHOM cucTembl. [lpy 3TOM CTaBUTCHA 3agayva He TOJIbKO
obecneunTb [OMNONHUTENBHYK 3awuTty cepBepa m OC ot HCA, HO n obecneuntb 6ecnepeboliHbin
pexuMm paboTbl U UCKIHOUYUTb BO3MOXHOCTU «O0TKasa B 0O6CNYyXWMBaHUU», BbBBAHHOIMO BHYTPEHHUMU
npuynHamMu (Hanpumep - nepernosiHeHMeM (annoBbIX CUCTEM).

K opraHm3aumMoHHO-TEXHUYECKMM MepaM OTHOCSATCS:
e obecneyeHne pumsmyeckom 6e30nNacHOCTM CepBEPA;
e yCTaHOBKA MpOrpaMMHbIX OBHOBJIEHWUIA;

e OpraHusauums npoueaypbl PE3EepPBHOr0 KOMUPOBaAHUS U XpPaHEHUS pe3epBHbIX
KOMun.

JononHutenbHble HacTporkn OC FreeBSD kacatoTcs cneapytowero:

e OrpaHWYeHWe [OCTyna MoOSb30BaTeNen WM HACTPOWKM  MOMb30BaTENIbCKOro
OKPYXEHUS;

e OrpaHW4YeHWe CeTeBbIX COEAMHEHWUN;
e OrpaHUYEHUs MPU MOHTUPOBAHUM (haWMIOBbIX CUCTEM;
e OrpaHWYeHWs Ha 3anyCcK MpoLEeccoB;

e KOHTponAb 3arpy3kum OC M KOHTpPOSb LENOCTHOCTU CUCTEMHOrO M NPUKIAAHOro
nporpaMMHoro obecrneveHuss gosmkeH obecneuymBaTbCs MpW NOMOLLM 3IEKTPOHHOIO
3aMKa (CM. COOTBeTCTBYWWMUIA pa3gen B AokymeHTe "XTHAW.00087-01 91 O01.
Kpuntollpo CSP. PykoBOoACTBO agMuUHMUCTpaTopa 6esonacHocTu. O6was 4yacTbe."),
YTO O3HA4YaeT:

(] BbiInonHeHue 3arpy3kum c q)VIKCI/IpOBaHHOFO HOCUTEen4d,

e ObecneyeHwne KOHTpoO/iA LLeSI0OCTHOCTH ocC n npuknagHoro
nporpamMMHoro obecneyeHuss A0 3arpy3kuM Ha 3arpy304HOM JAUCKE WU
ApYrux NOAKNOUYEHHbIX AUCKaX.

e JAoOnNoSsIHUTesbHble HacTpounku sapa OC;

e HaCTpoWKa CeTeBbIX CEPBUCOB;

e OrpaHuyeHue KonuyecTsBa "BMAMMON M3BHE" MHPOPMALUM O CUCTEME;
e HacTpoWKa NoACUCTEMbI MPOTOKO/IMPOBAHUA U ayauTa.

8.1.1. OpraHm3ayunoOHHO-TEXHNUYECKMNE Mepbl
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1. C uenbio UCKIYEHMS BO3MOXHOCTWM 3arpy3km OC, OTAMYHON OT ycCTaHoBAeHHOW Ha HDD
M3BM, T9BM u ycTponcTBa 3arpy3km p[O/KHbl 6bmb onedaTaHbl. [omkeH 6biTb obecnedeH
HEO6X0AUMbIA KOHTPOb LLeSIOCTHOCTU nevaTei.

2. ObecneveHne dusnyeckor 6e3onacHOCTU cepeepa

CnegyeT WCKAYUTb BO3MOXHOCTb [JAOCTYyNa HEaBTOPU3OBaHHOINO nepcoHana K KOHConu,
CUCTEeME MUTaHUA U AOMNOSHUTENbHbIM YCTPOMNCTBaM, NMOAK/OYEHHbIM K 3allULLIAEMOMY CEpPBEpPY MNyTEM
yCTaHOBKM 060pyAOBaHuA B CreuunanbHO BbiAeNEHHOE W 3anupaeMoe nomelleHuve (annapaTHyr wuu
CEepBEPHYI0 KOMHaTY).

Ona  wucknwoyeHns cboeB  KOMMbIOTEPA, BbIBBaHHbIX  OTK/OYEHWEM  DJIEKTPONUTAHMS,
Heobxoaumo obecneunTb 3NEKTpoONUTaHMe cepBepa OT UCToYHMKA 6ecnepeboMHOro nuTaHus
AOCTAaTOYHON MOLWHOCTU. Kak MUMHMMYM, MOLHOCTKM 6aTapeil ucToyHuka 6ecnepebOMHOro nuTaHus
AO/DKHO XBaTaTb Ha BpeMs AOCTaTO4YHOEe AN KOPPEeKTHOro aBTOMaTUMYeCKOro 3aBeplueHus paboThl
cepBepa.

3. OpraHmsauusa npoueaypbl pe3epBHOr0 KOMMPOBAHUSA N XpaHEHUs pe3epBHbIX KOMWi.

MNpwn onpeneneHnWM periaMeHTa pe3epBHOro KOMMPOBAHMS W XpaHEHUsl pe3epBHbIX KOMui
cneayet obecneynTb OTBETCTBEHHOE XPaHEHME pe3epBHbIX KOMUW B 3anuvpaeMbix cendax (wkadax) um
onpeaenuTb npoueaypy BbldayM pe3epBHbIX KOMUA OTBETCTBEHHOMY MEpPCOHaNy W YHUUYTOXEHUS
BbllleAWwmnX M3 ynoTpebneHus HocuTenen (NeHT, OAHOKPATHO 3anMCbiBAaEMbIX AWCKOB W Mp.).

CraHgapTHbIMM MepaMu Mo OpraHM3auunn OTBETCTBEHHOIO XpaHEHWUs! HOCUTENEeN SABASAKTCS:
— MapKMpOBKa HOCUTeNen;
— COCTaB/IEHME OMUCU XPaHMUMbIX HOCUTEsNIEM C YyKa3aHMeM CepuiHbIX (MHBEHTApPHbIX)
HOMepoB, JaT 3anucu Hocutenen, damuanenn COTpPyAHMKA, CO34aBLUEro KOMulo Aans
Kaxaoro wkada(cenda);
— rnepuoanyeckas cBepka onucu n cogepxummoro cendon (wkados);
— OpraHusaums OTBETCTBEHHOrO XpaHeHuUs U Bbigauun knawden ot cerndos (Wwkados);
— BO3MOXHOe onevaTbiBaHue (onnombupoBaHue) cendos(wkados).

— YHWYTOXEHME Bbllueawnx un3 ynotpebneHnss HocuTenen [AOSKHO MNpon3BOAUTCS
KOMUCCUEN C COCTaBNEHMEM aKTa 06 YHUUTOXEHMN.

4. B cucteme permctpupyeTtcs oguH Mosb3oBaTesb, obnagatowmin npaBaMum agMMHUCTPATOPa,
HoCAWMA wuMsa  root, Ha KOTOporo Bo3saraetcs o6sa3aHHOCTb KoOHdurypuposate OC FreeBSD,
HacTpamBaTb 6e3onacHocTb OC FreeBSD, a Tak)e KOHdurypupoaTb [MOBM, Ha KOTOpYyl yCTaHOB/IEHaA
OC FreeBSD.

5.Ana nonb3oBaTens root BbBMpaeTCcA  HaAEeXHbM MNaposib  BXoAa B CUCTEMY,
YAOBNETBOPALWNA creayowmnM TpeboBaHMAM: ANMHA Mapofis He MeHee 6 CUMBOJIOB, cCpeau
CMMBOJIOB Napofis [AOJ/DKHbl BCTpedaTbCsl 3arfaBHble CWUMBOJIbI, MPOMUCHbIE CWUMBOJbL, LUDPbI U
creunanbHble CUMBOJIb, CPOK CMEHbl Maposisl He pexe OAHOro pasa B Mecsl, AOCTYyn K Maposto
[O/KeH 6bTb obecneyeH TONbKO agMUHUCTPaToOPY.

6. MNonb3oBaTtento root AOCTYMHbI HAaCTPOMKM BCeX nosib3oBaTesnern OC FreeBSD, KOTOpble OH
MoXeT npocMaTpuBaTh, pefakTupoBaTh, yhansTh, co3paBaTb. Bcem nosb30BaTesIsM,
3apermctpmpoBaHHbiM B OC FreeBSD, nosb3oBaTeslb root B COOTBETCTBUKU C MOAUTMKOM 6e30nacHoOCTH,
MPUHATOM B OpraHuMsauuu, gaeT MUHMMaJIbHO BO3MOXHblE ANs HOopMasibHOM paboTbl npaBa. Kaxabin
nonb3oBatens OC FreeBSD, He gBnsWMACA Mosb3oBaTenemM root, MOXeT npocMaTpuBatb W
pefakTMpoBaTb TOJIbKO CBOM YCTAHOBKM B paMKax NpaB AOCTyMNa, Ha3HA4YeHHbIX eMy MNoJib30BaTesIEM
root.

7. Bcex nonb3oBatenen [19BM, KoOTopble He MOJbL3YTCA [AAHHOM CUCTEMOW, W BCEX
CTaHOApPTHbIX Monb3oBaTenen, kKotopble co3gatoTca B OC FreeBSD BO BpeMsi YCTaHOBKM (TakuX, Kak

n, n

sys", "uucp", "nuucp", un "listen"), kKpome nonb3oBaTens root, cneayeTt yaanuTb.

8. B OC FreeBSD cywecTBYHOT WUCNOAHsAeMble ddannbl, KOTOpble 3anyCcKakwTcsa C npaBaMu
nonb3oBatens root. 2Tn dainbl MMeT YycTaHoBneHHbM dnar SUID. lMNonb3oBaTtesb root AonKeH
onpegenutb, KakuMM u3 3TuX @Qannos B paMKax oOnNpeaeneHHoW B OpraHusauunm MnoANTUKM
6e3onacHocTM He TpebyeTcsa 3anyck C aAMUHUCTPATMBHBLIMM MOSIHOMOYMSIMKW, M C MOMOLWb cbpoca
¢dnara SUID gomkeH CBeCTM KOJMYECTBO Takmx hannoB K MMHUMYMY. 3anyCcK OoCTaBlwuMxcsa (annos C
yCTaHoB/ieHHbIM dnarom SUID gomkeH KOHTPO/IMPOBaThbCs nMonb3oBaTeneM root.

9. Mpn uncnonbzoBaHun CK3UN «Kpuntollpo CSP» Ha M2BM, noagkAt4UYeHHbIX K 06wenoCcTynHbIM
CeTAM CBf3M, AO/MKHbl 6bTb NPeAnpuHATbI AOMNOMHUTENbHbIE MEpbI, UCKAKYaloWwmMe BO3MOXHOCTb
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HECaHKLMOHNUPOBAHHOIMO AOCTYMa K CUCTEMHbIM pecypcaM WUCMOJSIb3yeMbIX OMepaLMuoHHbIX CUCTEM, K
nporpaMMHOMy ob6ecrne4yeHuto, B OKPYXEHUM KOToporo dyHKUMOHMpYT CK3W, n K KOMMNOHEHTam
CK3WM co cTOpOHbI yKa3aHHbIX CeTeln.

10. MpasBo poctyna kK paboymMm MecTam C ycTaHoBneHHbiM 1O CK3U «Kpuntollpo CSP»
npeaocTaBnsgeTca TO/bKO JWULaM, O3HAKOMJIEHHbIM C TMpaBwiaMM MOJSb30BAHUA U U3YUYMBLUUM
3KCMyaTaunoHHY0 AOKYMEHTaUMio Ha nporpammHoe obecneveHne, nMmerouee B cBoeM coctase CK3U
«Kpuntollpo CSP».

11. Ha TexHunyeckuMx cpeacTBax, oOcHaleHHbix CK3W, [o/MmKHO WCMN0/b30BaTbCs  TOJIbKO
JIMLEH3NOHHOE MnporpaMMHoe obecnevyeHne GUpM-nponu3BoOaUTENEN.

12. B BIOS onpenensatTcs yCTaHOBKM, UCKJOYaloWmMe BO3MOXHOCTb 3arpy3km onepaunoHHOMN
CUCTEMbl, OT/INYHOM OT yCTaHOBJeHHOW Ha HDD: OTK/4YaeTCcss BO3MOXHOCTb 3arpy3km C rmbkoro
ancka, npmeoga CD-ROM u npoune HecTaHAapTHble Buabl 3arpy3km OC, BKOYAA CETEBYI 3arpysKy.
He npumeHnsitotca MNM2BM ¢ BIOS, mckaoyalowmM BO3MOXHOCTb OTKIlOYEHNS ceTeBoMn 3arpy3ku OC.

13. CpeacTtBamm BIOS ponkHa 6bTb MCKOYEHA BO3MOXHOCTb OTKJIIOYEHUS MOSIb30BaTENSAMMU
ISA-ycTpoinncTtBe un PCI-ycTponcTB. NS WUCKAOYEHUS 3TOM BO3MOXHOCTM Bxog B BIOS 3BM pgomxeH
6bMb 3allUEeH naposieM, K KOTOPOMY npeabaBAdAloTCs Te Xe TpeboBaHWsd, 4TO M K Naposto
none3oatens root. Maponb ana Bxoga B BIOS poskeH 6bTb M3BECTEH TOJIbKO MONb30BaTeNto root u
6bMb OT/AIMYHBIM OT Naposs nosb3oBaTtensa root gnsa exoga B OC FreeBSD.

14. [o 3arpy3km OC po/mkeH 6bTb peann3oBaH KOHTPOJIb LLEeNOCTHOCTU hannoB, KPUTUYHbBIX
ans 3arpyskm OC n nporpammbl CPVERIFY.

15. MNpu 3arpyske OC pomkeH O6bTb peann3oBaH KOHTPOJb LENOCTHOCTM MPOrpaMMHOro
obecneyveHns, Bxogswero B coctaB CK3U «Kpuntollpo CSP», camoin OC u BCex MWCMNOJSIHAEMbIX
dannoB, MyHKUMOHUPYOLWMX coBMecTHO ¢ CK3U ¢ ncnonbsosaHueM nporpammbl CPVERIFY.

16. CpeacTtBamm BIOS pomkHa 6bTb WMCKIKOYEHA BO3MOXHOCTb paboTbl Ha 3BM, ecnmn BO
BpeMS ero Ha4yanbHOM 3arpy3ku He NPOXOASAT BCTpPOeHHble TecTbl DBM (POST).

17. Ha TM3BM ycTaHaBnueaeTcs Tonbko oaHa OC. Ha l2BM He ycTaHaBnmMBalTCs CpencTB
paspaboTkn un otnagkum [O. Ecnu cpeacTBa OTNaAKU MPUNIOXKEHUA HYXHbl AN TEXHOMOrMYyecKnx
noTtpebHocTen  opraHmsauum, TO WX  WUCMNOMb30BaHMe  AO/MHKHO  6bMb  CAHKLUMOHMPOBAHO
aAMUHUCTpaTopoM 6e3onacHocTu. B nboM cnyuyae 3anpellaeTcsa WUCMoAb30BaTb 3TW CpeacTBa Ans
npocMOTpa W pefakTMpoBaHWs Kogda M MaMaTu MNpunoXeHun, ucnonbdywmx CK3U «Kpuntollpo
CSP». CnepyeT usberatb nonagaHus B CUCTEMY Mporpamm, No3BOASOLWMX, NOMAb3ysach owmbkamm OC,
rnony4yaTb npusunernn root.

18. Jo/mkHO 6bmb  oOrpaHuyeHo (C  y4yeToM BbibpaHHOM B  OpraHmM3auum  MOJSIUTUKMK
6e30nacHOCTU) UCMOsIb30BaHWe Mosb30BaTeNaAMM KOMaHA cron M at — 3anycka KOMaHA B yKasaHHoe
BpeMs.

19. lo/mkHO 6bTb peann3oBaHO GM3MYECKOE 3aTUpaHMe COAEPXUMOro yaansembix ¢pannoB C
ncnonb3oBaHmeM nporpammbl Wipefile ns coctasa CK3U.

20. JomxHbl 6bTb OTKOYEHbI BCE HEUCMONb3YEMble CeTeBble MPOTOKObI.

21. B cnyvae noakntodveHusa [MOBM ¢ ycTtaHoBneHHbM CK3M Kk 06WenoCTynHbIM CeTaM
nepegaym AaHHbIX AO/MHKHO 6bTb OTKAOYEHO Mcnosib3oBaHWe JavaScript, VBScript, ActiveX un apyrux
MpOrpaMMHbIX O6BEKTOB, 3arpyXaeMbiX U3 CeTU, B MpUKNAAHbIX NporpaMMax.

22. JomkHbl  6bITb  MPUHATBI  MEpbl MO  MUCKJ/IIOYEHMIO HECaHKLMOHMPOBAHHOIO A0CTyna
MOCTOPOHHMX UL, B MOMELLEHUS, B KOTOPbIX YCTaHOBNEHbI TexHnyeckmne cpeactea CK3U «Kpuntollpo
CSP», nmo poay CBOEeN [esATe/IbHOCTU He SBASAKWMXCS MepcoHasoM, AonylweHHbM K paboTe B
YyKasaHHbIX MOMeLLEeHUSIX.

23. JomkHO ObMb 3anpeleHo OoCTaBnAaATb 6e3 KOHTPO/S BbMUCAUTENbHbIE CpeacTBa, Ha
KoTopbIx 3akcnnyaTtupyetcsas CK3U «Kpuntollpo CSP» nocne BBoaa knwuyeBon uWHbopMmauuu. [pu
yxoae nonb3oBatenss Cc paboyero MecTta AO/MKHO WCMONb30BATbCA aBTOMATUYECKOE BKJIKOYEHUE
rMapoJibHOM 3acTaBKMU.

24. N3 cocTaBa cucTeMbl A0IXKHO 6bTb UCKOUYEHO 060pyaoBaHME, KOTOpPOE MOXET CcO34aBaTb
yrpo3y 6e3onacHoctn OC FreeBSD. Takxe HeobxoanmMo wu3beratb MCMNOAb30BaHWUS HeCTaHOAAPTHbLIX
annapaTtHbiX CpeAcTB, WMEKWMX BO3MOXHOCTb BAMATb Ha dYyHKUMoHMpoBaHue [M2BM wnm OC
FreeBSD.

25. lMocne MHCTannAayumm OC FreeBSD crneayeTr YCTaHOBUTb BCe pekoMeHAOBaAHHbIE
nporpaMMmHble obHoBMEHus n nporpaMMmHbie obHoOBNEHMS, CBsA3aHHbIE Cc 6e3onacHoOCTbIO,
cyuwecTBywuwme Ha MOMEHT UHCTaNALUN.
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26. Ha Bce aupekTopuu, copepxawme cuctemHble dainbl OC FreeBSD u katanorn CK3WY,
HeobxoAMMO YyCTaHOBMTbL MNpaBa AoCTyna, 3anpellatouime BCEM Mofnb3oBaTensaMm, Kpome Bnaaensbua
(Owner), 3anuce.

27.B cBS3u C TeM, UTO aBapuiHbIM AaMn OnNepaTMBHOW MNaMATM MOXET COAepXaTb
KpunTtorpadmyeckn onacHyt WHdboOpMauuio, B MpUKIAAHLIX MporpamMMmax, wucnosb3ytowmnx CK3U,
cneayeT OTK/YWUTb BO3MOXHOCTb €ro Co3faHusi C nomouwbio dyHKumM setrlimit ¢ napameTpom
RLIMIT_CORE=0.

28. B OC FreeBSD mncnonb3yeTcs BupTyanbHas namatb. O6nacTb BMPTYasibHOM NamMaATU AOXKHA
6bTb OpraHmsoBaHa Ha oTaenbHoMm HDD. Mo okoHuyaHum paboTbl CK3U copep>xmumoe BUPTyanbHOWN
naMmaTM OO/MKHO 3aTupaTbCs C Mcnonb3oBaHueMm cpeacts OC. B cnyyae aBapuinHOro octaHosa [M2BM,
npu cnegytowen 3arpyske Heobxogmmo B pexume “single user” oumctutb 06NacTb BUPTyasibHOM
namatu nporpammoint wipefile, Bxogswen B coctaB CK3U Kpuntollpo CSP. B cnyyae Bbixoda M3 CTpos
HDD, Ha KOTOpOM HaxoauTcs ob6nacTb BUPTyanbHOM nNamsaTu, Kpuntorpaduyeckue KAw4m nognexat
BblBOAY M3 AelcTBusA, a HDD cuuTaeTcs He noanexawmm peMoHTy. DToT HDD yHuuTOXaeTrcs no
npaBuiaM YHUYTOXEHUSA KIOYEBbBIX HOCUTENE.

8.1.2. lononHuTenbHble HacTponku OC FreeBSD

HacTpoiikn OC FreeBSD BbINOAHSAOTCS MyTEM pefakTupoBaHusa (yaanenus, pobaBneHus)
pasfNyHbIX KOHMUrypauNOHHbIX WM KOMaHAHbIX ¢alinos.

Ons  coxpaHeHuss BO3MOXHOCTM "OTKaATUTb" BHECEHHble W3MEHEeHUs CcJieQyeT COXPaHsATb
moamduumpyemble dannbl B "6e3onacHoM" MecTe (Ha BHEWHEM HOCUTeNe WM Ha He MOHTUpPYyeMOoM
aBToMaTmyeckn hannoBon cucteme).

OrpaHvyeHve gocTyna Nosib30BaTeNen M HAaCTPOMKWN NOJb30BATENbLCKOr0 OKPYXEHUS
HacTpolika nonb30oBaTeNbCKOrO OKPYXeHUs 3aKal4vaeTcs B Cneaylowmx AencTBusX:
1. B danne /etc/login.conf cnegyeT yCcTaHOBUTb Criegytowme AUPEKTUBLI:
Login-retries=3 (3agaeT 4YKUCAO MOBTOPHbIX MOMbITOK perncTpaunm nonb3oBaTens
nporpamMmon login)
passwordtime=30d pansa orpaHunyeHus cpoka gencTeus naponsa 30-10 cyTKkamu
coredumpsize=0K pns 3anpeTa co3gaHus core-dainos

SYSLOG_FAILED LOGINS=0 (aupekTuMBa npeAanucbiBaeT MNpPOTOKOAMPOBaATb BCE TMOMbITKMU
HeygauyHoOW permcTpauuu nonb3oBartens)

UMASK=022 (napameTp 3afaeT MacKy co3gaHusa dalina no-yMosidaHuio).

CONSOLE=/dev/console (napameTp orpaHunymBaeTt BO3MOXHOCTb perncTpauum
cyneprnonb3oBaTenss TONIbKO CUCTEMHOM KOHCONbD U 3anpelwlaeT yAaneHHble pervctpayunu
cyrnepnonb3oBaTens).

2. Ana nonb3oBaTtensa root yCTaHOBUTb MacKy pexwuma cosganus dannos 077 nnm 027:
umask 077 (umask 027);

3. OtpepakTupoBatb ¢ann /etc/shells u noMecTuTb B HEro WMEHa TOJILKO AN Tex
ncnonHsemolx darninos obonoyvek, KOTOpble yCTaHOBJSEHbl B cucTeMe. Mo yMon4aHuio, coaepxumoe
danna /etc/shells moxeT bbb TaknM:

/bin/csh

/bin/tcsh

/bin/sh

/usr/local/bin/bash

4. Ypanutb pavin (ecnm oH cywecTtByeT) /.rhosts.
5. Yaanutb copgepxumoe danna /etc/host.equiv.

6. OTpepakTupoBatb dann /etc/pam.conf ¢ wuenbo 3anpeta rhosts-ayTeHTudmnkaymnm.
BbInoAHAETCA KOMMEHTMpPOBAHMEM BCeX CTPOK, coAepXallimx noacTpoky "pam _rhosts_auth.so".

7. MpoBepuTb naeHTUOUKATOPbLI MOMb30BaTeNss W rpynnbl Ans  BCeX MoJib30BaTesien,
nepe4yncneHHblx B danne /etc/passwd. Cneayer ybeamtcsi, 4TO He CyLleCTBYET MNONb30OBaTenen,
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MMewLwmnx wunaeHTudukatop nonb3osatens 0 u  umaeHTudukatop rpynnbl 0 KpoMe, BO3MOXHO,
nonb3oBaTenia root.

8. Co3paTb nNepedyeHb MporpamMM, KOTOpble 3anycKakwTcs C npaBaMu agMUHUCTpaTopa, U
KOHTpPONNpOBAaTb €ro HEM3MEHHOCTb;

9. 3anpeTnTb perncTpaLuio B CUCTEME MOJIb30BATENEN, UMEKLWUX CleAylolmne «CyxXebHble

UMeHa»:
daemon uucp
bin nuucp
sys listen
adm nobody4
Ip nobody
smtp noaccess

[JencTBue BbINOJHAETCS MyTeM ykasaHusa B danne /etc/passwd cTtpokm '/sbin/nologin’ B none
shell-nporpamMmbl 1 ykasaHus cumBona 'x' B none napons.

OrpaHu4yeHus Npu MOHTUPOBaHUW DanNoBbIX CUCTEM

OrpaHuyeHuss Npu MOHTUPOBaHWK (anloBbIX CUCTEM peanusyloTcs peaakTupoBaHueM daiina
/etc/fstab:

YCTaHOBUTb ONuuto nosuid npy MOHTMPOBaHuUM annoBOn CUCTEMbI /var.

Mpn MHCTanNAUMM CUCTEMbI CrieayeT BblaenuTb ans dannosbix cuctem /, /usr, /usr/local, /var
pa3Hble pasgenbi gucka Ans npeaoTBpalleHus nepenosiHEHUS KPUTUYHBIX (arinoBbiXx cuctem (/, /var)
3a CYyeT, HanpuMep, nMONb30BaTeNbCKUX AaHHbIX W obecrnevyeHUss BO3MOXHOCTW MOHTMPOBAHUS
¢dalinoBon cucTeMbl /usr B pexunume "ToNbKO Ans uteHus".

OrpaHunyeHus Ha 3anyckK MpoLleccos

CnepyeT OrpaHuM4YMTb WCMOSb30BaHME B CUCTEMEe MaHMPOBLUMKA 3aga4y Cron M CpeacTs
nakeTHon o6paboTku 3agaHuvin. [Ons HopManbHOro GYHKLWOHMPOBAHUA CUCTEMbl MWHMMAJIbHO
HeobXxoAUMbIM  ABMSIETCA pa3pelleHne MWCNoSb30BaHMS TMIAaHUMPOBLUMKA 3adad Ccron M CcpeacTs
nakeTHon o6paboTkM 3adaHMM TOAbKO nNosb3oBaTento root. [ns 3Toro cnegyet BbINOSHUTL
cnepytoume KomaHabl (OT MMEHM Cynepnosib3oBaTens):

echo root > /var/cron/allow

echo root > /var/at/at.allow

HacTpoika ceTeBbiX CEPBUCOB

HacTpolika ceTeBbiX CEPBMCOB 3aKJ/lo4YaeTCs B CleAyoWeM:

CnepyeTt orpaHuMumtb PYHKLMOHANBHOCTb AEMOHa YMNpaB/ieHUs CeTeBbiMM coeauHeHusMu inetd
(xinetd). JencTBme 3akniovaetTca B pegaktuposaHum danna /etc/inetd.conf. B daline /etc/inetd.conf

cneayeT 3aKOMMeHTpoBaTh (yAanuTb) CTPOKM, COAepiKaliMe onMcaHuMs TeX CEPBUCOB, MCMOb30BaHWe
KOTOPbIX Ha KOHMUIypUPyEMOM KOMMbIOTEPE HE ABNSETCS HEO6XOAUMbIM.

Kak MMHUMYM, cnefgyeT 3anpeTuTb cnepylolwme cepBucsl:

echo systat
discard netstat
daytime tftp
chargen telnet

finger nfsd

Bo3MOXHO TakXe CHavajla 3akoMMeHTMpoBaTb B daine /etc/inetd.conf onucaHua Bcex
CEepPBMCOB M 3aTEM paCKOMMEHTUPOBaTb TOJIbBKO UCMOJIb3yEMbIE.
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1. Ucnonb3ys yTunuty sysinstall, oTKNOYNTb HEUCnonb3yeMble CeTeBble CepBUCHl, U CNyXbbl,
3anycKaeMblx Npu CTapTe CUCTeMbl, 3anycTuTb paboTy noacucTembl accounting ans KOHTposs
3anycKaeMblX NpoLeccos.

2. Ecnv  He nnaHupyeTcs  MCMOAb30BaTb HacTpaMBaeMbll  KOMMbIOTEp B KayecTse
MaplpyTusaTtopa, HeobxooMMO 3anpeTuTb MapuwpyTuM3auuilo, BbINOJHMB  KOMaHay  sysctl -w
net.inet.ip.forwarding=0.

3. CnepyeTt 3anpeTuTb NpUeM M3 BHewHen ceTu "wmpokoBewaTenbHbiX" (broadcast) nakeTos,
a TakXe nepepavyy OoTBETOB Ha MpUHATbIE "LWMpoKoBewlaTesbHbie" MakeTbl.

4. 3anpeTuTb cyneprnonb3oBaTentd goctyn no ftp, ana atoro pobasutb "root" B ann
/etc/ftpusers

5. Echm nnaHmpyeTcs mMcnonb3oBaTb Ha HacTpanBaeMoM cepBepe cepBuc FTP, To cneayet
co3gaTtb (oTpegakTupoBaTb) dann /etc/ftpusers co cNMCckOM MNonb3oBaTenen, AN KOTOPbIX 3arnpeLLeH
[OCTyn K cepBepy no npotokony FTP. ®ain umeeT TekcToOBbIM dopMaT U AO/HKEH CoAepXaTb Mo
O4HOMY WMEHW nofnb30oBaTenss B CTpoke. B cnucke "3anpelieHHbIX" nonb3oBaTenen, Kak MUHUMYM,
OOJKHbI 6bITb NepevncsieHbl creayolme MMeHa nosib3oBaTenen:

daemon uucp

bin nuucp
sys listen
adm listen

Ip nobody
smtp noaccess

6. Onsa orpaHunyeHua AOCTyna K CUCTEMHbLIM d)aﬁnaM ansa HenpuneBunernpoBaHHbIX
l‘lOﬂb3OBaTeJ'IeI7I, M3 KOMaHAHOM CTPOKWM CnieaAyeT BbINOJIHNTL cnegyroumne KoMaHabl:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at
chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode
7. Takxe cnepyet o6Hynutb bnar SGID ans HeKOTOPbIX MCMOJHSAEeMbIX (annoB:
chmod g-s /usr/bin/mail
chmod g-s /usr/bin/mailx
chmod g-s /usr/bin/write
chmod g-s /usr/bin/netstat
chmod g-s /usr/bin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /usr/sbin/arp
chmod g-s /usr/sbin/dmesg
chmod g-s /usr/sbin/prtconf
chmod g-s /usr/sbin/swap
chmod g-s /usr/sbin/sysdef
chmod g-s /usr/sbin/wall
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OrpaHuyeHue konmdecTtBa "BUANMMON M3BHE" MHDOpPMALIMM O CUCTEME

O6bI4HO, HaYabHYIO MHPOPMALINIO O CUCTEME NMOTEHLMA/bHBLIN HAaPYLWNTENb NOoy4YaeT U3 CUCTEMHbIX
npuriaweHui, BblaaBaeMbIxX ceTeBbIMN cnyxbamn cepBepa (telnet-cepsep, ftp-cepsep u np.).

MosToMy, K MEpPAM MO OrPaHUYEHNIO KOJIMYECTBA "BUANMOM M3BHE" MHDOPMaL MM O CUCTEME OTHOCATCS:

¢ OTKa3 oT crTaHpgapTHoro "saronoska", BblIBOAMMOro cepsepoM ftp npu oTBeTe nosb3oBaTento.
JocturaeTtca ykasaHuem B datine /etc/ftpwelcome cneayowmx AMpeKTmB:

BANNER=""

e PepaktnpoBaHue daiinos /etc/issue, /etc/ftpbanner n /etc/motd ¢ yenbio paszbscHEHUS NONb30BaTENAM
npaBun 1M NONNMTUKKN AOCTYyNa K cepBepy ftp.

HacTpoika noacmMcrembl NPOTOKOANMPOBAHUA U ayauTa

1. CnepyeT yAOCTOBEPUTCS, YTO TOJIbLKO MOJsib30BaTeNb root umeeT AOCTYN Ha 3anucb Aas
cnepyouwmx dhannos:

/var/log/authlog

/var/log/syslog

/var/log/messages

/var/log/sulog

/var/log/utmp

/var/log/utmpx

2. Ecnn Ha HacTpavBaeMoM cepBepe mcnosbldyeTcs web-cepBep, To crneayeTt ybeantbcs,
yTO TONbKO "Bnageneu" npouecca httpd nmeeT gocTyn Ha 3anucb K npoTtokonam httpd

3. OrpaHnuntb (C y4yeTOM BbIOpaHHOM B OpraHusauuu MoAMTUKKM 6e3onacHoCTH)
MCMONIb30BaHMe Moab3oBaTensgMM KOMaHg Su M sudo - npepocTaB/ieHMs  MOJSb30BaTeso
aAMUHNCTPATUBHbIX MOJTHOMOUWIA

4, CnenyeT NpoTOKOMMPOBAaTb MOMbITKM MCMOMb30BaHUs nMporpamMm su m sudo. [Ons aToro,

B awnn /etc/syslog.conf cnegyet no6aBuTb 3annchb:
auth.notice /var/log/authlog
nnu
auth.notice /var/log/authlog, @loghost

Bropas cTpoka aHasorMyHa nepBoi, HO YKas3biBaeT, UTO TMpPOTOKO/S [OMOSIHUTENBHO
nepegaeTcs Ha cepBep c6opa NMPOTOKOJIOB.

Cnenyet obecneuynTb MNPOTOKOJIMPOBAHME HEYCMELWHbIX MOMbITOK perMcTpaunMmM B CUCTEME B
JloKkanbHOM npoTokone. [ns 3Toro, cieayeT BbINOJHUTL Ceaylol e KOMaHAbl:

touch /var/adnmy/loginlog
chown root /var/adm/loginlog ; chgrp wheel /var/adm/loginlog
chmod 644 /var/adm/loginlog

5. Ona npoTOKONMPOBAHUS CETEBbIX COEAMHEHUN, KOHTPOMPYEMbIX AEMOHOM inetd
(Bknoyas gaty/Bpems coeauHeHus, IP-agpec kaveHTa, yCTaHOBMBLUENO0 COEAMHEHNE U UMS CEpPBUCA,
obcnyxuBatowero coeanHeHne), B dann /etc/syslog.conf cnegyer nob6aBuntb 3annchb:

daemon.notice /var/log/syslog
n B anne /etc/rc2.d/S72inetsvc 3aMeHUTb CTPOKY
/usr/sbin/inetd -s
Ha
/usr/sbin/inetd -s -t

8.2. TpeboBaHMs NO pa3MeLWeHN0 TEXHNYECKNX CpeacTB C yCTaHoBAEHHbIM CK3U
Mpu pa3meweHnn TeEXHNYECKNX CPEeACTB C yCTaHoBNeHHbIM CK3W:

— 10K Hbl 6bITb MPUHSATbI MEPbI 3aLLUTE OT HECAHKLMOHMPOBAHHOIO AOCTYMNa B NOMELLEHUSA, B KOTOPbIX
pa3MelleHbl TEXHUYECKNE CPeACTBa C YCTaHOBNeHHbIM CK3M, MOCTOPOHHUX NKL, N0 poAY CBOEW AeATebHOCTU
He ABNAILLMXCA MNEepCcoHanoM, AOMylLleHHbIM K paboTe B 3TUX MNoMelleHuax. B ciyuyae Heob6xoaMMOCTU
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NPUCYTCTBMS MOCTOPOHHUX JIML B YKa3aHHbIX MOMeweHuax Ao/mkeH 6biTb obecneyeH KOHTPOAb 3a UX
aencremamMm n obecnedyeHa HEeBO3MOXHOCTb HeraTMBHbIX AEWCTBUMA C UX CTOPOHbI Ha CK3W, TexHunyeckune
cpeacTsa, Ha KoTopbix akcnayaTmpyeTtca CK3M n 3awmwaemyto nHpopmaumio.

— BHyTpeHHAs nnaHuvpoBKa, pacnofioXXeHue U YKOMMIeKTOBAaHHOCTb pabouynx MecT B NoMeLleHnsax
AO0JDKHbI 06ecneunBaTb MCNOHUTENSAM PaboT, COXPaHHOCTb AOBEPEHHbIX UM KOH(MUAEHL NANbHbIX AOKYMEHTOB U
CBeAEeHWI, BKIKDYAs KIYEBYO MHMOpMaUuio.

- B cnyyae nnaHnpoBaHusa pa3sMeleHms CK3/ B noMeLl eHnsx, rae NnpucyTCTBYET peyeBas, akycTuyeaas
W BM3yanbHasa uHdoOpMauus, coaepxalwas CBeAeHWUs, COCTaBnsdllWMe rocyAapCTBEHHYO TaWHy, u (Maum)
yCTaHOBEHbl TEXHNYECKNE cpeAcTBa M CUCTEeMbl NpueMa, nepegayn, obpaboTkm, xpaHeHna n otobpaxeHus
WHdopMaLun, coaepxalen cBefeHWns, COCTaBnsallMe roCyAapCTBEHHYIO TaWHy, TeXHMYeCcKkue cpencrsa
WHOCTPaHHOIro MNpoOM3BOACTBA, HAa KOTOPbIX (PYHKLUMOHUPYIOT nporpammHble moaynn CK3W, AomkHbl 6bITb
noABeprHyThbl CNeunanbHOM NpoBepKe NO BbIBIEHUIO YCTPOWCTB, NpeAHa3HauYeHHbIX 4159 HEMNAaCHOMO MoJlyyYeHuns
MHdopMaLnn>».
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9. TpeboBaHusa Mo KpurTorpauyeckon 3salumte

JOMKHbI BbINOMHATECA TpeboBaHua:
1. Ucnonb3oBaHne TOJIbKO JIMLEH3NOHHOIO CUCTEMHOIO MpPOrpaMMHoOro obecneyeHus.
2. Pazpen 16 pokyMmeHTa XTAN.00087-01 91 01.

3. Mepen HadanoM paboTbl [OMKEH ObTb MNpoBeAEH KOHTPOJSb LENOCTHOCTU. KoHTponem
LEeNOCTHOCTU A0/HKHbI 6bTb OXBaydeHbl dainbl, yKasaHHble B M. 16.

4. HacTpolika onepaunoHHON cucTtembl gnas pabotbl ¢ CK3U no n. 8.1.1.

5. Mpu uHcTannaumn CK3M gomkHbl 6bmb obecneyeHbl OpraHM3auMOHHO-TEXHUYECKNE MEPbI MO
WUCKJIIOYEHMIO NOAMEHbI ANCTPpUBbYTUBa N BHECEHUS naMeHeHult B CK3W nocne ycTaHOBKM.

6. NckntoyeHne w3 nporpaMMHoro obecnedeHms [19BM ¢ ycTaHoBnieHHbiM CK3W cpencTs
oTnaaKku.

7. Maponb, Mcnonb3yeMbli Ana ayTeHTudunkaumm nonb3oBartenen, AO/DKEH COAEPXKATb HE MeHee
6 cuMBOnOB andaBuTa MOWHOCTM He MeHee 10. lepMOANYHOCTb CMEHbI MApPOSIA — HEe pexe OAHOro
pasa B 3 Mecsua.

8. NepruoaAnNYHOCTb TECTOBOMO KOHTPONs Kpuntorpaduyeckmnx dyHKUui - 10 MUHYT.
9. BExxecyTouHasa nepesarpy3ka [2BM.

10. MepmognyHocTb ocTaHoBa [MOBM ¢ o6s3aTenbHON MNpPOBEPKON CUCTEMbI OX/laXXAeHUs
rnpoueccopHoro 6noka N3BM - 1 mecsau.

11. 3anpewaeTca wcCNonb3oBaTb pexuMm npocTton 3ameHbl (ECB) TOCT 28147-89 pns
wndpoBaHua nHboOpMaLnmM, KpoMe Kto4eBOMn.

12. lo;mkHO paBaTtbCs NpeaynpexgeHme 0 TOM, YTO MpU MCMOSIb30BaHMM peXxuMa WwudpoBaHus
CRYPT_SIMPLEMIX_MODE wm™aTtepwuan, obpabaTbiBaeMbli Ha  OAHOM  KJ/OYE, aBTOMATUYECKM
orpaHuymBaeTCs BennynHom 4 MB.

13. Npu  dyHKUMoHMpoBaHum CK3UM [0MKHbI BbINONHATBCSA TpeboBaHMs 3KcCnayaTauWOHHOWN
AokyMeHTauun Ha MNAK 3awutel ot HCA.

14. JonmkHo 6brb 3anpeweHo ucnonb3oBaHne CK3UM ana 3awuTbl TenedoHHbIX NeperoBopoB
6e3 nMpuHATUS B CUCTEME Mep MO 3awuTe OT MHGPOPMATUBHOCTM MOBOYHBLIX KaHanoB, crneundunyeckux
npu Nepegade peuyw.

15. fomkHa 6bmb 3anpeweHa pab6ota CK3WM npu BkAoUeHHbX B M2BM wraTHbIX cpeacTBax
BbIx04a B paauvoKaHan.

16. KoHTposieM LenoCTHOCTU AOKHbI ObTb OXBadeHbl danbl:
FreeBSD (32 pa3psaaHbIiA)

/opt/cprocsp/bin/ia32/cryptcp
/opt/cprocsp/bin/ia32/certmgr
/opt/cprocsp/bin/ia32/inittst
/opt/cprocsp/bin/ia32/csptestf
/opt/cprocsp/bin/ia32/der2xer
/opt/cprocsp/lib/ia32/1libcapi20.so0.4
/opt/cprocsp/lib/ia32/1libcpext.so.4
/opt/cprocsp/lib/ia32/libasnldata.so.4
/opt/cprocsp/lib/ia32/1libasnldata XER.so.4
/opt/cprocsp/lib/i1a32/1libssp.so.4
/opt/cprocsp/lib/1ia32/1libpkivalidator.so.4
/opt/cprocsp/lib/ia32/1libcplib.so.4
/opt/cprocsp/lib/ia32/libcpasnl.so.4
/opt/cprocsp/lib/ia32/1libocsp.so.4
/opt/cprocsp/lib/ia32/1libenroll.so.4
/opt/cprocsp/lib/ia32/1libtsp.so.4
/opt/cprocsp/lib/ia32/1libtspcli.so.4
/opt/cprocsp/lib/ia32/liburlretrieve.so.4
/opt/cprocsp/bin/ia32/curl
/opt/cprocsp/lib/ia32/1libcpcurl.so.6
/opt/cprocsp/lib/ia32/1libcpcurl.a
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/opt/cprocsp/modules/ia32/kern

/opt/cprocsp/modules/ia32/kern.
/opt/cprocsp/modules/ia32/kern.
/opt/cprocsp/modules/ia32/kern.
/opt/cprocsp/modules/ia32/kern.
/opt/cprocsp/modules/ia32/kern.
/opt/cprocsp/modules/ia32/kern.
/opt/cprocsp/modules/ia32/kern.

.osreldate.
osreldate.
osreldate.
.803000/drvcsp.
osreldate.
osreldate.
osreldate.
osreldate.

osreldate

/opt/cprocsp/lib/ia32/libcpedrv_emul.a

/opt/cprocsp/modules/ia32/kern.
/opt/cprocsp/modules/ia32/kern.
/opt/cprocsp/modules/ia32/kern.
/opt/cprocsp/modules/ia32/kern.
/opt/cprocsp/modules/ia32/kern.
/opt/cprocsp/modules/ia32/kern.
/opt/cprocsp/modules/ia32/kern.
/opt/cprocsp/modules/ia32/kern.

osreldate

osreldate

/opt/cprocsp/bin/ia32/cp-genpsk.sh

/opt/cprocsp/bin/ia32/genpsk

/opt/cprocsp/lib/ia32/1libike gost.so.4
/opt/cprocsp/lib/ia32/1libesp gost.so.4
/opt/cprocsp/lib/ia32/1libcsp.so.4

/opt/cprocsp/lib/ia32/librdrrndmbio tui.so.4
/opt/cprocsp/lib/ia32/1libcppkcsll.so.4

/opt/cprocsp/bin/ia32/cpverify
/opt/cprocsp/bin/ia32/wipefile
/opt/cprocsp/bin/ia32/csptest

/opt/cprocsp/lib/ia32/librdrrndm.so.4
/opt/cprocsp/lib/ia32/librdrsup.so.4
/opt/cprocsp/lib/ia32/librdrdsrf.so.4
/opt/cprocsp/lib/ia32/1librdrfatl2.so.4
/opt/cprocsp/lib/ia32/1ibcapil0.so.4
/opt/cprocsp/lib/ia32/1libcpui.so.4
/opt/cprocsp/lib/ia32/libcpalloc.so0.0
/opt/cprocsp/lib/ia32/libjemalloc.s0.0
/opt/cprocsp/sbin/ia32/unreg prov_type name.sh
/opt/cprocsp/sbin/ia32/cpconfig
/opt/cprocsp/sbin/ia32/mount flash.sh
/opt/cprocsp/lib/ia32/librdremv.so.4
/opt/cprocsp/lib/ia32/librdrpcsc.so.4
/opt/cprocsp/lib/ia32/librdrric.so.4
/opt/cprocsp/sbin/ia32/ccid reg.sh
/opt/cprocsp/lib/ia32/libcpcvcert.so.4
/opt/cprocsp/lib/ia32/librsaenh.so.4
/opt/cprocsp/sbin/ia32/stunnel thread
/opt/cprocsp/sbin/ia32/stunnel fork
/opt/cprocsp/sbin/ia32/stunnel hsm

osreldate.
osreldate.
.802000/cpesp_gost.
osreldate.
osreldate.
.901000/cpesp_gost.
osreldate.
osreldate.

702000/drvcsp. ko
1000510/drvcsp. ko
802000/drvcsp. ko
ko
ko
ko
ko
ko

804000/drvcsp.
901000/drvcsp.
902001/drvcsp.
903000/drvecsp.

702000/cpesp_gost.ko
1000510/cpesp_gost.ko
ko
ko
ko
ko
ko
ko

803000/cpesp _gost.
804000/cpesp _gost.

902001 /cpesp_gost.
903000/cpesp_gost.

FreeBSD (64 pa3paaHblii)

/opt/cprocsp/bin/amdé4d/cryptcp
/opt/cprocsp/bin/amd64/certmgr
/opt/cprocsp/bin/amd64/inittst

/opt/cprocsp/bin/amdé64/csptestf

/opt/cprocsp/bin/amdé64/der2xer

/opt/cprocsp/lib/amd64/1libcapi20.s0.4

/opt/cprocsp/lib/amd64/libcpext.so.4

/opt/cprocsp/lib/amdé64/libasnldata.so.4
/opt/cprocsp/lib/amd64/libasnldata XER.so.4
/opt/cprocsp/lib/amd64/libssp.so.4
/opt/cprocsp/lib/amd64/libpkivalidator.so.4
/opt/cprocsp/lib/amd64/libcplib.so.4
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/opt/cprocsp/lib/amd64/1libcpasnl
/opt/cprocsp/lib/amd64/1libocsp.s
/opt/cprocsp/lib/amd64/1libenroll
/opt/cprocsp/lib/amd64/1libtsp.so
/opt/cprocsp/lib/amd64/1libtspcli

/opt/cprocsp/lib/amdé4/liburlretrieve.so.4

/opt/cprocsp/bin/amd64/curl
/opt/cprocsp/lib/amd64/libcpcurl
/opt/cprocsp/lib/amd64/libcpcurl
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/lib/amd64/1libcpcdrv
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/bin/amd64/cp-genpsk
/opt/cprocsp/bin/amd64/genpsk
/opt/cprocsp/lib/amdé64/1libike go
/opt/cprocsp/lib/amdé64/libesp go
/opt/cprocsp/lib/amd64/1libcsp.so

.s0.4
0.4
.so0.4
.4
.so0.4

.S0.6
.a

osreldate.
osreldate.
osreldate.
osreldate.
osreldate.
osreldate.
osreldate.
osreldate.
_emul.a

osreldate.
osreldate.
osreldate.
osreldate.
osreldate.
osreldate.
osreldate.
osreldate.

.sh

st.so.4
st.so.4
.4

801000/drvesp. ko
1000510/drvcsp. ko
802000/drvcsp. ko
803000/drvcsp. ko
804000/drvcsp. ko
901000/drvecsp. ko
902001 /drvcsp. ko
903000/drvcsp. ko

801000/cpesp_gost.
1000510/cpesp _gost.ko
802000/cpesp_gost.
803000/cpesp_gost.
804000/cpesp_gost.
901000/cpesp_gost.
902001/cpesp_gost.
903000/cpesp_gost.

/opt/cprocsp/lib/amdé64/librdrrndmbio tui.so.4

/opt/cprocsp/lib/amd64/1libcppkces
/opt/cprocsp/bin/amdé64/cpverify
/opt/cprocsp/bin/amdé64/wipefile
/opt/cprocsp/bin/amdé64/csptest

1l.s0.4

/opt/cprocsp/lib/amdé64/librdrrndm.so. 4

/opt/cprocsp/lib/amd64/librdrsup
/opt/cprocsp/lib/amd64/librdrdsr
/opt/cprocsp/lib/amd64/librdrfat
/opt/cprocsp/lib/amd64/1libcapil0
/opt/cprocsp/lib/amd64/libcpui.s
/opt/cprocsp/lib/amd64/libcpallo
/opt/cprocsp/lib/amd64/1libjemall

.s0.4
f.so.4
12.s0.4
.s0.4
0.4
c.so0.0
oc.so0.0

/opt/cprocsp/sbin/amd64/unreg prov_type name.sh

/opt/cprocsp/sbin/amd64/cpconfig
/opt/cprocsp/sbin/amd64/mount fl
/opt/cprocsp/lib/amdé64/librdremv
/opt/cprocsp/lib/amd64/librdrpcs
/opt/cprocsp/lib/amdé64/librdrric
/opt/cprocsp/sbin/amd64/ccid reg
/opt/cprocsp/lib/amd64/libcpcvce
/opt/cprocsp/lib/amd64/librsaenh

/opt/cprocsp/sbin/amd64/stunnel
/opt/cprocsp/sbin/amd64/stunnel
/opt/cprocsp/sbin/amd64/stunnel

ash.sh
.so0.4
c.so.4
.s0.4
.sh
rt.so.4
.so0.4
thread
fork
hsm

ko

ko
ko
ko
ko
ko
ko
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MpunoxeHne 1. KOHTpO/b LUENOCTHOCTM MNPOrpaMMHOro obecnedeHus

B pononHeHwe Kk AMCTpuBYTWMBY MOCTaBASIIOTCS CKPUNTOBbIE cainbl integrity.sh, 3anyckom
KOTOPbIX MOXHO y6eAnTbCS B LLENIOCTHOCTU ANCTPUEYTMBA A0 €ro YCTaHOBKM.

MporpammHoe ob6ecneuveHne CK3U mmeeT cpeactBa obecneyeHus KOHTpoAs uenoctHoctu MO
CK3W, koTopble AOMXKHbI BbINOJHAKTCSA NepUoanyecKu.

Ecnu B pe3ynbTaTe nNepuMoANYECcKOro KOHTPOAS LEeNOCTHOCTU nosBnseTcs coobuweHus o
HapyLlWeHUN LeNoCTHOCTU KOHTponupyemoro danna, nonb3oBaTesnb 06s3aH npekpaTtutb paboTy u
0bpaTuTbCa K aaMMHUCTpaTopy 6e3onacHoOCTM.

AgMUHUCTpaTop 6€e30MacHOCT, MpoaHa/M3MPOBaB MPUUUHY, TMpPUBEAWYD K HapyLeHWto
LLe/IOCTHOCTU, A0/KEeH nepeycTaHoBuTb MO CK3U ¢ aucTtpubyTmBa, unmn cuctemHoe MO.

Moaynb cpverify no3BoNseT OCYWeCTBAATb KOHTPO/Ab LESIOCTHOCTU  YCTAHOBIEHHOIO
nporpaMMHoro obecneyeHusi. KOHTpoOAb LENOCTHOCTM (aiioB OCyLecTBASETCA NMpu 3arpyske danna
Ha ucnosiHeHMe (M MepuoaMYecKn BO BpeMs BbIMNOJSIHEHWS) WAM MNPUM PYYHOM 3anycke MporpaMmbi
KOHTPO/S LEesI0CTHOCTM!.

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
UenocTHocTu danna ¢ nMmeHem filename no naroputMy algid. Ecnu He ykasaH napametp hashvalue, 10
3Ha4veHMe XxaW-dyHKUMN Ans cpaBHeHus b6epetcsa u3 danna <filename.hsh>. MapameTtp algid mMoxeT
npuHuMaTb 3HadeHus GR3411, GR3411_2012_256 wm GR3411_2012_512. Ecnn algid He ykasaH, TO
ncnonbsyetca GR3411. [-inverted_halfbytes <inv>] ykasbBaeTcsi, ecnu nonyb6anTtbl B hashvalue
nepesepyThbl. lMo-yMonyaHuo inv ycTaHaBnmeaeTcsa B 1 ang GR3411 n B 0 gna GR3411_2012 256 un
GR3411_2012_512.

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>] - BbMUCAEHME 3HAYEHMA X3LU
dyHkUuMn ana danna ¢ umeHem filename. lMapameTp algid MoxeT npuHMMaTb 3HadeHms GR3411,
GR3411_2012_256 wn GR3411_2012_512. Ecanm algid He vykasaH, TOo wucnonbdyetrcsa GR3411. [-
inverted_halfbytes <inv>] ykasbBaeTtcs, ecnm Heobxoammo nepeBepHyTb nonybanmtel B hashvalue.
Mo-yMmon4yaHuio inv ycTaHaBnmBaetca B 1 ana GR3411 u B 0 ana GR3411_2012_256 wu
GR3411_2012_512.

cpverify -file_sign filename -cont cont_name [-pin password][-provhame Provname] [-
provtype Provtype] - noanuceiBaet daiin ¢ uMmeHeM filename ¢ noMoOWbO K/O4Ya, B3SATOrO M3
KOHTeiHepa ¢ mMeHeM cont_name. lNone password - Naposib 3awWuTbl KOHTENHEpaA. Mons Provname u
Provtype ykasbiBaloT, Kakoi npoBangep Heobxoaummo wucnonb3osaTtb. [lone Provtype wmoxeTt
npuHuMmaTb 3HadveHusa 75,80 n 81. Ecnu Provtype He ykasaH, TO ucnonbsyetcsa 75.

cpverify -file_verify filename [signval] -timestamp date - [poBepsieT noanucb anna c
mmeHem filename. Ecnm signval He ykasaH, TO 3HayeHue ANns cpaBHeHus b6epeTca u3 danna
<filename>.sgn. B none date HeobxoauMMo ykasaTb gaTy, koraa 6buia nognucb 6bl1a co3gaHa, B
dopmaTe dd.mm.yyyy.
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MpunoxeHve 2. YnpasieHne NpoTOKONIMPOBAHMEM

Onsa BKAOYEHUA/OTKAOYEHNS 3HavYeHne log ucnonb3ymre:

a) FreeBSD
Ons 3agaHus ypoBHS MpoOTOKoONa
/usr/ cpro-csp/sbin/cpconfig —loglevel cpcsp -mask 0x9
Ons 3apaHmsa popmaTa npoTokona
/usr/ cpro-csp/sbin/cpconfig -loglevel cpcsp - format 0x19
[ns npocMoTpa MacKu TEKyLero ypoBHs u popMaTta nNpoToKosa
/usr/ cpro-csp/sbin/cpconfig -loglevel cpcsp -view

b) ans FreeBSD ypoBHS sapa

YnpaBneHne npoToKOMPOBAHUEM NoadepxmnBaeTcs Ha ypoBHe API, cmoTpu "Kpuntollpo CSP.
PykoBoacTBo nporpammmcTa’.

3HauyeHMeM MapaMeTpa YpoBHb NMPOTOKONa sABnsieTcs 6MToBas mMacka:
N_DB ERROR = 1 # coobuweHunsa o6 owmbkax
N_DB LOG = 8 # coobuw,eHnsa o BbBOBax

3HadyeHneM napameTpa popMaT NpoTOKOa sBnseTcs 6uToBas Macka:
DBFMT_MODULE = 1 # BbiBOAUTb UMS MOAYNS

DBFMT_THREAD = 2 # BblBOAWTb HOMEpP HUTKW
DBFMT_FUNC = 8 # BbBOAUTL UMSA (DYHKL UK
DBFMT_TEXT = 0x10 # BbiBOAMTb CaMo coobuieHune
DBFMT_HEX 0x20 # BbBOAUTbL HEX pgamn
DBFMT_ERR 0x40 # BbBOAUTb GetlLastError
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JIUCT peructpaumm M3MeHeHUi

JlucT pervctpaumm nsmMeHeHui

Homepa nuctos (cTpaHuy)

U3MEHEH-
HbIX

3aMeHEHHbIX HOBbIX
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BaHHbIX

Bcero
nucrtos

(cTpaHuu) B
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Ne
AOKyMeHTa

Bxoaswwun
N° conpoBoau-
TenbHOro
OOKYM. U
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Moan.

[HaTa
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