127 028, MockBa, CyweBckuii Ban, 4.18
TenedoH: (495) 995 4820

®dakc: (495) 995 4820
http://www.CryptoPro.ru

E-mail: info@CryptoPro.ru

N\
P KPUMTOMPO

L

Cpeacrteo
Kpuntorpagpunieckomn
3aWunThbl
NHdopmaumm

Kpuntollpo CSP

Bepcua 4.0 KC2

2-Base

PykoBOoACTBO
aAMWHUNCTpaTopa
6e30nacHoOCTU

Ncnonb3oBaHne CK3U
noa ynpasneHueMm
OC Solaris

XTA1.00088-01 91 05

Jluctos 34

2016 .


http://www.cryptopro.ru/
mailto:info@CryptoPro.ru

XTAN.00088-01 91 05. Kpuntolpo CSP. PykoBoacTBO agMMHUCTpaTopa 6e30nacHOCTU.
Mcnonb3oBaHne CK3UM nop ynpasneHmnem OC Solaris.

© 000 «KPUNTO-MNMPO>», 2000-2016. Bce npaBa 3awulyeHbl.

ABTOpCKMe npaBa Ha cpeacTBa Kpuntorpaduyeckon 3alwuTbl UMHPOpMaLMKM TuNa
Kpuntolpo CSP 1 skcnayaTauMOHHYO AOKYMEHTauWul K HUM 3apernctpmpoBaHbl B
PoccuiickoM areHTCTBE MO NaTeHTaM M TOBapHbIM 3HakaM (PocnaTeHT).

HacToswmii JOKYMEHT BXOAMUT B KOMMIEKT NOCTaBKM NpOrpaMMHOro obecrieveHmna CK3U
KpunTolpo CSP Bepcuu 4.0; Ha HEro pacnpoCTPaHSITCS BCE YTUT0BUS TMLEH3MOHHOMO
cornaweHus. bes cneunanbHOro NMCbMEHHOro paspelleHus 000 "KPUMNTO-MPO"

O OKYMEHT N ero 4YacTb B 3/IEKTPOHHOM WX NeYaTHOM BMUAe He MOryT 6bITb CKOMMPOBaHbI
W nepeaaHbl TPETbUM NTULLAM C KOMMEPYECKON Liesbio.




XTAN.00088-01 91 05. Kpuntolpo CSP. PykoBoacTBO agMMHUCTpaTopa 6e30nacHOCTU.
Mcnonb3oBaHne CK3UM nop ynpasneHmnem OC Solaris.

CopepxaHune
1. OcHOBHbIe TeEXHWMECKUe AaHHble U XapakTepuctmkmu CK3U 5
1.1. [MPpOrpPaMMHO -AMMAPATHBIE CPEODB. 1uutuiseuisrenrnraesiaress e ess s s s e s rasarens 5
1.2. KITHOUEBDBIE HOGUATE M. e vtieieeeeeessasasasasasasasssssnsssasasas e e e s s s s resea s e s s s snensnsnsnnnsnnnnnn 5
2. YcTaHoBka guctpubyTtnea NO CK3U 6
3.06HoBneHue MO CK3U
4. Hactpoiika CK3U 9
4.1. Jocryn K ytnmmte anst HACTPOMKA CKBU . ..iuiiii it a e e e 9
4.2. BBO/ CEPUIAHOTO HOMEPA JIMLLEHBMM «.vivniuienensieensaeeesstasasssteensaseastsesaseenstaensasenensarensnsens 9
4.3. Hacrporika 060pYA0BaHNA CKBU ...cuuieeieiiiieec e e e e e e e e e e e s e e e e e e ennennas 9
4.4, YcraHoBKa NApaMETPOB XKYPHANMMPOBAHMST ..vuuririsititetetneeeeaeesseneeaensnsssnsnsnsnsnansnenesansn 10
4.5. Hacrpolika KpUnTonpoBaNAEP@ MO YMOSTHAHMEO ..cuueunienienienrennsenaenseansensensaensasnsasnsennes 10
4.6. BkloUeHME pexvMa YMSIEHHOTO KOHTPOJIS UCMOJb30 BAHUS KITIOUEM tuvvuvviveisieneneeneninnenns 10
5. YcTaHoBKa COMNyTCTBYIOLL X NaKeToB 12
5.1. BUBIIMOTEKA [IDQUH. . et e 12
6. CoctaB 1 HaA3Ha4YeHMe KOMIMOHEHT NporpamMMHoro obecneuennsa CK3n 13
6.1. Ba30BbIe MOAY TN CRBU .ot ea 13
[ 2 A O 1 o Y o I PP 13
6.1.2. BUBAMOTEKM lIDCSP M HDCSPSE ..ineiiiiii i 13
6.1. 3. BUDIMOTEKA DS P e ettt e as 13
6.1.4. [pariBepHas GUOMMOTEKA AIVESD tuuuiuririnitieiniatiteeessanesnssasesaneasssssasesanssssssessnennsnenens 13
6.1.5. Moaynun ceteBon ayTeHTUDUKALNM KPUNTOMPO TLS.. . uiuiiiiririiiiiiiiiieiieie s esieneeaenenaeaanens 13
(ST I ST\ (oY Y2 1o of 17T 1 VA PO 13
6.1.7. MOBY b WP il ettt 13
6.2. Moaynn nogancrembl MPOrPAMMHON COK .....vuiiiiiiiiiiii e e 14
6.2.1. MOAYIID IDCAPI20 . ettt ittt raaens 14
6.2.2. bubnunoTeka librdrrdr AOCTYNA K KJIIOUEBBIM HOCUTEIIAM. c.uvuuerernenennsnnsnnsnnsnnssnssnsnnsnnenesness 14
6.2.3. Moaynum yCTPOMCTB XPaHEHUS KIIIOUEBOM MHMOPMALMM ..euueeerernernennennsnnsnnsnnsansrnsnnsnnennsnens 14
6.2.4. bubnuoTeka librdrsup nogaep>XKm A0CTyNa K KIOUYEBBIM HOCUTEMAM..euuvrernenrernensennsnnannnnesn 14
6.2.5. MoAY NI AQTUMKOB CITYUAMHBIX UMCEIT .t uueuttetat et tueenesseaserassseasesseasesssasenssnsenneneeneennensennns 14
6.2.6. bubnuoTteka libasnldata nogaepxky NPOTOKOMA ASNIL ..t e 14
7.Bc1pamBanmne CK3U B npuknagHoe MNO 15
8. Tpe6oBaHusi NO OpraHM3aLMOHHO-TEXHUYECKUM W aAMUMHUCTPAaTUBHbIM MepaM obecrieyeHms 3KCrvlyatauum
CK3n 16
8.1. 06wme mMepbl 3awmTbl oT HCA MO ¢ ycraHosneHHbiMM CK3M ansa OC Solaris.......ccccvvvennnen. 16
8.1.1. OpraHMBaLNOHHO "TEXHUUECKME MEPDI 4 .ueuusnerneraernesnernranernsanesnssnssnssnsssssnsmnsmnsnnmnnsmnmmnsnns 16
8.1.2. [JononHutenbHbie HACTPOMKM OC SOIATIS ..vuuvieiieiiie et evae e s e ane e e nneennenens 19
8.2. TpeboBaHWA N0 pa3MeLLLEeHNI0 TEXHUYECKUX CPEACTB C YCTaHOBIEHHbIM CK3W................... 24
9. Tpe6oBaHua No kpunrorpad MMecKoiu 3aLyure 26
MpunoxkeHne 1. KOHTPONb LE/I0CTHOCTU NPOrpaMMHOIO obecneyeHus 32
MpwioxxeHwe 2. YnpasiieHne NpoToOKO/IMpoBaHUEM 33
JINCT PETUCTPALLNM UBMEHEHMM . vteeesesaesnesansaesnesassnesaesassnesassnesssssesnsaneansanssnesnssnesnennennsnnennens 34




XTAN.00088-01 91 05. Kpuntolpo CSP. PykoBoacTBO agMMHUCTpaTopa 6e30nacHOCTU.

Mcnonb3oBaHne CK3UM nop ynpasneHmnem OC Solaris.

AHHOTaUUS

Hacrosuwee PykoBoacTBO AonosHAeT AoKyMeHT «XXTAM.00088-01 91 01. KpunTtollpo CSP. PykoBoAacCTBO
aaMuHuctpatopa 6e3onacHoctu. Ob6was yacrtb» Npu ncnonbsoBaHmn CK3W noa ynpasneHmnem OC Solaris.

NHCTpYKUMM aaMMHUCTpaTopaM 6e30MacHOCTM M MOMb30BaTesNIAM pa3IMYHbIX aBTOMaTMU3MPOBAHHbIX
cucteM, ncnosbaytowmnx CK3U «Kpuntollpo CSP», no/mkHbI pa3pabaTbiBaTbCsa C y4eTOM TpeboBaHMIA HACT OSILLErO

AOKyMeHTa.
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1. OCHOBHble TexHM4YecKkne AaHHble U xapakrepuctmkn CK3U

1.1. lMporpaMMHO-annapaTHble cpeabl

CK3MN «Kpuntolpo CSP» nop ynpasneHnem OC Tuna Solaris ucnonb3yetrcss B cheaylowmnx
rnporpamMMHoO-annapaTHbIX cpejax:

OC Solaris 10/11 (sparc, ia32, x64).

Mpn HeobxogmmocTn ucnonbzoBaHus CK3UW yposHa saapa OC apxutekTypbl IA32 ana OC
Solaris 10 cneayet 06HOBUTb CcuUCTeMy A0 ucnpasneHunsa 142901-03 M yCcTaHOBUTb WUCMNpaBlieHue
IDR144030.

Co cpokaMu akcnayaTaumMm onepaumoHHbIX CUCTEM, B cpefe KOoTopbiXx PyHKUMOHMpyeT CK3W,
MOXXHO O3HAaKOMMUTbLCS MO CleaytolemMy agpecy:

<http://www.sun.com/service/eosl/solaris/solaris vintage eol 5.2005.xml

1.2. KniouyeBble HoCUTENU

B kauecTBe KJIlOUYEBbLIX HOCUTESIEN 3aKPbITbIX Kl4elr u kayen 3 MOryT Ucnosib3oBaThbCs:
- ™MAa 3,5", USB aunckuy;
— Cwmaptkaptbl GEMALTO (GemSiml, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
—  Novacard;
— CwmapTtkapTtbl PUK (OCKAP 1, OCKAP 2, MarucTtpa, TRUST, TRUSTS, TRUSTD);
— CwmMapTtkapTta Y2K;
— Pazpen HDD M3BM (B Windows - peecTp).

1. B cocraB ancrpubytmuea CK3UN Bxoaat 6M61MoTekm NoAaEPXKKM BCEX NEpPEYUYNCTIEHHBIX HOCUTENEN, HO
He BxoaaT Apansepbl ang OC. o BonpocaM noslyyeHus gpanBepoB Heobxoanmo obpawaTbcsa K
NpoOu3BOANTENSAM COOTBETCTBYIOLWNX YCTPOMUCTB.

ll._!_!_“ 2. JonyckaeTcs XpaHeHue 3aKpbITbIX KAOYeln M Kawdyen noanucn B pasgene HDD npu ycnosum
pacnpocTtpaHeHns Ha HDD vnu NM3BM ¢ HDD Tpe6oBaHuii no obpalweHnto ¢ KNYeBbIMU HOCUTENSMH,
B TOM YuC/e 1 NOCne yaaneHus Kyen.

3. Ncnonb3oBaHmne HOCUTENEN APYINX TUMNOB - TONbKO NO cornacoBaHuto ¢ ®Ch Poccuu.
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2. YcraHoBka auctpmbymea MO CK3U

YcTaHoBKa, ypaneHue un obHoBneHue MO ocywecTBAsSeTCsS C NpaBaMm agMUHUCTpAToOpa: noja
YYETHOM 3anncbio root UAn C MCMONb30BAaHWMEM KOMaHAbl sudo.

CK3MN «Kpuntollpo CSP» TpebyeT cnegytower nocnenoBaTeslbHOCTM YCTAHOBKM: CHa4ana
yCTaHaB/IMBAETCA NpoBangep, 3aTeM YCTaHaBAMBAKTCSA OCTasibHbie MOAY/IM, BXOASILLME B COCTaB
KoMnaeKkTaumu.

B OC Solaris gnsa ycTtaHOBKMW, yganeHus un obHosneHusa MO npumeHsawTca nakeTol (packages).
MakeT - pacnakoBaHHbIM apxvB AUCTpubyTMBa (dakTMyeckn 3TO nanka), cogepxawui dannbl
yCTaHaB/IMBAEMOro NMpUIoXeHns n dannbl, ncnonb3ytouimecs WMHCTanAsTOpoOM ans
KOHMUrypmpoBaHusa cpeabl. ApXMB MMeeT paclumMpeHue .tar.gz un siBnseTcs obbMHBIM apXMBOM gzip.
Mepen ycTaHOBKOW apxvBbl ANCTpMOYyTMBa Hado pacnakoBaTb:

for i in *.tar.gz;do gzip -cd $i|tar -xf -;done
[na ycTaHOBKM NakeTa MCNoJib3yeTcs KoMaHAaa:
pkgadd -d <nmanka_c_naketamn> <uMsA_nakera>
Hanpumep: pkgadd -d . CPRObase
[Ona ypaneHns nakeTa UCNoNb3yeTcs KOMaHAa :
pkgrm <umsa_nakerta>
Hanpumep: pkgrm CPRObase

dannbl U3 NaKeToB yCcTaHaBAnBakTCca B /opt/cprocsp.

MakeTbl 3aBUCAT Apyr OT Apyra, MO3TOMY AOJ/KHbI YCTaHaBAMBATbCA MO MNOPSAAKY C YYETOM
3TUX 3aBUCMMOCTEN, a YyAanaTbCsa B O6paTHOM nopsiake. YCNOBHO MOXHO CUUTaTb MNpaBWIIbHBIM
nopsaKOM TOT, KOTOPbIM onmMcaH B Tabnuue 3aBUCUMOCTEN M HAa3HAYEHUsS] NAKETOB.

MakeTbl MOryT 6bmMb A5 32-6UTHOM apxuUTeKTypbl, @ Takxe AN 64-6uUTHOM apxuTekTypbl (MMS
rnakeTa 3aKaHuyMBaeTCs Ha X), Torada OHM YycTaHaBauBawTcsa Ha OC, cobpaHHyio noa
COOTBETCTBYIOLWYIO apxXuTekTypy. YacTto 64-6utHble OC o4HOBPEMEHHO MOAAEPXMBAKOT U 32-6UTHbIE
npuioXeHus,, wu 64-6utHble, TOrga npuM HeobXxoAUMOCTM MOXHO YCTaHOBUTbL o0ba KoMMiekTa.
NcknoyeHneM aBnsoTCS ApaMiBepbl: OHW YCTaHaB/MBAKOTCH B TOYHOM COOTBETCTBUWN C apXMUTEKTYpPOW
sapa OC.

Tabnuua 1 - 3aBUCMMOCTb U Ha3Ha4YeHMsa NakeToB (415 NPOCTOTbl ONMCaHbl 32-6UTHble NaKeThl).

Ma nakeTa 3aBMCUMOCT U Ha3HauyeHne nakeTa

Ob6sa3aTesibHble NakeThl

CPRObase ba30BbIli NakeT, yCTaHaBIMBaeTCHa NepBbiM. He
3aBUCUT OT apXUTEKTYpbl, NO3TOMY ANa 64-
6utHOrO KOMMnaeKTa 3TOT nakeTt
yCTaHaBnuBaeTcs U3 32-6MTHOro KoMNaekTa.

CPROrdr CPRObase OcCHOBHble NpUIOXEHUS, cynTbiBaTENM 1 [CY.

CPROCcpl CPROrdr CAPILite, nporpammbl un 6ubnuotekn Aans

BbICOKOYpPOBHEBOM paboThbl C KpunTorpaduen
(ceptudukatamm, CMS...).

JononHuTenbHblE NaKkeTbl

CPROrdg CPROrdr, SUNW mfrun, | 3anpoc napons un gpyrne GUI-gnanoru.
SUNW xw rtl
CPROrdp CPROrdr, pcsclite Moaynu nopaepxkm PCSC-cunThiBaTeNEN,
cmapT-KapT (PUK, Ockap, Marucrpa...).
CPROcspd CPRObase MakeT, NnpeaHa3Ha4YeHHbIM Ans pa3paboTymka.
CPROdrv CPRObase OpaneepHasa 6ubnunoTteka.
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CPROdrvd CPROcspd MakeT, NnpegHa3HayYeHHbI Ansa paspaboTymka
ApaliBepos.
CPROstnl CPRObase YHuBepcanbHbii SSL/TLS TyHHEb.
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3. O6HoBneHue MO CK3U

Odna obHoBnennsa CK3UM Ha OC Solaris HeobxoanMmo:
— 3aMOMHUTb TeKyLyt KoHburypauyuwo CSP:
*Habop YCTaHOBNEHHbLIX NAKETOB;

" HACTPOMKM nposangepa (ans MPOCTOThI MOXHO
/etc/opt/cprocsp/config[64].ini);

— yaanuTb wWTaTHbiMK cpeacteamu OC Bce nakeTbl CK3U;
— YCTaHOBWTb aHanorn4yHole HoBble nakeTbl CK3U;

COXpPaHUTb

—  Npu Heobxo4MMOCTU BHECTU M3MEHEHMUs B HacTponku (MOXHO nocMoTtpeTb diff cTtaporo

n HoBoro config[64].ini);
—  KJK4YM 1 cepTudunKkaTbl COXPaAHAOTCSH aBTOMATUYECKN.
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4. Hactponka CK3U

4.1. [ocTyn K yTunute ans Hactponku CK3U

HacTtporika CK3UN «Kpuntolpo CSP» ocylwecTBaseTcsa ¢ noMoLWbi yTUAnTbl cpconfig, koTopas
BXOAMUT B cocTas anctpubyTmea " pacnonoxeHa B AnpekTopumn
/opt/cprocsp/sbin/<Ha3BaHue_apxuTekTypbl>. Ecnm  ycTtaHoBneHol naketbl CK3WM ana  AByX
apxuTeKkTyp, HanpuMep, ia32 u x64, TO AENCTBUSA MO HACTPOMKE HYXHO MpPOBOAWUTb ABaXAbl — ANs
KaXkaoh apxmtekTypbl cpconfig-oM n3 COOTBETCTBYIOLWEN Nanku.

4.2. BBoa cepuMHOro HoMepa AULLEH3UU

Mpn ycTaHoBke nporpamMmHoro obecnedeHms CK3W 6e3 BBoAa /MUEH3UM NOSAb30OBaTENO
NpefoCTaBAAETCS JIMLEH3NS C OrpaHWYeHHbIM CPOKOM AencTBusA. [ns wmcnonb3oBaHua Kpuntollpo
CSP nocne OKOH4YaHMa 3TOro Cpoka Mnosib30BaTeslb AOJ/IKEH BBECTUM CepuiHbIA HoMep C 6GnaHka
NMUEH3UN, TMOSIYYEHHOW Yy oOpraHusaummn-paspaboTumka WM opraHusaumm, UMeKLWen npasa
pacnpocTpaHeHus npoaykTa (amnepa). Ona npocMmoTpa uHdoOpMauum 0O NMLEH3UN BbINOSHUTE:

# cpconfig -license -view

Ons BBOAA NVLEH3UN BbINOJTHUTE:

# cpconfig -license -set <cepuiHbIi_HOMEp>

CepuitHbIn HOMep cneayeT BBOAUTb C cobntoaeHMEM pernctpa CMMBOJIOB.

4.3. HacTtpoiika obopyaoBaHua CK3U

Ytunuta cpconfig Takxe npeaHasHayeHa AN M3MeHeHus Habopa YCTPOWCTB XpaHeHus
(HocuTenen) n cumtbiBaHUa (cuymMTbiBaTENEN) KA4YeBON WMHMOPMaUUM U AATUMKOB ClyYamHbIX Ymncen.
MpeayCcTaHOBNEHHBIMU ABNAKOTCA cunTbiBaTeNn flash-Hocutenen n obpas AMCKETbI HA XXECTKOM AUCKE.

[ns npocMoTpa cnMcKa HaCTPOEHHbIX CYUThIBaTeNen:
# ./cpconfig -hardware reader -view

CuuTbiBaTeNb AUCKET HE YCTaHaB/IMBAETCA NO YMOJIYaHUIO, TaK KaK Npn OTCYTCTBUN OUCKETLI B
anckoBode nepedyuncneHmne KOHTeVIHepOB CcuibHO 3amepnsieTcsa. [Ons gobaBneHuMs cuuTbiBaTens
ANCKET!

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"
Anga npocMoTpa cnucka HacTpoeHHbix ACY:

# ./cpconfig -hardware rndm -view

Onsa pobasnenna ACH KMAM:

# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rmdm -configure cpsd -add string /db1/kis_1
/var/opt/cprocsp/dsrf/db1/kis_1

# ./cpconfig -hardware rmdm -configure cpsd -add string /db2/kis_1
/var/opt/cprocsp/dsrf/db2/kis_1

TakXe Hafo CKonuMpoBaTb alnbl C AAHHbIMM, MOJIYYEHHbIMM Ha "APM BbipaboTKM BHELLHEWN
rammbl’, MONOXWM, 4YTO OHWM nexat B /tmp/db[1,2]:

# cp /tmp/dbl/kis_1 /var/opt/cprocsp/dsrf/db1/kis_1

# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Ona pabotbl co cuuTbiBaTenem PC/SC Tpebyetca naketr CPROrdp. lNocne noakao4YeHUs
cunTbiBaTeNs y3HaWTEe UMS YCTPOMCTBA:

# /opt/cprocsp/bin/ia32/csptest -card -enum

Gemplus GemPC Twin 00 00

Total:
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[ErrorCode: 0x00000000]

Ons nobaBneHus cumTbiBaTENNSA UCMOMB3YUTE 3TO UMSA:

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"
Ons nonydeHus noapobHon cnpaBku no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware —help

4.4, YcTaHOBKa NapaMeTpoB XYpHaMpoOBaHuUs

CK3M no3sonseT cobupatb 0TNago4YHYO MHpOpMaLUUo U UMeeT

BO3MOXXHOCTb MPOTOKO/IMPOBAHMSA CO6bTMn. MHdopMauns 3anmcbiBaeTcs B CUCTEMHbIA XYypHan
(06bbMHO B /var/adm/messages). CyuwecTByeT BO3MOXHOCTb M3MEHEHWS HAaCTpOeK XYpHannpoBaHUS
pa3nnyHbIX Moaysen npoaykTta. CywecTByeT BO3MOXHOCTb WM3MEHEHMS YPOBHS >XYPHa/MpOBaHUSA U
dopmaTta BbIBOAMMBIX OTNAAOYHbIX COO6WEeHU. [Ons nonyyYyeHus CnpaBkM MO  HACTponKam
XKYPHaIMpOBaHUA

# cpconfig -loglevel -help

Moaynu, Ans KOTopbiX NOAAEPXMBAETCS XYpPHanMpoBaHue:
Cpcsp - A4po KpunTonposanaepa

capilO - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyxba xpaHeHusa Kaw4en
libssp - TLS

cppkcsll - PKCS11
cpdrv - apansep
dmntcs

4.5. Hactpoiika kpuntonpoBangepa no yMOS4YaHMIO

[ns npocMoTpa TMNOB AOCTYMHbIX KPUNTOMpPOBanaepos:

$ ./cpconfig -defprov -view_type

Ana npocMoTpa CBOWCTB KpUNTOMpoBaaepa HY>XHOro Tuna:

# ./cpconfig -defprov -view -provtype <provtype>

Ons ycTaHOBKM rMpoBarvgepa Mo yMOSYaHUIO AfS HYXKHOroO Tuna:

# ./cpconfig -defprov -setdef -provtype <provtype> -provhame <provname >
Ons nonydeHus UMeHn npoBangepa Mo yMOSYaHUIO A4S HYXXHOrMo Tuna:

# ./cpconfig -defprov -getdef -provtype <provtype>

4.6. BknrouyeHune peXunMa yCUNEHHOIro KOHTpPOJid UCMNOJIb30BaAHUA Knto4en

PeXunM yCWUNEHHOro KOHTPOSS WCMNOMb30BaHMSA KA4Yen obecneumBaeT OCyLLECTBIEHNE
KOHTPOSIS CpoKa AeNCTBUS AOATOBPEMEHHbIX KYer 3N1eKTPOHHOM noaAnucKu M Kn4veBoro obmeHa,
KOHTPONS [LOBEPEHHOCTU KJ/OYEN MPOBEPKM INEKTPOHHOM MNOAMUCUM W  KOHTPONS KOPPEKTHOro
MCNOAb30BaHMSA MPOrpaMMHOro AaTuuMka CciydanHbiX 4yucen. [locne ycCnewHoW MHCTanAsumm
Heo6X0AMMO BKJIOUUTb AAHHbIA PEXWUM, BbINOIHUB KOMaHAy:

#./cpconfig -ini "\config\parameters' -add long StrengthenedKeyUsageControl 1
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Ons  obecnedeHns KOPPEKTHOro QYyHKLWOHMPOBaHUA npoBakaepa B 4acTuM BbiPaboTKM
3/1eKTPOHHON noanucu, a Takxe paboTbl C BpeMeHHbIMW K4YaMu (B 4YaCTHOCTM, Anst paboTbl B
pamMkax TLS-coeamHeHna 6e3 ayTeHTUdMKALUM KAMEHTA) W reHepauum ClydanmHbiX AaHHbIX
HeobxoAMMO MpPOM3BECTU BbIpaboTKy A0FOBPEMEHHbIX K/HOYEN WK 3anyCTUTb YTUNUTY csptest:

# ./csptest -keyset -verifycontext -hard_rng

Ucnonb3oBaHne CK3U 6e3 BKAKOYEHUS pexuMa yCWIEHHOrO KOHTPOJIS MCMOSIb30BaHUSA Kito4en
pa3peLlaeTcs UCKYUTENIbHO B TECTOBbIX LiensX.
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5. YctaHoBKa COMyTCTBYIOWMX MaKeToB

Ons nepepmaum no ceTu 3anpocoB Ha cepTudukatbel, CRL v T.n., a Takxe Ans NOAAEPXKU
AOMNOJIHUTENbHbIX K/TIOYEBbIX CYUTbIBATENIEN N HOCUTENEN MOXET noTpeboBaTbCA YCTaHOBKA A0MNOJSIHUTENbHbIX
nakeToB.

Ecnm conyTcTBYOWME NakeTbl cCkavyMBatoTcsa U3 MIHTepHeTa, Heo6xoanMMo NOATBEPANTb UX LLESTOCTHOCTb,
npoBepu1B NOAMNUCbL UM X3 W. ECNn NCTo4YHMK He o6ecneunBaeT Takne MexaHu3Mmbl, 4OMyCKaeTCa UCNOoib30BaHMe
MakeTOB TOJIbKO C Ancka ¢ ancrtpmnbytmneom CK3U, rae aTm MexaHM3Mbl UCMOJb3YOTCA. Ha Ancke nakeTbl 1exart B
nanke extra.

5.1. Bubnuoteka libcurl

Ncnonb3yeTca ans nepegaymn 3anpocoB Ha cepTudukaTtol, CRL 1 T.n. no ceTu.

C caiita pa3paboTumnka npoekta http://curl.haxx.se/ MOXXHO ckayaTb NakKeT C UCXOAHbIMU TEKCTAaMU AN
CaMOCTOSITENbHOV c6opkn. Kak npaBuio, TaM Xe ecTb 32-6UTHble Bepcun BMHApPHbIX NaKeTOB.

Mocne yctaHoBKM 6MBAMOTEK HAAO 3aperncTpmMpoBaTh NyTU K HUM. Hanpumep:
# /opt/cprocsp/sbin/ia32/cpconfig -ini "\config\apppath' -add string libcurl.so /usr/local/lib/libcurl.so

# Jopt/cprocsp/sbin/amd64/cpconfig -ini "\config\apppath' -add string libcurl.so
/usr/local/lib/64/libcurl.so
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6. CoctaB 1 Ha3HaAYeHWe KOMMOHEHT nporpaMMHoro obecneuverHns CK3U

6.1. Bazosble Moaynn CK3U
MO CK3WN copepxut 6a3oBble MOAYyU:

Setup - moaynb nHctannaumm NO CK3WU.

libcsp — aMHaMmnuyecku 3arpyxaemas 6mbnmoteka Kpunrtollpo CSP.

libcspst - ctatnueckas 6mubnmorteka Kpuntollpo CSP

libcspr - 6ubnunoTteka pabotbl ¢ yaanéHHem Kpuntollpo CSP

drvcsp — AMHaMUYeCKU 3arpyxaembii MoAay/b sapa.

libssp — 6ubnmoTeka noaaepXXKm Moayns ceteBon ayTeHTudumkayum Kpuntollpo TLS
cpverify — Mogy/nb KOHTPOJS LENOCTHOCTW.

wipefile — moaynb yaaneHua ¢annos BMecTe C COAEPXKMMbIM.

B HaszBaHusAx anctpmbytmBoB CK3WN ncnonb3yercs HoTauus:
CPRO - npedukc;
CSp — KpuntonpoBanaep;
drv - 3arpyxaemMbin moaynb sapa OC;
[d] - onuuoHanbHO — yKa3biBaeT Ha AOKYMeHTauuo (TeCcToBble NpUMepbI);
[x] - onumMoHanbHO — yKa3biBaeT Ha 64-6utoByto Bepcuio OC; SPARC;
i386 - nnatdopma Intel;
sparc - nnatgopma SPARC.

6.1.1. Moaynb SETUP

Moaoynb Setup obecneumBaldT MHCTaNASAUMIO NporpaMMHoro obecneueHus CK3U Kpunrtollpo
CSP. B npouecce WMHCTaINAUUM NPOU3BOAUTCSA KOHTPOsb uUenoctHocTu MO CK3UM ¢ ncnonb3oBaHMeEM
moayns cpverify.

6.1.2. bubnmnotekun libcsp um libcspst

Bubnunotekn libcsp n libcspst peanusyoT uenesble GyHKUUW KpUNTOrpaduyecKon 3awuThbl
mHdopmauum, paboTy C KAKYaMKu, OCTYN K K/OYEBbIM HOCUTENAM, KnaBmaTypHbid OCYH.

6.1.3. bubnunoteka libcspr

BnbnunoTteka libcspr obecneuyunsaet yAaNneHHbIN AocTyn K KpuntonpoBanaepy,
dYHKLUMNOHMPYIOWEMY KaK OTAENbHbIN CepBuUC.

6.1.4. OpariBepHaa 6ubnunoteka drvcsp

Bubnuoteka drvcsp, vcnonb3yemass B KayecTBe AMHaMUYeCKM 3arpy>aemoro Mmoayns sapa
OC, peanusyer ueneBble GYHKUMKM  KpunTorpapuyeckom  3awmutbl  MHPopMaumm  (Kpome
dopmupoBanmsa 2I1) n paboTy C KaoUYaMu.

6.1.5. Moaynun cetesoit ayTeHTudumkayum Kpuntollpo TLS

Moaynb libssp obecneumBaeT peanusauuto NpoTokosia ceTeBon ayTeHTudmkauum Kpuntollpo
TLS. O6uwee onucaHMe MpoTOKOSla MNPUMBEAEHO B COOTBETCTBYHOLWEM pasgene [AOKYMeHTa
"KTAN.00088-01 91 01. Kpuntollpo CSP. PykoBoacTBO agMuHucTpaTopa 6e3omacHocTu. Ob6was
yacTb."

6.1.6. Mogynb cpverify

Moaynb cpverify npeaHa3sHadeH AN KOHTPOSSA UENOCTHOCTUM npu ycTtaHoBke MO CK3U u
dyHKumnoHmpoBaHum CK3WM Ha M3BM nonb3oBaTtens.

6.1.7. Moaynb wipefile
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Moaynb wipefile ucnonbsyerca ana yaaneHus ¢aifoB BMECTe C COAEPXMMbIM MPU LITATHbIX
M HeWwTaTHbIX (CBOMUPOBAHME) CUTyaUMUsIX.

6.2. Moaynun noacucTtembl nporpammHorn COK

6.2.1. Moaynb libcapi20

Mogynb libcapi20 wvcnonb3yetcsa Ans ynpasieHuMs cepTuduKaTamMum OTKPbITbIX KJKOYelr, a
Takxe pana obecneyeHuss BbINOSIHEHMS KpunaTorpadMyeckmx 3ampocoB Ha YpOBHe WHTepdeinca
CryptoAPI v. 2.0. NHTepdenc moaynsa capilite ssnserca noamMHoxecTBoM MHTepdenca CryptoAPI v.
2.0.

6.2.2. bubnuoteka librdrrdr gocTyna K KJlOYEBbIM HOCUTENAM

Bubnunoteka librdrrdr (release) ob6ecneumBaeT yHUPUUUPOBAHHBIN MHTEpdENC [JoCTyna K
K/lOYEBbIM HOCUTENSAM BHE 3aBUCMMOCTM OT MX TuNa.

6.2.3. Moaynu yCTpPOMNCTB XpaHeHUs KJo4YeBon uHdopmauymnm

Moaynu obecneuymBatoT peanmsaunio AOCTyrNa K KOHKPETHbIM TuUMaM KJOUYEBbIX HOCUTENEN U
CUYUTbIBATENEN:

e librdrfati2 « guckoBsopy, anckete 3.5", pasgeny HDD

6.2.4. bubnmnoteka librdrsup nogaepxku pocTyna K KlO4YeBbIM HOCUTENSM

Bubnunoteka librdrsup obecneumBaeT peanusauunio obWMX GYHKUMA JOCTyNa K pasiM4YHbIM
YCTPOMCTBaAM XpaHEHUS KKOYEBbIX HOCUTENEN.

6.2.5. Mogynu paTyYMKOB Clly4alHbIX 4YuUces

Bnbnmotekn librdrrndm un librdrrndmbio o6ecneumBatoT nogaepxky paboTtbl C
dU3MYECKMMM AaTUMKAMUN ClTyYaWHbIX 4YucCen.

6.2.6. bubnunorteka libasnldata nogaepxku npotokona ASN1

Bubnuoteka libasnldata coaepxut dyHKkUMM npeobpa3oBaHMa CTPYKTYp AaHHbIX B
MalUMHHO- He3aBUCKMMOe MNpefCcTaBeHne.
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7. BctpameaHme CK3U B npuknagHoe MO

MNpu BcTpamBaHum CK3U B npuknagHoe nporpammHoe obecneyeHue [O0/MKHbI BbINOJHATHCSA
TpeboBaHus pasgena 17 pokymeHTa <«XTHAM.00088-01 91 01. Kpunrtollpo CSP. PykoBOACTBO
aaMuHucTpatopa 6esonacHocTn. Obwasa vacte» M gokymeHta «XKTSHAM.00088-01 96 01. PykoBoACTBO
nporpaMMmucTa».
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8. TpeboBaHMsA NO OpraHNU3aLMOHHO-TEXHUYECKUM W aAMUHUCTPATMBHBLIM MepaMm
obecneyenns akcrnyataumm CK3U

JOMmKHbI BbINONHATLCS TpeboBaHMS MO OpraHM3aLMOHHO-TEXHUYECKMM U aAMUHUCTPATUBHbLIM
MepaM obecnedeHus 6ezonacHocTm akcnnyaTauum CK3UWM B obbeme pasgenoB 15 n 16 pokyMmeHTa
«XTAN.00088-01 91 01. Kpuntollpo CSP. PykoBoaCTBO aaMUHUCTpaTopa 6e3onacHocTu. Obuias
yacTb».

8.1. O6wme mepbl 3awmuTbl oT HCA MO c ycTaHoBneHHbiMM CK3W ans OC Solaris

Moa ynpasneHneM UNIX-nonobHbiXx onepaumoHHbix cucteMm CK3WM Kpuntollpo CSP ponxHo
MCMNONb30BaTbCs C MPOrpaMMHbIM obecneyeHuemM:

e Certmgr (Kpuntollpo Certmgr).
o CryptCP.

e Apache Trusted TLS (Digt).

e Trusted TLS (Digt).

Mpn wncnonb3oBaHum CK3WM nog ynpasneHnem OC Solaris HeobxooMmMo nNpeanpuHATb
OOMOSIHUTENbHbIE Mepbl  OpraHuM3auuMoOHHOr0 WM TEXHMYECKOro  XapakTepa M BbINOJSIHUTb
OOMOJSIHUTENIbHbIE HACTPOMKW OMepaumMoOHHOM cucTeMbl. [lpu 3TOM CTaBUTCHA 3ajadva He TOJbKO
obecneuntb pononHuTenbHyl 3awuty cepsepa n OC ot HCA, HO n obecneuntb 6ecnepeboliHbin
pexxuMm paboTbl U UCKIYUTb BO3MOXHOCTWM "OTKasza B 06CAyXMBaAHUKU", BbIBBAHHOIO BHYTPEHHUMU
npudvHamMmn (Hanpumep - nepenosiHeHMeM anIoBbIX CUCTEM).

K opraHm3aunoHHO-TEXHUYECKNUM MepaM OTHOCATCS:
e obecneyeHne dumsmyeckonm 6e30NacHOCTM CEpPBEPA;
e yCTaHOBKa MPOrpamMMHbIX OOBHOBJIEHWIA;
e OpraHusauus npouenypbl pe3epBHOro KOMMPOBAHUS WM XpPaHEHUS PE3EpPBHbIX KOMUA.
e JlononHutenbHble HacTpolku OC Solaris kacatTcsa cnegyowero:
e OrpaHWyeHwe AOoCTyMna Nosb3oBaTesel M HaCTPOMKKN MOJSIb30BaTENIbCKOr0 OKPYXEHUS;
e OrpaHuyeHue ceTeBbIX COeAMHEHUN;
e OrpaHW4yeHMs Npu MOHTUPOBAHWUWN (anNoOBbIX CUCTEM;
e OrpaHMYyeHMst Ha 3anyCK NpOLLeCCOB;
e fAonosiHUTeNbHble HacTponku sapa OC;
e HaCTpoWKa CeTeBbIX CEPBUCOB;
e OrpaHW4yeHwe Kosm4yecTBa «BUAMMOWN M3BHe» UHPOpPMauun O CUCTEME;
e HacTpoWKa NoACUCTEMbl MPOTOKO/MPOBAHUA W ayauTa.

8.1.1. OpraHm3aunoHHO-TEXHNUYECKNE Mepbl

1. C uenbio WCK/YEHUS BO3MOXHOCTM 3arpy3kum OC, OT/IMYHOM OT yCTaHOBAeHHOW Ha HDD
M>BM, TM2BM wn ycTponcTBa 3arpy3kum p[omxkHbl 6bmb onedyataHbl. [osmkeH 6bmb obecnedeH
Heob6xoAUMbIN KOHTPO/b LeOCTHOCTU nevyaTen.

2. ObecneyeHne pusnyeckort 6e3onacHOCTU cepBepa

CneayeT WCKIOYUTb BO3MOXHOCTb AOCTYyNa HeaBTOPU3OBAHHOIO MepcoHana K KOHCO/M,
CUCTEME MUTAHWA M AOMOJIHUTESIbHLIM YCTPOWCTBAM, MOAK/IOYEHHbIM K 3allMLIaEMOMY CepBepy MNyTeMm
yCTaHOBKM 060pyAOBaHUS B CreuuanbHO BbieNIEHHOE M 3anupaeMoe noMelwleHne (annapaTHylo wWiu
CepBepHyt0 KOMHaTy).

JoCTyn nepcoHasa B CEpBEPHYK KOMHATy [MOO/KeH 6bTb perrnaMeHTUpoBaH BHYTPEHHUM
pacnopsiAKoM 3KCMIyaTUPYOLWEN OpraHn3aumm U A0HKHOCTHBIMU MHCTPYKL UMW,

Kpome 3TOro, npu mcnonb3oBaHuM B KadyecTBe cepsBepa komnbioTepa SUN SPARC, cneayet
YCTaHOBUTb Naposib AN A0CTyNa K KOHCO/WU, BbINOSHUB Criefytollee:
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e [Ipn 3arpy3ke CUCTEMbl B pexXuMme auasnora C MHTeprnpeTaTopoM KOMaHZA 3arpy3ymka BBeCTMU
cneayrumne KoMmaHAabl:

<ok> password
<ok> setenv security-mode command

e [locne 3arpy3km CUCTEMbl, C KOHCOJM MOCse pernctpaumm oT WMMEHM Cynepnosib3oBaTens
BBECTU Ccnegyrouimne KoMmaHabl:

# eeprom security-mode=command
# eeprom security-password=
M BBECTM Naposib Ha AOCTYN K KOHCOJIN.

BHuMaHue! B cnyuyae ecnu cynepnonib3oBaTesib 3abyaeT naposib, BO3HUKHET Heo6XoAUMOCTb
3ameHbl [MM3Y nepBUYHOro 3arpysyvka B cepBUCHOM LeHTpe SUN.

Ons  wucknwodyeHus cboeB  KOMMbKOTEPA, BbIBBaHHbIX  OTKJ/KOYEHMEM  3IEKTPOMNUTAHUS,
HeobxoaumMo obecneuynTb 3NEKTPONUTaHME cepBepa OT WUCTOYHMKA 6GecnepeboMHOro nuTaHus
AOCTAaTOYHON MOLWHOCTU. Kak MMHMMYM, MOLHOCTK 6aTapeit uUcTouyHuka 6ecnepebomHOro nUTaHUSN
OOJ/DKHO XBaTaTb Ha BPeMs AOCTaTOYHOE AN KOPPEKTHOrO aBTOMATUMUYECKOro 3aBepLlUeHUs paboTbl
cepsepa.

3. OpraHumsauus npouenypbl pe3epBHOM0 KOMMPOBAHUSA U XpaHEHUs pe3epBHbIX KOMui

MNpwn onpeneneHnMM persaMeHTa pe3epBHOro KOMMPOBAHMS W XpaHEHUs! pe3epBHbIX KOMui
cneayet obecneumtb OTBETCTBEHHOE XpaHEHMe pe3epBHbIX KOMM B 3anmpaembix cendax (wkadax) m
onpegenuTb Mpoueaypy Bbidaun pe3epBHbIX KOMU OTBETCTBEHHOMY MEPCOHaNY W YHUYTOXEHUS
Bblleawmnx mn3 ynotpebneHna Hocutenen (NeHT, O4HOKPATHO 3anucbiBaeMbIX AWUCKOB M Mp.).

CraHpapTHbIMM MepaMu MO OpraHM3auunn OTBETCTBEHHOIrO0 XpaHeHUs HOCUTesnen SABNSTCS:
e MApKNpOBKa HoCUTENe;

e COCTaBJIEHME OMUCUK XPaHUMbIX HOCUTENIeN C yKa3aHueM CepUHbIX (MHBEHTapHbIX) HOMEPOB,
AaT 3anmcu HocuTenen, ammnmen coTpyaHuka, co3gaBllero Konuw ans kaxaoro wkada(cenda);

e Mepuogmnyeckas cBepka onmcu mn cogepxmmoro cerdos (wkados);
e OpraHm3aumns OTBETCTBEHHOIO XpPaHEHMs M Bbldaum kawoyen ot celdos (wkados);
e BO3MOXHOE oneyaTtbiBaHue (onnombupoBaHue) cendos(wkados).

YHUUYTOXEHME Bbleawnx u3 yn0Tpe6neHM9| HOoCuTenen AOJIHKHO nponsBoanTCA KOMUCCHEN C
cocTaBneHneM akTa 06 YHUUYTOXEHUN.

1. B cucTteme pernctpupyetcs OAWH Nosb3oBaTtesib, obnagatowmii npasaMm agMMHUCTpaATopa,
HOCAWMA uMs  root, Ha KOTOpOro Bo3naraeTcs o0653aHHOCTb KoHdurypmposaTb OC Solaris,
HacTpamBaTb 6e3onacHocTb OC Solaris, a Takxe KoHpurypmuposaTb [M9BM, Ha KOTOpYyl yCTaHOBNEHA
OC Solaris.

2. [na nonb3oBaTens root BblbMpaeTCca  HadeXHblt Napofib  Bxoda B CUCTEMY,
yOOBNETBOPSAWMA crieaylowmMm TpeboBaHUsSM: A/IMHA Naponss He MeHee 6 CWMMBOJIOB, Cpeau
CUMBOJIOB Naposis AOJ/KHbl BCTpeYaTbCs 3arflaBHble CUMBOJIbl, MPOMUCHbLIE CUMBOSbI, UUDPbLI ©
crneuuvanbHble CUMBOJIbl, CPOK CMEHbl Mapoisl He peXxe OAHOro pasa B Mecsl, AOCTYyn K Naposio
nokeH bbmb obecneyeH TONbKO NoJib3oBaTeNto root

3. Monb3oBaTento root AOCTYNHbI HacTpolkn Bcex nonb3oBaTenen OC Solaris, koTopble OH
MOXeT npocMaTpuBaTb, penakTupoBaThb, yoanaTh, co3gaBaThb. Bcem nosnb3oBaTensamMm,
3apermctpupoBaHHbiM B OC Solaris, nonb3oBaTenb root B COOTBETCTBMM C MNONUTUKOM 6e3onacHoCTH,
MPUHATON B oOpraHmMsauuu, gaeT MMHMManbHO BO3MOXHblE A/ HOpMasibHOM paboTbl npasa. Kaxabin
nonb3oBatenb OC Solaris, He 4gBndwOWMIACA nofnb3oBaTenemMm root, MOXeT npocMaTpuBaTb W
pefakTMpoBaTb TO/IbKO CBOWM YCTaHOBKM B paMKaxX MpaB AOCTYNa, Ha3Ha4yeHHbIX eMy Mnosib3oBaTefnieM
root.

4. Bcex nonb3oBaTenei [19BM, KoTopble He MONb3YKTCSA [AaHHOW CUCTEMOW, U BCexX
CTaHOapTHbIX Monb3oBaTenen, Kotopble co3gatTca B OC Solaris BO BpeMs yCTaHOBKWU (Takmx, Kak

n n

sys", "uucp", "nuucp", u "listen"), KpoMe nonb3oBaTens root, cneayeT yaanuTb.

5.B OC Solaris cywecTBylOT wucnonHsemble dalnbl, KOTOpbie 3anyCcKakwTcsa C npaBaMu
nonb3oBaTtens root. OTu dainbl MMeKT YCTaHOBNEeHHbIn dnar SUID. lMNonb3oBaTtenb root Ao/mKeH
onpegenntb, KakuMM U3 3Tux ¢GannoB B paMKax ONpeaeneHHOW B OpraHusauun MoJAUTUKMK
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6e3onacHoCcTM He TpebyeTcsa 3anyck C agAMMHUCTPATMBHBLIMKM MOJSIHOMOYMSAMM, U C MNoMoublo cbpoca
¢dnara SUID ponxkeH CBECTU KONMYECTBO TakKmMX pannoB K MUMHUMYMY. 3anyCcK OCTaBLMXCA (annioB C
ycTaHoBsieHHbM dnarom SUID gonmkeH KOHTPONMpPOBATbCS MoJsib3oBaTesieM root.

6. Mpn wncnonbzosaHun CK3U «Kpuntollpo CSP» Ha 25BM, noakntoueHHbIX K 06LeaoCTyMnHbIM
CeTAM CBA3W, [AO/MKHbI ObMb MPeAnpuHATLI AOMOSHUTENbHbIE MEpbl, WCKAYaloWwme BO3MOXHOCTb
HECaHKLMOHNPOBAHHOIO A0CTyMa K CUCTEMHbIM pecypcaM WCMNOMb3yeMbIX OMepauMoOHHbIX CUCTEM, K
nporpaMMHOMy ob6ecneyeHuto, B OKPYXEHMM KOTOporo dyHKUMOHUpYT CK3W, M K KOMMAOHEHTaM
CK3U cO CTOpPOHbI YKa3aHHbIX CeTeM.

7. MpaBo pgoctyna K pabodmm ™MecTaM C ycTaHoBaeHHbM [10 CK3U «Kpuntollpo CSP»
npefocTaBnseTCd TONbKO JSiMUAM, O3HAaKOM/EHHbIM C rMpaBuiaMu MOSb30BaHMUSA U U3YUUBLUUM
3KCNAyaTauMOHHYO AOKYMEHTaUWIO Ha nporpamMmHoe obecneveHue, nMerolee B cBoeM cocTtase CK3U
«Kpuntollpo CSP».

8. Ha  TexHuyeckmx  cpenctesax, oOcHaweHHbiXx CK3W  «Kpuntollpo CSP»  g0/mKHO
MCMONIb30BaTbCS TOMIbKO JIMLLEH3MOHHOE MNporpaMMHoe obecneyeHue GUpPM-Npou3BOAUTENEN.

9. Mpn uncnonb3oBaHun nnatdopmbl Intel B BIOS, a npu mcnonb3oBaHuu nnatdopMbl Sparc B
PROM onpenenatoTcss YCTAaHOBKWM, WUCK/KOYAlOWME BO3MOXHOCTb 3arpy3kum onepaunoHHON CUCTEMBI,
OT/IMYHOM OT YycTaHoBneHHOW Ha HDD: oTkn4aeTcs BO3MOXHOCTb 3arpy3ku ¢ rmbkoro aumcka,
npueoga CD-ROM un npoune HecTaHaapTHble Buabl 3arpy3ku OC, BKAK4Yaa ceTeBYH 3arpysky. He
npuMeHsatoTcsa NMIBM ¢ BIOS, nckaoyaowmMm BO3MOXHOCTb OTKOYEHUs ceTeBom 3arpy3ku OC.

10. Npu wncnonb3oBaHun nnatdopmbl Intel, cpeactBamm BIOS posmkHa 6bMb MCKIKOYEHA
BO3MOXHOCTb OTK/lOYeHUs nonb3oBatensamm ISA-yctponcts m PCI-yCTpOMCTB NpU MUCMOMb30BaHUMU
MAK 3awutel oT HCA,

11. Npn 3arpyske OC pgosmkeH 6bmMb peanu3oBaH KOHTPOJb LESOCTHOCTM MPOrpaMmMHOro
obecneyeHns, Bxogswero B coctaB CK3W «Kpuntolpo CSP», camoin OC u BCex MWCMNOJSIHAEMbIX
dannos, GyHKUMOHUPYIOWMX coBMecTHO ¢ CK3UM ¢ ncnonbsosaHuem nporpamMmol CPVERIFY.

12. Bxog B BIOS (PROM) 2BM posmxeH 6bTb 3allulieH naposieM, K KOTOPOMY MpeabsBAsOTCS
Te xe TpeboBaHus, YTO M K Naponto nonb3osatens root. Maponb ansa Bxoga B BIOS (PROM) posmkeH
6bTb M3BECTEH TOJbKO nosib3oBaTento root M 6bMb OTAMYHBIM OT Maposs nosb3oBaTtensa root ans
Bxoaa B OC Solaris.

13. CpeactBamm BIOS (PROM) pomkHa 6bmb MCKHOYEHA BO3MOXHOCTb paboTbl Ha DBM, ecnu
BO BpPEMS €ro HayasibHOW 3arpy3ku He NpoxXoAsiT BCTPOEHHble TeCTbl.

14. Ha koMnbioTepe ycCTaHaBnAMBaeTCsa Tonbko ogHa OC. Ha MawwuHe He ycTaHaBAuMBaeTCs
cpenctB paspabotkm O u oTnaguukm. Ecnm cpenctBa OTMaAKuM  MPWIOKEHUM  HYXHbI  Ans
TexHoslornyeckmx  notpebHocTen opraHvsauum, TO MX  WCNOMb30BaHME  [O/MKHO  6bITb
CaHKUMOHUPOBAHO aaMUMHUCTpaTopoM 6e3onacHocTu. B nwboMm cnydyae 3anpewaeTcs MCNosb30BaTb
3TU CpeAcTBa ANs NPOCMOTpa M pefaKTUpOBaHMA Koda M MaMsaTU NpUNOXEHWUn, ncnonbsyrowmx CK3U
«Kpuntollpo CSP». CneayeT m3beraTb nonagaHuvs B CUCTEMY NporpamMmm, MNO3BOASKOLWMUX, MONb3YSACh
owmnbkamm OC, nony4daTb npumsuaermn root.

15. JomkHO 6bMb  OrpaHuMyeHo (C y4yeToM BbIOpaHHOW B  OpraHusauum  MOSUTUKM
6e30MacHOCTN) MCMOMb30BaHME MO/b30BaTENsIMM KOMaHa cron M at - 3anycka KOMaHA B yKasaHHoe
BpeMms.

16. Jo/MHKHO 6bITb peann3oBaHO GU3MYECKOE 3aTUpaHMe COAEPXMMOro yaansembix ¢hannoB C
ucnonb3oBaHmeM nporpammel Wipe n3s coctasa CK3W.

17. JomKHbl 6bTb OTKJ/IIOYEHbI BCE HEUCMO/Ib3yEMble Ha AaHHOM DBM ceTeBble MPOTOKObI.

18. B cnyyae noaknodeHns 2BM c ycTaHoBneHHbM CK3U Kk 0bwenocTynHbIM CETAM nepenayu
OaHHbIX AO/MKHO 6ObMb  OTKAKYEHO wucnonb3oBaHue JavaScript, VBScript, ActiveX wn apyrux
NPOrpaMMHbIX O6BEKTOB 3arpy>aembiX M3 CeTu.

19. Jo/mKHbl  O6bTb  MPUHATBI  Mepbl MO  WUCKJIIOYEHUKO HECAHKLUMOHMPOBAHHOIO A0CTyna
MOCTOPOHHMX N, B MOMELLEHUs, B KOTOPbIX YCTaHOBMEHbI TexHnyeckune cpeactea CK3U «Kpuntollpo
CSP», no poay CBOeN [eATeNIbHOCTU He SBASKLWMXCS NepCcoHasioM, AOMNyWeHHbM K pabote B
yKa3aHHbIX MOMELLEHUSX.

20. JlomkHO 6bITb 3anpeleHo OoCTaBnsaATb 6e3 KOHTpPONs BbMUCAUTESNbHbIE CpeacTBa, Ha
KoTopbix 3kcnayaTmpyetca CK3U «Kpuntollpo CSP» nocne BBoaa Kaw4eBOW WHGopmauun. [Mpwu

yxoae nonb3oBatenss C paboyero MecTta [AO/MKHO MCMNOJb30BAaTbCA aBTOMATUUYECKOE BKJIHOUYEHME
MapoJibHOM 3acTaBKMU.
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21. AAMUHUCTpaTopoM 6e30nacHOCTM AO0/KHO 6bMb MNpoBeAeHO onevyaTbiBaHWe CUCTEMHOro
6noka C YCTaHOBJIEHHbIM CK31 «Kpuntollpo CSP», nCcKI4vawLee BO3MOXHOCTb
HECAHKLMOHNPOBAHHOIO M3MEHEHWs annapaTHOM 4YacTu paboden cTaHuuu.

22. 13 cocTaBa CUCTEMbI [O/MKHO ObTb MCKAOYEHO BCe o6opyaoBaHME, KOTOpPOE MOXET
cospaBaTb yrposy 6e3sonacHoctn OC Solaris. Takxe cneayeT wusberaTb MCMNONb30BaHUA NHO6bIX
HeCcTaHAapTHbIX anmnapaTHbIX CPeACTB, MMEKLWMUX BO3MOXHOCTb BAMATb Ha HOpPMasbHbIA xo4 paboTbl
kKoMnbtoTepa wian OC Solaris.

23. MNocne UHCTaauunm 0oC Solaris cnenyet YCTaHOBUTb C canta
http://www.sunsolve.sun.com/ BCe peKOMeHAOBaHHble MpOrpaMMHbie OOHOBAEHMS W NpOrpaMMHblE
o6HOBNeHMs, cBs3aHHble ¢ 6e3onacHocThio (recommended and security patches) ot komnaHum SUN,
CYLLECTBYOLMNE HA MOMEHT MHCTaNNSALUN.

24. Ha Bce aupekTtopun, coaepxawme cuctemHble dannbl OC Solaris n katanoru CK3WU,
yCTaHaB/AMBaloT MpaBa AOCTyna, 3anpewakwwmne BCceM nonb3oBatensdMm, kpome Bnagenbua (Owner),
3anuce.

25.B cBsf3M C TeM, 4TO aBapuiiHbIN AaMn  onepaTMBHOM NaMsATM MOXeT coaepxaTtb
KpunTorpacuyeckm onacHyw wuHdopmauuilo, creayeT OTKAYUTb BO3MOXHOCTb €ro Co3aaHus C
nomouwbo pyHkuum setrlimit ¢ napamerpom RLIMIT_CORE=0.

26. B OC Solaris ncnonbsyetcs BupTyasnbHasa namMatb. O6nacTb BUPTyanbHOMW NamMsATV AOJXKHA
6bTb OpraHm3oBaHa Ha otaenbHoM HDD m AocTyn K Hel AO/MKeH MMeTb TOSIbKO Mosib3oBaTenb root.
Mo okoOH4YaHuM paboTbl CK3W comepxumoe BUpPTYasibHOM MaMATM AOJ/DKHO 3aTuMpaTbCs C MOMOLLbBIO
yTunutbl wipefile, Bxogsawen B coctaB CK3N «Kpuntolpo CSP». B cny4dae Bbixoga n3s ctposs HDD, Ha
KOTOPOM HaxoauTcs 06nacTb BMpTYanbHOW NaMaTu, KpunTorpaduyeckme K4uu noanexart BbiBoAy M3
aenctemsa, a HDD He nognexawuMm peMoHTy. DTOoT HDD yHMUYTOXaeTcs Mo npaBwuiaM YHUUTOXEHUS
KJtOYEBbIX HOCUTENEN.

8.1.2. lononHutenbHble HacTpoiku OC Solaris

Hactporikn OC Solaris BbINOAHATCS, B OCHOBHOM, MNyTeM peaakTupoBaHus (ypaneHus,
nobasneHns) pasnnyHbIX KOHMUIypauMOHHbIX WM KOMaHAHbIX (alinos.

Onsa coxpaHeHWs BO3MOXHOCTM "OTKaTUTb" BHECEHHble W3MEHeHWs CcreayeT COXPaHUTb
moamnduumpyemble dannbl B "6e3onacHoM" MecTe (Ha BHELWHEM HOCUTENEe WM Ha He MOHTUpyeMol
aBToMaTuyeckn dainosoin cucteme). XenatenbHO CKOMNUPOBaTb M3MeHsieMble Qawnnbl (KaTtanoru) c
COXpaHEHMEM CTPYKTYpbl KaTanoros.

OrpaHuvyeHve A0CTyna NoJsib30BaTeNen U HAaCTPOUKWN NOJIb30BaTENLCKOr0 OKPYXEHUS

HacTpoika nonb30BaTe/IbCKOro OKPYXEHWUS 3aKJlo4YaeTcs B CAeAyoWmnX 4eNCTBUAX:
1. B danne /etc/default/login cnegyet ycTaHOBUTH crieaytouime AUPEKTUBLI:
PASSREQ=YES (TpebyeT ncnonb3oBaHus naponemn)

SUPATH=/usr/sbin:/usr/bin (3apaer 3HadyeHne nepeMeHHOM PATH nocne BbINOJHEHUA
KOMaHAbl su);

RETRIES=3 (3agaeT 4MCNO MOBTOPHbIX MOMbITOK perncTpauum nonb3oBaTens nporpaMmMmon
login)

SYSLOG_FAILED LOGINS=0 (aupekTmBa npeanucbiBaeT NpPOTOKOJNPOBaTb BCE MOMbITKU
HeyAayHOW perncrTpauum nonb3oBaTens)

UMASK=077 (napameTp 3ajaeT MacKy co3gaHusa daina no-yMmos4aHuto).

CONSOLE=/dev/console (napameTp orpaHuumBaeTt BO3MOXHOCTb permcTpauuu
cynepnonb3oBaTtensd TONIbKO CUCTEMHOM KOHCOMAbK UM 3anpewaeT yJaneHHble perucrtpaymu
cynepnonb3oBaTtens);

2. Ana nonb3oBaTtens root yCTaHOBUTb MacKy pexwuma cosgaHus dannos 077 vnun 027:

umask 077 (umask 027);

3. Ans OTKAYeHMss BO3MOXHOCTM AOCTyna nofb3oBaTens root Kk paboyen cTtaHumm no ceTu
packoMmMmeHTMpoBaTb CTpoky "CONSOLE" B danne /etc/default/login;
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4. Co3paTb (oTpedakTupoBaTb cyllecTBytowmnin) dann /etc/shells n nomecTutb B HEro MMeHa (¢
MoJSIHbIM MyTEM) TONBKO AN TexX MCnonHseMbiX dalinoB 06ono4veKk, KOToOpble YCTaHOBEHbI B CUCTEME.
Mo ymonuaHuio, coaepxumoe damnna /etc/shells moxeTt bbb TakuM:

/bin/bash /usr/bin/bash
/bin/csh /usr/bin/csh
/bin/ksh /usr/bin/ksh
/bin/sh /usr/bin/sh
/sbin/sh /usr/bin/zsh

5. Ypanutb dann (ecnu oH cywecTByeT) /.rhosts.
6. Yoanutb cogepxumoe danna /etc/host.equiv.

7. OTpepakTupoBaTtb ann /etc/pam.conf ¢ uyenbto 3anpeta rhosts-ayTeHTUdUKA-LUN.
BbinosHAETCS KOMMEHTMpPOBaHMEM BCEX CTPOK, coaepXxawmux noactpoky "pam_rhosts_auth.so".

8. OTkntounTtb cnyx6y RPC yaaneHHOro BbBOBa npoueayp, 418 4Yero crnepyeTt yaanutb gainn
/etc/rc2.d/s71rpc;

9. NpoBepuTb uMaeHTUdMKATOPblI MOAb30OBATENSs W IPynnbl A0S BCexX NoJsib30BaTenen,
nepeuyncnieHHbix B danne /etc/passwd. Cneayer ybeamTbCsl, UTO He CYWECTBYET MOJSIb3OBATENEN,
uMerwmx uaeHtTudukatop nonb3osatend 0 u  waeHTudwmkatop rpynnbl 0 Kpome, BO3MOXHO,
nonb3oBaTtensa root.

10. YCTaHOBUTb MWHMManbHYO AAnHY napons B 8 cumBonoB B dawnne /etc/default/passwd
avpekTmBoir PASSLENGTH=8. TaM e BO3MOXHO 3a4aTb MWHMUMANbHOE W MakCuUManbHoe "BpeMms
XM3HN" napons B Hegensix napametpamm MINWEEKS n MAXWEEKS.

11. Co3paTb nepeyeHb MporpamM, KOTOpble 3anycKakwTca C npaBaMu agMUHUCTpaTopa, U
KOHTPO/IMPOBaTb €ro HEU3MEHHOCTb;

12. 3anpeTunTb perucTpaumio B CUCTEME MOJib30BaTesel, UMEKLWMX ceayowme «cnyxebHbie
UMeHa»:

daemon uucp

bin nuucp
sys listen
adm nobody4
Ip nobody
smtp noaccess

[elncTBue BbLINOMHSAETCHA MyTEM YyKa3aHus B daine /etc/passwd ctpokum '/bin/false' B shell-
nporpaMmbl M yKasaHusa cMMBO/a 'X' B nosie napons.

OrpaHunyeHns npu MOHTMPOBaHUK HannoBbIX CUCTEM

OrpaHunyeHns npu MOHTUPOBaAHMM (AMIOBbLIX CUCTEM peanm3yloTCsa peaakTupoBaHuem danna
/etc/mnttab:

1. YcTaHOBUTb onuuo nosuid Npyv MOHTUpOBaHUM dannoBbiX cuctem /opt mn /var.

2. OrpaHnuutb pasMep dannoBon cucTembl /tmp onumen size. MNpu 3TOM 3HaYEHWE OMuuK size
OO/MKHO ObITb MeHblle pa3Mepa obnactm noakadku (swap). Mockonbky, OC Solaris MoHTuMpyeT
dannosyto cuctemy /tmp B obnacTb noakaudku, TO MUCMNOAb30BaHWe AaHHOW OMNuuMW NMpeaoTBpaTUT ee
nepenosiHeHue.
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Mpn MHCTanNNsauuMM CUCTEMbI cneayeT BblaenuTb Ansa dannosbix cuctem /, /usr, /usr/local, /var,
/opt, /export pasHble pa3genbl AoMcka AN NpenoTBpalleHus NepenosiHEHUS KPUTUYHbBIX dalinoBbIX
cuctem (/, /var) 3a cueT, Hanpumep, MNOJb30BaTENIbCKUX AaHHbIX U obecnevyeHnss BO3MOXXHOCTMU
MOHTMPOBaHUA (annoBbIX CUCTEM /usr u /opt B pexunme "ToNbkKo Ans uteHuns".

OrpaHuyeHmns Ha 3anycK npoLeccoB

Cnepyet oOrpaHuM4mMTb MCMNONb30BaHME B CUCTEMe MNaHMPOBLUMKA 3a4ay Cron M CpeacTs
nakeTtHon o6paboTkn 3agaHui. [Ons HoOpManbHOrO (QYHKLWOHMPOBAHUS CUCTEMbI MWHUMANbHO
HeobxoAuMbIM  SIBISIETCS  pa3pelleHne WCMNOoMb30BaHMS MaHUpOoBLUMKA 3a4ady Ccron W CpeacTs
nakeTtHon o06paboTkm 3adaHMM TOMBbKO nMoSib3oBaTento root. [ns 3Toro crepayeT  BbINOSHUTD
cneayouwme KoMaHabl (OT UMEHUM cynepnosb3oBaTens):

echo root > /etc/cron.d/cron.allow
echo root > /etc/cron.d/at.allow

OrpaHMunTb 4YUCNO CUCTEMHBLIX CEPBUCOB W MpOrpamMMm, MWHULMANU3UPYEMbIX B Mpouecce
3arpy3ku OC. ng aToro:

M3 kaTanora /etc/rcS.d yaanutb BCe dainbl, Kpome:

S30rootusr.sh S50drvconfig
S40standardmounts.sh S70buildmnttabs
S50drvconfig
N3 kaTtanora /etc/rc2.d yaanutb Bce dannbl, Kpome:
S02MOUNTFSYS S20sysetup
SO5RMTMPFILES S25cspcheck
S69inet S75cron
S72inetsvc S88utmpd
S74syslog
N3 kaTanora /etc/init.d ynanutb Bce dannbl, Kpome:
MOUNTFSYS buildmnttab
RMTMPFILES rootusr
inetsvc sysetup
standardmounts syslog
dev inetinit
inks utmpd
cron dtlogin
drvconfig

Ypanutb Bce dainbl n3 katanora /etc/rc3d.

Ypanutb Bce ddannbl n3 kartanoroB /etc/rc0.d mn /etc/rcl.d, kpome Tex, KOTOpble
nepeymncneHnol BbllLe.

HacTpoiika ceTeBblXx CEPBUCOB
HacTpoika ceTeBbiX CEPBUCOB 3aK/0UAETCA B C/EeAYIOLEM:

1. CnegyeT orpaHuunTb (QYHKUMOHANbHOCTb AEMOHA YMNpaBfiEHUS CETEBbIMWU COEANHEHUSIMU
inetd. [encteune 3akoyaeTcs B peaaktumpoBaHum danna /etc/inetd.conf. B danne /etc/inetd.conf
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cneayeTt 3akKOMMeHTpoBaTh (yAanuTb) CTPOKM, coaepXkalme onmcaHms Tex CEpBMCOB, UCMNOSb30BaHMe
KOTOPbIX Ha KOH(MUIYpUpyeEMOM KOMMblOTEpe He ABNsieTCcs HeobXoaMMOC Thio.

Kak MUHUMYM, crefyeT 3anpeTuTb Crieayoune CepBUCHI:

echo systat
discard netstat
daytime tftp
chargen telnet
finger

Bo3MOXHO TakXe cHadajlla 3akoMMeHTuMpoBaTb B anne /etc/inetd.conf onucanus Bcex
CEepBMCOB M 3aTEM PaCKOMMEHTUPOBATb TOJIbKO UCMOJIb3yEMbIE.

2. Echv He nnaHupyeTCcs  MCMOAb30BaTb HacTpaMBaeMbli  KOMMbIOTEP B KayecTse
MapwpyTusaTopa (4axe nNpuM HalM4MM HECKONIbKMX CeTeBbIX ajanTepoB), HeobxoaumMo co34aTb B
kaTanore /etc dann notrouter Hyneson AnnHbL

3. CneayeTt 3anpeTuTb NpuveM M3 BHelwHen ceTu "wmpokoBewaTtenbHbiX" (broadcast) nakeTos,
a TakKXe nepegady OTBETOB Ha NPUHATbIE "WMpoKoBelwaTenbHble" nakeTobl. 18 3Toro, B KOHey, dainna
/etc/rc2.d/S69inet cnepnyeTt aob6aBuTb cneayrouime KoOMaHabl:

ndd -set /dev/ip ip_forward_directed_broadcasts 0

ndd -set /dev/ip ip_respond_to_echo_broadcast 0

4. CnepgyeT 3anpeTuTb Mcnosb3oBaHMe ceTeBol dannosoint cuctembl NFS. [lna aToro cnepyet
yaanutb danno:

/etc/dfs/dfstab
/etc/rc3.d/S15nfs.server
/etc/rc2.d/S73nfs.client

5. 3anpetutb cynepnonb3oBaTento goctyn no ftp, ana atoro pobaButb "root" B dann
/etc/ftpusers

6. 3anyCTUTb YTUANTY KOHTPOSS CUCTEMHbIX PeCypCOB M CPeACTB CUCTEMHOro ayauta ASET c
BbICOKUM ypoBHeM 6e3onacHocTu: /usr/aset/aset -l high gna npoBepku yCTaHOBOK CUCTEMHbIX
¢dannos n npoaHaHnMsuposaTb @ann otTyeTa, KoTopblt 6yaeT co3aaH B /usr/aset/reports

7. ECnn nnaHupyeTcsa uMcnosib30BaTb Ha HacTpavBaeMoM cepsepe cepeuc FTP, 1o cnepyert
co3gaTtb (oTpegakTmpoBaTb) dann /etc/ftpusers co cNMCKOM MNonb3oBaTenen, 475 KOTOPbIX 3arnpeLeH
OOCTyn K cepBepy no npotokony FTP. ®ain uMmeeT TeKCTOBbIM opMaT U AO/HKEH COAepXaTb Mo
OAHOMY WMEHW noNnb3oBaTeNss B CTpoke. B cnucke "sanpelleHHbiX" Mofib30BaTeNen, Kak MUHUMYM,
OOKHbI 6bITb NepeyncsieHbl creayolme MMeHa nosb3oBaTenen:

adm nobody4
bin nuucp
daemon root
listen smtp
Ip sys
nobody uucp
noaccese
8. lns  orpaHuyeHuss pgocTtyna K CUCTeMHbIM dalnaMm  ans  HenpuBuIermpoBaHHbIX

nonb3oBaTeNiell, N3 KOMaHAHOMW CTPOKM CneayeT BbINMOMHUTL Cclleaylowmne KoMaHabl:
chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
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chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at
chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode
chmod u-s /usr/lib/fs/ufs/ufsdump
chmod u-s /usr/lib/fs/ufs/ufsrestore
Takxe cnegyeT obHynuTb dnar SGID g HEKOTOPbLIX MCMNOJSHAEMbIX (annoB:
chmod g-s /usr/bin/mail
chmod g-s /usr/bin/mailx
chmod g-s /usr/bin/write
chmod g-s /usr/bin/netstat
chmod g-s /usr/bin/nfsstat
chmod g-s /usr/bin/ipcs

chmod g-s /usr/sbin/arp
chmod g-s /usr/sbin/dmesg
chmod g-s /usr/sbin/prtconf
chmod g-s /usr/sbin/swap
chmod g-s /usr/sbin/sysdef

chmod g-s /usr/sbin/wall

chmod g-s /usr/openwin/bin/ff.core

chmod g-s /usr/openwin/bin/mailtool
chmod g-s /usr/openwin/bin/wsinfo
chmod g-s /usr/openwin/bin/xload

chmod g-s /usr/lib/fs/ufs/ufsdump
chmod g-s /usr/lib/fs/ufs/ufsrestore

OrpaHunyeHvne KoNWYecTBa «BUAWMOW MU3BHE» WHPOPMaLNK O CUCTEME

O6bMHO, HauyanbHyl WHGOPMALMIO O CUCTEME MOTEeHUMaNbHbIM HapywWTenb nosy4YyaeT u3
CUCTEMHbIX MpuUrialleHnii, BbidaBaeMbiX CeTeBbiMK cryxb6ammu cepBepa (telnet-cepsep, ftp-cepsep u

np.).

MoaToMy, K MepaM MO OrpaHMYeHMI0 Koau4yecTBa "BMAMMOM M3BHe" MHMOpMauuMM 0 cucTeme
OTHOCHATCSH:

— OTKa3 oT CcTaHpapTHoOro "saronoska", BbIBOAMMOro cepsepoM ftp npu oTeBeTe MNosb3oBaTento.
[JocTuraetcsa ykasaHuvem B danne /etc/default/ftpd cnegyrowmnx aMpeKkTuBb:

BANNER=""

- OTKka3s oT cCcTaHgapTHoro "saronoska", BbiBoAMMOro cepsepoMm telnet npu oTBeTe
nonb3oBaTento. [locTuraetcs ykasaHueMm B danne /etc/default/telnetd cneapytoweln anpekTumBb:

BANNER=""

- PepakTupoBaHue ¢annos /etc/issue, /etc/ftp-banner un /etc/motd ¢ uenbo pasbscHeHUs
nosib3oBaTeNsAM NpaBua M NOAUTUKK AOCTyna K cepsepy ftp.

HacTpolika noACUCTEMbl NPOTOKOAUPOBAHUA U ayauTa

-23-



XTAN.00088-01 91 05. Kpuntolpo CSP. PykoBoacTBO agMMHUCTpaTopa 6e30nacHOCTU.
Mcnonb3oBaHne CK3UM nop ynpasneHmnem OC Solaris.

1. CnepyeT yAOCTOBEPUTBLCS, YTO TONbKO MoOfb30oBaTenb root MMeeT AOCTymn Ha 3anucb Ans
cneaytwowmx dannos:
/var/log/authlog

/var/log/syslog

/var/adm/messages*
/var/admy/sulog
/var/adm/utmp

/var/adm/utmpx

2. Ecnu Ha HacTpanBaeMoM cepBepe ucnosibdyetrcs web-cepsep, To creayet ybeautcs, 4to
ToNbko "Bnageney" npouecca httpd uMeeT gocTtyn no 3anucu K npoTtokonam httpd.3. OrpaHnumnTtb (C
yyeToM BblbpaHHOM B OpraHM3auunm NnoanTmukmn 6e30nacHOCTM) UCNOJIb30BaHNE NMOb30BaTENSAMM KOMaHAbl SU —
npeAoCTaBNeHUs MOJIb30BaTENO aAMUHUCTPATUBHbLIX NonHoOMo4Ymnii.4. CregyeT NpPOTOKOAMPOBaTb MOMbITKU
MCMoNb30BaHMa mporpamMmbel su. nsa atoro, B dann /etc/syslog.conf cneayer nob6aBuTb 3anuncCh:

auth.notice /var/log/authlog
nnm
auth.notice ifdef (' LOGHOST ", /var/log/authlog, @loghost)

Bropass cTpoka aHafnorMyHa nepBOi, HO YyKa3blBaeT, YTO MPOTOKON MnepefaeTcs Ha cepsep
cbopa npotokonos. lNpu penakTuposBaHun darna /etc/syslog.conf B kauecTBe pasgenutens nosen B
CTPOKe cneayeT UCnoab30oBaTb CMMBO Tabynauum

Cnepyet obecneuuntb MPOTOKO/IMPOBaAHNE HEYCNELWHbIX MOMNbITOK pernctpaunn B CUCTEME B
NIOKanbHOM npoTokone. 14 3Toro, cfiefyeT BbINOJIHUTE Cclefyoume KoMaHabl:

touch /var/admy/loginlog
chown root /var/adm/loginlog chgrp sys /var/adm/loginlog
chmod 644 /var/admy/loginlog

Ona npoTOKONMPOBaHUA CeTeBbIX COEAMHEHUN, KOHTPOSMPYeMbIX AeMOoHOM inetd (Bknouas
aaty/sBpems coeauHenusi, IP-agpec KAueHTa, YCTaHOBMBLUEro COEAMHEHWE W WUMsa  cepBsuca,
obcnyxuBatowero coeanHeHune), B dann /etc/syslog.conf cneagyet nob6aBntb 3annchb:

daemon.notice /var/log/syslog

n B danne /etc/rc2.d/S72inetsvc 3amMeHUTb CTPOKY
/usr/sbin/inetd -s

Ha

/usr/sbin/inetd -s -t

8.2. TpeboBaHMa MO pasMeLLEHNID TEXHUYECKUX CPeacTB C yCTaHoBAeHHbIM CK3U
Mpn pasMelleHnn TeEXHNYECKUX CpeacTB C yCTaHoB/ieHHbIM CK3U:

1. [OoMKHBI 6bITb MPUHATbI MEPBI MO 3aLLUTE OT HECAHKLMOHMPOBAHHOrO AOCTYMa B MOMELLEHUSA, B KOTOPbIX
pa3Mell eHbl TEXHUYECKNE CPeACTBA C YCTaHOBMNEHHbIM CK3W, NOCTOPOHHUX NNL, MO poay CBOEN AESATENbHOCTU
He ABNSAIOLWMXCS MNepcoHanoM, AOMNyWeEeHHbIM K paboTe B 3TUX NoMelleHuax. B ciyyae Heob6xoaMMoCTu
NPUCYTCTBUS MOCTOPOHHMUX /UL B YKa3aHHbLIX MOMELWleHUsX Ao/bkeH 6biTb obecnevyeH KOHTPOSb 3a WX
LencTBuaAMM M obecneyeHa HEBO3MOXHOCTb HEraTUBHbIX AEWCTBUA C MX CTOPOHbI Ha CK3W, TexHuyeckue
CcpeAcTBa, Ha KOTOpbIX 3KcnayaTupyetca CK3U v 3awmuiaemyto nHGopmMayuio.

2. BHYTpPEeHHSS NNaHNPOBKA, PacrofioKeHNe U YKOMMIEKTOBaHHOCTb paboymx MeCT B MOMELL EHUSAX LO/DKHbI
obecneumBaTb MCMNOJIHUTENSAM paboT, COXPAHHOCTb [OBEPEHHbLIX UM KOHDUAEHLUANbHLIX AOKYMEHTOB W

CBEAEHNIN, BKIKOYAS KTOYEBYHO MHDOpMaLUIO.
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3. B cnyyae nnaHupoBaHus pa3MeweHuns CK3M B noMew eHnsx, rae NpuCcyTCcTByeT peyeBas, akyctudeckas
M Bu3yasbHas mHdoOpMauus, cogepxalwas CBeAeHUs, COCTaBnsllWMe rocyAapCTBEHHYIO TalHy, n (uam)
yCTaHOBMNEHbI TEXHUYECKNE CpeacTBa M CUCTEMbI Npuema, nepegaydmn, o6paboTkm, XxpaHeHUs n otobpaxeHus
MHpOpMaLnm, coagepxalwen cBeaeHus, COCTaBnAslLWME rocyfapCcTBEHHYO TalHy, TeXHM4Yeckue cpencTsa
MHOCTPaHHOIro MNpPOM3BOACTBA, HAa KOTOPbIX (PYHKUMOHMPYKT nporpammuble moaynn CK3W, nomkHbl 6bITb
noABeprHyThbl CNeumnanbHOM NpoBepKe NOo BbiSBIEHUIO YCTPOWCTB, NpeAHa3HauYeHHbIX 415 HEMNaCHOMo MoJlyyYeHuns

MHpOpMaUnm».,

-25-



XTAN.00088-01 91 05. Kpuntolpo CSP. PykoBoacTBO agMMHUCTpaTopa 6e30nacHOCTU.
Mcnonb3oBaHne CK3UM nop ynpasneHmnem OC Solaris.

9. TpeboBaHusa NoO KpuTorpadpuyeckon 3awumte

JOoKHbI BbINONHATLCSA Tpe6OBaHMFIZ
1. cnonb3oBaHWe TOJIbKO JIMLEH3NOHHOIO CUCTEMHOINo NPOrpamMMHOro obecneyeHus.

2. Pazpen 16 pokymeHTa XTHAM.00088-01 91 01.
3. MNepep HavyanoMm paboTbl fO/MKEH 6bMb NpOBEeAEH KOHTPOJb LEeSIOCTHOCTUN. KOHTponeMm
LLeSIOCTHOCTM A0/IKHbI 6bTb OXBayeHbl (ainbl, ykasaHHble B M. 16.

4. HacTpolika onepaunoHHOM cucTembl gns pabotbl ¢ CK3M no n.8.1.2.

5.Mpn  uHcTtannaumm CK3U pgomkHbl 6bmb  0becrneveHbl OpraHM3auMOHHO-TEXHUMYECKME Mepbl Mo
WUCKJIIOYEHMUIO noaMeHbl AucTpubyTrBa W BHeCceHus usMmeHeHun B CK3W nocne ycTaHoBKM.

6. UckniodeHne un3 nporpamMmHoro obecnedveHmss [MOBM ¢ ycTaHoBneHHbiM CK3UW cpeacts
OTNaaKu.

7. Maponb, wucnonb3yembin And ayTeHTudukKauum nonb3oBaTenein, AO/HKEH coaepxaTb He
MeHee 6 CcUMBOJIOB andasuta MOWHOCTM He MeHee 10. MepunoAMYHOCTb CMEHbl Mapons — He pexe
ogHoro pasa B 3 Mecsua.

8. MNeprMoaANYHOCTbE TECTOBOI0 KOHTPOAS Kpuntorpadumyecknx GyHKUui - 10 MUHYT.

9. ExxecyTo4yHas nepesarpyska N2BM.

10. NMepmnoanyHoCTb ocTaHoBa [19BM ¢ o6s3aTenbHOM MNpPOBEPKOM CUCTEMbI OXa>XAEHUS
npoueccopHoro 6noka M3BM - 1 mecsau,.

11. 3anpewaercsa M1CMNoab30BaTb pPeXuM npocTton 3ameHbl (ECB) TOCT 28147-89 ans
wndpoBaHUa MHMOpMaLUM, KpoMe KIto4YeBOMN.

12. JomkHO paBaTbCsa npeaynpexieHne o TOM, YTO MNpU UCMONb30BaHUM pexunMa wudpoBaHus
CRYPT_SIMPLEMIX_MODE wMaTepuwan, obpabaTtbBaeMbihi Ha OAHOM  KAKO4Ye, aBTOMATU4YeECKMU
orpaHuymBaeTcs Benn4nHom 4 MB.

13. Mpn  ¢dyHKUMOHUpoBaHmMn CK3N  AomKHblI BbINOMHATLCSA TpeboBaHMS 3KcnayaTauWOHHOWN
AokyMmeHTauum Ha MAK sawutel ot HCA.

14. JonkHo 6bmMb 3anpeweHo ucnonb3osaHuMe CK3U ansa 3awmtbl TenedOoHHbIX NeperoBopoB
6e3 nNpuHATMS B cucTeMe Mep no 3awute oT MHDOPMaTMBHOCTU NOBOYHBLIX KaHanos, cneumdbmnyeckmnx
npu Nepegade peuyw.

15. lomkxHa ©ObIrb 3anpeuwieHa pabota CK3UM npu BkAKOYEHHbX B [1OBM wrtaTHbIX cpeAcTBax
BbIX04a B paauMoKaHa.

16. KOHTposieM LeN0CTHOCTU JO/MKHbI 6bITb OXBayeHbl dalinbl:

Sparc Solaris (32-bits)
/opt/cprocsp/bin/sparc/cryptcp
/opt/cprocsp/bin/sparc/certmgr
/opt/cprocsp/bin/sparc/inittst
/opt/cprocsp/bin/sparc/csptestf
/opt/cprocsp/bin/sparc/der2xer
/opt/cprocsp/lib/sparc/libcapi20.s0.4.0.4
/opt/cprocsp/lib/sparc/libcpext.so.4.0.4
/opt/cprocsp/lib/sparc/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/sparc/libasnldata.so.4.0.4
/opt/cprocsp/lib/sparc/libssp.so0.4.0.4
/opt/cprocsp/lib/sparc/libpkivalidator.so0.4.0.4
/opt/cprocsp/lib/sparc/libcplib.so0.4.0.4

/opt/cprocsp/lib/sparc/libcpasnl.so.4.0.4
/opt/cprocsp/lib/sparc/libocsp.so0.4.0.4
/opt/cprocsp/lib/sparc/libenroll.so.4.0.4

/opt/cprocsp/lib/sparc/libtsp.so.4.0.4
/opt/cprocsp/lib/sparc/libtspcli.so.4.0.4
/opt/cprocsp/lib/sparc/liburlretrieve.so.4.0.4
/opt/cprocsp/bin/sparc/curl
/opt/cprocsp/lib/sparc/libcpcurl.so.4.2.0
/opt/cprocsp/lib/sparc/libcpcurl.a
/opt/cprocsp/lib/sparc/libcspr.so.4.0.4
/opt/cprocsp/lib/sparc/libcsp kc2.s0.4.0.4
/opt/cprocsp/sbin/sparc/cryptsrv
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/opt/cprocsp/lib/sparc/librdrrndmbio gui.so.4.0.4
/opt/cprocsp/lib/sparc/libxcpui.so.4.0.4
/opt/cprocsp/lib/sparc/librdrnova.so.4.0.4
/opt/cprocsp/lib/sparc/librdrpcsc.s0.4.0.4
/opt/cprocsp/lib/sparc/librdrric.so0.4.0.4
/opt/cprocsp/sbin/sparc/ccid reg.sh
/opt/cprocsp/bin/sparc/cpverify
/opt/cprocsp/bin/sparc/wipefile
/opt/cprocsp/bin/sparc/csptest
/opt/cprocsp/lib/sparc/librdrrdr.so.4.0.4
/opt/cprocsp/lib/sparc/librdrrndm.so.4.0.4
/opt/cprocsp/lib/sparc/librdrsup.so.4.0.4
/opt/cprocsp/lib/sparc/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/sparc/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/sparc/libcapil0.so.4.0.4
/opt/cprocsp/lib/sparc/libcpui.so.4.0.4
/opt/cprocsp/sbin/sparc/unreg prov type name.sh
/opt/cprocsp/sbin/sparc/cpconfig
/opt/cprocsp/sbin/sparc/mount flash.sh
/opt/cprocsp/lib/sparc/librdruec.so0.4.0.4
/opt/cprocsp/lib/sparc/libcpcvcert.so.4.0.4
/opt/cprocsp/lib/sparc/librsaenh.so0.4.0.4
/opt/cprocsp/sbin/sparc/stunnel thread
/opt/cprocsp/sbin/sparc/stunnel fork
/opt/cprocsp/sbin/sparc/stunnel hsm

Sparc Solaris (64-bits)

/opt/cprocsp/bin/sparc/cryptcp
/opt/cprocsp/bin/sparc/certmgr
/opt/cprocsp/bin/sparc/inittst
/opt/cprocsp/bin/sparc/csptestf
/opt/cprocsp/bin/sparc/der2xer
/opt/cprocsp/lib/sparc/libcapi20.s0.4.0.4
/opt/cprocsp/lib/sparc/libcpext.so.4.0.4
/opt/cprocsp/lib/sparc/libpkixcmp.so0.4.0.4
/opt/cprocsp/lib/sparc/libasnldata.so0.4.0.4
/opt/cprocsp/lib/sparc/libssp.so0.4.0.4
/opt/cprocsp/lib/sparc/libpkivalidator.so.4.0.4
/opt/cprocsp/lib/sparc/libcplib.so0.4.0.4

/opt/cprocsp/lib/sparc/libcpasnl.so.4.0.4
/opt/cprocsp/lib/sparc/libocsp.so.4.0.4
/opt/cprocsp/lib/sparc/libenroll.so.4.0.4

/opt/cprocsp/lib/sparc/libtsp.so.4.0.4
/opt/cprocsp/lib/sparc/libtspcli.so.4.0.4
/opt/cprocsp/lib/sparc/liburlretrieve.so.4.0.4
/opt/cprocsp/bin/sparcvd/cryptcp
/opt/cprocsp/bin/sparcv9/certmgr
/opt/cprocsp/bin/sparcv9/inittst
/opt/cprocsp/bin/sparcv9/csptestf
/opt/cprocsp/bin/sparcv9/der2xer
/opt/cprocsp/lib/sparcv9/libcapi20.s0.4.0.4
/opt/cprocsp/lib/sparcv9/libcpext.so.4.0.4
/opt/cprocsp/lib/sparcvd/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/sparcv9/libasnldata.so0.4.0.4
/opt/cprocsp/lib/sparcvd/libssp.so.4.0.4
/opt/cprocsp/lib/sparcv9/libpkivalidator.so.4.0.4
/opt/cprocsp/lib/sparcvd/libcplib.so.4.0.4

/opt/cprocsp/lib/sparcv9/libcpasnl.so.4.0.4
/opt/cprocsp/lib/sparcv9/libocsp.so.4.0.4
/opt/cprocsp/lib/sparcv9/libenroll.so.4.0.4

/opt/cprocsp/lib/sparcv9/libtsp.so0.4.0.4
/opt/cprocsp/lib/sparcv9/libtspcli.so.4.0.4
/opt/cprocsp/lib/sparcv9/liburlretrieve.so0.4.0.4
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/opt/cprocsp/bin/sparc/curl
/opt/cprocsp/lib/sparc/libcpcurl.so.4.2.0
/opt/cprocsp/lib/sparc/libcpcurl.a
/opt/cprocsp/bin/sparcv9/curl
/opt/cprocsp/lib/sparcv9/libcpcurl.so.4.2.0
/opt/cprocsp/lib/sparcvd/libcpcurl.a
/opt/cprocsp/lib/sparc/libcpcdrv_emul.a
/opt/cprocsp/lib/sparc/libcspr.so.4.0.4
/opt/cprocsp/lib/sparc/libcsp kc2.s0.4.0.4
/opt/cprocsp/sbin/sparc/cryptsrv
/opt/cprocsp/lib/sparcvd/libcspr.so.4.0.4
/opt/cprocsp/lib/sparcv9/libcsp kc2.s0.4.0.4
/opt/cprocsp/sbin/sparcv9/cryptsrv
/opt/cprocsp/lib/sparc/librdrrndmbio gui.so.4.0.4
/opt/cprocsp/lib/sparc/libxcpui.so.4.0.4
/opt/cprocsp/lib/sparcvd/librdrrndmbio gui.so.4.0.4
/opt/cprocsp/lib/sparcv9/libxcpui.so.4.0.4
/opt/cprocsp/lib/sparc/librdrpcsc.so0.4.0.4
/opt/cprocsp/lib/sparc/librdrric.so0.4.0.4
/opt/cprocsp/sbin/sparc/ccid reg.sh
/opt/cprocsp/lib/sparcv9/librdrpcsc.s0.4.0.4
/opt/cprocsp/lib/sparcv9/librdrric.so0.4.0.4
/opt/cprocsp/sbin/sparcv9/ccid reg.sh
/opt/cprocsp/bin/sparc/cpverify
/opt/cprocsp/bin/sparc/wipefile
/opt/cprocsp/bin/sparc/csptest
/opt/cprocsp/lib/sparc/librdrrdr.so.4.0.4
/opt/cprocsp/lib/sparc/librdrrndm.so.4.0.4
/opt/cprocsp/lib/sparc/librdrsup.so.4.0.4
/opt/cprocsp/lib/sparc/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/sparc/librdrfatl?2.s0.4.0.4
/opt/cprocsp/lib/sparc/libcapil0.s0.4.0.4
/opt/cprocsp/lib/sparc/libcpui.so.4.0.4
/opt/cprocsp/sbin/sparc/unreg prov_type name.sh
/opt/cprocsp/sbin/sparc/cpconfig
/opt/cprocsp/sbin/sparc/mount flash.sh
/opt/cprocsp/bin/sparcv9/cpverify
/opt/cprocsp/bin/sparcv9/wipefile
/opt/cprocsp/bin/sparcv9/csptest
/opt/cprocsp/lib/sparcv9/librdrrdr.so.4.0.4
/opt/cprocsp/lib/sparcv9d/librdrrndm.so.4.0.4
/opt/cprocsp/lib/sparcv9/librdrsup.so.4.0.4
/opt/cprocsp/lib/sparcv9/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/sparcv9/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/sparcv9/libcapil0.s0.4.0.4
/opt/cprocsp/lib/sparcv9/libcpui.so.4.0.4
/opt/cprocsp/sbin/sparcv9/unreg prov_type name.sh
/opt/cprocsp/sbin/sparcv9/cpconfig
/opt/cprocsp/sbin/sparcvd/mount flash.sh
/opt/cprocsp/lib/sparc/librdruec.so0.4.0.
/opt/cprocsp/lib/sparc/libcpcvcert.so.4.
/opt/cprocsp/lib/sparcv9/librdruec.so.4.
/opt/cprocsp/lib/sparcv9/libcpcvcert.so.
/opt/cprocsp/lib/sparc/librsaenh.so0.4.0.
/opt/cprocsp/lib/sparcv9/librsaenh.so.4.
/opt/cprocsp/sbin/sparc/stunnel thread
/opt/cprocsp/sbin/sparc/stunnel fork
/opt/cprocsp/sbin/sparc/stunnel hsm
/opt/cprocsp/sbin/sparcv9/stunnel thread
/opt/cprocsp/sbin/sparcv9/stunnel fork
/opt/cprocsp/sbin/sparcv9/stunnel hsm

OB DO OB
[@ RTENEITAN

Intel Solaris (32-bits)

-28-



XTAN.00088-01 91 05. Kpuntolpo CSP. PykoBoacTBO agMMHUCTpaTopa 6e30nacHOCTU.
Mcnonb3oBaHne CK3UM nop ynpasneHmnem OC Solaris.

/opt/cprocsp/bin/ia32/cryptcp
/opt/cprocsp/bin/ia32/certmgr
/opt/cprocsp/bin/ia32/inittst
/opt/cprocsp/bin/ia32/csptestf
/opt/cprocsp/bin/ia32/der2xer
/opt/cprocsp/lib/ia32/1ibcapi20.s0.4.0.4
/opt/cprocsp/lib/ia32/libcpext.so0.4.0.4
/opt/cprocsp/lib/ia32/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/ia32/1libasnldata.so0.4.0.4
/opt/cprocsp/lib/ia32/1libssp.so0.4.0.4
/opt/cprocsp/lib/ia32/1libcplib.so0.4.0.4
/opt/cprocsp/lib/ia32/1libcpasnl.so.4.0.4
/opt/cprocsp/lib/ia32/1libenroll.so.4.0.4
/opt/cprocsp/lib/ia32/liburlretrieve.so.4.0.4
/opt/cprocsp/bin/ia32/curl
/opt/cprocsp/lib/ia32/1libcpcurl.so.4.2.0
/opt/cprocsp/lib/ia32/libcpcurl.a
/opt/cprocsp/lib/ia32/libcpedrv_emul.a
/opt/cprocsp/lib/ia32/1libcspr.so.4.0.4
/opt/cprocsp/lib/ia32/1libcsp kc2.s0.4.0.4
/opt/cprocsp/sbin/ia32/cryptsrv
/opt/cprocsp/lib/ia32/librdrrndmbio gui.so.4.0.4
/opt/cprocsp/lib/ia32/libxcpui.so.4.0.4
/opt/cprocsp/lib/ia32/librdrnova.so.4.0.4
/opt/cprocsp/lib/ia32/librdrpcsc.so0.4.0.4
/opt/cprocsp/lib/ia32/librdrric.so0.4.0.4
/opt/cprocsp/sbin/ia32/ccid reg.sh
/opt/cprocsp/bin/ia32/cpverify
/opt/cprocsp/bin/ia32/wipefile
/opt/cprocsp/bin/ia32/csptest
/opt/cprocsp/bin/ia32/genkpim
/opt/cprocsp/lib/ia32/librdrrdr.so.4.0.4
/opt/cprocsp/lib/ia32/librdrrndm.so0.4.0.4
/opt/cprocsp/lib/ia32/librdrsup.so.4.0.4
/opt/cprocsp/lib/ia32/1librdrdsrf.so.4.0.4
/opt/cprocsp/lib/ia32/1librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/ia32/1libcapil0.s0.4.0.4
/opt/cprocsp/lib/ia32/1libcpui.so.4.0.4
/opt/cprocsp/sbin/ia32/unreg prov_type name.sh
/opt/cprocsp/sbin/ia32/cpconfig
/opt/cprocsp/sbin/ia32/mount flash.sh
/opt/cprocsp/lib/ia32/librsaenh.so0.4.0.4
/opt/cprocsp/sbin/ia32/stunnel thread
/opt/cprocsp/sbin/ia32/stunnel fork
/opt/cprocsp/sbin/ia32/stunnel hsm

Intel Solaris (64-bits)

/opt/cprocsp/bin/ia32/cryptcp
/opt/cprocsp/bin/ia32/certmgr
/opt/cprocsp/bin/ia32/inittst
/opt/cprocsp/bin/ia32/csptestf
/opt/cprocsp/bin/ia32/der2xer
/opt/cprocsp/lib/ia32/1libcapi20.s0.4.0.4
/opt/cprocsp/lib/ia32/libcpext.so.4.0.4
/opt/cprocsp/lib/ia32/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/ia32/libasnldata.so0.4.0.4
/opt/cprocsp/lib/ia32/1libssp.so0.4.0.4
/opt/cprocsp/lib/ia32/1libcplib.so0.4.0.4
/opt/cprocsp/lib/ia32/1libcpasnl.so.4.0.4
/opt/cprocsp/lib/ia32/1libenroll.so0.4.0.4
/opt/cprocsp/lib/ia32/liburlretrieve.so.4.0.4
/opt/cprocsp/bin/amdé64/cryptcp
/opt/cprocsp/bin/amd64/certmgr
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/opt/cprocsp/bin/amd64/inittst
/opt/cprocsp/bin/amd64/csptestf
/opt/cprocsp/bin/amd64/der2xer
/opt/cprocsp/lib/amdé64/1libcapi20.s0.4.0.4
/opt/cprocsp/lib/amd64/libcpext.so.4.0.4
/opt/cprocsp/lib/amd64/libpkixcmp.so0.4.0.4
/opt/cprocsp/lib/amd64/libasnldata.so.4.0.4
/opt/cprocsp/lib/amd64/1libssp.s0.4.0.4
/opt/cprocsp/lib/amdé64/libcplib.so.4.0.4
/opt/cprocsp/lib/amd64/libcpasnl.so.4.0.4
/opt/cprocsp/lib/amd64/1libenroll.so.4.0.4
/opt/cprocsp/lib/amd64/liburlretrieve.so0.4.0.4
/opt/cprocsp/bin/ia32/curl
/opt/cprocsp/lib/1ia32/1libcpcurl.so.4.2.0
/opt/cprocsp/lib/ia32/1libcpcurl.a
/opt/cprocsp/bin/amd64/curl
/opt/cprocsp/lib/amdé64/libcpcurl.so.4.2.0
/opt/cprocsp/lib/amd64/1libcpcurl.a
/opt/cprocsp/lib/ia32/libcpedrv_emul.a
/opt/cprocsp/lib/ia32/1libcspr.so.4.0.4
/opt/cprocsp/lib/ia32/1libcsp kc2.s0.4.0.4
/opt/cprocsp/sbin/ia32/cryptsrv
/opt/cprocsp/lib/amd64/1libcspr.so.4.0.4
/opt/cprocsp/lib/amd64/libcsp kc2.s0.4.0.4
/opt/cprocsp/sbin/amd64/cryptsrv
/opt/cprocsp/lib/ia32/librdrrndmbio gui.so.4.0.4
/opt/cprocsp/lib/ia32/1libxcpui.so.4.0.4
/opt/cprocsp/lib/amdé64/librdrrndmbio gui.so.4.0.4
/opt/cprocsp/lib/amd64/libxcpui.so.4.0.4
/opt/cprocsp/lib/ia32/librdrnova.so.4.0.4
/opt/cprocsp/lib/amd64/librdrnova.so.4.0.4
/opt/cprocsp/lib/ia32/librdrpcsc.s0.4.0.4
/opt/cprocsp/lib/ia32/librdrric.so0.4.0.4
/opt/cprocsp/sbin/ia32/ccid reg.sh
/opt/cprocsp/lib/amd64/librdrpcsc.s0.4.0.4
/opt/cprocsp/lib/amd64/librdrric.so0.4.0.4
/opt/cprocsp/sbin/amdé64/ccid reg.sh
/opt/cprocsp/bin/ia32/cpverify
/opt/cprocsp/bin/ia32/wipefile
/opt/cprocsp/bin/ia32/csptest
/opt/cprocsp/bin/ia32/genkpim
/opt/cprocsp/lib/ia32/1librdrrdr.so.4.0.4
/opt/cprocsp/lib/ia32/librdrrndm.so.4.0.4
/opt/cprocsp/lib/ia32/1librdrsup.so.4.0.4
/opt/cprocsp/lib/ia32/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/ia32/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/ia32/1libcapil0.s0.4.0.4
/opt/cprocsp/lib/ia32/1libcpui.so.4.0.4
/opt/cprocsp/sbin/ia32/unreg prov_type name.sh
/opt/cprocsp/sbin/ia32/cpconfig
/opt/cprocsp/sbin/ia32/mount flash.sh
/opt/cprocsp/bin/amd64/cpverify
/opt/cprocsp/bin/amd64/wipefile
/opt/cprocsp/bin/amd64/csptest
/opt/cprocsp/bin/amd64/genkpim
/opt/cprocsp/lib/amd64/librdrrdr.so.4.0.4
/opt/cprocsp/lib/amd64/librdrrndm.so.4.0.4
/opt/cprocsp/lib/amd64/1librdrsup.so.4.0.4
/opt/cprocsp/lib/amd64/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/amd64/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/amdé64/1libcapil0.s0.4.0.4
/opt/cprocsp/lib/amdé64/libcpui.so.4.0.4
/opt/cprocsp/sbin/amd64/unreg prov_type name.sh
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/opt/cprocsp/sbin/amd64/cpconfig
/opt/cprocsp/sbin/amd64/mount flash.sh
/opt/cprocsp/lib/ia32/1librsaenh.s0.4.0.4
/opt/cprocsp/lib/amdé64/librsaenh.so0.4.0.4
/opt/cprocsp/sbin/ia32/stunnel thread
/opt/cprocsp/sbin/ia32/stunnel fork
/opt/cprocsp/sbin/ia32/stunnel hsm
/opt/cprocsp/sbin/amd64/stunnel thread
/opt/cprocsp/sbin/amd64/stunnel fork
/opt/cprocsp/sbin/amd64/stunnel hsm
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MpunoxeHne 1. KOHTpOsb LENOCTHOCTM MNPOrpaMMHOro obecnedeHus

B pononHeHne K gucTpmbyTmBy MOCTaBAATCSA CKpunToBble danbl integrity.sh, 3anyckom
KOTOPbIX MOXHO yb6eauTbCs B L,eNIOCTHOCTM ANCTpUbyTMBa A0 €ro yCTaHOBKMU.

MporpammHoe obecneveHne CK3W Kpuntollpo CSP wumeeT cpeactBa obecnedyeHuss KOHTPONs
uenoctHocTun MO CK3U, koTOpble AOMKHbI BbINOJHAKTCSA Nepunognyecku.

Echn B pesynbraTe nNepuvoaMHYEcKOro KOHTPONAS LENOCTHOCTU MOoSBNASAETCS COoo6leHus o
HapyLleHMM LEeNoCTHOCTU KOHTponMpyeMmoro daina, nonb3oBaTenb 06s3aH MNpekpaTuTb paboTy w
06paTUTLCS K agMUHUCTpaTopy 6e30MnacHOCTM.

AoMuHucTpatop 6e30nacHOCTM, NpoaHasIM3MpPOBaB MPUYMHY, TMPUBEALIYID K HapyLIeHUIo
LesIoCTHOCTH, pomkeH nepeyctaHoBuTb MO CK3W Kpuntollpo CSP ¢ amctpubyTtuBa, WM CUCTEMHOE
Mno.

Moaynb cpverify no3BonseT OCYyWeCTBAATb KOHTPOJAb LENOCTHOCTU  YCTAHOBIEHHOTO
nporpaMMHoro obecneyeHus. KOHTpOAb LENOCTHOCTM (ainoB OCyLecTBASETCA Npu 3arpyske ganna
Ha ucnosiHeHMe (M MepuoaMYecKn BO BpeMS BbIMNOJIHEHWS) WAM MNPUM PYYHOM 3anycke MporpaMmbl
KOHTPO/S LEefI0CTHOCT!.

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
uenocTHocTu danna ¢ nmeHem filename no naroputMy algid. Ecnn He yka3saH napametp hashvalue, 10
3HayeHue xaWw-dyHKUUM ansa cpaBHeHus b6epetcsa u3 danna <filename.hsh>. MapameTp algid moxeT
npuHuMaTb 3HadeHus GR3411, GR3411_2012_256 n GR3411_2012_512. Ecnu algid He ykasaH, TO
ncnonb3lyetca GR3411. [-inverted_halfbytes <inv>] yka3sbBaeTcsa, ecnmn nonybanTtbl B hashvalue
nepesepyTbl. [Mo-yMonyaHuo inv ycTaHaBnmeaeTcsa B 1 ang GR3411 n B 0 gna GR3411_2012 256 un
GR3411_2012_512.

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>] - BblMMUCNEHME 3HaYeHUS X3LW
dyHkUumMn gnsa danna ¢ umeHem filename. MapameTp algid MoxeT npuHMMaTb 3HadveHuss GR3411,
GR3411_2012_256 un GR3411_2012_512. Ecnu algid He ykasaH, TO wucnonbdyetrcsa GR3411. [-
inverted_halfbytes <inv>] yka3sbiBaeTtcs, ecnnm Heobxoaumo nepeBepHyTb nonybaiTel B hashvalue.
Mo-yMmonyaHuio inv ycTaHaenmBaetTcd B 1 ana GR3411 u B 0 anga GR3411_2012_256 wu
GR3411_2012_512.

cpverify -file_sign filename -cont cont_name [-pin password][-provhame Provname] [-
provtype Provtype] - noanucebiBaet dain ¢ uMmeHeM filename ¢ nNoMoOWbIO K/O4Ya, B3SATOrO M3
KOHTeiHepa ¢ mMeHeM cont_name. lNone password - Naposib 3awWmnTbl KOHTENHEpA. Mons Provname wm
Provtype ykasbiBaloT, Kakon npoBangep Heobxoanmmo wucnonb3oBaTb. [lone Provtype wMoxeTt
npuHuMmaTb 3HadveHusa 75,80 u 81. Ecnu Provtype He ykasaH, TO ucnonbsyercsa 75.

cpverify -file_verify filename [signval] -timestamp date - [poBepsieTr noanucb danna c
mmeHem filename. Ecnm signval He ykasaH, TO 3HayeHuMe AN CpaBHeHUss bepetcsa wm3 anna
<filename>.sgn. B none date HeobxoauMo ykas3aTb AaTy, koraa 6buia noanuchb 6blla co3paHa, B
dopmaTe dd.mm.yyyy.
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MpwnioxeHune 2. YnpaBfieHe NMpoToKO/IMPOBaAHMEM

Ona BkA4YeHUs/oTKAOYEHNS 3Ha4YeHne log ucnonbaymnre:

a) ansa Solaris 386, SPARC 32
[Onsa 3agaHns ypoBHSA NpOTOKOMa
/opt/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Ana 3apaHua dopmaTa NpoTokona
/opt/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19
[ns npocMoTpa MaCKuM TeKyLlero ypoBHs 1 popmaTa npoToKoa
/opt/CPROcsp/sbin/cpconfig —loglevel cpcsp -view

b) ana SPARC 64
[Ona 3apgaHua ypoBHS NpoTOKONa
/opt/CPROcsp/sbin/sparcv9/cpconfig -loglevel cpcsp -mask 0x9
Ona 3apgaHuna dopmaTta nNpoTokona
/opt/CPROcsp/sbin/sparcv9/cpconfig -loglevel cpcsp -format 0x19
[ns npocMOTpa MacKu TeKyLero ypoBHs 1 ¢opMata npoTokKona
/opt/CPROcsp/sbin/sparcv9/cpconfig —loglevel cpcsp -view

c) ansa Solaris 1386, SPARC 32, SPARC 64 ypoBHA aapa
/usr/kernel/drv/drvcsp.conf
oTpepakTuposaThb loglevel

3HaueHMEM MapaMeTpa YpoBHb NPOTOKONAa sBNAsieTCcs 6MTOBas Macka:
N_DB_ERROR = 1 # coobuieHunsa o6 owmnbkax
N_DB_LOG = 8 # coobuweHus o Bbi3oOBaXx

3HadeHneM napameTpa opMaT NpoToKosa sBnseTca 6uToBas Macka:
DBFMT_MODULE = 1 # BbBOAUTb UMSA MOAYNSA

DBFMT_THREAD = 2 # BblBOAUTb HOMEP HUTKWU
DBFMT_FUNC = 8 # BbBOAUTL UMA DYHKLUK
DBFMT_TEXT = 0x10 # BbiBOAMTb CaMoO cooblieHune
DBFMT_HEX = 0x20 # BbiBOAUTbL HEX mamn
DBFMT_ERR = 0x40 # BbBoauTb GetlLastError
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