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1. OBWIMNE YKA3AHNA

1.1 ®opmynap Ha wu3genue «CpeacTBO  KpunTorpaduyeckon  3awutbl  MHGOpMaumm
«Kpuntollpo CSP» v 4.0» XTSAM.00087-01 (manee - CK3U), ssBnsieTca AOKYMEHTOM, yAOCTOBEPSIOWUM
rapaHTMpoOBaHHblE M3roTOBUTENIEM OCHOBHble XxapakTepucTukm CK3W, onpegensowmMm KOMMOAeKT
MOCTaBKKW, OTpaXkalolWMM CBeAeHMs O MPOM3BOAMMBIX M3MEHEHMUSIX B KOMMJEeKTe MOCTaBKM U apyrue
AaHHble 3a BeCb Nepuoj 3Kcnayatauuu.

1.2 3Dkcnnyatauma CK3WM pgomkHa nNpoBOAMTECS B COOTBETCTBMM C  3KCMyaTauWMOHHOWN
AOKyMeHTauuen, npeaycMoOTpeHHOW HacToAwmM @opMynspoM, M B COOTBETCTBMM C pasgenom V
«[lonoxeHns o paspaboTke, nNpoM3BOACTBE, peanmsaumm U 3KCAayaTauum WnUdpoBasbHbIX
(kpunTorpadunueckmnx) cpeacTs 3awmnTbl MHGopMaumn (MonoxeHune MNK3-2005)».

1.3 Mopspok obecneyeHns WHGOpPMaLMOHHON 6e30mMacHOCTM Mpu  ucnonb3oBaHum CK3U
onpepensieTcs pyKOBOAUTENEM 3KCMayaTupylowen opraHmsauum Ha ocHoBe TpeboBaHuii no
OpraHM3auMoOHHO-TEXHUYECKMM MepaM 3alluTbl, N3/TOXKEHHbIM B 3KCMyaTaLMOHHOW AOKYMEHTaUuu.

1.4 NMpu skcnnyaTaumm CK3UM gO/MKHBI MCMOMB30BAThCA CepTUdUKaTbl KKYelr 31eKTPOHHOM
noanucm  (ceptudukaTbl  OTKPbITbIX  K/OYEN),  BbiMylWeHHble  YAOCTOBEPSAKWMM  LEHTPOM,
ceptudmympoBaHHbiM ®CB Poccum No KNaccy 3alluTbl HE HUXE Kacca 3aliuTbl ucnosabsyemoro CK3N.

1.5 TMpwu BcTpamBaHum CK3M B npuknagHble CUCTEMbl HEOBXOANMMO MO TexXHUYEeCKOMY 3a4aHuio,
cornacosaHHoMy ¢ 8 UeHTpom ®CB Poccun, NpoBOAUTb OLEHKY BAUAHUSA cpefbl GYHKLWOHNPOBAHUS
CK3W Ha BbinonHeHue npeabsaBneHHblx K CK3UW TpebosBaHuii B cnyvasx:

— ecnu uHdopMaums KoHdMAeHUMaNbHOro XapakTtepa noAanexwuT 3awmute B COOTBETCTBMU C
3aKoHogaTenbCTBOM Poccuinckon denepauunm;

— MpW opraHMsauuMm 3awWuTbl KOH@UAeHUWanbHOM WHGopMauun, obpabaTbiBaemon CK3U, B
denepanbHblX OpraHax WCMOJIHATENBbHOW BNACTW, OpraHax WCMOSIHUTENbHON BNacTn Cyb6bekToB
Poccuinckon degepaumnu;

— MNpu opraHumsaumm KpuntorpadmMyeckonm 3awuTbl KOHdMAEHUMaNbHOW  MHpOopMaumn,
obpabaTtbiBaemoit CK3W, B opraHmMsaumsix He3aBUCMMO OT WX OpraHu3auWoHHO-NpaBoBOM OpMbI U
¢dopMbl COBCTBEHHOCTU MPU BbINOSIHEHMM MMM 3aKa30B Ha MOCTaBKYy TOBapoB, BbINOJSIHEHME paboT mam
OKaszaHue yCnyr Assi rocyAapCTBEHHbIX HYXA;

— ecnm 0653aTeNnbHOCTb 3alWuThl MHPOPMauMn KOHUAEHLMANbHOIO XapakKTepa BoO3J/laraetcs
3aKoHogaTenbCTBOM Poccuinckon degepaumn Ha Aud, UMEKOWMX AOCTYN K 3TOM MHPOpMauun wau
HaZeNeHHbIX MOSIHOMOYMAMW MO  PaCMNOPSXKEHU  CBEAEHUAMM, COAEpXalMMUCA B  AaHHOWM
nHdbopmauuu;

— npu obpabaTbBaHun MHbDOPMaUMM KOHDMAEHUMANBHOrO xapakTepa, obnagatenem KOTOpoK
ABNSAIOTCS roCyAapCTBEHHblE OpraHbl MAM OpraHmMsauunu, BbINOMHSAKOLWME roCcyaapCTBEHHbIE 3aKkasbl, B
criydyae MpuUHATUS MMKM Mep MO OXpaHe ee KOHMWUAEHUMANbHOCTM MyTEM WCMOJSIb30BaHUSA CpeacTB
Kpuntorpaunyeckomn 3awmThbl;

- npu obpabaTbBaHMM uWHDOPMaLUUM KOHMUAEHLMANBHOINO XapakKTepa B roCcyAapCTBEHHbIX
opraHax UM B OpraHmMsauusx, BbINOJHAWMUX rocyAapcTBeHHble 3aka3sbl, obnagatenb KOTOPOWM
npMHMMaeT Mepbl K OXpaHe ee KOHdMAEHUMANbHOCTM MNyTEM YCTaHOBJIEHMS HeobxoAMMOoCTw
Kpuntorpaduyeckom 3aWwmTbl JaHHOM MHDOPpMaLUW.

B ocCTanbHbIX Ccny4dasix pekoMeHAyeTCs MpOBOAWUTb YCTAHOBJIEHHbIM MOPSAKOM MNPOBEPKY
KOoppeKTHOCTU BcTpamsBaHusa CK3M B npuknagHbie CUCTEMbl C LeNbl OueHKM 060CHOBAHHOCTU W
AOCTaTOYHOCTM Mep, NPUHATbLIX Ans 3awutbl MHbopmauum, obpabatbiBaemoin CK3W.

MNpoBeaeHne OUEHKW BJIUSHUS TMPUIOXEHUA, MnepeducseHHbiX B M.2 [lpaBun nNonb30BaHuA
XKXTAKN.00087-01 95 01, He TpebyeTcA.

B cnydae wucnonb3oBaHWSA BbI3OBOB, HE BXOASAWMX B nepedyeHb [MpunoxeHus 2 AOKYMEHTa
XKXTAN.00087-01 95 01. MpaBuna nosb30oBaHMA, HeO6XoAMMO MpPOU3BOAUTb pa3paboTKy OTAEbHOIro
CK3WM Ha 6a3e «Kpuntollpo CSP» Bepcusi 4.0 B COOTBETCTBUM C AENCTBYIOLEN HOpMATUBHON 6a30li (B
yacTHocTu, ¢ MNocTtaHoBneHneM lMpaButenbctBa Poccuickon ®epepaumm ot 16 anpens 2012 r. N2313
n MMonoxeHnem o pa3paboTke, NpOM3BOACTBE, peanusaumnm wn 3KcnayaTaumm wWndpoBasbHbIX
(kpunTorpadunyeckmx) cpeacTs 3awmtbl nHpopmaumm (MonoxeHune MK3-2005)).

1.6 CK3U cooTBeTCcTBYET «TpeboBaHMAM K cpeacTBaM 3N1eKTPOHHOM nognucu» (MpunoxeHue 1
K lMpukazy ®CBb P® ot 27 pgekabpsa 2011 r. N2 796 «06 yTtBepxaeHun TpeboBaHuii K cpeacTBam
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3NEKTPOHHOMN noanucun n TpeboBaHWUi K cpeacTBaM yAOCTOBEPSIOWEro LEeHTpa») Npu MCMosib30BaHUU
B CuUCTeMaxX C aBTOMaTUYECKMM CoO34aHnMeM un (nnm) aBTOMATUYECKOM MPOBEPKON 3SNEKTPOHHOM
noAanucu.

1.7 ®opmynsip BXOAWUT B KOMMeKT nocTaBkn CK3U n fomkeH NOCTOSSHHO XpPaHUTbCA B OopraHe
(noapasaeneHnn), oTBETCTBEHHOM 3a akcnnyaTauuto CK3N.

1.8 Bce 3anucu, BHOCUMMblE B OpPMYSip, AO/MKHbI ObITb 3aBEpPEHbI ML aMKU, OTBETCTBEHHbLIMU 3@
akcnnyaTtauyuto CK3N.
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2. TPEBOBAHNA K SKCIJTYATAUMN CK3U

Mpu akcnnyaTaunm CK3M A0mKHbI BbIOHATLCA Crieaytolme TpeboBaHus:

2.1 C nomowbio CK3M He ponyckaercsa ob6pabatbiBaTb MWHPOpMaUMIO, coaepKallyto
CBeAEeHUNs1, COCTaB/SOLLIME FrOCYAAapPCTBEHHYO TalHy.

2.2 [onyckaetca wucnonb3oBaHne CK3M ans kpunTorpadvyeckoi 3aluTbl NepCcoHasbHbIX
[aHHbIX.

2.3 KnoueBas MHdpopMauusa SBASETCS KOHMUAEHLMANbHOM.

2.4 Cpok pencTtBusa Kaw4a npoBepkn Il - He 6onee 15 netr nocne OKOHYaHUSA CpoKa
OENCTBUSA COOTBETCTBYOWeEro katoda Jr1.

2.5 BHewHsIa ramMMma, wucrnonbdyemas AN WHUMUMaNM3auumM COCTOSIHMS rnporpaMmHoro [CH,
aBnsieTca KoHbuaeHUanbHON.

2.6 CK3M1 OO/KHO MCNONb30BaTbCH co cpeacTtBaMu AHTMBUPYCHOM 3alUUThI,
ceptudmymposaHHbiMm ®CB Poccumn. B cnyyae mMX OTCYTCTBUSA PEKOMEHAYyeTCS MO0 BO3MOXHOCTMU
MCMONb30BaTh CYyLECTBYOLWME aHTUBUPYCHbIE CcpeacTBa 3awuTbl. Kracc aHTUBMPYCHbIX CPeacTB
3aWuTbl onpegensieTcs ycaosmsamMmn akcnnyataumm CK3M B aBTOMaTU3NPOBaHHbLIX CUCTEMAX.

2.7 PasMeuweHne CK3M B noMelwleHMsX, B KOTOpPbIX ocywecTBnseTcs obpaboTka nHdopmMauum,
cojepXalwein cBefeHus, COCTaBASAKLWME roCyAapCTBEHHYIO TalHy, OCYLECTBASEeTCS yCTaHOB/EeHHbIM
NnOpsAAKOM.

2.8 TMpun akcnnyaTtauum CK3UM Heobxoanmo pykoBoacTBoBaTbCA lNonoxeHmem [MK3-2005.

2.9 Mpn »skcnnyataunm CK3M  HeobxoanmMo BbINOSHEHWE AEeWUCTBYWOWMX B Poccuiickon
depepauunm TpeboBaHMn MO 3awWwmuTe MHPOPMALMM OT yTEYKM MO TEXHUYECKUM KaHasiaM, B TOM 4uce,
no KaHany csasu (Hanpumep, CTP-K).

Mpu akcnnyataumm CK3UM Ha nnatdopme iOS npu obpaboTke KoHdbDMAeHUManbHOM MHbOpMaumum
AN KOHKpPEeTHOoro MobwunbHOro ycTponcTBa, paboTatowero nog ynpasnaeHvem OC iOS nmpousBoacTBa
KoMnaHum Apple, AO/MKHbI BbINOMHATLCS AelcTBylowmne B Poccuinckon ®depepauunn TpeboBaHus Mo
3awmnTe OTKpbIMon (KOHMUAEHLMANbHOMW) UHPOPMaUMM OT YTEYKM MO TEXHUYECKMM KaHanam. [laHHoe
TpeboBaHWe He npeabaABnseTca B ciydae skcnnyaTaumm CK3UW Ha nnatdopme iOS npu obpaboTke
OTKPbITOM MHPOpMauUK, [AOCTYN K KOTOPOM He OrpaHWYnMBaeTCs COrfacHO 3aKoHoAATesNbCTBY
Poccuinickon ®@epepauun. BHOC W wncnonb3oBaHue MoOWNbHOrO YycCcTpoWcTBa, paboTatowero noa
ynpasneHvem OC iOS npoussoacTBa KoMnaHum Apple, B noMelleHnsX, B KOTOPbIX BEAYTCS MEpPeroBopsl
CEeKpeTHOro coAepxaHusa wauM npoBoaATcs paboTbl cekpeTHOro xapakrtepa, 6e3 nposBeaeHus ero
crieymanbHbIX UCCef0BaHUA U CNeumnanbHOM NpOBEpKM 3anpeLlatoTcs.

2.10 YcTtaHoBka CK3W Ha paboyee MecTo Mnosb3oBaTenss MOXeT 6bTb OCYLEeCTB/IeHa TONbKO B
cnyvyae NMOATBEPXAEHMS LLeSIOCTHOCTH MoJlydeHHbIX  YCTaHOBOYHbIX  Mogynei CK3UM  wu
3KCMayaTauuoHHoW pokyMmeHTaumm (n. 2 XTHAKW.00087-01 91 01. Kpuntolpo CSP. PykoBOACTBO
aaMmHUcTpaTopa 6esonacHocTn. Obwas 4acTb).
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3. ObWWNE CBEAEHNA N OCHOBHbIE TEXHWYECKWUE OAHHDIE

3.1 CK3WM npegHasHayeHO Ans 3alMTbl OTKPbITOM MHMOpMauMmM B WMHOOPMaUMOHHbBIX CUCTEMax
obuwero nonb3oBaHus (BbMUCNEHME/NMPOBEPKA 3NEKTPOHHOM MOANUCK) U 3aWnTbl KOHDUAEHLMAbHON
mHdopMaunm, He coaepxallen cBeAeHMN, COCTaBSIOWMNX rOCyAap CTBEHHYO TaliHy, B KOPNOpaTUBHbIX
MHMOPMaLNMOHHBIX CUCTEMAX C BbIMOJIHEHMEM CriIeAYWMX PYHKLNA:

1) 3awMWeHHoOe  XpaHeHMe MOJIb30BaTEeNIbCKUX  KJKYel B KJ/IIOYEBOM  KOHTelHepe C
MCMOSIb30BaHMEM WNHPOBAHUS, UMUTO3ALLNUTLI U ayTeHTudMKaumum 4oCcTyna;

2) wndpoBaHUe, BbMUCIIEHNE MMUTOBCTABKMU, X3LWMPOBAHWE, CO3aHMNe/NpoBEpPKa 3IEKTPOHHOM
noanucu;

3) dbopMMpoBaHME CECCUOHHBIX KJTIOUEN, Kitouyen obMeHa u K4yen cosganms/nposepku 3, mnx
MMMNOPT/3KCMNOPT U3/B K/OUEBON KOHTENHED;

4) naeHTudbmrKaumsa, ayTeHTudukaums, wndposaHue n nummtosawmta TLS-coeanHeHun;

5) ayTeHTudukaumsa B aomeHe Windows ¢ ncnonbsosaHuem «Kpuntollpo Winlogon».

3.2 CK3U dbyHKLUMNOHUPYET B CredytoLmx NporpaMMHO-annapaTHbIX cpeaax:
Windows
BkntouaeT nporpaMMHO-annapaTHble cpeabl:
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).
LSB Linux
Bkntouaet auctpubyTtmBeebl Linux, yaosneTsopsitowme ctaHgapTy Linux Standard Base ISO/IEC
23360 Bepcun LSB 4.x:
CentOS 4/5/6/7 (x86, x64, POWER, ARM);
TO OC AUC ®CCM Poccum (GosLinux) (x86, x64);
Red OS (x86, x64);
Fedora 23/24/25 (x86, x64, ARM);
Mandriva Enterprise Server 5, Business Server 1 (x86, x64, ARM);
Oracle Linux 4/5/6/7 (x86, x64);
OpenSUSE 13.2, Leap 42 (x86, x64, ARM);
SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64, POWER, ARM);
Red Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER, ARM);
CuHTe3-0C.PC (x86, x64, POWER, ARM);
Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10 (x86, x64, POWER,
ARM);
Linux Mint 13/14/15/16/17/18 (x86, x64);
Debian 7/8 (x86, x64, POWER, ARM, MIPS);
Astra Linux Special Edition (x86-64).

c
=
X

BktoyaeT nporpaMMHoO-annapaTHble cpeabl:
ALT Linux 7 (x86, x64, ARM);
ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux Server (x86, x64);
POCA XPOM/KOBANBbT/HUKE/b (x86, x64);
FreeBSD 9/10, pfSense 2.x (x86, x64);
AIX 5/6/7 (POWER);
Mac OS X 10.7/10.8/10.9/10.10/10.11/10.12 (x64).
Solaris
BkntoyaeT nporpaMMHO-annapaTHble cpeabl:
Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).
i0Ss
BkntoyaeT nporpaMMHoO-annapaTHble cpeabl:
= Applei0OS6.0/6.0.1/6.0.2/6.1/6.1.2/6.1.3/6.1.4/6.1.5/6.1.6/7.0/7.0.1/7.0.2/7.0.3/7.0.4/7.0.5/

7.0.6/7.1/7.1.1/7.1.2/8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/9.0.1/9.0.2/9.
1/9.2/9.2.1/9.3/9.3.1/9.3.2/9.3.3/9.3.4/9.3.5/10 (ARM, arm64, arm7s).




XTM.00087-01 30 01. Kpuntolpo CSP. dopmynsip

BupTyasibHble cpefbl
Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
VMWare WorkStation 11/12 (x86-64);
VMWare Player 7/12 (x86, x64);
VMWare Sphere ESXi 5.5/6.0 (x64);
Virtual Box 3.2/4.0/4.1/4.2/4.3/5.0/5.1 (x86, x64);
RHEV 3.4/3.5/3.6/4.0 (x64).

lNMpuMeyaHus:

1. Npu skcnnyaTaumm CK3UN HeobxoAMMO yuuTbIBaATb, YTO MOPSAOK M CPOKWM 3KCMyaTauuu
onepauMoHHbIX CUCTEM, B cpege KoTopbix (yHKUMOHMpyeT CK3U, onpenensitotcss npousBoAUTENSMU
onepaumoHHbiX cucTeM. Mcnonb3oBaHMe onepauuoOHHbIX CUCTEM, MNOAAEPXKA KOTOPbIX OCTAHOBJ/IEHA
npousBoauTENEM, He AonyCcKaeTcs.

2. Ana cnepytowmx OC HeobxoanMa cepBepHas JINLEH3US :

Microsoft Windows Server 2003;
Microsoft Windows Server 2008;
Microsoft Windows Server 2008 R2;
Microsoft Windows Server 2012;
Microsoft Windows Server 2012 R2;
Bce OC c apxuTeKkTypon, OTIn4HOM oT x86/x64 (POWER, Sparc);
Red Hat Enterprise Linux Server;
Ubuntu Server;

Solaris;

FreeBSD;

AIX.

3.3 AnropuTtM 3awmdpoBaHms/paclum@poBaHmsa AaHHBX M BbMUC/IEHME MMUTOBCTABKM peaniM3oBaH B
cooTtBeTcTBMM C [OCT 28147-89 «Cuctembl 06paboTkm uHdopmauum. 3awmTta Kpuntorpaduyeckas.
AnroputM kpuntorpadumyeckoro npeobpasoBaHus».

3.4 AnroputMbl (pOpPMMPOBAHUA UM TMPOBEPKU INEKTPOHHOW noAnMMCKM  peasnin3oBaHbl B
cootBeTcTBMM C TOCT P 34.10-2012 «MHdopmMaumoHHas TexHonorus. Kpuntorpaduyeckas 3awuta
MHpopMauum. [lpouecchbl GOpMUPOBAHNA U MNPOBEPKM 3/IEKTPOHHON uudposon noanucu» n FOCT P
34.10-2001 «WMHdpopmaumoHHasa TexHonorus. Kpuntorpadwuyeckas 3sawmta MHopmauun. [Npoueccsol
¢dhopMMpOBaHNA M NPOBEPKU 3/1EKTPOHHON LNDPOBON MOANNCK».

3.5 AnroputMmbl BbipaboTkuM 3HavyeHuss Xx3W-@PyHKUUM peanu3oBaHbl B COOTBETCTBUM C
MOCT P 34.11-2012 <«WHdpopMaumoHHaa TexHonorma. Kpuntorpaduueckas 3awuta uHbopmaumu.
QOyHKUMA xawunpoBaHma» u TOCT P 34.11-94 «MHdbopMauunoHHasa TexHonorusa. Kpuntorpaduueckas
3awmnTa nHdbopmMaumm. OYHKLMA X3 LWMPOBAHNSA».

Ncnonb3oBaHue cxembl nognucm FOCT P 34.10-2001 gna dopmupoBaHmsa noanucu nocne 31
Aekabpsa 2018 roga He aonyckaeTcs.

3.6 CeteBas ayTeHTudMKauuMs peanmsoBaHa Ha 6asze npotokona TLS v.1.0 ¢ ncnonb3oBaHMeM
anroputmMoB n.n. 3.3-3.5 B COOTBETCTBMM C [OKYMEHTOM <«MHpOpMaunoHHash TEXHOJOrus.
Kpuntorpadmyeckas 3awuta WHopMauumn. PekoMeHaauuum no cTaHgapTusauuu. Wcnonb3oBaHue
HabopoB anropmtmoB wWwudpoBaHns Ha ocHoBe [OCT 28147-89 pansa npoTokosia 6e30macHOCTU
TpaHCcNopTHOro ypoBHA (TLS). TexHMYecKuin KoMuTeT No CTaHaapTmsauum <«Kpuntorpaduyeckas
3awuTta nHpopmaummn» (TK 26)»;

3.7 KnwouyeBas cuctema CK3U obecneuymBaeT BO3MOXHOCTb MapHO-BbIBOPOYHON CBA3M
aboHeHTOB ceTn (MO TUMNy <«KaXAbli C KaXXAbIM») C MCMNOSb30BaHMEM ANS KaxAoh napbl abOHEHTOB
YHUKasbHbIX KJIIOYEN, CO34aBaeMbIX Ha OCHOBE MPUHLMUMA OTKPbITOro pacnpeaeneHns Kitoyen.

3.8 BapuaHTbl BO3MOXHbIX HOCUTenen Ansa XpaHeHus kntoden Ol (3aKpbiTbiX Kao4yeih) B
3aBUCUMOCTM OT ucnonbdyemont OC oTpaxeHbl B Tabnuue 3.1.

Tabnumua 3.1 - Ucnonb3oBaHWE KAKOYEBLIX HOCUTENEN B 3aBUCMMOCTWM OT MPOrpaMMHO -annapaTHoM
nnatgopMbl.
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Hocurennb /OC W:i[r;\d302ws Wi)r:gzws Linux | FreeBSD | Solaris ‘;(I glsa; Ai%psle
rMAa 3,5"”, USB auncku + + + + + - + -
CMmapTtkapTel GEMALTO (GemSim1,
GemSim2, Optelio, OptelioCL, OptelioCL2, + + + + + - + -
Native)
eToken, Jacarta + + + - - - - +
USB-TokeHbl PyTokeH UM (Flash, _ } _
Bluetooth), PyTokeH Lite + + + + +
CMapTkapThbl PYTOKeHslc_:ite SC, PyTtokeHn DLN i + + + ) ) + )
PyTokeH S + - - - + -
Novacard + + + + + - + -
CwmapTtkapTtbl PUK (OCKAP 1, OCKAP 2, _ _
Maructpa, TRUST, TRUSTS, TRUSTD) + + + + + +
CwmMapTtkapTta Y2K + + + + - + +
CwmapTtkapta MS_KEY K + + - - - - - -
ESMART Token + - - - + -
CmapTkapTtbl Athena IDProtect, MorphoKST, " + ) ) ) ) ) )
Cha cardOS, Cha JCOP
CmapTtkapTtbl AnnoTt INPASPOT Series, SCOne " " + _ - - - -
Series
Paspen HDD MN2BM (B Windows - peectp) + + + + + + + +
NaeHTtudmkatopbl Touch-Memory DS1995, + } ) _ ) ) ) )
DS1996

MpnMeyaHuns:

1. XpaHeHune 3akpbITbix kKntoyen Ha HDD M3BM u USB auckax (B peectpe OC Windows, B pa3aene
HDD npwu paboTe nop ynpasneHnem apyrux OC) gonyckaeTcs TONIbKO MPWU YCIOBUM pacrnpoCTpaHEHUs Ha
HDD, USB auck mam Ha MN3BM c HDD TpeboBaHuii no obpalweHuntio C KIayeBbiMM HocuTenamm (n.6.7
XKTAN.00087-01 91 01. PykoBoACTBO aaAMUHUCTpaTopa 6e3onacHocTu obwasa yacrb).

2.Bce BblwenepeyuncneHHble HOCUTENN WCMNOJIb3YHOTCA TONIbKO B KayecTBe MAaCCMBHOMO XpaHuauw,a
Kno4yeBon MHdDopMaLUnM 6e3 UCNOob30BaHUSA KpUnTorpadpmuecknx MexaHu3MoB, peasiM30BaHHbIX HA cMapT-
KapTe/TOKeHe.

3. Wcnonb3oBaHne HocuTenen Apyrmx TUNOB - TOJIbKO Mo cornacoBaHuto ¢ ®Ch Poccun.

4. cnonb3oBaHMe B KayecCcTBe MNACCMBHOIO XpaHunuuwa kKaoyeBon wuHdbopmauumm Pytoken DLUM
Bluetooth BO3MOXHO TONbKO Npu Hanuuuu ceptudukata cootseTcreua O®CB Poccum Ha ykasaHHoe
YCTPOWCTBO; AJ19 MHbIX HOCUTENEN WUCNONb30BaTb AN NepeAayn AaHHbIX OGECKOHTaKTHbIM MHTepdenc
3anpeleHo.

3.9 dopMMpoBaHME 3aKPbLITbIX KJKOYEN MPOM3BOAMTCS C WCMNOb30BAHMEM Clieaylowmux TUMOB
cyuTbIBaTENEN, ykalaHHbIX B Tabnuue 3.2.

Tabnnua 3.2 — Cnocobbl hOpMUPOBaHMS 3aKpPbITbIX KJKOYEN.

Windows Windows . . Mac Apple
CuurbiBaTtenn/0C IA32 x64 Linux | FreeBSD | Solaris | AIX | S5 ios
OnckoBoa/USB auckosoa + + + + - + -
PS/SC coBMeCTUMbIl cunTbiBaTENb CMapT-KapT + + + - + - - +
Ousmyeckunm ACH B coctase MNAK 3awwmThbl OT
HCA «Co6onb» RU.40308570.501410.001 n n n + _ _ _ _
(Bepcun kopa pacwmpeHua BIOS 1.0.99,
1.0.180)
®usnyeckmnit ICYH B coctase ANMA3-Y M-5266 " " " _ _ _ _ _
(KPUMNTOH-3AMOK/Y) KBAX.468243.067 TY
Y cTpoicTBo uTeHus Tabnetok Touch-Memory " _ _ _ . _ _ _
Dallas: DS9097E, DS9097U, DS1410E
Pasgen, peectp HDD N3BM + + + + + + + -
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YcTporicteo Apple iOS - - | - | - | - | - | - | + |

3.10 dopmMupoBaHMe cay4YanmHoOW nocneanoBaTenbHOCTM NPOM3BOAMTCS C Mcnonb3oBaHnem [CH,
yKasaHHbiX B Tabnuue 3.3.

Tabnuuya 3.3 - BO3MOXHble BapwaHTbl MCMONb30BaHUA pa3nnyHbiXx OCH ans BbipaboTKM ClydYanHoOM
nocsieAoBaTesIbHOCTW.

Windows Windows . . Mac Apple
Ac4y/0C IA32 x64 Linux | FreeBSD | Solaris | AIX 0S X i0S
Bnonornueckunin ACY + + + + + + + +
dusnyeckunin CYH B coctaBe MNMAK 3awuTtbl oT
HCA «Cob6onb» RU.40308570.501410.001 MNC " + + + . _ _ _
(Bepcun koga pacwmpeHnsa BIOS 1.0.99,
1.0.180)
®unsnyeckunn ICYH B coctase AMMA3-Y M-5266 n + n _ _ _ _ _
(KPUNTOH-3AMOK/Y) KB[)X.468243.067 TY
BHewHAs raMma + + + + + + + -

MpumeuaHune: Ncnonb3oBaHne Apyrnx ceptuduumnpoBaHHbix Tunoe ACY - Tonbko no cornacosaHuto ¢ ®Chb
Poccun.
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4. KOMIMNEKTHOCTb

Tabnuua 4.1 - KoMnnektauusa ncnonHeHms 1-Base

HaunmeHoOBaHue

0O603HaueHne

Kpuntolpo CSP. Ba3osble Moaynw.

XTAKN.00087-01

Kpuntolpo CSP v. 4.0. ®opmynsp.

XTAK.00087-01 30 01

Kpuntolpo CSP. OnucaHune peanusauuu.

XKTAKN.00087-01 90 01

Kpuntolpo CSP. PykoBoAcTBO agMMHUCTpaTopa 6e3onacHocTu. Obwas 4acTb. XKTAN.00087-01 91 01

Kpuntolpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e3onacHoCTw. XTAN.00087-01 91 02

ynpasneHnem OC Windows.

Ncnonb3osaHune CK3W nog

Kpuntolpo CSP. PykoBoacCTBO agMMHUCTpaTopa 6e3onacHoCTU. XKTAN.00087-01 91 03

ynpasnaeHmeM OC Linux.

Mcnonb3oBaHue CK3U noa

Kpuntolpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e3o0nacHoCTw. XTAN.00087-01 91 04

ynpasneHueMm OC FreeBSD.

Mcnonb3oBaHue CK3U noa

Kpuntolpo CSP. PykoBoAcTBO agMMHUCTpaTopa 6e3onacHoCTy. XKTAKN.00087-01 91 05

ynpasneHneM OC Solaris.

Wcnonb3oBaHue CK3U noa

Kpuntolpo CSP. PykoBoACTBO agMUHUCTpaTopa 6e30nacHOCTU. XKTAN.00087-01 91 06

ynpasnaeHuem OC AIX.

Ncnonb3oBaHue CK3U noa

Kpuntolpo CSP. PykoBoACTBO agMUHUCTpaTopa 6e3onacHoCTy. XKTAN.00087-01 91 07

ynpasaeHuem OC Mac OS X.

Mcnonb3osaHne CK3U noa

KpunTtolpo CSP. PykoBoACTBO agMMHMUCTpaTopa 6e3onacHoctn. Mcnonb3oBaHne CK3U nog [ XXTAKM.00087-01 91 08

ynpasneHuem OC iOS.

Kpuntolpo CSP. PykoBoACTBO agMMHMUCTpaTopa 6e3onacHoctn. Mcnonb3osaHne CK3U B XTAN.00087-01 91 09

BUPTYa/bHbIX cpedax.

KpunTtolpo CSP. WHctpykums no ucnonb3osannio CK3W noa ynpasnenvem OC Windows. XTAKN.00087-01 92 01

Kpuntolpo CSP. UHcpykums no ucnonb3osaHuio CK3W noa ynpasneHunem OC iOS. XKTAN.00087-01 92 02

Kpuntolpo CSP. MpunoxeHne KOMaHAHOM CTPOKM ANA NOANUCK U wndpoBaHus dannos. XTAK1.00087-01 93 01

Kpuntolpo CSP. MpunoxeHne KoMaHAHOM CTpoku Ans paboTbl ¢ cepTudunkaTamm. XKTAKN.00087-01 93 02

Kpuntolpo CSP. MpunoxeHne KOMaHAHOW CTPOKM ANs co3paHusa TLS-TyHHens. XTAKM.00087-01 93 03

Kpuntolpo CSP. APM BbipaboTkM BHELUHEN raMMmbl. XTAN.00087-01 94 01

Kpuntolpo CSP. MNMpaBuna nonb30BaHuS. XKTAN.00087-01 95 01

Kpuntolpo CSP. PykoBoACTBO NporpaMMucTa. XTAK1.00087-01 96 01

Ceptndumkat CK3U (konus).

lMpuMmeyaHus:
1. ,D,ﬂ;l 3al1Tbl OT HECAHKUMOHMPOBAHHOIO AOCTYyna MOTyT UCNoJib30BaTbCA cnegyroumne cpeacrea.:

—  NAK 3awuTtel ot HCA «Cob6onb» RU.40308570.501410.001 (Bepcun koga pacwumpenuns BIOS
1.0.99, 1.0.180);

- AnnapaTHO-NMpPOrpaMMHbIA  MOAY/lb  AOBEPEHHOM
(KPUNTOH-3AMOK/Y) KBAX.468243.067 TY;

MocTaBKka - MO COrnacoBaHUIO C NOMb30BaTENEM.

3arpyskm yHuBepcanbHbin  M-526B

2. KoMnnekT AOKyMeHTauuw npefHa3HayeH Ans aAMUHUCTpaTopoB 6e3onacHocTu, pa3paboTyumkos
npuKNagHoro nporpamMMHoro obecnevyeHns n nono3osatenen CK3U.

3.MporpaMMHOe obecneyeHne WM [OKYMEHTaUMs B 3NeKTpoHHOM Buae B dopmate PDF (Adobe
Acrobat Reader) Ha CD-ROM ans Bcex ucnonHeHnn CK3M nocraBnseTcs eAnMHbIM AncTpubytmnsom, dopmynsp
M Konusa ceptudukaTa, 3asepeHHass 000 «KPUMTO-MPO», - B ne4aTHOM BUAe.

4. cnonb3oBaHue BapuaHTa wucnosHeHms CK3M B KOHKpPeTHOW MporpaMMHO-annapaTHOW cpeje
OrpaHN4YMBaeTCH ML EH3NEN.

10
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5. ANMAPATHO-TMPOIrPAMMHOE CPEACTBO 3AWNTBI OT HCA

N3penne «Kpuntollpo CSP» v 4.0»

YKOMMJIEKTOBAHO annapaTtHoO-NnporpaMMHbIM

HECAHKUMOHUPOBAHHOIO AOCTYynNa.

XKTAM.00087-01, BapuaHT  UCMNOJIHEHMUS
CpeAcTBOM 3alnThbl nHdopmMaumm

1-Base

oT

HanmeHoBaHue cpeacTea, TY

CepwuitHbIn HOMEp, AaTa BbinyckKa

M.IL

['maBHBIN MHXEHEP

000 «KPUITTO-ITPO»

« » 20 1.

11



XTM.00087-01 30 01. Kpuntolpo CSP. dopmynsip

6. CBUAOETENBCTBO O MNMPUEMKE

N3penne «Kpuntollpo CSP>» v 4.0» XXTAW.00087-01,

cepwuiHbin N2 gucTpubyTtmsa

HoCUTenu:
O CD-ROM wT.

COOTBETCTBYET 23TanoHy, XxpaHswemyca B 000 <«KPUMTO-MPO», ” npu3HaHO
aKcnayaTaymm.

[aTa Bbinycka: " " 20 r.

M.M. nasHbI MHXeHep OO0 «KPUMTO-IMPO» /

roaoHbiM  Ans

12
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7. CBUAETENBbCTBO OB YIAKOBKE

N3penne «Kpuntollpo CSP» v 4.0» XTAW.00087-01,

cepuiiHbin N¢ ancTpubyTmea

yrnakoBaHoO B
O 6yMaxkHblh KOHBEPT
O kopobky
O nnacTUKOBbLIN KOHBEPT
O

[aTta ynakoBku: " " 20 r.

M. IN. YnakoBKy npousBen /

13
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8. TAPAHTUN N3TOTOBUTENA (MOCTABLLUMKA)

8.1 TMonb3oBaTenb NpuobpeTaeT usgenne n HeceT OTBETCTBEHHOCTb 3a €ro MCMnoJib30BaHue B
COOTBETCTBUM C PEKOMEHAALUSMU, U3JTOXKEHHBIMMU B SKCMIYyaTaLNOHHON AOKYMEHTaLUN.

8.2 TlpepnpusTne-unsroToBuUTENb rapaHTmpyeT paboTocnocobHOCTb U3[enuns B COOTBETCTBUM C
3adaBJIEHHbIMUN XapaKTepPUCTUKaMN.

8.3 B cnyuyae BbiSIBNeHMS B MNporpaMMHOM obecrnedyeHuM  AedekToB, He CBSA3aHHbIX C
HapylWeHWeM nMpaBun  3KCMayaTauuu, TPaHCMNOPTUPOBAHUA W XpaHeHUs, u3denue noanexuT
peknaMauun. [lpeanpuaTve-uU3roToBUTENb 0643yeTca Mo NoJlydeHun peknamMauum B BO3MOXHO
KOPOTKUI CpOK YCTpaHWUTb AedeKTbl CBOMMM CWNaMW M CpeacTBaMu BrJIOTb A0 MNOCTaBKM HOBOIO
M3oenusa, a TakKXe TMpPUHATb MEepbl, MUCKoYalwme 3T AedeKTbl B MOCAeayrLmx 3K3eMnaspax
nsaenus.

8.4 TapaHTWMHLIN CpoK wu3genns — 12 MecsiueB C MOMeHTa MnOCTaBKW Mpu  YCAOBUU
cobntogeHns nonb3oBaTteneMm TpeboBaHMn 3KCNNyaTaLuMOHHON AOKYMEHTauum Ha nigenve.

MpuMeyaHue. Mpu OTCYTCTBMM AaHHbIX O AaTe MOCTaBKU U3AENMS rapaHTUIHbIA CPOK OTCUYMTLIBAETCS
OT AaThbl ero BbiNycKa, YKa3aHHOW B pasgene 6 «CBUAETENbCTBO O NMpUeMKe>».

8.5 [aHHble 0 nocTaBke (nNpoaaxe) nspenus:

(HanMeHoBaHWe opraHmMsauunM-nocTasLmKa (NpoaaBua) nlaenus)

[data noctaBku: " " 20 r.

M.TL.

(noanwucek)

14
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9. CBEAEHNA O PEKJTAMALINAX

9.1 Peknamauuu, CBA3aHHblE Cc 3KcnnyaTauMe17| mnsaenund, OOJKHbl  HanpaBATbCA
npeanpunaTmno-m3rotoentTento B NIMCbMeHHOM BUAE MO ajpecy:

127018 r. Mocksa, a/a KPUMTO-TPO.

9.2 Cpok paccMoTpeHus peknamauunm — 1 (oAnH) Mecsl CO AHS NOJIyUYEHUS pekiaMauuun.

9.3 [pn HECOOTBETCTBMN MOCTAB/IIEMOIO M3AE/MS, ero Tapbl, YNakoBKW, KOHCEpBaL UM, MapKUPOBKU
MU KOMMIEKTHOCTU TpeboBaHUSM COMPOBOAUTENBHOW AOKYMEHTAL MK, MNosib30BaTeslb 0683aH HanpaBUTb
peknamMauuio NpeanpuUsaTUO-U3roToBUTENO B TeueHnn 60 AHel co AHA NMOCTaBKU U3aenus.

9.4 [lpeonpuaTve-umn3roToBuTeNb NPUHUMAET pekslamaumio, ecsim He YyCTaHOBJIEHA BWHA
nony4yaTtensi B BO3HUKHOBEHUN aedeKTa B U3Lenu.

9.5 CeepeHus o peknamaumax dpukcupytotcsa B Tabnuuye 9.1.

Tabnuua 9.1 - CeBeaeHnsa o pekiaMaumnsax.

Mepbl, NpuHATLIE Moanucb OTBETCTBEHHOIO

HdaTa CoaepxaHune peknamauum no peknamaum Avua

15
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10. CBEAEHWA O XPAHEHUN

[aTta ycTaHOBKMW Ha
XpaHeHune

[aTta cHATuA ¢
XpaHeHus

Ycnosua xpaHeHus

Lo/mKHOCTb, haMunms 1 noanuch
OTBETCTBEHHOMO Nunua

16
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11. CBEAEHWA O 3AKPEMJIEHUN U3AENNA TMPU SKCMNAYATAUNN

JOonKHOCTb
OTBETCTBEHHOIO
nvuya

damnnums
OTBETCTBEHHOIO
nvua

Homep n paTta
npukasa o
Ha3HayeHun

Homep n paTta npukasa
06 ocBoboxaeHunn

MoAanNucb OTBETCTBEHHOIO
nnua

17
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12. CBEAEHWA OB USMEHEHUAX

N¢
n/n

OcHoBaHue (Bx. N2
conpoBoAUTesNIbHOT
0 L OKYMeHTa 1
naTa)

daTa
nposeaeHus
U3MEHEHUSA

CopepxaHue naMeHeHus

JonxHocTb, hammnus
M NoANucbL nuua,
OTBETCTBEHHOrO 3a
N3MeHeHus

Moanuce nuua,
OTBETCTBEHHOIO
3a sKcnayaTtauumio
nspnenusa

18
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13. OCOBbIE OTMETKW
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