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AHHOTaUuUs

Hactoswee PykoBoACTBO coaepxuT obllee onucaHuMe cpeactBa Kpuntorpaduyeckomn
3awmTbl  MHpopMmauum Kpuntollpo CSP v. 3.6.1 (KTAW.00050-03) v pekoMeHpauunm no
mncnonb3oBaHmio CK3W B pasnnyHbiX aBTOMaTU3MPOBaAHHbLIX cucTteMax. (KoMMepueckoe HasBaHue
Kpuntolpo CSP 3.6 R3).

B 3aBuMCcMMOCTM OT KOMMMEKTauuM U WCNOMb3yeMOM MpOrpaMMHO-annapaTHOM cpeabl
dyHKUuMoHMpoBaHusa CK3U cnenyeT pyKoBOACTBOBATbCS TaKxXe AOKyMeHTamu [9] - [19].

NHCTpyKUMKn aAMUHUCTpaTopaMm 6e3onacHocTn " nosb3oBatensm pasnunyHbIX
aBTOMATM3MPOBaHHbIX cucteM, mcnonbaytowmx CK3WN Kpuntollpo CSP, gonxHbl pa3spabaTtbiBaTbCs C
y4yeToM TpeboBaHuii HacToswero PykosoacTtea

Cnuncok cokpalleHui

CRL Cnucok oTo3BaHHbIX cepTudukatoB (Certificate Revocation List)
IETF Internet Engineering Task Force

APM ABTOMaTM3MpOBaHHOEe paboyee MecTo

rMa TMBKMUN MarHUTHLIN AUCK

Acy JaTtunk cny4darHbix ymucen

HDD XXeCTKMn MarHUTHbIN AUCK

HCAO HecaHKUMOHNPOBAHHbLIA AOCTYN

ocC OnepauunoHHas cuctema

MNAK lMporpamMMHo-annapaTHbIi KOMMIeKC

MK3n Moacucrtema kpunTorpadumyeckon 3awnTbl MHGOpMauumn

no MporpamMmmHoe obecneyeHune

Perncrpaums MpucBoeHne onpeaeneHHblx aTpubyToB (aapeca, HoOMepa K/k4ya, npas

MCMoNb30BaHMs 1 T.M.) aboHeHTY

PernameHT COBOKYMHOCTb MHCTPYKLUUI U APYFOM pernaMeHTUpyoLwen JoOKyMeHTaumm,
obecneumBatowen GyHKLUMOHMPOBaHNE aBTOMAaTU3MPOBAHHON CUCTEMbI BO
BCEX pexumax.

CepTtudukar DNEeKTPOHHbIN AOKYMEHT, NOATBEPXAAIOWMA NPUHAANEXHOCTb OTKPbLITOrO
K/Il0Ya MW KtoYa NPOBEPKU 3NIEKTPOHHOM NOANWUCK U onpedesieHHbIX
aTpmbyTOB KOHKpEeTHOMY aboHeHTy

CepTtudukaums Mpouecc nsrotosneHna ceptnudurkaTa oTKpbITOro Kaya nan Kaw4a
NpOBEPKN 3NEKTPOHHOM noanucu aboHeHTa B LeHTpe cepTudukaumm

CK3un Cpeacteo kpuntorpadunyeckomn 3awmtbl MHPOpMaLmm

CcocC Cnucok oTo3BaHHbIX cepTudunkatoB (Certificate Revocation List)

CC CnpaBoOYHMK CEPTUPMKATOB OTKPbITbIX KAKOYEN U KKOYen NpOBEPKU
3NEeKTPOHHOM noanucu. CeTesol CNpaBoOYHUK.

CoK Cpena yHKUMOHMPOBaHMS KOMMAeKca

LC Llentp Ceptudmkaumm YL

vyl YpoctoBepsowmi LieHTp

upP LleHTp Perncrpauunn YL

34 DNEeKTPOHHbIN AOKYMEHT

2N DNeKTPOHHasa NoAnuchb
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OCHOBHblEe TEPMUHbI U NOHATUSA
ABTOMaTM3MpoBaHHas MHhOPMaLMoHHas cucTeMa

KoMnnekc mporpaMMHbIX U TEXHUYECKUX CPeAcTB, NMpefHasHaueHHbIX Ansi cbopa, XpaHeHus, moucka wu
BblAauun MHdopMaumm no 3anpocam.

ABTOMaTM3npoBaHHas cucrema

CucteMa, cocToswass W3 MepcoHana M KOMMJeKca CpeacTB aBTOMaTu3auuMu ero  AesiTefbHOCTY,
peanusytowas MHHOPMALIMOHHYIO TEXHOSIOMMIO BbIMOSIHEHMS YCTAHOBEHHbIX (DYHKLMWNA.

ABTOPCTBO MHMOPMaLIMK

OAHO3HauYHOE COOTBETCTBME MeXAy coAepxaHueM u/unu gopmor nHdbopMaunmn n cybbekToM (06bekToMm),
copMupoBsaswnM 3Ty MHbOpMaumio. [na nonb3oBaTens aBTOPCTBO MOSYYEHHOMW MM U3 CUCTEMbl WK
KaHana cBs3M WH@OpMaLMW O3HaYaeT OAHO3HA4YHOe YCTAHOB/IEHME WCTOYHMKAa, CPOpPMUpPOBABLUErO 3TY
MHpopmauuio (ee aBTopa).

AKTyanbHOCTb MHdOpMaLnm

CBOMCTBO MH(MOPMaUUM COXpaHSaTb CBOM CBoMCTBa (LEHHOCTb) Ans cybbekTa (nosib3oBaTesisl) B TeYeHue
onpeAenieHHoro nepnoaa BpeMeEHM!.

AaMuHUCTpaTop 6e3onacHocTu

CybbekT pocTyna, OCHOBHOWM 0643aHHOCTBIO KOTOpPOro sBnsercs obecnedeHune 6He3onacHOCTU
KOHbMAEHUMANbHOW CBSI3M Ha TOM y4yacCTKe CETW, KOTOpYH OH KypupyeT. CuctemMa aAMMHUCTPATUBHOIO
ynpaBneHnss 6e30nacHOCTbI0  BKOYaeT B Cebs  KOMMIEKC OpraHM3auMOHHO-TEXHUYECKUX Mep,
HanpaB/ieHHbIX Ha obecneyeHrne KOHDUAEHUNANBHOCTU CBS3N.

OCHOBHbIe HarnpasfeHus AeaTeNbHOCTU agMUHUCTpaTopa 6e3onacHocTH:
- KOHTPOJ1b LENOCTHOCTN NpPOrpaMMHOro obecneveHus;

- yrnpaBneHue K/IYEeBOW CUCTEMOW: XpaHeHue, BBOA B AENCTBME W CMeHa KJ/I4el nonb3oBaTenen,
reHepauus 3aKpbITbIX M OTKPbITbIX K/OYelr MNOoAMUCKU Mofib30BaTeNnen, KJKYen 31eKTPOHHOW noanucu,
Kto4Yen NpPoBEPKM 3N1EKTPOHHOM NOAMNUCH ;

- yrnpaBfieHMe AOCTYMNOM Mofb30BaTefie CUCTEMbl K MPOrpaMMHOMY O6EeCrneyYeHuto U AaHHbIM, BKJOYast
YCTQHOBKY W MNEpPUOAMUYECKYHD CMeHY TMaposfiei, ynpaBleHue CpeacTBaMu 3alliMTbl KOMMYHUKaLUWiA,
nepefaBaeMblX, XpaHUMbIX U 06pabaTbiBaeMbIX AAHHbIX.

AOMUHUCTPATOP 3aLUUTLI

Cy6beKkT AocTyna, OTBETCTBEHHbIM 3@ 3aluUTy aBTOMaTU3NMPOBAHHON CUCTEMbl OT HECAHKLMOHWPOBAHHOIO
[0CTyna K nHdopMauum.

AyTeHTUdunKaums

MpoBepka MPUHAANEXHOCTU Cy6beKTy AO0CTyna MNpeabsBlIEHHON0 UM MAeHTUdMKaTopa, NOATBEPXAEHME
NOASIMHHOCTU.

AyTeHTUdunKaumsa nHbopmaumnm

YcTaHoBMEHWE MNOAMNHHOCTU MHAOPMaLMKU UCKITHUYUTENIbHO Ha OCHOBE BHYTPEHHel CTpPYKTypbl CaMoW
MHGpOPMaUMM HEe3aBUCMMO OT WCTOYHMKA 3TOW WHQOpMauuu, YCTaHOBIEHWE 3aKOHHbIM Mony4yaTenem
(BO3MOXHO apbuTpoM) akTa, 4YTO noaydyeHHas WHQopMmaums Haubonee BeposiTHO Oblna nepepaHa
3@KOHHbIM OTnpaBuTeneM (MCTOYHMKOM) M YTO OHa MpPW 3TOM He 3aMeHeHa M He uckaxeHa. Jlobble
npegHaMepeHHble U crydaliHble MOMbITKN UCKaXeHUI nHbopMaunmn o6HapyXnBakTCsl C COOTBETCTBYOLLEN
BEPOSATHOCTHIO.

Be3onacHoCTb

CoCTosiHME 3aLUMLLEHHOCTM J>XM3HEHHO BAXHbIX MHTEPECOB JIMYHOCTM, oblecTBa M rocyaapcrea oT
BHYTPEHHUX U BHELHMX Yrpo3.

OTCcyTCTBME HEAOMYCTUMOr0 pUCKa, CBSA3AHHOIO C BO3MOXHOCTbIO HaHeceHus yulepba.
BesonacHocTb MHbOpMaumn (MHbopMaumoHHaa 6e3onacHoCTb)

CocTosiHMe WHdopMaumMm, WMHPOPMALMOHHBLIX PecypcoB M WMHMOPMALMOHHbLIX CUCTEM, MPU KOTOPOM C
TpebyeMoli BEpOSITHOCTbIO obecneunBaeTcs 3almTa MHhopMauum (AaHHbIX) OT YTEUKU, XULEHUS, YyTpaThl,
HECAHKLUMOHMPOBAHHOIO  YHUYTOXEHMUS, UCKaxeHus, Moaudukaumm (noadenku), KOMMpoBaHWS,
6nokupoBaHusa u T.Mm..

CocTosiHMe 3awmueHHoCTn uHdopMaunu, obpabaTbiBaeMol CpeacTBaMy BbIYUCIIUTENBHOW TEXHUKN UK
aBTOMaTM3NPOBAHHOW CUCTEMbI, OT BHYTPEHHUX WU BHELIHMX Yrpo3.

BnoknpoBaHne nHbopmaumm
MpekpalleHre unm 3aTpyaHeHne A0CTyna 3aKOHHbIX Nosib3oBaTesnei K nHdopMauuu.
Bepudukaums
YcTaHOBMIEHWE COOTBETCTBUS MPUHSTON M NepeaaHHON MHPOPMaUMM C MOMOLLbIO JIOFMYECKMX MEeTOA0B.

npouecc CpaBHeEHUA  ABYX ypOBHeﬁ CI'IeLJ,MCbVIKaU,I/WI cpencrts BbIUMC/IUTENTBHON  TEXHUKM nnn
ABTOMAaTU3NPOBAHHbLIX CUCTEM Ha HaANexallee COOTBETCTBUE.

Bnageneu nHdopmaumm

CybbeKkT, OCyLeCTBASWNI BnageHne U nonb3oBaHWe uHdbOpMaunen wn peanusyowmii MNOJHOMOYUS
pacnopsXeHust B npeaenax npas, YCTAHOBJ/IEHHbIX 3aKOHOM WM/UNK CO6CTBEHHWKOM WHGOpMaLmK.
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CybbekT WHMOPMaAUMOHHbLIX OTHOLWEHWNM, obnagalwmin  NpaBoM BRAAEHWUS, PacnopsXXeHus un
nosfib30BaHMeM MHPOPMAUMOHHbBIM PECYPCOM MO AOroBOpy C CO6CTBEHHMKOM MHMOPMaLUK.

Bnapeneu nHdopmaunmn, MHOOPMaLMOHHOM CUCTEMBI
Cy6beKkT, B HenocpeaCcTBEHHOM BeAeHMM KOTOPOro B COOTBETCTBMM C 3aKOHOM HaxoaaTcs MHdopMmauus,
MHbOpPMaUMOHHana CTpyKTypa.

FocynapcTBeHHas TalniHa

3awmiaemMble rocyAapcTBOM CBefeHUst B 061acTu ero BOEHHOM, BHELHENOoINTUYECKON, SKOHOMUYECKO,
pa3BeablBaTeNbHOM, KOHTppa3sBeAblBaTebHOW n onepaTUBHO-PO3bICKHOW OeATeNbHOCTH,
pacrnpocTpaHeHne KOTOpbIX MOXET HaHecTu yuepb 6esonacHocTn Poccuiickoit ®egepaumm.

pud KoHDMAEHLMANBHOCTH
CneunanbHas OTMeTKa Ha HocuTene WHdgopmauum nAmnbo B COMPOBOAUTENbHbLIX AOKYMEHTaxX Ha Hero,
CBMAETENbCTBYIOWANA O TOM, YTO HOCUTENb COAEPXUT KOHPUAEHLMANbHYIO MHDOpMauumIo.

pnd cekpeTHOCTU

PekBu3nNTbI, CBMAETENbCTBYOWME O CTENEHW CEKPETHOCTU CBEAEHWUI, COAEepXalUMXCS B WX HOCuTene,
npocTaBnsieMble Ha CaMOM HOCUTENE U/UAn B CONPOBOAUTENbHON AOKYMEHTaUumM Ha Hero.

LJoKyMeHT
[lokyMeHTUpoBaHHasa nHbopMaums, cHabxeHHas onpeaeneHHbIMU peKBU3NTaMM.

MaTepuanbHbll 06bEKT C WHQOpMauMeln, 3aKpernseHHOW Cco34aHHbIM YesloBeKOM cnocobom ans ee
nepefayun BO BpPEMEHW W NPOCTPAHCTBE.

[JokyMeHTMpoBaHHas MHGopMaums (AOKYMEHT)

3admKcMpoBaHHass Ha MaTepuanbHOM HocuTene uHGOpMauusi C PeKBU3UTaMW, TMO3BOSIOWNMU  ee
naeHTubUUMpoBaTh.

NMpumeuaHue. [JOKyMeHTMPOBaHHas WHGPOpPMaUMs C OrpaHUYEeHHbIM AOCTYNOM MO YCNOBUAM ee
npaBOBOr0 pexuMma noAapasfenserca Ha WHOOopMauMilo, OTHECEHHYK K T[OoCyJapCTBEHHOW TalHe, w
KOHMdUAEHUMANBHYIO.

[JOKYMEeHT B 9N1eKTPOHHOM hopMe (D/1EeKTPOHHbIA AOKYMEHT)

DNeKTPOHHbIN 06pa3 AokyMeHTa (nfaTexHoOro WAM uMHoro) - ain, [OCTOBEPHOCTb KOTOPOro
obecneuvBaeTca KOMMNJIEKCOM MeponpuaTUin no 3awnte nHdopmaumn. Mpu 3ToM Garin MOXET coaepxaTb
HECKONbKO AOKYMEHTOB (MakeT AOKYMEHTOB).

3 npeactasnser Ccobon OOKYMEHTUMPOBAHHYKO COBOKYMHOCTb [AaHHbIX, 3adMKCMPOBaHHbIX Ha
MaTtepuanbHOM  HocuTene  (MarHUTHOM  uam  6yMaxXHOM) C  peKkBM3WUTaMu,  MNO3BONSIOLNMM
naeHTudunumMposaTb 3Ty MHMOPMauuio M aBTOpoB JAoKyMeHTa. WaeHTudwukauma SO obecneumsaercs
CpeAcTBaMM 3aliuTa Ha OCHOBE anroputMoB LWKMGPOBAHWUSA, 3MEKTPOHHOW MOAMMCKM W 3aluTbl OT
HEeCaHKLUMOHUPOBAHHOIO AOCTYNa.

31 CcOo3[4aeTcA YYaCTHMKOM CUCTEMbl Ha OCHOBE GYMaKHOro [AOKYMeHTa /iMb0 Ha OCHOBAHWW ApPYroro
3/1€eKTPOHHOMO [AOKYMEHTa U NOJIHOCTbLIO NOBTOPAET €ro No coaepxaHuto. D[] 06pabaTbiBalOTCA U XpaHATCA
B DBM 1 MOryT nepenaBaThCs Mo 3MEKTPOHHbLIM KaHanam CBSA3W.

JocTtyn K nHgopmaumm
MonyyeHne Cy6BLEKTOM BO3MOXHOCTM O3HAKOMMIEHMSS C WHdOpMaumen, B TOM 4YUCAe C MNOMOLLbIO
TeXHUYECKUX CPEeACTB.

O3HakoMmfieHe c wuHdopMaumeit, ee o06paboTka, B YaCTHOCTM, KOMUPOBaHWe, MoaudUKaLMS WK
YHUUTOXEHWE UHbopMaLuu.

JocTtynHocTb nHdopmaunmn

CBoncTBO wuHMOpPMaUMK, TEXHUYECKMX CpeacTB U TexHonorum o6paboTku, xapakrepuaytoueecs
CcnocobHoCTb0 obecneunBaTbh HecnpensTCTBEHHbINM AOCTYN K MHMOpMaumm CybbeKkToB, UMeLWmMX Ha 3TO
Haanexalume nosHoMouus.

3aBepeHune (HoTapu3saums)

Pernctpauma faHHbIX Y AOBEpPEHHOro TpeTbero nvua ANns NOBbIWEeHUS YBEPEeHHOCTU B MpaBUSIbHOCTU
TaKUX XapaKTeEPUCTUK, KaK coaepXXaHNE, NCTOYHUK AaHHbIX, BpEMA OOCTaBKWU.

3awuTa nHdopmaumm

[eaTenbHOCTb MO NPeaoTBPALLEHUIO YTeYKM 3aluuiiaeMoin UHdopMaumMu, HecaHKUMOHUPOBAHHbLIX W
HenpeAHaMepeHHbIX BO3AENCTBUIN Ha 3alumLlaeMyto MHbOpMaumio.

KoMnnekc MeponpusaTuii, NpPOBOAUMBIX C LeNblo MpeAoTBpalleHusl YTeUYkW, XULLEHUs, yTpaThbl,
HECaHKUMOHUPOBAHHOIO YHUUTOXEHUS, U3MEHEHUs1, MoandUKaumm (noaaenkm), HeCaHKLMOHUPO-BaHHOIO
KOMUPOBaHWs, 61OKMPOBaHUS MHbOPMaLUu.

3awmTa nHpopmaummn ot HC

CocTtaBHas yacTb obwen npobnembl obecneyeHns 6esonacHoCcT MHbopMaumn. MeponpusaTus No 3awuTe
uHdopMaumm ot HCA [OMKHbI OCYLECTBASTLCS B3aMMOCBSI3aHO C MEpOMNpUSTUSIMM MO CreumanbHowm
3almMTe OCHOBHbLIX M BCMOMOraTe/bHbIX CPEACTB BbIYUCIUTENBHOW TEXHUKWU, CPEACTB U CUCTEM CBSI3U OT
TeXHUYECKUX CPeaCTB pa3BeAKMW U NMPOMBbILLAEHHOrO WNoHaxa. B obuieM cnydyae, KoMniekc NporpamMMHo-
TEXHUYECKUX CPeACTB W OpraHU3aunoHHbIX (NpoueAypHbIX) pelleHuin no 3awmTte uHgopmaumm ot HCA
peanusyeTcsa B paMKax CUCTEMbl 3alMTbl MHGopMaumm oT HCA, YC/NOBHO COCTOSLWEN W3 CleaytLmx
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yeTblpex MOACWUCTEM: YyMpaBfieHUs AOCTYMOM; peructpauum v ydyeta; kpuntorpaduyeckoi; obecneveHus
LIeNOCTHOCTY.

3awmeHHoe CpeacTBO BbIYNCINTENBHOM TEXHMKN (3alLMLLieHHas aBToMaTU3npoBaHHas cucrtema)

CpeacTBo BbIYMCUTENBHOM TEXHUKKN (aBTOMaTM3MPOBaHHAsA CUCTEMa), B KOTOPOM peanm3oBaH KOMMIeKC
CpeAcTB 3aluTbl.

IA32, IA64, x64, SPARC, Power PC
AnnapaTHble naaTdopMbl, ncnonblyemble nponssoantensamm NMN3BM
NaeHTudunkaums

MpucBoeHne cybbekTaM M 06bekTaM AoCTyna uaeHTUdukaTopa U (MIM) cCpaBHeHME NpPeabsiBASEMOro
naeHTUdUKaTopa C NepeyHeM NPUCBOEHHbIX MAEHTUdOUKATOPOB.

MMunTo3awumTa
3awmTa cucTeMbl LWNGPPOBAHHOW CBSA3M OT HABA3bIBAHMS JIOXKHbIX AaHHbIX.
MMunTOoBCTaBKa

OTpe3ok MHdopMaum GUKCUPOBAHHOM AJIMHbBI, NOMYYEHHbIA MO OnNpeAeneHHOMY npaBuily U3 OTKPbITbIX
Aa@HHbIX U KNtoYa M 4o6aBneHHbIR K 3awmn@poBaHHbIM AaHHbBIM A9 o6ecneyeHns UMUTO3aLUMThI.

KBannunumpoBaHHbI cepTUdUKaT KaoYa NpoBEPKU 3N1EKTPOHHON MOAMMUCH

CepTMCbMKaT K/to4a NpoBEpPKU 3J'IEKTp0HHOl7I NoOANMUCK, BblAAHHbIN AKKpeANTOBaAHHbLIM YyA40CTOBEPAKOLLNM
LLEHTPOM WM [OBEPEHHbIM NULIOM aKKpeAMTOBAHHOrO YyAOCTOBepslowero ueHtpa n1mnbo denepanbHbIM
OopraHom MCMNOSIHUTENbHOW BNacTy, YNOJTHOMOYEHHbLIM B ccbepe MCcnoNib3oBaHUA BHEKTDOHHOI‘/‘I noanuncu.

Kntou (Kkpyntorpaduyeckmnin Kntou)

KoHKpeTHOe ceKpeTHOe COCTOSIHME HEeKOTOpPbIX MapaMeTpoB anroputMa  KpunTorpacduyeckoro
npeobpa3oBaHua fAaHHbIX, obecneumBatwowee BbIGOp 0AHOrO npeobpa3oBaHUA U3  COBOKYMHOCTH
BCEBO3MOXHbIX A1 AAHHOr0 anropmMtma npeobpasosaHuin [3].

Kntoy MpoBepKu 3M1eKTPOHHOM NoanucK

YHuKanbHasa nocnefoBaTesibHOCTb CUMBOJSIOB, OAHO3HAYHO CBSA3aHHAas C KJ1H0YOM BJ'IeKTpOHHOVI noanucum um
npegHasHayeHHas As1s NpoBepKU NOASIMHHOCTY S/1IEKTPOHHOM NOAMUCH.

Kntoy 3n1eKTpoHHOM noanucu
YHuMKanbHasa NnocnenoBaTenbHOCTb CUMBOJIOB, NpeAHa3HavyeHHas Ans co3faHus 3/1eKTPOHHOM NOAMNUCH.
KomnpomeTauus kato4a

YTpata [oBepusi K TOMYy, 4TO WCMOJib3yeMble KouM obecneumBaloT 6e3onmacHocTb MHdopMauun. K
COb6bITUSIM, CBSA3aHHbIM C KOMMPOMeTauuel K/4Yeil OTHOCATCS, BK/IOYas, HO He OorpaHuyMBasCh,
cnepyowme:

1. MoTeps kNoYEBbIX HOCUTENEN.

2. ToTeps KOYEBbLIX HOCUTENEW C UX MOCAEAYOWMM 0BHapyXeHneM.

3. YBOJIbHEHWE COTPYAHWUKOB, UMEBLUMX AOCTYN K KO4EBOM MHDOPMaLMK.

4. HapylweHue npaBua XpaHEHWUS U YHUYTOXeHUS (Nocne OKOHYaHMS CpoKa AENCTBUSA) 3aKpbITOro
Kftoua.

5. BO3HMKHOBEHME TMOAO3PEHUI Ha YTeuyky WHGOpMaUMM WAM €ee WUCKaXeHWe B cucteme
KOH(MAEHUNANbHON CBA3MN.

6. HapyuweHuve nedyaTtv Ha ceide C KNoUYEBbIMU HOCUTENSIMU.

7. Cnyyau, Korga Henb3s AOCTOBEPHO YCTAHOBUTb, YTO MPOMU3OLIO C K/IHOYEBBLIMWU HOCUTENSMMU (B
TOM 4yucC/e Cfyyaum, Korga K/4YeBOW HOCUTENb Bblilesn M3 CTPos M [OKasaTeslbHO He OnpoBeprHyTa
BO3MOXHOCTb TOr0, 4TO, AaHHbIN d)aKT npounsowen B pe3ynbtate HECAHKUMOHMPOBAHHbIX OencTBUin
3/10yMbILUNIEHHUKA)

PaznuualoTcs ABa BUAA KOMMPOMETAUMM 3aKpbITOro Kj4va: ssBHasA U HessBHasA. [lepBble yeTbipe cobbiTuA
TPAKTYHTCA KakK ABHasa KOMNpoMeTauuna KIto4en. CJ'IE.CI,YPOLLI.ME TPU Tp86yPOT cneunanbHOro paCcCMOTpeEHNA
B KaXAoOM KOHKpPETHOM cniy4yae.

KoHduraeHunansHoCTb MHGpOpMaLmm

CybbekTnBHO onpeaensemas (NpunuceiBaemMas) MHpopMaumm xapaktepnctuka (CBOMCTBO), yKasbiBatowwas
Ha Heo6Xx0AMMOCTb BBEAEHUS OrpaHMYEHU Ha Kpyr Cy6bekToB, MMeLWmMX AOCTYN K AaHHOW MHMOopMaumm,
n obecneumBaemMass CNOCOBHOCTbIO CUCTEMbl (Cpeabl) COXpaHSATb YyKasaHHyk MHGopMauuio B TaliHe oT
CcybbekToB, HEe MMEILMNX MOSTHOMOYMIA Ha NPaBO AOCTYNa K HEW.

KoHduraeHumnanbHas nHgopmaums

[okyMeHTUpoBaHHasi WHdOpMauuns, AOCTyn K KOTOPOM  OrpaHM4YMBaeTcs B  COOTBETCTBUM  C
3akoHogaTenbcTBoM P®. [pyras nHdopmauus, Tpebyrowas 3almTbl.

KoHTponb goctyna (ynpasieHve AOCTYMNoM)

Mpouecc orpaHUyYeHns JoCTyna K pecypcaM CUCTEMbl TOJIbKO paspelleHHbIM Cy6bekTaM Uin o6bekTaMm.
KpunTorpacduyeckas 3awmra

3awmnTa AaHHbIX NPy NOMOLWM KpunTorpaduyecknx npeobpasoBaHnii AaHHbIX.
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Kpuntonposanaep
Peanunsyetr ¢yHKuMn wndpoBaHns, BbIYUCIEHUS WMUTOBCTABKM, X3WWPOBaHWUSA, (OPMUPOBAHUS W
MpoBepKU NoAMNuUCU, TFeHepaumu nonb30BaTeNbCKMX kwodeln. ObecneunmBaeT paboTy C CECCUMOHHbIMU
KnoYamMn WndgposaHua (reHepaunsi, 3KCNOPT/MMMNOPT B 3alUMLLIEHHOM BuAe), 3aKPbITbIMU U OTKPbITbIMU
kntovyamm O 1 obMeHa, BBOA K/OYEN C KIOUYEBbIX HOCUTENEen, 3aWwmwéHHOEe XPaHEHNE N YHUUTOXEHME
KntoYen B onepaTUBHOM namsaATh. Peanusyetcs kak 6ubnuoTeka, AMHaMMYECKW 3arpyxaemas B eauHoe
aZipecHoe MpOCTPaHCTBO NMpouecca, MHULUMUPYEMOro NPUKIaaHON 3ajaden.

Kpuntonpoapavisep

Pea}'IVI3YET (DYHKLI,VIVI LIJVI(prBaHVIﬂ N BblMUCNEHMA UMUTOBCTABKU, X3WWMPOBaAHUA U MNPOBEPKU nNoANUCHU.
ObecneunBaeTr paboTy C CECCMOHHbIMKM KOYaMu WKdpoBaHus (reHepaums, 3KCNOpPT/MMMOPT B
3aluLLEeHHOM BKae), knvammu npoeepku 3, apeMepHbIMU 3aKPbITbIMU U OTKPbITbIMKA Kto4aMn obMeHa,
3alMWEHHOE XpaHEHWEe W YHWYTOXEHME KIto4Yel B onepaTUBHOW NaMsaTWU. 3arpyXaertcs B aapecHoe
npoctpaHcteo sapa OC.

Mo cBoeMy wHTepdency n QyHKUMOHANbHBbIM BO3MOXHOCTSAM KpunToApanBep obecneuvmBaeT BO3MOXHOCTU
KpUnTonpoBaiaepa 3a MCK/IoYeHNeM (DyHKLUMA (hopMMPOBaHNSt LMGPOBOA MOANMCK, PaboTbl C HOCUTENIEM KJITHOYEN,
reHepaumm KoYen nonb3osaTtens. [03BONSET OpraHu30BbIBaTh LUMMPOBaHME AaHHLIX W MPOBEPKY LMPpPOBOA
NoAMMCK Ha YpPOBHE SiApa OnepaumoHHON CUCTEMbI U YCKOPUTBL KpunTorpadmyeckme onepaummn ¢ NOTOKOM JaHHbIX 3a
CYET UCKITIOYEHMS U3 NpoLecca 06paboTKM AaHHbIX UX NePechbUIKy C YPOBHS sApa Ha YPOBEHb NMPUIOXKEHWIA U 06paTHO.

KpunTtocepsuc

Mpouecc, 3anyckaeMblii B COBGCTBEHHOM aApecHOM MpoCTpaHcTBe. KpunTtocepBucC, Kak U
KpUnTonpoBaiaep, BbIMOMHSAET BCe KpunTorpadpuyeckme @yHKUMM, BKOYAsS reHepaumio Kioyein
nonb3oBaTens. KpuntocepBuC MOXET MCMOMb30BaTbCs HECKOMbKMMW MpoueccamMu. Bsaumopencteue
KpUnTocepBmnca C MpoLeccaMm OCyLLeCTBAsieTCA Mo npoTokony RPC B pexuMe pasgenieHusl KIUMEeHTOB.
KntoueBas MHMOPMaLMsA C HOCUTENEN BCEX KWEHTOB K3LWWPYETCS B HECBOMWPYEMYID YacTb aApecHOro
MpoCTpaHCTBa KpunTocepauca.

Kpuntorpacduuyeckoe npeobpasoBaHune
MpeobpaszoBaHue MHdOPMaLMM C UCMOIb30BaHMEM KpUNTOrpacbUyecknx anroputMoB.
JlnueHsmpoBaHue B 061acTy 3aluuThl MHOPMaLMK

[esatenbHOCTb, 3akilovalowascs B nepegade WauM MNosydYeHun npas Ha nposBeAeHne paboT B obnactu
3aWmTbl MHPOPMaL UK.

MeponpusTvs Mo 3awuTe UHdopmMaumm

CoBOKYMHOCTb AENCTBUI NO pa3paboTke 1/unn NpakTU4EeCcKOMY NpMMeHeHUo cnocoboB 1 CpeacTs 3almThl
nHdopmaunm.

MeponpusaTnsa No KOHTPON 3MPEKTUBHOCTU 3aLLMTbl MHPOpMaLMn

COBOKYMHOCTb JAeWcTBMi no pa3paboTke u/Mnu NpakTUYECKOMY MPUMEHEeHMI0 CnocoboB M CpeacTs
KOHTPONS 3DEKTUBHOCTM 3aLUnTbl MHDOPMaLUH.

MeTka KOHdJM.U,EH UnanbHOCTU

DneMeHT WHdOpMaLMM, KOTOPbIA XapakTepusyeT KOHbUAEHUMaNbHOCTb MHbOPMaUnMn, coaepxalleics B
obbekTe.

Hapywutenb 6e3onacHoCcTn nHdopmaumm

duamyeckoe nULO, CAyYahHO WAW NpeAHaMEPEHHO COBeplUalllee AeNCTBUA, CeACTBUEM KOTOPbIX
ABNSIETCS HapyleHue 6e3onacHoCcTM MHdopMaumnmM Npu ee o6paboTke TEXHUUYECKUMU CPeACTBaMMU.

Hapywwutenb npaBun pasrpaHUyeHunsa AocTyna
Cy6beKkT AocTyna, OCyLLeCTBASOWNA HECAHKLMOHUPOBAHHbIV AOCTYN K MHdOpMauuu.

HeKoppeKTHbIN 3N1EeKTPOHHbIN AOKYMEHT
DNEeKTPOHHbIA AOKYMEHT, He Mpolweawnini npoueaypbl paclndpoBaHms AaHHbIX, NMPOBEPKU 3N1EKTPOHHOM
noanucu uHdopMaumsi, KOHTpons dopmaTta AOKYMEHTOB, a TakKXe [AOKYMEHT, MUMEKLWUN UCKaXeHUs B
TekcTte coobweHuns (Hanuyme cumBosioB, 6ykB wnn umdbp B pacwmndpoBaHHOM (OTKPbLITOM) TeKCTe
AOKYMEHTa, He MO3BONSAOWMNX NOHATb €ro CMbICH).

HenpenHamepeHHoe BO34elCTBME Ha MHMOPMaLULO

Owwnbka nonb3oBaTens MHdopMauunern, cbo TEXHUYECKUX W MPOrpaMMHbIX CPeACTB WH(OPMALMOHHbIX
CUCTEM, @ TakKXe MpUPOAHOE SB/IEHUE WIN WMHOE HeuefeHanpaB/ieHHOe Ha W3MeHeHue uHdbopMauuu
BO34eNCTBUE, CBA3aHHOE C (YHKLUMOHMPOBAHMEM TeXHWYECKUX CPeACTB, CUCTEM WKW C AeSATeNbHOCTbIO
nogen, nNpuBOASLLUME K  WCKaXeEHUIO, YHWYTOXEHMIO, KOMUMpoBaHWIO, 6M0KMpOBaHMIO AdocTyna K
nHdopMaumu, a Takxe K yTpate, YHUUTOXEHUIO nnm c6or0 dyHKLUNOHMPOBAHUS HocuTeNns nHdopMauum.

HecaHKUMOHIApOBaHHoe BO34ENCTBME Ha VIHCbOpMaLLVHO

Bo3aelicTBMe Ha 3alMllaeMyl0 MHAOPMAUMIO C HapyLIeHWMEM YCTAHOBJMIEHHbIX MpaB W/WAW NpaBWui Ha
U3MeHeHve WHdOpMaLMK, MpUBOASLIEE K WCKAXKEHWUIO, YHUUTOXEHWIO, 6/I0KMpOBaHUIO AocTyna kK
MHdOpMaLMK, a TakxkKe K yTpaTe, YHUYTOXEHUIO nnn c60t0 PYHKLUMOHMPOBAHUS HOCUTENS! MHbOopMaLuu.

HecaHKLUMOHNPOBaHHbLIN AoCTyn K MHdopmauun (HCA)

1. NonyyeHue 3awmwaemon MHOOPMaLNN 3aUHTEPECOBAHHbIM CYyObeKTOM C HapyLleHNeM YCTaHOBMEHHbIX
npaBoOBbIMM AOKYMEHTaMW Wan COBCTBEHHWKOM, BnagenbueM WHdoOpMauuu npas vaM nNpasBun AOCTyna K
3awmwaemMon nHdopmMauum.
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2. Joctyn K wuHdOpMaumn, HapylawoLwmi YCTaHOBNEHHbIE MnpaBwaa pasrpaHuMyeHns poctyna, c
MCMOSIb30BaHMEM LWTaTHbIX CpeacTs, npepoctasnseMbix CBT wnm AC. [oa wTaTHbIMKM CpeacTBamMu
NOHWUMAaETCs COBOKYMHOCTb MPOrPaMMHOI0, MUKPOMPOrpaMMHOro n TexHuuyeckoro obecnevenms CBT wau
aBToMaTu3nposBaHHoM cuctemol (AC).

Hocutenb nHdopmaumnm

dusnyeckoe NMLO UAM MatepuasnbHbIil 06BLEKT, B TOM yucie gusanyeckoe nosne, B KOTOpPbIX MHGOpMaLms
HaxoAuT cBoe oTobpaxeHue B BMAE CMMBOOB, 06pa3oB, CUrHaNOB, TEXHUYECKMX pelleHnin n NpoLeccos,
KOJINYECTBEHHbIX XapaKTePUCTUK DU3NYECKUX BENNYMH.

O6beKT gocTtyna

EavHnua  vMHMOpMauuoHHOro  pecypca  aBTOMaTU3MPOBAaHHOW  CUCTEMbI, [OCTYNn K  KOTOpoW
pernamMeHTUpyeTcsa nNpasuiaMmn pasrpaHuyeHuns Aoctyna.

O6beKT 3almnTbI

1. MHdopMauma unmn HocuTenb MHMOPMaLUK, UM MHAPOPMAUMOHHbLIA MPOLECC, B OTHOLWEHUM KOTOPbIX
Heo6xoAnMo obecneunBaTh 3aMUTY B COOTBETCTBUM C MOCTAB/IEHHOMN LIENbIO 3alMTbl MHbOPMaLMK.

2. WHdopMaumsa, TexHudeckme cpeactea W TexHonorus ee 06paboTkuM, B  OTHOLWEHWW KOTOPbIX
HeobxoauMo obecneunTb 6€30NacHOCTL MHGpOPMaLUN.

O6paboTka MHpOpMaLmm
MNepenava, npueMm, XxpaHeHune, npeobpasoBaHme 1 oTobpaxkeHne nHpopMaumm.
OpraHu3aums 3almTbl MHGopMaumm
CoaepxaHue 1 nopsaok AeNcTBMii No obecneyeHunio 3almTbl MHdopMaLnK.
OTKPbITbINA KoY
Kpuntorpaduyecknin knwo4d, KOTOPbIA CBS3@aH C 3aKpbiTbiIM C MOMOLWbLIO 0CO60ro MaTeMaTUyeckoro
CooTHOWeHUsA. OTKpbITbIN K4 M3BECTEH BCEM APYrMM MOSb30BaTeNsM CUCTEMbl M NpeAHas3HadeH Ans
NPOBEPKN 3MIEKTPOHHOM MOAMNUCKM M pacwmndpoBaHMs, MO3BOMASET OMpeAenuTb asBTopa MNOAMUCK MU
[OCTOBEPHOCTb 3/IEKTPOHHOIO AOKYMEHTa, HO He NO3BOJISET BbIYUCAUTL 3aKPbIThIA KoY. OTKPbITbINA K04
CYMTaeTCa MpuHaanexawuMm nonb3oBaTento, ecam OoH 6bln  3aperncrpupoBaH  (CcepTUdUUMPOBaAH)
YCTaHOBJ/IEHHbIM MOPSAAKOM.
Maponb
1. WpeHtTndukatop cybbekTa A0CTyna, KOTOpbIA aBnseTcs ero (cybbekTa) cekpeTom.
2. CekpeTHas nHdopMauma ayTeHTUdUKaumm, obbl4HO NpeacTasnsowas cobor CTpOKy 3HaKoB, KOTOPOW
Ao/KeH obnagaTb nonb3oBaTenb AN AOCTYNa K 3alMILEHHbIM AaHHbIM.
MnaHoBas cMeHa Kyen
CMeHa K/oYeln C yCTaHOBIEHHOM B CUCTEME NEePUOANYHOCTbLIO, HE BbiI3BaHHAs KOMMpOMeTaLmen Knyen.
Mo60YHbIE 31EKTPOMArHUTHbBIE U3NYYEHUS U HABOAKM
1. SnekTpoMarHWTHblE N3NYYEeHUs TEXHUYECKMX CpeacTB 06paboTkn nHdopmMmaumm, He NnpeaHasHavyeHHble

Ana  nepepayn, npuweMma unnm npegHaMepeHHoOro MUCKaXXeHua MHCbOpMaLI,MM, a TaKXe HaBoAKM OT
TEXHUYECKNX CPeaACTB B OKpyXarwLWwunx npeamertax.

2. HexenaTenbHble U3yYEHUS U HAaBOAKM, NPOABASAOWMECSH B BMAE NOBOYHbIX, BHEMOOCHbIX, LWYMOBbIX
W HaBOAMMBIX CUrHaNoOB, MNOTeHUManbHO 06pas3yloWMX  HEKOHTPO/MpYeMble  KaHanbl  YTeuKM
KOH(pUAeHUNanbLHon nHdpopMauum.
Mo6oyHOEe 31eKTPOMarHUTHOE U3yYyeHne
HexenatenbHoe WH@POPMALMOHHOE 3/1EKTPOMArHUTHOE  U3/lyyeHuWe, BO3HMKaLWee B
pesynbTaTe HenMHEeNHbIX NPOLEeCCOB B 3/IEKTPUYECKUX Lensx npu obpaboTke uHdopmaumm
TEXHUYECKUMWN CPeACTBaMu U NMpUBOASLLME K yTeuke nHdopMauum.

Monb3oBaTenu

FpaxaaHe, opraHbl rOCyAapCTBEHHOM BRacTW, OpraHbl MeCTHOro CcamoyrnpaB/ieHWUsl, opraHusauuMm wu
obuiecTBeHHble 06beanHeHMs 061aaaloT paBHbIMKM NpaBaMu Ha AOCTYN K rOCyAapCTBEHHbIM pecypcaM U He
06513aHbl 060OCHOBbLIBaTbL Mepes BnafenbLeM 3TUX pecypcoB Heob6X0AMMOCTb MOMyYeHUs 3arnpaluvBaeMoi
UMKN nHpopMaumn. VicknoueHne coctaBnseT MHGOpMaUns C orpaHMYeHHbIM AOCTYMOM..

Monb3oBatensb (NoTpebutens) nHbopMaumm
1. CybbekT, obpawatowniics K MHDOPMAUMOHHOMW CUCTEME WAW NOCPEeAHMKY 3a MNojlydYeHuem
Heobxoanmon emy MHbOpPMaunn 1 Nob3YHOLNIACS eto.

2. CybbekT, nonb3ywwuncs wuHdboOpMaunern, nonyyeHHorW OT ee cob6CTBeHHMKa, Bnagenbua um
nocpeaHMKa B COOTBETCTBUM C YCTAHOB/IEHHbIMW MpaBaMu U NpaBuaamMn AocTyna K MHdopmauum nnbo c
X HapyLUEHUNEM.

[MOAHOMOYHBIN npeacrtaBuTeNlb opraHnsaunmn

MpeacTaBuTeNb OpraHusauMM W3 4Yucia MepBbIX AO/MKHOCTHLIX JIUL B COOTBETCTBUM C YCTaBHbIM
[OKYMEHTOM UMW, UMELMI COOTBETCTBYIOLLYIO JOBEPEHHOCTb.

MpaBuno AocTyna K 3aluLaemMonr nHgpopmaumm

CoOBOKYMHOCTb MpaBwsl, perinamMeHTUpyLWnX NopsaoK U yCnoBusa AOCTyNa K 3awumwaemMoi uHbopMaumm u
ee HocuTensaM.
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MpaBuna pasrpaHunyenns goctyna (MPA)
CoBOKYMHOCTb NpaBu, pernaMmeHTUpyoLwmnx npasa AocTyna cybbekToB A0CTyna K obbekTaM gocTyna.
MpaBo AocTyna K 3awwmiaemMon nHdopMauum; npaso

COBOKYMHOCTb MpaBwua A0CTyNa K 3alimiiaemMoin MHdpopMaumm, yCTaHOBNEHHbIX MPaBOBbIMU AOKYMEHTaMMU
N1 co6CTBEHHMKOM, BnaaesnbLeM MHbopMaUunm.

MpoBepka 3NEKTPOHHOM NOANNCU AOKYMEHTA

[MpoBepka COOTHOLWEHUS, CBSA3bIBAOWEro Xew-QyHKUUK AOKYMeHTa, NoAnuCb MoA 3TUM AOKYMEHTOM WU
K04  MPOBEPKWM 3/1EKTPOHHOW MoAmnuMcuM noanucaewero rnonb3oBatens. Ecnnm  paccmaTpuBaemoe
COOTHOLWIEHME OKa3blBAeTCS BbIMNOSIHEHHbIM, TO MOAMWUCb MPU3HAETCH MNpPaBWIbHOW, a caM AOKYMEHT -
MOANIMHHBLIM, B MPOTMBHOM CJly4ae [OKYMEHT CUYMUTAETCS W3MEHEHHbIM, a noAMUCb NoA HUM -
HeaeNCTBUTENbHON.

HecaHKUMOHMpPOBaHHOe AoBeAeHWe 3awmwaemon nHdopmauum Ao notpebutenen, He MMeOWMX MNpasa
[OCTyna K 3TOM MHgopMaumn.

PacwmndpoBaHune aaHHbIX
Mpouecc npeobpazoBaHuns 3aWMPOBaAHHbIX AaHHbIX B OTKPbITbIE AaHHbIE MNPV NOMOLM Wndpa.
PernameHTaums

Cnocob 3awuTbl MHpOpMaumm B npouecce PyHKLUMOHUPOBAHUS CUCTEMbI MEPOMPUATUIA, CO3L4alOWNX Takne
yCcnoBusi nepepaboTKM 3awmliaeMblX [aHHbIX, MPU KOTOPbIX BO3MOXHOCTM HeCaHKLMOHWMPOBAHHOIO
[OCTyna CBOASATCA K MUHUMYMYy. CuuTaeTcsi, 4to ANns 3PdeKTUBHON 3awmuTbl HEo6XO0AUMO CTPOro
pernamMeHTMpoBaTb 34aHWs, MOMELLEeHUs, pa3sMelleHue annapaTtypbl, OpraHusaumilo u obecneyeHue
paboTbl BCero nepcoHana, cBssaHHoro ¢ o6paboTkor KoHbuaeHUManbHOM MHdopMaLnn.

CaHKLUMOHMPOBAHHbIN AOCTYN K MHbopMaumm
JocTyn K MHbopMaumMm, He HapyLlaoLWwmii NpaBuna pasrpaHnyeHns 4octyna.
CepTuduKaT 3alwuThl

[okyMeHT, YAOCTOBEPSIOLWNIA COOTBETCTBME cpeacTsa BblYUNCNNTENBHON TEXHWUKMU nnm
aBTOMaTMU3MPOBaHHOWN CUCTEMBI Habopy onpeaeneHHbIX TpeboBaHui rno 3awumTe oT
HEeCaHKUMOHMPOBAHHOIO A0CTyna K WMHdopMauMM M Jalownini npaso pa3paboTyunmky Ha MCMNOMb30BaHWe
n/Mnn pacnpocTpaHeHne Ux Kak 3alnLlueHHbIX].

CepTudukaT Ko4a NPOBEPKU S/IEKTPOHHOW NOAMUCHK

DNIEKTPOHHbIM AOKYMEHT WM AOKYMEHT Ha 6yMaxXHOM HOCUTeNe, BblAAHHbIE YAOCTOBEPSAIOWMM LIEHTPOM
NM60 [OBEPEHHbLIM JIMLOM YAOCTOBEPSIOWEro LeHTpa M MOATBEpXKAAOLME MPUHAAIEXHOCTL K/to4a
MpOBEPKMN 2/IEKTPOHHOM MOANWUCK BRadenbLy cepTudukaTa Ktouya npoBepKu 3NeKTPOHHOM NoanucH.

CepTUdUKaT OTKPLITOro Kitoya

CepTudukaT KIKYa MPOBEPKU 3MEKTPOHHOW noanucM  wnn  wnudpoBaHns npeacrasnsetr cobon
CTPYKTYPUPOBAHHYIO ABOMYHYIO 3anucb B popMmate ASN.1, cocTosLlyto 13:

e MMeHu cybbekTa nnm obbekTa CMCTEMbI, OA4HO3HAYHO MAEHTUMULNPYIOLLEN ero B CUCTEME;
e OTKPbITOro Kntoya cybbekTa nnm obbekTa CUCTEMBI;
e [JOMNONHUTENbHbLIX aTpUbyTOB, oNpeaenseMbiX TpeboBaHMSMU UCMONb30BaHUA cepTudunKaTa B CUCTEME;
e 3IN U3spaTtensa (YoocTtosepslowero LeHTpa), 3aBepstoLLy0 COBOKYMHOCTb 3TUX AAHHbIX.
dopmaT ceptudmkata onpegesieH B pekomeHgaumax ITU-T .509 u pekomeHpaumax IETF RFC 2459. B
HacTosilee BpeMs OCHOBHbIM MpUHATbIM dopmaToM aBnseTca QopmaT Bepcun 3, MNO3BOMAIOLMMN
onpenenuTb AonosiHeHUs (extensions), C NOMOLWbI KOTOPbIX peanu3yeTcs onpeaeneHHas noauTuka
6e30nacHoOCTM B cUCTeMe.

CepTudmkaT COOTBETCTBUSA
[OoKyMeHT, BblAaHHbIA MO MpaBwWiaM CUCTEMbl CcepTUdMKALUUN ANS MOATBEPXKAEHUS COOTBETCTBUS
cepTMdULMpOBaHHON NPOAYKLMWN YCTAHOBIEHHbIM TpeboBaHMsM.

CeKpeTHbIN (3aKpbITbI) KoY
Kpuntorpadunyeckunii Knw4, KOTOPbI XpaHWUTCA MOMb30BaTeNeM cUcTeMbl B TaviHe. OH ucnonb3yeTcsa Ans
dopMMpPOBaHUS 3MEKTPOHHOM NOAMNUCK U WKNdPOBaHUS.

Cucrema 3awmTbl MHbOpMaLUm

COBOKYMHOCTb OpraHoB W/WAuM WCNOSHUTENEW, WUCNOofb3yeMas WMMU TexXHUKa 3awuTbl MHpoOpMauuu, a
Takxke 06bekTbl 3alWuTbl, OpraHM3oBaHHble W @QYHKUMOHUPYHOLWKME MO npaBwuiaM, YCTaHOBEHHbIM
COOTBETCTBYHOLWMMM MPaBOBbIMW, OPraHM3aLUMOHHO-PacnopsSANTENbHBIMWU U HOPMATUBHbLIMW AOKYMEHTaMM1
no 3awmTte nHdopmMaumu.

Cuctema 3awmnTbl HdopMauum ot HCA
KoMnnekc opraHum3auuoHHbIX Mep U MNpPOrpaMMHO-TEXHMYECKMX (B TOM 4ucne Kpuntorpaduyeckux)
CpeAcTB 3aWuTbl OT HECAHKLUMOHUPOBAHHOIO A0CTyNa K MHMOpMaLMM B aBTOMaTU3NPOBAHHbIX CUCTEMAX.
CnyxebHasi 1 KoMMep4yeckas TaliHa

1. WHdopmMauuns coctaBnsieT cnyxebHy Man KOMMepYecKyto TaHy B cnydae, Koraa uHdopmaums mmeet
OEACTBUTENBbHYI0 WAW MOTEHLMANbHYD KOMMEPYECKYH LIEHHOCTb B CUTY HEW3BECTHOCTM ee TPeTbuM
nnuaM, K Hel HeT cBob60AHOro AOCTyna Ha 3aKOHHOM OCHOBaHMMK, U obnagaTens MHdbopMauum NpuHMMaeT
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Mepbl K oxpaHe ee KoHduaeHumanbHOCTM. CBeAeHMsl, KOTOpble He MOryT COCTaBnsATb CAyXebHyk wnn
KOMMeEp4YeCKyo TaVIHy, onpeaendarTcda 3aKOHOM U UHBIMKU MPaBOBbIMU aKTaMu.

2. WNHdopmaumsa, coctaeBnsiowas CcayxebHyro uaM KOMMepuYecKkyt TalHy, 3awuwaercs crnocobamu,
NpeAyCMOTPEHHbIMM PaXKAAHCKUM KOAEKCOM P® M ApyrMMM 3akoHamu. JSinua, HE3aKOHHbIMW MEeToAaMu
nonyyusline uHMOPMaUnNIO, KOTOpas COCTaBASET CNYXeOHY WM KOMMEpPYECKYl TalHy, 06sa3aHbl
BO3MECTUTb MPUYMHEHHbIE YObITKN. Takas Xe 0683aHHOCTb BO3n1araeTcs Ha paboTHWKOB, pa3rnacuMBLUMX
CNy»XebHyl0 MM KOMMep4yecKylo TalHy BOMpPEKU TPyAOBOMY AOroBOpY, B TOM UYMUC/E KOHTPaKTy, W Ha
KOHTpareHToB, CAeNaBLUMX 3TO BOMPEKMN FPpaXkaaHCKO-NpaBOBOMY AOrOBOpPY.

CobCcTBEHHUK MHMOPMaLMn

1. CybbekT MH(MOPMaAUMOHHbLIX OTHOLEHUN, obnajalwnii  LpUANYECKMM MpaBOM  BNaAeHUs,
pacnopsXXeHnss U1 MNoNb30BaHWS WHGPOPMaAUMOHHBIM pecypcoM. Opuamyeckoe MpaBo BaAeHWS,
pacnopsiXeHns n nofnb3oBaHUS WMHMOPMALMOHHBIM PECYPCOM MPUHAANEXUT AuuaM, MNOJYyUYMBLUMM 3TOT
MHMOPMAUMOHHBIN pecypc No HacneacTsy. ABTOpaM OTKPbITUR, W306peTeHun, Hay4YyHO-TEXHUYECKUX
pa3paboToK, paLuMOHaNN3aToOPCKUX NPEASIOXEHUI U T.4. NPUHAANEXUT NPaBO BAAAEHUSA, Pacrnops>XXeHnsa n
nonb30BaHUA MHdOpMaUnen, UICTOHHUKOM KOTOPOM OHU SBASIOTCS.

2. CybbekT, B MOSHOM 0bbeMe peanu3ylowmii NOSIHOMOYUSA BlafeHus, NMONb30BaHWUS WU pacrnopsiXKeHus
WHdOopMaumeln B COOTBETCTBUN C 3aKOHOAATE/IbHbIMU aKTaMu.

3. lOpugunyeckoe unu dusmMyeckoe nvUO, Bragelowee UHbOpMauMen B COOTBETCTBMW C 3aKOHOM O
COBCTBEHHOCTM.

Cnocob 3awmnTbl MHbOpMaumm
I'Iopﬂ,q0|< M npaBuna NnpuMMeHeHnsa onpeaeneHHbIX NpuHUMUNOB N CpeacTB 3allUThbl VIH(bOpMaLl,VIVI.
Crnocobbl HECaHKLMOHMPOBAHHOIO AOCTyna

1. MNpueMbl 1 NOPSAOK AEUCTBMIA C Lenblo NonyyeHus (Ao6biBaHUA) OXpaHAeMbIX CBEAEHUA HEe3aKOHHbIM
nyteMm. K HUM B TOM 4Ymncne OTHOCATCA:

*  VHWUMATUBHOE COTPYAHMYECTBO (NpeaaTenbCTBO, U3MEHA).

e CKJIOHEHMe (MpuHYXaeHune, NnobyxaeHne) K coTpyaHmnyecTy (NoaKyn, WaHTax);
e MOACNYLWMBAHWE NEPeroBopoB;

e He3aKOHHOe O3HaKOMJIeHUe;

e XulleHWe;

e noppenka (Moandukaums);

* yHMYTOXeHMWe (nopya, pa3spylleHue);

e He3aKOHHOEe MOAKIIOYEHME K CUCTEMAM U JIMHUSAM CBA3W U nepegaydn nHdopmaumm;
e epexBaT aKyCTUYECKUX U DNEKTPOMArHUTHbIX CUrHaNoB;

e BU3yanbHOe HabnwaeHue;

e (oTorpadumpoBaHue;

e cbop 1 aHanu3 AOKYMEHTOB, Ny6anKaumii U NPOMBbILIIEHHBIX OTXOAOB.

2. K ocHoBHbIM cnocobam HC/] oTHOCATCS:

e HernocpeacTBeHHoe obpalleHune K obbekTaM A0CTyna;

e CO34aHMe NpOorpaMMHbIX U TEXHUYECKUX CpeACTB, BbINONTHAKOLWUX 06anJ,eHVIe K obbekTam AOCTyna B
obxopn CpeAacTB 3alluThbl,

3. Moaudwmkauma CpeacTB 3almTbl, No3sonsatowas ocywectsmtb HCA;

4. BHegpeHue B TexHuuyeckue cpeactsa CBT mnu AC nporpaMmMHbIX UAWM TEXHUYECKUX MEXaHWU3MOB,
HapyLlaLwmx npegnonaraemyo CTpykTypy n dyHkunmn CBT nnu AC 1 nossonsaiowmnx ocywectsute HCA.

CpeD.CTBa BbIUMCINUTESIBHON TEXHUKU

COBOKyI‘IHOCTb MporpaMMHbIX U TeXHU4YEeCKUX 3S/1EMEHTOB CUCTEM O6p660TKI/| OAHHbIX, CNOCO6HbIX
d)yHKLWIOHVIpOBaTb CaMOCTOATENBHO NN B COCTaBe APYIrUX CUCTEM.

CpeAacTBo 3awwnThl MHMOpMaLK

TexHuuyeckoe, MporpaMMHOE CpPeacTBO, BEWecTBO W/unu  MaTtepuas, npeAHas’HayeHHble  un
MCMoJIb3yeMble ANs 3alUMTbl MHhOPMaLuu.

CpeAcTBo 3alnTbl OT HECAHKLIMOHUPOBAHHOIO A40CTyna

MporpaMMHOe, TEXHWYECKOoe WM  MpPOrpaMMHO-TEXHUUECKOE CPeAcTBO, NpeAHa3HayeHHoe Ans
npeaoTBpaLLeHNst UK CyLLECTBEHHOr0 3aTPyAHEHUS HECAHKLMOHMPOBAHHOMO A0CTyNa.

CpeancTtBo KpunTorpaduyeckor 3awwmTbl MHGopMaLmm

CpenctBo  BbIYMCAUTENBHOM  TEXHUKM,  OCyLlecTBaswlee  Kkpuntorpaduyeckoe npeobpasoBaHue
MHdopMauum ansa obecneyeHms ee 6e30MacHOCTH.

CybbeKkT gocTtyna
JInuo vnu npouecc, AeNCTBUS KOTOPOro perfiaMeHTUPYTCS NpaBuiaMmn pasrpaHuMyeHnst AocTyna.
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Cy6beKkT MH(pOPMaLMOHHbLIX OTHOLUEHUN

dusnyeckoe wnu topuanyeckoe nuuo, obnapaiollee onpeaeneHHbIM MpPaBOM MO  OTHOLWIEHWIO K
WHDOPMALMOHHOMY pecypcy. B 3aBUMCMMOCTM OT YpPOBHSI MOMHOMOYMM Cy6beKT MHGOPMaLMOHHBIX
OTHOLLEHWNA MOXET BblTb MCTOYHUKOM, CO6CTBEHHUKOM, BadesbLeM Wau Nnonb3oBaTeneM MHdopMaLmm.

TexHu4yeckoe cpeacTBo 06paboTkn MHpopMaummn

TexHuueckoe CpeAcTBO, MNpefHa3HayeHHoe AN NpueMa,  HaKomMJIeHWsl, XPaHeHusi,  MoucKa,
npeobpa3oBaHusi, 0To6paxxeHnst 1 nepefaum MHbOpPMaLMKM NO KaHanam CBA3M.

Yrpo3sa 6e3onacHocT

COBOKYMHOCTb YC/IOBUIA M (haKTOPOB, CO3AAIOLLMX OMACHOCTb XXM3HEHHO BaXHbIM MHTEPECAM JIMUYHOCTY,
obLiecTBa n rocyaapcraa.

YA0CTOBEPSAIOLWMIA LEHTP

LleHTp ynpaBneHns OTKPbITbIMK KAOYaMW U KJlOYaMW NPOBEPKW 3M1EKTPOHHOM MOAMUCKU B COOTBETCTBUU C
pekoMeHzaumnaMm X.509 B 4acTn MCNONb30BaHUSA CEPTUPUKATOB OTKPbITLIX KOYeENn.

YHUUTOXEHUE MHDOPMaLun

[elicTBue, B pe3ynbTaTe KOTOPOro WHdoOpMauums nepectaeTr (pU3MYECKU CyLlecTBOBaTb B TEXHUYECKMX
cpeactBax ee 06paboTku.

YnpasneHue kno4yamu

Co3paHune (reHepauums) K4Yen, MX XpaHeHwe, pacnpocTpaHeHue, yaaneHue (YHUUYTOXEHWE), yyeT u
NMPUMEHEeHNe B COOTBETCTBUM C NMOSIUTUKON 6e30nacHOCTH.

YTeuka nHdopmauunm

1. HeKOHTponMpyeMoe pacnpocTpaHeHue 3awmuiaeMoit MHdopMaunM B pesy/bTaTe ee pasrnalleHus,
HecaHKUMOHMPOBaHHOro A0OCTyNa K MHMOPMaLMM 1 NMoMyYeHUs 3aumilaemMoin nHdopmaumm pa3seakom.

2. HenpaBoMepHbIit BbIXo4 KOHMUAEHUMANbHON UHGOPMaLUM 3a Npeaenbl OpraHnsaumMn an Kpyra auu,
KOTOPbIM 3Ta MHMOPMaUMS AOBEPEHA.

DOYHKLMUS X3LWNPOBaHUS

3ako4vaeTcs B COMoOCTaBieHUM NMPOU3BOJSIbHOMO Habopa AaHHbIX B BuAEe MOCNeA0BaTeIbHOCTM ABOUYHbIX
CMMBOJIOB M ero obpasa pUKCMpPOBaHHOM HeBObLWOW ANNHBI, YTO MO3BOMSET UCMO/Ib30BaTh 3TY PYHKUMIO
B npoueaypax 3N1eKTPOHHON MoAnUCK ANS COKpaLleHUs BPeMeHU MOANUCKU U NpoBepKnM noanucu. dddekT
COKpalleHNs BpeMeHW AOCTUraeTCs 3a CYET BbIYMC/IEHMS NOAMUCU TONbKO noj ob6pa3oM NoAnMCbIBAEMOro
Habopa AaHHbIX.

LlenocTtHOCTb MHbOpMaLmnmn

1. CnocobHocTb cpeacTBa BbIYMCAUTENBHON TEXHUKW WM aBTOMaTM3MpPOBaAHHOW cucTeMbl obecneynsaTb
HEN3MEHHOCTb MHMOPMaLNK B YCNOBUAX C/Ty4alNHOro U/unu npegHaMepeHHoro nckaxeHuns (paspyLueHms).

2. CBoWCTBO MH(pOpMauMK, 3akroyalolleecss B ee CyLeCTBOBaHUM B HEUCKaXXEHHOM Buae (HeM3MeHHOM
MO OTHOLUEHMIO K HEKOTOPOMY (DUKCUPOBAHHOMY €€ COCTOSIHUIO).

Llenb 3awmThl nHdopMaumnm
3apaHee HaMeyeHHbIN pe3ynbTaT 3aWwmTbl nHbopMaLmK.

1. Uenbio 3awmnTbl MHMOPMaLMM MOXET 6bITb npesoTepalleHue yulepba cobCTBEHHWUKY, BragenbLly,
rnosib30BaTeso nHdopmMaumm B pesynbTaTte BO3MOXHOM yTeUKMU nHdbopmaumm n/mnm
HEeCaHKLUMOHMPOBAHHOIO WU HenpegHaMepeHHOro BO3AeNCTBMS Ha MHDOPMaLMIO.

2. Uenamu 3awmTtbl SBAAIOTCSA: NpefoTBpaLLUEHME YTEUKM, XULWEHWUS, YTpaTbl, WUCKaXeHWs, MNOAAENKU
WHGopMaumn;  npegoTBpalleHMe  yrpo3  6e30macHOCTM  JIMYHOCTM,  obliecTBa, rocyaapcTsa;
npefoTBpalleHne HeCaHKUMOHWPOBAHHbLIX AEWCTBUI MO YHUUTOXEHWUIO, MOAMMMKALMK, UCKaXEHUIO,
KONMMpoBaHuiO,  6nokupoBaHuio  uHdOpMauumun;  npefoTBpalleHne  Apyrux  (GopM  He3aKOHHOro
BMellaTenbCcTBa B MHGMOPMAUMOHHbIE pecypcbl U MHGPOPMALMOHHbIE CUCTEMbI, obecnevyeHne NpasBoOBOro
pexuMa JOKYMEeHTUPOBaHHOW MHMOpMaunKn Kak 06bekTa CO6CTBEHHOCTU; 3alumMTa KOHCTUTYLIMOHHBIX Mpas
rpaxaaH Ha COXpaHeHWe NIMYHON TalHbl U KOHMPUAEHUNANbHOCTU NEPCOHasnbHbIX AaHHbIX, UMEIOLWNXCA B
MH(POPMaLMOHHbIX cuctemax, coxpaHeHue rocyaapcTBeHHOM TaliHbl KOHMbMAEHUMANbHOCTU
[OKYMEHTMPOBAHHOM MHMOPMaLUMN B COOTBETCTBUM C 3aKOHOAATENbCTBOM; obecrneyeHne npaB Ccyb6bekToB
B MH(OPMaUMOHHBLIX npoueccax M npu paspaboTke, MPOU3BOACTBE W MPUMEHEHUU MHGDOPMALMOHHbIX
CUCTEM, TEXHONOMMA N CPeAcTB ux obecneyeHms.

Wndp

CoBOKYMHOCTb 06paTMMbIX NMpeobpa3oBaHMii MHOXECTBA BO3MOXHbIX OTKPbITbIX AaHHbIX Ha MHOXECTBO
BO3MOXHbIX 3alIM@PPOBaHHbIX AAHHbIX, OCYLECTB/SIEMbIX MO OMNpeAeNieHHbIM NpaBuiaM C NPUMEHEHUEM
KITO4Yen.

13



XKXTAN.00050-03 90 02. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30mnacHoCTu.
O6bwas yacTtb

LLncdposaHune
Mpouecc 3awmndpoBaHms nnm pacwmdpoBaHus.

E Kniou 3awmdposanus E Kntou pacwmdpoBanus

ABC

MCXOAHBIN TeKCT

RAO CK3K

3aWwncpPoBaHHbINA TEKCT

3awundpoBaHue PacwudpoBaHue

Puc. 1. WndpposaHmne nidpopmauumn

LLUndposaHme nHdbOpMaummn — B3aMMHOOAHO3HAYHOE MaTeMaTudeckoe (KpunTorpaduyeckoe) npeobpasosaHue,
3aBuUcsLLee OT Kto4va (CeKpeTHbIM napameTp npeobpa3oBaHWUs), KOTOpoe CTaBUT B COOTBETCTBME 60Ky
OTKPbITON WHQOpMauMM, npeacTaBfeHHON B HEKOTOPOW uu@poBolk koaupoBke, 670K LWKNdPOBaAHHOM
nHdopMaumnn, Takxe npeacTaBneHHoON B undpoBon koanposke. TepMuH wndposaHne obbeamHseT B cebe
ABa npouecca: 3awndposaHue 1 pacumndpoBaHne nHdopmaLlmm.

Ecnu 3awmndpoBaHne 1 pacumdpoBaHMe OCYLLECTBASIOTCS C MCMO/b30BAaHMEM OAHOMO W TOr0 e Koua,
TO TaKoW anroputM Kpuntorpaduyeckoro npeobpasoBaHWs Ha3bIBAETCA CUMMETPUUYHBLIM, B MPOTMBHOM
crnyyae — aCMMMETPUYHbIM.

MpounTtaTb 3awmndpoBaHHoe coobuieHne (MHDOPMaLNIO) MOXET TOMIbKO MOSb30BaTeslb, UMEIOLWNIA TOT Xe
3aKpbITbIN K/OY WKNdPOBAHNS.

LLindpoBaHme AOKYMEHTOB (TEKCTOB)

MpeobpazoBaHue @OpMbl UCXOAHbIX (OTKPbITbIX) TEKCTOB COO6WeHui TakmM 06pa3oMm, 4TO KX CMbICH
CT@HOBUTCS HEMOHATHBLIM AN Ntoboro nuua, He BNageloLero cekpeTomM obpaTHoro npeobpasoBaHus.

LncdpoBanbHble cpeacTsa
CpeacTtsa kpunTorpacbuyeckoi 3awmTsl MHdopmaLmm:

5. peanusylowme Kpuntorpacduyeckme anroputMbl npeobpas3oBaHus  MHGOpMauuu  annapaTtHble,
NporpaMMHble M annapaTHO-MPOrpaMMHble CPEACTBA, CUCTEMbl W KOMMEKCbl, MpeAHa3HayeHHble AN
3aWwnTbl MHboOpMauMn (B TOM 4uC/ie M BXOASALME B CUCTEMbI U KOMMJIEKCbl 3aluTbl MHdopMauuu oT
HECAHKLUMOHWPOBAHHOMO [OCTYMa), UMPKYIUPYHOLWeENn B TEXHUYECKMX CPpeacTBax, npu ee o6paboTke,
XpaHeHUWU U Nepeaaye Mo KaHanam CBs3u, BKoYas LWNbPOBaNbHYO TEXHUKY;

6. peanusylowmne KpunTorpaduyeckme anropuTMbl  nNpeobpasoBaHus MHdOpMauMM  annapaTHble,
nporpamMMHble M annapaTHO-NporpaMMHble CpeacTBa, CUCTEMbl U KOMMJIEKCbl 3aluMTbl OT HaBsA3biBaHUSA
NOXHOW MHbOpMauumn, BKKOYasa CpeacTBa MMUTO3ALLMTbI U "3NeKTPOHHON noanucn”;

7. annapaTHble, nporpaMMHble W annapaTHO-NporpaMMHble CpeacTBa, CUCTEMbI W KOMMJIEKCHI,
npegHa3sHayveHHble AN U3rotoBsIEHUA W pacnpejeneHns KAK4YeBbIX AOOKYMEHTOB, WCNOJIb3yeMbIX B
LLIVIdeOBaJ'IbeIX cpeacrtBax, HeE3aBMCMMO OT BUAa HOCUTENA KH04EBOW MHCbOpMaLI,MM.

8. pyuHble Wndpbl, AOKYMEHTbI KOAUPOBAHWUS U APYrMe HOCUTENU KOYEeBON MHdOpMaLmK.
Lndpytowasn darinosaa cncrema

darinoBas cuctema, nossosstowas obecneumBaTb KpunTtorpaduuyeckyto sawmty darna (wudpoBaHue)
He3aBMUCMMO OT ApYyrux anioB C BO3MOXHOCTbIO €ro U3MEHEHUS HE3AaBUCMMO KaXXAblM U3 AOMYLLEHHbIX K
HeMy rnonb3oBaTeneu:

DNeKTpoHHasa noanuchb

[aHHble, pobaBnsemble K 650Ky [aHHbIX MOMyYeHHble B pesyfbTaTe ero Kpuntorpaduyeckoro
npeobpa3oBaHnsi, 3aBUCALLENO OT 3aKPbITOro Kkya M 6710Ka AaHHbIX, KOTOpble MO3BONAIOT MPUEMHUKY
AaHHbIX YAOCTOBEPUTLCA B LENOCTHOCTM 6510Ka AaHHbIX WM MOAJMHHOCTU UCTOYHMKA AaHHbIX, @ TaK Xe
obecneynTb 3almnTy OT NOAN0ra CO CTOPOHbI MPUEMHMKA AaHHbIX.

I'IpOBepKa 3}'IeKTpOHHOI2 noanucu noa 6s70KkoM OTKprTOIZ VIHCbOpMaLLI/WI nponseoanTCca C MNMOMOLLbIO

Kpuntorpacduyeckoro npeobpasoBaHMs U OTKPbLITOrO Kioda (kntoda nposepku 3OM1), COOTBETCTBYHOLErO
3aKkpbiToMy (kntodvy M), yyacTBOBaBLUEro B npouecce yctaHoBku I,
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CepTudmkar \< ) ﬁ\j
o OTKPbITOro Knro4a i Y
E CekpeTHbIN kntoy UM aun J ji\‘
ABC ABC
VCXOAHBLIN TEKCT MCXOAHLIN TeKCT
aun ﬁ
®dopmupoBaHue IdLN MpoBeka UM

Puc. 2. ®opmupoBaHue n nposepka M

DneKkTpoHHas noanucb obecneumBaeT LENOCTHOCTb COOOLWEeHN (AOKYMEHTOB), nepedaBaeMbiX MO
He3alMLLEHHbIM TEeIEKOMMYHUKALMOHHbLIM KaHanaMm oblero nofb3oBaHMA B cucTemMax o06paboTku
nHdoOpMaumMn pasnIMYHOro HasHavyeHus, C rapaHTUpOBaHHOM waeHTUdUKaumen ee asTopa (nmua,
noanucasllero  AOKYMEHT) DfieKTPOHHas MnoAnWCb  MO3BONSET  3aMeHuTb Npu  6e36yMaxkHoM
AOKYMeHTo060poTe TpaAMUMOHHbIE nevyaTb W noAanucb. lpu NocTpoeHun umdpoBOW NOAMNUCU BMECTO
06bI4YHOM CBSA3M MeXAy neyaTblo WKW PYKOMWCHOW MOAMUCLIO W SIMCTOM 6yMaru BbICTYMaeT C0XHas
MaTeMaTMYecKas 3aB1CMMOCTb MEXAY 31EKTPOHHbIM AOKYMeHTOM, Kitodamm DI v nposepku 3.
MpakTnyeckas HEBO3MOXHOCTb MOAAENKW 31EKTPOHHOM MOAMWCKM OnupaeTcs Ha o4vyeHb 6onblion 06beEM
onpeeneHHbIX MaTeMaTUYECKNX BblYNCIEHNN.

MpocTaBneHve NoANWCK Mo AOKYMEHTOM He MEHsSIeT CaMoro AOKYMEHTa, OHa TOMbKO AAaeT BO3MOXHOCTb
NpoBepUTb NOAJIMHHOCTbL U @aBTOPCTBO MOJTyYEHHOM MHpOpMaunu.

1. Ha3zHaueHune CK3U

CK3WM npegHasHayeHo Ana 3aWuTbl MHGOpMaUMKW, nepefaBaeMoOM MO KaHanaM CBS3U, WU
obecneuymnBaerT:

e ABTOPU3ALMIO 3JIEKTPOHHbIX LJOKYMEHTOB Ha 6a3e 3N1eKTPOHHOM noanucu;

e ayTeHTUdMKauM CTOPOH NpU Nepegaye 3NeKTPOHHbIX AOKYMEHTOB Ha 6a3e nMpoTOKO/0B
TLS u IPSec;

e 3aLMLIEHHYIO NAPHO-BbIOOPOYHYIO CBSA3b AN obMeHa KOHpuAeHUManbHoOM nHdpopmaumnen.

1.1. ®yHKumu 3awmTbl MHPopMmaumm CK3U

CK31M XKTAKM.00050-03 obecneumBaeT BbINONHEHWE cneayoWwnx GYHKUMA  3aWwmThl
MHdopMauun:
e aBTOpM3auMsa M obecneyeHwe LPUANYECKON 3HAYMMOCTU INEKTPOHHBLIX AOKYMEHTOB
npu obMeHe MMM MexXxAay MoJib30BaTeNsIMU MOCPEACTBOM MCMOMb30BaHUsA npoueayp hopMMpoBaHUsa m
nposepkn (C ucnonb3oBaHneMm cepTudukatoB craHgapta X.509 Ypoctosepsiowero LUeHTpa)
3N1EKTPOHHOM NOAMNUCK B COOTBETCTBUM C OTedYecTBeHHbIMKU cTaHgapTamm (RFC 4357):

FOCT P 34.10-2001. "WHgpopmaumoHHass TexHosorus. Kpuntorpagpuyeckas 3alynra
nH@opmaymu. lNpoyeccbl popMUpoBaHnNss N NMPOBEPKUN 3/IEKTPOHHOU LUndpoBosi nogncu”.

FOCT P 34-11-94. "WH@opmaumoHHasi TexHonorus. Kpuntorpagpuueckass 3awyuta
nHpopmaumn. OyHKUUS XILIMPOBaHUS".

e obecneveHune KOH(bM,CI,EHLI,MaJ'IbHOCTM n KOHTpONA LENOCTHOCTHU MHd)OpMaLI,VIVI
nocpeacTtBoM ee mwcbposaqu N MMUTO3alWlNTbl, B COOTBETCTBUN C OTEUYECTBEHHbLIM CTaHAAPTOM!

FOCT 28147-89 "Cucrembl 06paboTku nHgopmMaumu. 3alymta Kpuntorpagpuyeckas”;

e KOHTPOJIb LL€NOCTHOCTM CUCTEMHOMO W MPUKIAAHOMO MPOrpaMMHOro obecrnedeHuns ans
ero 3aliuMTbl OT HECAHKUMOHWPOBAHHOIO UW3MEHEHWS WAM OT HapyleHWUs MNPaBUIbHOCTM
(DYHKLMOHUPOBAHNSA;

e ynpaBneHna KNr4eBbIMU 31EMEHTAMN CUCTEMbI B COOTBETCTBUUN C pEr1aMEHTOM;

e obecneyeHne ayTeHTUdUKALMM CBA3bIBAKOLMNXCA CTOPOH, KOHMOWUAEHUMANbHOCTU U
LesIOCTHOCTM NepechbisiaeMon MHpOpMaLmMn C UCMOb30BaHMEM cepTudmkaTos ctaHgapTa X.509;
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npoTokona

e yCTaQHOBJIEHWE ayTEHTMYHOro 3alMULIEHHOr0 COEAWHEHUS C  UCMOSIb30BaHMEM
Kpuntolpo TLS;

e 3awmuta IP-coegmHeHnn c mncnonb3oBaHueM npotokonos Kpuntollpo IKE, Kpuntollpo

ESP, KpunTtollpo AH;

e obecneueHune KOHCDVI,EI,eHLI,VIaJ'IbHOCTVI N KOHTPOJ1A UENOCTHOCTU U aBTOpuU3auuna cbaﬁnos

M MHPOPMALUMOHHbIX COObLEHWNI;

e obecneveHune ayTeHTUDUKAUUKN, ayTEHTUDUKALNSA NoSb3oBaTeNs B goMeHe Windows.

JononHuTenbHble anropuTMbl MOALEPXKKU KJIHOYEBbIX CUCTEM, MapaMeTpbl anropuTtMoB,

dopmaTbl
RFC 4490,

ceptudukaTtos, nopaepxusaemble B CK3W, onpeneneHbl B pokymeHTtax RFC 4357,
RFC 4491.

[

MpumeuaHme. IOpranyeckas 3HaYMMOCTb 3/IEKTPOHHbIX AOKYMEHTOB
obecneumBaeTtcs 3a cyeT pyHKUMoHnpoBaHusa CK3U n ncnonblyemMoro COBMeCTHO
C HuM YLl B cooTBeTcTBMM TpeboBaHuaMU, npeabsiBnsembiMm  depepasnbHbiM
3aKOHOM «06 3/1eKTPOHHOM moAnucu». Takxke, COrflacHO AAaHHOMY 3aKOHY, Mpwu
aBTOMaTU4YECKOM CO34aHUMN W MNpoOBeEpKe 3/EeKTPOHHaA noanncb WM cemechKaT
K/to4a  NpPOBEpPKW 3MEKTPOHHOW noanucn, cdhopMmuMpoBaHHbIn YL, sABnatoTcs
KBannduULUNpOBaHHbIMMU.

Ona obecnedyeHuns  co3gaHusa  kBanuduUUMpPOBaHHOMW  noanuMcu B cpefde
dYHKUMOHNpPOBaHMSA  KoMMsekca cpeactBa Ol JO/MKHbI  YAOBAETBOPSATb
cnepywowmm TpebosaHmam GenepanbHOro 3akoHa «06 3/1eKTPOHHOW NOANUCU»:

e MoKasbiBaTb /MUY,  TMOAMMUCLIBAIOWEMY  3JIEKTPOHHbLIA  JOKYMEHT,
coaepxaHue nHdopMaunmn, KOTOPYo OH MOAMUCLIBAET;

e co3gaBatb Ol TOALKO MOC/AE MOATBEPXAEHWS NNLOM, MOAMMUCHLIBAKOWUM
3N1EKTPOHHbIN AOKYMEHT, onepaumm no cosaaHuio JM;

. OAHO3HAYHO NoKa3biBaTb, YTo I co3paHa;
Mpn nposepke I cpeactsa Il AONXKHbI:
e OKa3blBaTb COAEPXaHWe 3/1eKTPOHHOIO AOKYMeHTa, nognucaHHoro 2JI1;
e rokasblBaTb MHMOPMaLUUIO O BHECEHUM U3MEHEHUN B noanucaHHbln  3I1
3/1EeKTPOHHbIA AOKYMEHT;

o yKasblBaTb Ha /ML, C UCMONb30BaHMeM knto4da Il KOToporo noAnucaHsbl
SN1EKTPOHHbIE AOKYMEHTHI.

1.2.

MexaHu3Mbl 3aLlnThbl MHCbOpMaLI,VIVI
KoHdunaeHumanbHoOCTb MHMOpMauMm npu XpaHeHun (Ha auckax, B 6a3e AaHHbIX) uU

nepenadye B CETU CBA3U obecneumBaeTcs MCNOAb30BaHNEM d)YHKLI,Ml‘;I LLIMCprBaHMH.

NpeHTudukauma n asTopcTBO. lpu ceTeBOM B3auMMOAENCTBUMWM (YCTAHOBNEHMM CeaHca
cBsA3n) obecneumBaetca  dyHKkumaMm DI Npy MCNOAB30BaHMWM WX B npouecce
ayTeHTudmnKauum (Hanpumep, B COOTBETCTBMM C  pekoMmeHagaumsmm  X.509).
Mpun snekTpoHHOM AoKyMeHToob6opoTe obecneumBaeTcs wucnonb3oBaHWeM @yHKkun Il
3/1IeKTPOHHOr0 AOKyMeHTa. [ononHuTenbHO A[onXHa 6biTb npeaycMoTpeHa 3awuTta oT
HaBA3blBaHUSA, NOBTOPA 3/1EKTPOHHOIO AOKYMEHTa M LeNOCTHOCTb CMPaBOYHMKOB KlOYen
nposepku 3.

LlenocTtHOCTb MHdopMauun. Ob6ecneumnBaeTtcs MCNOo/Ib30BaHUEM dyHKUMN Cll
3/1IeKTPOHHOr0  AoKyMeHTa. [pu  wucnonb3oBaHuu  GyHKUMn  wundposaHusa  (6e3
ncrnonb3oBaHusa 2Jl) obecneumBaeTcs ummTosawmTon. Onsa obecneyeHuss LENOCTHOCTU
XPaHMMbIX  AAHHbIX MOXET O6biITb  uMcCnonb3oBaHa GYyHKUMSA  XEWWPOBAHUA  UAN
MMUTO3aLUNTbI, HO NMpPW 3TOM He obecneymBaeTcs aBTOPCTBO MHMOPMaLNK.

HeoTka3yeMocTb oT nepeaayu 3/1IEKTPOHHOIO0  [JOKYMEHTa. ObecneumnBaeTcs
ncnonb3osaHnem dyHkumin II (NoANUCb A[OKYMEHTa oOTnpaBuTeNneM) W XpaHeHUeM
AOKyMeHTa ¢ Ol B Te4yeHne yCTaHOBIEHHOIO CpOKa NPUEMHON CTOPOHOM.

HeoTka3yeMoCTb OT npuMeMa 31eKTPOHHOro AokyMeHTa. ObecneunBaeTcs MCNONb30BaHNEM
dyHKuMn I 1M KBUTUPOBaHMEM NpueMa AOKyMeHTa (NOAMUCb KBUTaHUMW nonydaTtenem),
XpaHeHMeM [JOKyMeHTa W KBuTaHumm ¢ 31 B TeyeHne YCTaHOBNIEHHOro Cpoka
OTMApaBNAoLLEN CTOPOHOW.
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e 3awuta oT nepenosTopoB. ObecneunBaeTcss WCMNOAb30BaHMEM KpunTorpadunyeckmx
pyHkumMn DM, wndpoBaHMS WAKM  UMMUTO3AWMTLI C AoD6aBNeHMEM  YHUKANbHOro
naeHTndukKaTopa ceTteBor ceccum (3/1IEKTPOHHOINO [AOKYMEHTa) C nocneaywuwen wux
NpoOBEPKON MPUEMHOM CTOPOHOW WM pa3paboTkon crneumann3npoBaHHOro MNpOTOKOsa
ayTeHTUdnKaunm (obMeHa aNEeKTPOHHbIMU AOKYMEHTAMMU).

e 3awmTa OT HaBA3biBaHUS WMHMOPMaUMK. 3awmTa OT HapywuTens C Lefblo HaBSA3blBaHUS
MM TMpUEMHON CTopoHe cob6CcTBEHHOW WHGOpMaunM, nepesaHHon €kobbl OT nuua
CaHKUMOHNPOBAHHOIO rnosib3oBaTtens (HapyweHue aBTOpPCTBa nHdopmMaumu).
ObecneumBaeTcs Mcnonb3oBaHMEM (yHKUMIA DI C NpoBepKON aTpubyTOB 3/IEKTPOHHOIO
OOKYMeHTa M K/toya nposepku 3 oTnpaBuUTens.

e 3awmuTa oT 3aKNahoK, BUPYCOB, MoAUMDUKALMMU CUCTEMHOIO M NpuknagHoro MO

Ob6ecneunBaeTcss COBMECTHbIM WCMOJSIb30BaHWEM KpuMTorpaduyeckux CpeacTs, CpeacTs
QHTUBUPYCHOW 3aLLUMTbl M OPraHU3aLNOHHBIX MEPOMNPUSTUN.

2. TpeboBaHu4a Kk skcnnyataunm CK3U

CK3M XTAN.00050-03 npeaHa3HayeHo Ans 3alinTbl OTKPbITOM MHMOpMaunm B MHPOPMaLMOHHbIX
cuctemax obwero nonb3oBaHMA  (BblUMCNeHMe/rNpoBepKa 3MNEKTPOHHOM MoAnMWcUM) W 3aWuThl
KOH(dUAEHUNaNbHON WHbOpMaumMn, He coaepxallel CBeAeHWN, COCTaBASAWMX roCyAapCTBEHHYO
TaHy, B KOpPNOPaTMBHbIX MHPOPMALMOHHbLIX cuctemax (wundposaHue/pacwmdpoBaHue nHpopmaumu,
BblUMCNeHne/npoBepka MMUTOBCTABKN, BblYMCIEHUE 3HAYEeHUS Xew-dyHKUUKN, BblUMCNeHne/npoBepka
3/1EKTPOHHOM NOAMNUCH).

CpeactBamm CK3M XTAM.00050-03 HE OONYCKAETCHA o6pabaTtbiBaTb WHGOpMauuto,
coAepXKallyto CBeAeHM s, COCTaBaoWmMe rocyaapCTBEHHYO TanHy.

CK3M XXT4K1.00050-03 MOXET MCMNOJIb3OBATbCA ans kpuntorpaduyeckon 3awuThbl
NnepcoHasnbHbIX AaHHBbIX.

YctaHoBo4YHble Moaynm CK3UM  «Kpuntollpo CSP» K1 KOMMNJIEKT 3KCnyaTauMoHHOWN
JOKYMEHTaLUMW K HEMY MOryT MOCTaBNSTbCA MOMb30BaTeNto YNOJHOMOYEHHON opraHusauveinl asyms
cnocobamu:

1. Ha HocuTene (CD, DVD - gucku);
2. NocpeacTsoM 3arpyskun 4yepes NHTepHeT.

Onsa nonyyeHns BO3MOXHOCTW 3arpy3kuM YCTaHOBOYHbIX Moaynen CK3U «Kpuntollpo CSP» u
KOMMJieKTa 3KCriyaTaunmoHHOW AOKYMEHTauuMu Nonb3oBaTeNb HanpasfseT CBOW Yy4YeTHble AaHHble
YNONHOMOYEHHOM OpraHn3saumn. YyeTHble faHHble MOryT 6biTb HanpasBfieHbl NOCPeACTBOM 3aMosHEHUS
cneunannusnpoBaHHON perncTpauuoHHon opMbl Ha carTe YNO/THOMOYEHHOM OpraHm3auunm.

Mocne nonyvyeHus YNONHOMOYEHHOW OpraHusauMen Yy4YyeTHbIX [AaHHbIX MOJfib30BaTeNto
npenocTaBnsieTcsl AOCTYN Ha CTpaHuMLUy 3arpy3ku yctaHoBo4uHbiX Moaynen CK3U «Kpuntollpo CSP» un
KOMMJIeKTa 3KCrnyaTauMoHHOM AOKyMeHTauuu. MNpu 3arpyske nosb3oBaTesieM YCTAHOBOYHbLIX MoAynen
CK3MN «Kpuntollpo CSP» 1 KoOMMONeKTa 3KCMlyaTauMOHHOMW AOKYMeHTauum YMnoJIHOMOYEHHOM
opraHmsaumen npucBamBaeTcs yYeTHbIM HOMep, naeHTuduumnpyrowmnin sksemnngap CK3U «Kpuntollpo
CSP», npenocTaBieHHbIA NOSIb30BATESNIO.

BmecTe C yka3aHHbIMM AAHHbIMW Ha CTpaHWLUE 3arpy3ku pasMeLllarTcs KOHTPOJIbHblE CYMMbl
YCT@HOBOYHbIX MOoAy/nel U AOoKyMeHTauun. KOHTpOsibHble CYMMbl pacCUMTbIBAOTCA B COOTBETCTBUWU C
FOCT P 34.11-94 c yuyétom RFC 4357. MNonb3oBaTesnb, 3arpysuB ycCTaHoBOYHble Moaynm CK3U
«Kpuntollpo CSP» u© 3KcnnyaTauuMOHHYK AOKyMeHTauuilo AoxkeH yb6eamTbCcs B LLENOCTHOCTM
NOSTYYEHHbIX AAHHbIX. DTO MOMb30BaTENb AOJ/IXKEH cAenaTb C MCNOMb30BaHUEM yTunuTbl cpverify.exe,
Bxoaswen B coctas CK3U «Kpuntolpo CSP», nnbo nHbIM apyrum ceptudunumposaHHbiMm ®CB Poccun
wudpoBanbHbIM (Kpuntorpaduyeckum) cpeactsom, peanmsyowmm FOCT P 34.11-94.

YcraHoBka CK3W «Kpuntollpo CSP» Ha paboyee MecTo nonb3oBaTens MoOXeT 6ObiTb
OCyLLeCTB/IEHA TONbKO B Clyyae MOATBEPXAEHUS LENOCTHOCTU MOJSTYYEHHbIX YCTAHOBOYHbIX MOAyfen
CK3M «KpunTolpo CSP» 1 skcnayaTaunoHHOM AOKYMEHTaUNu.

1 YnonHoMmouyeHHass opraHusaumsa - npowussoamtens CK3W «Kpuntolpo CSP», nubo opraHusaums-
nuuensnat ®CB Poccnun B 4yacTu pacnpocTpaHeHus wudpoBasnbHbiX (KpunTorpaduyeckmx) CpeacTs
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3. lMNMporpaMmMHo-annapaTHble cpeabl PyHKUMoHnpoBaHus CK3U

CK3U1 XTAKN.00050-03 dpyHKUMOHUPYET B Crieayowmx nporpaMMHo-annapaTHbIX cpejax:

=  Windows 2000 (ia32);
= Windows XP/2003/Vista/2008/7/2008R2 (ia32, ia64, x64).
= Linux Standard Base ISO/IEC 23360 (ia32, x64), nporpaMMHo-annapaTHbie cpeabl,
yaosneTsopsitowme ctaHaapTy LSB 4.x:

CentOS 5/6 (ia32, x64)

Fedora 16/17 (ia32, x64)

Linpus Lite 1.3 (ia32)

Mandriva Server 5 (ia32, x64)

Oracle Enterprise Linux 5/6 (ia32, x64)

Open SUSE 12 (ia32, x64)

Red Hat Enterprise Linux 5/6 (ia32, x64)

SUSE Linux Enterprise 11 (ia32, x64)

Ubuntu 8.04/10.04/11.04/11.10/12.04 (ia32, x64)
ALT Linux 5/6 (ia32, x64);
Red Hat Enterprise Linux Version 3 Update 3 (ia32, x64);
Debian 6 (ia32, x64);
FreeBSD 7/8/9 (ia32, x64);
Solaris 10/11 (sparc, ia32, x64);
AIX 5/6/7 (Power PC);
Apple iOS 4.2.1-4.2.10/4.3.1-4.3.5/5.0.1/5.1/5.1.1/6.0/6.0.1 (ARM);
Mac OS X 10.6/10.7/10.8 (x64).

4. NcnonHeHna CK3U

CK3M XTAW.00050-03 BbinyckaeTcs no knaccam 3awutbl KC1, KC2 u KC3 B natu
MCMOJTHEHMSAX.

Onga 3awmtbl knacca KC1 mcnonb3yloTcs OpraHuM3auMoOHHO-TEXHUYECKMe Mepbl, obecrneun-
BaeMble aAMMHUCTpPaTOpoM 6e30nacHOCTU.

Ona 3awmtbl knaccos KC2 n KC3 ucnonb3ytotca MAK 3awuntel oT HCO » opraHM3auMoHHO-
TeXHMYeckne mepbl, obecrnedynBaemble agMMHUCTPATOPOM 6e3onacHoCTH.

UcnonHeHmne 1 knacca 3awmtbl KC1 BbINOHEHO B COCTaBe:
KpunTonposanaep;
Kpuntoapaneep;
MoAy/lb ceTeBOM ayTeHTUdukauum (TLS);
MoAyNb ayTeHTudmKaumm nonb3osaTtens B foMmeHe Windows;
mMoaynb npoTtokonos Kpuntolpo IKE, Kpuntolpo ESP, Kpuntollpo AH;
mMoayb wudpyrowen gannosoit cnctemol Kpuntolpo EFS (OC Windows);
MOAY/b KOMaHAHOW CTPOKMW;
MoAynb nogaepxku nHtepdenca Microsoft CNG;
MoAynb nogaepxXku nHtepdenca Mozilla NSS;
cepBucHble moaynu (cpverify, wipefile, stunnel)
N YHKUMOHMPYET B NporpaMMHO-annapaTHbIX cpegax n.3.

UcnonHeHmne 2 knacca 3awmTbl KC2 BbIMONHEHO B cocTaBe ucnonHenns 1 c gobasneHuem
YTUAUTbI BbIPabOTKM BHELWLHEH raMMbl U (YHKUWMOHMPYET B MpPOrpamMMHO-
annapaTtHbix cpegax n.3 3a ucknwodveHmem Apple iOS (ARM) m Mac OS X
(x64).

MUcnonHeHune 3 knacca 3awmtbl KC3 BbINOMHEHO B COCTaBE:
Kpuntogpaneep;
KpUNTOCEPBUC;
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MoAy/1b ceTeBOM ayTeHTUduKauum (TLS);

mMoaynb wudpyrowen dpannoson cnctembl Kpuntolpo EFS (OC Windows);
MOAY/lb KOMaHAHOW CTPOKM;

yTUNUTa BblpaboTKN BHELUHEN raMMmbl;

CepBUCHble NMporpamMmbl

N OYHKUMOHMPYET B NporpaMMHoO-annapaTHbIX cpeaax
Windows XP/2003 (nnatdopma ia32, x64) c naketom Secure Pack Rus
Bepcumn 3.0.

UcnonHeHune 4 knacca 3awmtbl KC3 BbINOMHEHO B COCTaBe:
Kpuntogpamneep;
KpUNTOCEPBUC;
MoAy/1b ceTeBOM ayTeHTudukauum (TLS);
MoAyNb ayTeHTudmKaumm nonb3osatens B AoMeHe Windows;
mMoaynb npoTtokosios Kpuntolpo IKE, Kpuntolpo ESP, Kpuntollpo AH;
mMoayb wudpyrowen dannoson cnctembl Kpuntolpo EFS (OC Windows);
MOAY/lb KOMaHAHOW CTPOKMW;
yTUAnTa BblpaboTKN BHELIHEN raMMbl;
CepBUCHblEe NPOrpammsl

N QPYHKUMOHUPYET B  MporpaMMHo-annapaTHbix  cpegax  Windows
XP/2003/7/2012 Server (nnaTtdopma ia32, x64) c naketom Secure Pack Rus
Bepcumn 3.0.

UcnonHeHme 5 knacca 3awmtbl KC3 BbINOMHEHO B COCTaBE:
Kpuntogpamneep;
KpUNToCepBuC;
MoAy/1b ceTeBOM ayTeHTUdukauum (TLS);
mMoayb wudpyrowen dannoson cnctembl Kpuntolpo EFS (OC Windows);
CepBUCHble NporpamMmel;

N QYHKUMOHMPYET B  MporpaMMHo-annapaTHbix  cpegax  Windows
2000/XP/2003 (nnatdopma ia32), Windows XP/2003 (nnatdopma x64) c
nporpaMMHbIM ob6cneveHmem C3U Secret Net 6.

Peannsyemble KpunTorpadpuyeckne aaropuTMbl

ANropuT™M WMdpOoBaHMS/pacluM@poBaHna AaHHbIX U BblYMCIEHWE MMWTOBCTaBKM peanv3oBaH B
cootBeTcTBUM C TpeboBaHuamm T[OCT 28147-89 "Cucrembl o6paboTtkm wuHdboOpmMmaumun. 3awuTa
KpunTtorpadguueckasn".

AnroputMmbl  dopMupoBaHMa W npoBepku 3Ol  peanu3oBaHbl B COOTBETCTBUM C
FOCT P 34.10-2001 "WHdopMmaumoHHas TexHonorus. Kpuntorpaduyeckas 3awmta wuHdbopmauumu.
Mpoueccbl GOpMMPOBAHUSA U MPOBEPKU 3NEKTPOHHOM LMdpPOBON nognucu”.

Anroput™  BbIpaboTKM  3HAYeHMs  X3W-(PYyHKUMW  peanm3oBaH B COOTBETCTBUM C
FOCT P 34.11-94 "WHdopmaumoHHas TexHonorusa. Kpuntorpaduueckas 3awurta MHdoOpMauumu.
DyHKUMS X3WwWmpoBaHma".

S-60KCbl, rpynnbl TOYEK Ha 3SAJMATUYECKMX KPUBbIX, 3HavyeHus GYHKUMA X3WMPOBaHUSA
ornpegeneHbl B AokyMmeHTe RFC 4357.

KntoueBasa cuctema CK3WM Kpuntollpo CSP obecneuymBaeT BO3MOXHOCTb MapHO-BbI6OPOYHOM

cBsi3n aboOHEHTOB CeTM C BbIpabOTKOM A1 KaXAOro ceaHca CBA3WM K/OYel Ha OCHOBe MpuHUMMa
OTKPbITOro pacrpeneseHms KIK4ven ¢ uCnosibaoBaHmem anropmtma Auddu-XennmaHa.
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6. CtpykTypa u coctas CK3U

6.1. Ctpyktypa CK3U
O6was crpykTypa CK3U XTAN.00050-03 npeacraeneHa Ha puc. 1.

E - OnepanmoEHEAR CHCTEMA <,‘:5J 1 I
l [ 1 it
N L4 i
I HmTepdeiic SSFT ] | Escpeinsaoc |
Epaarollpe TLS
Epanrollpe IKE
EKpsnrellpe Winlogon
I
| Eisrepéeic Bpmnmmlipo CS2
it
BubamoTexn dil,
CEPBHCHL,
OpafiBepsl
Kpanrollpo CSP
Iapens ympaBIeHHS I
il
® IIK3H
EaoJCH
Hnpo onepanHoHEH0E CHCTEMBL
I SICL IP TAMMA I
I ) Opaiisep CSP H
EFS ESP
| Cmcrena HK zammra 1
| cocrem opmmo e | CK3H yposas sapa OC
CEK3H Puc. 1. Cpyxrypa CK3H "Kpmrrollpo CSP” v. 3.6.1

6.2. Cocrtas nporpamMmHoro obecrneyenmns CK3U
CK3U XTAKN.00050-03 pyHKUMOHUPYET HA OAHOM U3 ABYX YPOBHEMN:
- YPOBEHb MPUNOXKEHUSN;
- yposeHb sgpa OC.
B coctaB CK3U XTAN.00050-03 BXxoaNAT:
o Bubnunotekn dll, cepsucel, apansepbl Kpuntolpo CSP.
. Moaynb ceTeBol ayteHTudukaumm Kpuntollpo TLS.
. Moaynu IKE, ESP ana ncnonb3osBaHusa B rnpotokone Kpuntollpo IPSec.
. Moaynb Kpuntollpo Winlogon.
. Kpuntorpaduueckuin nHtepoderic Kpuntollpo CSP.
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. MporpaMMHbIA gaTtumk cnydanHbix yucen (MACYH) ¢ mHcTannsaumen oT PpuU3nyeckoro
OCH (®OCH) BcTpaMBaeMoro nporpaMMHo-annapatHoro komnsnekca (MAK) 3awuTbl oT
HCO, Buo[CH, BHELWIHEN raMmMbl.

. MAK 3awmTbl oT HC[ (B ncnonHeHmnsx 2 - 5).

. KOHTpOsb LenocTHOCTM NporpaMMHOro obecneyeHums.

. CucremMa MHXEeHEepPHO-KpUNTorpadruyeckon 3awnThbl.

. Cuctema 3awmTtbl oT HCA (Mcnonb3yeTcs onunMoHasnbHO).

6.3. Cocras nporpamMmHoro obecneuvenuns MNMK3U
B coctas MNMK3W BX0AAT KOMMOHEHTbI:
. MpunoxeHune (MpuknagHoe nporpaMMHoe obecneyeHune, ncnonbsytowee CK3M).

. NHTepderic SSPI (nogMHOXeCTBO UHTepdenca Kpuntorpaduryecknx NpoToKosI0B
Secure Support Provider Interface (SSPI, CryptoAPI v. 2.0) ans peanusaumu
npoTokosa ceteBon ayteHTudukaumm TLS v. 1.0 (noa ynpasneHmem OC
Windows2000/XP/2003/Vista/2008/7/2008R2).

. Moaynu HacTtporiku OC Windows ansa obecneyeHus gyHkUnoHnpoBaHus CK3N.
. NHTepderic CryptoAPI 2.0.

. CpeanctBa Crypt32(Win32,64) ansa obecneveHnss paboTbl C cepTudukatamm C
ncrnonb3oBaHmeM nHtepdgenca CryptoAPI 2.0 yepe3 kpuntorpaduyeckmii nHTepdeic
Kpuntolpo CSP noa ynpasneHnem OC Windows2000/XP/2003/Vista/2008/7/2008R2.

. CpenctBa Capilite - gna obecneveHnsa paboTbl ¢ cepTudmkataMm C MCNOIb30OBAHUEM
mHTepdemnca CryptoAPI 2.0 yepe3d kpuntorpaduyeckun mHtepdenc Kpuntollpo CSP
noa ynpasneHunem OC cemenctea UNIX (Linux , FreeBSD, Solaris, AIX).

. Kpuntorpaduueckun nHtepderic Kpuntollpo CSP.
. LLTaTHblEe MHTEPDENCHI KTHOUYEBLIX HOCUTENEN.
. ASN.1 - cuctema KoaMpoBaHUsl/AeKkoanpoBaHnsa AaHHbIX B dopmaTax ASN.1.

CoctaB moaynen CK3U wn TMK3WM pnsa cooTBETCTBYKOLWMX MporpaMMHoO-annapaTHbIX cpej
KOHKpeTum3supyetcs B gononHeHusax XTAM.00050-03 90 02-01, XTHAKM.00050-03 90 02-02,
XTAN.00050-03 90 02-03, XKXTAN.00050-03 90 02-04, XTAWN.00050-03 90 02-05, XXTAN.00050-03
90 02-06, XTAN.00050-03 90 02-07 Kk HacTosAILLEMY OOKYMEHTY.

7. KnwuyeBasa cucrteMa m KJr4yeBble HOCUTEeNn

7.1. Obwme nonoxeHmsa

CK3UN «Kpuntollpo CSP» gBnsieTca CUCTEMON C OTKPbITbIM pacrnpefeneHneM Kiawoyen Ha
OCHOBE aCMMMETPUYHON KpunTorpadmm C MCNoSb30BaHMEM 3aKpbITOro KAo4a Ha OAHOW CTOpPOHE U
COOTBETCTBYIOLLEr0 eMy OTKPbITOro Ktya MHPOPMaLMOHHOIO B3anMOAENCTBUS.

Monb3oBaTtenb, obnagatowmin NpaBoM NoANUCKU M/mnn WndpoBaHUa AaHHbIX, BblpabaTbiBaeT
Ha cBoeM paboyeM MecTe WM MNOAy4YaeT Yy aaMUMHUCTpaTopa 6e3onacHocTn (B 3aBUCMMOCTU OT
MPUHATON MONIMTUKN 6€30MacHOCTM) NNYHbIE 3aKpbITbin KNY (K4 3M) M OTKpbITbIA KoY (KoY
npoeBepkn 3M1). Ha ocHoBe KaXAoro OTKPbITOro ksw4da (kawda nposepkum 3Il1) YaocToBEpSHOWUM
LeHTpoM dopmMupyeTcs cepTudukaT OTKPbITOro kiato4a (ceptudukaT katoda nposepku 3M1).

7.1.1. WndpoBaHne AaHHbIX

Mpn 3awundposaHnm coobweHna nonb3oBaTenem A ana nonb3oBaTtens b, nonb3oBaTens A
dopMmpyeT CUMMETPMUYHBLIN K04 CBSA3M (CeaHCOBbIA K04 MH(OPMaLMOHHOIo obMeHa) Ha OCHOBE
CBOEro 3aKpbITOro kato4a obMeHa 1 OTKpPbITOro katoya obmeHa nonb3osatens 6. CooTBeTCTBEHHO, A4
pacwmdpoBaHua aToro coobuieHna nonb3osateneMm b opMupyeTcs TOT Ke CUMMMETPUYHbBIN K04 Ha
OCHOBE CBOEro 3aKpbITOro kat4ya obMeHa n oTKpbITOro Ka4da obMeHa nonb3osaTtens A.

Takum obpasomM, ansa obMeHa gaHHbIMU KaXKAOMy MOsb30BaTesN o HeobXx0aAMMO UMETb:
e JINYHbIWA 3aKpbITbIA K04 06MeHa;
e OTKpbITble KtOUM 06MeHa Apyrnx nonb3oBaTenen.
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CeaHcCoBbIl KN4 MHMOPMaLMoHHOro obMeHa BbipabaTbiBaeTcss Ha ocHoBe anroputMa Auddun-
XennmaHa. AnroputM Aunddu-XennmaHa obecneumBaeT GpoOpMMpOBaHME CEaHCOBbIX KJOUEN, HO He
obecneumBaeT ayTeHTUdMKaAUMIO CBA3bIBAIOWNXCSA CTOPOH. [103TOMY AaHHbIN anropuTM  AOJXKEH
MCNo/b30BaTbCSA COBMECTHO C MPOTOKOMAaMM ayTeHTUdUKALMN, B HaCTHOCTU, C NpoTokonoM Kpuntollpo
IKE.

7.1.2. dopmmpoBaHue n nposepka Il

Ona dopMnpoBaHUsa 31eKTPOHHOW MNOAMUCK MCNONL3YETCA KIOY 3/IEKTPOHHOW NMoAanucu, Ans
NpoOBEPKM MNOAMUCUA — COOTBETCTBYIOLWMN K/IOY MPOBEPKM 3/EKTPOHHOW. [lpn npoBepke noanucu
NpoBepsLWNIA  AO/HKEH pacrnofaraTb K/IOYOM MpoBepku (cepTudukaToMm Kawoya nposepku 3l)
nonb3oBaTens, MNOCTaBMBLUEro NoANUCb. [lpoBepslWnNin  AomMKeH ObiTb MOSHOCTBIO YBEpPEH B
NOASIMHHOCTX Kto4a nposepku 31, a UMEHHO B TOM, YTO WMMEIOWMIACA Yy Hero K4y nposepku Il
COOTBETCTBYET K/o4vy npoBepkn 31 KOHKPeTHOro nosb3oBaTens. [Ona 3ToW uUenn MCnofb3yeTcs
cepTudukaT kno4va nposepkun 3I1, NOANNCAHHLIN YA0CTOoBEPAOWMM LIeHTpOoM.

KaxxgoMy nonb3oBaTtento, obnajatooleMy npasoM Noanucu, Heo6xoanMMo UMeThb:
e  KJItOY 3JIEKTPOHHOW NOAMUCH;

e KJ/IOUYM NPOBEPKW 3NEKTPOHHOM noanucu (cepTudwukaTbl KIOYENW MpPoOBEpKU
3NEKTPOHHOM NOAMNUCK) APYIMX NOSb30BaTeNeMN.

Knou 3n1eKTPOHHOW NoANMUCU MOXKET 6bITb MCNOJIb30BaH TONbKO ANs dopMUpoBaHUna
an.

3akpbITblii K104 06MeHa MoXKeT 6bITb MCNOJIb30BaH Kak Ans hopMUpoOBaHUS KKO4Ya
CBAi3M C APYrvM noJsib3oBartenieM, Tak u ansa coopmmposaHus 3N1.

7.2. Knwo4yeBoW KOHTENHEp
3akpbITble kntoum CK3N «Kpuntollpo CSP» 3anncbiBaloTCa B K/IHOYEBOM KOHTENHepe.
KnioueBon KOHTENHEP MOXET cogepxXaTb:

e TOJIbKO KJTOY NMOAMUCHK;

e TONIbKO K04 06MeHa;

e KJ/IOY NOANMUCK U KNtoY o6MeHa OAHOBPEMEHHO.

EOMHCTBEHHbIN K/OY KJH0YEBOIro KOHTEVIHepa (KJ'IIOLI noanncm mnun KnwoYy 06MEHa) Ha3blBae€TCA
rnaBHbIM K4YoM. Ecnu B KOHTEVIHepe ABa KJito4a, TO HepBbIVI KoY - KAK4Y noanncn - Ha3blBaeTCsA
rnaBHbIM, BTOpOVI K04 — KoY obMeHa - BTOPUYHbBbIM.

KntouyeBon KOHTEMHEP COAEPXUT KPOME KIoUEN cryxebHyto MHpopMaumio, Heobxoanmyto Ans
obecneyeHuns kpuntorpadmnyeckomn 3alnTbl KIKOYEN, UX LESTIOCTHOCTN U T. M.

Kaxabiin Kno4eBoln KoHTenHep (He3aBUCUMMO OT Tuna HOCUTENS), SBASIETCS CaMOA40CTAaTOYHbIM
N COAepXUT BCO Heobxoammylo uHdopMauuio ana paboTbl Kak C CaMWM KOHTEWHepoM, Tak U C
3aKpbITbiMM (M COOTBETCTBYHOLMMN UM OTKPbITbIMU) KJIKOYaMU.

Ha knouyeBOM HOCUTENE KNIOYN XPaHATCH B cbopMaTe Kno4yeBoro KOHTEVIHepa.

7.3. ®opmMaT KIK4YeBOro KOHTenHepa
KntouyeBon KOHTENHEP COAEPXUT cneayowyo nHhopMaumio:

rNaBHbIA K04, MACKM [NABHOrO KJK4Ya, KOHTPOSbHYK WMHMOPMaUMIO FNaBHOMo Kwoua,
BTOPUYHbIN KNHOY (ONUMOHAaNbHbIN), pe3epBHYIO0 KOMWUIO KIKDYEBOIO KOHTEMHepa.

Kaxablli 3aKpbITbI KOY XpaHUTCA B hopMaTe, AOMNOJIHUTENBHO COAEPIXKaLleM BCEe KOHCTaHThI,
HeobxoauMble Ans GOPMUPOBaAHMS M IKCMOPTA OTKPbLITOro KJtoya.

dopMaT K/IOUEBOr0 KOHTelHepa obecneuymMBaeT UTEHME K/IUel U COOTBETCTBYIOLMX Macok
OTAE/NbHbIMM OMepaumMaMmn B pasfesbHble (pasHeceHHble Mo aapecaM) 06/1acTM NamMaTh, AN Yero OH
COAEPXUT LECTb 30H (peanu3aums 30H 3aBUCUT OT TUMA KIIOYEBOro HOCUTENS).

KnioyeBon KOHTEMHEep COAEPXWUT TakXe AOMOSHUTENbHY MHGOpMauuto, Heobxoammyro ans
obecneyeHnst ero BOCCTAHOBJIEHUSA MPWU BO3HUKHOBEHMW Pas/IMYHbIX NPOrpaMMHO-annapaTHbix c6oeB
(nononHuTenbHas nMHMoOpMaLMs BK/IIOYAETCA B TeX CNy4asX, Koraa pasMep KJH4YeBOro KOHTelHepa
He OrpaHM4yeH pasMepamu NamaTM GU3NYeCcKoro HoCUTeNS).
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7.4. ®opMupoBaHue Ko4en

dopMupoBaHWe Kw4Yelr nonb3oBaTesis  NpoM3BOAMTCS C  WCMONb30BaHUEM
XKTAN.00050-03 90 05 "Kpuntollpo CSP. PykoBoaCTBO nporpammucra") u
TMNa dbopmMmnpyemoro Ko4a: AT_KEYEXCHANGE. AT_SIGNATURE,
AT_UECSYMMETRICKEY.
dopMMpOBaHME KIKOHEN BO3MOXHO, €CNu:
1. koHTekcT kpuntonposangepa Kpuntollpo CSP oTkpbIT dpyHKumnelrr CPAcquireContext c
dnarom CRYPT_NEWKEYSET M HeCywWwecTBYWOWMM MMEHEM KJ/HOYEBOrO KOHTEWHepa,
cneumdunumpoBaHHbiM NnapameTpom pszContainer;
2. KOHTekcT kpuntonposangepa Kpuntollpo CSP oTtkpbiT ¢dyHkunen CPAcquireContext c
yKasaHMeM paHee CO34aHHOr0  KJ/IYEBOro  KOHTerHepa, CcneumduumMpoBaHHOIo
napametpom pszContainer.

CPGenKey (cm.
cneundukaumen

[

NMpuMmeyaHusn.

1. Ana wvcnonHeHus 1 3akpbiTble kAoum DI 1M obmeHa dopMupyroTCca C
mncnonb3oBaHnem MACH c umHMumanusaumein ero ot bnoACH wnm oT BHewHen
rammbl; Ans UCNONHEHUs 2 - ¢ ucnosnb3oBaHueMm MNACYH ¢ MHMUMann3auymen ero ot
dusmnyeckoro ACH MAK 3awmtel ot HCO wnm OT BHewHer rammbl. [ns
ncnonHenna 2 ¢ OC Solaris 9/10 (nnaTtdopma sparc) Ka4yun A0MXKHblI 6bITb
nonydeHol Ha APM, ocHaweHHbix CK3W B wncnonHeHmn 2 ¢ OC Windows XP,
nnatdopma ia32, n yTuanTon BblpaboTKn raMmmbl.

2. Mpun wncnonb3oBaHMKM cuUTbIBaTeNen CMapT-KapT WM YCTPONCTB 4YTeHus
Tabnetok Touch-Memory DALLAS Heo6x04MMO NpoBeAeHMe NMPOBEPKU HACTPOMKM
ncnonb3yemblx Mn noptos MN3BM B BIOS n OC.

3. MNMepea ncnonb3oBaHWeM MPOLIECCOPHble KapTbl AO/MKHbI 6biTb "BbiMyLeHbl" C
MCMOSIb30BaHMEM TPaAHCMOPTHOro MuH-koda u MO Bbinycka kKapT (NocTaBnswTCcs
oUCTpMbyTOpOM KapT)

4. Mpwn ncnonb3osBaHun HICM[ B KayecTBe KAKOYEBOro Hocutens BO u3bexaHue
noTepu Ko4eBor NHGOPMaLMN PeKOMEHAYETCS XpaHUTb ee KOMuio.

7.5.

KniouyeBble HOCUTENN

B kauecTBe K/HOUYEBbLIX HOCUTESEN MCNOJIb3YHTCA:

rMg 3,5”;

USB aucku

3NEKTPOHHbIN KoY ¢ nHTepdencom USB (e-Token);
CmaptkapTtbl PUK, Ockap, Maructpa
naeHTuoumnkaTopbl Touch-Memory DS1995 - DS1996 MAK 3awwutel ot HCA (Akkopa-AMA3,

3NEKTPOHHbIN 3amMok "Cobonb);
e Rutoken;
e Pasgen HDD MN3BM (B OC Windows — peecTp).

Ncnonb3oBaHMe K/OYEBbIX HOCUTENEN B 3aBMCMMOCTM OT MpOrpaMMHO-annapaTHor naatdopMbl
CM. AokyMeHT "XTAM.00050-03 30 01. CK3U "Kpuntollpo CSP". ®opmynsp, n.n. 3.8, 3.9.

dyHKUMM

[

Mpumeyvanme 1. B coctas anctpmbytmsa CK3U XKTHAN.00050-03 BxoaaT 6ubnmorteku
noaAepXXKn BCeX Mepeyvnc/ieHHbIX HOCUTeNen, Ho He BXoAAT Aparisepa ans OC. Mo Bonpocam
nony4yeHus apavisepos HeobxoamMo obpallaTbCs K MPOU3BOAUTENSAM COOTBETCTBYOLWMX

YCTPOWCTB.

MpumMmeuyaHne 2. [lonyckaeTcss XpaHeHwe 3akpbITbix katoden B peectpe OC Windows mn B
pasgene HDD (B cnyyae apyrux OC) npu ycnosumu pacnpoctpaHeHns Ha HDD wnn NM3BM ¢ HDD
TpeboBaHM MO 06paLLEHNIO C KTHOYEBbLIMU HOCUTENSIMU, B TOM YUC/IE U NOCNe yAANeHUs Ko4ven

u3 peecTpa.

npumeqal-me 3. BOI'IDOC 06 mMcnonb3oBaHMKM B KauyecTBe KJ/IHOYEBLIX HoOcUTenen CMapTKapT

ApYrux TUMOB [OJSIKEH corflacosbiBaTbea ¢ 000 "KPUMTO-MPO".
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7.6. Pa3Mepbl Kno4ven
,U,J'IVIHbI Kitouen BHEKTDOHHOﬁ noanncKn:

KJ1H0Y 3/IEKTPOHHON noanucu 256 6uT;

KJ1H04 NPOBEPKN 3N1EKTPOHHOM MOAMNUCH 512 6urT.
ONWHbI KNOYEn, NCNOoNb3yeMbIX MPU WNQPPOBAHUN:

3aKpbITbIR K/tOY 256 6uT;

OTKPbITbIA K1Y 512 6urT;

CUMMETPUYHbIN K04 256 6uT.

7.7. XpaHeHue KJ4eBbiX HOCUTENENn

Mpu XpaHeHuu kuo4velr HeobxoaMMo obecneuynTb HEBO3MOXHOCTb AOCTyNna K KIOYEBbIM
HOCUTENSIM He [OMYLLEHHbIX K HUM nuy. [Monb3oBaTesb HeCeT MepcoHasbHYK OTBETCTBEHHOCTb 3a
XpaHEeHWE NINYHbIX KHYEBbLIX HOCUTENEN.

3anpelaeTcsa 0CTaBNATb 6€3 KOHTPONAS BblUMCIUTENbHbIE CPEACTBA C YCTAHOBNEHHbIM CK3U
nocne BBoAa KOYEBOW MHpOpMaLMK;

Mpn Hanunumn B opraHusaumun, akcnayatupytowern CK3U, agmmHucTpaTopa 6e3onacHoOCTVM U
LEeHTPasM30BaHHOM XpPaHEHWW KJ/IOYEBbIX HOcuUTesnen, agMuHucTtpatop 6e3onacHoCcTM  Hecet
nepcoHasibHY OTBETCTBEHHOCTb 3a XpaHeEHNE NNYHbIX KTI04YEBbIX HOCUTENen NoNb3oBaTeNen.

Mpn xpaHeHun knwoderr B peectpe Windows n Ha HDD T29BM TpeboBaHus MO XpaHeHUIO
JINYHBIX KJIIOYEBLIX HOCUTENEN pacnpocTpaHstTca Ha M9BM (HDD M3BM) (B ToM uucne m nocne
yAaneHus Kiaw4yen ns peecrtpa, us HDD).

B cnyyae HEBO3MOXHOCTM OTUYXAEHMS KIYEeBOro HOCUTEeNs C KA4YeBOW MHGopMaumen oT
M2BM  opraHM3auMOHHO-TEXHUYECKUMM  MEpPOMNpUATUSAMKU  AO/MKEeH ObiTb  MCKAYEeH  A0CTyn
HapywwuTtenei k NM3BM c kntovamu.

Mpwn xpaHeHun kno4yen Ha HDD M2OBM Heo6x0AMMO MCMO/Ib30BaTb NAPOJIbHYIO 3aLWUTY.
CK3W moxeT hyHKLUNMOHNPOBaTb M XpPaHUTb KIOYEBYHO MHMOPMaUNIo B ABYX peXuMax:
e B NaMATU NPUNOXEHNSA AN UCnonHeHmsa 1.

e B "Cnyxbe xpaHeHusa knwo4yen", peannsoBaHHOW B BMAE CUCTEMHOro cepBuca Ans
WCMNOJSTHEHUS 2.

OYHKUMOHMPOBaAHME M xpaHeHue kntoden CK3UM Kpuntollpo CSP B "Cnyxb6e XpaHeHus
knoyen" obecneunBaeT AOMNOMHUTENbHYIO 3aLUTY KIOYEeBOM WMHMOPMauUUM OT APYrMX MPUIOXKEHWUHN,

BbINONHAKOWMXCHA Ha NDBM, HO MOXET HE3HaYUTEsIbHO 3aMeanunTb NPON3BOAUTENLHOCTb CUCTEMBI.

B cnyyae Heo6x0AMMOCTM NPOBEAEHUS PEMOHTHbBIX M pernaMeHTHbiX paboT annapaTtHOM YacTu
CK3UN/COK Heobxoammo obecneymTb HEBO3MOXHOCTb AOCTyMNa HapywuTens K Kaw4veBoh nHdbopmaumu,
cogepxaulerica B annapaTtHon Yactn CK3U/COK. KoHkpeTHbIN nepevyeHb Mep Ao/KeH 6biTb onpeaeneH
ncxoas m3 ycriosuin akcnnyataumm CK3N.

7.8. Cpoku pencremsi Nonb3oBaTeNbCKMX KiOUen

Mpu skcnnyataumn CK3U XKTAW.00050-03 pomkHbl  cobntogatbCs  creaytowmne  CpoKu
MCMONIb30BaHMS MOJIb30BATENbCKNX 3aKPbITbIX K/OYeln u cepTudmKaToB:

e MaKCMManbHbIA CPOK AENCTBMSA 3aKpbiToro ka4da 3 (knwoda 3MM) - 1 rog 3 Mecaua;
e MaKCUMasbHbIA CPOK AENCTBUS OTKpbITOro kntoda 201 (kntoda nposepku M) - 15 neT;
e MaKCMManbHbIA CPOK AENCTBUSA 3aKpPbITbIX U OTKPbITbIX KAo4ven obMeHa — 1 rog 3 mecsua.

7.9. YHUUTOXEHMEe KIHYEN Ha KIKYEBbIX HOCUTENAX

Knioum Ha kaoueBbix HocuTensax (Bkntouvas Touch Memory m cMapT-KapTbl), CPOK AeNCTBUS
KOTOPbIX WCTEK, YHUUYTOXAITCA NyTeM nepedopMaTMpOBaHUS KOYEBbIX HOCcuTenen cpeacrsamm MO
CK3W, nocne 4yero kntoYeBble HOCUTENN MOTYT MCMOMb30BATbCA AN 3aNuUCK Ha HUX HOBOW KHOYEBOW
nHdopmauunm.

O6 YHMUTOXEHWM K/o4Yen AenaeTcsa COOTBETCTBYylOWwas 3anucb B "XXypHane nonb3oBaTens
cetn" (cM. BegeHue xxypHanos).
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7.10. UHTepdenc ynpasneHuns knrodamm CK3U

MNocnenoBaTenbHOCTb [AEWUCTBMI MNpW  FeHepauuMy 3akpbiTblX Ka4yen wu  kawoven Il
nonb3oBaTenie, YynpaBieHUM WX MapofsiMu, YMpaBleHUn Ka4vYaMu onpefeneHa B [OKyMeHTe
«XTAKN.00050-03 90 03. KpunTollpo CSP. MHCTPYKUUS MO UCMNOSIb30BaHUIO».

8. lNpoTokon ceteBon ayteHTUdMKaumm Kpuntollpo TLS

MpoTtokon TLS (Transport Layer Security, cneundukaumsa IETF - RFC2246) oTHocuTCcs K
cpeacTBaM 3aWuTbl NpukNagHbiX naketoB Microsoft Internet Explorer, Internet Information Services
(IIS), Microsoft SQL Server 2000 n COM+. OH obecneynmBaeT ayTeEHTUMDOUKALMIO CBA3bIBAKOLLINXCS
CTOPOH, KOHMUAEHUMANbHOCTb W LENIOCTHOCTb nepecbiiaeMon uHdopMaumun. AyTeHTudukaums
obecneumBaeTca wucnonb3oBaHneM cepTudukatos craHgapta X.509 (B cpegax C CuAbHOM
ayTeHTUdUKaunemn), KoHbuaeHuManbHOCTb — WKUQPOBAHNEM NEpechiNaeMbIX AaHHbIX, LeN0CTHOCTb —
npuMeHeHneM X3W-PyHKUMN U KoJa ayTeHTudukaumm coobuweHnsa (Message Authenticity Code,
MAC).

Ons nogkntoveHns no npotokony TLS ncnonb3ayetcs npedukc https, npwn aTom obo3peBaTenb
Web-cepBepa no ymonyanuio 6yaet noakntodatbca K nopty TCP 443 BMecTo ctaHaapTHoro nopta TCP
80. Ecnu cepBep He nopaepXxuBaeT NpoTokon TLS, coeanmHeHue He ycTaHaBnuBaeTcs. [1poTokon
SSL/TLS (SSL - 6onee paHHMe BepCcuM MpoOTOKONA) NpuMeHsieTca MHTepHeT-npoTokonamm (Tabnuua
1).

Ta6nuua 1.
MpoTtokon | NMopTt OnucaHue
HTTPS 443 HTTP no SSL/TLS
SMTPS 465 SMTP (anekTpoHHas no4vta) no SSL/TLS
NNTPS 563 NNTP (HoBocTtn) no SSL/TLS
LDAPS 636 LDAP (goctyn Kk katanoram) no SSL/TLS
POP3S 995 POP (anekTpoHHas no4yta) no SSLALS
IRCS 994 IRC no SSL/TLS
IMAPS 993 IMAP (anekTpoHHas no4yta) no SSL/TLS
FTPS 990 FTP (nepepava gannos) no SSL/TLS

YTtobbl npoTokon SSL/TLS peiictBoBan, Web-cepBep AonkeH MMeTb cepTudukaT (OTKPbITbIN
K/I04) M CBOM 3aKkpbiTbi KAOY. Bnageneu ceptudwukaTta AOKEH MOATBEPAUTb, UYTO OH SBAseETCH
BNajesnbLeM 3aKpbITOro K/k4ya, CBSA3aHHOro C cepTuduikaTtoM. ITO AaeT BO3MOXHOCTb KJIMEHTY
ayTeHTUdMUMPOBaTb CepBep, C KOTOPbIM OH XOYeT CBA3aTbCS.

B npouecce B3anMHOM ayTeHTUDUKaLUKU:

e BbINOJIHSIETCA KpunTorpaduyeckass NpoBepka HasMuusa y CepBepa 3aKpbITOro K/oua,
COOTBETCTBYHOLLErO OTKPbITOMY KJHOYY, YKa3aHHOMY B cepTudukaTe;

e poBepseTcs CTeneHb A40Bepus nsgatento ceptudukaTa;
e [pOBEPSAETCs, HEe UCTEK NN CPOK AeNCTBUSA cepTudunkaTa;

e MpoBepsieTcs, He O0To3BaH sn ceptudwukart; no ymondaHumio Internet Explorer aty
npoBepKy He BbINONHAET — 3To Aenaert IIS.

Ecnn nwobas un3 ykasaHHbIX NpOBEPOK MNpPUBOAUT K OTpuUaTenbHOMY pes3ynbTaTy,
nonb3oBaTeslb MOJly4yaeT npeaynpexnaeHve M MOXeT pasopBaTb cCoeAnHeHue (3TO pekoMeHayeTcs
aenatb).

[JOoCTUrHyB [nO0Bepusi, CTOPOHbI BblipabaTbiBAalOT CEAHCOBbLIN KJ/IHOY, HA OCHOBE KOTOPOro
obecrneumBaeTcs WN@pPoBaHME AaHHbIX B TEYEHME CeaHca.

AnropuTtMm npeobpasoBaHnsa MHpopMaumm npm obmeHe

Anroputm npeobpasoBaHua MH@opMaumm npu obmeHe C MCMNosib30BaHMEM npoTokona TLS
BKJIIOYAET onepauumn:

e TNpumeM OT MNpOTOKOJSIa BEPXHEINr0 YpPOBHA MNOTOKA HE UHTEPMNPETUPYEMbIX AdHHbIX B
6nokax NMpon3BOJZIbHOIO pa3Mepa,

e (DparmMeHTaLUMa MPUHATLIX C BEPXHEr0 YPOBHSA AaHHbIX B CTPYKTYpUpOBaHHble 6/0KM
(dbparmenTbl) npoTokona TLS. Pasmep dparmeHTa - He 6onee 2% 6aiT;

e KOMMpeccus dparMeHToB (ONUUOHANbLHO);
e XewwpoBaHwe dparmMeHToB (Mcnonab3yeTtcs kadesor MAC);
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e KOHKaTeHauuss ¢dparmMeHTa W pe3ynbTaTa ero XewupoBaHus (paclMpeHHbIN
dparmeHT);

e 3awudpoBaHUe pacluMpeHHoro gparmeHTa (ONUMOHaNbHO);

e rnepenaya 3awMpPOBAHHOINO pacWMpeHHOro dparMeHTa C A06aBfIEHHbLIM OTKPbITbIM
3arofloBKOM NpOTOKOJS1@ TPaHCMOPTHOro ypoBHA (Hanpumep, TCP).

Mpu npueme MHGOpPMaLUKN NpUMeEHsieTCs obpaTHas NocienoBaTeIbHOCTb ornepaLmid.

ATpnbyThbl ceccmun
Ceccua xapaktepu3syeTtcs cneayrouwmmm atpubyramm:

e unaeHTUdukaTop ceccum (cnyyamHoe uucno, 32 6anTa, 3apaeTca CepBeEpOM npu
OTKPbITUKN ceccun);

e MeToA KOMMNpeccuu;
e cepTudukaT cepsepa (ONUMOHaNbLHO);
e cepTUduUKaT KNMeHTa (ONUMOHaNbLHO);

e crneumduKauna aaropuTMOB M NapaMeTpoB 3awWnTbl (anroputMbl wndposaHua n MAC,
KpunTorpaduyeckmne napameTpsbl);

e master secret (Mcrnonb3yeTca Npu reHepauum kKven wudposBaHus, knwoven MAC,
BEKTOPOB MHULMann3auumn);

e (nar, paspelwatoumin/3anpeLatolmMn HoBble COEANHEHUS B CEaHce.

CepTtudmkatbl npeacrtaBnatoTcs B craHaapte X509. v3. Cneundukaumss anroputMoB U
napamMeTpoB 3aLMTbl MOXET MEHATHCSA B TEYEHME CeCCUn.

ATpubyTbl cOeaANHEHUSN
K aTpubyTtamMm coeaMHeHUs1 OTHOCATCA:

e client_random - cnyualiHble 32 6aliTa, 3a4aBaeMble KIMEHTOM;
e server_random- cny4yainHble 32 6aiTa, 3ajaBaeMble CEPBEPOM;
e client write MAC secret (kN4 KIveHTa AN KNYEBOro XewWwnpoBaHus);
e server write MAC secret (knto4 cepBepa 4151 K/IIOYEBOr0 XEWMpPOBaHUS);

e client write key (knw4, ucnonb3yembii AN WWPPOBAHMUSA AAHHbIX KIAMEHTOM W
pacwundpoBaHns NX CEPBEPOM);

e server write key (knawo4, uncnonb3yemblin Ans WUhPOBaHUA AaHHbIX CEpPBEPOM W
pacwmdpoBaHNa UX KITMEHTOM);

e client write 1V, server write IV (BekTopbl MHUUMANN3ALMN, UCMNOJSIb3YEMbIE KJIMUEHTOM U
CepBepoM COOTBETCTBEHHO);

e MOpPsSAKOBbLIA HOMep coeanHeHus (NoaaepXKMBaeTCs HE3aBMCMMO ANl nepeAaBaeMbixX U
NMPUHUMaeMbIX COObLLEHNIA).

BekTop vHMUManu3aumMu 3agaeTcs Ans nepBoro dparMeHTa COObLEHUs B COEAUHEHUN;
ANna  nocnefywowmx @parMeHToOB BEKTOp MHMUManM3auum ¢GopMUPYeTCs M3  KOHeyHoro 6sioka
3awwmdpoBaHHOro TeKCTa npeaplayLuero dparMeHTa.

MopsaaKoBble HOMepa COeAVMHEHWI MOAAEPXMBAKOTCA HE3aBWCMMO AN MepeaaBaeMblX M
NpUYHUMMaeMbIX COO6LEeHWA. MpU CMEHe Ceccum, M3MEHEHWUWM creumduKaummM anroputMoB M NapaMeTpoB
3alUMTbl HyMepaLms COeAMHEHN HaumHaeTces ¢ 0; [uanasoH Hymepaumm: 0 + 2541,

CoeAnHEHME acCoUMMUPYETCH C OAHOW ceccueit.

Tunbl coobweHnmn
B npoTtokone TLS ncnonb3ytoTcsa crieaytowme Tunbl COO6LEeHNI:
¢ Hello message (ClientHello, ServerHello);

e Change cipher specs message (M3MeHeHuMe cneundmnKkaumm anropuTMOB U NMapamMeTpoB
3aWuThbl);
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¢ Key exchange message (nepepada knto4da obmeHa knwovamu wudpoBaHus n MAC
KNneHTa, cepseepa);

e Alert message (npeaynpexaeHune, onoselleHne o dpaTanbHOM owmnbke);
e Application_data message (nepenada gaHHbIX);
e Finished message (coobuieHne 0 BO3MOXHOCTU paboTbl B CO34aHHON ceccun).

(DpaI'MEHT COOﬁIJ.l,EHVIFI, nepeuaBaeMblﬁ MPOTOKOJ1Y TPAHCMOPTHOIO
YPOBHHA
Jnst mepenayn  ¢parMeHTa COOOIICHHS TPAHCIOPTHOMY YPOBHIO IPOM3BOJISATCS
olepanuu:
e KOMrMpeccus cdparmMeHTa (onUUOHaNbLHO);

e BblUMC/IEHME X3Wa OT KOHKaTeEHauMn Knk4a XawnpoBaHuna, TUna KoMnpeccun, OJ1MHbI
KOMMNpeCCnpoBaHHOTIoO CbpaI'MeHTa, KOMMNpeCCNpoBaHHOro d)parMeHTa, 3a4aHHOM KOHCTaHTbI;

e wudpoBaHMe pacwmpeHHoro dparMeHTa (KOHKaTeHauusi KOMMpPecCcMpoBaHHOro
dparmMeHTa v ero xawa);

e paobaBneHue OTKPLITOro 3arosioBka, cogepxawero Tun coobuweHuns (oauH 6anT),
Bepcuio npoTtokona TLS (aea 6anTa), ANVMHY KOMMpPECCMPOBAHHOIO parMeHTa.

Onepaunn npotokona TLS

Application Data = =

Fragment

Compress

Add MAC

Encrypt

Append TLS Record
Header

TLS Handshake Protocol

TLS Handshake Protocol paboTtaeT no cneaytowen cxeme:

ClientHello —— Yemanoska eepcuu  npomoxona,
UoeHmugpuKamopa ceccuu, HAYAILHO2O
Habopa aneopummos U napamempos,
Memooa KOMnpeccuu

<« ServerHello Cepsep nocoliaem (ONYUOHATBHO)
«—Certificate ———— ceoli cepmuuxkam  u sanpawusaem
«— Certificate Request (onyuonanvno) cepmughuxam xiuenma,
«Server Key Exchange —— nepeoaua Cy4atiHol eeutUHbL Server-random

«— ServerHelloDone ——
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Certificate ———— Knuenm nocwliaem 8ol
—Client Key Exchange —»> cepmucghuxam (ecnu  6OvLn 3anpoc
— Certificate Verify —» cepsepa) Ecnu cepmugpuxama y xnuenma

nem, on noceiiaem Certificate Verify
—— Change Cipher Spec—> Buibop an2opummos u
Finished——— napamempos O YCMAHABIUBAEMOU
«— Change Cipher Spec—— ceccuu,  3aeepuieHue Handshake
“ Finished ——— (“pyronoscamus”)
Client Server

TLS Handshake Protocol obecneumBaeT nHMumanmsaunto ceccum (CoeamHeHns) BbiNOMHEHNEM
onepaumi:

e K/MEHT W cepBep JoroeapusatTcsad 06 WCNONb3yeMblX B CeCcCMU anroputMax u
napameTpax 3awuTbl, O06MeHMBalTCA Cny4YamHbIMM BenuumHammu client_random, server_random,
AoroBapusatoTcs, 6yayT Wim HET HOBble COeAMNHEHWS;

e npousBoauTcsa obMeH cepTudumkaTtamm ans ayteHTudukaumm knveHta u cepsepa (Mo
3a4aHHbIM OnuuamM);

e K/IMEHT TreHepupyeT C/y4YalHyl BenununHy pre_master secret, wwudpyetr ee u
nepenaeTt cepsepy.

e KnueHT u cepsep no pre_master secret, client_random wn server_random dopmmpytoT
master secret (Habop Heob6xoanMon KNtoUYEBOM MHDOPMaALMKN) CECCUMN.

Crek npoTtokosia TLS

MpoTtokon TLS saBnsieTcs ABYXYPOBHEBbIM W AEACTBYET Hafh TPaHCMOPTHbIM MPOTOKOJIOM.
K nepBomMy ypoBHt0 oTHocaTcs TLS Handshake Protocol, TLS Change Cipher Spec, TLS Alert Protocol.
Ko BTOpOoMYy ypoBHI oTHocuTcs TLS Record Protocol.

TLS TLS Change TLS Alert MpoTokonsbli
Handshake Cipher Spec Protocol obMeHa
Protocol AaHHbiMu (HTTP
nrT.n.)

TLS Record Protocol
TpaHcnopTHbI npoTtokon (TCP/IP u T.n.)

8.1. Moaynb ceteBon ayteHTUdMKaunm Kpuntollpo TLS

Moaynb ceteBol ayteHTUdukauum Kpuntollpo TLS peanusoBaH Ha 6a3e npoTtokona TLS v.1.0
" POCCUMACKUX CTaHAApTOB KpunTorpaduyeckon 3awuTbl KOH@UAEHUMaNbHON WHbOopMaumm
(anropuTtMbl WngpoBaHmsa B cootBeTcTBun ¢ TOCT 28147-89, anropuTMbl BblpaboTKM U MPOBEPKMU
3NeKTpoHHOM uudpoBorr noanmcnm B cootBetctBMM € [TOCT P 34.10-2001, x3wwupoBaHus B
cootBeTcTBMM € TOCT P 34.11-94). Wcnonb3yetcsa Takxke anroputm Auddu-XennmaHa OTKPbITOro
pacrnpeneneHus knwo4ven Ha 6ase NOCT P 34.10-2001.

Ha MN3BM knueHta u Ha cepsepe (IIS, ISA) ycraHaBnmBaetcs CK3U XTAM.00050-03 c
MoAynem noaaepXku ceteson ayteHtudmkaumm Kpunrollpo TLS.

AyTeHTUdMKaumns KNMeHT-cepeep MOXeT 6blTb OAHOCTOPOHHEN U ABYCTOPOHHEN.

OAHOCTOPOHHSAA ayTeHTUdMKauma obecneynBaeT MMHMMaNbHO HEOBXOAMMDbIN YPOBEHb 3alUUThI,
W BKJOYaeT B cebs:

e 0b6dA3aTenbHyl0 ayTeHTUdhMKauno cepeepa 6e3 ayTeHTUDMKALUN KITUEHTOB;
e WKnbpoBaHve TpaduKa MeXAy KIMEHTOM U CEPBEPOM.

Mpwn paboTe B 4aHHOM pexuMe cepBep Ha 3Tarne "pykonoxatus" He 3anpalinBaeT cepTudukaT
KJIMEHTa W yCTaHaBnmMBaeTcs "aHOHMMHOe" 3alMiuieHHoe coeanHeHne. B 3ToM cnydae KIMEHT MOXeT
He WMeTb 3aKpbITOro Knaw4ya u ceptudukarta, OAHAKO MNpPU 3TOM OH JIMLWIAETCS BO3MOXHOCTMU
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bopMMpOBaTb 3NEKTPOHHYIO MOAMUCH MOA AOKYMEHTAMMU. PEXMM C OJAHOCTOPOHHEN ayTeHTUdbMKaunen
cepBepa MOXEeT WCMonb30BaThCA ANA NPeAoCTaBfieHUs HEKOTOpPOlM rpynne noJjib3oBaTenei
KOHdUAEHUMANBHON MHDOPMALMM Ha OCHOBAHMM MapOJibHOM 3alUMTbl, OAHAKO Maposib B 3TOM Ciy4yae
6yaeT NpeabsaABNATLCA MOJSIb30BATENIEM TOJIbKO MOC/AE YCTAHOB/IEHMSA 3alLUMLEHHOrO TLS-coeAnHEHUs C
Web-cepBepoM, UTO NOBbLIWAET YPOBEHb 3aLUNTbI OT HECAHKLIMOHMPOBAHHOMO AOCTYMNa MO CPaBHEHWUIO C
nepegavyei naponss Mo OTKPbITbIM COeAMHEHUsIM. [py OAHOCTOPOHHEN ayTeHTUdbMKauMM cepsep
3anpalumBaeT cepTUdUKaAT KIMEHTA, HO €ro OTCYTCTBME HE CUMUTAETCS OLUMOKOMN.

B CK3U «Kpuntollpo CSP» ncnonb3yeTcs ABYCTOPOHHAS ayTeHTUdUKaums.
[BYCTOPOHHAA ayTeHTUPMKaLMS BKIOUAeT B cebs:
e B3aMMHYK ayTeHTudwukaumw kameHta wu Web - cepBepa € NOMOWb UX
cepTndunKaToB;
e wundpoBaHue Tpadurka Mexay KIMEHTOM N CepBEPOM;

e (OpMUpPOBAHME U TMPOBEPKY 3/EKTPOHHON NOAMNUCU NOA4 3MEKTPOHHbIMM HTML-
dopmMamu, 3anofHIEMbIMU NOSIb30BaTENSAMM.

[BYCTOpPOHHSA ayTeHTUdUKauUs MNo3BoAseT obecneunTb AOCTYN B 3aKpbITylo yacTb Web -
cepBepa TO/IbKO 3aperncTpupoBaHHbIM BnaaenbuaMm cepTudunkaToB. Mpn 3TOM HYXHO UMETb B BUAY,
YTO pasrpaHuyeHMe AocTyna K MHGPOPMALMOHHLIM pecypcaM cepBepa, OCHOBaHHOE Ha MpoBepKe
cepTMdUKaATOB KJIMEHTOB, rOPasAo HaAeXHee, YeM MPOCTO MaposibHas 3awuTa.

B paHHOM pexume paboTbl KIMEHTY HEO6XOAMMO CreHepMpOBaTb 3aKPbITbli WU OTKPbITbIN
K/TOUYM 1 NONYYUTb CeEPTUDUKAT OTKPbLITOro Kitoya B YL.

TpeboBaHUA K TeXHUYECKMM U MNpOrpaMMHbIM CpeacTBaM KOMMbiOTEPa, Ha KOTOPbIN
ycTaHaBnuBaeTca ISA cepsep, OnNpeaensoTcs B AOKYMEHTauuw, NoCTaBfiseMOM BMeCTe C AaHHbIM
cepBepoM. [OMOAHUTENBHO, HA KOMMbOTEP AO/MKHbI 6bITb ycTaHoBneHbl CK3W «Kpuntollpo CSP» un
MOAY/b NOAAEPXKM CETEBON ayTeHTUdMKaumm Kpuntollpo TLS.

Ona BO3MOXHOCTM YCTAHOBNEHUS 3aLUULLEHHOr0 COeAMHEHUS MeXAYy KIMEHTOM W CepBepPOM
ISA HeobxoaMMO BHayane BbiNyCTUTb CEPTUPMKAT OTKPLITOrO KfkoYa, KOTopbi 6yaeT ncnonb3oBaTbCs
ANa cepBepHON ayTeHTUduKaumMm no npotokony TLS.

TpeboBaHusa K cepTudmkaTy:

e uMsa ceptudukata (Common name) AO/MKHO CoBMagaTb C MMeHeM nybankyemoro
Web-cepBepa npuknagHon cuctembl. Hanpumep: pif.nikoil.ru

e 065acTb MCMOIb30BaHMS K/tOYa AOJKHA coaepXaTb: <<AYTEHTVI¢)MKaLI,MF| Cepsepa»

JaHHbln cepTudukat gonxeH 6biTb ycTaHoBNeH Ha cepeep ISA B NpuBSA3KE C K/HOYOM
noanucu (3aKkpbITbiM KHOYOM). Mpy 3TOM 3aKpbITbIA KKOY NOANUCK AOSKEH ObITb NOMELLEH B peecTp
OC.

Bbinyck wn ycTaHoBKa ceptudwukata ocyuwecrtenserca uyepe3z APM nonb3oBatensa LeHTpa
pernctpaumun. MNMopsiaok AeNCTBMI onpeaensieTcs B MHCTPYKLUMW NOJSb30BaTesto.

9. YnpasneHue knto4yamm CK3U

KnioueBsas cuctema CK3U 6asmpyetcsa Ha apxutekTtype PKI pekomeHgauuin X509 n B yactm
ynpasneHuns ceptudukaTaMm OTKPbITbIX KAO4en u kKatouder nposepku 3 gomkHa obecneumBaTtbcs
YpoctoBepsawowmMm uUeHTpoMm (YLU). B kauvectBe YL MOXeT BbiCTynaTb YAOCTOBEPSOWMA LEHTP
Kpuntolpo YL, HO ponyckaetca ucnonb3oBaHue LleHTpa CepTtudukaumm kopnopaummn Microsoft
(Microsoft Certification Authority), nnu apyrue peanmsaumnm, obecneuympatoline BbiNOSIHEHNE QYHKLWNN
AoBepeHHoro obpatleHus c ceptudukaTamu.

PekomMeHpaunm no ynpasneHuio knovamm npmeedeHsl ans Kpuntollpo YL ¢ opraHu3aunMoHHOM
CTPYKTYpPOM, 3N1eMeHTaMn KOTOPOMN SABNAOTCS:

1. UeHTp ceptudukaumn (UC)
2. UeHnTp peructpauum (UP)
3. APM agmuHucTpaTtopa YL
4. Monb3oBaTenbCckune cpeacTBa B3amMoaencTems c YL
5. TporpammMHbin nHTepdenc sBzammogencrensa c YL
OnuncaHune YaocTtoBepswouwero ueHTpa Kpuntollpo YL npuseneHo B MNpunoxeHun 4.
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NMpumeyaHme.

|..| CK3M XT5KN.00050-03 MoxeT MCnonb3oBaTbCA B KayecTBe KpuNTosapa B COCTaBe Pas/iMyHbIX
—— NPUKNaAHbIX CUCTEM, OpraHU3aLMOHHble CXEeMbl YMpPaB/eHWUsI K/IOYEBOW CUCTEMOW KOTOPbIX
MOFyT OT/IM4aTbCSA OT pacCMaTpMBaAEMON.

CepTuduKaT OTKPLITOrO Ktoua obMeHa U cepTUdUKAT Kaoua npoBepku DI npeacraBnsier
co60li CTPYKTYpMPOBaHHYIO ABONYHYIO 3anucb B dhopmaTe ASN.1, coaepxaluyo:

e UMS cybbekTa WAM 06beKTa CUCTEMbl, OAHO3HAYHO WAEHTUdULMPYIOLLEE ero B
cucteme;

e OTKPbITbIN K/OY UK KoY NpoBepku 3MM cybbekTa Unm obbekTa CUCTEMbI;

e [OMNONIHUTENbHbIE anVI6YTbI, onpeaensemble TpEGOBaHMﬂMM MCNnoJsib30BaHuA
cemecbleaTa B CUCTEME,

e 3l U3patens (YAOCTOBEPSAIOLWIErO LEHTPA), 3aBEPSIOLLYI0 COBOKYMHOCTb 3TUX AaHHbIX.

®opMaT cepTudwukata onpegeneH B pekomeHpaumax ITU-T 1997 roga X.509 wu
pekomeHgaumax IETF 1999 roga RFC 2459. B HacTosiwiee BpeMsi OCHOBHbIM MPUHATBIM (hOpMaToM
apnsetca dopmaT Bepcun 3, MO3BOMAOWMIA onpeaenutb AoMnofHeHns (extensions), ¢ nomoLbio
KOTOPbIX peanusyeTcsa onpegesieHHas nonmtnka 6e3onacHoOCcTM B CUCTEME.

Huxe npuBeaeHbl TpeboBaHWsA MO YynpaBfeHUIO K/OYEBOW CUCTEMOM Ha BCex 3Tanax ee
XKM3HEHHOro uMmkKna, HauymHaa ¢ dopMmuposaHua knwden LenTpa CepTtudwukaummn. TpeboBaHus
npueedeHbl C ydyeToM Hanuuus UeHTpa Peructpauumn, asnswowerocs ¢GyHKUMOHANbHON eanHuuen
cuctembl. B cnyyvae ero otcytcTBua yHkUmn LleHTpa Pernctpauumn BoinonHseT LeHTp Ceptudunkauum,
dyHKUMM agMmmnHmucTpatopa LUP BbinonHseT agmMmHuctpatop LIC.

9.1. YAoCToBepSAWNN LEHTP

YaoctoBepswoWwmni LeHTp obecrneunsaeT BbiMNOSIHEHWE CeayroWwmX QyHKUUN:
e peructpaums (dpopmmnpoanme) anctpmbyTtmeos MO CK3W n Bblgava nx Nonb3oBaTensm;

e dopMMpOBaHME, XpaHeHMEe U UCMOoNb30BaHMe 3akpbiToro kiw4a (knwoder) LeHTpa
CepTudurkaunm;

e perucrpaumsi nosb3oBaTenen B COOTBETCTBMM C TpeboBaHussMM PernameHta (Jdorosopa)
CUCTEMDI;

e TOSlyYeHMe OT NoJsb30oBaTens 3amnpoca Ha cepTuduKaT, Kak B 3MEKTPOHHOM, Tak U B
6yMaxHOM Buae;

e BepudMKauMs 3anpoca Ha cepTudmKar;

e (dopMupoBaHMe cepTUDMKATOB OTKPbITbIX KIOUen 1 Ktodvel nposepkn Il nonb3oBaTenen
Ha OCHOBE MOJIYYEeHHbIX 3anpoCOB U 3aperncTpmpoBaHHoOn nHbopMaunm;

e [OCTaBKa cepTUdMKATOB OTKPLITbIX KIKOUYEN K Ktoyen nposepku 3l nonb3oBartensam;
e nonyyeHue n obpabotka cooblieHnit 0 KOMNpoMeTaumMn Ko4Yen Nosib30BaTeNAMN;

e OpraHusaumsa Cxembl OMepaTMBHOro OMOBELWEHUS Nosib3oBaTenen 060 BCeX WU3MEHEHUSX,
npoucxoasiumx B cetn (KoMnpoMeTaums KJto4yen, BOCCTAaHOBNIEHME KOHMUAEHUNANnbHOW CBA3M nocse
KOMMNpOMeTauumn Ko4ven, BKIOYEHe HOBbIX NoMb30BaTeNel, nNiaHoBas CMeHa Kitoden u T. n.);

e [/JI@aHOBOE M3roTOB/IEHME CMMCKa OTO3BaHHbIX CEPTUDUKATOB;
e pa3paboTka M noaaepxka PyHKUMOHUPOBAHMSA NapOSIbHOW CUCTEMbI OMOBELLEHNS B CETU;
e yrpaBJ/iEHME KJIHOYEBOW CUCTEMOW;

e pasbop KOHMMUKTHLIX CUTyaUMii U A0KA3aTeNbCTBO aBTOPCTBA 3/IEKTPOHHOMO AOKYMEHTa,
CHABXXEHHOro 3/1eKTPOHHON MOAMNUCHIO.

B coctaB YU BXxoaaT:
e [porpaMMHo-annapaTHbie cpeacTsa LleHTpa Ceptudukaumm;

e rporpaMMHo-annapaTHble cpeacTea LleHTpa Peructpauuun (Npu ycnoBuuM ero akcnayataumm
Ha oTaenbHon MN2BM);

e MporpaMMHoO-annapaTHbie cpeacTBa A/ pa3bopa KOHMMKTHLIX CUTYaUWUiA;
e [OMNOJSIHUTENbHbIE CpeacTBa, obecneunBalowme ceTeBOoe B3auMOAENCTBME MoJib3oBaTeNnen u

yu.
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9.2. ®opmupoBaHue kntoyen LleHTpa CepTndukauymm

dopmupoBaHmne knwden LeHtpa Ceptudwukaumm npousBoauTcs apgMmHuctpatopom LIC
cnepyrowmM obpasom:

1. AamuHuctpaTtop LC peructpupyetca B YU B "XypHane perucrpaumm aaAMWUHUCTPaATOPOB
6esonacHocT u nonb3oBatenen” (cm. 9.11 "BepmeHme xypHanos"). Perucrpauuio npoBOAUT
HavanbHuK YL (0 4eM genaeTtcs COOTBETCTBYHOLWAA OTMETKAa B XypHane).

2. AgMmuHuctpatop LC npoussBoaut dopMmupoBaHue 3akpbiToro knwdva LC mn ceptudukaTta
oTkpbiToro knt4ya LC. C 3akpbitoro ktwoya LC dpopMupyeTcs pesepBHas Konus, KOTopas XpaHUTcsa y
HayanbHuka YL. ®akT nsrotosseHums kno4da n ceptudpukarta LIC 3aHocuTtcs B "XypHane nonb3oBaTens
ceTn" n 3aBepseTcs HavyanbHUKoM YL.

3. bnaHk ceptudukata LIC BbIBOAUTCA Ha NpUHTEpP B ABYX 3K3eMnjspax W 3aBepsieTcs
HayanbHukoM YLl wn aamuHuctpatopom LC. OpHa konusa 6naHka ceptudwumkata LIC xpaHuTtcs y
HayanbHukKa YL, BTopas konus nepegaetca agMmHuctpatopy LUP (LC).

4. AgpmnHunctpaTtop UC npowmssoant dopmupoBaHue COC LC, KOTOpbIA HE COAEPXUT HMU
OAHOro oTo3BaHHoro ceptudwukarta. bnaHk COC BbIBOAUTCSH Ha MPUHTEP B ABYX 3K3EMMAApax WU
3aBepsieTcs agMmHuctpaTopoMm LIC. OgHa konusa 6naHka COC LC xpaHuTca U HavanbHuka YL, BTopas
Konus nepepaetcs agMnHuctpatopy LP (L C).

Mpumeuvanume. lMpn dopmuposaun COC LC u Hanuumm ceTeBbIiX
cpeacTtB pacnpoctpaHeHnss COC B cucTeMe, peKOMeHAYeTCs YyCTaHOBUTb
"!!“ B cocC [ONONHEHWe Touka pacnpocTpaHeHus CcoC
== (issuingDistributionPoint) ¢ 3agaHvnem B HeM MeToga AocTyna,
KOTOPbIA MOXeT 6biTb MCMOJ/Ib30BaH MOJSIb30BaTENSIMU AN PErynsipHoro
obHoBneHnsa COC (cMm. [22]).

3akpbITbi KoY U ceptudukat LC

Cpok pencteus 3akpbitoro knaw4da LC (TouyHee, knwya YnonHoModeHHoro nvua YL)
coctaBnser 3 roga. B TeueHue 1 roga 3 MecsaUEB 3aKpbITbiM KUY YMNOJIHOMOYEHHoro nuua YU
MCMONb3yeTcsa AN9  WU3rotoBneHna cepTudukaToB nosb3oBatenem wu  (GopMMpoBaHMSA  CMUCKOB
0TO3BaHHbIX cepTUdOMKATOB.

Mo wncrtedeHnnm 1 roga 3 MecsiUeB M OO0 OKOHYaAHUS CpOKa AEeNCTBMSA 3aKpbITOro Kiw4a

YnonHoMouyeHHoro nuvua YL paHHbIA 3aKpbiTbll  KAKOY  UCMOAb3YEeTCS  UCKIYUTENbHO  Ans
dbopMmnpoBaHMsa CMMCKOB OTO3BaHHbIX cepTudmnkaTtos YL.

9.3. XpaHeHune n ncrnonb3oBaHMe 3akpbiToro knwya LC

3akpbITbin KNto4d LIC 1 ero pesepBHas Konus xpaHaTcsa y HadanbHuka YLU. Mpu HeobxoanmocTtu
€ro Mcrnosib30BaHUs UM B Hadane paboyero agHs (CMeHbI, NpuU CMeHHOW paboTe), 3aKkpbITbii KNty LIC
BblgaeTcs aamumHuctpatopy LC, o uem pgenaetca nometka B "XypHane nonb3osaTtens cetun'.
PekomeHgyeTcs He 3arpyxaTb nporpamMmHoe obecneveHne LC 6e3 Heobxogumoctn, a npwm
3arpy>xeHHoMm MO, He ocTaBnATb 3aKkpbITbil katoy LIC 6e3 KoHTpons aaMmuHucTpatopa LC.

9.4. ®opmuposaHue kno4ven LleHTpa Peructpaumu

PekoMeHAaLMM, OMWCaHHble B [AaHHOM pasfene, OTHOCATCA TOMbKO K CUCTEMaM,
ncnosb3sytolmMMm LieHTp Pernctpaumu.

9.4.1. Perncrtpauusa LleHTtpa Pernctpaunm

AamuHuctpatop LUC npoussoant permctpaunto LP B LleHTpe Ceptudukaummn, o 4em agenaetcs
3anuck B "XypHane perncrpaunm agMmMHucTpatopoB 6e3onacHoCTK U nonb3oBatenen”.

9.4.2. N3roTtoBneHue kntoyven LleHTpa Perncrpauumn

1. AamuHuctpatop UP ycraHaBnumBaer ceptudukar LIC Ha MIBM LP. PekomeHayeTcs
obecneunTb 3aWNLLEHHYIO AOCTaBKYy U XpaHeHue ceptudukarta LIC Ha MIBM.

2. AgmuHuctpaTop LUP npoussoaut dpopMnpoBaHne NMYHOMO 3akpbIToro kiatwo4da LIP n 3anpoca
Ha cepTudukaTt, cogepxawero oTkpbITbii katod LP. C 3akpbiToro knto4va LP dopmmpyetca pesepsBHas
KOMKUs, KOTOpas XpaHUTCA Yy HadanbHuka YLU. MNomeTka o @oOpMMpoBaHWKM KOYa W 3anpoca Ha
ceptudukaT 3aHocuTcs B "XKypHane nonb3oBartens cetu".

3. bnaHk 3anpoca Ha cepTuduKaT BbIBOAUTCA Ha NMPUHTEP B ABYX 3K3eMMNasipax u 3aBepsieTcs
aAMUHUCTpaTopom LIP.

4. 3anpoc Ha cepTUdMKaT 3anncbiBaeTCs Ha MarHUTHbIN HOCUTENb (AWUCKETY).
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5. AamuHuctpatop LP npubbiBaet B YU, rae agmumuuctpartop LIC npomnssoaut ¢popmMmpoBaHume
ceptudmkata LIC, ucnonblysa ana 3TOro noslydeHHbIW 3anpoc Ha cepTudwmkat u ByMaxHbIn 6naHk
3anpoca. bnaHk 3anpoca Ha cepTudukaT 3aBepsieTca agMmuHucTpatopoMm LIC. OaHa konus 6naHka
3anpoca xpaHuTcs y agmmHucTtpaTtopa LUC, gpyras - y agMmHuctpatopa LP.

6. AaMunHuctpaTtop UC BbiBOAUT Ha npuHTep HnaHk ceptudukata LIP B AByX 3k3emnnsapax.
BnaHk ceptudukata LIP cBepsieTcs ¢ 6naHKoOM 3anpoca u 3aBepsieTcsd agmuHuctpaTopamm LUC, LUP un
Ha4vasbHUKOM YLl.

7. AoMuHucTtpatop UP nonyyaer nunyHbii ceptudumkat LUP Ha MarHutHoOM HocuTene w
3aBepeHHbIi 6naHk ceptudukarta LP.

8. AamuHuctpaTtop UP, ncnonssysa MO LUP, yctaHaBnueaetT ceptudukaTt Ha MNSBM LP.

Mocne 3aBepleHus 3Tux gencrenin LleHTp CepTudwukaumm n LleHTp Perncrpauum rotosbl K
perncrpauum nonb3oBaTesiel CUCTEMbI U BbIMYCKY CepTUPUKATOB.

9.5. dopMupoBaHue KJtoUven nosab3oBaTens

Obuwaa cxema, ncnonbdyemasa And BKAKNYEHUA NoJsib3oBaTtend B CUCTEMY, COCTOUT U3
cneayrwmnx atanos:

1. perncrtpaumsa nonb3oBaTens;

(dhopMUpoBaHME NOAb30BATENIEM IMYHbIX K/OUYen (3anpoca Ha cepTudukar);
nepepaya 3anpoca B LleHTp Pernctpaunu;

Bepudmrkaums 3anpoca LleHTpoM Pernctpaumm;

dopmMmpoBaHme cepTudmkaTa nosnb3oBaTens;

nosyyeHume cepTndurkaTa nonb3oBaTeNaM.

PykoBOACTBO OpraHusauMu-nonb3oBaTens AN perucrpaummn nofb3oBaTenss B CETU AOSIKHO
npeactaeuTtb B YL Ha MMA ero HavanbHMKa C COMPOBOAUTENBbHbLIM MUCBMOM Cheaylolne AOKYMEHThI
(KOHKpeTHbI cocTaB AOKYMEHTOB onpeaensetcsa PernameHToM (JOroBOpoM) CUCTEMBI:

o vk wWwN

1. nuct c obpasuamMm neyaTy U IMYHOM NOAMNUCK PYKOBOAUTENS OpraHu3aumm;
2. konuio Jorosopa (BpeMeHHOro cornaweHus) ¢ agMMHUCTPaLMENn CUCTEMDI;

3. BbINMMCKY M3 MpuMKasa O Ha3Ha4YeHuMW aaMuHucTpatopa uHdbOopMaumoHHOW 6e30macHOCTM
opraHusaumn (3amMecTuTens), 3aBepeHHY0 NOAMNUCHI0 PYKOBOACTBA M NeYaTblo opraHnsauum;

4. 3anosIHeEHHblE U 3aBEepPEHHbIE JIMCTKU MO yyeTy KaApoB Ha aAMWHUCTpaTopa 6e30macHoOCTU
opraHmsauumn (3amectutens).

dopMunpoBaHue Ktoven nonb3oBaTens nponcxoanT B cne,qyrou.l,eﬁ nocneanoBaTesibHOCTU.

9.5.1. Perncrpauusa nonb3osarens

1. Nonb3oBaTenb cuUCTeMbl WAW agMuHUCTpaTtop 6e3onacHoctu npubbiBaloT B UeHTp
Pernctpauunn YU c gokymMeHTamMu, Heo6X0AMMbIMK AN perncrpaumm nonb3oBaTens B CUCTEME.

2. AgmuHuctpaTtop LeHTpa Peructpaumm Ha OCHOBaHMM MOAHOTbI W AOCTaTOYHOCTMU
NpefoCTaBNEeHHbIX JOKYMEHTOB MPOU3BOANT PErnCTpaumio Nosb3oBaTess B CUCTEME,

3. JaHHble perncrtpauuMm nonb3oBaTesnisi BbIBOAUTCA HA MNPUHTEP B ABYX 3K3eMMaspax W
3aBepsieTca agMmMHUcTpatopoM UP v nonb3oBatenem. OauH 3k3eMnnsap 6naHka perncrpaunm XpaHuTcs
y aagMuHuctpartopa LIP, BTopoi ak3emnnsap — y nosb3oBaTens.

4. AamnHucTtpaTtop LUP BblgaeT nosnb3oBaTenio KapTO4YKy OMOBeELLeHWs O KOoMnpomeTauuu, B
KOTOpOM oTpaxatTcsa TenedoHbl n naponu YL, n nonb3osatens (cMm. Puc. 3. KapTouka onoBeweHus o
KOMNpoMeTaunm).

B Kaprtouke onoBeweHuUsa YykasaHbl: TenedoHbl YL, naponb (KoAOBOE C/OBO)
aaMuHucTpaTopa YU, yHuKanbHbI naponb (KOAOBOE C/I0BO), MPUCBOEHHbIM nonb3oBaTtento Y.

MpumeuaHne. Kaptouka onoBeLwWweHUs MCNOJb3yeTCs Yy4acTHUKaMu
m cucTteMbl Ansa coobuieHnin o KOMMpoMEeTaunn Knk4da no Teneq)OHHbIM
—— KaHanam obuero noJsib30BaHMS. KapTtouka onoBeweHua [JOJ1XKHa
XpaHUTbCA Y Nob30BaTeNd HapaBHeE C KJllo4aMu.
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Maponb YL OCHOBHOW naponb PesepBHbIV Naponb

TenedoHbl AgMmnHucTpaTopa LUP (YLU)

Maponb nonb3oBaTens OCHOBHOW naposnb PesepBHbIii Naposib

Puc. 3. KapTouka onoBeljeHus 0 KOMNpoMeTayuum

5. Mpu HanuuMyM CUCTEMbl 3NEKTPOHHOI MOYTbl U 3apPEerncTpMpoBaHHOIO MOYTOBOro asapeca
nonb3oBaTtens, aaMuHuUcTpatop LIP no6aBnsieT ero B CMMCOK PacCbUIKW MOSb30BaTeNel CUCTEMBI,
KOTOPbIN UCNONb3YeTCs ANs1 LEHTPANN30BaHHOIO OMOBELLEHNS NOSb30BaTeNEei CUCTEMBI.

6. AoMmuHucTtpatop LUP penaer 3anuce B "XypHane perncrpauum aaAMUHUCTPATOpPOB
6e3onacHoCT 1 nonb3oBartenen”.

MpuMeuanue. [lpu pernucTpaumMm Kaxaoro nosb3oBaTenss CUCTEMbI
|!!| agMmHuctpatop LC (LP) nepepaeT nonb3oBaTtento konuto 6naHka
ceptudukaTta LUC, ceptudmkart n COC UC (LP).

9.5.2. dopMMpoBaHME NIMYHbBIX KJIKOYEN MOoJSib30BaTeNs

MpW HanMuuum B oOpraHM3auumn aaMUHUCTpaTopa 6e30MacHOCTM, BCE OMNWCaHHble HUXe
LEeNCTBMA MOFyT NpOM3BOAUTLCS MO0 aAMUHUCTpaTopoM 6e3onacHocTu, nM60 nofib3oBaTeneM B
NPUCYTCTBMM aaMUHUCTpaTopa 6€30MacHOCTy.

1. Monb3oBatenb ycraHaBnmeaeT ceptudukat n COC LUC (UP) B cnpaBo4YHUK cepTUdUKaTOB.
Tpebyetcs obecneunTb 3alMLEHHYD [OCTaBKY U XpaHeHune ceptudmkata LC Ha T[19BM
nonb3oBartens.

2. Monb3oBaTenb NponsBoAUT GOPMUPOBAHME NMYUHOrO Ktouva I 1 3anpoca Ha cepTudukar,
coaepikalllero ko4 nposepku 3l nonb3osBaTens.

3. bnaHk 3anpoca Ha cepTMdUKaT BbIBOAUTCS Ha NMPUHTEP B ABYX 3K3eMnispax v 3aBepsieTcs
nonb3oBaTteneM, (aAMMHUCTpPATOPOM 6€30MacHOCTM MPWU €ro Haanuyum) U OTBETCTBEHHLIMU JMLLAMMU
(Hanpumep, AMPEKTOPOM U FNaBHbIM ByXxranTepom).

4. lNpn OTCYTCTBMU CETEBOro B3aMMOAEWCTBMSA opraHusaumun c LIP, 3anpoc 3anucbiBaeTcs Ha
MarHUTHbIN HocuTenb (ANCKETY) Ang nepegayv B LIP.

5. Mpun Hanuunm ceTeBoro B3aMMoAencTems opraHusaunm ¢ LIP, 3anpoc Ha cepTudukat moxeTt
6bITb NepepaH no cetu. Mpu 3aToM Heobxoaumo obecneunTb MOATBEPXAEHWE BRadeHUs 3aKpbiTbIM
KJIIOYOM nosnb3oBaTteneM. [na 3Toro 3anpoc Ha ceptudukaT MoxXeT 6biTb NocnaH B Buae coobuieHus,
NOAMNMCAHHOIO NpeablayLWwmMM KIo4OM Nofib3oBaTens.

6. Ecnn 3anpoc 6bin 3anncaH Ha MarHUTHbIA HOCWUTENb, Nosib3oBaTtenb (agMUHUCTpATOP

6esonacHoctn) npubbiBatoT B LleHTp Ceptudukaumm (YL) BMecTe C 3anMcaHHbIM 3anpocoM W
3aBepeHHbIMM 6naHkamu 3anpoca.

7. Ecnn 3anpoc Ha ceptudwmkat 6bln1 nepedaH no cetn, nonb3oBaTenb (aAMUHUCTPATOP
6e3onacHoOCTN) AOMKHbI Nepenatb obe konuu 6naHka 3anpoca B LleHTp CepTudwukauum, Mcnonbsys
A1 3TOro AOCTynHble cnocobbl focTaBku (HanpuMep, 3aka3Hoe NMUCbMO).

8. Mpw nonydeHun 3anpoca Ha cepTudukaTt agmmHucTpaTop LIC npomssoauT dopMupoBaHue
ceptudumkaTa nonb3oBaTens. Ceptudumkar nonb3oBatens xpaHutca B 6aze LC B TeueHue
YyCTaHOB/IEHHOIO CpoKa XpaHeHus (paBHOro CPoKy AeNCTBUS cepTudukara).

9. AamuHuctpaTtop LIC BbIBOAMT Ha NpuHTep ABe Konuu bnaHka cepTudmnkaTa nonb3oBaTens u
Aenaet 3anumcb o opMMpoBaHum ceptudmkaTta B "XypHane nonb3oBaTtens cetn".

9.5.3. Mony4yeHne nNMYHoOro ceptnduKaTa rnonb3oBaTenem
JInuHbIN cepTuduKaT MOXeT 6bITb NONYyYeH creaywmnmm cnocobamm:
e pPW JINYHOM NPUCYTCTBUM NoNb3oBaTensa (agMuHucTpatopa 6esonacHoctn) B YL;

e O CEeTn C MNCNOJZIb30BaHMEM 3aperncTtpmpoBaHHOro ajgpeca 3J'IeKTpOHHOI7I no4yTbl WInM B
npouecce HenocpeacTBeHHOro CoeanHeHA C LEHTPOM.

B ntob0oM M3 nepeymncneHHblX cnyyaesB cepTnudurKkaT He nepegaeTcs nosib3oBaTento A0 Tex nop,
noka LleHTp Perncrpauum He noay4umT 3aBepeHHbln 61aHK 3anpoca Ha cepTudumkar.

MNpu nepepaye nNMYHOro cepTuduKaTa MOMb30BATENO €My TaK Xe MnepefaeTcs 3aBepeHHbll
aAMUHUCTpPATOpPOM 6naHK 3anpoca M cepTudukaTa nosb3oBaTens. Bropble konum 3TMx 6naHKoB
xpaHaTca B LUC (LP).
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9.6. [loBTOpHas perncrpaums nonb3oBaTens

lMoBTOpHas peructpauns nonb3oBaTtend B LeHTpe Perucrtpaumm npousBoaUTCS B clyyae
MU3MEHEHNA 3aperncTtpnpoBaHHbIX anVI6YTOB nonb3oBaTtens nNoO WHMUMaTMBE nosb3oBatens nmbo
aAMUHUCTpaUunn CUCTEMDI.

9.7. TlnaHoBas CMeHa KYen

9.7.1. CMeHa kntouven LeHTtpa CepTudmkaumm

3abnaroBpeMeHHO (A0 OKOHYaHWSA cpoka AeWUcTBMSA 3akpbiToro kntoda LIC) aammHuctpaTop LC
npoun3soanT (hOPMMPOBAHME HOBOMO 3aKpbITOro Kaw4ya n ceptudumnkarta UC (cM. 9.2 "®GopMmuposaHue
knouen LleHtpa Ceptndpukaumn").

CdhopMunpoBaHHbIi HOBbIN cepTudukaT LIC 3anmcbiBaeTcss Ha MarHUTHbIA HOCUTENDb (OUCKETY)
n nepegaetcs B LIP BMecTe ¢ 6naHkoM cepTudukaTa.

Mpu OKOHYaHMWM AEWCTBUS 3aKPbITOr0 K/toYa, K/HOYEBble HOCUTENW C 3aKPbITbIM K/KOYOM, a
TaKXXe KOMUM 3aKkpbIToro kntya LIC yHuYTOXaTCs no AKTY KOMUCCUEN.

Bce nonb3oBaTtenn cMCTeEMbl BO BpeMA, oCTaBLleeCa A0 OKOHYaHUA CpOoKa ,EI,eVICTBVIﬂ 3aKpbITOro
kntoya LIC, 0653aHbl NonyunTb HOBbIM cepTudukaTt LUC 1 go6aBUTb ero B CNpaBoYHUKM cepTUdUKaTOB,
6e3 yaaneHusa gencreyrowero ceptndukarta LC.

9.7.2. CMmeHa knwoyen LeHTpa Pernctpaunmu

3abnaroBpeMeHHO (A0 OKOHYaHWS CpoKa AencTBus 3akpbiToro katoda LC) agMuHucTpaTtop LP
Npou3BoAUT (DOPMMPOBAHME HOBOIO 3aKPbITOrO Kto4ya n ceptudmkarta LP.

CMeHa kntoyen UeHTpa Perncrtpaumn Nnpon3BoAMTCS aHaNOrMYHO CMEHe K/lo4vel nonb3oBaTtens
(cM. 9.7.3 "CmMmeHa kntoven nonb3osatens").

Bce nonb3oBaTenn CUCTEMbl BO BPEMSI, OCTaBLUEECS A0 OKOHYAHUSA CpOoKa AEACTBUSA 3aKpPbITOro
kntoya LP, 0653aHbl Nony4YnTb HOBbIN cepTudukar LiP.

9.7.3. CMeHa kJ/1to4en nonb3oBaTtens

Monb3oBaTenb, UMEKLWUA AEACTBYOWMA CepTUMUKAT U COOTBETCTBYOWMN eMmy kntod I, B
nobon MOMeHT BpeMeHu (HO He no3gHee HeAenu) A0 OKOHYaHUSA CpoKa AeNCTBUSA AENCTBYHOLLEro
3aKpbITOro Kak4a, MoXxeT nponsBecty GopMmnpoBaHme HoOBOro katova 3.

dopMmnpoBaHme Hosoro kawda DI, 3anpoca Ha cepTudukaTt, nepepada 3anpoca B LUP u
nony4veHue ceptmdurkata NpomM3BOAMTCS COrlacHO NocnenoBaTelbHOCTU, ONUCaHHOM B pasgene 9.5 "
dopMupoBaHue knawyen ".

KntoueBble HOCUTENM C KAOYOM 3I1, CpOK AENCTBUS KOTOPOro UCTEK, YHUYUTOXAKTCSH MyTEM
nepedopmMatTnpoBaHms (OYNUCTKK), O YeM aenaetcs 3anuck B "XypHane nonb3oBaTens cetu".

9.8. KomnpomeTauus Kntouemn

OnpeneneHne TepmuMHa KomnpomMmertauus, BuAbl KOMNpOMETauuMMm U OCHOBHbIE CO6bITM$|,
npueoaduline K KomnpoMeTaunm, npmnBeaeHbl B pasgene OCHOBHbIE TEPMUHbI N MOHATUA.

Mo dakTy KOMNpoOMeTaumun Kn4ven 4oaxHO 6biTb NpoBeaeHOo cnyxebHoe paccnegoBaHue.

BbiBeAeHHble M3 AeNCTBUS CKOMMPOMETMPOBAHHbIE KJIOYEBbLIE HOCUTENM MNOC/AE MpoBeAEeHUs
cnyxebHoro paccnenoBaHMst YHUUYTOXAlOTCS, O 4YeM paenaeTtcsa 3anucb B "XXypHane nosnb3oBaTtens
cetn".

9.8.1. KomnpomeTtaumsa knoden LleHtpa CepTudumnkaymm

B cnyuyae komnpomeTtaumm knw4da Llentpa Ceptudwukaumm BCA cucteMa A[OMKHA 6ObiTb
OoCTaHoOBNEHaA.

Mpy HannuuM pesepBHbLIX KO4YeW, CUCTeMa [OJSKHA MOMHOCTbIO MEpernTM Ha KOMMNIEKT
pe3epBHbIX K/O4Ye.

Ecnn pesepBHble KAOUYM He 6blIM  NpeayCMOTPEHbI, 011 BOCCTAHOBJIEHUS CUCTEMBbI
HeobxoauMmo:

1. MNoBTOpPHO NpousBecTn hopMMpoBaHMe knto4va u ceptudukarta LC;
2. CchopmuposaTtb COC LC, c ykazaHmeM B HeM OT3biBaeMoro ceptudukara LIC;
3. ObecneuunTtb nonyyeHue ceptudmkata n COC LC Bcemum nonb3oBaTensiMm CUCTEMBI;

4. Tpon3BecTn BbIMYCK HOBbIX CEPTUPMKATOB BCEX MOJSIb30BaTeNlen, NCNONb3Yys AeUCTBYOWME
cepTudgukaTbl;

5. O6ecneuuntb nosy4yeHmne HOBbIX JINYHbIX CepTl/ICbI/IKaTOB nosib3oBaTesIAMnN CUCTEMbI.
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9.8.2. KoMmnpomeTaumsa kntoden LleHTpa Perncrpauymm

KomnpomeTtauus knwoda LIP He npmBOoAMT K OCTaHOBY cucTeMbl. B crnyyae komnpomeTtauuu
CTAaHOBUTCS HEBO3MOXHbIM CETEBOE B3auMMOAENCTBME MexAy Mnosib3oBaTesieM cuctembl n LIP B vactm
ynpaBieHns KI4YeBON CUCTEMOMN.

B cnyyae komnpoMeTaumum kitoda LleHTpa Peructpauunm Ao/mKHbl 6bITh BbIMNOHEHbI CleaytoLme
MeponpuaTus:

1. UC dopmupyet COC, c yka3zaHMeM B HEM OT3biBaeMoro ceptudukarta LiP;
2. Mpwn Hannunu pesepBHbIX Knoueln LIP, LIP nepexoanT Ha pe3epBHbIA KoY.

Ecnu pesepBHble K/IOYM He 6blM  MpeayCcMOTPEHb, AN BOCCTAHOBMIEHUSI CUCTEMbI
HeobxoanMoO:

1. MOBTOPHO Npom3BecTM GopMMpoBaHMue Ktoua n ceptudukaTta LP;

2. obecneunTtb nonyyeHue ceptudukata LP BceMu nonb3oBaTensaMum cucrembl (B ciydae
CEeTeBOro B3auMOAENCTBUSA).

9.8.3. KoMnpomeTaumnsa kno4en nonb3oBaTens

lMpu KOMMpoMeTauMn Knw4a y nofb3oBaTens OH AOKEH HEMeAsSIEHHO MpeKkpaTUTb CBA3b MO
CETN C APpYrMMK NoNib30BaTeENIAMMU.

Monb3oBaTtens (Man agMuHUCTpaTop 6€30MacHOCTM OpraHM3auuMm) [OO/MKEH HeMeaNeHHOo
n3gectntb LIP (YL) o koMnpoMeTaumu Kno4yen nosb3oBaTens.

MHdopMauua o KoMnpoMeTaumm MoxeT nepepasaTtbcs B YU no TenedoHy ¢ coobuieHuem
3apaHee yC/IOB/IEHHOr0 Naposis, 3aperMcTtpupoBaHHoro B "KapTtouke onoBeLlleHns 0 KoMnpoMeTaumn'.

Mocne koMnpoMeTauMn K4ven nosib3oBaTeNlb GOPMUPYET HOBbIA 3aKPbITbI KAKOY M 3anpoc
Ha cepTudwmkaT. Tak Kak MNofb30oBaTeNlb HE MOXET UCMO0/1b30BaTb CKOMMPOMETUPOBAHHbLIN K04 AN
dopmupoBaHua 31 M nepegaum 3anpoca B 3alULWEHHOM Bmae MO CeTU, 3anpoc Ha cepTudukaTt
BMecTe ¢ 61aHKaMu AOCTaBMASETCa IMYHO Mnofib3oBaTeneM (agMUHUCTPAToOpoM 6e3onacHocTn) B LieHTp
Perucrtpauun.

9.8.4. Oencteuna YL npu KoMnpoMeTaummn K4den nonb3oBartens

Mpu nonyyeHun cooblieHns O KOMMpOMETauuu Kaya OAHOro M3 Mosib3oBaTesniell CeTH,
agmuHuctpatop LP onosewaer LIC o HeobxoamuMmocTn pobasneHust cepTudukaTta, COOTBETCTBYHOLWErO
CKOMMPOMETMPOBAHHOMY 3aKpbITOMY K/to4uy/Katouy ST B CNMCOK O0TO3BaHHbIX cepTudunkaTos. UC, npu
dpopmumpoBaHun ovepegHoro COC, BKOYaEeT B HEro OT3blBaeMbli cepTudukar.

[aTta, ¢ KOTOpoV cepTUdUKaT CUMTAETCA HeAeUCTBUTENbHbIM B CUCTEME, YCTaHaBIMBaeTCH
paBHon aaTte usrotosneHms COC, B KOTOPbIA 6bla BKIKOYEH OT3blBAEMbIN cepTuduKaT.

Mpun Hanuuuu ceTeBbIX CpeacTB pacnpocTtpaHeHns COC, aamuHucTpatop LUP npoussoaut
ny6bnukaumio COC.

[Ons paccbinkyM BHOBb M3aaHHoro COC BceM nosb30oBaTesnsiM, 3aperMcTpMpoOBaHHbIM B CMUCKE
paccbiniku (cM. 9.5.1 "Perncrtpaumsa nonb3osatens"), MOXeET 6biTb NCNOJIb30BaHa 3/IEKTPOHHANA NoyTa.

CepTudurkaT OTKpbLITOro Kjtoya/kntoda nposepkn I nonb3oBaTens He yaansetcs u3 6asbl LIC
(LIP) » XpaHUTCA B TeyeHWe YCTaHOBMEHHOINO CpOKa XpaHeHUs Ansl npoBedeHus (B cnydae
HeobxoanmMocTn) paszbopa KOHMAMKTHBLIX CUTYaUNIA, CBA3AHHbIX C NMpUMeHeHueMm 3.

9.9. NcknoyeHne nonb3oBaTens U3 cetu

WckntoueHne nonb3oBaTtens U3 CeTU MOXeT ObiTb OCyLeCTBSIEHO Ha OCHOBAHWM MUCbMEHHOro
3asaBfIeHMs MOonb30oBaTens B ajpec HavanbHuka YL, 3aBepeHHOro pyKOBOACTBOM OpraHusauuu.
WckntoueHne nonb3oBaTenss M3 CeTW MNPOM3BOAUTCS aHANOrMYHO AENCTBUMAM MpPU KOMMPOMeTaumn
Kno4Ya nonb3oBaTtens. [llonyunB Takoe 3asBneHwe, aamuHucTpatop LP npousBoauT pAencteus
onucaHHble B pa3gene 9.8.4 "[delicteua YL npn KoMANpoMeTaumun Ko4ern nonb3osartens".

9.10. MepunognyHocTb nspgaHma COC

MepuoauuHocte u3gaHus COC LeHtpom CepTudwukauum onpeaenserca aaMuHUCTpauunei
CUCTEMBI.

LleHTp CepTudukaumm moxeT exeaHeBHO umagasatb COC wun nybnmkoBaTb €ro B CETEBOM
cnpaBoyHuke (Npu ero Hanmuum).

Ona pacnpocTtpaHeHuMss BHOBb u3gaHHoro COC, ™MoxeT ObiTb Mcnosib3oBaHa cuUCTeEMa
3/1IEKTPOHHON MNOYTbl WU CMMUCOK PacCbI/IKM MNONb30BaTeNEN CUCTEMbI, KOTOpPbIA (OpMUpyeTca npwu
pernctpauum nonb3osatensa (cM. 9.5.1 "Pernctpaums nonb3osatensa").
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Monb3oBaTenn AO/MKHbI perynsapHo o6HoBnATb COC, XxpaHALWMIACA B NOKAJIbHOM CrpaBOYHUKE
cepTMdMKaATOB C UCMONb30BAHMEM AOCTYMHbIX CPeACTB.

9.11. BepeHue XypHanos

AamMuHucTpaTtop YL Bepet cneayrowme xxypHanbl:

e "XypHan perncrtpaumm aaMMHUCTpaTopoB 6e30nacHOCTM U nosb3oBaTtenen” ,

e "XypHan nonb3oBartens cetn",

AAMUHUCTpaTOPbl 6€30MacHOCTN oOpraHM3aunn BeayT XypHan "XypHan nonb3oBaTtens cetun".

B "XXypHane perucrtpaumu agMMHUCTpaTOpoOB 6e30MacHOCTM U nofib3oBaTtenein” GuKCnpyrTcs
dakTbl pernctpaumm agmuHuctpatopos LC (LUP), aamMuHucTpaTtopoB 6e30MacHOCTM oOpraHusauuu,
nonb3oBaTenen CUCTeMsl.

B " XypHan nonb3oBaTens cetun" 3anucbiBaloTcs (akTbl U3rOTOBSIEHMSA WU MJIAHOBOW CMEHbI
Kno4yen, dakTbl KOMNpOMeTaumMn KIUYEBbIX AOKYMEHTOB, HellTaTHble CUTyauuu, npoucxoasiive B
ceTn, npoBefeHue pernameHTHblX paboT, AaHHble O MOJAYYeHHbIX Y aAMWHMUCTpaTopa 6e3omacHoCTU
OopraHu3aumMm KJYEBbIX HOCUTENSX, HewTaTHbIX CcuTyauusax, npousoweawmx Ha APM c
yCTaHoB/ieHHbIM 10 CK3U.

B ")KypHane nosnb3oBaTtens cetu" MOXeT oTpa)kaTbCs crieayowas nHbopMaums:

e [aTa, BpeMms;

e 3aMnucCb O KOMMNPOMETaUMN KIOYa;

e 3anucb 06 M3roToBAEHWUM JIMHHOMO KAKYEBOro HoCuTens nonb3oBaTens, I/Iﬂ,EHTVICbVIKaTOp
HOCUTENA,

e 3anucb 06 M3roTOBMEHMM KOMWA JINYHOTO KJIKOUEBOrO HOCUTENs Mo/b30BaTens,
naeHTudnKaTop HocuTens;

e 3annce 06  W3roTOBNEHUM  pe3epBHOr0  KJKYEBOro  HOCUTeNs  Monb3oBaTens,
naeHTUdUKaTOp HOCUTENS

e 3anucCb O MOMyYeHUM cepTUdUKaTa OTKPLITOrO K/ua WKW KYa npoBepku I, NOMHbINA
HOMEp KJ/1t0YEBOIr0 HOCUTENS, COOTBETCTBYIOLWMIA cepTUdUKaTy;

e 3aluncun, oTpaxawuwune Bblaa4dyy Ha PyKM Nosib30BaTeENAM (OTBeTCTBEHHbIM VICI'IOJ'IHVITEJ'IHM) n
caavyy UMM Ha XpaHeHUe JIMYHbIX Klo4YeBbiX HOCcuTenemn, Brkaoyas pe3epBHble KTIOYEBbIE HOCUTENN,

e Cob6biTMA, npoucxoamBwmne Ha APM nonb3oBatens c yctaHoBneHHbiM MO CK3U, c
yKasaHneM NMpuymnH 1 NpeanpuHsaTbIX AENCTBUINA;

|..| MpuMmeuaHune. OpUEHTMPOBOYHbIE rpadbl XYpHaNOB MpuBeAeHbl B
== npunoxeHnsax (cMm. MpunoxerHue 2 n 3).

10. Pa36op KOHMINKTHbIX CUTYaUMIN, CBA3AHHbIX C
npuMeHeHmnem Il

lNpuMeHeHMe 3NeKTPOHHOW MNOoAMUCUM B aBTOMaTU3MPOBAHHOW CUCTEME MOXET NPUBOAUTL K
KOHMIMKTHBIM CUTYauMsiM, 3aK/IoYaloWmMMcs B OCMapuvBaHMM CTOpOHaMy (y4aCTHUMKaMM CUCTEMBI)
aBTOPCTBa U/WNN COAEPXMMOro AOKYMEHTa, NOAMUCAHHOMO 31EeKTPOHHOM NOANUCHIO.

Pa36op Nogo6HbIX KOHMIUKTHBIX CUTyaUmMii TpebyeT NpMMeHeHNs cneuunasnbHoro NporpaMMHoOro
obecrneyeHnss AN BbIMOJHEHUS MNPOBEPOK W [AOKYMEHTUPOBAHWUS [aHHbIX, WCMO/b3yEMbIX MpU
BbINOJIHEHUW NMpoLEeAypbl NPoBepKM COOTBETCTBUS Il COAEPKUMOMY 3/IEKTPOHHOIO AOKYMEHTA.

Pazbop KOHMIMKTHOW CUTyaumnm 3aklo4yaeTcsd B [A0Ka3aTeNnbCTBE aBTOPCTBA MOAMUCHU
KOHKPETHOr0 3/1eKTPOHHOIO AOKYMEHTa KOHKPETHbIM UCMONIHUTENEM.

[aHHblli pa3bop OCHOBbIBAETCA Ha MaTeMaTM4eCKUx CBOMCTBax anropmutma 3,
peann3oBaHHOro B COOTBETCTBMU CO cTaHaapTamun PO NOCT P 34.10-2001 mn NOCT P 34.11-94,
rapaHTMpYIOLEM HEBO3MOXHOCTb noaaenkn 3HaveHnsa I nobbiM N11MLoM, He obnagalrLwmM 3aKpbITbiM
K/TFO4OM MOAMNUCH.

MNpyv npoBepke 3HayeHus DIl ucnonb3yeTcs KIOY MpoBepkn Dl1, 3HAYeHME KOTOpOro
BbIUUCIAETCA MO 3HaYeHuo Kitoda I npu nx hopMUpoBaHUK.

B cucteMe [omxHbl 6blTb NPeAyCMOTPEHbl CPeACTBAa BeAEHWUS] apXMBOB  3MIEKTPOHHbIX
LOKYMeHTOB ¢ DI 1 cepTUdMKaToB Ktoyei nposepku 1.
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Pa3zbop KOHMIMKTHOM CUTyauuMu BbIMOJSIHAETCAS KOMWUCCUEWN, COCTOSIWEN U3 NpeacTaBuTenemn
CTOPOH, Cnyx6bl 6e3onacHoCcTM UM 3kcneptoB. CocTaB KOMUCCUM, MOpSiAOK ee (OpPMUMPOBaAHMS,
pernameHT paboTbl, paCCMOTPEHNE pe3ysibTaToB ONpeaensaeTcs B NPUIOXKEHUN K PernamMmeHTy CUCTEMbI
(JoroBopy), 3aK/t04aEMOMY MeXAYy YY4aCTHUKaMM aBTOMATU3NPOBAHHOM CUCTEMBI.

OcnapuBaHue pe3ynbTaToB paboTbl KOMUCCUMM M BO3MELLEHWE MNOCTpajaBlIen CTopoHe
npUHeceHHoOro yuwepba BbINOMHAETCS B YCTAHOBJIEHHOM JAENCTBYHLWMM  3aKOHOAATENIbCTBOM
Poccuitickonn ®egepaummn nopsake.

10.1. Tlopsagok pazbopa KOHMAUKTHOMN CUTyaumm

Pa3zbop KOHMAWKTHOW CUTyauuM BbINOJHSETCA MO MHUUMATMBE NO6Oro  yyacTHMKa
aBTOMATU3NPOBAHHOM CUCTEMbI U COCTOMUT U3:

1. npeabsABAEHUS NPEeTEH3MN O4HOW CTOPOHbLI APYroun;

2. popMUPOBAHUA KOMUCCUU;

3. pa3bopa KOHMMNKTHOM cuTyauum;

4. B3bICKaHWA C BUHOBHOW CTOPOHbI NMPUHECEHHOrO yulepba.

Pa36op KOHMOAMKTHOM CUTyaumum nNpoBOAUTCSH C UCMOMb30BAaHWEM MPOrpaMMHOro obecrnevyeHus
CK31M Kpuntollpo CSP ans 31eKTPOHHOrO0 JAOKYMeHTa, aBTOPCTBO WM copep)XaHue KOTOporo
ocnapuBaeTcs.

MpoBepka NOAMWCAHHOIO 3/IEKTPOHHOINO JAOKYMeHTa BKJovaeT B cebsda  BbiNosHeHWe
cneayrwmx AencTBun:

1. onpepeneHune ceptudunkaTa MNM HECKONbKNX CepTUDUKATOB, HEOOXOAUMBIX AN NMPOBEPKU
3,

2. nposepka 3l 31eKTPOHHOro AOKYMEHTa C UCMONb30BaHWEM Kaxaoro ceptudunkara;

3. onpegeneHue Aatbl GOPMUPOBaAHNA Kaxkaon DI B 21EKTPOHHOM AOKYMeHTe;

4. nposepka 31 kaxgoro ceptudwukaTa, nyTeM MNOCTPOEHUSA LENOYKM cepTUdUKaToB A0
ceptudukaTa NasHoro LUC;

5. npoBepka AeNCTBUTENIbHOCTU CePTUMDUMKATOB Ha TEKYLLMIN MOMEHT BpEMEHM;
6. npoBepKa AeNCTBUTENIbHOCTM cepTUdmKaToB Ha MOMeHT bopMmnposaHusa II1;
7. npoBepka oTcyTcTBusa ceptudukatos B COC.

Mpu npoeBepke Ol [A0KyMeHTa, BepuduUKaUMM LEMOYKM CepTUDUKATOB, OTCYTCTBUU
ceptudukaTta B COC, aBTOpCTBO MOAMUCKU NOA AOKYMEHTOM CUUTAETCS YCTAHOBMEHHbIM.

MpuMmeuaHmne. HecoBnageHne aatbl HOPMUPOBAHUS AOKYMEHTA
N CPOKOB AENCTBUS cepTudmkaTta n/mnm cpokoB AeNCTBUSA katodya IO He
B/IMAIKOT Ha ornpeaeneHne aBTOPCTBa AOKYMeHTa. Ha uMx ocHoBe MOXHO
caenaTtb NpeanosioXeHne o HecobnoaeHMM Nonb3oBaTeneM PernameHTa
(QoroBopa) B 4acTu CPOKOB [OENCTBUA KJO4Yen, cepTuduKaToB Wan
HEKOPPEKTHOro MCNosb30BaHUsa ceptTudmrkaTa B npukiaaHom MO.

10.2. Cny4yan HEBO3MOXXHOCTWU NpOBEPKU 3HaAUeHUs Il

Mpu He obHapyXeHMM B apxuBe cepTUdMKaTa OTKPbLITOro Kawua (knoua nposepku M)
nonb3oBartens, BbinofHmBwero DI, Aoka3aTb aBTOPCTBO [AOKYMEHTa HEBO3MOXHO. B CBA3M C 3TuM,
apxvMB C cepTudMKaTaMu OTKPbITbIX K/O4Yeiln HeobxoAuMOo MoABepraTth PerynsipHOMYy pe3epBHOMY
KOMWPOBAHUIO U XPaHWUTb B TEYEHME BCEr0 YCTAHOBJ/IEHHOIO CPOKa XpaHeHus.
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11.

nepcoHana npu nMx BO3HUMKHOBEHUN.

HewTaTHble cuTyaumnmn npu skcnayataumm CK3U

Huxxe npuBeseH OCHOBHOW MepeyeHb HelTaTHbIX CUTyauuit M COOTBETCTBYHOLIME AENCTBUSA

Tabnuua 2. ]eicTBMA NepcoHasia B HEWTATHbIX CUTYyauUsX

n/n

HewTaTHasa cutyauus

Jencrteus nepcoHana

3BaKyauus, yrposa
HanageHus, B3pbiBa U T.M.,
CTUXUNHbIE 6eacTBuUS,
aBapuu obulero xapaktepa B
LleHTpe ynpaBneHus
K/1t04YEBOWN CUCTEMOWA.

OcTtaHoBUTL BCe DBM.

MepcoHan, MMeLMii AOCTYN K Ko4vaM, 0653aH caaTb BCE
MMEIOLLMECS Y HErO B HA/IMUMM KTHOUYEBbLIE HOCUTENN
aAMUHUCTpaTopy 6€30MNacHOCTH.

AaMuHUCTpaTop 6€30NacHOCTM YyNaKkoBbIBAET BCE KIOYEBbIE
HOCUTENN, PErnCTPaLMOHHbIE KapTOUKN CEpPTUDUKATOB OTKPbITbIX
KMo4Yeln nonb3oBaTenen, ceptudukaTbl Kaoven nposepku Ol
nonb3oBaTesielt B onevyaTbiBAEMbIN KOHTENHEpP, KOTOPbIN BLIHOCUT B
6e3onacHoe noMelleHne unm 3gaHue. OnevyaTaHHbIN KOHTENHEP
AOJKEH HaxoAMTbCS Mo4 OXPaHOM A0 OKOHYaHUSA AelCTBUSA
HeWwTaTHOMN CUTyauMmn n BOCCTAHOBSIEHUS HOPMasibHOW paboThl
annapaTHbIX U NnporpaMMHbIX cpeacts CK3N.

AaMuHuUcTpaTop 6e30nacHOCTM onoBeLwaeT No TenedoHHbIM KaHanam
obLero Nonb30BaHMA BCEX NOMb30BATENEN O NpUOCTaHoBKe paboThl
CUCTEMBI.

B cnyyae HacTynneHusa cobbiTvs, noBnekwero 3a coboun
[ONrOBPEMEHHbIN BbIXOA M3 CTPOS anmnapaTHbixX cpeacts CK3U,
aAMUHUCTpaTop 6€30MacHOCTN YHUUTOXAET BCHO KIHOYEBYHO
MHMOPMaLUIO C HOCUTENEN, HAXOAALWMXCS B KOHTEHepe.

KomMnpomeTauunsa oaHoro u3
JINUHBIX KJTHOYEBbIX
HOCUTENeMn.

Mopsaok AencTBMIn Npy KOMMpoOMeTaumn Ktoyeln onmcaH B pasgene
9.8.3 "KoMmnpomeTaumsa kn4en nonb3osartens".

Bbixo4 M3 CTpOSA NepBoro
JTINYHOr O KJ1lo4EBOIO
HOCUTENA.

HeobxoanMo coobwmntb no tenedoHy B YL, o dakTe Bbixoga uU3 cTpos
JIMYHOrO KOYEBOr0 HOCUTeNs u obecneunTb ero AocTaBky B YL ans
BbISICHEHMS NPUYNH BbiXoaa n3 cTpos. Ana paboTbl ncnonb3lyeTtcs
BTOPOW JINYHbBIN KNOYEBON HOCUTENb.

BbixoA 13 cTpos BTOpOro
JINYHOTO K/KOYEBOIo
HocuTens (Npw yCnoBuuK, 4TO
nepBbIA TOXEe Bblen 13
cTpos).

Monb3oBaTesib, Y KOTOPOro BbIWAN U3 CTPOSt 06a@ NMYHbIX KTHOUYEBbIX
HocuTens, aensetcsa B YU, ana noBTopHom peructpauun (6e3
WU3MEHEHUS AaHHbIX perncrpaumm).

OTkasbl n cbon B paboTe
annapaTHoi yactu APM co
BCTpoeHHon CK3U.

Mpu oTkazax n cbosix B paboTe annapaTHol yactn APM co
BCcTpoeHHon CK3U HeobxoanMMo ocTaHOBUTL paboTy, nNo
BO3MOXHOCTW JIOKaANM30BaTb HEUCMPABHOCTb M B AalibHENLIEM
NMpOM3BECTN PEMOHT B YCTaHOBJIEHHOM NOpsiAKe U, Npu
HeobxoanmocTu, nepeycrtaHoBky CK3W.

OTkasbl n cbon B pabote
cpeacTs 3awmnTbl oT HCA.

Mpu oTkasax un cboax B pabote cpeacTs 3awmTbl oT HCA,
aaMunHucTpaTop 6e30nacHOCTH, AO/KEH BOCCTAHOBUTL
paboTtocnocobHocTb cpeacts HCA. Mpu HeobxoammocTu
rnepeyctaHoBUTb NporpaMMHo-annapaTHble cpeactesa HCA.

YTeps IMYHOro KAK4YeBOro
HocuTens.

YTeps IMYHOro KNHYEBOrO HOCUTENSA NPUBOANUT K KOMNpOMeTauumn
XpaHALWEerocda B HEM KJito4a.

Mopsaok AeNcTBMIn Npy KOMMpoOMeTauum Kio4den onvcaH B pasgene
9.8.3 "KoMmnpomeTaumsa knw4en nonb3osartens".

OTkasbl n cbon B pabote
NporpaMMHbIX CpeacTB

Mpu oTkasax u c6osix B paboTe NporpaMMHbIX CPEACTB, B CEACTBUM
He BbISIBIEHHbIX paHee oWKN60K B MPOrpaMMHOM obecrneyeHnu,
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Ne | HewTaTHasa cuTyaums [Jencteua nepcoHana

n/n
BCNeACTBUE He BbISIBNIEHHbIX | HEO6X0AMMO OCTaHOBUTb paboTy, oKann3oBaTb MO BO3MOXHOCTU
paHee ownboK B NpUYMHY 0TKa3oB K cboeB un Bbi3BaTb pa3paboTumnka gaHHoro MO
nporpaMMHoOM obecneyeHuun. | Uam ero NpeacTtaBuTens ANns YCTPaHeHUS NPUYUH, Bbi3blBAOLLUMX

OoTKa3bl u cbowm.

9. | Otkasbl B paboTe Mpn oTkasax B paboTe NporpaMMHbIX CPeACTB, B CeACTBUN
NporpamMMHbIX CpeacTB C/Ty4alHOro MK yMbILWIEHHOIO X NOBPEXAeHM s, N1uo,
BC/IeACTBME C/Ty4alHOro nnm | oTBETCTBEHHOe 3a 6e30nacHOCTb PYHKUMOHUPOBaHUA NPOrpaMMHbIX
YMBILEHHOIO UX W annapaTtHbIX CpeacTB, 06893aHO NpounsBecTn cnyxebHoe
noBpeXxaeHuns. paccnegosaHune No AaHHOMY daKTy C Lesblo YCTaHOB/IEHUS NPUYUHbI

OTKasa W BOCCTaHOBMIEHUSA NpaBUIbHOW paboTbl NPOrpaMMHbIX
CpeAcTB B YCTaHOB/IEHHOM MOpsAKeE.
10. | OTtkasbl B pabote Mpwn oTkasax B paboTe NporpaMMHbIX CPEeACTB, B CNeACTBMU OWnboK

NporpaMMHbIX CPeacTB
BC/ieAcTBME ownbok
oneparopa.

onepartopa, onepaTop coobLaeT 0 AaHHOM daKTe nuuy,
OTBETCTBEHHOMY 3a 6e30nacHOCTb BYHKLUNMOHUPOBaHUS
NporpaMMHbIX M annapaTHbiX cpeacTs. OTBETCTBEHHbIN 3@
6e3onacHOCTb PYHKLUMOHMPOBAHUSA MPOrpaMMHbIX U annapaTHbIX
CPeACTB AaeT COOTBETCTBYOLMNE YKa3aHUa obcnyxuBatowemy
nepcoHasny No BOCCTAHOBNEHMIO NPaBuiibHOM paboTbl NPOrpaMMHbIX
CPeACTB B YCTAHOBJIEHHOM MoOpsiAaKe.

Bce HewTaTHble CUTyaummn AOMXKHbI oTpaxaTbca B ")KypHane nonb3osatens cetn" (cm. 9.11).

12. lMpumeHeHne CK3U XTHAN.00050-03

Bo3MoXxHbl cnepytowme npumeHenmsa «Kpuntollpo CSP».

1. NMpumeHeHune «Kpuntollpo CSP» B cocTaBe CTaHAApPTHOrO MporpaMMHoro obecneuyeHus
Microsoft n ApyrMx KoMnaHwi, WUCMOMb3YHOWKUX KpunTorpaduuecknin MHTeEpdenc B COOTBETCTBUU C
apxuTekTypoii Microsoft.

2. BctpausaHue

«Kpuntolpo CSP»

BO BHOBb pa3spabaTbiBaeMoe WM CylecTBylLliee

npuknagHoe nporpaMMHoe obecneuveHue.

13. Wcnonb3osaHue CK3WMN B cTaHAapTHOM NpOrpaMMHOM

obecneyeHunn

MporpamMmmHoe ob6ecnedenHme CK3U XTAW.00050-03 no3BonseT MCNOMb30BaTb POCCUMNCKME
KpunTorpaduyeckne anroputMbl U cepTMdUKaTbl OTKPbITbIX Katodel ctaHgapta X.509 ¢ pas3nuyHbiM
nporpaMMHbIM obecrnevyeHnem Microsoft:

o LleHtp Ceptndukaumnm - Microsoft Certification Authority, Bxogswwun B coctas Windows
2000 Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008R2.

e DniekTpoHHas noyta - MS Outlook (Office 2010, Office 2007, Office 2003, Office XP, Office

2000).

e DnekTpoHHas nouyta - Microsoft Outlook Express B coctaBe Internet Explorer, lNouTta
Windows Mail, Live Mail.

e Microsoft Word, Excel, InfoPath ns cocraBa Microsoft Office 2003, 2007, 2010 (c nomMowbo
nnarnHa Kpuntollpo Office Signature).

e CpeacrtBa KOHTpons

Authenticode.
e Cnyx6bl TepMuHanos ansa Windows 2003 Server, Windows 2008 Server, Windows 2008R2
Server (Bkao4as w03 cnyx6 TepMnHanos).

e 3awwuta TCP/IP coeamHeHuir B cetn MIHTepHeT - npotokon TLS/SSL npu B3aMMoaencTBum
Internet Explorer - web-cepsep IIS, TLS-cepBep, TLS-knueHT (IE).

e SQL-cepsep.

LEeNOCTHOCTHU

MO, pacnpocTtpaHsiemoro no cetn - Microsoft
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o ISA cepsep.

o CepBep TMG

e Cepsep UAG.

e CepBep TepMuHanoB u knmeHt (RDP).

Moa ynpaBneHmeM UNIX-nogobHbix OC CK3U XTAM.00050-03 «Kpuntollpo CSP»
MCNoNb3yeTCcs C NporpaMMHbIM obecneyeHnem:

Certmgr (Kpuntollpo Certmgr).
CryptCP.

Apache Trusted TLS (Digt).
Trusted TLS (Digt).

14. Wcnonb3oBaHue CK3W ¢ nporpaMMHbIMKN NpoaYyKTaMuU
pa3paboTkn OO0 «KPUMTO-MPO»

MporpamMmMHoe obecneyeHmne CK3U XKTAM.00050-03 MOXET MCNOAb30BaTbCSA C MPOrpaMMHbIMU
npoayktammn paspabotkn OO0 «KPUMTO-MPO»:

6. «Kpuntollpo YL»;
7. «Kpuntollpo OCSP»;
8. «Kpuntollpo TSP»;
9. «KpunTtoAPM>;
10. «CryptCP»;
11. «KnueHT Kpuntollpo HSM».

15. TpeboBaHus no 3awmte ot HCA

15.1. O6bwwme TpeboBaHuns no opraHmsaumm pabot no 3awmte ot HCA

3awmTta annapaTtHoro u nporpammHoro obecnedyeHmsa ot HCA npu ycTaHoBke WU
ncnonb3oBaHnm CK3W gBnsetcsa cocTaBHOM 4acTbio obwen 3agaum obecneyeHmss 6e3onacHOCTU
nHdopMaunm B CMCTEMe, B COCTaB KoTopon BxoanT CK3W.

Hapsay c npuMmeHeHuneM cpeacTsB 3awmTbl o1 HCO Heo6XxoAMMO BbIMOAHEHWE MNPUBEAEHHbIX
HMXE OpraHM3auMOHHO-TEXHUYECKMX W aAMUHUCTPATMBHbIX Mep o obecnevyeHnto MNpaBUIbLHOIO
PYyHKUMOHUPOBaHMS cpeacTB o06paboTkm U nepegaynm uHdOpMauMM, a TakKxkKe YCTaHOBNEHMuEe
COOTBETCTBYIOLWMX npasun Ang obcnyxusawwero nepcoHana, pgonyweHHoro Kk pabote ¢
KOoHMdMAEHUMaNbHOW MHpOPMaLUMeEN.

3awuTta nHdopmauum ot HCA ponxHa obecneuymBaTbCs Ha BCEX TEXHOOMMYECKMX 3Tanax
obpaboTkn MHPpoOpMaumMm n BO BCeX pexuMax (YHKUMOHMPOBAHMUSA, B TOM 4uUCie MNpU NpoBeAeHUU
PEMOHTHbIX U pernaMeHTHbIX paboT.

3awmta nHdopmaunm ot HCO ponxHa npegycMaTpymBaTb KOHTPOAb 3hEMEKTUBHOCTM CPeacTB
3awmnTtbl oT HCA. 3TOT KOHTPONAb AOMXKEH NepuoauyvyecKku BbINOMHATLCA  aAMUHUCTPATOPOM
6e3onacHoOCTN Ha oCHoBe TpeboBaHU AOKYMEHTaUMM Ha cpeacTBa 3awnTbl oT HCA.

B opraHmusaumu, 3skcnnyatupyowein CK3W, ponxeH 6biTb HasHayeH agMUHUCTpaToOp
6e30nacHOCTK, Ha KOTOPOro BO3/MaratTCcA 3ajayn opraHusauum paboT no wucnonb3oBaHuio CK3U,
BbIpabOTKM COOTBETCTBYIOLWMNX MHCTPYKLUMA ANA NOSb30BaTesien, a TakXXe KOHTPOAb 3a cobniogeHuem
TpeboBaHuin no 6e3onacHOCTy.

AaMUHUCTpaTOp 6€e30MacHOCTM He [AO/HKEH WMEeTb BO3MOXHOCTb [OCTyna K
KoH(duaeHunanobHoh nHpopMaLumm nosib3oBaTesnen.

MpaBoM pgoctyna k paboumMm MecTtam C ycraHoBneHHbiMM CK3W ponxHbl ob6nagaTb TOSBKO
onpefeneHHble  AnNA  3KCnslyatauMu  nvua,  npowejwne COOTBETCTBYHOLWYK — MOArOTOBKY.
AamuHucTpaTop 6€30NacHOCTM AO/IKEH 03HAaKOMUTb KaXAoro nosnb3oBaTens, npuMeHsiowero CK3U, ¢
AokyMeHTaumen Ha CK3W, a Takxke C APYrMMW HOPMATUBHbIMW AOKYMEHTaMW, CO34aHHbIMW Ha eé
OoCHoOBe.
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15.2. TpeboBaHns NO pa3MeLLEeHNI0 TEXHNYECKNX CPeacTB C
ycTtaHoBneHHbIM CK3U.
lMpn pasMmelleHnn TeXHUYEeCKUX CpeacTB C yCTaHOBMeHHbIM CK3:

e Jlo/MKHblI 6bITb MNPUHATBI Mepbl MO WCK/IOYEHMIO HEeCaHKULMOHMPOBAHHOIO A[0CTyna B
noMeLleHns, B KOTOPbIX pa3MeLleHbl TeEXHUYEeCKne cpeacTtBa C yctaHoBneHHbIM CK3W, nOCTOPOHHMUX
vy, No poAay CBoel AesTEeNIbHOCTU He SBMSIWMXCS MepCcoHanoM, AONylweHHbIM K paboTte B 3TuX
nomeweHmnsx. B cnyyae Heob6xogMMOCTM MPUCYTCTBUS MOCTOPOHHUX UL B YKa3aHHbIX MOMeELLeHUsX
[omkeH 6biTb obecrneyeH KOHTPOsb 3a WX AekcTBUAMM M obecneyeHa HEBO3MOXHOCTb HEraTMBHbIX
OENCTBUIA C UX CTOpOHbl Ha CK3W, TexHMuyeckue cpeacrtBa, Ha KOTOpbiX 3akcnayatmpyetca CK3U u
3awmaemMyo nHpopMaumio.

e BHYTpeHHSIS nNMaHWUPOBKA, pPacrnofloXXeHMe W YKOMMJEKTOBAHHOCTb paboumx MecT B
noMeLweHnsax Ao/KHbl obecneuymBaTb MCNOAHUTENAM paboT, COXPaHHOCTb AOBEPEHHbIX WM
KOHMUAEHUMANBHBIX AOKYMEHTOB U CBEAEHWUI, BK/IOYAs KIOUYEBY MHMOPpMaLUIO.

e PasMeweHne CK3UN XTAW.00050-03 B nNoOMeweHusax, B KOTOPbIX OCYyLlecTBaseTcCs
obpaboTka nHbOpMaunmn, coaepxallein CBeAeHUs, COCTaBNSAOWME rOCyAapCTBEHHYIO TallHYy, OCyLLeCcT-
BNISIETCS YCTAQHOBJIEHHbIM NOPSAAKOM.

15.3. TpeboBaHusa no yctaHoBke CK3U, obLiecncremMHoro u
cneuwnansHoro MO Ha MNM2BM

1. N2BM, Ha koTopbix ucnonb3yetrca CK3WN, pomxHbl 6bITb gonyweHbl ansa obpabotku
KOHdMAeHUManbHoOM wHdoOpMaunm no gencreywowmm B Poccuiickon ®epepauum TpeboBaHMSAM no
3awmnTe MHdoOpMauMM OT YTeUYKM N0 TEXHUMYECKMM KaHanaM, B TOM 4uCAe, MO KaHany CBsA3U
(Hanpumep, CTP-K), c ydyeToM Mogenu yrpo3 B MHMOPMaLWOHHOM CUCTEME 3aKa3uuka, KOTOPbIM
AoHKHO npoTtuBocToaTb CK3U XKTAM.00050-03.

2. WHctannauusa CK3U XTAN.00050-03 Ha paboumx MecTax AO0J/KHA NMpPOU3BOAUTLCS TOJSIbKO
C anctpubyTmBa, NOSYYEHHOrO N0 AOBEPEHHOMY KaHany.

3. K ycraHoBke 06LWecncTteMHOro M cneunanbHOro nporpammHoro obecnedeHus, a Takxe
CK3W, ponyckatoTcs numua, npowealmne COOTBETCTBYHOLLYIO NMOArOTOBKY W M3YUYMBLUME AOKYMEHTaLMIo
Ha cooTBeTcTBYloWee N0 n Ha CK3W.

Mpu yctaHoBKe nporpamMMHoro obecneuerHuns CK3W cnepyert:

e Ha TexHW4yeckmnx cpeacTBax, NpeAHasHadeHHbIX Ans pabotel ¢ CK3W, ncnonb3osaTb TONbLKO
JIMLEH3MOHHOE nporpamMMHoe obecneyeHne GUpM - U3roTOBUTENEN.

e [lpn ycrtaHoeke MO CK3U Ha M3BM ponxeH 6biTb obecnedyeH KOHTPOSb LENOCTHOCTU U
AocTtoBepHoCTb AnctpmbyTtmuBa CK3U n coBMecTHO noctaBnasieMbix ¢ CK3M komnoHeHT COK.

e Ha M3BM He AonxXHbl ycTaHaBAuBaTbCa cpeacTBa paspabotku MO un otnaguvmkun. Ecnum
cpeacTBa OTNaAKW MPUIOXKEHUM HYXHbl ANS TEXHONOrMdeckux noTpebHoCTel opraHusauum, To UX
NCNosib30BaHne A0MKHO 6biTb CAHKLUMOHNMPOBaHO agMMHUCTPaTOpoM 6e3onacHoCTU. Mpu 3TOM AO/MKHBbI
6bITb peann3oBaHbl Mepbl, WCK/OYalLWwMe BO3MOXHOCTb WCMONb30BaHMSA 3TUX CPeAacTB AN
penakTMpoBaHus koga v namatm CK3W u npunoxenwnin, ucnonb3dyouwmx CK3U, a Takxe ansa
npocMoTpa koga un namatn CK3W un npunoxenunii, ncnonsdyowmx CK3U, B npouecce obpabotkm CK3U
3awmiaemon nHdopMaunm U/vnm Npu 3arpy>XeHHon Kao4YeBon nHhopmaumm.

e [IpegycMoTpeTb  Mepbl, MWCK/OYaKOWNE  BO3MOXHOCTb  HECAHKLUMOHMPOBAHHOIO  He
obHapyXnBaeMoro M3MeHeHUs annapaTHOM 4YacTU TEXHUYECKUX CPeACTB, Ha KOTOPbIX YCTaHOBMEHbI
CK3W (Hanpumep, nyTem oneyaTbiBaHWsA cuctemMHoro 6s10ka 1 pasbemos MOBM).

e [ocne 3aBeplieHWs Mpouecca YCTaHOBKW [AO/KHbI  OblTb  BbIMOJHEHbI  AENCTBUSA,
HeobxoauMble AN OCYLECTBMEHUS MEPUOANYECKOrOo KOHTPONS LENOCTHOCTM YycTaHoBneHHoro MO
CK3W, a Takxe ero OKpy>XeHusi B COOTBETCTBUWN C AOKYMEHTaUMeEN.

e [lporpamMmMHoe obecnedyeHne, yctaHaBnmBaemoe Ha [M2BM c CK3U He #O/MmMKHO coaepxaTtb
BO3MOXHOCTEWN, NO3BONSOLLNX:

MoaMduMunMpoBaTh COAEPXKMMOE NPOU3BOJIbHbIX 0bnacTer namaTu;
mMoamdurunpoBaTb COBCTBEHHbIN KO U KOA APYIrMX nNoanporpaMMm;
- MoAndULUMpOBaTb NaMaTb, BbIAEEHHYIO ANS1 APYTMX NOANPOrpamm;

- nepefaBaTb YynpaBfeHMe B 0651acTb COGCTBEHHbIX AaHHbIX W JaHHbIX APYrux
noAnporpamm;
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- HECAHKLMOHMPOBAHHO MoAUGMUUMPOBATL Galifibl, CoAEpXallMe MUCMNONHSEeMble KoAbl NMpu
NX XpaHEHMM Ha XECTKOM [ANCKE;

- MOBbIWATbL NPeAoCTaB/IeHHbIE NPUBUIIErUN;
- MoanduumposaTb HacTporku OC;
- UCNOJS1b30BaTb HEAOKYMEHTMpPOBaHHble dupmoli-paspaboTumnkom dyHkumm OC.

15.4. Mepbl no obecneyveHunto 3awmtbl oT HCA

Mpu ncnonb3oBaHnn CK3U A0/KHBI BbINONHATLCS Cleaytouwme Mepbl Mo 3awuTte nHdopmaumm
ot HCA:

e Heobxoanmo paspaboTaTb M MPUMEHWUTb MNOJIMTUKY Ha3Ha4YeHWUs U CMeHbl naponen (4ns
Bxoga B OC, BIOS, npu wudpoBaHnM Ha napone m T.A.), WUCNOMb30BaTb (GUIbTPbI NApoONen B
COOTBETCTBMU CO CNeayoLwmMMn npasuiamm:

e [JIMHA Maposist AOJIXHA 6biTb HE MeHee 6 CMMBOJOB;

e B 4yucie CMMBOJIOB MNaponsa o06s3aTeNbHO AOJIXKHbI MPUCYTCTBOBaTb OYKBbl B BEPXHEM U
HMXXHEM perncrpax, umdpsbl n cneuymansHble cumBonbl (@, #, $, &, *, Yo n 1.n.);

e aposib He AO/IKEeH BKAYaTb B cebs nerko BblYMCASIEMble COYEeTaHWs CUMMBOJIOB (MMeHa,
dammnum n T. A4.), a Takxke obwenpuHatele cokpawenmsa (USER, ADMIN, ALEX n T. 4.);

e [pW CMeHe Naposisd HOBOE 3HA4YeHMe AO/HKHO OTNMYaTbCs OT nNpeablaylero He MeHee 4YeM B
4-X No3mMumnax;

e JINYHbIN napoJib Nonb30BaTeslb HE UMEET NMpaBa coobuwaTtb HUKOMY,

e MEpPUOANYHOCTb CMEHbI Maposis onpeaensieTcsl NPUHATON MOMMTUKON 6€30MacHOCTU, HO He
[OJXHa npesbiWwaTtb 6 MecsiLeB.

YkasaHHasa nonuTtuka obsasatenbHa Ans scex YYETHbIX 3aru4ce17|, 3aperucrpupoBaHHbix B OC.

e Cpeactsamun BIOS gonxHa 6biTb MCK/IOYEHA BO3MOXHOCTb paboTbl Ha M2BM ¢ CK3U, ecnu
BO BpeMs €€ HadanbHOM 3arpy3ku He MpoxoasaT BCTPOEHHble TeCThl.

3ANPELLAETCA:

e 0CTaBNATb 6€3 KOHTPOASA BblUMCAUTENbHbIE CPEeACTBA, HA KOTOPbIX 3KkcnayaTupyetca CK3W,
nocne BBoAa KO4eBON MHPopMaummn nMbo nMHon KoHduaeHuManbHoOn nHdopmaumu;

e BHOCUTb Kakne-nnbo naMeHeHus B nporpammHoe obecneveHne CK3U;

e OCYLeCTBNATb HECAHKLUMOHMPOBAHHOE aAMUMHUCTPATOpoM 6e30nacHOCTM KOMuMpoBaHue
KJIOYEBLIX HOCUTENEN;

e pasrnawaTtb COAEpXMMOE HOCUTENen KAYeBOM MWHGOpMauMm wan nepegasaTb CcaMu
HOCUTENN NULUAM, K HUM He AONYLEHHbIM, BbIBOAUTb KIOYEBYO MHGMOPMaUMIO Ha AUCNNEN, NPUHTEP U
T.M. UHble cpeacTBa oTobpaxeHns nHpopmaumm;

e KLCMOJIb30BaTb K/tOYEBbIe HOCUTEeNnun B pexumax, He npeasycMoOTpPEHHbIX
dyHKUMOHMpoBaHnem CK3U;

e 3anucbiBaTb Ha K/OUYEBbLIE HOCUTENN MOCTOPOHHIOK MHbOPMaLUNIO;

AaMuHuUcTpaTop 6€30MacHOCTM A0/MKEH CKOHPUIrypnpoBaTb ONepaumoHHY0 CUCTeMY, B cpeae
KOTOpPOM nnaHupyeTcs ucrnonb3oBatb CK3W, n ocywectBnsaTe NepuoamyecKmnii KOHTPOAb CAENaHHbIX
HacTpoeK B COOTBETCTBMU CO cleaylowmmmn TpeboBaHmsaMun:

e He MCMoNb30BaTb HECTaHAApPTHbIE, U3MEHEHHbIE UK O0TNagoYHble Bepcum OC.

e VCKJ/TIOYUTb BO3MOXHOCTb 3arpy3sku U 1cnofib3oBaHnss OC, OT/IMYHON OT NpeayCMOTPEHHOA
WwTaTHoOM paboTon.

e VCK/OYUTb BO3MOXHOCTb YAAN€HHOro ynpasieHus, aAMUHUCTPUPOBaHUS U MoaudUKaumm
OC v eé HacTpoek.

e Ha [M3BM pgonxHa 6bITb yCTaHOBMEHA TO/IbKO OAHA OnepaumoHHas cucrtema.

e MpaBoOM ycTaHoBKM W HacTtporikm OC mn CK3U ponxeH obnagaTtb TOAbKO aaAMWHUCTpaTOp
6e3onacHocTw.

e BCe Hencnosibdyemble pecypcCbl CUCTEMbl HEO6XOAMMO OTK/OUNTL (MPOTOKOMbI, CEPBUCHI U
T.M.).

e pexuMmbl 6e3omacHoCcTM, peanusoBaHHble B OC, [0/MKHbl  6biTb  HacCTpOeHbl Ha
MaKCUMaJsibHbI YPOBEHb.
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e BCEM MONb30BaTeNaAM W rpynnam, 3apeructpmpoBaHHbiM B OC, HEo6X0AMMO Ha3HaunUTb
MUHMManbHO BO3MOXHbIE A/ HOpMasibHOM paboThl NpaBa.

e HeobxoAMMO NMpeaycMOTpeTb Mepbl, MaKCMManibHO OrpaHuYMBaloLMe AOCTYN K Cleaylowmm
pecypcaM cucteMbl (B COOTBETCTBYIOLIMX YCOBUSAX BO3MOXHO MOSIHOE yAaneHue pecypca Wan ero
HEWCNosb3yeMOon HacTn):

CUCTEMHBIN peecTp;

- hannbl n KaTanoru;

- BPEMEHHbIE (halnbl;

- XXYpHasnbl CUCTEMbI;

- halinbl NoAKauKu;

- Kawupyemas uHgopmaumsa (maponu u T1.n.);

OoTnago4yHas VIHCbOpMaLI,VIFL

KpoMme TOro, Heob6xoamMMo opraHusoBaTb CTUpaHue (MO OKOH4YaHMWM ceaHca pabotbl CK3W)
BpeMeHHbIX dainoB n dhannoB nogkavykm, GopMmnpyeMbix nnm MoanduumpyeMbix B npouecce paboTbl
CK3W. Ecnn 3TO He BbIMNOJHMMO, TO Ha XEeCTKMA AWUCK AOJSDKHbI pacnpocTpaHaTbca TpeboBaHus,
npeabsaBAsieMble K KNOYEBbIM HOCUTENSM.

e NO/DKHO ObITb MCKAKOYEHO MonagaHve B CnucrteMy nporpamm, no3BONAOWUX, MNO0JIb3YACb
owmnbkamm OC, noBbIWaTb NpeaocTaBfeHHbIE NMPUBUNETUN.

e Heo6X0ANMMO perynsapHo ycrtaHaBnumBaTb NakeTbl ob6HoBneHus 6esonacHoctn OC (Service
Packs, Hot fix n 1.n.), o6HOBNATb aHTUBUPYCHble 6asbl, @ TaK Xe mccnenoBatb UHAMOPMaUMOHHbIE
pecypcbl N0 BONpPoOcaM KOMMNbOTEPHON 6€30MacHOCTU C LeNbio CBOEBPEMEHHOW MUHMMU3ALMN ONACHbIX
nocneacTsmMin OT BO3MOXHOIo Bo3aenctems Ha OC.

e B Cnyyae noakntyeHuns N3BM c yctaHoBneHHbIM CK3UM k obwenocTynHbIM ceTaM nepeaaym
OaHHbIX, Heo6XoAMMO WCKAOUYNTb BO3MOXHOCTb OTKPbITUA M WMCNOAHEHUs ¢GannoB M CKPUNTOBbIX
obbekToB (Hanpwumep, JavaScript, VBScript, ActiveX), nonyuyeHHbix Ku3 06LWENOCTYMHbIX CEeTen
nepegadn AaHHbIX, 6e3 npoBeAeHUs COOTBETCTBYHOWMX MPOBEPOK Ha MpeaMeT COAEPXaHUS B HUX
NporpaMMHbIX 3aK/ialoK U BUPYCOB, 3arpyXaeMmbiX U3 ceTu.

e Npu uncnosnb3oBaHnm CK3W Ha M3BM, noakni4yeHHbIX K 06LLEeAOCTYMHbIM CETSIM CBSI3M, C
Lenbl0  WUCKIYEHMS BO3MOXHOCTM HECAHKUMOHWMPOBAHHOINO AOCTyNa K CUCTEMHbIM pecypcam
MCMNOMb3yEeMbIX OMEpauUMOHHbIX CUCTEM, K MNPOrpaMMHOMYy obecneyeHuto, B OKPYXEHWU KOTOpOro
dyHKkumoHupytT CK3W, n Kk komnoHeHTaM CK3M CO CTOPOHbl YyKa3aHHbIX CceTeil, [AONXKHbI
MCNOMb30BaTbCA AOMNOSHUTENbHbIE METOAbI U CPEeACTBa 3alnTbl (HanpuMmep: YCTaHOBKA MeXCeTeBbIX
aKpaHoB, opraHmsaumsa VPN ceteit n 1.1n.). MNpn 3TOM npeanoyTeHne AOMKHO OTAABATbCHA CpeacTBaM
3aWnTbl, UMELWNM cepTUdMKAT YNOJHOMOYEHHOIO OpraHa no ceptudukaumu.

e OpraHmM3oBaTb W WCMNONb30BaTb CUCTEMY ayAuTa, OpraHM3oBaTb perynaspHbli  aHanus
pe3ynbTaToB ayauTa.

e OpraHmM3oBaTb M MCMO/Ib30BaTb KOMMAIEKC MEPONPUATUA aHTUBUPYCHON 3aLUMUThI.
® JO/MKHO 6bITh 3anpeLieHo ncnonb3osaHne CK3U ansa 3awutsbl peyesoit nHDOpMaunm.

e fo/MKHA 6bITb 3anpeweHa pabota CK3U npu BkAtoveHHbIX B M3BM wTaTHbIX cpeacTtBax
BbIXOAa B pagvoKaHan.

PekoMeHayeTCs annapaTypy, Ha KoTopoi ycTaHaenueaetca CK3W, npoBepuTb Ha OTCyTCTBUE
annapartHbIX 3aKNafokK.

HE AONYCKAETCA:

1. OCYLLI,eCTB}'IﬂTb HECaHKUNOHNPOBAHHOE KONMMMpPOBaHME KNTHOYEBDLIX HOCUTENEeNn.

2. PasrnawaTtb COAEPXWMMOE HOCUTENen KawyeBor MWHpopMauMm wan nepegasaTb CcaMu
HOCUTENN NNLAM, K HAM He AONYLEHHbIM, BbIBOAUTL K/IOYEBYO MHMOPMALMIO Ha ANCMIEN U NPUHTEP
(3a ucknyeHnem cnyyaes, NpeayCMOTPEHHbIX AaHHbIMW NpaBuiaMmn).

3. BcTaBnsATb  K/AOYEBOW HOCUTENb B  YCTPOWCTBO  CUMTbIBAHUS B pexXumax, He
NpefyCMOTPEHHbIX LUTATHbIM PEXUMOM UCMOJIb30BaHUS KHOUEBOro HOCUTENS.

4. Mopgkntoyatb K NMIBM gononHuTeNbHblE YCTPONCTBA M COEANHUTENN, HE NMpeayCMOTPEeHHble
WTaTHOW KOMMNAeKTaumnemn.

5. PabotaTb Ha KOMMbIOTEpPE, €CAM BO BPeEMA €ro HavalbHOW 3arpy3kum He npoxoauT
BCTPOEHHbI TecT O3Y, npeaycMoTpeHHbIn B MOBM.

6. BHOCUTb Kakme-nnbo nameHeHus B nporpaMmmHoe obecrneveHne CK3U.
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7. VI3MeHsaTb HacCTpoViKu, YCTaHOBJ/IEHHbIe nporpaMmmMom YCTaHOBKM CK3U nnm
aAMUHUCTPATOPOM.

8. Wcnonb3oBaTb CMHXPOMOCHISIKK, BbipabaTbiBaeMble He cpeacTBamMmn CK3MN.
9. O6pabaTbiBaTh Ha MN3BM, ocHaweHHo CK3W, nHdopmaumio, cogepxallyto
rocy4apCTBEHHYHO TalHy.
10. Ucnonb3oBaTb 6biBWME B paboTe KoUeBble HOCUTENN ANS 3anMcu HOBOW MHMOpMaumm 6e3
npeaBapuUTEe/IbHOMO YHUUYTOXEHUS HA HUX KAto4veBon MHpopMaumm cpeacteamm CK3U Kpuntollpo CSP.
11. OcywecTBnsATb HECAHKUNOHUPOBAHHOE BCKPbITUE CUCTEMHbIX 6110k0B M3BM.

12. NMpuHOCMTL W UKCNONAb30OBaTb B MOMELWeEeHUn, rae pasMeweHol cpeacrtsa CK3WU,
paamoTenedoHbl U Apyryio paauonepearolwyto annapatypy (TpeboBaHme HOCUT pekoMeHAaTesNbHbIN
XapakTep).

15.5. TpeboBaHusa no nogkntodeHuto CK3N gna paboTol
no obwenoCTynHbIM KaHanaMm nepegayvyn AaHHbIX

1. NMopsagok nogkntodeHma CK3WM K KaHanam cBA3M [O0/KeH ObiTb onpegesneH 3KCMAyaTUpYOLWEen
opraHusaument. JInuom, oTBETCTBEHHbIM 33 6e3onmacHocTb paboTbl CK3UM no obweaocTynHbIM KaHanam, Kak
npaBuIo, JoMKeH 6bITb aAMUHUCTPATOP 6e3onacHOCTH.

2. Mpw nogxntoueHmm CK3U K ob6LLef0CTYNHbIM KaHanam nepesayn AaHHbIX AO/KHa 6biTb obecneyeHa
6e30MacHOCTb 3aLLMLLEHHOM CBA3W. PN STOM AONXKHbI ObITb ONpeaeeHb:

e [lopagok nogkntoveHna CK3U K KaHanam.

e BblgeneHo nMLo, OTBETCTBEHHOE 33 6€30MacHOCTb PaboTbl MO 06LWEeAOCTYNHbIM KaHanaMm.

e Pa3paboTaH TMNOBOWM perfiaMeHT 3aLULLEHHOW CBA3W, BKAHOYAIOLLUNA:

- NONIUTUKY 6€30NaCHOCTU 3aLUMLLEHHON CBA3M.

- [OMYCTUMbIA COCTaB MPUKAALHLIX NPOrPAMMHBIX CPeacTB, ANA KOTOPOro [JO/MKHO ObiTb
nccnefoBaHo M 060CHOBAHO OTCYTCTBME HErAaTUBHOIO BAMAHMA Ha CK3W no KaHany nepegayv gaHHbIX.

- nepeyeHb AONYCTUMbIX CETEBbIX MPOTOKONOB.

- 3aWMTY CeTeBbIX COeAMHEHU (NepedyeHb A0MYCTUMbIX CETEBbIX IKPaHOB).

- CUCTEMA M CPEACTBA aHTUBUPYCHOM 3aLUUTDI.

3. MNepeyeHb cTaHAA@PTHbIX cpeacts OC, MOXKeT BK/IOYATbCA agMUHUCTPATOPOM B TUNOBOM pernameHT
6e3 npoBefeHUA AOMONHUTENbHbLIX WUCCNEAO0BAHMIA MO OUEHKe WX BAMAHMA Ha CK3W. Mpu 3TOomM [0/MKHbI
BbINONHATLCA:

e (BOEBPeMeHHoe 0O6HOB/IeHNE MPOrPaMMHbIX CPEACTB, BKAOYEHHbIX B COCTAB perfameHTa.

® KOHTPO/b cpeabl yHKUMOHMpPOBaHUA CK3N.

e ornpejeneHne N KOHTPO/b 33 UCMOJIb30BaHMEM CETEBbIX MPOTOKO/OB.

e cobntogeHune npasun nonbsosaHua CK3U u cpeaoit pyHKuMoHMpoBaHua CK3N.

4. JonmxkeH O6biITb obecneyeH OpraHM3aUMOHHO-TEXHUYECKMA KOHTPONAb 3anpocoB Ha
yCTaHoBNeHNe coeauHeHusi aboHeHTOB MO MpoTokony TLS € ucnonb3oBaHMeM 3deMepHbIX Kitouven,
WCK/TIoYaloLWwme BO3MOXHOCTb MCNOSb30BaHUs aboHEeHTOM He cBoux aTtpubyToB coeamHeHus (Takue,
kak Client_Id v T.n.).

5. Mpu ucnonbvsosaHmun CK3U ¢ apyrmmun CTaHAAPTHLIMU NPOrPAMMHbIMU CPeACTBAMM, BO3SMOXHOCTb
noakatodeHnsa CK3U K obenocTynHbiM KaHanam nepefayu AaHHbIX AOMXKHA ObiTb onpeaesieHa TONbKO nocne
nposefeHNsa fONONHUTENbHBIX UCCNEA0BAHWUI C OLLEHKOMW HEBO3MOXKHOCTU HEraTUBHOTO BAMAHUA HAPYLUIUTENA HA
dyHKuMoHMpoBaHue CK3U, ncnonb3sytoLLero BO3MOXKHOCTM 06LLeA0CTYNHbIX KAHANO0B.

15.6. TpeboBaHusa no ncnonb3zosaHunto B CK3M nporpaMMHoO-
annapaTHbIX cpeacTs 3awnTtbl oT HCA

B kavecTBe nporpaMMHo-anmnapaTHbIX cpeacTs 3awuTtbl oT HC B CK3W MoryT ucnosnb3oBaTbCA
MporpamMMHo-annapaTtHbii  kKoMmniiekc  "Akkopa-AMA3" ©n  2aneKTpoHHbIM  3aMok  “Cobonb”.
NaoeHTudnKaumMoHHbIe AaHHble YKa3aHHbIX CPeACTB NpuBeAeHbl B AokyMeHTe “XTAW.00050-03 30
01. KpunTtollpo CSP. ®opmynsap”, n.3, NpumevaHue 2.
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15.6.1. TporpamMMHo-annapaTHbli kKoMnnekc "Akkopa-AMA3"

MporpamMMHo-annapaTHbii koMmniekc (MAK) "Akkopa-AMA3" npepgHasHayeH pAnsa 3awuTbl
nHdopmauum ot HC npn ee obpaboTke B NIBM.

MAK "Akkopa-AMA3" ncnonb3yercs Ha nnatdopmax
e Windows (nnatdopma IA32);

e Linux (nnatdopma IA32);

e FreeBSD 6/7 (nnatdopma IA32);

e Solaris 10/11 (nnatdopma IA32).

MAK "Akkopa-AMI3" obecneumBaert:

e naeHTUdUKaUMIo, NpoBEPKY MOASIMHHOCTW, pa3rpaHnyeHne gocrtyna K pecypcam MN3BM Ha
YPOBHE BbIMOJIHSAEMbIX 33434 M KOHTPOJIb AOCTyna cybbekToB B cuctemy (M3BM);

e perucrpaumio n y4yet Bxoda (Bbixoda) nosib3oBaTesnien B cucteMy (M3 CUCTEMbI), 3anycka
(3aBeplueHuns) nporpaMm 1M NpoLLEeccoB, AOCTyNa MNosib30BaTesNen K 3alumiaemMsiM dannam, n3MeHeHus
NOJIHOMOYMI NoNb30BaTeNnewn;

e obecnevyeHne LENOCTHOCTHU NnporpaMMHbIX CpeacTB.

B kauectBe wuaeHTudukatopa B [MAK "Akkopa-AMA3" wncnonb3yetrcs MepcoHanbHbIN
naeHTngukatop DS 199x (Tabnetka Touch-Memory).

YctaHoBka u HacTtpoiika MNAK "Akkopa-AMA3" Ha APM nonb3oBaTens AoJ/ixXHa NpoM3BOAUTLCS
B COOTBETCTBUM C 3KCMNSyaTauMoHHOM AOoKyMeHTaumen Ha MNAK "Akkopa-AMA3".

MpumeuaHnme. [lepeag ycraHoBkoh [MAK "Akkopa-AMA3" [12BM,
L._!| ncnonb3lyemble B KadectBe APM nonb3oBaTtenen, AOMKHbI  ObiTb
NpoBEpeEHbl Ha NpeaMeT X KOPPEKTHOrO B3anMOAENCTBUS.

YcTtaHoBKa nporpaMMHoOro obecrieyeHmst U anmnapaTHoOM 4YacTu komnnekca "Akkopa-AMA3" Ha
APM MoXxeT BbIMOMHATLCA crneunannctamm noctaswnka CK3W wunu npeacraButenamu  Cnyxo6bi
MHpOpMaUMOHHOM  6e3omacHocTn. HacTtporika komniekca "Akkopa-AMA3" Ha  Tpebyemyto
KOHGUrypaumio BbINONHSAETCS aAMUMHUCTpaTopoM 6e3onacHocTM. HacTponka p[o/mkHa MUCK4aTb
BO3MOXHOCTb BMellaTeNbCTBa MoJib30BaTeNs B MNpOLUECcChbl 3arpy3ku OrnepauuMoOHHOW CUCTEMbl W
npuknagHoro MO 1 NpoOBEpPKM LEeN0CTHOCTM NpOrpaMMHON cpeabl.

15.6.2. 32nekTpoHHbIN 3amMok "Cobonb"

Cucrema 3neKTpOHHbIﬁ 3aMOK npejgHa3dHadeHa Angd opraHun3auunn 3allnTbl KOMMNbOTEPaA OT
BX04a NMOCTOPOHHUX nosnb3oBaTtenen. Mo NMOCTOPOHHUMWM NONb30BATENAMU NMOHUMAKOTCA BCE NiMua, HE
3aperncTpnpoBaHHbie B CUCTEME 3"EKTpOHHbIFI 3aMOK KaK nosb3oBaTesin 4aHHOMo KoOMnbrOTEpPaA.

DNEeKTPOHHbIN 3aMok “Cobonb” ncnonb3yeTcs Ha nnatdhopMax
e Windows (nnatgopma IA32);

e Linux (nnatdopma IA32);

e FreeBSD 6/7 (nnatdopma IA32);

e Solaris 10/11 (nnatdopma IA32).

DNeKTpoHHbIN 3aMok “Cobonb” obecneynBaert:

e pEerucTpauuio  Mosib3oBaTesieil  KOMMbOTEpPAa M Ha3HAUYEHWEe UM NEepCcoHasNbHbIX
NAEHTUDNKATOPOB U Naposieit Ha BXO4 B CUCTEMY;

e 3aMpoC MepCOoHaNbHOro WAEHTMdMKATOpa M Napons Monb3oBaTens npu  3arpyske
KOMMbIOTEPA;

e BO3MOXHOCTb 6J'IOKVIpOBaHI/I9I BX04a B CUCTEMY 3apermMcTtpnpoBaHHOro noJsib3oBaTens,

e Be/leHMEe CUCTEMHOTO XYypHana, B KOTOPOM MPOU3BOAUTCS PErnmcTpaumst cobbiTUiA, MMELWMX
OTHOLIEeHNe kK 6€30MacHOCTN CUCTEMBI;

e KOHTPOJIb LENOCTHOCTM hannoB Ha XecTKoM aucke (Tonbko B OC Windows);
e KOHTPOJib LENOCTHOCTU DU3MUECKNX CEKTOPOB XeCcTKoro gncka (tonbko B OC Windows);

e annapaTHyk 3aWwuTy OT HECaHKUMOHMPOBAHHOWM 3arpy3ku OMepaumoHHOM CUCTEMbI C
rmbkoro aucka n CD-ROM paucka.

YcTaHOBKa M HacTpolika 3/1eKTPOHHOro 3aMka Ha APM nonb3oBaTtens A0J/XHa MpoM3BOAUTLCS
B COOTBETCTBUM C 3KCM/yaTaUMOHHOW AOKyMeHTauuen. Mepea skcnayaTaumein sneKTPoOHHOro 3aMka B
coctae APM nonb3oBatenss Heob6X0AMMO 03HAKOMUTbCS C KOMMIEKTOM JOKyMeHTauun (B
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COOTBETCTBMMU C nacropTom YBAJ1.00300-04 MNC) Ha AaHHbIA KOMMJIEKC U MPUHATb pEKOMEHAYEMbIE B
OOKYMeHTauun 3alMTHble OpraHn3aunoHHble Mepbl.

HacTpolika  3/eKTpOHHOro 3aMka Ha  TpebyemMyld  KOHMOUrypauumio  BbIMOJIHAETCA
aAMUHUCTpaTopoM 6e3omacHocTU. HacTpolika [AO/KHa WCKAYaTb BO3MOXHOCTb BMellaTenbCTBa
nonb3oBaTtenss B MNPOLECCbl 3arpy3ku OnepaunmoHHOM cucTeMbl M npuknagHoro MO wn npoBepku
LLesIOCTHOCTU NMPOrpaMMHON cpeabl.

16. TpeboBaHusa no Kpuntorpamnyeckon sawmre

[onXHbl BbINOMHATLCA Tpe6OBaHVIF| no KpMHTOFpaCI)MHECKOVI 3auuTe!

1. Vcnonb3oBaHne TOIbKO IMLEH3MOHHOr0 CMCTEMHOIO NporpaMMHoOro obecneyeHus.
2. HacTpoliku onepaumoHHbIX cuctem ans pabotel ¢ CK3U, BKAOYEHHbIE B JOKYMEHTbI !
XTAN.00050-03 90 02-01, XTAN.00050-03 90 02-02, XTAMN.00050-03 90 02-03,
XTAN.00050-03 90 02-04, XKTAN.00050-03 90 02-05, XXTAM.00050-03 90 02-06,
XTAN.00050-03 90 02-07.
3. Mpn uHcTtannsumn CK3U pomkHbl 6biTb 0becneyeHbl OpraHM3auMOHHO-TEXHUYECKME Mepbl MO
WCKJTFOYEHMIO NOAMEHBI ANCTpUBYTUBa M BHECEHWS 3MeHeHui B CK3W nocne ycTaHoBKw.

4. WUcknoyeHne u3 nporpamMmHoro obecneyenusa [OBM c yctaHoBneHHbIM CK3W cpeacts
OTNaAKw.

5. CK3M pomkHO MCnonb3oBaTbCs CO CPeACTBaMM aHTUBMPYCHOWM 3alumTbl. Krnacc aHTUBUPYCHbIX
CPeACTB 3alWmTbl onpeaenseTcs ycnosmsamm akcnayataumm CK3M B aBTOMaTU3MpPOBaHHbIX CUCTEMAX.

6. KnoueBasa nHdopMauusa aBnseTcs KoHdnaeHUManbHOM.

7. BHewHsas ramMa, ucnonb3lyemas Ans WMHUUMANM3auuMm COCTOSsHUS nporpamMmHoro [CH,
ABnseTcs KoHdUAEeHUNaNbHOMN.

8. Maponb, ucnonb3lyemblii ANa ayTeHTUduKauum nonb3oBaTenen, AO/MKEH coaepxaTb He
MeHee 6 CMMBOJIOB andaBuTa MOLWHOCTM He MeHee 10. MNepnoaMYHOCTb CMEeHbl Maposis — He pexe
OAHOro pasa B 3 mecsaua.

9. MNMepnoaANYHOCTb TECTOBOIO KOHTPOSA KpuaTorpadpuyecknx dyHkumm - 10 MUHYT.

10. ExecyTo4yHas nepesarpyska [M2BM.

11. TMMepuognyHocTb ocTaHoBa [19BM c o06s3aTenbHOM MPOBEPKON CUCTEMbl OXaXAEeHUS
npoueccopHoro 6noka NMN3BM - 1 mecsu.

12. 3anpewaeTrcsi UCMOb30BaTb PEXWUM NPOCTON 3aMeHbl TOCT 28147-89 ansa wudposaHus
MH(OpMaLUun, KpoMe KJIIOUYEBOMN.

13. [JoskHO AaBaTbCs nNpeaynpexaeHne o TOM, YTO Npu UCMOb30BaHMN pexunMa wnudpoBaHus
CRYPT_SIMPLEMIX_MODE wmatepunan, obpabaTtbiBaeMbin Ha OAHOM KJO4e, aBTOMATUYECKM
orpaHuMyMBaeTcsl BEMUYMHON 4 MB.

14. MNpu dyHKuMoHupoBaHum CK3U [O/MKHbI BbINOAHATLCA TpeboBaHWMSA  3KcnayaTauMOHHOM
AOKYyMeHTauum Ha ucnonb3dyembinn MAK 3awmtbl oT HCA.

15. [JomxHo 6biTb 3anpeweHo mcnonb3oBaHne CK3W gna 3awmtbl pedyeBon uHgopmauum 6e3
npoBeAeHNsi COOTBETCTBYOLNX AOMNOSHUTENbHbIX NCCNef0BaHnNi.

16. [JomxHa 6biTb 3anpeweHa pabota CK3UM npu BkAOYEHHbIX B [9BM wTaTHbIX CpeacTBax
BbIXO4a B paAnoKaHars.

17. Mpn @yHKUMOHMPOBaAHMN ucnonHeHns 2 CK3M B nporpaMMHoO-annapaTtHbiX cpeaax
Windows XP/2003 (ia64), OC Solaris 9/10 (sparc, ia32, x64) wHuumanusaumsa MACYH ponxHa
NpOn3BOANTBLCS C UCMOJSIb30BAHWUEM BHELUHEN ramMMbl.

18. TMpu dyHKUMOHMPOBaHMKN UcnonHeHus 2 CK3WM B nporpaMMHo-annapaTHbix cpegax Windows
(x64, ia64), Solaris 9/10 (sparc, x64), ANs KOTOPbIX B HacTosllee BpeMsi HeT paboTalowmnx C HUMKU
MAK 3awmtel o1 HCA, A0MXKHbI BbINOJHATLCA OPraHM3auMOHHO-TEXHUYECKUE MEpbl, UCKIYaoLlwmne
BO3MOXHOCTb HECaHKLUMOHNWPOBAHHOIO A0CTyNa K KOHpuAeHUManbHON MHPOpMaunum B OTKPbITOM Buae
n obecneyeHo ee xpaHeHue B N3BM Tonbko B BMAE, 3aWIM@PpPOBAHHOM Ha K/lOHaX Mosb30oBaTeNen.

19. KOHTpoOneM uenoCTHOCTU A0XKHbI 6bITb OXBayeHbl dalifbl, yKa3aHHble B pasgenax
«TpeboBaHMa N0 KpuATOrpaduyeckon 3awmre» gokymeHToB XTAM.00050-03 90 02-01, XXTSAW. 00050-
03 90 02-02, XXTAKM.00050-03 90 02-03, XTAWN.00050-03 90 02-04, XXTAKN.00050-03 90 02-05,
XTAN.00050-03 90 02-06, XKTAKN.00050-03 90 02-07.

20. 3ANPELWAETCSA ncnonb3oBaHue 6ecnpoBOAHbIX KNaBMaTyp U KOMMNbIOTEPHbBIX MbILUEN.

46



XKXTAN.00050-03 90 02. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30mnacHoCTu.
O6bwas yacTtb

17. TpeboBaHus no BCTpamBaHuio n ncrnonbzosaHuto MO CK3U

BctpamBaHne CK3W B 3awuwaemble MHPOPMAUMOHHbIE CUCTEMbI AO/XKHO MPOU3BOAUTLCS B
cooTBeTCcTBUMU C MNonoxeHuem MNK3-2005. BcTpamBaHue A0MKHbI MPOBOAUTL OpraHu3aunu, nMmerwme
JIMLEH3MIO Ha NpaBoO NpoBeAeHUS Takmx paboT.

Ona  obecneyeHus 3awWwuUTbl  3NEKTPOHHbIX AOKYMEHTOB W  CO3[4aHua  3aliULLEHHOM
aBTOMATM3MPOBAHHOM CUCTEMbl B MEPBYK oO4yepedb WCMOMb3YHTCS KpunTorpaduyeckme MeToabl
3alUnTbl, KOTOpble NO3BONAIOT 0becneunTb 3aluUTy LEeNOoCTHOCTM, aBTOPCTBa U KOHMMAEHUMANTbHOCTH
3/IeKTPOHHOW WMHdOpMaLMM M peann3oBaTb WX B BUAE MPOrpaMMHbIX WM annapaTHbiX CPeacTs,
BCTpaMBaeMbIX B aBTOMaTU3UPOBaHHY CUCTEMY.

Mpu cospaHuun 3aluLEHHON MHDOPMALMOHHON CUCTEMbI AO/MKHbI ObiTb OnpeaeneHbl MoAeNb
BO3MOXHbIX Yrpo3 W noauTuka ee 6e3onacHocTn. B 3aBMCMMOCTM OT NOAUTUKKM 6e3onacHoCTH
onpeaenseTcs HeobxoanMbI Habop kpunTorpadunyecknx OYHKUUNA M OpraHM3aLMOHHO-TEXHUYECKMX
Mep, peannsyeMbiX B CO34aBaeMol CUCTEME.

OyHkunm CK3WM npwm BCTpamBaHuM B MNpUKIagHOE MNporpammHoe obecneyeHune MoryT 6biTb
NCMNOJIb30BaHbI:

1. Yepe3z wuHTepdenc dyHkumii CryptoAPI 2.0, 4TO nNO3BONSET MNPUMEHSTb BECb
WHCTPpyMeHTapui  ¢upmbl  Microsoft. [Ona 3Tux uenen  paspaboTumkm  MoOryT
BOCIMOJ1b30BaTbCA MNPOrpaMMHOM AOKyMeHTaumen, cogepxauerica B MSDN (Microsoft
Developer Network), a Takxe noctaensgeMbiM TectoBbiM [10; Ha Unix-nnatdopmax
(Linux, FreeBSD 5, Solaris 10) uepe3 unHTepdeinc 6ubnmotekm capilite.dll, asnawoweincs
nogMHoxectBoM mHTepdenca CryptoAPI 2.0. [1ns8 3Tux uenen B KOMMJIEKT NMOCTaBKU
BKJIlOMaeTca AOKyMeHT XTHAWU.00050-03 90 05 "Kpuntollpo CSP. PykoBoacrso
nporpaMMucra’.

2. HenocpeactBeHHbIM BbI30BOM (hyHKUMIM CK3W nocne 3arpy3km mMoaynsi C UCNOSIb30BaHUEM
¢dyHKkumn LoadLibrary. [nsa aTnx uenen B KOMMNAEKT NMOCTaBKKU BKOYaeTcsa AoKyMeHT XKTAW.00050-
03 90 05 "Kpuntollpo CSP. PykoBoAcCTBO nporpamMMucta’, onucbiBatowWwmnin coctas MGyHKLMM U TECTOBOE
Mno.

3awuTa OT 3aKnagokK, BUpYcoB, MoanduKaumm CUCTEMHOrO 1 npuknagHoro MO gonkHa 6bITb
obecneyeHa MCNoOMb30BaHNEM, CPEACTB @aHTUBMPYCHOW 3aLUNTbl M OpraHn3aunOoHHbIX MEPONPUATUA.

MpaBnna BCTpanBaHMa M ncnonb3oBanms CK3U

Mpu BcTpamBaHum CK3W Kpuntollpo CSP B npuknagHoe nporpammHoe obecriedeHne wnu
MCMOSIb30BaHMN ero B COCTaBe CTaHAapTHOro npuknagHoro MO [O/MmKHbI BbIMOAHATBCS cneaytolwme
TpeboBaHus:

1. Mpu wncnonb3oBaHUM OTKPLITOrO K/KYa WAM KA4ya npoBepkn 3l gomkHbl 6bITh
obecneyeHbl ero aBTopM3aumnsl, LOCTOBEPHOCTb, LENOCTHOCTb U MAEHTUYHOCTb. DTO MOXET
6bITb peanm3oBaHo:

e [yTeM 3aBepeHUs OTKPbITOrO K4Ya MAKN Kada nposepku 3l AOBEPEHHOW CTOPOHOM
(Hanpumep, B cnyyae MCMNOSIb30BaHUSA CEPTUMUNKATOB OTKPbITbIX KTOYEN);

e [MyTeM J[O0BEpeHHOro pacrnpoCTpaHEeHUsl U XpaHEHUs OTKPbITbIX KJOYEeN U KoyeWn
nposepku 3 B BUAE CNPAaBOYHUKOB.

2. Tpy MCNONb30BaHWN CePTUPMUKATOB OTKPbITbIX KAOYEen W Kkwyen nposepku 3,
3aBepeHHbIX MNOAMUCBbID AOBEPEHHOW CTOPOHbI, Ao/mkHa 6biTb obecneveHa 6e3onacHas
OOCTaBKa W XpaHeHue cepTudukaTa KaoyYa AOBEPEHHON CTOPOHbI, C WUCMOSIb30BAHUEM
KOTOPOro NpoBepsoTCS OCTalbHble cepTudukaTbl Kao4den nposepkn DI nonb3oBaTenen.

3. KpunTorpadwuyeckoe cpefcTBO, C MOMOLLbI KOTOPOro MpOU3BOAMTCS 3aBEpPEHUE KJIIHOYei
nposepkn DM, OTKPbITbIX K/IOYEH WAM  CMNPABOYHUKOB OTKPbITbIX K/OYEN, [OKHO 6biThb
cepTUGMLMPOBAHO MO Kaccy, COOTBETCTBYIOLWEMY MPUHSATON NOMUTMKE 6€30MacHOCTH.

4. [ng oT3biBa (BblBOAA U3 AENCTBUA) OTKPbITbIX KAOUeR U Katoden nposepkn I AOKHbI
MCNoNb30BaTbCA CpPeAcTBa, MO3BOJMSAKOWME MPOM3BECTU aBTOPM3auMio OT3biBawowero nuvua (B 3Tunx
uenax MoxeT 6biTb MCNONb30BaH CMMCOK OTO3BaHHbIX CEPTUPMKATOB, 3aBepeHHbIn DI foBepeHHON
CTOPOHbI).
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5. Mpwn BbizoBe lMpunoxeHueMm dyHkumn CK3UW B npukiagHoOM nporpamMMmHoM obecneyeHum
[OJKHa 6bITh NpeaycMoTpeHa NpoBepKa KoAa 3aBepLleHUs Bbi3biBaeMOn MyHKLMN.

17.1. TpeboBaHua no BcTpamBaHuio moaynen Kpuntollpo IPSec

C ucnonb3oBaHueM moaynen IPSec ocyuwecTtensercs 3awuta MHGOpMauum npu BbiXode B
KaHan CBS3M, NO3TOMY BCTpavBaHWe AaHHbIX MoOAyfneil paBHOLEHHO pa3paboTke CaMOCTOATENbHOrO
CK3U 1 fomKHO NpoBOANTLCSA B COOTBETCTBMK C MK3-2005.

B coctraBe CK3M Kpuntollpo CSP 3.6.1 He Bce pexumbl Moaynen IPSec npownu
ceptTudumKaumto, 3TO OTHOCUTCA K pexmmaMm ayTeHTudukaumm GSS_API 6ubnuotekum libike_gost
(cpike_api) nopaepxkun npotokona IKE n k pexumam moaynsa esp_gost (cpesp_drv) npotokona AH.
CepTudurkaums AaHHbIX PEXMMOB AO/KHA NPOBOAUTLCA B cOCcTaBe paspabaTtbiBaeMbix CK3U.
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MpunoxeHne 1. AKT rOTOBHOCTU K paboTe

YTBEPXOAIO

(BOMKHOCTL)

(HaMMeHOBaHME y4ypexaeHus)

(noanuce) (®.1.0.)

AKT

rOTOBHOCTU K paboTe C

(HanMeHoBaHue y4dpexaeHuns) (HanMeHoBaHWE U3LENNN)
" " 201 r
KoMuncecusa B coctaBe npeacenatens

M YsieHoB

(monxHOCTBL) (©.1.0.)
Ha3Hau4eHHas COCTaBMW/1a HACTOSILLMI aKT O TOM, YTO NOMeLleHne
3KCNAyaTMpytoLero opraHa , pasMelleHne ,
XpaHunuua

HasBaHue obopynosaHue

KTHO4YEBbIX HOCVITGJ'IEVI, OXpaHa rMnoMeLleHUN N NOAFOTOBNEHHOCTb COTPYAHUKOB K 06CJ'Iy>Kl/IBaHVIIO

obopyanoBaHue
COOTBETCTBYIOT:

(FOCT, VMHCTPpYKUNSA, pyKOBOASALLME AOKYMEHTbI, NMpaBuia nosb30BaHUA U T.M.)
Komunccusa otmevaeT, 4To nHcTannsaums MO BblIWEYNOMAHYTbIX U34enni npoBeaeHbl B COOTBETCTBUM C

NHCTPYKLMM
BbiBOA: KOMUCCUSA CUMTAET, 06BEKT oTBeuyaeT TpeboBaHMAM

Ha3BaHWe obbekTa

Ha3BaHWE UHCTPYKUUU

no obecneveHnto 6e€30NaCHOCTM CBSA3M MO YPOBHIO n MoxeT 6bITb BBEAEH B
nencTeume.
lMpeacepatens:

(noanuceb) (©.1.0)

YneHbl KOMUCCUN

(noanuck) (9.1.0)
(noanucek) (©.1.0)
(noanucek) (©.1.0)
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MpunoxeHune 2. XXypHan permcrpaunMm aaMMHUCTPATOPOB
6e30nMacHOCTK 1 Nosib3oBaTenemn

n/n | Opraumsaums d.1.0. IlaHHEIE permucTpaumumn JaTa [IprMedaHue
aIMMHMCTPaTopa perucrpaunmu (monp30BATEND,
6e30IacHOCTHU AIMVHUCTPAaTOP)
IOJIb30BaTeNd
CHCTeMH
Cunopos A. A. HET 21.01.2010 AIMVMHUCTPATOP

0e30MacHOCTI
ViBaHoB WM. WU. IIOYTOBEIL ampec: 01.02.2010 OneparTop

a.sidorov@acme.ru pacuyeTHOM
JOJIXHOCTS : CHCTeMsl

MpunoxeHune 3. XXypHan nonb3oBaTens cetu

n/mn Jara ®.11.0. CoBrIT JonosIHuTeNIbHEle IaHHBIE [IprMeduaHue

Bpemsa | mosib30BaTeNA ne
CHCTEeMH
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MpunoxeHune 4.«ypocrtosepswowmm ueHTp «Kpuntollpo YL»

MporpaMMHbIN KOMMNeKkc <«YaocTtosepswowmin LeHTp «Kpuntollpo YU» npegHasHadeH ans
BbIMOSIHEHUS  OpraHM3auMOHHO-TEXHUYECKUX MeponpusaTui  no obecnedeHuto  Mosib3oBaTenew
YpocTtoBepsitowero LleHTpa kak opraHusaumm cpeactBamum m cneundukaumamm anas MCnoib30BaHUs
cepTMdnNKaTOB OTKPbITbIX K/lOYeR B Lensax:

e KOHTPONS LIENOCTHOCTW 3MEKTPOHHbIX JOKYMEHTOB, MepefaBaeMblX B aBTOMaTU3MPOBAHHbIX
MH(OPMALIMOHHBIX CUCTEMAX;

e KOHTPONS LENOCTHOCTUN NMYBANUHbBIX MHDOPMAUMOHHBIX PeCYpCoB;

e TNpOBEPKHU NnOoANTMHHOCTU BSaMMOAEVICTBYIOU.lMX NnporpamMMHbIX KOMIMOHEHTOB n
KOHCbVI,CleHLI,VIaJ'IbHOCTVI nepenaBaemMblX AaHHbIX MpU VIHCbOpMaLI,VIOHHOM B3aMMOAENCTBUN;

e (CO34aHUA CUCTEMDbI ropnanyecku 3HauYnMMom 3)'IeKTpOHHOl‘;| noanncmn B CUCTEMAx
SNTEKTPOHHOIO ﬂ,OKYMeHTOO60pOTa;

e obecneveHus 6e3onacHoOCTN M pa3rpaHnyeHunsa oocrtyna npu B3aMMOAEeNCTBUU CY6'beKTOB
aBTOMaTU3NPOBAHHbIX MHd)OpMaLI,VIOHHbIX CUcrtemMm,

e CO34aHuUA MepapxmquKoﬁ CUCTEMDI ynpaBneHuna Knro4yamMu noanucu CY6'beKTOB
aBTOMaTU3NPOBAHHbIX VIHCbOpMaLLVIOHHbIX CUCTEM.

MporpaMMHbIN KOMMNeKC «Yaoctosepsownii LleHtp «Kpuntollpo YL» obecneunsaerT:
e Peanusaunio MHOroposieBon Mogenu ynpasneHusamm obbektammn «Kpuntollpo YLi»
e Co3sgaHue VMIHdpacTpyKTypbl YaocToBepsowmx LleHTpoB, NOCTPOEHHbIX MOo:

- Mepapxuyeckon mogenu;

- ceTeBOM (MOCTOBOW) MoAENN.
e AyaumT cobbITUiA, CBSA3a@HHbIX C 3KCNyaTaunen NnporpaMMHOro KoMnaekca

e Peanusaumio MexaHM3Ma 3aHeceHMss B cepTuduKaT kfouya nposepku M noanucu
cBefleHUn 06 OTHOLUEHMSIX, MPWU KOTOPbIX 3MNEKTPOHHbIN AOKYMEHT WMEET HpUANYECKY cuiy, u
o6nacTsix NpUMeHeHUst cepTudurkaTta

e BepeHus peecTpa 3apernMcTpupoBaHHbIX nosnb3oBartenemn

- BbinonHeHne npoueaypbl permcTpaumnmn rnosib3oBaTeNns B LEHTPasIM30BaHHOM peXxuMme C
NpuBbLITUEM PEFMCTPUPYEMOrO MOJIb30BATENS B YA0CTOBEPAOLWMA LieHTp;

- BbINoNHEHME npoueaypbl perncTpaummn nosib3oBaTens B pacrnpeaesieHHOM pexunme 6es
NpubbITUS PEFUCTPUPYEMOIO MOJSIb30BATENS B YA0CTOBEPSAOLWNIA LIeHTp;

- BbimonHeHuWe npoueaypbl yAaneHus Mnosib3oBaTefieit M3 peecTpa NoJsib3oBaTenell no
3anpocaM agMUHUCTpaTopa Yaoctosepstollero LieHTpa;

- BbIinonHeHue npouenypsbl yaaneHus nonb3oBartenen us peecTpa nonb3oBaTtenen B
dBTOMAaTU4YECKOM pexunme;

e [eHepauus ka4ven NnoanUcK 1 WndpoBaHms
- BbinonHeHWe npouenypbl reHepaunn nnYHbIX Kntodern 3 n kntodeinr nposepku M um
WwndpoBaHMa Noab3oBaTens Ha paboyem MecTe Nonb30BaTenNs;
- BbinOnHeHMe npoueaypbl reHepaumn AndHbIX Katoven DI mn kawoden nposepku 31 um
wndposaHMs Ha paboyeM MecTe aaMUHUCTpaTopa YaocTosepstouwero LleHTpa;
- BbinonHeHMe npoueaypbl reHepaumu NnYHbIX Kaoden I mn kawder nposepku 3l
yrnoJIHOMOYEHHOro nnua Yaocrtosepsiowero LleHTpa;
- BbinonHeHue npoueaypbl reHepauum NuyHbIX Kaoder 3 u kawodven nposepku Ol
YNOSIHOMOYEHHOI0 Nnua NoAYMHEHHOrO YaocToBepstowero LleHTpa;
e BepgeHue peecTtpa 3anpocoB M 3asBNAEHWUI Ha cepTUdUKaTbl OTKPbITbIX KKYENn N Ko4Yen
nposepkn 3l B 3/IeKTPOHHOM BUAE
- ®opMupoBaHMe 3anpoca Ha cepTuduKaT HOBOro kaw4a nposepku Ol Ha pabouem
MecTe nosb3oBaTens;
- ®opMupoBaHMe 3anpoca Ha cepTudukaT HOBOro knw4a nposepkum 3l Ha pabouem
MecTe aAMUHUCTpaTopa YaocTtoBepstowero LleHTpa;
- BbiBO4 3anpocoB Ha cepTudukaTthbl Katoyer nposepkn I nonb3oBatenen Ha 6yMaxHbIn
HocuTenb Ha paboyeM MecTe Nonb3oBaTeNs;
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e BeaeHue peectpa cepTUdUKATOB OTKPLITbIX KAOYen Wn kntoyern nposepkn M1, U3AaHHbIX
YpocTtoBepsoOWNM LIeHTPOM B 3/1€KTPOHHOM BUAE

- KOHTpO/Ib YHMKaNbHOCTM OTKPbITbIX Koven wudposaHna n kioden nposepku M1 B
dopmMnpyemMbix ceptTudmnkaTax;

- @opmMupoBaHMe cepTMdMKATOB OTKPbITbIX K/AKOYEN WU Ka4yen npoBepku Il
rnosib3oBaTeNe B 3NEKTPOHHOM BUAE B COOTBETCTBUMM C pekoMeHaaumamm X.509 Bepcum 3 m RFC
2459, no3BONAKWMX C NOMOLWbLIO KpuATorpaduyecknx metogos (3M1) UeHTpanM30BaHHO 3aBepsATb
COOTBETCTBME OTKPbITOrO Kjtoua U ktoya nposepkun I n atpubyToB onpeneneHHOMY MoJsib30BaTesNto;

- BbiBoa cepTudmkaTtoB knwo4en nposepku Il nonb3oBatenen Ha 6yMaxKHblA HOCUTENDb
Ha pabouyeM MecTe nosib3oBaTeNs;

- BbiBoa cepTudukaToB kawo4den nposepku Il nonb3oBaTtenen Ha ByMaxHbI HOCUTENb
Ha pabouyeM MecTe agMMHUCTpaTopa YaoctosepsioLlwero LieHTpa;

e BepgeHne peectpa 3anpocoB W 3aAB/IEHUA HA  aHHynuMpoBaHue  (OT3bIB) 7
NMPUOCTaHOB/IEHME/BO30OHOBIEHNS AENCTBUS CEPTUMUKATOB OTKPbITbIX KJIOUEN U KIHOYEN MPOBEPKMU
2l B 2N1eKTPOHHOM Buae

- BbinonHeHMe npoueaypbl GOPMUPOBAHUSA 3aNpoCOB Ha OT3blB CePTUMUKATOB KIHOYEN
nposepkn 3l Ha paboyeM MecTe nonb3oBaTens;

- BbinonHeHue npoueaypbl HGOPMUPOBAHMA 3aMpoCOB Ha OT3blB CEPTUGDUKATOB KIouei
npoeepku I nonb3osarteneit Ha paboyeM MecTe aAMUHUCTpaTopa YaocTtoBepstouwero LieHTpa;

- BeinonHeHne npoueaypbl GOPMUPOBaAHUS 3anpocoB OT MoJsib3oBaTenen Ha
NnpUoOCTaHoOB/IEHME/BO306HOBNEHME AeNCTBUS CepTMdMKATOB Ktoven nposepkn Il Ha paboueM mecTe
nonb3oBartens;

- BbinonHeHne npoueaypbl dopmMmnpoBaHus 3anpocos Ha
npuocTaHoBfieHne/Bo306HOBNEHNE AENCTBUA CEPTUPUKATOB KtoYelr nposepku Il nonb3osaTenen Ha
paboyem MecTe aaMMHUCTpaTopa YaocTtosepstowero LeHTpa;

- ®opMmMpoBaHMe M AOCTaBKY 3apermcTpupoBaHHbIM MOSb30BATENSIM CMMCKA OTO3BaHHbIX
cepTudunKaToB Kouen npoBepku 3l nonb3oBaTenein;

e BbinonHeHne npoueaypbl NOATBEPXAEHUSA NOATMHHOCTY D

- BbinonHeHne npoueaypbl  NOATBEPXKAEHWA  MNOANMHHOCTM 31 B 3NEKTPOHHbIX
AOKYMEHTax,

- BbinonHeHWe npoueaypbl MOATBEPXAEHUS MNOANMHHOCTM DI YyNoJHOMOYEHHOro Juvua
YanocTtoBepsitollero LieHTpa B n3aaHHbIX cepTudurkaTax kaoden nposepku M.

e Peanu3auuilo CUCTEMbl OMOBELLEHMSA MOJIb30BATENEN C WCMOSIb30BAHUEM MOYTOBbIX
coobLeHnmn

- YnpaBneHue onosBeLeHneM nonb3oBartenen o cobbITUAX B npouecce permcrpauumun;

- YnpaBfneHue onoBelleHWeM Mnosb3oBaTenel 0 CobbITUAX B TEYEHUU BCEro XU3HEHHOrO
uMkna ceptudmkaTos Kaw4yen nposepkn Jr1.

ApxutekTtypa NK «Kpuntollpo YL|»

MporpaMMHbIN KOMMNEKC «YaocTosepsawwnii ueHTp «Kpuntollpo YL» cocTtouT 13 cnepylowmx
KOMMOHEHT:

e LleHTp Ceptudmkaumm (LC)
e LleHTp Peruncrpaunu (LP)
e APM agmuHuctpatopa UP
e APM pa3zbopa KOHDAUKTHbIX CUTyaLui
e [lonb3oBaTeNbCKMX CPeacTB B3anMmoaencrems ¢ YL
- APM perucTtpauuun nosb3oBaTtens
- APM 3apernctpupoBaHHOro rnosib30BaTesid C MapKepHbIM AOCTYMOM;
- APM 3apernctpupoBaHHOro rnosib30BaTesia C K/IH0YEBLIM AOCTYMOM.
e [IporpammHoOro nHtepderica ssanmogerictens c YU (MHTepdenc BHewHnx MpunoxeHuin)
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Monb3oBaTenn

LleHTp CepTudukaumm

LleHTp cepTudmkaunmm- KoMnoHeHT komnnekca «Kpuntollpo YL», npegHasHaudeHHbIh ANs
dopmmpoBaHmsa ceptudukatoB Kaw4yen npoeepku DIl nonb3oBaTenen W aAMUHUCTPATOPOB
YpoctoBepsiowero LUeHTpa, CAUCKOB OTO3BaHHbIX CepTMMUKATOB, XpaHeHuss 3TasioHHoW 6as3bl
cepTUdUKATOB M CMUCKOB OTO3BaHHbIX cepTudukatos. LeHTp CepTudukaumm @yHKUMOHUPYET B
onepaunoHHon cucteme (OC) Microsoft Windows 2000/2003 Server n ncnonb3yet 6a3y AaHHbix SQL
2000 Server Desktop Edition. SQL 2000 Server Desktop Edition ycraHaBnuBaeTcs nporpammon
yctaHoBku MO LeHTpa CepTudunkauymm.

LUC B3amMogenctByer TOnbko C LleHTpoM Peructpauum unu Heckonbkumun LeHTpamu
Perncrtpaunn no OTAENbHOMY CErMeHTy JSIOKanbHOM CETUM C MCMONb30BaHWEM 3allMLLEHHOrO0 CeTeBOro
npoTokKosa.

LleHTp perncrtpauyunmu

LeHTp Pernctpaumm - komnoHeHT MAK «Kpuntollpo YU», npegHa3Ha4yeHHbI ANS XpaHeHus
perncTpauuoHHbIX  AaHHbIX  MOMb30BaTesiell, 3anpocoB Ha cepTudukatbl U cepTudmKaThbl
nonb3oBaTenen, NpeaocTaBfieHns MHTepdelrica B3aMMOAeNCTBUSA MNofib3oBaTeNen C¢ YA0CTOBEPSIOLNM
LeHTpoM. LleHTp Peructpaumm dyHKUMOHMPYET B onepaunoHHon cucteme (OC) Microsoft Windows
2000/2003 Server n ncnonbsyet 6a3y gaHHbIX Microsoft SQL 2000 Server (Desktop Edition, Standard
Edition wnwn Enterprise Edition). Microsoft SQL 2000 Server Desktop Edition ycrtaHaBnvBaeTcs
nporpamMoi yctaHoBsku MO LleHTpa Perncrpaunm.

LleHTp Permncrpaumn B3ammopgencteyeT C LleHTpom CepTtudumkaumm no OTAESIbHOMY CErMeHTy
JIOKanNbHOM CeTM C WCNOMb30BaHMEM 3alUMLLIEHHOrO CeTeBOro npoTokona. Bsaumogencreume
rnosib3oBartenen c YOoCToBepSWMM LIeHTpoM obecrneunBaeTcs 3a CHET UCMOb30BaHUSA MPUTOXEHWNI
(APM 3apeructpmpoBaHHOro mnosib30BaTesiId C K/K4YEBbIM AOCTynoM, APM 3aperncrpmMpoBaHHOro
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nonb3oBaTens C MapkepHbiM fgoctynoMm, APM perucrtpaummu nonb3oBaTens), npeaocraBisieMbiX
LleHTpoM Perncrpauun.

LleHTp Peructpaumun asnseTca eQMHCTBEHHON TOYKOW BXxoAa (perncrpauum) nosib3oBaTesien B
cucteme. TONbKO 3aperncrpupoBaHHbii B LleHTpe Perucrtpauum nonb3oBaTeflb MOXET MNOAyunTb
cepTuduKaT Ha CBOM OTKPbITbIA KoY B YAaocToBepsoweMm LleHTpe.

APM agMuHucTtpaTtopa UP

KomnoHeHT APM AamuHucTtpatopa WP npeaHasHadeH AN BbIMOSHEHUSA OPraHM3auMOHHO-
TEXHUYECKMUX  MEpPOMNpUSATUA, CBA3aHHbIX C perucrpauuen nonb3osaTtenen, GdopMnuposaHueM
cnyxebHbIX Knwyen n cepTudMKaToB Nosb3oBaTeneh M ynpasneHus LleHTpom peructpauuun. APM
aaMuHucTpatopa dyHkumoHupyetr B OC Microsoft Windows 2000/XP/2003. APM aamuHucTpaTtopa
B3ammogencteyeTr ¢ LeHTpoMm Perucrtpaumm no JsloKanabHOW CETU C MUCMOJSb30BaHWEM 3allULLEHHOM0
CEeTeBOro NpoToKosa.

MporpammMHoe obecnevyeHne APMa agMuHMUCTpaTopa SBASETCA  YHUBEpPCalbHbIM WU
ncnonb3yeTcs ANa BCEX POnel NpUBUIErMPOBaHHLIX Mosb3oBatenen (aAMMHUCTPATOPOB, OMNepaTopoB
nT.4a.).

APM pazbopa KOHMANKTHbIX CUTYaLni

APM pa3bopa KOHMAMKTHbIX CUTyauumin npegHa3HayeH AN BbIMNOJHEHWS OpraHM3auMoOHHO-
TEXHUYECKMX MEpPONPUATUIA, CBA3AHHbIX:

e C NOATBEPXAEHMEM MOAMMHHOCTM DI B 3/IEKTPOHHBIX AOKYMEHTax MU OnpeaesieHus crtaTyca
cepTMdnNKaToOB OTKPbITbIX KOYEN Nosb30oBaTenem;

e C MOATBEPXAEHMEM NoaAnHHOCTU DI yNoSHOMOYEHHOro finua YaocTtoBepstowero LleHTpa B
N3roTOBJIEHHbIX UM cepTudUKaTax OTKPbITbIX K/OYen.

APM pasbopa KOHMAMKTHbIX cuTyaumit @yHKuMoHnpyet B OC Microsoft Windows
2000/XP/2003. APM pasbopa KOHMNAMKTHbIX CUTyauuih He B3aUMOLAEWUCTBYET HU C KakuM ApYyrum
KOMMNOHEHTOM YpocTtoBepstowero LleHTpa v ucnonb3dyeT B cBOel paboTe o06bekTbl, NpeabsBiseMble
CTOPOHaMM KOH(MINKTa B KayecTBe AOKa3aTeNbCTBa TeX WM MHbIX PaKTOB (3NEKTPOHHbINA AOKYMEHT C
3I, cepTndmrKaTtbl, CNUCKN OTO3BaHHbIX CepTUHUKATOB U T.4.).

APM peruncrtpaunn nonb3oBartend

APM peructpauum nonb3oBaTens LleHTpa Peructpaumn npepHasHayeH ANS BbIMNOMHEHUS
OpPraHM3aLMOHHO-TEXHUYECKMX MEPONPUSATUIA, CBS3aHHbIX C BbIMO/IHEHMEM MPOUEAYpbl perucrTpaumm
nosnb3oBaTtens Ha YaocTtoBepsitoweM LileHTpe B pexuMe pacnpefeneHHon perncrpaumnm.

APM peructpauun nonb3oBaTtenst ¢gyHkunmoHupyet B OC Microsoft Windows 98 un Bbiwe (cC
ycTtaHoBneHHbiM MS IE 5.0 u Bbiwe). APM peructpaumm nonb3oBaTtens B3amMmogencresyet ¢ LleHTpom
permnctpaumm no npotokony HTTP(S) c oAHOCTOpPOHHEN ayTeHTUdMKaUNEN.

K 0CHOBHbIM (pyHKUMAM APM perncrpauum nosb3oBaTens OTHOCATCS:
e obecneveHune B3anmoaencteuna c LeHtpom Pernctpaumu.

e obecrneyeHne BO3MOXHOCTM (OPMUPOBAHUSA M Mepefaun 3anpoca Ha perncrpaumio
nonb3oBarens.

e lndpoBaHMe WHdOpPMauMM, nepefaBaeMon Mexay nofb3osBaTeneM wu  LleHTpoMm
Perncrpauuu, ¢ ncnonb3osaHmem npoTtokona TLS ¢ 04HOCTOPOHHEN ayTeHTudunKaumen.

APM 3apernctpmpoBaHHOro nosib3oBaTend C MapKepHbIM
NOCTYMOM

APM 3apernctpmpoBaHHOro nosib3oBaTeNnss C MapKepHbIM AOCTYNOM MpeaHasHadeH Ans
BbINOJSIHEHUS OPraHM3aLMOHHO-TEXHUYECKMX MEpPONpUATUA, CBS3a@HHbIX C reHepauuen cnyxebHbix
Kno4yen, GopMmMpoBaHMEM 3anpoca Ha CAyXebHbli cepTudukaT Knwda nposepku DI M nony4veHue
cny>xxebHoro ceptTudukaTa knoda nposepku 3.

AyTeHTUdMKaLMS 3aperncTpupoBaHHOIO MOJIb30BaTeNs OCYLLEeCTBASETCa C MCMNOo/b30BaHUEM
BPEMEHHOro Mapkepa A0CTyna, NpeacTaBastolero cobom CoOBOKYMHOCTb CNeayowmX CyLHOCTEN:

e WpeHntundwukartop (ID);

e [laponb.
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NoeHTudpunkatop dopmupyetcs LleHTpoM Pernctpaumu n npeacrasnsieT cobon uenoe ymcno.

Maponb dopmupyetca LleHTpoMm Peructpaumm v npeacrtaBnsieT cobol CTPoOKy CMMBOJIOB
AONNHON 6.

Mapkep gocrtyna, cpopMMpoBaHHbIi LleHTpoM Perncrtpauuun, nepegaeTca nonb3oBaTtesnto nnbo
B npouecce peructpaumm (c wucnonb3doBaHnem APM 3ao4yHol (yAaneHHOW) perucrpaumu) no
3awmweHHoMy KaHany nmbo coobuaeTca nonb3oBaTento a4MUHUCTPATOPOM.

APM  3apernmctpMpoBaHHOrO MoJib30BaTeNsi C MapKepHbIM AOCTYMNMoM, KakK MpasBwuio,
NCNONb3yeTcs B ABYX C/ydasx:

e B npoueaype pacnpefesieHHOM perncrpauum nosb3oBaTtens, fnocne mucnosb3oBaHus APM
perncrtpauum nosib3osaTens;

e B C/lyyae nNOTepu KKoYa ayTeHTUduKauum (Npu KOMMNpoMeTaumnm UAW B MHbIX Cly4dasax)
3aperncTpMpoBaHHOro MNofb30BaTeNs W HE WUMeLWero BO3MOXHOCTM JIMYHOro npubbiTs B
YpoctoBepsoowmni LleHTp 4na nonyyvyeHnsa Kiaoyen u cepTudukaTos.

APM 3aperMctpuMpoBaHHOr0 MoJfib30BaTeNs C MapKepHbIM AOCTynoM dyHKunoHupyetr B OC
Microsoft Windows 98 u Bblwe (c yctaHoBfieHHbIM MS IE 5.0 u Bbiwe). APM 3aperncrpmpoBaHHOro
nonb3oBaTens C MapKepHbIM AOCTYNOM B3auMoOAencTByeT C LleHTpoM perucrtpaumm no npoTOKONy
HTTP(S) c oaHOCTOpOHHEN (cepBepHOI) ayTeHTUdUKaumen.

APM 3apernctpupoBaHHOro nonb3oBaTtend C KJ4eBblM
AOCTYMNOM

APM 3aperMctpMpoBaHHOro nosib30BaTesld C K/4YEeBbIM AOCTYNOM npegHasHayeH Aans
BbIMOJSIHEHUS OpPraHM3auMOHHO-TEXHUYECKNX MEPOMNPUATUIA, CBA3aHHbIX C YMNpaBfieHWEM JIUYHOW
K/IOYUEBON WHGpOpMaUMeEn n cepTudukatamMm, TakKMMM Kak opMmpoBaHme paboumx Kiyen u
3a89B/IEHUA Ha U3roToB/ieHMe CcepTUdUKATOB, 3asB/IEHUA Ha aHHynupoBaHwe cepTuduKaTos,
NpUOCTaHOBJIEHNE W BO30OHOBNEHUS AENCTBUSA, MNOJyYeHMEe M YCTaHOBKA CMMCKA OTO3BaHHbIX
ceptudunKaToB.

APM 3aperucrtpmpoBaHHOro rosib30oBaTenst C KAK4YEeBbIM A0CTYnoM dyHKumoHnpyetr B OC
Microsoft Windows 98 u Bblwe (c yctaHoBneHHbiIM MS IE 5.0 u Bbiwe). APM 3aperncrpmpoBaHHOro
nonb3oBaTtens C K/KYEBbIM AOCTYNOM B3auMMopencTtByeT C LleHTpom perucrpaumMm no MNpOTOKONY
HTTP(S) c ABYXCTOPOHHEN ayTeHTUdMKaunen.

NHTepdenc BHewHnx Mpunoxennn «Kpuntollpo YL »

MporpamMmMHoe obecneveHne LieHTpa Perncrpaumu peanmsosaHo B Buae seb-cepsunca. Beb-
cepBuc LleHTpa Permnctpaunmn 6a3mpytoTcs Ha Tpex OCHOBHbIX Beb-cTaHAapTax:

e SOAP (Simple Object Access Protocol) —npoTokon ans nocblkM CoobLeHnr no NpoToKony
HTTP(HTTPS) n apyrmum Internet-npotokonam;

e WSDL (Web Services Description Language) — Ha s3blke 475 ONUCaHUS MNPOrpamMmMHbIX
nHTepdencos Beb-cepBncos;

e UDDI (Universal Description, Discovery and Integration) — Ha cTaHgapTe AN MHAEKCcauum
Beb-cepBMCOB.

Hanpumep, KkoHconb apgMuHucTpatopa LeHTpa Peructpauumn obwaetrcs ¢ cepBepoM
NpUIOXEHUS NyTeEM Bbi30Ba METOAOB YyAaneHHbix ob6bekToB nNo SOAP npoTokony, ucnonbdys WSDL
onuncaHune Beb-cepsunca RA.wsdl.

LleHTp perncrtpauum npenocrtaBnsieT NporpaMMHbln nHTepdeinc BHeWHMX npunoxerHnii (UBIT)
Ana poctyna K dyHKUnoHanbHoctu LIP. TlporpaMMHbIn  MHTEpdhenc uncnonb3yeTcsd BHELWHUMMU
NPUNOXEHNAMM, KOTOpble MOryT BbICTYNnaTb B poOJsM NOMb30OBaTens WIn aAMUHUCTpaTopa, B
3aBUCMMOCTM OT NpeaocTaBnsemMoro ceptudukara.

Ons obecneyeHns BbI30BOB yAaseHHbIX 06beKTOB € ucnosb3osaHnem SOAP npotokona LeHTp
Pernctpaunun cogepxuT cneumanbHyto ASP cTtpaHuuy «RA.asp» — obpaboTunk SOAP-3anpocos. I3TOT
06paboTtumk npuHumaetr SOAP 3anpockl, noctynatwowme no nportokonam HTTP unu HTTPS, B Buae
pokymeHToB XML. C ncnonb3osaHnem WSDL n WSML onucaHusa Beb-cepsuca, oH npeobpasyeT umx B
BbI30Bbl 06bekTOB nNpunoxeHnsa COM+ LeHTpa Permncrtpaumun. Mo OKOHYaHWIO BbiI30Ba, OH MNosiyvyaeT
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BO3BpalllaeMble 3HaYeHusi, ynakoBbiBaeT ux B SOAP cooblieHne 1 OTNpaBaAseT ero KANEHTCKOM YacTu
NpUNoXeHus.

dakTnyeckun, paspaboTka MPUNOXKEHUSA, KOTOPOMY HeobxoamMma ¢yHKUMOHaNbHOCTL LleHTpa
Perncrtpauun, cBoAMTCA K HanuCaHW nporpaMMbl, KoTopas GOpMUPYET <«NnpaBuiibHble», B
cooTBeTcTBMM C WSDL onucaHuem, SOAP 3anpochbl, coaepxalwme Ha3BaHue Beb-cepBuca, nopTa,
BbI3bIBAEMOr0 MeTOAa, HaMMEHOBaHUSA U 3Ha4YeHUs NapamMeTpoB MeToAda. [MoToM HekoTopbiM 06pa3om
3Ta NporpamMMma oTnpasnaseT nx rno npotokonam HTTP unm HTTPS Ha URL agpec RA.asp. B oTBeT 3Ta
nporpamMMa nosydaet SOAP oTBET C pe3y/sibTaTaMM Bbi30Ba, 3aTeM pa3bupaeT 3TOT NakeT U U3BNEKaET
BO3BpallaeMble 3Ha4YeHus.

Pexxumbl paboTbl «Kpuntollpo YL»

Pe>xuMbl perncrpauum nonb3oBartesnieil Yaocrosepsiouwero LieHTpa

MK «Kpuntollpo YL» obecneumBaeTr peanu3aumio CNeayrwmx pexumMoB perncrpauunm
nosb3oBaTenen:

LleHTpann3oBaHHbIN pexunm

Mpun LeHTpanan3oBaHHOM pexume perncrpaumm, naeHTndunkaums rnosib3oBaTens
OCYLEeCTBNAETCA aAMUHUCTpPaTOpoOM YpaocTtosepsiowero LleHTpa Ha OCHOBaHMM  [OKYMEHTOB,
YAOCTOBEPSAIOLWMX JIMYHOCTb MOSb30BaTeNns, npu JNYHOM NpubbITUN perMcTpupyemMoro nonb3oBaTens B
Y.

AOMUMHUCTpaTOp C wucnonb3osBaHuMem O APM agmumHuctpatopa LUeHTpa Perunctpauum
dopMUpyeT 3anpoc Ha perucTpaumio B 3/71eKTPOHHON dopMe OT MMeHW MNOoNb30BaTens U MNpUHUMMaeT
ero.

PacnpegeneHHbIn pexum

Pacnpep,eneHHbm PEXNM perncTtpaumm nonb3oBaTensd ABIAETCA ONuUMOHAJIbHbIM peXnMoM U
MCcnosb3yeTcs MNpu  HEeBO3MOXHOCTM (MO pa3HbiM  MpWUyYMHaM, B TOM 4YMCNE W MO TMpPUYUHE
3KOHOMMYECKON uenecoobpasHOCTM) permcrpaumm rnonb3oBaTenen B LeHTPaIM30BaHHOM pexXunMe.

MD,EHTVICI)VIKaLI,VIH nonb3oBaTtensa ocyuwiecTBndeTcs HOTapunyCcoM nyTem coBepLlieHuns
HOTapuaibHbIX LEeNCTBUi npwu 3aBepeHnn 3asaB/ieHNA Ha pernctpaunio nonb3oBaTesid, Ha OCHOBaHUU
AOKYMEHTOB, YAOCTOBEPAKLWUNX TNYHOCTb NOJZIb30BaTENA.

C nomouwbto MO APM perncrtpaunm nonb3oBaTesns perMcTpupyemMble nosib3oBatenm GopMUpyoT
3anpocC Ha perncTpaumuio B 31eKTPOHHON dopmMe.

Peructpaumsa nonb3oBaTens B pacnpenesieHHoM pexume Ha YL ocyuwecTtsnsercd
aAMUHUCTpaTopoM Ypoctosepswwero LleHTpa Ha OCHOBaHWM HOTapuasibHO 3aBEPEHHOro 3asiB/IEeHUA
Ha permcTpaumio M 3amnpoca Ha perncrpaumio B 3/IEKTPOHHOW OopMe nyTeM MNPUHATMS 3anpoca Ha
perncTpaumio B 3/1IeKTPOHHON dopmMe.

YnpaBseHue KAw4YaMum U ceptuduKataMym OTKPbLITbIX KJIIOYEN nosb3oBaTeneun
YpocrtoBepsitowero LleHTpa

LleHTpann3oBaHHbIN pexunm

Monb3oBatenun YL nony4datoT knwoum M ceptudurkaTbl OTKPbITbIX K/OYel y OTBETCTBEHHOMO
coTpyAHuka (aamMuHucTpaTtopa) YU.

AAMWUHUCTPATOP BbIMOHAET Npouefypbl reHepauum Knoden n ceptuduKaToB nosb3oBaTesnen
Ha cBoeM paboyem mecTe C ucnonb3osaHuem NO APM agmuHucTpatopa LleHTpa Perncrpaunu.

YrnpasneHne ceptudMKaTaMu MoNb30BaTeNE B TEUEHUM UX XUIHEHHOro LUMKNa, Takxke
OCYLLECTBAIAETCA aAAMMHUCTpaTopoM YLI.

PacnpeaeneHHblii pexuMm

lMonb3oBaTenu YpocrtoBepswuwero LeHTpa caMoCToATeNbHO OCYLECTBASAIT npoueaypy
reHepauunm KNo4ven mn CbOpMMpOBaHMe 3anpocoB Ha cemechKaT OTKPbITOro KJito4a.

BbinonHeHne 3TMX npoueayp OCyLeCcTBAdAeTcsa C ucnonb3osaHmeMm APM 3apernctpmpoBaHHOro
rnosb3oBarens Ha pabouem mecTe.

MocTynatowme 3anpockbl Ha cepTudurKaTbl OTKPbITbIX KJlOUEN nosib3oBaTenen obpabaTbiBatoTcs
aaMuUHUCTpaTopoM YL, c ucnonblosaHnem APM agmMnHuctpaTtopa LeHTpa Peructpaumu.

YcTaHoBKYy Ha paboyeM MecTe BbINYLLEHHbIX CEPTUDOUKATOB OTKPbITLIX KIKOYEN MoNb3oBaTeNb
OCYLLEeCTBNAET TakKXe C wucnonb3oBaHneM APM 3apeructpupoBaHHoro mnonb3osBatensd. Ha APM
3aperncTpMpoBaHHOro Mosb3oBaTesis NpeaoCcTaBnseTcs BO3MOXHOCTb OCYLecTBUTb (GopMMpoBaHue
3anpoca Ha oT3bIB (MpUoCTaHoBNEeHME/BO306HOBNEHNE AEUCTBUSA) CEPTUPUKATOB OTKPbITbIX KOYEN 1
Knoyen nposepku II1.
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MacwTtabupyeMocTb 1 npomnssoanTenbHoCcTb MK
«KpunTtollpo YL»

MacwTtabupyemocTtb

Hannune B coctaBe nporpaMMHoro obecneyeHumss LleHTpa Permcrpaumm nporpaMmMHoOro
nHTepderica ana paboTbl C BHEWHMMW MNPUIOXKEHUSMU TpeTbuX GUPM MO3BOJSET COo34aBaTbh
WHTErpMpoBaHHble peLleHus.

MporpaMMHbIii MHTepdec NpeaocTaBigeT BO3MOXHOCTb BCTPOUTb B CTOPOHHME MpPOrpaMMHble
npoayKTbl (YHKUMM MO ynpaBneHuo obbekTamu LleHTpa Peructpaumm (yyeTHble 3anucu
nonb3oBaTtenien, cepTuduKkaTbl, 3anpocbl OT Mosb3oBaTeneli U T.4.). Takoe BCTpauMBaHWe MO3BONAET
ONTUMM3NPOBATb MHMOPMALMOHHbIE MOTOKM B MNpPUKAAAHbIX CUCTEMAxX 3a CYET COBMELLEHUS
peructpauuu nosb3oBaTeneil B MNPUKIAAHOM CUCTEME C perucTpauueit nosnb3oBaTens Ha
YaocTtoBepsaoweM LleHTpe, YMpoLlEeHUss aBTopu3aumMv aboOHEHTOB B CUCTEMAX 3alUULLEHHOMO
OOKYMEHTO060pOTa M Tak Aanee.

Peannzaumss nporpaMmHoro wuHtepdgenca LeHTpa Peructpaumm C  KUCNOJIb30BaHMEM
3alUMLLEHHOr0 TPaHCMOPTHOro npoTokona TLS u cTporon ayTeHTUudukauum B3aMMOAENCTBYHOLLNX
KOMMNOHEHTOB Ha OCHOBe CepTUdMKATOB OTKPbITbIX Ktoven, obecneunBaeT aBTOPMU3aLMNIO KITMEHTCKNX
M CepBepHbIX YacTel WHTErpMpPOBAHHOIO TMpUIIOXKeEHNS U obecrneymBaeT KOHMWUAEHLMANbHOCTb
nepepaBaeMbiX AaHHbIX. TpeboBaHne obecneuveHuss KOHDUAEHUMANbLHOCTU nNepefaBaeMbiX AaHHbIX
MeXAy BHELHWUM npuoxeHueMm u LleHTpoM Pernctpaumm Bo3HMKaeT B CNeACTBUM TOro, YTO B COCTaB
nepefaBaeMbliX AaHHbIX BXOAUT M MepcoHanbHas MH@OpMauus nosb3oBaTenen n mHbopmaums wm3
LOKYMEHTOB, pernamMmeHTUpyowmnx obcnyxmBaHme nosib3oBaTens B NpMKIagHON CUCTEME.

Mopnepxka  Heckonbkux  LleHTpoB  Peructpauum B coCTaBe  OAHOrMo0  KOMMJIeKca
YpocToBepsitowero LleHTpa CTaHOBUTCA akTyalbHa B C/lyvae HanuMumsi pasfinyHbiXx 6uU3Hec-mMoaenemn
ynpaBneHns perncrtpauuoHHbIMM 3anucsiMm  MNofnb3oBaTener M WX KayeBor MHdopMauum B
npukNagHblX cuctemMax npeanpusatTmsa. W3MeHsss HacTpOWKM W pexumbl paboTbl B LleHTpax
Perncrpauumn, o6cnyxuBalowmnx COOTBETCTBYOWME MpPUKIaAHbIE CUCTEMbI, B COOTBETCTBUM C
npeabaBnsieMbiMM  TpeboBaHMAMM  [OCTUraeTcss OMNTUMM3AUMS CUCTEMbl  yNpaBAEeHUS  y4YeTHOWM
nHdopMaLnmM noab3oBaTesien, KIdYamMn n ceptTMdUKaTOB OTKPLITbIX KIOUEN U KtoYen nposepku 1.

B3aumogencrteme KOMMOHEHT YpoctoBepstowero LleHTpa nocpeAcTBOM — 3aWMLLEHHbIX
COEANHEHUM  C  MCMONIb30BaHMEM npoTokona HTTP(S) obecneuynBaeTr TeppuTOpUaAsbHO-
pacnpegeneHHyo Modenb Ypoctosepswwero LeHTpa. Wcnonb3oBaHMe B KayecTBe CUCTEMbI
TeNleKOMMYHUMKaunii ceTb VMIHTEpHeT NO3BONSEeT 3HAUMTENbHO YAEeWeBUTb peasin3auuntd Takom Mopenm
YpocTtoBepsitowero LleHTpa 6e3 cywectBeHHOro ocnabnenus TpeboBaHuii No 6e30nacHoOCTU.
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MpounsBoauTesIbHOCTb

C uenblo npoBeaeHUs  He3aBMCUMOM  3KCMepTu3bl  NOTpebuTenbCKMX  CBOWCTB U
npoussoantTensHoctn MK "Kpuntolpo YU", OO0 "KPUMTO-MPO" (http://www.cryptopro.ru) n 3A0
"Ypoctosepsatowumii LleHtp" (http://www.nwudc.ru/) 3akniouunm cornalleHne, B paMkKax KOTOporo Ha
TexHonornyeckonn 6asze 3A0 "YpocTtoBepswowmin LieHTp" cunamm cneumanuctoB KomnaHuu 6binm
npoBeaeHbl ucnoitaHusa MAK "Kpuntolpo YL". Mporpamma 1 MeToamka ucnbitaHuin bbina paspaboTaHa
COBMECTHO crneuymanuctamm 000  "KPUMTO-MPO" wn 3A0 "YgocrtoBepsiowumin  LleHTp" n
npeaycmaTpuBana BbINOSIHEHME TECTOB, MOATBEPXAAWWMNX @YHKUMOHaNbHbIE BO3MOXHOCTM [TAK
"Kpuntolpo YLU", 3asBneHHbix npousBoauTeneMm. Takxe B paMKax 3TUX [OrOBOPEHHOCTEN
BbINOJIHANINCb Harpy304Hble TeCTbl MO perncrTpauum nonb3osaTtenen Ha «Kpuntollpo YL ».
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