HacTtpounka
KpunTollpo Winlogon

B nomeHe Windows C ncnosfib3oBaHmem
Kpuntollpo YL



Moanaepxka Kpuntolpo Winlogon B KpunTollpo YLI.

AHHOTALUWA

HacTtoswmii  OOKYMEHT COAEpXWUT onucaHuve npouenyp Hactponkm [0 wm  Bbinycka
ceptudukatoB ¢ nomowbto Kpuntolpo YU ansa ucnonb3osanms Kpuntolpo Winlogon B gomeHe
Windows.

UHdopmaumsa o paspabotumke:
000 «KpunTo-lpo»
127 018, MockBa, yn. Cywésckuii Ban, 4. 16 ctpoeHne 5
TenedoH: (495) 780 4820
dakc: (495) 780 4820
http://www.CryptoPro.ru
E-mail: info@CryptoPro.ru



http://www.cryptopro.ru/�
mailto:info@CryptoPro.ru�

Moanaepxka Kpuntolpo Winlogon B KpunTollpo YLI.

COLOEPXAHWNE

1. OOBLUME TPEOOBAHMSA ...ttt ettt ettt ettt et e et e aeeaneaaneaaneans 4
D2 £ 1 - 1 - T ] 17 - T 1 5
3. HACTPOMKA [OMEHA .....oonniiniini e 6
G R A Vo= = ] <7 7 18 S 6
3.2. PaspeweHune ayTeHTUdGUKaUMmM No ceptudunkatam YU, ... 6
3.3. ObecneuyeHune AOCTYNHOCTN cepTudUKaTa YL, BTOPOrO YPOBHS. .ccevvuiiiniiiinaneannennnn. 6
4. Hactpoika KpUMNTolIPpo YL ... e 7
4.1. Hacrtpomka LUeHTpa ceptudmkaumm Kpnntolpo YL ...coooiriiiiiiiii e 7
4.2. Hactpoika LeHTpa pernctpaunm KpunTolpo YL ..o 9
4.2.1. LUab6bnoH ceptnpukata "Ceptnmukat Bxoda CO CMapPT-KapToN” .....c.cevvevennnnn... 10
4.2.2. LUla6bnoH ceptnpukata "Ceptngmukat KoHTposnepa gomeHa (winlogon)” .......... 11

5. HaCTPOMKA KOHTPOJUIEPOB AOMEHA .......cuuininnininei et ie et e et e et eteaeanaaeananens 12
6. CepTUMUKATBI MOMIb3OBATEIICM .......onninnii et aeeaeas 15
6.1. CosgaHue ceptudmkaTa Noab3oBaTens C NOMOLWbO HTML-POPMbI. c.ovvvevieeieennn.n.. 15
6.2. CosgaHue ceptudmkaTa nonb3osartens Ha APM AamumHuctpaTtopa Kpuntollpo YU. . 15
7. T1ePEUEHD COKPALUEHMM ... e e et eaeas 17
8. MePEUEHD PUCYHKOB. ...ttt ettt et ettt et et et et e e e aaneeaaneeanas 18
9. [lMepeueHb CCbINTOUYHDBIX AOKYMEHTOB . .......uui ettt et e e e e aaaaeeaaneenn 19




Moanaepxka Kpuntolpo Winlogon B KpunTollpo YLI.

1. O6bwume TpeboBaHus

Ona  dyHkunmoHmpoBaHusa Kpuntollpo Winlogon Tpebyetcs, u4to6bl 6blAM  NpaBUIbHO
HacTpoeHbl paboyaa CcTaHuus ANa Bxo4a, AOMEH W KOHTposfepbl AoMeHa. [loMeH AO/KEH AOBepATb
YpocTtosepstowemy UeHTtpy (YL) ayteHTuduMuMpoBaTb nonb3oBaTenen C MNOMOLWWbI cepTudmKaToB
AaHHoro YL. Pabouas craHumsa ansa Bxoda v KOHTpPO/iepbl AOMeHa AO0/KHbl obnagaTb nNpaBuIbHO
HaCTPOEHHbIMWN cepTUdUKaTaMu.

Kak n B ntobon peanunsaumm NOK, BCe y4aCTHUKN AOSKHbI AOBEPSATb KOpHEBOMY YL, KOTOpbIA
noanucan ceptudukaTt Bbinyckawwero YL. KoHTponnepbl aoMeHa m pabouve cTaHuMM Ans BxoAa
OOJ/DKHbI OBEpATb KOpHEBOMY YLI.

YcraHoBka MO n Heob6xoanMblie HAaCTPOWKM AN BbINO/IHEHUSA YKa3aHHbIX TpeboBaHMI onucaHbl
B nocneaylowmnx pasgenax.
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2. YcTaHoBka 10

Ona ucnonb3osBaHna Kpuntollpo Winlogon Ha ceptudukartax, nsgasaembix Kpuntollpo
YL, Heo6x0aMMO ycTaHOBUTL criegytowee MO:

e Ha BCE KOHTPOJI/Iepbl OMEHa:

o nmbo Kpuntollpo CSP 3.6 c nMueH3nen, BkaoyawLen pexmm KDC;

o Jnmbo Kpuntollpo CSP 3.0 n Kpuntollpo Winlogon B pexunme KDC
e HA KOMMbOTEPbI KJINEHTOB:

o nunbo Kpuntollpo CSP 3.6 ¢ nuueH3unei, skntodatowen Winlogon KnmeHT;
o nunbo Kpuntolpo CSP 3.0 n Kpuntollpo Winlogon
e KpunTtollpo YL Bepcun He Huxe 1.4.

O TpeboBaHusax k OC wu annapatHoMmy obecneyveHunto panaa nepedmcneHHoro IO

CM.
AOKYMEHTAUNIO K COOTBETCTBYHOLWNMM NMPOAYKTaM.

O6patnTe BHMMaHMe, 4To Kpuntollpo Winlogon noaaepXuBaeT He BCE BUAbl cMapT-KapT (CM.

[CPWL]). B wuyacTtHOCTM, cMapT-kapTbl Ockap, pa3MedeHHble pana Kpuntollpo CSP 1.1, He
noaaepXXuBaroTcs.
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3. HacTtponka aAoMeHa

3.1. [osepue k YL

KoHTponnepbl gomeHa wn paboume craHuMm p[oOKHbI goBepsatb YU, ana obecnedeHus
BO3MOXHOCTW BXO4a Nosib30BaTeNnen No capTkapTaM.

Ecnu paccmatpuBaembiii YL, BbinyckawwWwuii cepTudukatbl A58 Bxoda CO CMapT-KapToW,
ABNSETCA KOPHEBbLIM, TO €ro cepTuduKaT AoNXeH O6biTb YCTAHOBMEH B XpaHunvula [loBepeHHble
KOpPHEBbIe LEeHTpPbl cepTudMUKaLMM yKa3aHHbIX KOMMbIOTEPOB. Ecnv e aAaHHbI YL, siBnsertcs
NOAYMHEHHBIM, TO B 3TO XPaHWIWLLIE HeO6XOAMMO YCTaHOBUTb cepTuduKaT KopHeBoro YL, Ha
KOTOPOM 3aKaHUMBAETCH Lienoyka cepTudunKaToB Bbinyckatowero YL.

OnucaHHylo npouenypy PpPeKOMeHAYeTCs BbIMNOMHUTbL C  WCNOAb30BaHMEM BO3MOXHOCTEMN
rpynnoBbIX MOANUTUK AoMeHa Windows. 1714 3TOro B ocHacTke [pynnoBble NONNTUKN Ha KOHTposnepe
aoMeHa B y3ne KoHdwurypauumsa komnbilotepa — KoHdurypauma Windows — [MapameTtpbl
6e3zonacHocT — TIOIMTUKKM OTKPLITOro KJjw4ya — [JloBepeHHble KOpPHEeBbl€ LEeHTPbl
ceptudukKaumMm BbINMOJHUTE UMMOPT Tpebyemoro cepTtudukarta. Cnegyer OTMETUTb, 4TO ann
MMMNOPTUPYEMOIro cepTudUKaTa He A0MXEH coaepaTb B cebe uenoyek ceptudukatoB nu COC. lMocne
NPUMEHEHUST HACTPOEHHOM TakMM 06pa3oM rpyrnmnoBOM MOMIMTUKM Ha BCEX KOMMbTEpax AOMeHa
OAHHbIN cepTUdUKaT NOSBUTCA B XpaHunuiie [loBepeHHble KOPHEBbIE LLeHTPbl cepTUunKaumn.

3.2. Pa3speweHue ayteHTUdMKaumm no ceptudukaTtam YL

Utobbl cepTudwukaTtbl, Bbinyckaemble Kpuntollpo YL, Mornm wucnonb3oBatbCs AN
ayTeHTMduMKaumm B AOMEHE N BXOAA CO CMApT-KapToi, AOMEH AO0/IKEH SBHO A0BepsATb 3Tomy YL. Ang
aToro B Active Directory B xpaHunuwe NTAuth gomkeH 6biITb NponucaH ceptudmkaT atoro YL.

Y1066l momecTuTb cepTudukaTt YL B 3TO XpaHunuwie, coxpaHuTe ero B danin 1 BbINOJHUTE
CNefyLyo KOMaHay:

certutil —dspublish —f <filename> NTAuthCA

3necb <filename> — uMsa daiina c cepTudpmnKkaTom.

Mporpamma certutil yctaHaBnuBaeTca BMecTe co cnyxbamu ceptudumkaumm Microsoft Ha
Windows 2000, a TakXxe npucyTcTByeT B atobon nocrtaBke Windows Server 2003. [ns ycCnewHomn
nybénukaumm Heobxoammo, 4tobbl yd4€THas 3anucb, Mo KOTOPOWM BbIMNOJIHAETCA KOMaHAa, BXoguna B
rpynny aaMMHUCTPaTopoOB AOMeEHa.

3.3. ObecneyeHne AOCTYNHOCTU cepTudmkaTta YL BTOporo ypoBHS.

Ecnn paccmatpumBaembln YL, Bbinyckawwuin ceptudukatbl 418 Bxoga CO CMapT-KapTon,
ABNSETCS KOPHEBbIM, TO ero cepTudukaTt Ao/KeH OblTb YCTaHOB/EH B XpaHwnuwa [loBepeHHble
KOpPHEeBble LeHTPbl cepTudukKkaumm KOHTPONIEPOB AOMEHa M pabounx cTaHuMin ans Bxoaa. Ecnm
Ke AaHHbI YU, sBnseTca nogYMHEHHbIM, TO BO3HMKaeT Heo6XoaMMOCTb NoMcka ero ceptudumkata ons
NOATBEPXAEHMUS LEenoyKku.

[nsa aToro pekoMmeHayeTcs BkAtodeHMe ocoboro pacwmpeHus AlA ([ocTtyn K nHdopMmauum
0 ueHTpe ceptudmkauumm) B cepTudumKaTbl NOMb30BaTENEN, BbINYWEHHbIE 3TUM LEHTPOM.
PacwmpeHne AIA BkntodaeT B cebs nyTb K danny ceptudukata AaHHOMo LEHTpa cepTudukaumu,
KOTOPbIN Ao/MKeH 6biTb AOCTYNEH ANS BCEX MOJib30BaTeseN.
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4. Hactpouka Kpuntollpo YU

4.1. HactpoWika UeHTpa ceptndukaummn Kpuntollpo YL

Bce onucaHHble B 3TOM pasgene HacTpoiiku LeHTpa cepTudukaumm ocyLecTBASTCA C
NMOMOLLbIO MOAYNSA MOSIMTUKM LIEHTpa cepTudukaummn. Ytobbl NoayuYnTb AOCTYN K CBOWCTBaM Moayns
NOJINTUKM, HEO6XOAMMO BbINOIHUTL CIEAYHOLLYO NOCNeA0BaTe/IbHOCTb AEACTBUIA:

1. OTkpoiTe ocHacTky LleHTp cepTudukaumm (oHa JAocTynHa B MeHwo [MaHenb
ynpasneHma — AQMUHUCTPUPOBaAHME).

2. BblbepuTe HacTpauBaeMmblli LeHTp cepTudumkaumm u Bblibepute nyHKT CBOMCTBA B
KOHTEKCTHOM MEHI0.

3. Otkporte Bknaaky Mopynb nonutuku, ybeautecb, 4To BbibpaH MoAyfb MOAUTUKMU
KpunTtolpo YL, n HaxmuTe KHonky CBoMcTBa (CM. PucyHok 1).

PucyHok 1. CBoicTtBa moayna nonutukn Kpunrolpo Y.

-

CeoHcTEd t403yNA NoAMTHEM KpunTollpo ¥

AupHan ] MpoyKe HACTPORKM ] [Mpaguna doprdpoEaHida COP 1 Ald ]
MoauTuEa umed | PacwdpeHuys 509 ] M znonk3osaH9e Kakda ]

K.OrMNOHEHTEL MEa2HM C':Ils’bEKTEI, HE YK.a3aHHEIS B 3TOM CNHMCEE, HE 5':].!1'_-]T
MPMCYTETEOESTE B BbldaHHOM CERTHRMEATE!

P arddnua [Surld ame]
HMraa [GivenM ame]
MHUuMank [|nitialz]
HonHocTe 3EaHHe [Title]
HecTpykTypHpoEaHHoe WraA [Unstructured ame]
Agpec [Streetdddress)
Hectpykryprposandeld agpec [Unstructureddddress)
CepuiHeli Hortep yoTpolicTea (D eviceS enalMumber]
| F.arNOHEHT A AOkEHHOMD WiigHK [DomainComponett]
w| OAwee WA [Commoni anme]
w| MNonpazgensHie [Organizationallnit]
| OpraHusaumna [Organization)
| [opon [Locality]
v OanacTe [State]
| Ctpada/peruod [County)
| 3 nexTpoHHaA novTa [EMail)

KpunTtollpo YL BbinyckaeT ABa Tuna ceptTudumnkaToB 418 pacCMaTPUBAEMOro CLeHapus:
1. CeptndukaTtbl KOHTPOINEPOB AOMEHA.
2. CepTudukaTtbl BXOAa CO CMapT-KapTon.

O6wmm obsaA3aTenbHbIM TpeboBaHMEM K 3TUM cepTudMKaTaM SBNSETCA HaJMume B HUX TOUKM
pacnpoctpaHeHna COC (CDP — CRL Distribution Point). [Ons BbinosiHeHUs 3Toro TpeboBaHusA
HacTponTe Touky CDP B moayne nonntmku LleHTpa Ceptndmkaunm Kpuntollpo YL, ecnu TakoBon ewé
HeT.

Onsa atoro Ha Bknaake MpaBuna cpopmupoBanmsa CDP n AIA HaxMmnTe KHONKy Jlo6aBuTb 1
co3ganTe Heobxogmmoe npasuno.

2
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Ecnn no kKakum-To npuymHam Baw YLl HacTpoeH TakuMm o6pa3oM, YTO OH He BkJto4vaeT CDP B
cepTudmKaTbl, Bbl MOXeTe OrpaHuMunTbCsA BkIOYeHMeM CDP TONbKO B YKasaHHble Bbie TUMbl
ceptudmkaToB NyTéM COOTBETCTBYIOWEN HACTPOMKW mpaswn BkAYeHUss CDP. Kputepuem otnumumns
OaHHbIX cepTuduMKaToB OT APYrMX MOXeT cnyxuTb none EKU (Extended Key Usage): Bxoa co
cMapT-Kaptoi ans nosnb3oBaTtenein u Kpuntolpo YU, KoHTponnep pomeHa (winlogon) ans
KOHTPO/IEPOB AOMEHaA.

Ona ypobctBa Bbinycka ceptudmkaTtoB nosnb3oBatensd Ha APM AamumHucTtpaTtopa, B LP
BKItOUYEHbl WabnoHbl ceptudukatos Ceptudmkar Bxoga €O cMapT-kapton n Ceptudwukar
KOHTposanepa aoMmeHa (winlogon). lNpu co3pgaHnM 3anpocoB Ha cepTudmKaTbl C UCNOb30BAHUEM
3TMX wabnoHoB, MHdOpMaUMsa O TUNe 3anpawmBaeMoro ceptudukaTta gobaBnsercs B paclnpeHue
Nma wabnoHa ceptudpumkarta (CertTemplate).

PacwupeHne Uma wabnoHa ceptudukara byger cogepxatb 3HayeHne DomainController
ONs1 KOHTposIJiepa AOMeHa M 3HadyeHne SmartcardUser ans nosb3oBaTtens.

Ons KoppekTHOM 06paboTkM 3anpocoB Ha Takue cepTuduKaTbl B HaACTPOMKax LEHTpa
ceptndukaumm Heobxoammo pobaBuTtb pacwupeHne WUMma wabnoHa cepTudmkara B CNMCOK
paclMpeHnii, BKIOYaEeMbIX B cepTudunkar.

Ons s1toro Ha Bknagke PacwumpeHua X.509 Haxmute KHoNky J[o6aButb u pgobasbTe
pacwupenme OID 1.3.6.1.4.1.311.20.2 (UMma wa6bnoHa ceptudumukarta) (cM. PUCyHOK 2).

PucyHok 2. CnMcok pacliMpeHuni, BKJIloHaeMbiX B cepTudukar.

CeoHcTEd t403yNA NoAMTHEM KpunTollpo ¥

KupHan ] [MpoyKe HACTPORKM ] [Mpaguna foprdpoEaHida COP 1 Ald ]
M OAMTHES HHEH Facumpenia = 503 l Mcnonksosaqu9e Kanua ]

M= pacluipeHHi, YKaSaHHEI B S3NPOCE, B CETHEME T Gynyr
Bk NhYEHEl TOABKD OTHEYEHHEIE B AAHHOR CAMCKE:

oD | Onucaqure
25.29.37 Y mMweHHEE Koy
2582915 M cnonksosaHWE KNoda

[#/l1.361.41.311.202 MR WwatnoHa cepTHEHE aTa

£ >
Hotaeute... | Hoanme | HameHTE. .. |
[ aF. ] [ OTreHa ] [ MNplirdeHKTE ]
Ybeantecb, 4YTO Ha Bknagke [Mpoume HACTPOMKM BKJ/IOYEHA onuva [Ao6aBnaTtb

pacwumpeHue 2.5.29.17 ("OdononHurtenbHoe nMsa cybbekrta") B ceptudmukar Bxoga co cMapT-
KapToM Ha OCHOBaHuM MHdoOpMaLMmM n3 3anpoca (HacTpoiika No yMon4aHuio).

B stom cnyyae npu obpaboTke 3anpocoB moaynb nonntukn LIC 6yneT nepeknaabiBatb
nHdopmauunto U3 pacwmpermnss Uma wabnoHa cepTtndukarta 3anpoca B ceptudukat. MNpu 3TOM ecnn
3anpoweH EKU Bxoa co cMapT-KapToi, TO AaHHOe pacluiMpeHue aofxkHo coaepxaTtb UPN, ecnu xe
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3anpoweH EKU Kpuntolpo YL, KoHtponnep pomeHa (winlogon), 10 paHHOe pacwupeHune
nomxkHo coaepxatb GUID n DNS-uMsa KoHTponnepa AOMeHa.

Kpome TOoro, Heobxogmmo Ha Bkiagke Wcnonb3oBaHue kaw4Ya [o06aBUTb AOMNYCTUMble
3HaueHuns EKU (cM. PucyHok 3):

e Bxopa co cMapT-KapTou;

e Kpuntollpo YL, KoHtponnep aomeHa (winlogon);
e [lpoBepka NMNOAJIMHHOCTWN KJIMEHTA;

e [lpoBepka NOAJIMHHOCTW cepBepa.

PucyHok 3. lonyctuMbie 3HayeHnsa EKU.

CeoHcTEd t403yNA NoAMTHEM KpunTollpo ¥

KupHan ] [MpoyKe HACTPORKM ] [Mpaguna foprdpoEaHida COP 1 Ald ]
[MaAuTHES UEH ] FaciupeHma . 509 HcnonkzosaHu9e Kikya

JonyCTHMBIE MOEHTHRUEATORE! OBASCTH MCNONESOESHHA K043
Janpackl Ha CEPTHUGWEAT, COASpHAaLLME HOTA Akl OGMH MAEHT MWK ETOP,
HE YK&aZaHHBIA B 3TOM CAMCKE, GYIUT OTEEprHUTEL

Cnucok, HOEHT WK ATOPOE OENACTH MCNONES0EIHHA:

HassaHue | Cpok ﬂ
Bwon co chapT-KapToi 1 ron 3 mecAua
JalUMWEHHAA 3 NEKTROHHAA NOYTa 5 ner

F.purmolpo YU, Kodrponnep goreda [wi.. 1 rog 3 mecaua
Oneparop UeHrpa Peructpaui 1 rog 3 mecaua
Monezoearene Uedtpa Peructpauud, H... 1 rog 3 mecAua
MpoEEpk.a NOAAMHHOCTI KKMEHT 3 1 ron 3 mecAua
MpoBepka NogIMHHOCTH CEpEEPa 1 rog 3 mecaua W
£ >

JofaeTe. .. Hpoanre {1 [ETT=TIT S

.................................

b &k CHrANEHD paSPEIEHHEIA CROK AEACTEMA CEPTHRMEAT

Bce BRINYCKaEMEIE CERTHERMESTE BYIYT MMETE CPOK QERCTEMA HE
Aonkblle YkasaHHOMD SAeck, HESAEMCMMO 0T HACTROSE Ha KaHKPETHOS
MCMONES0EAHHE K HOHa.

1 rog M =meHUTE. ..

[ aF. ] [ OTreHa ] [ MNplirdeHKTE ]

4.2. Hactpouka LeHTpa perncrpaunn Kpuntollpo YL

Bce onucaHHble B 3TOM pasjene HacTponku LleHTpa perncrtpaumm OCyLLeCcTBASITCA C
NMOMOLLbI0O HAaCTPOMKU COOTBETCTBYHOLWMX MOMNTUK LEeHTpa perncrpaunn. Ytobbl nonyunTb AOCTYN K
HacTpoMKaM NONTUK, HEOBX0ANMMO BbIMNOSIHUTL CNeaYOWY Noc/ea0BaTebHOCTb AENCTBUN:

1. OtkponTe ocHacTky MapaMeTpbl UeHTpa perucrpaumm (OHa AOCTynHa K3 y3na
KpunTtolpo).

2. Bbibepute y3en NMapameTtpbl UeHTpa perucrtpaumm — LIP Ha "Uma Be6-y3na" wu
Bbl6epuTe NyHKT CBOMCTBA B KOHTEKCTHOM MEHI0.

3. B pmanore ceoicTts LleHTpa perncrtpauun otkponTe Bknaaky Monmtmkm (cMm. PucyHok
4), BblbepuTe HYXXHYI NOANTUKY U HaXMUTe KHoNKy HacTtpouTsb.
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PUCYHOK 4. inanor CBOMCTB LleHTPa perucrpauum.

CeoicTea: P Ha 'Beb-yzen no ywondyaHumw'
JagaHunA BEaza gaHHe: "Web-uHTepheic
0 Swme MaauTiky BezonacHoCTE

THMBI NOAKTHEM

B EIGEPUTE THN NOAMTMEM M3 CIMCKS M HEHMWTE KHOMKY
"Hactpoure'' 008 MSMEHEHWA NAPaETPOE MOMTHEM:

HNononHKUTENEHEIE NapatETREI

Mogynke 3KCcNopTa CERTHEMKATOR

[ ApatoTka SanpocoB Ha OTSEIE [YIYHWEHHEIN KIkod]
[ ApatoTk.a HeNOONMCaHHER SaNP0C0E [paciupeHHa)

D fpatioTk.a NoanMcaHHEY 3aNpocoE [paclikMpeHWaA]

D ApatoTk.a NoOAMCaHHEY SaNPOC0OE [YaYHIWEHHE Ky
MonuTka MeH

CUCTEMHEIR POl

W atnoHe! NMCEr

W atnoHe! cepTHdHEaTOE

OrmcaHu9e:

HacTpofika nonurikK ofpatoTkW HENOANMCaHHE: SaNpOcos Ha
CERTUBMK AT

HacTpoure. .

[ Ok l[ OreHa ]

YnpaBneHue pacwmpeHusMmn ceptudukata ocylwectsnsercs B nonmtuke O6pab6oTtka
HenoAnUCaHHbIX 3anpocoB (pacwupeHun).

YnpasneHne EKU ocyuwectBnsercs B nonntmke O6pab6oTrka HenognuMcaHHbIX 3anpocos
(ynyudllueHHbIN KJ1l0Y).
4.2.1. LLlabnoH ceptndukarta “"CeptnudukaT Bxoaa co cMapT-kapTon”

Ona ypobctBa Bbinycka ceptudmkatoB nonb3oBaTtensd Ha APM ApgmumHucTtpatopa, B LP
BKIOYEH wWabnoH ceptudunkata Ceptudmukar Bxoga co CMapT-KapTon. B wabnoHe onpeaenensl
Heobxoammble EKU: Bxom co cMapTt-kapto v [poBepka nNOA/IMHHOCTU KJ/IMEHTA.
AoMUHUCTpaTop LleHTpa permctpauum Ao0/KeH [aTe NpuBUNEerMpoBaHHoMy nonb3oBatento LP,
OTBETCTBEHHOMY 3@ BbINYCK Takux ceptudumkatoB 4depe3 APM AamMumHucTpatopa, nNpaBoO BbiMycka
cepTndmKaToB C 3TUMM 3Ha4YeHUsSMKU EKU, a Takxe c pacwunpeHmem Umsa wabnoHa ceptucgpukara.

Onsa sToro Heo6xoaMMO:

e B nonntuke O6paboTtka HenoanMCaHHbIX 3anpocoB (pacwupeHua) Ao06aBuTb B
CMMCOK AOMNYCTUMbIX pacClMpeHnin cepTudunkaTta pacimpeHmne

o (OID 1.3.6.1.4.1.311.20.2) Nmsa wabnoHa cepTudurkara.

e B nonutnke O6paboTka HenoanMCaHHbIX 3anpocoB (yNyuylueHHbIW KJoY)
[06aBnTb B CMUCOK AOMYCTUMbIX MCNO/Ib30BaHUN CEPTUPUKATOB 3HAYEHUS:

o (OID 1.3.6.1.4.1.311.20.2.2) Bxoa cO cMapT-KapToMu;
o (OID 1.3.6.1.5.5.7.3.2) lNpoBepKa NOANTMHHOCTU K/IMEHTA.
B ceptudumkate ang Bxoaa no CMapT-KapTe AO0MKHO MpuUCYTCTBOBaThb nosne subjectAltName,

~n

roe AomkHo 6biTb 3aaaHo UPN (User Principal Name) nonb3oBaTtens. EKU "Bxoa co cmapT-kapTon" BO
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Moanaepxka Kpuntolpo Winlogon B KpunTollpo YLI.

BCEX KOMMOHeHTax YL, cnyxuT npusHakoMm HeobxoamMocTu ocobolt o06paboTkm 3anpoca w
ceptudmkaTa.

Mpu cozpaHmmn 3anpoca UPN knagértca B 3anpoc B pacwupeHune CertTemplate, 3zatem LC
nepeknazbiBaeT COAEPXMMOE 3TOro pacwmnpenms B none subjectAltName ceptudukara.

4.2.2. LLabnoH ceptndukarta “"CeptudukaTt KoHTponnepa gomeHa (winlogon)”

Onsa ypobcTBa Bbinycka cepTUdUKaToB KOHTPO1EepoB goMeHa Ha APM AaMuHucTpaTtopa, B LIP
BK/IIOYEH wabnoH ceptudukata CepTudmkar koHTposuiepa aomeHa (winlogon). B wabnoHe
onpegeneHbl Heobxoaumble EKU MpoBepka nog/IMHHOCTM kKnameHTa u NMpoBepka nNoAJIMHHOCTH
cepBepa. AaAMUHUCTpaTop LleHTpa perncrpaunm gomxkeH AaTb NPUBUAErMpoBaHHOMY MOJib30BaTesto
LIP, oTBeTCTBEHHOMY 3a BbIMYCK Takux cepTudukatoB 4yepe3s APM AgMUHMUCTpaTopa, NpaBo BbiNycKa
cepTndmKaToB C 3TUMM 3HaYeHUsSMU EKU, a Takxe c pacwunpeHnem Uma wabnoHa ceptucgpukara.

nsa aToro Heo6xoaAnMMO:

e B nonntnke O6paboTka HenoanNMCaHHbIX 3anpocoB (pacwupeHusa) pobasuntb B
CMMCOK AOMNYCTUMbIX pacluMpeHmnin cepTudurkaTta paclumpeHue
o (OID 1.3.6.1.4.1.311.20.2) Uma wabnoHa cepTudurkarta.
e B nonutnke O6paboTka HenognUCaHHbIX 3anpocoB (y/yuYlWEeHHbIW KJoY)
[06aBUTb B CNMCOK AOMYCTUMbIX UCMNOJ/Ib30BaHUN CEPTUPUKATOB 3HAYEHUS:
o (OID 1.2.643.2.2.34.24) Kpuntollpo YL, KoHTponnep agomeHa (winlogon);
o (OID 1.3.6.1.5.5.7.3.2) lNpoBepka Noag/IMHHOCTN KJ/INEHTAa;
o (OID 1.3.6.1.5.5.7.3.1) NpoBepka Nog/inHHOCTK cepBepa.

B ceptudukate KOHTponnepa AOMEHa AO/MHKHO MPUCYTCTBOBaTb none subjectAltName, rae
OO/MKHbI 6bITb 3apgaHbl GUID koHTponnepa nomMeHa wn nonHoe DNS-umsa. [Ons Bbinycka Takoro
ceptudmkaTta B wabnoH Takxe BkAo4YeHO ocoboe EKU Kpuntolfpo YL, KoHTponsnep aAoMeHa
(winlogon). 31o EKU BO Bcex KOMMOHeHTax YL cnyXutT npu3HakoMm Heobxogmmoctm ocobon
0bpaboTkn 3anpoca n ceptudukara.

Mpu cosgaHum 3anpoca GUID n DNS-umMsa knagyTtcs B 3anpoc B pacwupeHue CertTemplate,
3atem LIC nepeknabiBaeT coaepxumMoe 3TOro pacwimpeHus B none subjectAltName ceptudumkara.
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5. HacTpolika KOHTpO/IepoB AOMEHA

[ns BCcex KOHTPO//IEPOB AOMeHa Heob6XxoAMMO BbIMYCTUTb CEPTUMUKATLI OTKPbITbIX K/OYen,
KOTOpble 6yAyT UCMONb30BaTbCA KOHTPOJIIEPAaMU AN ayTEHTUDMKALMW M 3alUTbl COEANHEHUS.

Ans BbiNnycka cepTudwuKaTa M yCTAaHOBKM cepTudMKaTa KOHTpossiepa AOMeHa HeobxoAnMo
BbIMOJIHUTbL CNEeAYLLY0 NOCNeaoBaTeNbHOCTb AENCTBU:

1. Y3HanTte DNS-uMsaA u wmnaeHtudumkatop GUID koHTponsepa AoMeHa. [ns 3Toro Ha
KOHTpOJI/Iepe [OMeHa B MNaHenu ynpaBfeHUs KOMMbKTEpa 3anyCcTUTe MaHesb
Kpuntollpo CSP » Ha Bknagke Winlogon HaXMUTe KHOMKY 3DKCMNOPTUPOBaThb.
HyxHaa uHdopmaums bygetr nomeuweHa B bydep obmeHa. CoxpaHuTe 3TWM AaHHble,
HanpuMep, B TEKCTOBbIM halin n nepengmte Ha komnbtotep APM AaMuHUCTpaTopa.

2. B APM AamuHucrtpartopa Kpuntollpo YL co3galite nonb3oBaTens, KoTopbin 6yget
COOTBETCTBOBATb KOHTPOANEpy AOMeHa. 3ajanTe AONOJSIHMTeNbHble napameTpbl DNS-
nmsa n GUID ans atoro nonb3oBaTtens (y3en CBOMCTBA B KOHTEKCTHOM MEHI0).

3. B APM AamuHuctparopa Kpuntollpo YL co3gaiite HTML-popMy Ans aBTOHOMHOWN
paboTbl NoONb30BaTENSA, COOTBETCTBYIOLWErO KOHTpoJiepy AoMeHa (y3en Bce 3apgaum —
Co3patb — HTML-cpopMy ANSs aBTOHOMHOWM paboTbl B KOHTEKCTHOM MeHlo). B
KayecTBe Tuna 3anpoca Ha cepTudumkaTt ykaxute CepTudukatr KOHTposiiepa
AaoMmeHa (winlogon). O6bpaTtuTte BHMMaHWe, 4TO B (popMe AO/HKEH WMCMNOSb30BaTbCS
Kpuntollpo CSP.

4. TlNepeHecnTe co3aaHHy HTML-popMy Ha KOMMbLIOTEP KOHTpos/lepa [OMEHa WU
3anyctute eé. [1ns KoppekTHOoMN paboTbl dopMbl HEOHXOAMMO pa3peLlnTb oTobpaxeHue
aKTMBHOIO COAEPXMMOro B HacTponkax Internet Explorer. Co3pganTte B dpopMme 3anpoc
Ha cepTudumkaTt (cM. PucyHok 5). Nanouky Moagnucarb 3anpocC CTaBUTb HE HYXHO.
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Ob6paTuTe BHMMaHMeE, 4YTO MpPU CO34aHMKM 3arnpoca Ha cepTudumKkaT ¢ nomowbo HTML-
¢dopMbl oOHa o06s3aTenbHO AosmkHa ObITb 3anyweHa W3 JIoKalbHOrO KaTtajora
KOMMNblOTEPA, Ha KOTOPOM MJaHupyeTcsas €€ 3anonHeHue. [laHHoe TpeboBaHue
06yCNnoBAeHO orpaHM4YyeHnsMm 6e3onacHocTu Internet Explorer.

PucyHok 5. HTML-copma anss aBTOHOMHO pa6boTbl Nosib30BaTess.

L Sy
# ] ABTOHOMHBIA Be B-KME HT Kpuntollpo ¥, E]@
Marn  [paeka Bwa  M3OpanHoe  CepeMc  CNpaBka #

Ydocmoeepaiowititd Uarmp Kpunmofipo VU

EDB,IIH.HI-IE 3arpoca IJId IT0JEZ0EATeJIH:

CH=TTzer]

Hwma thafina:
CACerReguestsirequestpl]

[ Ilopnucare sanpoc
[ Coza0aTe 3anpoc ]

¥ceranopka ceprudHKaTa B XpaHILTHINE:

Hwa datina

[ HCTEHOEMTE CEATMGIMKAT ]

5. B npunoxeHnn naHenun ynpasneHna Kpuntollpo CSP Ha Bknagke Winlogon
HeobxoAMMO OTMETUTb ranodyky Mcnonb3oBaTtb anroputmbl Kpuntollpo CSP Ha
KDC.

6. [lepeHecuTe 3anpoc Ha cepTudukat Ha APM AgMuHMCTpaTopa W BbiNyCTUTE AN
COOTBETCTBYHOLLEr0O Nonb3oBatensa ceptudurkaTt no 3anpocy.

7. TlNepeHecnTe cepTuUdMKAT Ha KOMMbKOTEP KOHTpPOJIEpa AOMEHa W YyCTaHOBUTE €ro C
noMoLLbto Tol xe HTML-cdopMbl.

8. Ypanute apyrve cepTudukaTbl KOHTpoJIsiepa AOMEHA, €C/IM OHU eCTb, U3 XpaHuuLIa
JInuHble NIoKanbHOro KOMMbOTEPA U NMepesarpysuTe ero.

OnucaHHble aencTemns NOBTOPUTE AN BCEX KOHTPOM/1EPOB BalWlEro AOMeEHa.

Ecnn B BaweM goMeHe ecTb WMAM NNaHupyeTcs pa3BepHyTb LUeHTp cepTudukaumm Microsoft B
pexunme LC npegnpuatua (Enterprise CA), To HeobxoanMo NpenoTBpaTUTb aBTOMAaTUYECKUI BbINMyCK
cepTndurKaToB KOHTPOJI/IEPOB AOMEHOB, KOTOPbIe MOryT noMewaTb paboTte Kpuntollpo Winlogon. Ans
3TOro B ocHactke LleHTp cepTudmukaumm yganmte wabnoHbl ceptudmkaTtos KoHTponnep aoMeHa
n MpoBepka NOAJIMHHOCTN KOHTpoOJIJIepa AOMeHa 13 crnucka wabsoHoB (CM. PUCYHOK 6) C uenbto
3anpeTta aBTOMaTMYECKOW BblAaun cepTUdUKATOB MO AaHHbIM WabsoHaM.
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PucyHok 6. CNMCOK AONYyCTUMbIX LWIA6/I0HOB cepTudukartoB LleHTpa ceptudpukaumn.

-

fes| LUenTp ce pTudmraunm

BEx]

FoHoone  JdedcTewe  Bma  Cnpaska
& =  E|m@| £

@ LeHTp cepTHRHEAUMH (MNaokaneHBIR)
=-{{3 cADC
[C1 OTossanHele cepTHbHEATE
[C1 BriaaHHEE cepTHEMKATE
[L1 3anpock B o%MASHHH
[_1 HeyaauHele sanpock
) lllafinoHel cepTHDHEATOE |

MrMA

.ﬁ.rEHT BOCCTAHOENEHKA EFS
Ea3|:|B|:|e wrippoEaHHe EFS
Beb-cepeep

FomMnerTER

MonesoEaTEN:

I'I-:uﬂHHHEHHblﬁ LEHTP CEPTHMEALMH
A AMWHHCTpaTop
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6. CepTndukaTtbl nosb3oBaTenemn

Kaxxablh nmonb3oBaTenb Ao/KeH obnagaTb cMmapT-kaptoh (umnm USB TOKEHOM), copeprkallen
3aKpbITbIA K04 U cepTudukaT ans ayteHTudmkaumm B 4OMEHE.

TpeboBaHus K cepTuduKaTy BXxoda CO CMapT-KapTon u paboyen cTaHuum:

e CepTudukaT nonb3oBaTenss AOJKEH CoAepXaTb MPaBWIbHOE MMS YUYETHOW 3anucu
(User Principal Name) B none Subject Alternative Name cepTtudmkara.

e Ha pabouelit CcTaHuuMM AN BXoda CO CMapT-KapTOM AO/MKHbl ObiTb YCTaHOBMEHbI
ApanBepbl ANa YCTPOMCTBa 4YTEHWS CMapT-KapT, 3TO YCTPOMCTBO WM WCMNONb3YEMbIl
HOCUTENb AO0J/IXHbl ObITb yCTaHOBMEHbI B NaHenu ynpasneHums Kpuntollpo CSP kak
CUnTbIBaTeNlb M HOCUTENb, B CBOMCTBax HoCcUTENS AO0/KHA 6biTb yCTaHOBNEHA rasouka
«Mcnonb3oBaTb AN BXOoA4a B OMNEPaLMOHHYIO CUCTEMY», eCniM TakoBas umMmeeTcs (CM.
[CPWLINST]).

Bbinyck Takux ceptudmkaTtoB ocywecrensetrcd Ha APM AgmuHuctpaTtopa Kpuntolpo YL.
CylwiecTByeT ABa pa3/iMyHbIX BapumaHTa BbiNycka ceptudukaTa nosb3oBaTens Ansa Bxoga CO CMapT-
KapTon:

e Co3paHne ceptudumkata C noMowbkd HTML-bOpMbI, aHanOrMyHO CO3AaHUI0
cepTudurKaTa KOHTposiiepa AOMEHA.

e Co3paHune ceptTudukaTa HenocpeacTtBeHHo Ha APM AamuHuctpaTtopa Kpuntollpo YU.

6.1. Co3gaHue cepTudurKaTa Nosb3oBaTens ¢ NoMouwbo HTML-popMbI.

1. B APM ApmuHuctpartopa Kpuntolpo YLl co3gaite HoBOro nosb3oBartensd. [lpu
CO34aHMM Nofb30BaTeNs yKaxute ponosHutTenbHbln napametp UPN (User Principal
Name). 2TOT napaMeTp TakXe MOXHO 33ajaTb WINM U3MEHUTb Y CYLLECTBYIOLLEro
nonb3oBaTtens (yzen CBOMCTBA B KOHTEKCTHOM MeHt). UPN nofib3oBaTenss MOXeET
OT/INYaTbCA OT UMEHM YYETHOM 3anncu, UCNOSb3yeMOM ANS BXOoAa B KOMMbHOTEP, HO
yalle Bcero oHm coenagatoT. UPN nMmeeT dopmaT userl@domain.com.

2. B APM ApmuHuctpatopa Kpuntollpo YU cosgante HTML-dopmy ans aBTOHOMHOWN
paboTtbl nonb3oBatens (ysen Bce 3apaum — Cospgatb — HTML-cdopmy pansa
aBTOHOMHOW paboTbl B KOHTEKCTHOM MeHl). B kayecTBe Tuna 3anpoca Ha
ceptudmkaT ykaxumnte CeptudumkaT Bxoga co cMapT-kapTton. ObpaTtnte BHUMaHUE,
yTo B hopMe JosxkeH ncnonb3loBaTtbcs Kpuntollpo CSP.

3. lepeHecute co3gaHHy HTML-dpopMy Ha pabouylo CTaHUMO ANs BXoga CO CMapT-
KapTon n 3anyctute eé. [Ans koppekTHon paboTbl popMbl Heob6XxoaMMO paspelunTb
oTobpaxkeHne aKTUBHOIO COAEPXWMMOro B HacTpomkax Internet Explorer. Co3gainite B
dopmMe 3anpoc Ha cepTuduKar.

4. TlepeHecuTe 3anpoc Ha ceptudukat Ha APM AaMuHMUCTpaTopa W BbINyCTUTE AN
COOTBETCTBYIOLLEro NMosib3oBaTtens cepTudukaT no 3anpocy.

5. MNepeHecnte cepTudumkat Ha pabouyio cTaHUMO ANs BXoAa CO CMapT-KapTon U
yCTaHOBUTE ero ¢ nomowwbio HTML-cbopMbl.

ObpaTuTe BHMMaHME, YTO MpPU CO34aHMKM 3arnpoca Ha cepTudumKkaT ¢ nomowbo HTML-
iwj ¢dopMbl oOHa o06s3aTenbHO Ao/mMkHa ObITb 3anyweHa W3 JIoKanbHOro KaTtajora
KOMMNblOTEPA, Ha KOTOPOM MJaHupyeTcsas €€ 3anonHeHue. [laHHoe TpeboBaHue
06yCnoBAeHO orpaHM4YyeHnsMm 6es3onacHocTu Internet Explorer.

6.2. Cos3paHne cepTudukata nonb3oBatens Ha APM  AaMuHuUcCTpaTopa
KpunTollpo YU.

Ha pabouyeM MecTe NMpMBMIErMpPOBaAHHOIO MOMb30BATENs, BbiMyCKalolWero ceptudukaTtbl Ans
nonb3oBaTeneil ¢ Ucnosb3oBaHneM APM AAMWHUCTpaTopa, AOMKHbl 6biTb YCTAHOB/EHbI ApalBepbI
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ONa yCTpOMCTBA UYTEHUS CMapT-KapT. DTO YCTPOWCTBO W MWCMNOMb3yEMbIA HOCUTENb AOSXHblI 6bITb
yCTaHOBMIEHbl B naHenu ynpasneHusa Kpuntollpo CSP kak cuuTbiBaTeNb M HOCUTENb, B CBONCTBax
HocuTens fAo/kHa ObiTb ycTaHoBneHa rasnodka WMcnosib3oBaTbh AN BXxoAa B ornepauUoHHYHO
cucreMmy, ecnm takosas nmeetcs (cMm. [CPWLINST]).

Ona Bbinycka ceptudumkata nonb3oBatensa C  ucnonb3oBaHnem APM  AgMuHuMcCTpaTopa
Heo6XxoAMMO BbINOAHUTbL CNeayoLWYyo Nocen0BaTeNlbHOCTb AENCTBUN:

1. B APM ApmuHucrtparopa Kpuntollpo YL, co3gaiiTe HoBOro nonb3oBatens. [pwu
Co34aHuUM NoJsib3oBaTeNnsa yKaxuTte pononHutenbHbln napametp UPN (User Principal
Name). 2TOT napaMeTp TakXe MOXHO 33ajaTb WINM U3MEHUTb Y CYLLECTBYIOLWLEro
nonb3oBaTtens (yzen CBOMCTBA B KOHTEKCTHOM MeH). UPN nosib3oBaTenss MOXeET
OT/INYaTbCA OT UMEeHU YYETHOM 3anncum, UCNOSb3yeMOol ANs BXOoAa B KOMMbKOTEP, HO
yaule Bcero oHm coenagatoT. UPN nMmeeT popmaT userl@domain.com.

2. Bbinyctute cepTuduKaT Ans AaHHOMO Nonb30BaTeNs, r4e B Ka4yecTBe TUMa 3anpoca Ha
ceptudumkat ykaxute CepTucdukar Bxopaa co cMapT-kaprTou. Knwuesyio napy
CreHepupymTe Ha CMapT-KapTe M yCTaHOBUTE cepTudunKaT B KOHTENHEp.

[Mocne 3TOro cMapT-KapTa MOXET UCMNO0/1b30BaThCa ANg aYTeHTM(bMKaLI,MM B AoMeHe Windows.
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AIA
CDP
CsP
DNS
EKU
GUID
o] )
UPN
APM
NOK
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no
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7. NepeyeHb CoKpalleHU

[JocTyn K cBeAeHusaAM 0 ueHTpax ceptudukaumnm (Authority Information Access)
Touka pacnpoctpaHeHuns COC (CRL Distribution Point)
Kpuntonposaiigep (Cryptographic Service Provider)

JomeHHasa cuctema numeHoBaHusa (Domain Name System)
PacwunpeHHoe ncnonb3osaHue kno4da (Extended Key Usage)
FnobanbHbIn YHUKanbHbIM nageHtndukaTop (Globally Unique Identifier)
NnaeHTndunkatop obvekTta (Object Identifier)

Mmsa Bxoada nonb3osatensa (User Principal Name)
ABTOMaTM3NpOBaHHOE paboyee MecTo

NHdpacTpykTypa oTKpbITbIX KAto4ven (Public Key Infrastructure — PKI)
OnepaunoHHas cucrtema

MporpammHoe obecneveHune

Cnucok oTt3biBa ceptudukartos (Certificate Revocation List — CRL)
YO0CTOBEPSOLWNNA LEHTP
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