P KPUMTOMPO | Kmouesoe croso

JBONIOLUA INEKTPOHHOM NoanucU Ha cmapTdoHe.

BapMaHTbl peain3daumm B COOTBETCTBUU C 3daKOHOAATE/IbCTBOM

SAFETECH



 KPUMTOMPO I 6
_KPUIITOrPO naH BebuHapa

Mpenmyuiectsa aAnctaHuUumMoHHou Il n sBoamoxHoctn Kpuntollpo DSS

Mpenmyuiectea mobunbHou 3l n BoamoxkHoctn Kpuntollpo myDSS

Pa3Butme myDSS B cTOPOHY Nogaep*Kn MOOUAbHbBIX NOKA/IbHbIX K/1H0YEN

NemoHcTpauua pabotbl myDSS ¢ NOKaNbHbIM U YA3NEHHbIM XPaHEHUEM KAOYEN
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KPUMTOMPO
X KPUITTOMPO JlokanbHas (knaccuyeckas) u guctaHumoHHas Il

NokanbHasa M

* KnioyeBol HOCUTENb — NEPCOHaNbHbIN (TOKEH, CMapT KapTa, peecTtp)
* KpuntonpoBangep — Ha paboyem mecte Noab30BaTeNS

 CpepactBa 31— Ha paboyem mecTte nonb3oBaTens

AunctaHyunoHHaa Il

* Hocutenb 3aKpbITOro KAK4Ya — LEHTPAIM30BAHHOE 3aLMLLEHHOE XPaHUANLLE
 KpuntonpoBanaep — LEHTPAIN30BAHHbIN

* Cpeactso Il — UeHTpann3oBaHHoOe
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KPUMTOMPO y
_KPUITOrPO KnioyeBble npenmyLiecTBa AucTaHUMoHHoMn Al

Mcnonb3oBaHUe Ha NtobbIX (B T.4. MOOUIbHBIX) YCTPOMCTBAX

CHUMKeHUe CTOMMOCTM BAaAEHUA U Pa3BepTbiBaHMA MHOPACTPYKTYpPbI I

CTOMMOCTHaA U TeXHONOrn4ecKas AOCTYMNMHOCTb

[MpocToe BcTpanBaHme Il n wndpposaHua B cywectaytowme UC

CHU}KEHME pUCKa KOMNPOMETaLMKU KNtOYEeN Nosib30BaTeNEeEN
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KPUOTONPO be3onacHoe ueHTpanu3oBaHHoe XpaHeHue kntoyen B Kpuntollpo HSM
N

* Heuns3BnekaemocCTb KNYEN BECb UX *KUSHEHHbIN LUK
e [laT4MKM BCKPbITMA, 3aLLUTa NOPTOB, AoBepeHHaA 3amKHyTaa OC

* 3awmnTa oT dAMNHUCTPATOPOB: pa3ge/ieHNe K/1o4a, H6e3onacHbIn ayanT

CuuTbiBaTenbL CMapT Kap LCD naxens

KHonku ynpasnexusa LCD navensio

CuurbiBaTens tabnerku 33 KHonka nuranun Bnok nuankaropos
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KPUMTOMPO
X KPUITTOMPO OcHoBHble Bo3moxHocTn Kpuntollpo DSS

* BO3MOKHOCTb CO34aHMA U MPOBEPKU PaA3/IMYHbLIX PGOPMATOB MNOAMUCKM B T.Mu.
ycoBeplieHcTBoBaHHOM (CAdES-BES, CAdES-T n CAdES-XLT1)

* [lononHeHWe paHee co3gaHHoM I Ao ycoBepLleHCTBOBaHHOro ¢opmaTa
* lLiIndposaHune n pacwmndposaHmne

* Paborta c pa3Hbimn popmatamum gokymeHTtoB (Microsoft Office, PDF, XML u ap.)

Bo3MOXHOCTb MHTerpauuun ¢ BHewHumum UC no API



AJNIEKTPOHHAA NOAINNCDH
B MOBUJIbHOM NMPUITOXEHUN
MYDSS 2.0

[apbs BepecTtHnkoBa
Kommepuecknin gupektop SafeTech



KNACCUYECKM K3 SAFETECHY»

MoxeT NnPUHNMMAaTbCA rage yrooHo

[MpocTon paszbop KOHMANKTHLIX CUTYaLUK

Be3onacHo

YCUJIEHHAA OB6bIYHO JOPOXKE

KBAIIMOULIMPOBAHHAA
ANIEKTPOHHASA NOANUCH:

Hu3knin ypoBeHb MOBUITBHOCTH

e USB-TOKEHbI

« CMapT-KapTbl NorncTuka n nuUeH3ns Ha pacnpocTpaHeHve

«  dannosBble XpaHunuwia
CnoxHasi ycTaHOBKa M HacTpourka

OO0 00 ©0O06

U np.



NPEUMYLLECTBA MYDSS 2.0 SAFETECHY»

1 PaboTta oHnanH n odgnanH

2 HeT annapatHbIX unn nporpamMmmHbix CK3U
* OTCYTCTBYET JIOrNMCTUKa
¢ CyuweCTBEeHHOE CHMXeHNne 3artpart
* KapauHaribHO CHMXXarTCA TpGGOBaHVIﬂ K TO4YKam
pacnpocTpaHeHust
*  BO3MOXHOCTb BblJa4u OHManH
° B0O3MOXHOCTb MCMNOSb30BaHUS MOBUIMbHOIO NPUNOXXeHUA 3a

npeaenamm PO
Oo6po noxanoBatb

B myDSS 2.0

Pabota B nobom bpaysepe Ha ntobon nnatdpopme 6e3
NfarnHoB, PacLUMPEHUA UNN PE3NOAEHTHbLIX NPorpamMm

Ons Havana paboTbl 3aperucTpupyite 3
YHETHYIO 3anNUcChb

Hauarb peructpaumio

4 KOHTpOJ'Ib noanmcbiBaeMblX AaHHbIX HAa BTOPOM yCTpOVICTBe

Undopmauma o npunoxeHnm

[Mepexon Ha HOBble cTaHAapThbl 6e3 nepeBblaayYn CPeacTB
5 noanucu

KAK UTOI' - KAPOUHATNIBHOE CHUXEHUE 3ATPAT HA
UCMNMOJIb3OBAHUE 3Tl



KTO BBIPXKMBET? USB UJTN MYDSS 2.07? SAFETECHY»

ONA KOIro «KKNACCUKU»? Onsa Koro « MOsUINbHbIA TOKEH»?
* Knaccunyeckue byxrantepsbl « MCB

* KpynHble KOprnopaTuUBHbLIE KITMEHT * PykoBogutenu bmusHeca

» KoHcepBatopbl +  dusnyeckme nuua

Bbixkusym ece)



CAMbIE YACTbIE KEWCHI

ECTb BO3MOXHOCTb
BbIMMTYCTUTb
CPEACTBO nogrnucu
CPOKOM

OT 1 MECALA

MognucaHne TpaH3akuum
B cuctemax 6O (H3IM)

OHnanH
perncrpauus
OusHeca

(2]

OHnanH
pernctpauus
HEeABMXUMOCTH

myDSS 2.0

Cpnaya oT4yeTHOCTHU
OHMnawH

OHnawnH
Byxrantepus

SAFETECH»



NWHTEMPALNA BHYTPb CBOEIO MNMPUNOXEHUA TN OTOAENIbHOCTOALWEE NMPUINOXEHUE? SAFETECH Y

OCOBEHHOCTU MHTEITPALUUUN BHYTPb OCOBEHHOCTU OTOEJIbHOCTOALLUEIO
NMPUNOXEHUA MYDSS 2.0
NMPEMMYLLUECTBA:
« Torbko Balle npuroxeHuve v saw YL NMPEUMYLLEECTBA:
OTCyTCTBME HEOBXOAMMOCTY CKaUMBaHWS * BoamoxHOCTb Ucnonb3oBaTh cpasy B HECKOMNbKNX BU3Hec-
HECKOMNbKNX NPUNOXEeHNN npoueccax Ha pa3HbIX KaTeropunax KrnmeHToB
* bBbicTpbIn 3anyck
HEOOCTATKMW: ¢ Bo3MOXHOCTb KacToMM3aLUN NPUMNOXEHUS Mo Bac
e [OnNnTenbHOCTb UHTEerpaLmm * BoamoxHocTb pabotbl ¢ Heckonbknmmn YL n3 ogHoro
« Tonbko cTaHOapTHblE CepTUULMPOBAHHbIE 3KPaHBbI MPNAOXERN
N cueHapun ¢ MMHUMarIbHOW KacToMU3aumnen
HEOOCTATKN:
FOE AKTYAJIbHO: + HeobxoaMMoCTb ckaunBaTb BTOPOE NPUMNOXEHNe
« Ecnny Bac yxe ecTb npuroxeHve » CraHpapTHbIV 06LWmMI nHTEpdenc (ecnm HET KacToMmnsauum
« Ecnn npunoxeHue y Bac ogHO TIBLATr L),
« Ecnu npunoxeHne cobcTBeHHON pa3paboTku
g basp [OE AKTYANBHO:

» [Ins 6bicTporo 3anycka
* Besge, roe obenyxunBaetcsa HECKONbKO BM3HEC-NPOLECCOB



A
P KPUMTOMPO Kfafqimfwﬁ"?f"
v— B ntTe nH M nNn

MobunbHana aneKTpoHHaa noanuchb 2.0

Tom »ce Kpunmollpo DSS u myDSS, Ho ka4 8 cmapmdoHe

© 2000-2021 OO0 «KPUMTO-MPO»
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KPUMTOMPO
AU ) [lpeAnocbInku co3pgaHus

U3meHeHUA B 3aKOHe
* [losBunocb oTaenbHOe peryanpoBaHue «0b61a4HON» Nognucu

Jonroe oXXunpaHue noasneHnA TpeboBaHMi K cpeacTeam «obnayHoim» nognucm
* Oxunpanocb B mae 2020 roaa...

OrpaHunYeHHbIN CPOoK aencrteua ceptudukara PChb
* Y aBryct 6amn3uTtca, a TpeboBaHU BCE HET.

3anpoc pbiHKa

* «Mbl He moxem paboTtaTtb 6e3 cepTudmKatal»
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KPUMTOMPO y
_KPUMTOMPO JleruTMMHOCTL MOOMNBLHOM NOoANUCH

Ana HekBaandpuumMpoBaHHOM nognucu

e KoHeyHO!

Ana kBaanpuumpoBaHHO nognucu

e B SDK n B MOBUABHOM MPUIOKEHUN UCMONb3YETCA CEPTUPULMPOBAHHOE
cpeacteo Il «Kpuntollpo CSP 5.0 R2»

e OugeHKa BAMAHUA aBnaeTcs 0b6a3aTe/IbHOM TONbKO ANA «TOCOBY
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KPUMTOMPO y
 KpUrroreo Ponb cepsepa DSS B pexume ModunbHou nognucu

* [lpeobpa3oBaHMe AOKYMEHTOB B 0OTOOpaxKaembli BUA
e CHbopKa cnoxKHbix popmaToB NoAMNMUCH

e CBA3b cnctembl 31O ¢ MOBUABbHBIM NPUNOKEHNEM,
TPAHCMOPT AOKYMEHTa U Nognmcu

* [lpocToe acuHxpoHHoe APl ana 3410
* Bo3amorKHocTb paboTtatb yepe3 CryptoAPI
* KOHTpO/b AOCTYMNa

* }ypHanupoBaHue
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KPUMTOMPO
YTto HeoOXxoanMMo AnA nepexoaa Ha MOOUNbHYO NOANUCH

O6HoBUTbL Bepcuio DSS
e CbopkKa 2.0.3714 pocTtynHa Ha caunTte
O6HoBUTL Bepcuto myDSS SDK/myDSS 2.0

* Bepcua npunoxeHma 2.1 — B marasnHax

* Bepcuna SDK 2.1 — Ha caunTe

YuecTb U3MeHeHUA B Npouecce Bbinycka cepTuduKara

e (OcTtanbHoe APl He meHaeTca!

B INUEH3NPpoBaHNN HUYero He meHAeTcCAa

* JlnueH3una Ha DSS + nnueH3unsa Ha Moagynb ayTeHTUPmnKaumm myDSS
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KPUIMNTOIPO /
R nepCﬂeKTMBbI U NiaHbl AdJibHEULWLero pa3suTuAd

ABa peXnma HaBceraa
* YHuMBepCcanbHOe pelleHmne Ha BCe C/Iy4an KU3HN
HoBasa ceptuduKauma nocne noassieHUA HOBbIX TpeboBaHUM

 Kpuntollpo DSS n Kpuntollpo YL, B ogHOM dpnakoHe

PacwunpeHue cnucka nogaepxmsaembix OC u CYb/

e Astra Linux
* PostgreSQL
 .NET®G6



