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AHHOTaUuUs

Hactoswee PykoBoACTBO coaepxuT obllee onucaHuMe cpeactBa Kpuntorpaduyeckomn
3awmTbl  MHpopMmauum Kpuntollpo CSP v. 3.6.1 (KTAW.00050-03) v pekoMeHpauunm no
mcnonb3oBaHmio CK3U B pasnnyHbIX aBTOMaTU3NPOBAHHbIX CUCTEMAX.

B 3aBMCMMOCTM OT KOMMJEKTaUuuM M WCNOMb3yeMOM MNpOrpaMMHO-annapaTHOW cpeabl
dyHKUMoHMpoBaHusa CK3UM cnepyeTt pykoBOACTBOBATbLCA TakxXe AokyMeHTamum [9] - [19].

NHCTpyKumn aAMUHUCTpaTopam 6e3onacHocTn " nosb3oBaTesnsam pa3nnNyHbIX
aBTOMaTM3MPOBAHHbIX cUcTeM, mcnonbayowmx CK3U Kpuntolpo CSP, aonxHbl paspabaTtbiBaTbCs C
y4yeToM TpeboBaHuii HacToswero PykosoacTtea

Cnu1CcoK coKpaLleHNi

CRL Cnncok oTo3BaHHbIX cepTudmkatos (Certificate Revocation List)
IETF Internet Engineering Task Force

APM ABTOMaTM3MpoOBaHHOEe paboyee MecTo

rMa TMBKMUN MarHUTHLIN ANUCK

AcH [JaTunk cnyydarHbix ymcen

HDD XXeCcTKku MarHUTHbIN AUCK

HCAO HecaHKLMOHNUPOBAHHbIA AOCTYN

OC OnepaunoHHasa cmctema

MNAK MporpamMMHo-annapaTHbIi KOMMIeKc

MNK3n Moacuctema kpunTorpaduyeckon 3awmTbl MHPOpMaumnm

no MporpamMMHoe obecneueHune

Perncrpaums MpucBoeHne onpeaeneHHblx aTpubyToB (aapeca, HoOMepa Kak4ya, npas

MCNO/SIb30BaHNA U T.M.) abOHEHTY

PernameHT CoBOKYMHOCTb MHCTPYKLUMIA U APYrOM pernaMeHTUpYoLen AOKYMeHTaumm,
obecneumBarwoen PyHKLUMOHNPOBAHNE aBTOMAaTU3NPOBAHHOM CUCTEMbI BO
BCEX peXmnMax.

CepTtudukar DNEKTPOHHbIN AOKYMEHT, MOATBEPXAAIOLWMIA NPUHAANEXHOCTb OTKPLITOrO
KI0Ya UK KJI0Ya NPOBEPKM SNEKTPOHHOM MOAMUCK U ONpPeaeNeHHbIX
aTpMbyTOB KOHKPETHOMY aboHEHTY

CepTndurkaumns Mpouecc n3rotoBneHns cepTudmKaTa OTKPbITOroO KaYa Uan Ki4a
NpoBepKN 371eKTPOHHON Noanucy aboHeHTa B LeHTpe cepTudmKaumnm

CK31 CpeactBo kpunTorpadunyeckon 3awmTbl MHpopMauumn

CcocC Cnucok oTo3BaHHbIX ceptudukaTtoB (Certificate Revocation List)

CcCc CnpaBoYHUK CePTUDMKATOB OTKPbITbIX KIKOUYEN U KTOYEeNn NPOBEPKU
3NEeKTPOHHOM noanucu. CeTesol CNpaBoOYHUK.

CoK Cpena pyHKUMOHMPOBAHMS KOMMNJIEKCa

LC LeHTp Ceptudmkauymnm YL

yuy YpoctoBepswowmi LleHTp

P LleHnTp Perncrpaunn YU

34 DNEeKTPOHHbIA AOKYMEHT

3N DNeKTpOoHHasa NoAnuch
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OCHOBHblEe TEPMUHbI U NOHATUSA
ABTOMaTM3MpOBaHHas MHHOPMaLMoHHas cucTema

KoMnnekc mporpaMMHbIX U TEXHUYECKUX CPeAcTB, NMpefHasHaueHHbIX Ansi cbopa, XpaHeHus, moucka wu
BblAauun MHdopMaumm no 3anpocam.

ABTOMaTM3npoBaHHas cucrema

CucteMa, cocToswas W3 MepcoHana M KOMMJeKca CpeacTB aBTOMaTu3auuMu ero  AesiTeNbHOCTY,
peanusytowas MHHOPMALIMOHHYIO TEXHOSIOMMIO BbIMOSIHEHMS YCTAHOBEHHbIX (DYHKLMWNA.

ABTOPCTBO MHMOPMaLIMK

OAHO3HauYHOEe COOTBETCTBME MexXAy coAepxaHueM n/unu gopmoi nHdbopmauum n cybbekTtom (06bekToM),
copMupoBsaswnM 3Ty MHbOpMaumio. [na nonb3oBaTens aBTOPCTBO MOSYYEHHOMW MM U3 CUCTEMbl WK
KaHana cBs3W WH@OpMaLMW O3HaYaeT OAHO3HA4YyHOe YCTAHOB/IEHME WCTOYHMKAa, CHOpPMMPOBABLUErO 3TY
MHpopmauuio (ee aBTopa).

AKTyanbHOCTb MHMOpMaLuun

CBOMCTBO MH(MOPMaUUM COXpaHSaTb CBOM CBoMCTBa (LEHHOCTb) Ans cybbekTa (nosib3oBaTesisl) B TeYeHue
onpeAenieHHoro nepnoaa BpeMeEHM!.

AaMuHUCTpaTop 6e3onacHocTu

CybbekT pocTyna, OCHOBHOWM 00643aHHOCTbD KOTOpOro saBnsetca obecneyeHne 6e30macHOCTM
KOHbMAEHUMANbHOW CBSI3M Ha TOM y4yacCTKe CETW, KOTOpYH OH KypupyeT. CuctemMa aAMMHUCTPATUBHOIO
ynpaBneHnss 6e30nacHOCTbI0  BKOYaeT B Cebss  KOMMIEKC OpraHM3auMOHHO-TEXHUYECKUX  Mep,
HanpaB/eHHbIX Ha obecneyeHne KOHDUAEHUNANBHOCTU CBS3M.

OCHOBHbIe HarnpasfeHus AeaTeNbHOCTU agMUHUCTpaTopa 6e3onacHocTH:
- KOHTPOJ1b LENOCTHOCTN NpPOrpaMMHOro obecneveHus;

- yrnpaBneHue K/IYEeBOW CUCTEMOW: XpaHeHue, BBOA B AENCTBME W CMeHa KJ/4el Mnosb3oBaTenen,
reHepauus 3aKpbITbIX M OTKPbITbIX K/OYelr MOAMMCK MONb30BaTeNeln, KJKYen 31eKTPOHHOW noanucu,
Kto4Yen NpPoBEPKM 3N1EKTPOHHOM NOAMNUCH ;

- yrnpaBfieHMe AOCTYMNOM Mofb30BaTefie CUCTEMbl K MPOrpaMMHOMY O6EeCrneyYeHuto U AaHHbIM, BKJOYast
YCTQHOBKY W MNEpUOAMUYECKYHD CMeHY TMapoJiei, ynpaBfieHne CcpeacTBaMn 3aluTbl KOMMYHMKaUWW,
nepefaBaeMblX, XpaHUMbIX U 06pabaTbiBaeMbIX AAHHbIX.

AOMUHUCTPATOP 3aLUUTLI

Cy6beKkT AocTyna, OTBETCTBEHHbIM 3@ 3aluUTy aBTOMaTU3NMPOBAHHON CUCTEMbl OT HECAHKLMOHWPOBAHHOIO
[0CTyna K nHdopMauum.

AyTeHTUdunKaums

MpoBepka MPUHAANEXHOCTU Cy6bEKTY AOCTyna MNpeabsBIEHHON0 UM MAeHTUdMKaTopa, NoATBEpXAeHWe
NOASIMHHOCTU.

AyTeHTUdunKaumsa nHbopmaumnm

YcTaHoBMeHWE MNOANNHHOCTU MHAOPMaLMKU UCKITHUYUTENIbHO Ha OCHOBE BHYTPEHHEW CTPYKTypbl caMoi
WHGpOPMaUMM He3aBUCMMO OT WMCTOYHMKA STOW MHGOpPMauMu, YCTaHOBIEHWE 3aKOHHbIM Mony4vaTenem
(BO3MOXHO apbuTpoM) akTa, 4YTO noaydyeHHas WHQopMmaums Haubonee BeposiTHO Oblna nepepaHa
3@KOHHbIM OTnpaBuTeneM (MCTOYHMKOM) M UYTO OHa MpPW 3TOM He 3aMeHeHa W He wuckaxeHa. Jliobbie
npegHaMepeHHble U cydaliHble MOMbITKN UCKaXeHUi nHbopMauun o6HapyXuBatoTCsl C COOTBETCTBYHOLLEN
BEPOSATHOCTHIO.

Be3onacHoCTb

CoCTosiHME 3aLUMLLEHHOCTM J>XM3HEHHO BAXHbIX MHTEPECOB JIMYHOCTM, oblecTBa M rocyaapcrea oT
BHYTPEHHUX U BHELIHWX Yrpo3.

OTCcyTCTBME HEAOMYCTUMOro pUCKa, CBSI3AHHOI0 C BO3MOXHOCTbIO HaHeceHus yulepba.
BesonacHocTb MHbOpMaumn (MHbopMaumoHHaa 6e3onacHoCTb)

CocTosiHMe WHpopMauMmM, WMHPOPMALMOHHBIX PecypcoB U WMHMOPMALMOHHbLIX CUCTEM, MPU KOTOPOM C
TpebyeMoli BEpOSITHOCTbIO obecneunBaeTcs 3aWwmnTa MHDopMauum (AaHHbIX) OT YTEYKU, XULLEHUS, yTpaThl,
HECAHKLUMOHMPOBAHHOIO  YHUYTOXEHMUS, UCKaxeHus, Moaudukaumm (noadenku), KOMMpoBaHWS,
6nokupoBaHusa u T.Mm..

CocTosiHMe 3almleHHoCTn uHdopMaunu, obpabaTbiBaeMoli CpeAcTBaMU BbIUUCIUTENBHON TEXHUKU UK
aBTOMaTM3UPOBAHHOW CUCTEMbI, OT BHYTPEHHUX WU BHELIHWUX Yrpo3.

BnoknpoBaHne nHbopmaumm
MpekpalleHre unm 3aTpyaHeHne A0CTyna 3aKOHHbIX Nosib3oBaTesnei K nHdopMauuu.
Bepudukaums
YcTaHOBMIEHWE COOTBETCTBUS MPUHSTON U NepeaaHHon nHdOopMaLUKM C NOMOLLLIO TIOFMYECKUX METOLOB.

npouecc CpaBHeEHUA  ABYX ypOBHeﬁ CI'IeLJ,MCbVIKaU,I/WI cpencrts BbIUMC/IUTENTBHON  TEXHUKM nnn
ABTOMAaTU3NPOBAHHbLIX CUCTEM Ha HaANexallee COOTBETCTBUE.

Bnageneu nHdopmaumm

CybbeKT, OCYLLeCTBASKOWNI BnageHne u nosb3oBaHne uHdopMauunern u peanusylowmin NOJHOMOYUS
pacnopsXeHust B npeaenax npas, YCTAHOBJ/IEHHbIX 3aKOHOM WM/UNK CO6CTBEHHWKOM WHGOpMaLmK.
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Cy6bekT WHMOPMAUMOHHbLIX OTHOWEHWNM, obnagalowmin  NpaBoM  BRAAEHWUS, PacrnopsiXXeHus U
nosib3oBaHMeM MHGOPMAUMOHHbBIM PECYPCOM MO AOroBOpPYy C CO6CTBEHHMKOM MHMOPMaL K.

Bnapeneu nHdopmaunmn, MHOOPMaLMOHHOM CUCTEMBI
Cy6beKkT, B HenocpeaCcTBEHHOM BeAeHMM KOTOPOro B COOTBETCTBMM C 3aKOHOM HaxoaaTcs MHdopMmauus,
MHbOpPMaUMOHHana CTpyKTypa.

FocynapcTBeHHas TaliHa

3alwmiaemMble rocyAapcTBOM CBefeHUsi B 0671acTU ero BOEHHOM, BHELHEMNOoMTUYECKON, SKOHOMUYECKO,
pa3BeablBaTeNbHOM, KOHTppa3sBeAblBaTebHOW n onepaTUBHO-PO3bICKHOW OeATeNbHOCTH,
pacrnpocTpaHeHne KOTOpbIX MOXET HaHecTu yuepb 6esonacHocT Poccuitickoin deagepaunn.

pud KoHDMAEHLMANBHOCTH
CneunanbHas OTMeTKa Ha HocuTene WHdgopmauum nAmnbo B COMPOBOAUTENbHbLIX AOKYMEHTaxX Ha Hero,
CBMAETENbCTBYIOWANA O TOM, YTO HOCUTENb COAEPXUT KOHPUAEHLMANbHYIO MHDOpMauumIo.

pnd cekpeTHOCTU

PekBu3nNTbI, CBMAETENBCTBYIOWME O CTENEHW CEKPETHOCTU CBEeAEHWUI, COAEepXalUMXCSs B UX HOCuTerne,
npocTaBnsieMble Ha CaMOM HOCUTENE U/UAn B CONPOBOAUTENbHON AOKYMEHTaUumM Ha Hero.

LJoKyMeHT
[lokyMeHTUpoBaHHasa MHbopMaums, cHabxeHHas onpeaeneHHbIMU peKBU3UTaMun.

MaTepuanbHbll 06BbEKT C WH@OpMauMen, 3aKpernseHHOW COo3AaHHbIM YenoBeKOM crnocoboMm ans ee
nepefayun BO BpPEMEHW W NPOCTPAHCTBE.

[JokyMeHTMpoBaHHas MHGopMaums (AOKYMEHT)

3admKcMpoBaHHas Ha MaTepuanbHOM HocuTene uHdopMauusi C pPeKBU3UTaMM, MO3BONSIOWMMKA ee
naeHTubUUMpoBaTh.

NMpumeuaHue. [JOKyMeHTMPOBaHHas WHGOpPMaUMs C OrpaHUYEeHHbIM AOCTYNOM MO YCNOBUAM ee
npaBOBOr0 pexuMma noAapasfenserca Ha WHOOopMauMilo, OTHECEHHYK K T[OoCyJapCTBEHHOW TalHe, w
KOHMdUAEHUMANBHYIO.

[JOKyMeHT B aNeKTPOHHOM hopMe (SNeKTPOHHbIN AOKYMEHT)

DNeKTPOHHbIN 06pa3 AokyMeHTa (nfaTexHoOro WAM uMHoro) - ain, [OCTOBEPHOCTb KOTOPOro
obecneuvBaeTca KOMMNJIEKCOM MeponpuaTUin no 3awnte nHdopmaumn. Mpu 3ToM Garin MOXET coaepxaTb
HECKONbKO AOKYMEHTOB (MakeT AOKYMEHTOB).

3 npeactasnser Ccobol AOKYMEHTMPOBAHHYIO COBOKYMHOCTb  AaHHbIX, 3adWKCUPOBaAHHbLIX Ha
MaTtepuanbHOM  HocuTene  (MarHUTHOM  uam  6yMaxXHOM) C  peKkBM3WUTaMu,  MNO3BONSIOLNMM
naeHTudunumMposaTb 3Ty MHMOPMauuio M aBTOpoB JAoKyMeHTa. WaeHTudwukauma SO obecneumsaercs
CpeAcTBaMM 3aliMTa Ha OCHOBE anroputMoB LWKMGPOBAHWUSA, 3MEKTPOHHOW MOAMMCKM W 3aluuTbl OT
HEeCaHKLUMOHUPOBAHHOIO AOCTYNa.

D[ co3fdaeTcs y4YaCTHWKOM CUCTEMbl Ha OCHOBE 6YMaKHOro AOKYMeHTa SM60 Ha OCHOBAHWW ApPYroro
3/IEKTPOHHOI0 AOKYMEHTa U MOJSIHOCTLIO MOBTOPSIET €ro Nno coaepxaHuto. 3 o6pabaTbiBalOTCA U XpaHATCA
B DBM 1 MOryT nepefaBaTbCs MO 3/1EKTPOHHbLIM KaHasnaM CBS3u.

JocTtyn K nHgopmaumm
MonyyeHne Cy6BLEKTOM BO3MOXHOCTM O3HAKOMMIEHMSS C WHdOpMaumen, B TOM 4YUCAe C MNOMOLLbIO
TeXHUYECKUX CPEeACTB.

O3HakoMmfieHMe c wuHdopMmauueit, ee 06paboTka, B YaCTHOCTM, KOMUPOBaHWE, MOAUMDUKALMSA WK
YHUUTOXEHWE UHbopMaLuu.

JocTtynHocTb nHdopmaunmn

CBoncTBO wuHMOpPMaUMK, TEXHUYECKMX CpeacTB U TexHonorum o6paboTku, xapakrepuaytoueecs
CnocobHoCTb0 obecneunBaTbh HeCcnpensaTCTBEHHbIN A4OCTYN K MHMOpMauum cybbekToB, MMEKLWMX Ha 3TO
Haanexalume nosHoMouus.

3aBepeHune (HoTapu3saums)

Pernctpauma faHHbIX Y AOBEpPEHHOro TpeTbero nvua ANns NOBbIWEeHUS YBEPEeHHOCTU B MpaBUSIbHOCTU
TaKUX XapaKTeEPUCTUK, KaK coaepXXaHNE, NCTOYHUK AaHHbIX, BpEMA OOCTaBKW.

3awuTa nHdopmaumm

[eaTenbHOCTb MO NPeaoTBPALLEHUIO YTeYKM 3aluuiiaeMoin UHdopMaumMu, HecaHKUMOHUPOBAHHbLIX W
HenpeAHaMepeHHbIX BO3AENCTBUIN Ha 3alumLlaeMyto MHbOpMaumio.

KoMnnekc MeponpuaTuii, MNpPOBOAUMBIX C LEeNblo MpefoTBpalleHusl YyTeuKW, XULLeHUsl, yTpaThl,
HECaHKUMOHUPOBAHHOIO YHUUTOXEHUS, U3MEeHeHUsl, Moandukaunm (Noaaenkn), HecaHKLMOHNPO-BaHHOIO
KOMUPOBaHWs, 61OKMPOBaHUS MHbOPMaLUu.

3awmTa nHpopmaummn ot HC

CocTaBHas yacTb obuwen npobnembl obecneyeHns 6esonacHoCcT MHGOpMauMmM. MeponpuaTua No 3awmTe
uHdopMaumm ot HCO [OMKHbI OCYLWECTBASTLCS B3aMMOCBSI3aHO C MEepOonpuUSITUSIMM MO crieunanbHoOn
3almMTe OCHOBHbLIX M BCMOMOraTe/bHbIX CPEACTB BbIYUCIUTENBHOW TEXHUKWU, CPEACTB U CUCTEM CBSI3U OT
TeXHUYECKUX CPeaCTB pa3BeAKMW U NMPOMBbILLAEHHOrO WNKWoHaxa. B obwem cnyyae, KOMMIeKC NporpamMMHoO-
TEXHUYECKUX CPeACTB W OpraHU3auuoHHbIX (NpoueaAypHbIX) peleHui no 3awmTte uHdopmaumm ot HCA
peanusyeTcsa B paMKax CUCTEMbl 3alMTbl MHGopMaumm oT HCA, YC/NOBHO COCTOSLWEN W3 CleaytLmx
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yeTblpex MOACWUCTEM: YyMpaBfieHUs AOCTYMOM; perucTpaumm U yyeta; Kpuntorpacduyeckoi; obecneyeHuns
LIeNOCTHOCTY.

3awmeHHoe CpeacTBO BbIYNCINTENBHOM TEXHMKN (3alLMLLieHHas aBToMaTU3npoBaHHas cucrtema)

CpeacTBo BbIUMCUTENBHOM TEXHUKKN (aBTOMaTM3MPOBaHHAsA CMCTeMa), B KOTOPOM peanu3oBaH KOMMIEKC
CpeAcTB 3aluThl.

IA32, IA64, x64, SPARC, Power PC
AnnapaTHble naaTdopMbl, ncnonblyemble nponssoantensamm NMN3BM
NaeHTudunkaums

MNpuceoeHne cybbekTaM M 06bekTaM AOCTyna uaeHTUdukaTopa U (MAM) CpaBHEHWE NpPeAbsBISEMOro
naeHTUdUKaTOpa C NepeyHeM NPUCBOEHHbIX MAEHTUHUKATOPOB.

MMunTo3awumTa
3awmTa cucTeMbl LWNGPPOBAHHOW CBSA3M OT HABA3bIBAHMS JIOXKHbIX AaHHbIX.
MMunTOoBCTaBKa

OTpe3ok MHdopMaunum GUKCUPOBAHHOM AJIMHbBI, NOMYYEHHbIN NO OnpeaeneHHOMY MNpasBuay M3 OTKPbITbIX
Aa@HHbIX U KtoYa M 406aBNeHHbIN K 3aWm@dpoBaHHbIM AaHHbBIM An18 o6ecneyeHns UMUTO3alUmnThI.

KBannunumpoBaHHbI cepTUdUKaT KaoYa NpoBEPKU 3N1EKTPOHHON MOAMMUCH

CepTMCbMKaT K/to4a NpoBEpPKU 3J'IEKTp0HHOl7I NoOANMUCK, BblAAHHbIN AKKpeEANTOBAHHbLIM yA0CTOBEPAOLWUM
LEHTPOM WM [OBEPEHHbIM NULOM aKKpeAWTOBAHHOro yAoCToBepstowero ueHTpa nubo deaepanbHbiM
OopraHom MCMNOSIHUTENbHOW BNacTy, YNOJTHOMOYEHHbLIM B ccbepe MCcnoNib3oBaHUA BHEKTDOHHOI‘/‘I noanuncu.

Kntou (Kkpyntorpaduyeckmnin Kntou)

KoHKpeTHOoe ceKpeTHOe COCTOSIHME  HEeKOTOpbIX MapaMeTpoB  anroputMa  Kpuntorpaduyeckoro
npeobpa3oBaHua fAaHHbIX, obecneumBatwowee BbIGOp 0AHOrO npeobpa3oBaHUA U3  COBOKYMHOCTH
BCEBO3MOXHbIX A1 AAHHOr0 anropmMtma npeobpasosaHuin [3].

Kntoy MpoBepKu 3M1eKTPOHHOM NOAMUCK

YHuKanbHasa nocnefoBaTesibHOCTb CUMBOJSIOB, OAHO3HAYHO CBSA3aHHAas C KJ1H0YOM BJ'IeKTpOHHOVI noanucum um
npegHasHayeHHas As1s NpoBepKU NOASIMHHOCTY S/1IEKTPOHHOM NOAMUCH.

Kntoy 3n1eKTpoHHOM noanucu
YHuMKanbHasa NnocnefoBaTesibHOCTb CUMBOOB, NpeAHa3HayeHHas Ans co3aaHus 31eKTPOHHOM NOAMUCHK.
KomnpomeTauus kato4a

YTpata [oBepusi K TOMYy, 4TO WCMOJib3yeMble KouM obecneumBaloT 6e3onmacHocTb MHdopMauun. K
COb6bITUSIM, CBSAI3aHHbIM C KOMMPOMeTauuel Kkuyeil OTHOCATCS, BKJOYas, HO He OrpaHMYMBasiChb,
cnepyowme:

1. MoTepsa kNtOYEBbIX HOCUTENEN.

2. ToTeps KOYEBbLIX HOCUTENEW C UX MOCAEAYOWMM 0BHapyXeHneM.

3. YBOJIbHEHWE COTPYAHWUKOB, UMEBLUMX AOCTYN K KO4EBOM MHDOPMaLMK.

4. HapylweHue npaBua XpaHEHWS U YHUUYTOXEHUS (Nociie OKOHYaHUS CpoKa AeNCTBMS) 3aKpbITOro
Kftoua.

5. BO3HMKHOBEHME TMOAO3PEHUI Ha YTeuyky WHGOpMauMM WAM €ee WUCKaAXeHWe B Ccucteme
KOH(MAEHUNANbHON CBA3MN.

6. HapyuweHuve nedyaTtv Ha ceide C KNoUYEBbIMU HOCUTENSIMU.

7. Cnyyau, Korga Henb3s AOCTOBEPHO YCTAHOBUTb, YTO MPOMU3OLIO C K/IHOYEBBLIMWU HOCUTENSMMU (B
TOM 4yuc/e Ccfyyaum, Korga K/4YeBOW HOCUTENb Bbllesn U3 CTPOs M AOoKa3aTeNlbHO He OnpoBeprHyTa
BO3MOXHOCTb TOr0, 4TO, AaHHbIN d)aKT npounsowen B pe3ynbtate HECAHKUMOHMPOBAHHbIX OencTBUin
3/10yMbILUNIEHHUKA)

PaznuualoTcs ABa BUAA KOMMPOMETAUMM 3aKpbITOro Kj4va: ssBHasA U HessBHasA. [lepBble yeTbipe cobbiTuA
TPAKTYHTCA KakK ABHaa KOMNpoMeTauuna Kntoven. CJ'IELI,YIOU.I,ME U Tpe6yr0T cneunanbHOro pacCMoTpeHuUA
B KaXAoOM KOHKpPETHOM cniy4yae.

KoHduraeHunansHoCTb MHGpOpMaLmm

CybbekTnBHO onpeaensemas (NpunuceiBaemMas) MHdopMaumm xapaktepmcTnka (CBOMCTBO), YKasbiBawoLlas
Ha Heo6Xx0AMMOCTb BBEAEHUS OrpaHMYEeHU Ha Kpyr Cy6bekToB, MMeoLWmMX AOCTYN K AaHHOW MHMOopMaLumm,
n obecneumBaemMass CNOCOBHOCTbIO CUCTEMbl (Cpeabl) COXpaHSATb YyKasaHHyk MHGopMauuio B TaliHe oT
Cyb6beKTOB, HE MMEILMNX MOSTHOMOYMI Ha NpaBo AOCTyna K Hew.

KoHduraeHumnansHas nHgopmaums

[okyMeHTUpoBaHHasi WHdOpMauuns, AOCTyn K KOTOPOM  OrpaHM4YMBaeTcs B  COOTBETCTBUM  C
3akoHogaTenbcTBoM P®. [pyras nHdopmauus, Tpebyrowas 3almTbl.

KoHTponb goctyna (ynpasieHve AOCTYMNoM)

Mpouecc orpaHnyYeHns J4oCTyna K pecypcaM CUCTEMbl TOJIbKO paspelleHHbIM CybbekTaM Uin o6bekTaM.
KpunTorpacduyeckas 3awmra

3awmnTa AaHHbIX NPy NOMOLWM KpunTorpaduyecknx npeobpasoBaHnii AaHHbIX.
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Kpuntonposanaep
Peanunsyetr ¢yHKuMn wndpoBaHns, BbIYUCIEHUS WMUTOBCTaBKM, X3WMPOBaHWsA, QOpMUpPOBaHMS U
MpoBepKU NoAMNuUCU, TFeHepaumu nonb30BaTeNbCKMX kwodeln. ObecneunmBaeT paboTy C CECCUMOHHbIMU
KnoYamMn WndgposaHua (reHepaunsi, 3KCNOPT/MMMNOPT B 3alUMLLIEHHOM BuAe), 3aKPbITbIMU U OTKPbITbIMU
kntovyamm Ol 1 obMeHa, BBOA K/KOYEN C K/IHOYEBbIX HOCUTENen, 3aWwmuwéHHOe XpaHeHe U YHUYTOXEHMe
KntoYen B onepaTUBHOM namsaATh. Peanusyetcs kak 6ubnuoTeka, AMHaMMYECKW 3arpyxaemas B eauHoe
aZipecHoe MpOCTPaHCTBO NMpouecca, MHULUMUPYEMOro NPUKIaaHON 3ajaden.

Kpuntonpoapavisep

Pea}'IVI3YET (DYHKLI,VIVI LIJVI(prBaHVIﬂ N BblHUCNEHMA UMUTOBCTAaBKU, X3WWMPOBaHUA W MNPOBEPKM nNoAMnUCH.
ObecneunBaeTr paboTy C CECCMOHHbIMKM KOYaMu WKdpoBaHus (reHepaums, 3KCNOpPT/MMMOPT B
3aluLLEeHHOM BKae), knvammu npoeepku 3, apeMepHbIMU 3aKPbITbIMU U OTKPbITbIMKA Kto4aMn obMeHa,
3alMWEHHOE XpaHEeHWE W YHUYTOXEHME KoYeil B onepaTUMBHOW MaMsiTU. 3arpyXaertcs B aapecHoe
npoctpaHcteo sapa OC.

Mo cBoeMy wHTepdency n QyHKUMOHANbHBbIM BO3MOXHOCTSAM KpunToApanBep obecneuvmBaeT BO3MOXHOCTU
KpUnTonpoBaiaepa 3a MCKIoYeHNEM (DyHKLMA (hopMMPOBaHnNSt LMGPOBOA MoAnNmncK, paboTbl C HOCUTENEM KITHOYEN,
reHepaumm KtoYen nonb3osaTtens. [03BONSET OpraHu30BbIBaTh LUMMPOBaHME AaHHLIX W MPOBEPKY LMPpPOBOA
NoAMMCK Ha YpPOBHE SiApa OnepaumoHHON CUCTEMbI U YCKOPUTBL KpunTorpadmyeckme onepaummn ¢ NOTOKOM JaHHbIX 3a
CYET UCKITKOYEHMS U3 NpoLecca 06paboTKM AaHHBIX UX NEPechbUIKY C YPOBHS sApa Ha YPOBEHb NMPUIOXKEHMN 1 06paTHO.

KpunTtocepsuc

Mpouecc, 3anyckaeMblii B COBGCTBEHHOM aApecHOM MpoCTpaHcTBe. KpunTtocepBucC, Kak U
KpUnTonpoBaiaep, BbIMOMHSAET BCe KpunTorpadpuyeckme @yHKUMM, BKOYAsS reHepaumio Kioyein
nonb3oBaTtens. KpuntocepBuC MOXET WMCMOb30BaTbC HECKONbKMMWU MpoueccaMu. BsamMmopeicTeue
KpUnTocepBmnca C MpoLeccaMm OCyLLeCTBAsieTCA Mo npoTokony RPC B pexuMe pasgenieHusl KIUMEeHTOB.
KntoueBas MHMOPMaLMsA C HOCUTENEN BCEX KWEHTOB K3LWWPYETCS B HECBOMWPYEMYID YacTb aApecHOro
MpoCTpaHCTBa KpunTocepauca.

KpunTorpacduuyeckoe npeobpasoBaHune
MpeobpaszoBaHue MHdOPMaLMM C UCMOIb30BaHMEM KpUNTOrpacbUyecknx anroputMoB.
JlnueHsmpoBaHue B 061acTy 3aluuThl MHOPMaLMK

[JesaTenbHOCTb, 3aknlo4valowWwasca B nepegade wav NoayyYeHMu Mnpas Ha npoBefeHwe paboT B obnactu
3aWmTbl MHPOPMaL UK.

MeponpusTvs Mo 3awuTe UHdopmMaumm

CoBOKYMHOCTb AENCTBUI NO pa3paboTke 1/unn NpakTU4EeCcKOMY NpMMeHeHUo cnocoboB 1 CpeacTs 3almThl
nHdopmaunm.

MeponpusaTMs NO KOHTPONO 3PPEKTUBHOCTM 3aLUMTbI MHPOPMaLMK

COBOKYMHOCTb AENCTBMI NO pa3paboTke wn/wnmM npakTU4YecKoMy MpUMEHEHU0 cnocoboB u cpeacTs
KOHTPONS 3DEKTUBHOCTM 3aLUnTbl MHDOPMaLUH.

MeTka KOHdJM.U,EH UnanbHOCTU

DneMeHT WHdOpMaLmMM, KOTOPbIN XapakTepusyeT KOHbWUAEHUMANbHOCTb MHbOPMaUnMn, coaepxalleincs B
obbekTe.

Hapywutenb 6e3onacHoCcTn nHdopmaumm

duamyeckoe nULO, CAyYahHO WAW NpeAHaMEPEHHO COBeplUalllee AeNCTBUA, CeACTBUEM KOTOPbIX
ABNSIETCS HapylweHue 6e3onacHoCcTM MHdopMauum nNpu ee 06paboTke TEXHUUYECKMMU CpeacTBaMu.

Hapywwutenb npaBun pasrpaHUyeHns AocTyna
Cy6beKkT AocTyna, OCyLLeCTBASOWNA HECAHKLMOHUPOBAHHbIV AOCTYN K MHdOpMauuu.

HeKoppeKTHbIN 3N1EeKTPOHHbIN AOKYMEHT
DNEeKTPOHHbIA AOKYMEHT, He Mpowealwnini Nnpoueaypbl pacln@poBaHna AaHHbIX, NPOBEPKN 3/1EKTPOHHOMN
noanucu uHdopMaumsi, KOHTpons dopMmaTta AOKYMEHTOB, @ TakKXe [AOKYMEHT, MMeLWM UCKaXeHus B
TekcTte coobweHuns (Hanuyme cumBosioB, 6ykB wnn umdbp B pacwmndpoBaHHOM (OTKPbLITOM) TeKCTe
AOKYMEHTa, He MO3BONSAOWMNX NOHATb €ro CMbICH).

HenpeaHamepeHHoe BO34eNCTBME Ha MHMOPMaLnIo

Owwnbka nonb3oBaTens MHdopmaumen, cbor TEXHUYECKUX U MPOrpaMMHbIX CPeACTB WHEPOPMALMOHHbIX
CUCTEM, @ TakKXe MpUPOAHOE SB/IEHUE WIN WMHOE HeuefeHanpaB/ieHHOe Ha W3MeHeHue uHdbopMauuu
BO34eNCTBUEe, CBA3aHHOEe C (YHKLUMOHMPOBAHMEM TeXHWYECKUX CPeACTB, CUCTEM WU C AeATeNbHOCTbIO
nogen, NpuUBOASLLUME K WCKaXEHWIO, YHUYTOXEHMIO, KOMUWPOBaHWIO, 6M0OKMpOBaHWMIO AJocTyna K
nHdopMaumu, a Takxe K yTpate, YHUUTOXEHUIO nnm c6or0 dyHKLUNOHMPOBAHUS HocuTeNns nHdopMauum.

HecaHKUMOHIApOBaHHoe BO34ENCTBME Ha VIHCbOpMaLLVHO

Bo3paelicTBMe Ha 3aluMllaeMyl0 MHOOPMAUMIO C HapyLIeHWEM YCTAHOBJIEHHbIX MpaB W/UAW MNpaBwua Ha
U3MeHeHve WHdOpMaLMK, MpUBOASLIEE K WCKAXKEHWUIO, YHUUTOXEHWIO, 6/I0KMpOBaHUIO AocTyna kK
MHdOpMaLMK, a TakxkKe K yTpaTe, YHUYTOXEHUIO nnn c60t0 PYHKLUMOHMPOBAHUS HOCUTENS! MHbOopMaLuu.

HecaHKLUMOHNPOBaHHbLIN A0CTyn K MHdopmaumun (HCA)

1. NonyyeHue 3awmwaemon MHOOPMaLNN 3aUHTEPECOBAHHbIM CYyObeKTOM C HapyLleHNeM YCTaHOBMEHHbIX
npaBoOBbIMM AOKYMEHTaMW Wan COBCTBEHHWKOM, BnagenbueM WHdoOpMauuu npas vaM nNpasBun AOCTyna K
3awmwaemMon nHdopmMauum.
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2. [doctyn K wuHdOpMauuMu, HapyllalowWwunin ycTaHOBMIEHHbIE MpaBuia pasrpaHuMyeHns p[octyna, c
MCMOSIb30BaHMEM LWTaTHbIX CpeacTs, npepoctasnseMbix CBT wnm AC. [oa wTaTHbIMKM CpeacTBamMu
NOHWUMAaETCs COBOKYMHOCTb MPOrPaMMHOI0, MUKPOMPOrpaMMHOro n TexHuuyeckoro obecnevenms CBT wau
aBToMaTusnposaHHon cucrtembl (AC).

Hocutenb nHdopmaumnm

dusnyeckoe NMLO UAM MatepuasnbHbIil 06BLEKT, B TOM yucie gusanyeckoe nosne, B KOTOpPbIX MHGOpMaLms
HaxoAuT cBoe oTobpaxeHue B BMAE CMMBOOB, 06pa3oB, CUrHaNOB, TEXHUYECKMX pelleHnin n NpoLeccos,
KOJINYECTBEHHbIX XapaKTePUCTUK DU3NYECKUX BENNYMH.

0O6beKT gocTtyna

EavHnua  vMHMOpMauuoHHOro  pecypca  aBTOMaTU3MPOBAaHHOW  CUCTEMbI, [OCTYNn K  KOTOpoW
pernamMeHTUpyeTcsa nNpasuiaMmn pasrpaHuyeHuns Aoctyna.

O6beKT 3almnTbI

1. MHdopMauma unu HocuTenb MHMOPMaLUK, UM MHGPOPMAUMOHHbLIA MPOLECC, B OTHOWEHUU KOTOPbIX
Heo6xoAnMo obecneunBaTh 3aMUTY B COOTBETCTBUM C MOCTAB/IEHHOMN LIENbIO 3alMTbl MHbOPMaLMK.

2. WHdopMaumsa, TexHudeckme cpeactea W TexHonorus ee 06paboTkuM, B  OTHOLWEHWW KOTOPbIX
HeobxoauMo obecneunTb 6e30nacHOCTb MHGpOPMaLM.

O6paboTka MHpOpMaLmn
MNepenava, npueMm, XxpaHeHune, npeobpasoBaHme 1 oTobpaxkeHne nHpopMaumm.
OpraHu3aums 3almTbl MHGopMaumm
CoaepxaHue 1 nopsaok AeNcTBMii No obecneyeHunio 3almTbl MHdopMaLnK.
OTKPbITbINA KoY
Kpuntorpaduyecknin knto4d, KOTOpbIA CBSi3aH C 3aKpbiTbiM C NOMOLWbID 0COb6Oro MaTeMaTU4ecKoro
CooTHOWeHUsA. OTKpbITbIN K4 M3BECTEH BCEM APYrMM MOSb30BaTeNsM CUCTEMbl M NpeAHas3HadeH Ans
NPOBEPKN 3IEKTPOHHOM MOANUCKM M pacwmndpoBaHMs, MO3BOMASET OMpeAenuTb asTopa MnoANUCU W
[OCTOBEPHOCTb 3/IEKTPOHHOIO AOKYMEHTa, HO He NMO3BONSET BbIUNC/IUTb 3aKPbITbI KoY. OTKPbIThIA KoY
CYMTaeTCa MpuHaanexawuMm nonb3oBaTento, ecam OoH 6bln  3aperncrpupoBaH  (CcepTUdUUMPOBaAH)
YCTaHOBJ/IEHHbIM MOPSAAKOM.
Maponb
1. Wpentndukatop cybbekTa AoCTyna, KOTOPbIN aBnseTcs ero (CybbekTa) cekpeToM.
2. CekpeTHas nHdopMauma ayTeHTUdUKaumm, obbl4HO NpeacTasnsowas cobor CTpOKy 3HaKoB, KOTOPOW
Ao/KeH obnagaTb nonb3oBaTenb AN AOCTYNa K 3alMILEHHbIM AaHHbIM.
MnaHoBas cMeHa Kyen
CMeHa K/toYen C yCTaHOBIEHHOM B CUCTEME NepUOANYHOCTbIO, HE Bbl3BaHHas KOMMNpoMeTaunen Knoden.
Mo60YHbIE 31EKTPOMArHUTHbBIE U3NYYEHUS U HABOAKM
1. SnekTpoMarHWTHblE N3NYYEeHUs TEXHUYECKMX CpeacTB 06paboTkn nHdopmMmaumm, He NnpeaHasHavyeHHble

Ana  nepenayun, npuwema uwnnm npegHamMepeHHoOro MUCKaXeHud MHd)OpMaLI,VIVI, a TaKXe HaBoAKWU OT
TEXHUYECKNX CPeaACTB B OKpyXarwLWwunx npeamertax.

2. HexenaTenbHble U3yYEHUS U HAaBOAKM, NPOABASAOWMECSH B BMAE NOBOYHbIX, BHEMOOCHbIX, LWYMOBbIX
W HaBOAMMBIX  CUrHaNoOB, MNOTeHUManbHO 06pas3yloWMX  HEKOHTPO/MpYEMble  KaHalbl  YTeuKku
KOH(pUAeHUNanbLHon nHdpopMauum.

Mo60o4YHOE 3N1EKTPOMArHUTHOE U3NTyUYeHNE

HexenaTenbHoe WMHMOOPMAUMOHHOE  3IEKTPOMArHUTHOE  WM3NyYeHMe, BO3HMKAlOLlee B
pesyfibTaTe HefIMHEMHbIX MPOLEeCCOB B 3MEKTPUYECKUX Uensax npu obpaboTke MHbopMaumm
TEXHUYECKMMU CPEACTBAMMU U NPUBOASLLME K yTeuKe MHDOopMaUnK.

Monb3oBaTenu

FpaxaaHe, opraHbl rOCyAapCTBEHHOM BRacTW, OpraHbl MeCTHOro CcamoyrnpaB/ieHWUsl, opraHusauuMm wu
obuiecTBeHHble 06beanHeHMs 061aaaloT paBHbIMKM NpaBaMu Ha AOCTYN K rOCyAapCTBEHHbIM pecypcaM U He
06513aHbl 060CHOBbLIBATbL Mepes BnajesnbLeM 3TUX pecypcoB HeobXxoAMMOCTb MONyYeHWUs 3anpalinBaemon
UMKN nHpopMaumn. VicknoueHne coctaBnseT MHGOpMaUns C orpaHMYeHHbIM AOCTYMOM..

Monb3oBatensb (NoTpebutens) nHbopMaumm
1. CybbekT, obpawatowniics K MHDOPMAUMOHHOMW CUCTEME WAW NOCPEeAHMKY 3a MNojlydYeHuem
Heobxoanmon emy MHbOpPMaunn 1 Nob3YHOLNIACS eto.

2. CybbekT, nonb3ywwuncs wuHdboOpMaunern, nonyyeHHorW OT ee cob6CTBeHHMKa, Bnagenbua um
nocpeaHMKa B COOTBETCTBUM C YCTAHOB/IEHHbIMW MpaBaMu U NpaBuaamMn AocTyna K MHdopmauum nnbo c
X HapyLUEHUNEM.

[MOAHOMOYHBIN npeacrtaBuUTe/lb opraHnsauunm

MpeacTaBuTeNb OpraHusauMM W3 4Yucia MepBbIX AO/MKHOCTHLIX JIUL B COOTBETCTBUM C YCTaBHbIM
[OKYMEHTOM UMW, UMELMI COOTBETCTBYIOLLYIO JOBEPEHHOCTb.

MpaBuno AocTyna K 3aluLaemMonr nHgpopmaumm

CoOBOKYMHOCTb NMpaBws, perfiaMeHTUpyLWnX NopsiAoK WU YyCNoBUa AOCTyNa K 3awuwaemoli uHdopmaumm u
ee HocuTensaM.
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MpaBuna pasrpaHunyenns goctyna (MPA)
CoBOKYMHOCTb NpaBu, pernaMmeHTUpyoLwmnx npasa AocTyna cybbekToB A0CTyna K obbekTaM gocTyna.
MpaBo AocTyna K 3awwmiaemMon nHdopMauum; npaso

COBOKYMHOCTb MpaBwua A0CTyNa K 3alimiiaemMoin MHdpopMaumm, yCTaHOBNEHHbIX MPaBOBbIMU AOKYMEHTaMMU
N1 co6CTBEHHMKOM, BnaaesnbLeM MHbopMaUunm.

MpoBepka 3NEKTPOHHOM NOANNCU AOKYMEHTA

[MpoBepka COOTHOLWEHUS, CBSA3bIBAOWEro Xew-QyHKUUK AOKYMeHTa, NoAnuCb MoA 3TUM AOKYMEHTOM WU
K04  MPOBEPKWM 3/1EKTPOHHOW MoAmnuMcuM noanucaewero rnonb3oBatens. Ecnnm  paccmaTpuBaemoe
COOTHOLWIEHME OKa3blBAeTCs BbIMNOSIHEHHbIM, TO MOAMWUCb MPU3HAETCH MNpPaBWIbHOW, a caM AOKYMEHT -
MOANIMHHBLIM, B MPOTMBHOM CJly4ae [OKYMEHT CYMTaeTCss W3MEHEHHbIM, a noAnMucb Mo4 HUM -
HeaeNCTBUTENbHON.

HecaHKUMOHMpPOBaHHOe AoBeAeHWe 3awmwaemon nHdopmauum Ao notpebutenen, He MMeOWMX MNpasa
[OCTyna K 3TOM MHgopMaumn.

PacwmndpoBaHune aaHHbIX
Mpouecc npeobpasoBaHns 3aWMPOBaAHHbIX AaHHbIX B OTKPbITbIE AAHHblE MpU NoMowM Wwndpa.
PernameHTaums

Cnocob 3awuTbl MHpOpMaumm B npouecce PyHKLUMOHUPOBAHUS CUCTEMbI MEPOMPUATUIA, CO3L4alOWNX Takne
yCcnoBusi nepepaboTKM 3almliaeMblX [aHHbIX, MPU KOTOPbIX BO3MOXHOCTU HECaHKLUMOHUPOBAHHOIO
[OCTyna CBOASATCA K MUHUMYMy. CuuTaeTcsi, 4to ANns 3PdeKTUBHON 3awmuTbl HeobXoAMMO CTPOro
pernamMeHTMpoBaTb 34aHWs, MOMELLEeHUs, pa3sMelleHue annapaTtypbl, OpraHusaumilo u obecneyeHue
paboTbl BCero nepcoHana, cBA3aHHOro ¢ 06paboTkoi KoHdUAEHUMaNnbHON NHGOpPMaLMK.

CaHKLUMOHMPOBAHHbIN AOCTYN K MHbOpMaLmm
JocTyn K MHbopMaumMm, He HapyLlaoLWwmii NpaBuna pasrpaHnyeHns 4octyna.
CepTuduKaT 3alwuThl

[okyMeHT, YAOCTOBEPSIOLWNIA COOTBETCTBME cpeacTsa BblYUNCNNTENBHON TEXHWUKMU nnm
aBTOMaTMU3MPOBaHHOWN CUCTEMBI Habopy onpeaeneHHbIX TpeboBaHui no 3awmTe oT
HEeCaHKUMOHMPOBAHHOIO A0CTyna K WMHdopMauMM M Jalownini npaso pa3paboTyunmky Ha MCMNOMb30BaHWe
n/Mnn pacnpocTpaHeHne Ux Kak 3alnLlueHHbIX].

CepTudukaT Ko4a NPOBEPKU S/IEKTPOHHOW NOAMUCHK

DNIEKTPOHHbIM AOKYMEHT WM AOKYMEHT Ha 6yMaKHOM HOCUTesle, BblAaHHble YAOCTOBEPSIOWMM LLEHTPOM
NM60 [OBEPEHHbLIM JIMLOM YAOCTOBEPSIOWEro LeHTpa M MOATBEpXKAAOLME MPUHAAIEXHOCTL K/to4a
NpOBEPKMN 3/IEKTPOHHOM MOAMNWCHK BRadenbLy cepTudmkaTa Ktoua NpoBepKu 3NEKTPOHHOM MOAMMUCH.

CepTUdUKaT OTKPLITOro Kitoya

CepTudukaT KIOYa MPOBEPKU 3MEKTPOHHOW MoAanucM  wnn  wnudpoBaHns npeacrasnsetr cobon
CTPYKTYPUPOBAHHYIO ABOMYHYIO 3anucb B popMmate ASN.1, cocTosLlyto 13:

e NMeHu cybbekTa nnum obbekTa CMCTEMbl, OA4HO3HAYHO MAEHTUMULNPYIOLLEN €ro B CUCTEME;
e OTKPbITOro Kntoya cybbekTa nnm obbekTa CUCTEMBI;
e [JOMNONHUTENbHbLIX aTpUbyTOB, oNpeaenseMbiX TpeboBaHMSMU UCMONb30BaHUA cepTudunKaTa B CUCTEME;
e 3IN U3spaTtensa (YoocTtosepslowero LeHTpa), 3aBepstoLLy0 COBOKYMHOCTb 3TUX AAHHbIX.
dopmaT ceptudmkata onpegesnieH B pekomeHgauusax ITU-T .509 u pekomeHpaumsax IETF RFC 2459. B
HacTosilee BpeMs OCHOBHbIM MpUHATbIM dopmaToM aBnseTca QopmaT Bepcun 3, MNO3BOMAIOLMMN
onpenenuTb AonosiHeHUs (extensions), C NOMOLWbI KOTOPbIX peanu3yeTcs onpeaeneHHas noauTuka
6e30nacHoOCTM B cUCTeMe.

CepTudmkaT COOTBETCTBUSA
[OoKyMeHT, BblAaHHbIA MO MpaBwWiaM CUCTEMbl CcepTUdMKALUUN ANS MOATBEPXKAEHUS COOTBETCTBUS
cepTMdULMpOBaHHON NPOAYKLMWN YCTAHOBIEHHbIM TpeboBaHMsM.

CeKpeTHbIN (3aKpbITbI) KoY
Kpuntorpadunyeckunii Knw4, KOTOPbIN XpaHUTCSA NOMb30BaTeneM cuctemMbl B TaviHe. OH Mcnonb3yeTca Ans
dopMMpPOBaHUS 3MEKTPOHHOM NOAMNUCK U WKNdPOBaHUS.

Cucrema 3awmTbl MHbOpMaLUm

COBOKYMHOCTb OpraHoB W/WAuM WCMNOSHWUTENEN, UCNOoNb3yemMas WMMU TeXHWKAa 3awuTbl MHdOpMauumn, a
Takxe 06bekTbl 3alWuTbl, OpraHM3oBaHHble W (QYHKUMOHMpYOWME MO npasuniaMm, YCTaHOB/IEHHbIM
COOTBETCTBYHOLWMMM MPaBOBbIMW, OPraHM3aLUMOHHO-PacnopsSANTENbHBIMWU U HOPMATUBHbLIMW AOKYMEHTaMM1
no 3awmTte nHdopmMaumu.

Cuctema 3awmnTbl HdopMauum ot HCA
KoMnnekc opraHm3auuoHHbIX Mep U MNpOrpaMMHO-TEXHMYECKMX (B TOM 4ucne Kpuntorpaduyeckux)
CpeAcTB 3aWuTbl OT HECAHKLUMOHUPOBAHHOIO A0CTyNa K MHMOpMaLMM B aBTOMaTU3NPOBAHHbIX CUCTEMAX.
CnyxebHasi 1 KoMMep4yeckas TaliHa

1. WHdopmMauums cocTaBnsieT cnyxebHy Man KOMMEpYecKyt TanHy B cly4vae, Koraa uHgopmaums nMeet
OEACTBUTENBbHYI0 WAW MOTEHLMANbHYD KOMMEPYECKYH LIEHHOCTb B CUTY HEW3BECTHOCTM ee TPeTbuM
nnuaM, K Hel HeT cBoboAHOro A0CTyna Ha 3aKOHHOM OCHOBaHMMK, U obnagaTtenb MHMOPMaUUKM NpUHUMaeT
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Mepbl K oxpaHe ee KoHduaeHumanbHOCTU. CBeAeHWsl, KOTOpble He MOryT COCTaBnATb ChAyXebHyio wnnu
KOMMeEp4YeCKyo TaVIHy, onpeaendarTcda 3aKOHOM U UHBIMKU MPaBOBbIMU aKTaMu.

2. WNHdopmaumsa, coctaeBnsiowas CcayxebHyro uaM KOMMepuYecKkyt TalHy, 3awuwaercs crnocobamu,
NpeAyCMOTPEHHbIMM paXKAaHCKUM KOAEKCOM P® 1 ApyrMMU 3akoHaMu. Jinua, HEe3aKOHHbIMW MEeToAaMu
nonyyusline uHMOPMaUnNIO, KOTOpas COCTaBASET CNYXeOHY WM KOMMEpPYECKYl TalHy, 06sa3aHbl
BO3MECTUTb MPUYMHEHHbIE YObITKN. Takas e 0683aHHOCTb BO3naraeTcsd Ha paboTHUKOB, pa3rnacuBLUMX
CNyXebHylo MM KOMMep4yecKylo TalHy BOMpEeKu TPyAOBOMY AOroBOpy, B TOM 4UC/e KOHTPaKTy, MU Ha
KOHTpareHToB, CAeNaBLUMX 3TO BOMPEKMN FPpaXkaaHCKO-NpaBOBOMY AOrOBOpPY.

CobCcTBEHHUK MHMOPMaLMn

1. CybbekT MH(MOPMaAUMOHHbLIX OTHOLIEHUM, obnagalowWwnii  PUAMYECKMM  MNpaBOM  BaAeHus,
pacnopsXXeHnss U MNonb30BaHWS MHGPOPMAUMOHHLIM  pecypcoM. Opuamuyeckoe npaBo BlageHUs,
pacnopsiXeHns n nofnb3oBaHUS WMHMOPMALMOHHBIM PECYPCOM MPUHAANEXUT AuuaM, MNOJYyUYMBLUMM 3TOT
MHMOPMAUMOHHBIN pecypc No HacneacTsy. ABTOpaM OTKPbITUR, W306peTeHui, HayyYHO-TEXHUYECKUX
pa3paboToK, paunoOHann3aToOpPCKUX NPEeANOXeHUA U T.4. NPUHAANEXUT NPaBo BAAAEHUS, PacrnopsXeHusa v
nonb30BaHUA MHdOpMaUnen, UICTOHHUKOM KOTOPOM OHU SBASIOTCS.

2. CybbekT, B MNOSHOM 0bbeMe peanu3ylowmii NOSHOMOYUS BNaAeHUs, NMONb30BaHWUS U pacropsiXeHus
WHdopMaumel B COOTBETCTBUN C 3aKOHOAATE/IbHbIMU aKTaMu.

3. lOpugunyeckoe unu dusmMyeckoe nvUO, Bragelowee UHbOpMauMen B COOTBETCTBMW C 3aKOHOM O
COBCTBEHHOCTM.

Cnocob 3awmnTbl MHbOpMaumm
I'Iopﬂ,q0|< 1 npaBuna nNnpuMMeHeHnsa onpeaeneHHbIX NpuHUmMnoB U CpeacTs 3allinThI VIH(bOpMaLLVIVI.
Crnocobbl HECaHKLMOHMPOBAHHOIO AOCTyna

1. MNpueMbl 1 NOPSAOK AEUCTBMIA C Lenblo NonyyeHus (Ao6biBaHUA) OXpaHAeMbIX CBEAEHUA HEe3aKOHHbIM
nyteMm. K HUM B TOM 4Ymncne OTHOCATCA:

*  VHWUMATUBHOE COTPYAHMYECTBO (NpeaaTenbCcTBO, U3MEHA).

e CKJIOHEHMe (MpuHYXaeHune, NnobyxaeHne) K coTpyaHmnyecTsy (NOAKynM, WaHTax);
e MOACNYLWMBAHWE NEPeroBopoB;

e He3aKOHHOe O3HaKOMJIeHUe;

e XulleHWe;

e noppenka (Moandukaums);

* yHMYTOXeHMWe (nopya, pa3spylleHue);

e He3aKOHHOEe MOAKIIOYEHME K CUCTEMAM U JIMHUSM CBA3U U nepeaavv uHdopMaumm;
e epexBaT aKyCTUYECKUX U INEKTPOMArHUTHbIX CUrHaNoB;

e BU3yanbHOe HabnwaeHue;

e (oTorpadumpoBaHue;

e cbop 1 aHanu3 AOKYMEHTOB, Ny6anKaumii U NPOMBbILIIEHHBIX OTXOAOB.

2. K ocHoBHbIM cnocobam HC/] oTHOCATCS:

e HenocpeacTBeHHoe obpalleHue kK obbekTam AocTyna;

e CO34aHMe NpOorpaMMHbIX U TeEXHUYECKUX CpeacTB, BbINOJIHAKOLWMNX 06pau_leH|/|e K obbekTam AOoCTyna B
obxopn CpeAacTB 3alluThbl,

3. Moaudwmkauma CpeacTB 3almTbl, No3sonsatowas ocywectsmtb HCA;

4. BHegpeHue B TexHudeckue cpeactsa CBT mnu AC nporpaMmMHbIX UAW TEXHUYECKUX MEeXaHW3MOB,
HapyLlaLwmx npegnonaraemyo CTpyktypy un dyHkuum CBT nnum AC n nossonsatowmx ocywectsnte HCA.

CpeD.CTBa BbIUMCINUTESIBHON TEXHUKU

COBOKyI‘IHOCTb MporpaMMHbIX U TeXHU4YEeCKUX 3S/1EMEHTOB CUCTEM O6p660TKI/| OAHHbIX, CMOCOBHbIX
d)yHKLWIOHVIpOBaTb CaMOCTOATENBHO NN B COCTaBeE APYrunx CUCTEM.

CpeAacTBo 3awwnThl MHMOpMaLK

TexHuuyeckoe, MporpaMMHOE CpPeacTBO, BEWecTBO W/unu  MaTtepuas, npeAHas’HayeHHble  un
MCMoJIb3yeMble ANs 3alUMTbl MHhOPMaLuu.

CpeAcTBo 3alnTbl OT HECAHKLIMOHUPOBAHHOMO A0CTYyNa

MporpaMMHOe, TEXHWYECKOoe WM  MpPOrpaMMHO-TEXHUUECKOE CPeAcTBO, NpeAHa3HayeHHoe Ans
npeaoTBpaLLeHNst UK CyLLECTBEHHOr0 3aTPyAHEHUS HECAHKLMOHMPOBAHHOMO A0CTyNa.

CpeacTtBo KpunTorpaduyeckor 3awwmTbl MHGOpMaLmm

CpenctBo  BbIYMCAUTENBHOM  TEXHUKM,  OCyLlecTBaswlee  Kkpuntorpaduyeckoe npeobpasoBaHue
MHdopMauum ansa obecneyeHms ee 6e30MacHOCTH.

CybbeKkT gocTtyna
JInuo vnu npouecc, AeNCcTBUS KOTOPOro perfiaMeHTUPYTCS NpaBuiaMun pasrpaHMyeHnst AocTyna.
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Cy6beKkT MH(pOPMaLMOHHbLIX OTHOLUEHUN

dusnyeckoe wnu topuanyeckoe nuuo, obnapaiollee onpeaeneHHbIM MpPaBOM MO  OTHOLWIEHWIO K
WHDOPMALMOHHOMY pecypcy. B 3aBUCMMOCTM OT YPOBHSI MOSIHOMOUMA CYy6bEKT WHMOPMALMOHHbIX
OTHOLLEHWNA MOXET BblTb MCTOYHUKOM, COBCTBEHHMKOM, BRaAenbLeM v nonb3oBaTeneM MHdopMaumm.

TexHu4yeckoe cpeacTBo 06paboTkn MHpopMaummn

TexHunuyeckoe CpeAcTBO, NpefHasHayeHHoe [Ans  NpueMa, HaKOoMJIeHWsl, XpaHeHus,  Moucka,
npeobpasoBaHus, oTo6paXxxeHns U nepefaun MHbOPMaLUKM NO KaHanaM CBSI3U.

Yrpo3sa 6e3onacHocT

COBOKYMHOCTb YC/IOBUIA M (haKTOPOB, CO3AAIOLLMX OMACHOCTb XXM3HEHHO BaXHbIM MHTEPECAM JIMUYHOCTY,
obLiecTBa n rocyaapcraa.

YA0CTOBEPSAIOWMIA LEHTP

LleHTp ynpaBneHns OTKPbITbIMA KAOYaMW U KJIIOYaMW NPOBEPKWN 3M1EKTPOHHOM MOAMUCKU B COOTBETCTBUU C
pekoMeHzaumnaMm X.509 B 4acTn MCNONb30BaHUSA CEPTUPUKATOB OTKPbITLIX KOYeENn.

YHUUTOXEHUE MHDOPMaLun

[elicTBue, B pe3ynbTaTe KOTOpPOro MHGopMauus nepectaeT (GpM3MYecKM CyLecTBOBaTb B TeXHUYECKMX
cpeactBax ee 06paboTku.

YnpasneHue kno4yamu

Co3paHune (reHepauums) K4Yen, MX XpaHeHwe, pacnpocTpaHeHue, yaaneHue (YHUUYTOXEHWE), yyeT u
NMPpUMEHEeHNe B COOTBETCTBUM C NMOSIUTUKOM 6e30nacHoCTH.

YTeuka nHdopmauunm

1. HeKOHTponMpyeMoe pacnpocTpaHeHue 3awmuiaeMoit MHdopMaunM B pesy/bTaTe ee pasrnalleHus,
HecaHKUMOHMPOBaHHOro A0OCTyNa K MHMOPMaLMM 1 NMoMyYeHUs 3aumilaemMoin nHdopmaumm pa3seakom.

2. HenpaBoMepHbIit BbIXo4 KOHMUAEHUMANBHOM MHMOPMaUUM 3a Npeaenbl OpraHnsaumMmn an Kpyra au,
KOTOPbIM 3Ta MHMOPMaUMS AOBEPEHA.

DOYHKLMUS X3LWNPOBaHUS

3ako4vaeTcs B COMoOCTaBieHUM NMPOU3BOJSIbHOMO Habopa AaHHbIX B BuAEe MOCNeA0BaTeIbHOCTM ABOUYHbIX
CUMBOJIOB M ero obpasa puKCMpOBaHHOM HeBOMbLWIOW ANNHBI, YTO MNO3BONAET UCMOJSIb30BaTh 3Ty (PYHKUMIO
B npoueaypax 3N1eKTPOHHON MoAnUCK ANS COKpaLleHUs BPeMeHU MOANUCKU U NpoBepKnM noanucu. dddekT
COKpalleHNs BpeMeHW AOCTUraeTCs 3a CYET BbIYMC/IEHMS NOAMUCU TONbKO noj ob6pa3oM NoAnMCbIBAEMOro
Habopa AaHHbIX.

LlenocTtHOCTb MHbOpMaLmnmn

1. CnocobHocTb cpeacTBa BbIYMCAUTENBHON TEXHUKW WM aBTOMaTM3MpPOBaAHHOW cucTeMbl obecneynsaTb
HEN3MEHHOCTb MHMOPMaLNK B YCNOBUAX C/Ty4alNHOro U/unu npegHaMepeHHoro nckaxeHuns (paspyLueHms).

2. CBoWCTBO MH(pOpMaLMK, 3ak/loyalolleecss B ee CyLeCTBOBaHUM B HEUCKAXXEHHOM Buae (HEM3MEeHHOM
MO OTHOLUEHMIO K HEKOTOPOMY (DUKCUPOBAHHOMY €€ COCTOSIHUIO).

Llenb 3awmThl nHdopMaumnm
3apaHee HaMeyeHHbIN pe3ynbTaT 3aWwmTbl nHbopMaLmK.

1. Uenbio 3awmnTtbl MHMOPMaLMM MOXeET 6bITb npefoTBpalleHue yuwepba cobCcTBeHHUKY, Bragensuy,
rnosib30BaTeso nHdopmMaumm B pesynbTaTte BO3MOXHOM yTeUKMU nHdbopmaumm n/mnm
HEeCaHKLUMOHMPOBAHHOIO WU HenpegHaMepeHHOro BO3AeNCTBMS Ha MHDOPMaLMIO.

2. Uenamu 3awmTbl SBNSAIOTCSA: NpefoTBpaLLUEHME YTEUKU, XULWEHWUS, YTpaTbl, WCKaXeHWs, MNoAAeNKM
WHopMaumn;  npegoTBpalleHMe  yrpo3  6e3omacHOCTM  JIMYHOCTM,  obulecTBa, rocyaapcTsa;
npefoTBpalleHne HeCaHKUMOHWPOBAHHbLIX AEWCTBUI MO YHUUTOXEHWUIO, MOAMMMKALMK, UCKaXEHUIO,
KONMMpoBaHuiO,  6noknpoBaHuio  uHdOpMaumwn;  npefoTBpalleHne  Apyrux  @GopM  He3aKOHHOro
BMellaTenbCcTBa B MHGMOPMAUMOHHbIE pecypcbl U MHMOPMAUMOHHbIE cucTeMbl, obecrneyeHne nNpaBoOBOro
pexuMa JOKYMEeHTUPOBaHHOW MHMOpMaunKn Kak 06bekTa CO6CTBEHHOCTU; 3alumMTa KOHCTUTYLIMOHHBIX Mpas
rpaxaaH Ha COXpaHeHWe NIMYHON TalHbl U KOHMPUAEHLNANbHOCTU NEPCOHaNbHbIX AAHHbIX, MMELWMXCS B
MH(POPMaLMOHHbIX cuctemax, CcoxpaHeHue rocyAapCTBEeHHOW TalHbI KOHMbMAEHUMAaNbHOCTU
[OKYMEHTMPOBAHHOM MHMOPMaLUMN B COOTBETCTBUM C 3aKOHOAATENbCTBOM; obecrneyeHne npaB Ccyb6bekToB
B MH(OPMaUMOHHBLIX npoueccax U npu paspaboTke, NPOM3BOACTBE U MPUMEHEHUU UHGOPMaLMOHHBIX
CUCTEM, TEXHONOMMA N CpeacTB ux obecrneyeHums.

Wndp

CoBOKYMHOCTb 06paTMMbIX NMpeobpa3oBaHMii MHOXECTBA BO3MOXHbIX OTKPbITbIX AaHHbIX Ha MHOXECTBO
BO3MOXHbIX 3alIM@PPOBaHHbIX AAHHbIX, OCYLECTB/SIEMbIX MO OMNpeAeNieHHbIM NpaBuiaM C NPUMEHEHUEM
KITO4Yen.

13



XKXTAN.00050-03 90 02. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30nacHoCTU.
O6bwas yacTtb

LLncdposaHune
Mpouecc 3awmndpoBaHnsa Uin pacln@poBaHuns.

E Kniou 3awmdposanus E Kntou pacwmdpoBanus

ABC

MCXOAHBIN TeKCT

RAO CK3K

3aWwncpPoBaHHbINA TEKCT

3awundpoBaHue PacwudpoBaHue

Puc. 1. WndpposaHmne nidpopmauumn

LLUndposaHme nHdbOpMaummn — B3aMMHOOAHO3HAYHOE MaTeMaTudeckoe (KpunTorpaduyeckoe) npeobpasosaHue,
3aBuUcsLLee OT ko4va (CeKpeTHbIM napameTp npeobpa3oBaHWUsl), KOTOpOe CTaBUT B COOTBETCTBUE 6roKy
OTKPbITON WHQOpMauMM, npeacTaBfeHHON B HEKOTOPOW uu@poBolk koaupoBke, 670K LWKNdPOBaAHHOM
nHdopMaumnn, Takxe npeacTaBneHHoON B undpoBol koanposke. TepMuH WwndposaHme obbeamHseT B cebe
ABa npouecca: 3awndposaHue 1 pacwumndpoBaHne nHpopmaumm.

Ecnu 3awmndpoBaHne 1 pacumdpoBaHMe OCYLLECTBASIOTCS C MCMO/b30BAaHMEM OAHOMO W TOr0 e Koua,
TO TaKoW anroputM Kpuntorpaduyeckoro npeobpasoBaHWs Ha3bIBAETCA CUMMETPUUYHBLIM, B MPOTMBHOM
crnyyae — aCMMMETPUYHbIM.

MpounTtaTb 3awmndpoBaHHoe coobuieHne (MHMDOPMaLUUIO) MOXET TONIbKO MONb30BaTesb, UMEKLWNI TOT Xe
3aKpbITbIN K/OY WKNdPOBAHNS.

LLindpoBaHme AOKYMEHTOB (TEKCTOB)

MpeobpazoBaHue @OpMbl UCXOAHbIX (OTKPbITbIX) TEKCTOB COO6WeHui TakmM 06pa3oMm, 4TO KX CMbICH
CT@HOBUTCS HEMOHATHbLIM AN Noboro nMua, He BNagelLero cekpeTom obpaTHoro npeobpasosaHus.

LncdpoBanbHble cpeacTsa
CpeacTtsa kpunTorpacbuyeckoi 3awmTsl MHdopmaLmm:

5. peanusylowme Kpuntorpacduyeckme anroputMbl npeobpas3oBaHus  MHGOpMauuu  annapaTtHble,
NporpaMMHble W annapaTHO-MPOrpaMMHblE CPeACTBA, CUCTEMbl M KOMMJIEKCbI, MpeAHa3HayeHHble Ans
3aWwnTbl MHboOpMauMn (B TOM 4uC/ie M BXOASALME B CUCTEMbI U KOMMJIEKCbl 3aluTbl MHdopMauuu oT
HECAHKLUMOHWPOBAHHOMO [OCTYMa), UMPKYIUPYHOLWeENn B TEXHUYECKMX CPpeacTBax, npu ee o6paboTke,
XpaHeHUWU 1 Nepeaadye Mo KaHasnam CBsA3u, BKOYas LWNMMPOBASIbHYIO TEXHUKY;

6. peanusylowmne KpunTorpaduyeckme anropuTMbl  nNpeobpasoBaHus MHdOpMauMM  annapaTHble,
nporpamMMHble M annapaTHO-NporpaMMHble CpeacTBa, CUCTEMbl U KOMMJIEKCbl 3aluMTbl OT HaBsA3biBaHUSA
NOXHOW MHbOpMauum, BKKOYas CpeaCcTBa MMUTO3aLWMTbl U "aNeKTPOHHON noanucu";

7. annapaTHble, nporpaMMHble W annapaTHO-NporpaMMHble CpeacTBa, CUCTEMbI W KOMMJIEKCHI,
npegHa3sHayveHHble AN U3rotoBsIEHUA W pacnpejeneHns KAK4YeBbIX AOOKYMEHTOB, WCNOJIb3yeMbIX B
LLIVIdeOBaJ'IbeIX cpeacrtBax, He3aBMCUMMO OT BUAa HOCUTENA KJ1t0UeBOM MHCbOpMaLI,MVI.

8. pyuHble Wndpbl, AOKYMEHTbI KOAUPOBAHWUS U APYrMe HOCUTENW KIOYeBOI MHGOpMaUmK.
Lndpytowasn darinosaa cncrema

darinoBas cuctema, nossosstowas obecneumBaTb KpunTtorpaduuyeckyto sawmty darna (wudpoBaHue)
He3aBMCMMO OT ApYyrux dannoB C BO3MOXHOCTbIO €r0 M3MEHEHUS HEe3aBUCUMMO KaXXAblM U3 AOMYLLEHHbIX K
HeMy rnonb3oBaTeneu:

DNeKTpoHHasa noanuchb

[aHHble, pobaBnsemble K 650Ky [aHHbIX MOMyYeHHble B pesyfbTaTe ero Kpuntorpaduyeckoro
npeobpa3oBaHnsl, 3aBUCALLENO OT 3aKPbITOro Kva M 6710Ka AaHHbIX, KOTOpble MO3BONSIOT MPUEMHUKY
AaHHbIX YAOCTOBEPUTLCA B LENOCTHOCTM 6510Ka AaHHbIX WM MOAJMHHOCTU UCTOYHMKA AaHHbIX, @ TaK Xe
obecneynTb 3almnTy OT NOAN0ra CO CTOPOHbI MPUEMHMKA AaHHbIX.

MpoBepka 3neKTpoOHHOW noanucu nod 670KOM  OTKPbLITOW MHMOpMauuMM MNpouM3BOAUTCS C MOMOLLbBIO
Kpuntorpacduyeckoro npeobpasoBaHMs U OTKPbLITOrO Kioda (kntoda nposepku 3OM1), COOTBETCTBYHOLErO
3aKkpbiToMy (kntodvy M), yyacTBOBaBLUEro B npouecce yctaHoBku I,
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CepTudmkar \< ) ﬁ\j
o OTKPbITOro Knro4a i Y
E CekpeTHbIN kntoy UM aun J ji\‘
ABC ABC
VCXOAHBLIN TEKCT MCXOAHLIN TeKCT
aun ﬁ
®dopmupoBaHue IdLN MpoBeka UM

Puc. 2. ®opmupoBaHue n nposepka M

DneKkTpoHHas noanucb obecneumBaeT LENOCTHOCTb COOOLWEHN (AOKYMEHTOB), nepedaBaeMbiX MO
He3alMLLEHHbIM TEeIEKOMMYHUKALMOHHbLIM KaHanaMm oblero nofb3oBaHMA B cucTemMax o06paboTku
MHdOpMaumMn pasnNYHOro HasHavyeHusl, C rapaHTUpOBaHHOW uAeHTUdUKaumen ee asTopa (NMua,
noanucasllero  AOKYMEHT) DfieKTPOHHas MnoAMWCb  MO3BONSET  3aMeHuTb npu  6e3byMakHoM
AOKYMeHTo060poTe TpaAMUMOHHbIE nevyaTb W noAanucb. lpu NocTpoeHun umdpoBOW NOAMNUCU BMECTO
06bI4YHOM CBSA3M MeXxAy neyaTblo WKW PYKOMWCHOW MOAMUCLIO M ANCTOM 6yMarn BbICTynaeT CoXHas
MaTeMaTMYecKas 3aBUCUMOCTb MEXAY 3M1eKTPOHHbLIM 4OKYMeHTOM, Kitoudamm DI v nposepku I,
MpakTnyeckas HEBO3MOXHOCTb MOAAENKW 31EKTPOHHOM MOAMWCKM OnupaeTcs Ha o4vyeHb 6onblion 06beEM
onpeeneHHbIX MaTeMaTUYECKNX BblYNCIEHNN.

MpocTaBneHve noaAnWUCK MNoj AOKYMEHTOM He MEHSIeT CaMoro [OKYMEHTa, OHa TOJIbKO AaeT BO3MOXHOCTb
NpoBepUTb NOAJIMHHOCTbL U @aBTOPCTBO MOJTyYEHHOM MHpOpMaunu.

1. Ha3zHaueHune CK3U

CK3WM npegHasHayeHo Ana 3aWuTbl MHGOpMaUMKW, nepefaBaeMoOM MO KaHanaM CBS3U, WU
obecneuymnBaerT:

e ABTOPU3ALMIO 3JIEKTPOHHbIX JOKYMEHTOB Ha 6a3e 3N1eKTPOHHOM noanucu;

e ayTeHTUdMKauM CTOPOH NpU Nepegaye 3NeKTPOHHbIX AOKYMEHTOB Ha 6a3e nMpoTOKO/0B
TLS u IPSec;

e 3aLMLIEHHYIO NAPHO-BbIOOPOYHYIO CBSA3b AN obMeHa KOHpuAeHUManbHoOM nHdpopmaumnen.

1.1. ®yHKumu 3awmTbl MHPopMmaumm CK3U

CK31M XKTAKM.00050-03 obecneumBaeT BbiNONHEHWE cnegywmx GYHKUMA  3aWwmThl
MHdopMauun:
e aBTOpM3auMsa M obecneyeHwe LPUANYECKON 3HAYMMOCTU INEKTPOHHBLIX AOKYMEHTOB
npu obMeHe MMM MexXxAay MoJib30BaTeNsIMU MOCPEACTBOM MCMOMb30BaHUsA npoueayp hopMMpoBaHUsa m
nposepkn (C ucnonb3oBaHWeMm cepTudukatoB craHaapta X.509 Ypocrosepswowero UeHTpa)
3N1EKTPOHHOM NOAMNUCK B COOTBETCTBUM C OTedYecTBeHHbIMKU cTaHgapTamm (RFC 4357):

FOCT P 34.10-2001. "WHgpopmaumoHHass TexHosorus. Kpuntorpagpuyeckas 3alynra
nH@opmaymnu. lpoyeccbl popMUpoBaHusi N NPOBEPKUN 3/TIEKTPOHHON UngdpoBoHi nognucm”.

FOCT P 34-11-94. "WH@opmaumoHHasi TexHonorus. Kpuntorpagpuueckass 3awyuta
nHpopmaumn. OyHKUUS XILIMPOBaHUS".

e obecneveHune KOH(bM,CI,EHLI,MaJ'IbHOCTM n KOHTpONA LENOCTHOCTHU MHd)OpMaLI,VIVI
nocpeacTtBoM ee mwcbposaqu N MMUTO3alWlNTbl, B COOTBETCTBUN C OTEHECTBEHHbLIM CTaHAAPTOM:

FOCT 28147-89 "Cucrembl 06paboTku nHgopmMaumu. 3alymta Kpuntorpagpuyeckas”,;

e KOHTPOJIb LL€NOCTHOCTM CUCTEMHOMO W MPUKIAAHOMO MPOrpaMMHOro obecrnedeHuns ans
ero 3aliuMTbl OT HECAHKUMOHWPOBAHHOIO UW3MEHEHWS WAM OT HapyleHWUs MNPaBUIbHOCTM
(DYHKLMOHUPOBAHNS;

e ynpaBneHna Knr4eBbIMU 31EMEHTAMUN CUCTEMbI B COOTBETCTBUN C pErNMaMeEHTOM,

e obecneyeHne ayTeHTUdUKALMM CBA3bIBAKOLMNXCA CTOPOH, KOHMOWUAEHUMANbHOCTU U
LesIOCTHOCTM NepechbisiaeMon MHpOpMaLmMn C UCMOb30BaHMEM cepTudmkaTos ctaHgapTa X.509;
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npoTokona

e yCTaQHOBJIEHWE ayTEHTMYHOro 3alULLEHHOr0 COEeAMHEHWS C  WCMOSb30BaHUEM
Kpuntolpo TLS;

e 3awmuta IP-coegmHeHnn c mncnonb3oBaHueM npotokonos Kpuntollpo IKE, Kpuntollpo

ESP, KpunTtollpo AH;

e obecneueHune KOHCDVI,EI,eHLI,VIaJ'IbHOCTVI N KOHTPOJ1A UENOCTHOCTU U aBTOpuU3auuna cbaﬁnos

M MHPOPMaUMOHHbIX COObLEHN;

e obecnevyeHune ayTeHTUDMKaALUUKN ayTeHTUdMKAUMA nonb3oBaTens B AoMmeHe Windows.

JononHuTenbHble anropuTMbl MOALEPXKKU KJIHOYEBbIX CUCTEM, MapaMeTpbl anropuTtMoB,

dopmaTbl
RFC 4490,

ceptudukaTtos, nopaepxusaemble B CK3W, onpeneneHbl B pokymeHTtax RFC 4357,
RFC 4491.

[

MpumeuaHme. IOpmanyeckas 3HaYMMOCTb 3/IEKTPOHHbIX JOKYMEHTOB
obecneumBaeTtcs 3a cyeT pyHKUMoHnpoBaHusa CK3U n ncnonblyemMoro COBMeCTHO
C HuM YLl B cooTBeTcTBMM TpeboBaHuaMU, npeabsiBnsembiMm  depepasnbHbiM
3aKOHOM «06 3/1eKTPOHHOM moAnucu». Takxke, COrflacHO AAaHHOMY 3aKOHy, npwu
aBTOMaTU4YECKOM CO34aHUN W TMNpOBEPKE 3JIEKTPOHHAA noAnnCb U CepTl/ICbVIKaT
K/to4a  NpPOBEpPKW 3MEKTPOHHOW noanucn, cdhopMmuMpoBaHHbIn YL, sABnatoTcs
KBannduULUNpOBaHHbIMMU.

Ona obecnedyeHuns  co3gaHusa  kBanuduUUMpPOBaHHOMW  noanuMcu B cpefde
dYyHKUMOHUPOBaHMSA  KoMnsekca cpeactsa Ol AOMKHBI - YAOBNIETBOPSATh
cnepywowmm TpeboBaHmnaM GeaepanbHOro 3aKoHa «06 31eKTPOHHON NoANUCK» :

e MoKasbiBaTb /MUY,  TMOAMMUCLIBAIOWEMY  3JIEKTPOHHbLIA  JOKYMEHT,
coaepxaHue nHdopMaunmn, KOTOPYo OH MOAMUCLIBAET;

e co3gaBatb Ol TO/AbKO MOC/AE MOATBEPXAEHUSA NNLOM, MOAMUCHLIBAKOLINM
3N1EKTPOHHbIN AOKYMEHT, onepaumm no cosaaHuto JM;

. OAHO3HAYHO NoKa3biBaTb, YTo I co3paHa;
Mpn nposepke I cpeactsa Il AONXKHbI:
e OKa3blBaTb COAEPXaHWe 3/1eKTPOHHOIO AOKYMeHTa, nognucaHHoro 2JI1;
e rokasblBaTb MHMOPMaLUUIO O BHECEHUM U3MEHEHUN B noanucaHHbln  3I1
3/1EeKTPOHHbIA AOKYMEHT;

o yKasblBaTb Ha /ML, C UCMONb30BaHMEM Knt4ya 3l KOTOporo noAnucaHsbl
SN1EKTPOHHbIE AOKYMEHTHI.

1.2.

MexaHu3Mbl 3aLlnThbl MHCbOpMaLI,VIVI
KoHdunaeHumanbHoOCTb MHMOpMauMm npu XpaHeHun (Ha auckax, B 6a3e AaHHbIX) uU

nepenadye B CETU CBA3U obecneumBaeTcs MCNOAb30BaHUEM CI)YHKLI,MVI UJVId)pOBaHVIFI.

NpeHTudukauma n aBTopcTBO. [pyM ceTeBOM B3auMMOAENCTBUMWM (YCTAHOBNEHMM CeaHca
cBsA3n) obecneumBaetca  dyHKkumaMm DI Npy MCNOAB30BaHMWM WX B npouecce
ayTeHTudmnKauum (Hanpumep, B COOTBETCTBMM C  pekoMmeHagaumsmm  X.509).
Mpn snekTpoHHOM AoKyMeHToob6opoTe obecneumBaeTcs wucnonb3oBaHWeM @yHKun I
3/1IeKTPOHHOr0 AOKyMeHTa. [ononHuTenbHO A[onXHa 6biTb npeaycMoTpeHa 3awuTta oT
HaBA3blBaHUSA, NOBTOPA 3/1EKTPOHHOIO AOKYMEHTa M LeNOCTHOCTb CMPaBOYHMKOB KlOYen
nposepku 3.

LlenocTtHOCTb MHdopMauun. Ob6ecneumnBaeTtcs MCNOo/Ib30BaHUEM dyHKUMN Cll
3/1IeKTPOHHOr0  AoKyMeHTa. [pu  wucnonb3oBaHuu  GyHKUMn  wundposaHusa  (6e3
ncrnonb3oBaHusa 2Jl) obecneumBaeTcs ummTosawmTon. Onsa obecneyeHuss LENOCTHOCTU
XPaHMMbIX  AAHHbIX MOXET O6biITb  uMcCnonb3oBaHa GYyHKUMSA  XEWWPOBAHUA  UAN
UMUTO3aLUNTbI, HO NMpPU 3TOM He obecrneymBaeTcsl aBTOPCTBO MHbDOpMaLmMK.

HeoTka3yeMocTb oT nepeaayu 3/1IEKTPOHHOIO0  [JOKYMEHTa. ObecneumnBaeTcs
ncnonb3osaHnem dyHkumin II (NoANUCb A[OKYMEHTa oOTnpaBuTeNneM) W XpaHeHUeM
AOKyMeHTa ¢ Ol B Te4yeHne yCTaHOBIEHHOIO CpoOKa NPMEMHON CTOPOHOW.

HeoTka3yeMoCTb OT npuMeMa 31eKTPOHHOro AokyMeHTa. ObecneunBaeTcs UCNONb30BaHNEM
dyHKuMn I 1M KBUTUPOBaHMEM NpueMa AOKyMeHTa (NOAMUCb KBUTaHUMW nonydaTtenem),
XpaHeHMeM [JOKyMeHTa W KBuTaHumm ¢ 31 B TeyeHne YCTaHOBNIEHHOro Cpoka
OTMApaBNAoLLEN CTOPOHOW.
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e 3awuta oT nepenosTopoB. ObecneunmBaeTcss WCMNOAb30BaHMEM KpunTorpadunyeckmx
pyHkumMn DM, wndpoBaHMS WAKM  UMMUTO3AWMTLI C AoD6aBNeHMEM  YHUKANbHOro
naeHTndukKaTopa ceTteBor ceccum (3/1IEKTPOHHOINO [AOKYMEHTa) C nocneaywuwen wux
NpoOBEPKON MPUEMHOM CTOPOHOW WM pa3paboTKon crneunannMpoBaHHOrO MpPoToKoNa
ayTeHTUdnKaunm (obMeHa 3NEeKTPOHHbLIMU AOKYMEHTAMMU).

e 3awmTa OT HaBA3biBaHUS WMHMOPMaUMK. 3awmTa OT HapywuTens C Lefblo HaBSA3blBaHUS
MM TMpUEMHON CTopoHe cob6CcTBEHHOW WHGOpMaunM, nepesaHHon €kobbl OT nuua
CaHKUMOHNPOBAHHOIO rnosib3oBaTtens (HapylweHue aBTOpCTBa nHdopmMaumn).
ObecneumBaeTcss Mcnonb3oBaHMEM (YHKUMA DI C NpoBepKON aTpubyTOB 3/1IEKTPOHHOIO
OOKYMeHTa M K/toya nposepku 3 oTnpaBuUTens.

e 3awmuTa oT 3aKNahoK, BUPYCOB, MoAUMDUKALMMU CUCTEMHOIO M NpuknagHoro MO

ObecneunBaeTcs COBMECTHbIM WCMOJSIb30BaHWEM KpunTOrpaduyecknx CpeacTts, CpeacTB
QHTUBUPYCHOW 3aLLMTbl U OPraHU3aLNOHHBIX MEPOMNPUSTUN.

2. TpeboBaHu4a Kk skcnnyataunm CK3U

CK3M XTAN.00050-03 npeaHa3HayeHo Ans 3alinTbl OTKPbITOM MHMOpMaunm B MHPOPMaLMOHHbIX
cuctemax obwero nonb3oBaHMA  (BblUMCNeHMe/NpoBepKa 3NEKTPOHHOM NoAnMMcuM) W 3awWuThl
KOHdUAEHUNaNbHON WHbOpMauMn, He coaepXKalwehn CBeAEHWI, COCTaBASAOWMX roCyAapCTBEHHYIO
TaHy, B KOpPNOPaTMBHbIX MHPOPMALMOHHbLIX cuctemax (wundposaHue/pacwmdpoBaHue nHpopmaumu,
BblUMCneHne/npoBepka MMUTOBCTABKN, BblYMCIEHUE 3HAUYEeHUS Xew-dyHKUUKN, BblYMCNeHne/NpoBepkKa
3/1EKTPOHHOM NOAMNUCH).

CpeactBamm CK3M XTAM.00050-03 HE OONYCKAETCHA o6pabaTtbiBaTb WHGOpMauuto,
coAepXKallyto CBeAeHM s, COCTaBaoWmMe rocyaapCTBEHHYO TanHy.

CK3M XXT4K1.00050-03 MOXET MCMNOJIb3OBATbCA ans kpuntorpaduyeckon 3awuThbl
NnepcoHasnbHbIX AAHHbIX.

YctaHoBo4YHble Moaynm CK3UW  «Kpuntollpo CSP» 1 KOMMAEKT 3KCrnayaTauWoOHHOM
JOKYMEHTaLUMW K HEMY MOryT MOCTaBNSTbCA MOMb30BaTesNto YNOJHOMOYEHHOW opraHusauvein! asyms
cnocobamu:

1. Ha HocuTene (CD, DVD - gucku);
2. NocpeacTsoM 3arpyskun 4yepes NHTepHeT.

Ons nonyyeHns BO3MOXHOCTW 3arpy3kum YCTaHOBOYHbIX Moaynein CK3U «Kpuntollpo CSP» un
KOMMJieKTa 3KCriyaTaunmoHHOW AOKYMEHTauuMu Nonb3oBaTeNb HanpasfseT CBOW Yy4YeTHble AaHHble
YNONHOMOYEHHOM OpraHn3saumn. YyeTHble faHHble MOryT 6biTb HanpasBfieHbl NOCPeACTBOM 3aMosHEHUS
cneunannu3npoBaHHOM permcTpaunoHHon opMbl Ha canTe YNOJITHOMOYEHHOM OpraHm3auum.

Mocne nonyvyeHus YNONHOMOYEHHOW OpraHusauMen Yy4YyeTHbIX [AaHHbIX MOJfib30BaTeNto
npenocTaBnsieTcsl AOCTYN Ha CTpaHuMLUy 3arpy3ku yctaHoBo4uHbiX Moaynen CK3U «Kpuntollpo CSP» un
KOMMJIeKTa 3KCrnyaTauMoHHOM AOKyMeHTauuun. MNpu 3arpyske nonb3oBaTesieM YCTAHOBOYHbIX MOoAYy el
CK3MN «Kpuntollpo CSP» 1 KoOMMONeKTa 3KCMlyaTauMOHHOMW AOKYMeHTauum YMnoJIHOMOYEHHOM
opraHmsaumen npucBamBaeTcs yYeTHbIM HOMep, naeHTuduumnpyrowmnin sksemnngap CK3U «Kpuntollpo
CSP», npenocTaBfeHHbIA NO/Ib30BaATESIO.

BmecTe C yka3aHHbIMM AAHHbIMW Ha CTpaHWLE 3arpy3ku pasMelLaroTCs KOHTPOJibHble€ CYyMMbl
YCT@HOBOYHbIX MOoAy/nel U AOoKyMeHTauun. KOHTpOsibHble CYMMbl pacCUMTbIBAOTCA B COOTBETCTBUWU C
FOCT P 34.11-94 c yuyétom RFC 4357. MNonb3oBaTesnb, 3arpysuB ycCTaHoBOYHble Moaynm CK3U
«Kpuntollpo CSP» u© 3KcnnyaTauuMOHHYK AOKYMEeHTauuilo AoskeH ybeauTbCs B LENOCTHOCTU
NOSTYYEHHbIX AAHHbIX. DTO MOMb30BaTENb AOJ/IXKEH cAenaTb C MCNOMb30BaHUEM yTunuTbl cpverify.exe,
Bxoaswen B coctas CK3U «Kpuntolpo CSP», nnbo nHbIM apyrum ceptudunumposaHHbiMm ®CB Poccun
wudpoBanbHbIM (Kpuntorpaduyeckum) cpeactsom, peanmsytowmm FOCT P 34.11-94.

YcraHoBka CK3W «Kpuntollpo CSP» Ha paboyee MecTo nonb3oBaTens MoOXeT 6ObiTb
OCyLLeCTB/IEHA TONbKO B Clyyae MOATBEPXAEHUS LENOCTHOCTU MOJSTYYEHHbIX YCTAHOBOYHbIX MOAyfen
CK3M «KpunTolpo CSP» 1 skcnayaTaunmoHHOM AOKYMEHTaUNN.

1 YnonHoMmouyeHHass opraHusaumsa - npowussoamtens CK3W «Kpuntolpo CSP», nubo opraHusaums-
nuuensnat ®CB Poccuum B YyacTu pacnpocTtpaHeHus wudpoBasnbHbixX (KpunTorpaduyeckmnx) CpeacTs
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3. lMporpaMmMHo-annapaTHble cpeabl PyHKUMoHnposaHmns CK3U

CK3U1 XTAKN.00050-03 dpyHKUMOHUPYET B Crieayowmx nporpaMMHo-annapaTHbIX cpejax:

=  Windows 2000 (ia32);
= Windows XP/2003/Vista/2008/7/2008R2/8/2012 (ia32, ia64, x64).
= Linux Standard Base ISO/IEC 23360 (ia32, x64), nporpaMMHo-annapaTHbie cpeabl,
yaosneTsopsitowme ctaHaapTy LSB 4.x:
CentOS 5/6 (ia32, x64)
Fedora 16/17 (ia32, x64)
Linpus Lite 1.3 (ia32)
Mandriva Server 5 (ia32, x64)
Oracle Enterprise Linux 5/6 (ia32, x64)
Open SUSE 12 (ia32, x64)
Red Hat Enterprise Linux 5/6 (ia32, x64)
SUSE Linux Enterprise 11 (ia32, x64)
Ubuntu 8.04/10.04/11.04/11.10/12.04 (ia32, x64)
ALT Linux 5/6 (ia32, x64);
Debian 6 (ia32, x64);
FreeBSD 7/8/9 (ia32, x64);
Solaris 10/11 (sparc, ia32, x64);
AIX 5/6/7 (Power PC);
Apple iOS (ARM);
Mac OS X (x64).

4. NcnonHeHna CK3U

CK31 XTAM.00050-03 Bbinyckaetcsa no knaccam 3awmtbl KC1l, KC2 u KC3 B wectn
MCNOJTHEHUSX.

Ons 3awmTtbl knacca KC1 mcnonb3yloTcs OpraHu3auuoHHO-TEXHUYECKUe Mepbl, obecrneuun-
BaeMble afMUHUCTpaTopoM 6e3onacHoCTH.

Onsa 3awmtbl knaccos KC2 n KC3 mncnonb3ytotca MAK 3awmntel ot HCO 1M opraHM3aunoHHO-
TeXHUYeckmne mepbl, obecrneumBaemble agMMHNCTPATOPOM 6€30NacHOCTMU.

UcnonHeHume 1 knacca 3awmTbl KC1 BbINO/HEHO B COCTaBe:
Kpuntonposanaep;
Kpuntogpaneep;
MoAy/1b ceTeBOM ayTeHTUduKauum (TLS);
MoAyNnb ayTeHTudmKaumm nonb3osatens B goMmeHe Windows;
moaynb npotokonos Kpuntollpo IKE, Kpuntolpo ESP, Kpuntollpo AH;
mMoaynb wudpytowen dannoson cuctembl Kpuntollpo EFS (OC Windows);
MOAYy/lb KOMaHAHOW CTPOKMW;
MoAynb nogaepxku nHtepdenca Microsoft CNG;
MoAy/b NoaaepXkn nHtepdgerica Mozilla NSS;
cepBucHble moaynu (cpverify, wipefile, stunnel)
n HYHKUMOHMPYET B NporpaMMHo-annapaTtHbIX cpegax n.3.

UcnonHeHme 2 knacca 3awmTbl KC2 BbIMOMHEHO B cocTaBe ucnonHenns 1 c pobaeneHuem
YyTUNUTbl BbIPpabOTKM BHEWHeN rammbl U (GYHKUMOHMPYET B MNPOrpaMmMHO-
anmnapaTHbIX cpegax n.3 3a uckntodeHmem Apple iOS (ARM) u Mac 0OS X
(x64).

UcnonHeHume 3 (ceptndunumpoBaHo) knacca s3awmTbl KC3 BbINOMHEHO B COCTaBe:
KpunTtoaparieep;
KpUNTOCEPBUC;
MoAyNnb ceTeBOWn ayTeHTudukaumm (TLS);
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mMoayb wudpyrowen gannoson cnctembl Kpuntolpo EFS (OC Windows);
MOAY/Ib KOMaHAHOW CTPOKM;

yTUNUTa BblpaboTKN BHELUHEN raMMmbl;

CepBUCHble NMporpamMmbl

n dYHKUMOHMPYET B NporpaMMHoO-annapaTtHbIX cpegax
Windows XP/2003 (nnatdopma ia32, x64) c naketom Secure Pack Rus
Bepcumn 2.0.

UcnonHeHune 4 knacca 3awntbl KC3 BbINOMHEHO B COCTaBe:
Kpuntogpamneep;
KpMNTOCEPBUC;
MOoAYy/b CeTEBOM ayTeHTUduKauum (TLS);
MoAyNb ayTeHTudumKaumm nonb3osatens B fomeHe Windows;
mMoaynb npoTtokosos Kpuntolpo IKE, Kpuntollpo ESP, Kpuntollpo AH;
mMoayb wudpyrowen dannosor cnctembl Kpuntolpo EFS (OC Windows);
MOAY/lb KOMaHAHOW CTPOKMW;
yTUAnTa BblpaboTKN BHELUHEN raMMbl;
CepBUCHble Nporpammel

N PYHKUMOHUPYET B MporpaMMHo-annapaTHbix cpegax Windows XP/2003
(nnatopma ia32, x64) c naketom Secure Pack Rus Bepcum 2.0,
Windows XP/2003/Vista/2008/7/2008R2 (x86, x64) c naketoM Secure Pack
Rus Bepcuu 3.0.

UcnonHeHue 5 (cepTndurumpoBaHo) knacca 3awmTbl KC3 BbINO/IHEHO B COCTaBe:
Kpuntoapaneep;
KpUnTocepsuc;
MOoAYy/1b CeTeBOM ayTeHTUdmKkauum (TLS);
mMoaynb wudpytowen dannoson cuctemol Kpuntollpo EFS (OC Windows);
CepBUCHbIE MPOrpaMMbi;

N QPYHKUMOHUPYET B  MporpaMMHo-annapaTHbix  cpegax  Windows
2000/XP/2003 (nnatdopma ia32), Windows XP/2003 (nnatdopma x64) c
nporpamMMmHbiM ob6cneyveHnem C3U Secret Net 6.

UcnonHeHune 6 knacca 3awntbl KC3 BbINOHEHO B COCTaBe:
Kpuntoapaneep;
KpUNTOCepBuC;
MOAYy/Nb CETEBOWN ayTeHTUdmKauum;
mMoaynb npoTtokonos Kpuntolpo IKE, Kpuntolpo ESP, Kpuntollpo AH;
mMoaynb wudpytowen dannoson cuctembl Kpuntollpo EFS (OC Windows);
CepBUCHbIE MPOrpaMMbi;

N QPYHKUMOHUPYET B  MporpaMMHo-annapaTHbix  cpegax  Windows
2000/XP/2003 (nnatdopma ia32), Windows XP/2003 (nnatdopma x64) c
nporpamMmmHbiM obecneueHmnem C3U Secret Net 6.

UcnonHeHune 7 knacca 3awmtbl KC1 BbINO/HEHO B COCTaBe:

KpunTonpoBanaep, obecneumBatowmii peanusaumio OYHKUUIA INEKTPOHHOM
noanucu;

MOAY/b ayTeHTUdMKaummn nonb3osatens B goMmeHe Windows;
MOAYJ/Ib KOMaHAHOW CTPOKM;

MoAy/1b noaaepXxkum nHrepgerica Microsoft CNG;

cepBUCHble moaynu (cpverify, wipefile)

N OYHKUMOHMPYET B NporpaMMHO-annapaTHbIX cpeaax n.3.
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PeannsyemMble Kpuntorpadpunyeckme anropmutMmsbl

Anropnt™ wndpoBaHms/pacluMdpoBaHns AaHHbIX U BbIMUCIIEHWE MMUTOBCTaBKW peann3oBaH B
cooTBeTCcTBMN C TpeboBaHmamm [OCT 28147-89 "Cucrtembl 06paboTkm wuHdopMauun. 3awmTa
KpunTorpaduyeckasn".

AnroputMbl  dopMMpOBaHUA U npoBepku SOl peanum3oBaHbl B COOTBETCTBUM C
FOCT P 34.10-2001 "WHdopMaumoHHas TexHonorus. Kpuntorpadwuyeckas 3awmrta MWHPOpMauuu.
Mpoueccbl GopMUpOBaHUS U MPOBEPKN 3/IEKTPOHHON LMdpoBon noanmcn".

Anroput™  BbIpaboTKM  3HAYeHMs  X3W-(PYHKUMW  peanm3oBaH B COOTBETCTBUM C
FOCT P 34.11-94 "WHdopMaumoHHas TexHosnormsa. Kpuntorpaduueckas 3awmta wuHdbopMauunu.
OYHKUNS X3WnpoBaHus".

S-60KCbl, rpynnbl TOYEK Ha 3SAJMATUYECKMX KPUBbIX, 3HadyeHus GYHKUMA X3WMPOBaHUS
onpeaeneHbl B fokyMeHTe RFC 4357.

KntoueBas cuctema CK3WN Kpuntollpo CSP ob6ecneumBaeT BO3MOXHOCTb MapHO-BbI6OPOYHOM

CcBsA3n aboHEeHTOB cCeTu C BbIpabOTKOWM AN Ka)Aoro ceaHca CBSA3M KJKOYen Ha OCHOBe NpuHuMNa
OTKpPbITOrO pacrnpeneneHns KIK4Yen c UCnosibaoBaHmeM anropmtma Auddun-Xennmana.
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6. CtpykTypa u coctas CK3U

6.1. Ctpyktypa CK3U
O6was crpykTypa CK3U XTAN.00050-03 npeacraeneHa Ha puc. 1.

E - OnepanmoEHEAR CHCTEMA <,‘:5J 1 I
l [ 1 it
N L4 i
I HmTepdeiic SSFT ] | Escpeinsaoc |
Epaarollpe TLS
Epanrollpe IKE
EKpsnrellpe Winlogon
I
| Eisrepéeic Bpmnmmlipo CS2
it
BubamoTexn dil,
CEPBHCHL,
OpafiBepsl
Kpanrollpo CSP
Iapens ympaBIeHHS I
il
® IIK3H
EaoJCH
Hnpo onepanHoHEH0E CHCTEMBL
I SICL IP TAMMA I
I ) Opaiisep CSP H
EFS ESP
| Cmcrena HK zammra 1
| cocrem opmmo e | CK3H yposas sapa OC
CEK3H Puc. 1. Cpyxrypa CK3H "Kpmrrollpo CSP” v. 3.6.1

6.2. Cocrtas nporpaMmHoro obecneuenmns CK3U
CK3U XTAKN.00050-03 pyHKUMOHUPYET HA OAHOM U3 ABYX YPOBHEMN:
- YPOBEHb MPUNOXKEHUSN;
- yposeHb sgpa OC.
B coctaB CK3U XTAN.00050-03 BXxoaNAT:
o Bubnunotekn dll, cepsucel, apansepbl Kpuntolpo CSP.
. Moaynb ceTeBol ayteHTudukaumm Kpuntollpo TLS.
. Moaynu IKE, ESP ana ncnonb3oBaHusa B rnpotokone Kpuntollpo IPSec.
. Moaynb Kpuntollpo Winlogon.
. Kpuntorpaduueckuin nHtepoderic Kpuntollpo CSP.

21



XKXTAN.00050-03 90 02. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30nacHoCTU.
O6bwas yacTtb

. MporpaMMHbIA gaTumk cnydanHbix yucen (MACYH) c mHCcTannsumen oT (puU3nyeckoro
OCH (®OCH) BcTpaMBaeMoro nporpaMMHo-annapatHoro komniekca (MAK) 3awuTbl oT
HCO, Buo[CH, BHELWIHEN raMmMbl.

. MAK 3awmntbl oT HC[ (B ncnonHeHunsx 2 - 6).

. KOHTpOsb LenocTHOCTM NporpaMMHOro obecneyeHums.

. CucremMa MHXEeHEepPHO-KpUNTorpadruyeckon 3awnThbl.

. Cuctema 3awmTtbl oT HCA (ucnonb3yeTcs onunMoHasnbHO).

6.3. Cocras nporpamMmHoro obecneuveHumnsa NMK3U
B coctas MNMK3W BX0AAT KOMMOHEHTbI:
. MpunoxeHune (MpuknagHoe nporpaMMHoe obecneyeHune, ncnonbsytowee CK3M).

. NHTepderic SSPI (nogMHOXeCTBO UHTepdenca Kpuntorpaduryecknx NpoToKosI0B
Secure Support Provider Interface (SSPI, CryptoAPI v. 2.0) ana peanusaumu
npoTokosa ceteBon ayteHTudmkaumm TLS v. 1.0 (noa ynpasneHmem OC
Windows2000/XP/2003/Vista/2008/7/2008R2).

. Moaynu HacTtporiku OC Windows ansa obecneyeHus gyHkUnoHnpoBaHus CK3N.
. NuTepdetic CryptoAPI 2.0.

. CpenctBa Crypt32(Win32,64) ana obecnevyeHmsa paboTel C cepTudukatamMm C
ncrnonb3oBaHmeM nHtepdgenca CryptoAPI 2.0 yepe3 kpuntorpaduyeckmii nHTepdeic
Kpuntolpo CSP noa ynpasneHnem OC Windows2000/XP/2003/Vista/2008/7/2008R2.

. CpenctBa Capilite - gna obecneveHnsa paboTbl ¢ cepTudmkaTaMm C MCNOb30OBAHUEM
mHTepdenca CryptoAPI 2.0 yepe3s kpuntorpaduyeckmin nHtepdenc Kpuntollpo CSP
noa ynpasneHunem OC cemenctea UNIX (Linux , FreeBSD, Solaris, AIX).

. Kpuntorpaduueckun nHtepderic Kpuntollpo CSP.
. LLTaTHblE MHTEPDENCHI KITHOYEBBLIX HOCUTENEN.
. ASN.1 - cuctema KogMpoBaHUsl/AeKkoaAnpoBaHUS AaHHbIX B popmaTax ASN.1.

CoctaB moaynen CK3U wn TMK3WM pnsa cooTBETCTBYKOLWMX MporpaMMHoO-annapaTHbIX cpej
KOHKpeTum3supyetcs B gononHeHusax XTAM.00050-03 90 02-01, XTHAKM.00050-03 90 02-02,
XTAN.00050-03 90 02-03, XKXTAN.00050-03 90 02-04, XTAWN.00050-03 90 02-05, XXTAN.00050-03
90 02-06, XTAN.00050-03 90 02-07 Kk HacTosAILLEMY OOKYMEHTY.

7. KnwuyeBasa cucrteMa m KJr4yeBble HOCUTEeNn

7.1. Obwme nonoxeHmsa

CK3UN «Kpuntollpo CSP» gBnsieTca CUCTEMON C OTKPbITbIM pacrnpefeneHneM Kiden Ha
OCHOBE aCMMMETPUYHON KpunTorpadmm C MCNoSb30BaHMEM 3aKPbITOrO K/4a Ha OAHON CTOPOHE U
COOTBETCTBYIOLLEr0 eMy OTKPbITOro Ktya MHPOPMaLMOHHOIO B3anMOAENCTBUS.

Monb3oBaTtenb, obnagatowmin NpaBoM NoANUCKU M/mnn WndpoBaHUa AaHHbIX, BblpabaTbiBaeT
Ha cBoeM pabouyeM MecTe waM nony4daeT y agMuHUcCTpatopa 6e3onacHoctM (B 3aBUCMMOCTWU OT
MPUHATON MONIMTUKN 6€30MacHOCTM) NNYHbIE 3aKpbITbin KNY (K4 3M) M OTKpbITbIA KoY (KoY
npoeBepkn 3M1). Ha ocHoBe KaXAoro OTKPbITOro ksw4da (kawda nposepkum 3Il1) YaocToBEpSHOWUM
LeHTpoM dopmMupyeTcs cepTudukaT OTKPbITOro kiato4a (ceptudukaT katoda nposepku 3M1).

7.1.1. WndpoBaHne AaHHbIX

Mpn 3awundposaHnm coobweHna nonb3oBaTenem A ana nonb3oBaTtens b, nonb3oBaTens A
dopMmpyeT CUMMETPMUYHBLIN K04 CBSA3M (CeaHCOBbIA K04 MH(OPMaLMOHHOIo obMeHa) Ha OCHOBE
CBOEro 3aKpbITOro kjto4a obMeHa M OTKpbITOro ki4da obMeHa nonb3osatens b. CooTBeTCTBEHHO, AN
pacwmdpoBaHua aToro coobuieHna nonb3osateneMm b opMupyeTcs TOT Ke CUMMMETPUYHbBIN K04 Ha
OCHOBE CBOEro 3aKpbITOro kat4ya obMeHa n oTKpbITOro Ka4da obMeHa nonb3osaTtens A.

Takum obpasoM, ans obMeHa gaHHbIMU KaXKAOMY MOsb30BaTesto He06X0AMMO UMETb:
e JINYHbIWA 3aKpbITbIA K04 06MeHa;
e OTKpbITble KtOUM 06MeHa Apyrnx nonb3oBaTenen.
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CeaHcCoBbIl KN4 MHMOPMaLMoHHOro obMeHa BbipabaTbiBaeTcss Ha ocHoBe anroputMa Auddun-
XennmaHa. AnroputM Auddun-XennmaHa obecneumBaeT GOpMMPOBaHME CEAHCOBbIX KIIHOYEN, HO He
obecneumBaeT ayTeHTUdMKALMIO CBA3bIBAOWNXCS CTOPOH. [103TOMY A@HHbLIN anropuTM  A0JKEH
MCNo/b30BaTbCSA COBMECTHO C MPOTOKOMAaMM ayTeHTUdUKALMN, B HaCTHOCTU, C NpoTokonoM Kpuntollpo
IKE.

7.1.2. dopmmpoBaHue n nposepka Il

Ona dopMmnpoBaHUsa 31eKTPOHHOW MNOAMUCK UCNONL3YETCA K/OY 3/IEKTPOHHOW MoAnUCU, AN
NpoOBEPKM MNOAMUCUA — COOTBETCTBYIOLWMN K/IOY MPOBEPKM 3/EKTPOHHOW. [lpn npoBepke noanucu
NpoBepsLWNIA  AO/HKEH pacrnofaraTb K/IOYOM MpoBepku (cepTudukaToMm Kawoya nposepku 3l)
nonb3oBaTens, MNOCTaBMBLUEro noAnucb. [lpoBepsoWMn  AomkeH ObiTb MOMHOCTBIO YBEpeH B
NOA/IMHHOCTM Kto4a nposepkun 31, a UMEHHO B TOM, YTO WMMEIOWMIACA Yy Hero K4y nposepku Il
COOTBETCTBYET K/o4vy npoBepkn 31 KOHKPeTHOro nosb3oBaTens. [Ona 3ToW uUenn MCnofb3yeTcs
cepTudukaT kno4va nposepkun I, NOANNCAHHLIM YA0CTOoBEPAOWMM LIeHTpOM.

KaxxgoMy nosib3oBaTento, obnasarowemMy npaBoM Noanmcu, Heo6xoaumMo UMEeTb:
e  KJItOY 3JIEKTPOHHOW NOAMUCH;

e KJ/IOUYM NPOBEPKW 3NEKTPOHHOM noanucu (cepTudwukaTbl KIOYENW MpPoOBEpKU
3NEKTPOHHOM NOAMNUCK) APYIMX NOSb30BaTeNeMN.

Knou 3n1eKTPOHHOW NoANUCU MOXKET 6bITb MCNOJIb30BaH TONbKO AN dopMUpoBaHUnA
an.

3akpbITblii K104 06MeHa MoXKeT 6bITb MCNOJIb30BaH Kak Ans hopMUpoOBaHUS KKO4Ya
CBAi3M C APYrvM noJsib3oBartenieM, Tak u ansa coopmmposaHus 3N1.

7.2. Knwo4yeBoW KOHTENHEp
3akpbITble kntoum CK3N «Kpuntollpo CSP» 3anuncbiBaloTCa B K/IHOYEBOM KOHTENHepe.
KnioueBon KOHTENHEP MOXET cogepxXaTb:

e TOJIbKO KJTOY NMOAMUCHK;

e TONIbKO K04 06MeHa;

e KJ/IOY NOANMUCK U KNtoY o6MeHa OAHOBPEMEHHO.

EOMHCTBEHHbIN K/OY KJH0YEBOIro KOHTEVIHepa (KJ'IIOLI noanncm mnun KnwoYy 06MEHa) Ha3blBae€TCA
rnaBHbIM K4YoM. Ecnu B KOHTeVIHepe ABa Kw4a, TO HepBbIVI KN4 - KAK4Y Noanncun - Ha3blBaeTCsA
rnaBHbIM, BTOpOVI K04 — KoY obMeHa - BTOPUYHbBbIM.

KntouyeBon KOHTEMHEP COAEPXUT KPOME KIoUEN cryxebHyto MHpopMaumio, Heobxoanmyto Ans
obecneueHuns kpuntorpadunyecKon 3alnTbl KIKOYEN, UX LLEeSTOCTHOCTN U T. M.

Kaxabli Kno4eBon KoHTelHep (He3aBUCUMMO OT TUna HOCUTENS), SBASIETCS CaMOAOCTaTOYHbIM
N COAepXUT BCO Heobxoammylo uHdopMauuio ana paboTbl Kak C CaMWM KOHTEWHepoM, Tak U C
3aKpbITbiMM (M COOTBETCTBYHOLMMN UM OTKPbITbIMU) KJIKOYaMU.

Ha kno4yeBOM HOCUTENE KNIOYN XPaHATCS B cbopMaTe Knwo4yeBoro KOHTEVIHepa.

7.3. ®opmMaT KIK4YeBOro KOHTenHepa
KntouyeBon KOHTENHEP COAEPXMUT cneayouyo nHhopMaumio:

rNaBHbIA K04, MACKM [NABHOrO KJK4Ya, KOHTPOSbHYK WMHMOPMaUMIO FNaBHOMo Kwoua,
BTOPUYHbIN K04 (ONUMOHAaNbHbIN), pe3epBHYI0 KOMWUIO KIKOYEBOro KOHTENHepa.

Kaxablii 3aKpbITbI KUY XpPaHUTCS B dhopMaTe, AOMNOJIHUTENbHO COAEPXKALLEM BCE KOHCTAHThI,
HeobxoauMble Ans GOPMUPOBaAHMS M IKCMOPTA OTKPbLITOro KJtoya.

dopMaT K/IOUEBOr0 KOHTelHepa obecneuymMBaeT UTEHME K/IUel U COOTBETCTBYIOLMX Macok
OTAE/NbHbIMM OMepaumMaMmn B pasfesbHble (pasHeceHHble Mo aapecaM) 06acTv NamMaTh, A0S Yero OH
COAEPXUT LECTb 30H (peanu3aumsa 30H 3aBMCUT OT TUMAa K/IlOYEBOro HOCKTENS).

KnioyeBon KOHTEMHEep COAEPXWUT TakXe AOMOSHUTENbHY MHGOpMauuto, Heobxoammyro ans
obecneyeHnst ero BOCCTAHOBJIEHUSA MPWU BO3HUKHOBEHMW PasfMYHbIX MPOrpaMMHo-annapaTHbix c6oeB
(nononHuTenbHas nMHdoOpMaUMs BKIIOYAETCS B TeX C/y4yasiX, Korga pasMmep KJ4YeBOro KOHTEMHepa
He OrpaHM4yeH pasMepamu NamaTM GU3NYeCcKoro HoCUTeNS).
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7.4. ®opMupoBaHue Ko4en

dopMupoBaHWe K/4Yelr Mnonb3oBaTenss MNpoM3BOAMTCS C  UCMONb30BaHUEM
XKTAN.00050-03 90 05 "Kpuntollpo CSP. PykoBoACTBO nporpammucra) u
TMNa dbopmMmnpyemoro Ko4a: AT_KEYEXCHANGE. AT_SIGNATURE,
AT_UECSYMMETRICKEY.
dopMMpOBaHME KIKOHEN BO3MOXHO, €CNu:
1. koHTekcT kpuntonposangepa Kpuntollpo CSP oTkpbIT dpyHKumnelrr CPAcquireContext c
dnarom CRYPT_NEWKEYSET 1 HeCywWwecTBYWOLWNM MMEHEM KI/HOYEBOIO KOHTEWHepa,
cneumdunumpoBaHHbiM NnapameTpom pszContainer;
2. KOHTekcT kpuntonposangepa Kpuntollpo CSP oTtkpbiT ¢dyHkunen CPAcquireContext c
yKa3aHMeM paHee CO34aHHOrM0  KJ/HYEBOro  KOHTeWHepa, cneumduumpoBaHHOMO
napametpom pszContainer.

CPGenKey (cm.
cneundukaumen

[

NMpuMmeyvaHus.

1. Ana wvcnonHeHus 1 3akpbiTble kAoum DI 1M obmeHa dopMupyroTCca C
mncnonb3oBaHnem MACH c umHMumanusaumein ero ot bnoACH wnm oT BHewHen
rammbl; Ans UCNOMHEHUs 2 - ¢ ucnosnb3oBaHueMm MNACYH ¢ MHMUManmM3aumen ero ot
dusmnyeckoro ACH MAK 3awmtel or HCO wnm OT BHewHel rammbl. [ns
ncnonHenna 2 ¢ OC Solaris 9/10 (nnaTtdopma sparc) Ka4yun A0MXKHblI 6bITb
nonydeHol Ha APM, ocHaweHHbix CK3W B wncnonHeHmn 2 ¢ OC Windows XP,
nnatdopma ia32, n yTuanTon BblpaboTKn raMmmbl.

2. Mpun wncnonb3oBaHWKM CcuMTbiBaTENEW CMapT-KapT WM YCTPOWUCTB YTEHUS
Tabnetok Touch-Memory DALLAS Heo6x04MMO NpoBeAeHMe NMPOBEPKU HACTPOMKM
ncnonb3yemblx Mn noptos MN3BM B BIOS n OC.

3. MNMepea ncnonb3oBaHWeM MPOLIECCOPHble KapTbl AO/MKHbI 6biTb "BbiMyLeHbl" C
NCNonb30BaHWEM TPAHCMOPTHOro MuH-koda u MO Bbinycka KapT (NocTaBNAOTCA
oUCTpMbyTOpOM KapT)

4. Mpwn ncnonb3osBaHun HICM[ B KayecTBe KAKOYEBOro Hocutens BO u3bexaHue
noTepu Kno4YeBor MHDOPMaLMN PEKOMEHAYETCH XpaHUTb ee KOMNuio.

7.5.

KniouyeBble HOCUTENN

B kauecTBe K/HOUYEBbLIX HOCUTESEN MCNOJIb3YHTCA:

rMg 3,5”;

USB aucku

3NEKTPOHHbIN KoY ¢ nHtepdericom USB (e-Token);
CmaptkapTtbl PUK, Ockap, Maructpa
naeHTuoumnkaTopbl Touch-Memory DS1995 - DS1996 MAK 3awwutel ot HCA (Akkopa-AMA3,

3NEKTPOHHbIN 3amMok "Cobonb);
e Rutoken;
e Paszgen HDD MN3BM (B OC Windows — peecTp).
Ncnonb3oBaHne K/toueBbIX HOCUTENEN B 3aBUCMMOCTM OT MPOrpaMMHO-anmnapaTtHoOM niatdopMbl
CM. poKyMeHT "XKTAN.00050-03 30 01. CK3U "Kpuntolpo CSP". ®opmynsap, n.n. 3.8, 3.9.

dYyHKUMM

[

Mpumeyvanmne 1. B coctas anctpmbytmsa CK3U XKTHAN.00050-03 BxoaaT 6ubnmorteku
noaAepXKn BCex nepeyvynciieHHblX HoCuTenen, Ho He BXoAAT Apansepa Ansa OC. MNo sonpocam
nony4yeHus apavisepos HeobxoamMo obpallaTbCs K MPOU3BOAUTENSAM COOTBETCTBYOLWMX

YCTPOWCTB.

MpumeuaHne 2. [onyckaeTcss XpaHeHwe 3akpbITbiX Katoden B peectpe OC Windows n B
pasgene HDD (B cnyyae apyrux OC) npu ycnosumu pacnpoctpaHeHns Ha HDD wnn NM3BM ¢ HDD
TpeboBaHM MO 06paLLEHNIO C KTHOYEBbLIMU HOCUTENSIMU, B TOM YUC/IE U NOCNe yAANeHUs Ko4ven

u3 peecTpa.

npumeqal-me 3. BOI'IDOC 06 mMcnonb3oBaHMKM B KauyecTBe KJ/IHOYEBLIX HoOcUTenen CMapTKapT

ApYrux TUMOB [OJSIKEH corflacosbiBaTbea ¢ 000 "KPUMTO-MPO".
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7.6. Pa3Mepbl Kno4ven
,U,J'IVIHbI Kitouen BHEKTDOHHOﬁ noanncKn:

KJ1H0Y 3/IEKTPOHHON noanucu 256 6uT;

KJ1H04 NPOBEPKN 3N1EKTPOHHOM MOAMNUCH 512 6urT.
ONWHbI KNOYEn, NCNOoNb3yeMbIX MPU WNQPPOBAHUN:

3aKpbITbIR K/tOY 256 6uT;

OTKPbITbIA K1Y 512 6urT;

CUMMETPUYHbIN K04 256 6uT.

7.7. XpaHeHue KJ4YeBbiX HOCUTENEN

Mpu XpaHeHuu kuo4velr HeobxoaMMo obecneuynTb HEBO3MOXHOCTb AOCTyNna K KIOYEBbIM
HOCUTENSIM He [OMYLLEHHbIX K HUM nuy. [Monb3oBaTesb HeCeT MepcoHasbHYK OTBETCTBEHHOCTb 3a
XPaHEeHWE NINYHbIX KHYEBbLIX HOCUTENEN.

3anpelaeTcsa 0CTaBNATb 6€3 KOHTPONSA BblUMC/IUTENbHbIE CPEACTBA C YCTAHOBNEHHbIM CK3U
nocne BBoAa KOYEBOW MHpOpMaLMK;

Mpn Hanunumn B opraHusaumun, akcnayatupytowern CK3U, agmmHucTpaTopa 6e3onacHoOCTVM U
LEeHTPasM30BaHHOM XpPaHEHWW KJ/IOYeBbIX HoOcuTenen, aamMuHucTpatop 6e3onacHoCcTM  HeceT
nepcoHasibHY OTBETCTBEHHOCTb 3a XpaHEHUE NNNYHbIX KH4YEBbIX HOoCUTEeNnewn nosb3oBaTenen.

Mpn xpaHeHun knwoderr B peectpe Windows n Ha HDD T29BM TpeboBaHus MO XpaHeHUIO
JNINYHBIX KJIIOYEBLIX HOCUTENEN pacnpocTpaHstTca Ha M9BM (HDD M3BM) (B ToM uucne mn nocne
yAaneHus Kiaw4yen ns peecrtpa, us HDD).

B cnyyae HEBO3MOXHOCTM OTUYXAEHMS KIYEeBOro HOCUTEeNs C KA4YeBOW MHGopMaumen oT
M2BM  opraHM3auMOHHO-TEXHUYECKUMM  MEpPOMNpUATUSAMKU  AO/MKEeH ObiTb  MCKAYEeH  A0CTyn
HapywwuTtenei k NM3BM c kntovamu.

Mpwn xpaHeHun kno4ven Ha HDD M2OBM Heo6x0AMMO MCMO/Ib30BaTb NAPOJIbHYIO 3aLLNUTY.
CK3W moxeT hyHKLUNMOHNPOBaTb M XpPaHUTb KIOYEBYHO MHMOPMaUNIo B ABYX peXuMax:
e B NaMATU NPUNOXEHNSA AN UCnonHeHmsa 1.

e B "Cnyxbe xpaHeHusa knwo4yen", peannsoBaHHOW B BMAE CUCTEMHOro cepBuca Ans
WCMNOJSTHEHUS 2.

OYHKUMOHMPOBaAHME W XxpaHeHue kntoden CK3UM Kpuntollpo CSP B "Cnyxb6e XxpaHeHus
knoyen" obecneunBaeT AOMNOMHUTENbHYIO 3aLUTY KIOYEeBOM WMHMOPMauUUM OT APYrMX MPUIOXKEHWUHN,

BbINONHAKOWMXCHA Ha NDBM, HO MOXET HE3HaYUTEsIbHO 3aMeanunTb NPON3BOAUTENLHOCTb CUCTEMBI.

B cnyyae Heob6xo0aAMMOCTM NPOBEAEHMSA PEMOHTHbBIX M pernaMeHTHbiX paboT annapaTHOM 4acTtum
CK3UN/COK Heobxoammo obecneymTb HEBO3MOXHOCTb AOCTyMNa HapywuTens K Kaw4veBoh nHdbopmaumu,
cogepxaulerica B annapaTtHon yactu CK3U/COK. KoHKpeTHbI nepeveHb Mep A0/MKeH 6biTb onpeaeneH
ncxoas m3 ycriosuin akcnnyataumm CK3N.

7.8. CpoKun pencrems Nnonb30BaTeIbCKUX KITHOUEN

Mpu skcnnyataumn CK3U XKTAW.00050-03 pomkHbl  cobntogatbCs  creaytowmne  CpoKu
MCMONIb30BaHMS MOJIb30BATENbCKNX 3aKPbITbIX K/OYeln u cepTudmKaToB:

e MaKCMManbHbIA CPOK AENCTBMSA 3aKpbiToro ka4da 3I (kntoda 3MM) - 1 rog 3 Mecaua;
e MaKCUMaJsbHbIA CPOK AENCTBUS OTKpbITOro katoda 201 (kntoda nposepku M) - 15 neT;
e MaKCMManbHbIA CPOK AENCTBUSA 3aKpPbITbIX U OTKPbITbIX KAo4ven obMeHa — 1 rog 3 mecsua.

7.9. YHUUTOXEHMEe KIHYEN Ha KIKYEBbIX HOCUTENAX

Knioum Ha kioueBbix HocuTenax (Bkawodas Touch Memory m cMmapT-KapTbl), CPOK AeNCTBUS
KOTOPbIX WUCTEK, YHUYTOXAIOTCA NyTeM nepedopMaTUpOBaHUS KOYEBbIX HOCcuTenen cpeacrsamm MO
CK3W, nocne 4yero kntoYeBble HOCUTENN MOTYT MCMOMb30BATbCA AN 3aNuUCK Ha HUX HOBOW KHOYEBOW
nHdopmauunm.

06 YHMUTOXEHWM K4Yen AenaeTcs COOTBETCTBylOWwas 3anucb B "XXypHane nonb3oaTtens
cetn" (cM. BegeHue xxypHanos).
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7.10. UHTepdenc ynpasneHuns knrodamm CK3U

MNocnenoBaTenbHOCTb [AEWUCTBMI MNpW  FeHepauuMy 3akpbiTblX Ka4yen wu  kawoven Il
nonb3oBaTenie, YNpaBAeHUM UX MNaponsiMK, YMpaBleHUU K4YaMu onpegeneHa B [OKYMeEHTe
«XTAKN.00050-03 90 03. KpunTollpo CSP. MHCTPYKUUS MO UCMNOSIb30BaHUIO».

8. lNpoTokon ceteBon ayteHTUdMKaumm Kpuntollpo TLS

MpoTtokon TLS (Transport Layer Security, cneundukaumsa IETF - RFC2246) oTHocuTCcs K
cpeacTBaM 3aWuTbl NpukNagHbiX naketoB Microsoft Internet Explorer, Internet Information Services
(IIS), Microsoft SQL Server 2000 n COM+. OH obecneynmBaeT ayTeEHTUMDOUKALMIO CBA3bIBAKOLLINXCS
CTOPOH, KOHMUAEHUMANbHOCTb W LENIOCTHOCTb MepecbiaeMon uHdbopMaumun. AyTeHTUdUKaLuUa
obecneumBaeTca wucnonb3oBaHneM cepTudukatos craHgapta X.509 (B cpegax C  CWbHOM
ayTeHTUdUKaunemn), KoHbuaeHuManbHOCTb — WKUQPOBAHNEM NEpechiNaeMbIX AaHHbIX, LeN0CTHOCTb —
npuMeHeHneM X3W-PyHKUMN U KoJa ayTeHTudukaumm coobuweHnsa (Message Authenticity Code,
MAC).

Ons nogkntoveHns no npotokony TLS ncnone3ayetcs npedukc https, npwn aTom obo3peBaTenb
Web-cepBepa no ymonyanuio 6yaet noakntodatbca K nopty TCP 443 BMecTo ctaHaapTHoro nopta TCP
80. Ecnu cepBep He nopaepxuBaeT NpoTokon TLS, coeanHeHue He ycTaHasnuBaeTcs. [MpoTokon
SSL/TLS (SSL - 6onee paHHMe Bepcuu MpoTokona) npumeHsaetcas NHTepHeT-npoTtokonamm (Tabnuua
1).

Ta6nuua 1.
MpoTtokon | NMopTt OnucaHue
HTTPS 443 HTTP no SSL/TLS
SMTPS 465 SMTP (anekTpoHHas no4vta) no SSL/TLS
NNTPS 563 NNTP (HoBocTtn) no SSL/TLS
LDAPS 636 LDAP (goctyn Kk katanoram) no SSL/TLS
POP3S 995 POP (anekTpoHHas no4yta) no SSLALS
IRCS 994 IRC no SSL/TLS
IMAPS 993 IMAP (anekTpoHHas no4yta) no SSL/TLS
FTPS 990 FTP (nepepava gannos) no SSL/TLS

YTtobbl npoTokon SSL/TLS peiictBoBan, Web-cepBep AonkeH MMeTb cepTudukaT (OTKPbITbIN
K/I04) M CBOM 3aKkpbiTbi KAOY. Bnageneu ceptudwukaTta AOMKEH MOATBEPAUTb, YTO OH SBseETCH
BNajesnbLeM 3aKpbITOro K/k4ya, CBSA3aHHOro C cepTuduikaTtoM. ITO AaeT BO3MOXHOCTb KJIMEHTY
ayTeHTUdMUMPOBaTh CepBep, C KOTOPbIM OH XOYeT CBA3aTbCS.

B npouecce B3anMHOM ayTeHTUDUKaLUKU:

e BbINOJIHSIETCA KpunTorpaduyeckass NpoBepka HasMuusa y CepBepa 3aKpbITOro K/oua,
COOTBETCTBYHOLLErO OTKPbITOMY KJHOYY, YKa3aHHOMY B cepTudukaTe;

e poBepseTcs CTeneHb A40Bepus nsgatento ceptudukaTa;
e [pOBepsEeTCs, He UCTEK JIN CPOK AeNCTBUSA cepTudmkaTa;

e MpoBepsieTcs, He O0To3BaH nn ceptudwukar; no ymondaHuto Internet Explorer aty
npoBepKy He BbINONHAET — 3To Aenaert IIS.

Ecnn nwobas un3 ykasaHHbIX NpOBEPOK MNpPUBOAUT K OTpuUaTenbHOMY pes3ynbTaTy,
nonb3oBaTesib MOAy4YaeT NpeaynpexaeHue U MOXeT pasopBaTb CoeAnHeHue (3TO peKoMeHAyeTcs
aenatb).

[JOoCTUrHyB [nO0Bepusi, CTOPOHbI BblipabaTbiBAalOT CEAHCOBbLIN KJ/IHOY, HA OCHOBE KOTOPOro
obecrneumBaeTcs WN@pPoBaHME AaHHbIX B TEYEHME CeaHca.

AnropuTtMm npeobpasoBaHnsa MHpopMaumm npm obmeHe

Anroputm npeobpaszoBaHua MHdopmaumm npu obmeHe C MCnosib3oBaHMeEM npoTokona TLS
BKJIIOUAET onepauumn:

e TNpumeM OT MNpOTOKOJSIa BEPXHEINr0 YpPOBHA MNOTOKA HE UHTEPMNPETUPYEMbIX AdHHbIX B
6nokax NMpon3BOJZIbHOIO pa3Mepa,

e (DparmMeHTaLUMa MPUHATLIX C BEPXHEr0 YPOBHSA AaHHbIX B CTPYKTYpUpOBaHHble 6/0KM
(dbparmenTbl) npoTokona TLS. Pasmep dparmeHTa - He 6onee 2% 6aiT;

e KOMMpeccus dparMeHToB (ONUUOHANbLHO);
e XewwpoBaHwe dparmMeHToB (Mcnonab3yeTtcs kadesor MAC);
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e KOHKaTeHauuss ¢dparmMeHTa W pe3ynbTaTa ero XewupoBaHus (paclMpeHHbIN
dparmeHT);

e 3awundpoBaHUe pacllMpeHHOro gparmeHTa (ONuMOHaNbHO);

e rnepenaya 3awMpPOBAHHOINO pacWMpeHHOro dparmMeHTa C A06aBNeHHbIM OTKPbITbIM
3arofloBKOM NpOTOKOJS1@ TPaHCMOPTHOro ypoBHA (Hanpumep, TCP).

Mpu npueme MHGOpPMaLUKN NpUMeEHsieTCs obpaTHas NocienoBaTeIbHOCTb ornepaLmid.

ATpnbyThbl ceccmun
Ceccua xapakTepu3syeTtcs cneayrouwmmm atpubyramm:

e unaeHTUdukaTop ceccum (cnyyamHoe uucno, 32 6anTta, 3apaeTcs CepBEPOM MNpu
OTKPbITUKN ceccun);

e MeToA KOMMNpeccuu;
e cepTudukaT cepsepa (ONUMOHaNbLHO);
e cepTUduUKaT KNMeHTa (ONUMOHaNbLHO);

e crneumdukKauna airopuTMOB M NapaMeTpoB 3awnTbl (anroputmel wnudposaHna n MAC,
KpunTorpaduyeckmne napameTpsbl);

e master secret (Mcrnonb3yeTca Npu reHepauum koven wudposaHus, knwoven MAC,
BEKTOPOB MHULMann3auumn);

e (nar, paspelwatoumin/3anpeLatolmMn HoBble COEANHEHUS B CEaHce.

CepTtudmkatbl npeacrtaBnatoTcs B craHaapte X509. v3. Cneundukaumss anroputMoB U
napamMeTpoB 3aLMTbl MOXET MEHATLCA B TEYEHME CECCUMN.

ATpubyTbl cOeaANHEHUSN
K aTpubyTtamMm coeaMHeHUs1 OTHOCATCA:

e client_random - cnyualiHble 32 6aliTa, 3a4aBaeMble KIMEHTOM;
e server_random- cny4yainHble 32 6aiTa, 3ajaBaeMble CEPBEPOM;
e client write MAC secret (kN4 KIveHTa AN KNYEBOro XewWwnpoBaHus);
e server write MAC secret (knto4 cepBepa 4151 K/IIOYEBOr0 XEWMpPOBaHUS);

e client write key (knw4, ucnonb3yembii AN WWPPOBAHMUSA AAHHbIX KIAMEHTOM W
pacwundpoBaHns NX CEPBEPOM);

e server write key (knwo4, uncnonb3yemblin Ans WUhPOBaHUA AaHHbIX CEpPBEPOM W
pacwmdpoBaHNa UX KITMEHTOM);

e client write 1V, server write IV (BekTopbl MHUUMANN3ALMN, UCMNOJSIb3YEMbIE KJIMUEHTOM U
CepBepoM COOTBETCTBEHHO);

e MOpPsSAKOBLIA HOMep coeanHeHus (NoaaepXXmMBaeTcs He3aBUCMMO ANA NepefaBaeMblX U
NMPUHUMaeMbIX COObLLEHNIA).

BekTop MHMUManu3aumMu 3agaeTcs Ans nepBoro dparMeHTa Coo6LEeHUsI B COEAMHEHUMU;
ANna  nocnefywowmx @parMeHToOB BEKTOp MHMUManM3auum ¢GopMUPYeTCs M3  KOHeyHoro 6sioka
3awwmdpoBaHHOro TeKCTa npeaplayLuero dparMeHTa.

MopaaKoBble HOMepa COeAMHEHWI MOoAAEPXKMBAKTCA HE3aBMCMMO ANA NepeaaBaeMbiX U
NpUMHUMMaeMbIX COO6LEeHWIA. MpU CMeHe CeCccuu, M3MEHEHWWM creumduKaummM anroputMoB M MapaMeTpoB
3alUMTbl HyMepaLms COeAMHEHN HaumHaeTces ¢ 0; [uanasoH Hymepaumm: 0 + 2%4-1.

CoeAnHEHME acCoUMMUPYETCH C OAHOW ceccueit.

Tunbl coobweHnmn
B npoTtokone TLS ncnonb3ytoTcsa crieaytowme Tunbl COO6LEeHNI:
¢ Hello message (ClientHello, ServerHello);

e Change cipher specs message (M3MeHeHuMe cneundmnKkaumm anropuTMOB U NMapamMeTpoB
3aWuThbl);
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e Key exchange message (nepepada katoda obmeHa knwovamu wudpoBaHns u MAC
KNneHTa, cepseepa);

e Alert message (npeaynpexzaeHue, onoselleHne o daTanbHOM owmnbke);
e Application_data message (nepenada gaHHbIX);
e Finished message (coobuieHne 0 BO3MOXHOCTU paboTbl B CO34aHHON ceccun).

®parMeHT coobLleHUs, NepegaBaemMbli MPOTOKO/Y TPAHCMOPTHOMO
YPOBHS

Jnst mepenmaun  ¢parMeHTa COOOIICHHS TPAHCIOPTHOMY YPOBHIO TPOU3BOISTCS
olepanuu:
e KOMrMpeccus cdparmMeHTa (onUUOHaNbLHO);

e BblUMC/IEHME X3Wa OT KOHKaTeEHauMn Knk4a XawnpoBaHuna, TUna KoMnpeccun, OJ1MHbI
KOMMNpeCCnpoBaHHOTIoO CbpaI'MeHTa, KOMMNpeCCNpoBaHHOro q)parMeHTa, 3a4aHHOWN KOHCTaHThI;

e wudpoBaHMe pacwmpeHHoro dparMeHTa (KOHKaTeHauusi KOMMPecCMpOBaHHOMO
dparmMeHTa v ero xawa);

e paobaBneHue OTKPLITOro 3arosioBka, cogepxawero Tun coobuweHuns (oauH 6anT),
Bepcuio npoTtokona TLS (aea 6anTa), ANVMHY KOMMpPECCMPOBAHHOIO parMeHTa.

Onepaunn npotokona TLS

Application Data = =

Fragment

Compress

Add MAC

Encrypt

Append TLS Record
Header

TLS Handshake Protocol

TLS Handshake Protocol paboTtaeT no cneaytowen cxeme:

ClientHello —— Yemanoska eepcuu  npomoxona,
UoeHmugpuKamopa ceccuu, HAYAILHO2O
Habopa aneopummos U napamempos,
Memooa KoMnpeccuu

<« ServerHello Cepsep nocoliaem (ONYUOHATBHO)
«—Certificate ———— ceoli cepmuuxkam  u sanpawusaem
«— Certificate Request (onyuonanvno) cepmughuxam xiuenma,
«Server Key Exchange —— nepeoata Cy4atiHol eeutuHbL Server-random

«— ServerHelloDone ——

28



XKXTAN.00050-03 90 02. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30nacHoCTU.
O6bwas yacTtb

Certificate ———— Knuenm nocwliaem €801l
—Client Key Exchange —»> cepmucghuxam (ecnu  6OvLn 3anpoc
— Certificate Verify —» cepsepa) Ecnu cepmugpuxama y xnuenma

nem, on noceiiaem Certificate Verify
—— Change Cipher Spec—> Buibop an2opummos u
Finished——— napamempos O YCMAHABIUBAEMOU
«— Change Cipher Spec—— ceccuu,  3aeepuieHue Handshake
“ Finished ——— (“pyronoscamus”)
Client Server

TLS Handshake Protocol obecneumBaeT nHMumanmsaunto ceccum (CoeamHeHns) BbiNOMHEHNEM
onepaumi:
e K/MEHT W cepBep JoroeapusakTcad 06 WCNONb3yeMblX B CECcCMU anroputMax u
napameTpax 3awuTbl, O06MeHMBalTCA Cny4dyamHbiMM BenuumHamm client_random, server_random,
AoroBapusatoTcs, 6yayT Wim HET HOBble COeAMNHEHWS;

e npousBoauTCH 0bMeH cepTudmKaTamMu AN ayTeHTUdUKaLUMW KaneHTa n cepseepa (no
3a4aHHbIM OnuuamM);

e K/WEHT reHepupyeT CcfydvalHyl BenuuuHy pre_master secret, wudpyer ee wu
nepenaeT cepBepy.

e KnueHT u cepsep no pre_master secret, client_random wn server_random dopmmpytoT
master secret (Habop HeobxoanMon KNtoUYEBOM MHDOPMaALMKN) CECCUN.

Crek npoTtokosia TLS

MpoTtokon TLS aBnsieTcs ABYXYPOBHEBbIM W AEACTBYET Hah TPaHCMOPTHbIM MPOTOKOJIOM.
K nepBomMy ypoBHt0 oTHocaTcs TLS Handshake Protocol, TLS Change Cipher Spec, TLS Alert Protocol.
Ko BTOpoMYy ypoBHI oTHocuTCcs TLS Record Protocol.

TLS TLS Change TLS Alert MpoTokonsbli
Handshake Cipher Spec Protocol obMeHa
Protocol AaHHbiMu (HTTP
nrT.n.)

TLS Record Protocol
TpaHcnopTHbI npoTtokon (TCP/IP u T.n.)

8.1. Moaynb ceteBon ayteHTUdMKaunm Kpuntollpo TLS

Moaynb ceteBol ayTeHTudunkaunm Kpmuntollpo TLS peanusoBaH Ha 6a3e npoTtokona TLS v.1.0
" POCCUMACKUX CTaHAapTOB KpunTorpaduyeckon 3awuTbl KOHUAeHUManbHOW wHbopMaumm
(anropuTtMbl WngpoBaHmsa B cootBeTcTBun ¢ TOCT 28147-89, anropuTMbl BblpaboTKM U MPOBEPKMU
3NeKTpoHHOM uudpoBor noanmcm B cootBeTctBUM ¢ FTOCT P 34.10-2001, x3wwupoBaHus B
cootBeTcTBMM € TOCT P 34.11-94). Wcnonb3yetcsa Takxke anroputm Aunddu-XennmaHa OTKPbITOro
pacrnpeneneHus knwo4ven Ha 6ase NOCT P 34.10-2001.

Ha MN3BM knueHta u Ha cepsepe (IIS, ISA) ycraHaBnmBaeTcs CK3U XTAM.00050-03 c
MoAynem noaaepXku ceteson ayteHtudmkaumm Kpunrollpo TLS.

AyTeHTUdMKaumns KNMeHT-cepeep MoXeT 6biTb OAHOCTOPOHHEN N ABYCTOPOHHEN.

OAHOCTOPOHHSAA ayTeHTUdMKauma obecneynBaeT MMHMMaNbHO HEOBXOAMMDbIN YPOBEHb 3alUUThI,
W BKJOYaeT B cebs:

e 0b6dA3aTeNbHyl0 ayTeHTUdUKaUNIO cepBepa 6e3 ayTeHTUDMKALUN KITMEHTOB;
e WKnbpoBaHve TpaduKa MeXAy KIMEHTOM U CEPBEPOM.

Mpwn paboTe B faHHOM pexuMe cepBep Ha 3Tarne "pykonoxaTtus" He 3anpalinBaeT cepTudukaT
KJIMEHTa M yCTaHaBnmBaeTcs "aHOHMMHoOe" 3alMiuieHHoe coeanHeHne. B 3TOM cnydae KIMEeHT MoXeT
He WMeTb 3aKpbITOro Knaw4ya u ceptudukarta, OAHAKO MNpPU 3TOM OH JIMLWIAETCS BO3MOXHOCTMU
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opMMpoBaTb 3NEKTPOHHYIO MOAMUCL MOA AOKYMEHTAMU. PEXMM C OJAHOCTOPOHHEN ayTeHTUdbUKaunen
cepBepa MOXEeT WCMonb30BaThCA ANA NPeAoCTaBfieHUs HEKOTOpPOlM rpynne noJjib3oBaTenei
KOHdUAEHUMANBHON MHDOPMALMM Ha OCHOBAHMM MapOJibHOM 3alUMTbl, OAHAKO Maposib B 3TOM Ciy4yae
6yaeT NpeabsaABNATLCA NOSb30BATENEM TOJIbKO MOC/AE YCTAaHOB/IEHUS 3aLUMLEHHOr0 TLS-coeAnHEHUs C
Web-cepBepoM, UTO MOBbLIWAET YPOBEHb 3aLUNTbLI OT HECAHKLIMOHMPOBAHHOIO AOCTYyMa MO CPABHEHUIO C
nepegavyei naponss Mo OTKPbITbIM COeAMHEHUsIM. [py OAHOCTOPOHHEN ayTeHTUdbMKauMM cepsep
3anpalumBaeT cepTUdUKaAT KIMEHTA, HO €ro OTCYTCTBME HE CUMUTAETCS OLUMOKOMN.

B CK3U «Kpuntollpo CSP» ncnonb3yeTcs ABYCTOPOHHAS ayTeHTUdUKaums.
[BYCTOPOHHAA ayTeHTUdMKaLMS BKIOYAET B cebs:

e B3aMMHYK ayTeHTudwukaumw kameHta wu Web - cepBepa € NOMOWb UX
cepTndunKaToB;

e LMdpoBaHMe TpaduKa Mexay KIMEHTOM U CEPBEPOM;

e (OpMUpPOBAHME U TMPOBEPKY 3/EKTPOHHON NOAMNUCU NOA4 3MEKTPOHHbIMM HTML-
dopmMamu, 3anofHIEMbIMU NOSIb30BaTENSAMM.

[BYCTOpPOHHSA ayTeHTUdUKauUs MNo3BoAsAeT obecneunTb AOCTYMN B 3aKpbITylo yacTb Web -
cepBepa TO/IbKO 3aperncTpupoBaHHbIM BnagenbuaMm cepTudukaTos. MNpu 3TOM HYXXHO UMETb B BUAY,
YTO pasrpaHuyeHMe AocTyna K MHGPOPMALMOHHLIM pecypcaM cepBepa, OCHOBaHHOE Ha MpoBepKe
cepTMdOUKATOB KIMEHTOB, rOPasao HaAeXHee, YeM MPOCTO MaposibHas 3aluTa.

B paHHOM pexuMme paboTbl KIMEHTY HeO6XOAMMO CreHepupoBaTb 3aKpbiTbii U OTKPbITbIV
K/TOUYM 1 NONYYUTb CeEPTUDUKAT OTKPbLITOro Kitoya B YL.

TpeboBaHUA K TeXHUYECKMM U NporpaMMHbIM CpeAcTBaM KOMMbIOTEPA, HAa KOTOPbIN
ycTaHaBnuBaeTca ISA cepsep, OnNpeaensoTcs B AOKYMEHTauuw, NoCTaBfiseMOM BMeCTe C AaHHbIM
cepBepoM. [OMOMHUTENBHO, Ha KOMMblTEP AO/MKHbI 6biTb ycTaHoBneHbl CK3UN «Kpuntollpo CSP» wn
MOAY/b NOAAEPXKM CETEBON ayTeHTUdMKaumm Kpuntollpo TLS.

Ona BO3MOXHOCTM YCTAHOBNEHUS 3aLUMLLEHHOIO COEAVMHEHWUS MexXxAy KIMEHTOM U CepBepoM
ISA HeobxoaMMO BHa4vane BbINyCTUTb CEPTUdMKAT OTKPbITOro Kto4a, KOTopbl ByAeT Ncnonb3oBaThCs
ANa cepBepHON ayTeHTUduKaumMm no npotokony TLS.

TpeboBaHusa K cepTudmkaTy:

e uMsa ceptudukata (Common name) AO/MKHO COBMagaTb C MMeHeM nybankyemoro
Web-cepBepa npuknagHon cuctembl. Hanpumep: pif.nikoil.ru

e 065acTb MCMOIb30BaHMSA KtOYa AOJKHA coaepXaTb: <<AYTEHTMd)MKaLI,MF| Cepsepa»

JaHHbln cepTudukat gonxeH 6biTb ycTaHoBNeH Ha cepeep ISA B NpuBSA3KE C K/HOYOM
noanucu (3aKkpbITbiM KAOYOM). Mpy 3TOM 3aKpbITblA KAOY NOANUCK AOMKEH ObiTb NOMeELLEH B peecTp
OC.

Bbinyck wn ycTaHoBKa ceptudwukata ocyuwecrtenserca uyepe3z APM nonb3oBatensa LeHTpa
pernctpaumun. MNMopsiaok AeNCTBMI onpeaensieTcs B MHCTPYKLUMW NOJSb30BaTesto.

9. YnpasneHue knto4yamm CK3U

KnioueBas cuctema CK3U 6asmpyetcsa Ha apxutekTtype PKI pekomeHgauuin X509 u B yactm
ynpasneHuns ceptudukaTaMm OTKPbITbIX KOUen u kKawouder nposepku 3 gomkHa obecneumBaTtbcs
YpoctoBepswowmMm ueHTpoMm (YLU). B kauvectBe YL MOXeT BbICTynaTb YAOCTOBEPSAOWMA LEHTP
Kpuntolpo YL, HO ponyckaetca ucnonb3oBaHue LleHTpa CepTtudukaumm kopnopaummn Microsoft
(Microsoft Certification Authority), nnu apyrue peanmsaumnm, obecneuympatoline BbiNOSIHEHNE QYHKLWNN
AoBepeHHoro obpatleHus c ceptudukaTamu.

PekomMeHpaunm no ynpasneHuio knovamm npmeedeHsl ans Kpuntollpo YL, ¢ opraHuM3auMoHHOM
CTPYKTYpPOM, 3N1eMeHTaMn KOTOPOMN SABNAOTCS:

1. UeHTp ceptudukaumn (UC)
2. UeHnTp peructpauum (UP)
3. APM agmuHucTpaTtopa YL
4. Monb3oBaTenbCckune cpeacTBa B3amMoaencTems c YL
5. TporpamMmmHbIin nHTepdenc BlanmoaencTems ¢ YL
Onuncanune YaocTtoBepswuwero ueHTpa Kpuntollpo YL npuBeneHo B MNpunoxeHun 4.
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NMpumeyaHme.

|..| CK3M XT5KN.00050-03 MoxeT MCnonb3oBaTbCA B KayecTBe KpuNTosapa B COCTaBe Pas/iMyHbIX
—— NPUKNaAHbIX CUCTEM, OpraHU3aLMOHHble CXEeMbl YMpaBfeHWUsl K/IIOYEBOW CUCTEMOM KOTOPbIX
MOFyT OT/IM4aTbCSA OT pacCMaTpMBaAEMON.

CepTuduKaT OTKPLITOro Kitouya obMeHa U cepTUdUKaT Kaoua npoBepku DI npeacraBnsier
co60li CTPYKTYpMPOBaHHYIO ABONYHYIO 3anucb B dhopmaTe ASN.1, coaepxaluyo:

e UMS cybbekTa WM 06beKTa CUCTEMbI, OJAHO3HAYHO WAEHTUDUUMPYIOLLEE €ero B
cucteme;

e OTKPbITbIN K/OY UK KoY NpoBepku 3MM cybbekTa Unm obbekTa CUCTEMbI;

e [OMNONIHUTENbHbIE anVI6YTbI, onpeaensemble TpEGOBaHMﬂMM MCNnoJsib30BaHuA
cemecbleaTa B CUCTEME,

e 3l U3patens (YAOCTOBEPSAIOLWIErO LEHTPA), 3aBEPSIOLLYI0 COBOKYMHOCTb 3TUX AaHHbIX.

®opMaT cepTudukata onpegeneH B pekoMmeHaaumax ITU-T 1997 roga X.509 wu
pekomeHgaumax IETF 1999 roga RFC 2459. B HacTosiwiee BpeMsi OCHOBHbIM MPUHATBIM (hOpMaToM
apnsetca dopmaT Bepcun 3, MO3BOMAOWMIA onpeaenutb AoMnofHeHns (extensions), ¢ nomoLbio
KOTOPbIX peanusyeTcsa onpeaesieHHasa nonMtnka 6e3onacHoOCT B cucTeMe.

Huxe npuBeaeHbl TpeboBaHWs MO YynpaBieHUIO K/IOYEBOMW CUCTEMOWM Ha BCeX 3Tanax ee
XKM3HEHHOro uMmkKna, HauymHaa ¢ dopMmuposaHua knwden LenTpa CepTtudwukaummn. TpeboBaHus
npueedeHbl C ydyeToM Hanumuus UeHTpa Peructpauumn, asnswoowerocs ¢GyHKUMOHANbHOW efuHuLen
cuctembl. B cnyyvae ero otcyTcTBua pyHKUMK LleHTpa Pernctpaumn BoinonHseT UenTp CepTtudukaumm,
dyHKUMM agMmmnHmucTpatopa LUP BbinonHseT agmMmHuctpatop LIC.

9.1. YAoCToBepSAWNN LEHTP

YaoctoBepswoWwmni LeHTp obecrneunsaeT BbiMNOSIHEHWE CeayroWwmX QyHKUUN:
e peructpaums (dpopmmnpoanme) anctpmbyTtmeos MO CK3WN n Bblga4a nx Nonb3oBaTensM;

e dopMMpOBaHME, XpaHeHMEe U UCMOoNb30BaHMe 3akpbiToro kiw4a (knwoder) LeHTpa
CepTudurkaunm;

e perucrpaumsi nosb3oBaTenen B COOTBETCTBMM C TpeboBaHussMM PernameHta (Jdorosopa)
CUCTEMDI;

e TOSlyYeHMe OT Nosb3oBaTesns 3amnpoca Ha cepTuduKkaT, Kak B 3/1eKTPOHHOM, Tak U B
6yMaxHOM Buae;

e BepudMKauMs 3anpoca Ha cepTudmKar;

e (dopMupoBaHMe cepTUDMKATOB OTKPbITbIX KIOUen 1 Ktodvel nposepkn Il nonb3oBaTenen
Ha OCHOBE MOJIYYEeHHbIX 3anpoCOB U 3aperncTpmpoBaHHoOn nHbopMaunm;

e [OCTaBKa cepTUdMKATOB OTKPLITBIX KKOYEN K Koyen nposepku 3l nonb3oBatensam;
e nonyyeHue n obpabotka cooblieHnit 0 KOMNpoMeTaumMn Ko4Yen Nosib30BaTeNAMN;

e OpraHusaumsa Cxembl OMepaTMBHOro OMOBELWEHUS Nosib3oBaTenen 060 BCeX WU3MEHEHUSX,
npoucxoasimx B cetn (KoMnpoMmeTaums K4Yen, BOCCTAaHOBNEHNE KOHPUAEHUMANIBHON CBA3W Mnocne
KOMMNpOMeTauumn Ko4ven, BKIOYEHe HOBbIX Nosb30BaTeNel, NiaHoBas CMeHa Kitoden u T. n.);

e [/JI@aHOBOE M3roTOB/IEHME CMMCKa OTO3BaHHbIX CEPTUDUKATOB;
e pa3paboTka M noaaepxka PyHKUMOHUPOBAHMA NapOSIbHOM CUCTEMbI OMOBELLEHMSA B CETY;
e yrpaBJ/iEHME KJIHOYEBOW CUCTEMOW;

e pasbop KOHMIUKTHLIX CUTyauuih M A0Ka3aTeNbCTBO aBTOPCTBA 3/IEKTPOHHOIO AOKYMEHTaA,
CHABXXEHHOro 3/1eKTPOHHON MOAMNUCHIO.

B coctaB YU BXxoaaT:
e [porpaMMHo-annapaTHbie cpeacTsa LleHTpa Ceptudukaumm;

e rporpaMMHo-annapaTHble cpeacTea LieHTpa Peructpaunun (Npu ycnoBumM e€ro skcnayataumu
Ha oTaenbHon MN2BM);

e MporpaMMHoO-annapaTHbie cpeacTBa A/ pa3bopa KOHMMKTHLIX CUTYaUWUiA;
e [OMNOJSIHUTENbHbIE CpeacTBa, obecneunBalowme ceTeBOoe B3auMOAENCTBME MoJib3oBaTeNnen u

yu.
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9.2. ®opmupoBaHue kntoyen LleHTpa CepTndukaumm

dopmMmmpoBaHmne knwden LeHntpa CepTtudukaumm npousBoamTcs aaMmHuctpatopom LIC
cnepyrowmM obpasom:

1. AamuHuctpaTtop LC peructpupyetca B YU B "XypHane perucrpaumm aaAMWUHUCTPaATOPOB
6esonacHocT u nonb3oBatenen” (cm. 9.11 "BepmeHme xypHanos"). Perucrpauuio npoBoAUT
HavanbHuK YL (0 4eM genaeTtcs COOTBETCTBYHOLWAA OTMETKAa B XypHane).

2. AgMmuHuctpatop LC npoussBoaut dopMmupoBaHue 3akpbiToro knwdva LC mn ceptudukaTta
oTkpbiToro knto4ya LC. C 3akpbitoro knto4da LIC popMupyeTcs pesepBHas KONus, KOTOpas XpaHUTCS y
HayanbHuka YL. ®akT nsrotosnenus knoda n ceptudukarta LIC 3aHocuTcs B "XXypHane nonb3oBaTtens
ceTn" n 3aBepseTcs HavyanbHUKoM YL.

3. bnaHk ceptudukata LIC BbIBOAUTCA Ha NpUHTEpP B ABYX 3K3eMnjspax W 3aBepsieTcs
HayanbHukoM YL u aamuHuctpatopom LIC. OgHa konus 6naHka ceptudukata UC XxpaHutca wm
HayanbHukKa YL, BTopas konus nepegaetca agMmHuctpatopy LUP (LC).

4. AgpmnHunctpaTtop UC npowmssoant dopmupoBaHue COC LC, KOTOpbIA HE COAEPXUT HMU
OoA4HOro oTo3BaHHoro ceptudwukaTta. bnaHk COC BbLIBOAUTCA Ha MNpPUHTEP B ABYX 3K3eMnaspax W
3aBepsieTcs agMmmHucTpaTtopom LIC. OgHa konusa 6naHka COC LC xpaHuTcs v HavanbHuKa YL, BTOpas
Konus nepepaetcs agMnHuctpatopy LP (L C).

Mpumeuvanume. lMpn dopmuposaun COC LC u Hanuumm ceTeBbIiX
cpeancTtB pacnpoctpaHeHnss COC B cucteMe, peKoMeHAyeTCsl yCTaHOBUTb
"!!“ B cocC [ONONHEHWe Touka pacnpocTtpaHeHun CcoC
== (issuingDistributionPoint) ¢ 3agaHvnem B HeM MeToga AocTyna,
KOTOPbIA MOXeT 6biTb MCMOJ/Ib30BaH MOJSIb30BaTENSIMU AN PErynsipHoro
obHoBneHnsa COC (cMm. [22]).

3akpbITbi KoY U ceptudukat LC

Cpok pencteBus 3akpbitoro knwuda LC (TouHee, kawoya YnonHoMmouyeHHoro nuua YLU)
coctaBnser 3 roga. B TeueHue 1 roga 3 MecsaUEB 3aKpbITbiM KUY YMNOJIHOMOYEHHoro nuua YU
MCMONb3yeTcsa AN9 W3rotoBneHns ceptudukaToB nonb3oBatenem wu  (GopMMpoBaHMSA  CMUCKOB
0TO3BaHHbIX cepTUdOMKATOB.

Mo uctedeHmnm 1 roga 3 MecsaueB M A0 OKOHYAHUA CpOKa AEWCTBMS 3aKpbITOro Kikoua
YnonHoMouyeHHoro nuvua YL paHHbIA 3aKpbiTbll  KAKOY  UCMOAb3YEeTCS  UCKIYUTENbHO  Ans
dbopMmnpoBaHMsa CMMCKOB OTO3BaHHbIX cepTudmnkaTtos YL.

9.3. XpaHeHune n ncrnonb3oBaHMe 3akpbiToro knwya LC

3akpbITbin KNto4d LIC 1 ero pesepBHas Konust XxpaHaTcs y HadanbHuka YU. Mpu HeobxoanmocTun
€ro Mcrnosib30BaHUs UM B Hadane paboyero agHs (CMeHbI, NpuU CMeHHOW paboTe), 3aKkpbITbii KNty LIC
BblgaeTcs aamumHuctpatopy LC, o uem pgenaetca nometka B "XypHane nonb3oBaTtens cetun'.
PekomeHgyeTcs He 3arpyxaTb nporpamMmHoe obecneveHne LIC 6e3 HeobxogumocTn, a npwu
3arpy>xeHHoMm MO, He ocTaBnATb 3aKkpbITbil katoy LIC 6e3 KoHTpons aaMmuHucTpatopa LC.

9.4. ®opmuposaHue kno4ven LleHTpa Peructpaumu

PekoMeHAauMM, oOMWCaHHble B AaHHOM pasfene, OTHOCATCA TOMbKO K CUCTEMaM,
ncnosb3ytolmm LieHTp Pernctpaumu.

9.4.1. Perncrtpauusa LleHTtpa Pernctpaunm

AamuHuctpatop LUC npoussoant permctpaunto LP B LleHTpe Ceptudukaummn, o 4em agenaetcs
3anucek B "XypHane perncrpaunm agMmMHUCTpaTtopoB 6e3onacHOCTM u nonb3oBartenen”.

9.4.2. N3roTtoBneHue kntoyven LleHTpa Perncrpauumn

1. AamuHuctpatop UP ycraHaBnuBaer ceptudukar LIC Ha MIBM LP. PekomeHayeTcs
obecneunTb 3aWNLLEHHYIO AOCTaBKYy U XpaHeHue ceptudukarta LIC Ha MIBM.

2. AgmuHuctpaTop UP npoussoant dpopMupoBaHue ANMYHOIO 3akpbiToro kiaw4da LIP 1 3anpoca
Ha cepTudwukaTt, cogepxalwero oTkpbiTbii Kty LIP. C 3akpbeiToro kntwo4ya LIP dopmupyetcs pesepsHas
KOMKUs, KOTOpas XpaHUTCA Yy HadanbHuka YLU. MNomeTka o @oOpMMpoBaHWKM KOYa W 3anpoca Ha
ceptudukaT 3aHocuTcs B "XKypHane nonb3oBartens cetu".

3. bnaHk 3anpoca Ha cepTuduKaT BbIBOAUTCA Ha NMPUHTEP B ABYX 3K3eMMaspax M 3aBepseTcs
aAMUHUCTpaTopom LIP.

4. 3anpoc Ha cepTudUKaT 3aNUCbIBAETCA Ha MarHUTHbIN HOCUTENb (ANCKETY).
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5. AamuHuctpatop LP npubbiBaet B YU, rae agmumuuctpartop LIC npomnssoaut ¢popmMmpoBaHume
ceptudmkata LC, ucnonbsysa Ana 3TOro noslydeHHbI 3anpoc Ha ceptudukat n 6GyMaxHbi 6naHk
3anpoca. bnaHk 3anpoca Ha cepTudukaT 3aBepsieTca agMumHucTpatopoMm LIC. OaHa konus 6naHka
3anpoca xpaHuTcs y agmmHucTtpaTtopa LUC, gpyras - y agMmHuctpatopa LP.

6. AaMunHuctpaTtop UC BbiBOAMT Ha npuHTep 6naHk ceptudwukata LUP B ABYyX 3sk3emnnspax.
BnaHk ceptudukata LIP cBepsieTcs ¢ 61aHKOM 3anpoca M 3aBepseTca aamumHuctpatopamm LC, LUP un
Ha4vasbHUKOM YLl.

7. AoMuHucTtpatop UP nonyyaer nunyHbii ceptudumkat LUP Ha MarHutHoOM HocuTene w
3aBepeHHbIi 6naHk ceptudukarta LP.

8. AamuHuctpaTtop UP, ncnonesysa MO LUP, yctaHaBnueaeT ceptudumkaTt Ha MNSBM LP.

Mocne 3aBepuweHus 3Tux gencrenin LleHTp CepTudwukaumm n LleHTp Perncrpauum rotosbl K
perncrpauum nonb3oBaTesiel CUCTEMbI U BbIMYCKY CepTUPUKATOB.

9.5. dopMupoBaHue KJtoUven nosab3oBaTens

Obuwaa cxema, ncnonbdyemasda And BKIAKYEHUA NOJSib30oBaTeNnd B CUCTEMY, COCTOUT U3
cneayrwmnx atanos:

1. perncrtpaumsa nonb3oBaTens;

(dhopMUpoBaHME NOAb30BATENIEM IMYHbIX K/OUYen (3anpoca Ha cepTudukar);
nepepaya 3anpoca B LleHTp Pernctpaunu;

Bepudmrkaums 3anpoca LleHTpoM Pernctpaumm;

dopmMmpoBaHue cepTudmkaTta nonb3oBaTens;

o vk wWwN

nonydyeHume CepTVId)VIKaTa NnoNb30BAaTENIAM.

PykoBOACTBO OpraHusauMu-nonb3oBaTens ANAS perucrpaumn nofb3oBaTenss B CETU AOSIKHO
npeactaeuTtb B YL Ha MMA ero HavanbHMKa C COMPOBOAUTENBbHbLIM MUCBMOM Cheaylolne AOKYMEHThI
(KOHKpeTHbIl cocTaB AOKYMeHTOB onpegenseTtcs PernameHTom (JJOroBOpOM) CUCTEMBI:

1. nuct c obpasuamMm neyaTn 1 JTMYHOM NOAMNUCK PYKOBOAUTENS OpraHmM3aumm;
2. konuio Jorosopa (BpeMeHHOro cornaweHus) ¢ agMMHUCTPaLMENn CUCTEMDI;

3. BbINMMCKY M3 MpuMKasa O Ha3Ha4YeHuMW aaMuHucTpatopa uHdbOopMaumoHHOW 6e30macHOCTM
opraHusaumm (3amMecTuTens), 3aBepeHHYI0 NOAMNUCLI0 PYKOBOACTBA M NeYaTblo opraHusaummu;

4. 3anosIHeEHHblE U 3aBEepPEHHbIE JIMCTKU MO yyeTy KaApoB Ha aAMWHUCTpaTopa 6e30macHoOCTU
opraHmsauumn (3amectutens).

dopMunpoBaHue Ktoven nonb3oBaTens nponcxoanT B cne,qyrou.l,eﬁ nocneanoBaTesibHOCTH.

9.5.1. Perncrpauusa nonb3osarens

1. Nonb3oBaTenb cUCTEMbl WAW agMuHUCTpaTop 6e3onacHoctn npubbiBaoT B LeHTp
Pernctpauunn YU c gokymMeHTamMu, Heo6X0AMMbIMK AN perncrpaumm nonb3oBaTens B CUCTEME.

2. AgmuHuctpaTtop LeHTpa Peructpaumm Ha OCHOBaHMM MOAHOTbI W AOCTaTOYHOCTMU
NpefoCcTaBNEeHHbIX JOKYMEHTOB MPOU3BOAUT PErnCTpaumIo Nosib3oBaTeNs B CUCTEME.

3. JaHHble perncrtpauuMm nonb3oBaTesnisi BbIBOAUTCA HA MNPUHTEP B ABYX 3K3eMMaspax W
3aBepsieTca agMmMHUcTpatopoM UP v nonb3oBatenem. OauH 3k3eMnnsap 6naHka perncrpaunm XpaHuTcs
y aagMuHuctpartopa LIP, BTopon ak3emnnsap — y nosb3oBaTens.

4. AamnHucTtpaTtop LUP BblgaeT nosnb3oBaTento KapTOuKy OMOBeLleHMst O KoMMpomeTauuu, B
KOTOpOM oTpaxatTcsa TenedoHbl n naponu YL, n nonb3osatens (cMm. Puc. 3. KapTouka onoBeweHus o
KOMNpoMeTaunm).

B Kaprtouke onoBeweHUsa YykasaHbl: TenedoHbl YL, naponb (KogoBoe COBO)
aaMuHucTpaTopa YU, yHuKanbHbI naponb (KOAOBOE C/I0BO), MPUCBOEHHbIM nonb3oBaTtento Y.

NMpuMmeyaHue. KapTtouka onoBeWEeHUsl WCMOJSb3YEeTCA Y4YaCTHUKAMM
m CUCTEMbI AN COOBLIEHMIA O KOMMPOMETALUMKM K/oua Mo TenedOoHHbIM
= KaHanaMm obuiero nosb3oBaHMsa. KapTouka onoBeleHUs [0JKHA
XPaHUTLCA Y MOJSIb30BaTENSA HApaBHE C KoYaMu.
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Maponb YL OCHOBHOW naponb PesepBHbIV Naponb

TenedoHbl AgMmnHucTpaTopa LUP (YLU)

Maponb nonb3oBaTens OCHOBHOW naposnb PesepBHbIii Naposib

Puc. 3. KapTouka onoBeljeHus 0 KOMNpoMeTayuum

5. Mpu HanuuMyM CUCTEMbI 3NEKTPOHHOI MOYTbl U 3apPEernmcTpMpoBaHHOIO MOYTOBOro ajapeca
nonb3oBaTtens, aaMuHuUcTpatop LIP no6aBnsieT ero B CMMCOK PacCbUIKW MOSb30BaTeNel CUCTEMBI,
KOTOPbIN UCNONb3YeTCs ANs1 LEHTPASM30BaHHOIO OMNMOBELLEHWNS MONb30BaTeNeNn CUCTEMBI.

6. AoMuHuctpatop LUP penaer 3anuce B "XypHane peructpauum aaMUHUCTPATOPOB
6e3onacHoCT 1 nonb3oBartenen”.

MpuMeuanue. [lpu pernucTpaumMm Kaxaoro nosb3oBaTenss CUCTEMbI
|!!| agMmHuctpatop LC (LP) nepepaetr nonb3oBatent konuio 6naHka
ceptudukaTta LUC, ceptudmkart n COC UC (LP).

9.5.2. dopMMpoBaHMNE NIMYHbBIX KKOYEN Mosib30BaTeNns

MpW HanMuuum B oOpraHM3auumn aaMUHUCTpaTopa 6e30MacHOCTM, BCE OMNWCaHHble HUXe
LEeNCTBMA MOFyT NpOM3BOAUTLCS MO0 aAMUHUCTpaTopoM 6e3onacHocTu, nM60 nofib3oBaTeneM B
NPUCYTCTBMM aaMUHUCTpaTopa 6€30MacHOCTy.

1. Monb3oBatenb ycraHaBnmeaeT ceptudukat n COC LUC (UP) B cnpaBoYHUK CcepTUPUKATOB.
Tpebyetcs obecneunTb 3alMLEHHYD [OCTaBKY U XpaHeHune ceptudmkata LC Ha T[19BM
nonb3oBartens.

2. MNMonb3oBaTenb NPonsBoAUT GOPMUPOBAHME NMYUHOrO Kkouva I 1 3anpoca Ha cepTudukar,
coaepikalllero ko4 nposepku 3l nonb3oBaTens.

3. bnaHk 3anpoca Ha cepTMdUKaT BbIBOAUTCS Ha NMPUHTEP B ABYX 3K3eMnispax v 3aBepsieTcs
nonb3oBaTteneM, (aAMMHUCTpPATOPOM 6€30MacHOCTM MPWU €ro Haanuyum) U OTBETCTBEHHLIMU JMLLAMMU
(Hanpumep, AVPEKTOPOM U FNaBHbIM ByXxranTepom).

4. TMpwn OTCYTCTBMM CETEBOro B3aMMOAEWUCTBUSA opraHmsauum ¢ LIP, 3anpoc 3anucbiBaeTcs Ha
MarHUTHbIN HocuTenb (ANCKETY) Ang nepegayv B LIP.

5. Mpun Hanuunm ceTeBoro B3aMMoAencTems opraHusaunm ¢ LIP, 3anpoc Ha cepTudukat moxeTt
6bITb NepesaH no cetu. Mpu 3ToM Heobxoammo obecneunTb MOATBEPXAEHWE BNAAEHUS 3aKPbITbIM
KJIIOYOM nosnb3oBaTteneM. [na 3Toro 3anpoc Ha ceptudukaT MoxXeT 6biTb NocnaH B Buae coobuieHus,
NOAMNMCAHHOIO NpeablayLWwmMM KIo4OM Nofib3oBaTens.

6. Ecnu 3anpoc 6bin 3anncaH Ha MarHUTHbIA HOCUTENb, MNoJsib30BaTeNb (aAMUHUCTpPaTop

6esonacHoctn) npubbiBatoT B LeHTp Ceptudwukaumm (YL) BMecTe C 3anMcaHHbIM 3anpocoM W
3aBepeHHbIMM 6naHkamu 3anpoca.

7. Ecnn 3anpoc Ha ceptudwmkat 6bln1 nepedaH no cetn, nonb3oBaTenb (aAMUHUCTPATOP
6e3onacHoCTN) AOMKHbI Nepenatb obe konuu bnaHka 3anpoca B UeHTp CepTudukaummn, ncnonbsys
A1 3TOro AOCTYnHble cnocobbl AoCTaBkM (HanpuMmep, 3aKa3sHoe NMUCbMO).

8. Mpw nonydeHun 3anpoca Ha cepTudukaTt agmmHucTpaTop LIC npomssoauT dopMupoBaHue
ceptudumkaTa nonb3oBaTens. Ceptudukar nonb3oBatens xpaHutca B 6asze LC B TeueHue
YCTaHOB/IEHHOIO CpoKa XpaHeHus (paBHOro CPoKy AeNCTBUS cepTudukaTta).

9. AamuHuctpaTtop LIC BbIBOAMT Ha NpuHTep ABe Konuu bnaHka cepTudmnkaTa nonb3oBaTens u
Aenaet 3anumcb o opMMpoBaHum ceptudmkaTta B "XypHane nonb3oBaTtens cetn".

9.5.3. Mony4yeHne nNMYHoOro ceptnduKkaTa nosb3oBaTesnem
JInyHbIN cepTudUKaT MOXeT 6bITb NONyYeH creayowmnmm cnocobamm:
e pPW JINYHOM NPUCYTCTBUM NoNb3oBaTensa (agMuHucTpatopa 6esonacHoctn) B YL;

e MO CETM C MCMNONb30BaHWEM 3aperncTpMpoBaHHOrO ajpeca 3/eKTPOHHOW MOoYTbl UM B
npolecce HENOCPeACTBEHHOIO COEANHEHUS C LLEHTPOM.

B ntob0oM 13 nepeyncneHHblX Cnyyaes cepTudurkaT He nepefaeTcs Nonb3oBaTento 40 TexX nop,
noka LleHTp Perncrpauum He noay4umT 3aBepeHHbln 61aHK 3anpoca Ha cepTudumkar.

MNpu nepepaye nNMYHOro cepTuduKaTa MOMb30BATENO €My TaK Xe MnepefaeTcs 3aBepeHHbll
aAMUHUCTpPATOpPOM 6naHK 3anpoca M cepTudukaTa nonb3oBaTens. Bropble konuu 3Tnx 6naHKoB
xpaHaTca B LUC (LP).
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9.6. [loBTOpHas perncrpaums nonb3oBaTens

lMoBTOpHas peructpauns nonb3oBaTtend B LeHTpe Perucrtpaumm npousBoaUTCS B clyyae
MU3MEHEHNA 3aperncTtpnpoBaHHbIX anVI6YTOB nonb3oBaTtens No MHUMUMaTMBeE nosib3oBaTens anbo
aAMUHUCTpaUunn CUCTEMDI.

9.7. TlnaHoBas CMeHa KIYen

9.7.1. CMeHa kntouven LeHTtpa CepTudmkaumm

3abnaroBpeMeHHO (A0 OKOHYaHWSA cpoka AeWUcTBMSA 3akpbiToro kntoda LIC) aammHuctpaTop LC
npoun3soanT (hOPMMPOBAHME HOBOMO 3aKpbITOro Kaw4ya n ceptudukata LC (cM. 9.2 "®GopMmuposaHue
knouen LleHtpa Ceptndpukauymmn").

CdhopMunpoBaHHbIi HOBbIN cepTudukaT LIC 3anmcbiBaeTcss Ha MarHUTHbIA HOCUTENDb (OUCKETY)
n nepepaetcs B LIP BMecTe ¢ 6niaHkoM cepTudgmkaTa.

Mpu OKOHYaHMWM AEWCTBUS 3aKPbITOrO K/tOYa, K/KUYEeBble HOCUMTENW C 3aKPbITbIM K/HOYOM, a
TaKXXe KOMUM 3aKkpbIToro kntya LIC yHuYTOXaTCs no AKTY KOMUCCUEN.

Bce nonb3oBaTtenn cMCTeEMbl BO BpeMA, oCTaBLleeCa A0 OKOHYaHUA CpOoKa ,EI,eVICTBVIﬂ 3aKpbITOro
kntoya LIC, 0653aHbl NonyunTb HOBbINM cepTudukaTt UC 1 fo6aBuTb ero B CNpaBoOYHUKN cepTUdUKaTOB,
6e3 yaaneHusa gencreyrowero ceptndukarta LC.

9.7.2. CMmeHa knwoyen LeHTpa Pernctpaunmu

3abnaroBpeMeHHO (A0 OKOHYaHWS CpoKa AencTBus 3akpbiToro katoda LC) agMuHucTpaTtop LP
Npou3BoOAUT (POPMMPOBAHME HOBOIO 3aKPbITOro K/to4ya n ceptudmkata LIP.

CMeHa kntoyen UeHTpa Perncrtpaunn NnponsBoAMTCS aHaNOrMYHO CMEHe K/toven Nonb3oBaTens
(cm. 9.7.3 "CmMmeHa kntoven nonb3osatens").

Bce nonb3oBaTenM CUCTEMbI BO BPeMSl, OCTaBLUEECS A0 OKOHYaHWUS CpOKa AENCTBUS 3aKpbITOro
kntoya LP, 0653aHbl Nony4YnTb HOBbIN cepTudukar LiP.

9.7.3. CMeHa kJ/1to4en nonb3oBaTtens

Monb3oBaTenb, UMEKLWUA AEACTBYOWMA CepTUMUKAT U COOTBETCTBYOWMN eMmy kntod I, B
noboin MOMeHT BpeMeHu (HO He Mno3gHee HeAenu) A0 OKOHYAHUSA CPpoKa AeNCTBMSA AENCTBYHOLLEro
3aKpbITOro Kak4a, MoXxeT nponsBecty GopMmnpoBaHme HoOBOro katova 3.

dopMmnpoBaHme Hosoro kawda DI, 3anpoca Ha cepTudukaTt, nepepada 3anpoca B LUP u
nony4veHue ceptudurkaTa NpomM3BOAMTCS COrlacHO NocneaoBaTeNlbHOCTWU, ONMCcCaHHOW B pasgene 9.5 "
dopMupoBaHue knawyen ".

KntoueBble HOCUTENM C KAOYOM 3I1, CpOK AENCTBUS KOTOPOro UCTEK, YHUYUTOXAKTCSH MyTEM
nepedopmMatTnpoBaHms (O4YUCTKKN), O YEM AenaeTcs 3anuck B "XypHane nonb3oBaTens cetun'.

9.8. KomnpomeTauus Knouemn

OnpeneneHne TepmuMHa KomnpomMmertauus, BuAbl KOMNpOMETauuMMm U OCHOBHbIE CO6bITM$|,
npueoaduline K KomnpoMeTaunm, npmnBeaeHbl B pasgene OCHOBHbIE TEPMUHbI N MOHATUA.

Mo dakTy KOMNpoMeTaumun Kn4ven 4oxHo 6biTb NnpoBeaeHo cnyxxebHoe paccnenoBaHume.

BbiBeAeHHble M3 AeNCTBUS CKOMMPOMETMPOBAHHbIE KJIOYEBbLIE HOCUTENM MNOC/AE MpoBeAEeHUs
cnyxebHoro paccnenoBaHMst YHUUYTOXAlOTCS, O 4YeM paenaeTtcsa 3anucb B "XXypHane nosnb3oBaTtens
cetn".

9.8.1. KomnpomeTtaumsa knoden LleHtpa CepTudumnkaymm

B cnyyae komnpomMetaummn knwo4da LUeHTpa CepTudukaumm BCS cuctema J[AOo/MKHa ObiTb
OCTaHOBNEHA.

Mpy HannuuM pesepBHbLIX KO4YeW, CUCTeMa [OJSKHA MOMHOCTbIO MEpernTM Ha KOMMNIEKT
pe3epBHbIX K/O4Ye.

Ecnn pesepBHble KAOUYM He 6blAnM  NpeayCcMOTPEHbI, 011 BOCCTAHOBJIEHUS CUCTEMbI
HeobxoauMmo:

1. MNoBTOpHO NpounssBecTn dopmmpoBaHme k4va n ceptudukarta LC;
2. CchopmuposaTtb COC LC, c ykazaHmeM B HeM OT3biBaeMoro ceptudukara LIC;
3. ObecneuunTtb nonyyeHue ceptudmkata n COC LC Bcemum nonb3oBaTensiMm CUCTEMBI;

4. Mpoun3BecTn BbiNYCK HOBbIX CepTUHUKATOB BCEX MOJSib30BaTENEN, NCNOMb3ysa AeNCTBYOLWMNE
cepTudgukaTbl;

5. O6ecneuuntb nosy4yeHmne HOBbIX JINYHbIX CepTl/ICbI/IKaTOB nosib3oBaTesIAMnN CUCTEMbI.
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9.8.2. KoMmnpomeTaumsa kntoden LleHTpa Perncrpauymm

KomnpomeTauus kntoda LIP He npmBOAMT K OCTaHOBY cucTeMbl. B cnyyae kKomnpomeTtaumm
CTAaHOBUTCSH HEBO3MOXHbIM CETeBOE B3aMMOAEMUCTBME MeXAy MNosb3oBaTeneM cuctembl M LIP B yactu
ynpaBieHns KI4YeBON CUCTEMOMN.

B cnyyae komnpoMeTaumum kitoda LleHTpa Peructpauunm Ao/mKHbl 6bITh BbIMNOHEHbI CleaytoLme
MeponpuaTus:

1. UC dopmupyet COC, c yka3zaHMeM B HEM OT3biBaeMoro ceptudukarta LiP;
2. Mpw Hannuymnu pesepBHbIX Kntoyen LIP, LIP nepexoanT Ha pe3epBHbI KoY.

Ecnu pesepBHble K/IOYM He 6blM  MpeayCcMOTPEHb, AN BOCCTAHOBMIEHUSI CUCTEMbI
HeobxoanMoO:

1. MOBTOPHO Npom3BecTM GopMMpoBaHMue Ktoua n ceptudukaTta LP;

2. obecneunTtb nonydyeHue ceptudwukata LP Bcemm nonb3oBaTenaMm cuctembl (B Chayyae
CEeTeBOro B3auMOAENCTBUSA).

9.8.3. KoMnpomeTaumnsa kno4en nonb3oBaTens

lMpu KOMMpoMeTauMn Knw4a y nofb3oBaTens OH AOKEH HEMeAsSIEHHO MpeKkpaTUTb CBA3b MO
CETN C APpYrMMK NoNib30BaTeENIAMMU.

Monb3oBaTtens (Man agMnHUCTpaTop 6€30MacHOCTM OpraHM3auum) [AO/HKEH HeMensieHHO
n3gectutb LIP (YL) o koMnpoMeTaumu Knoyen nosb3oBaTens.

MHdopMauua o KoMnpoMeTaumm MoxeT nepepasaTtbcs B YU no TenedoHy ¢ coobuieHuem
3apaHee yC/I0B/IEHHOr0 Naposis, 3aperucTtpupoBaHHoro B "Kaptouke onoBelleHns o KoMnpomeTtauyum™.

Mocne koMnpoMeTauMn Kito4vel nonab3oBaTenb (POPMUPYET HOBbLIW 3aKpbITbI KAOY M 3anpoc
Ha cepTudwmkaT. Tak Kak MNofb30oBaTeNlb HE MOXET UCMO0/1b30BaTb CKOMMPOMETUPOBAHHbLIN K04 AN
dopmupoBaHua 31 M nepepaun 3anpoca B 3alUULIEHHOM BuAae MO CeTu, 3anpoc Ha cepTtudwukar
BMecTe ¢ 6i1aHKaMu AOCTaBASETCa IMYHO nofib3oBaTteneM (aaMmHucTpaTopoM 6esonacHoctn) B LeHTp
Perucrtpauun.

9.8.4. Oencteuna YL npu KoMnpoMeTaummn K4den nonb3oBartens

Mpu nonyyeHun cooblieHns O KOMMpOMETauuu Kaya OAHOro M3 Mosib3oBaTesniell CeTH,
agmuHuctpatop LP onosewaer LIC o HeobxoamMMmoctTn pobasneHust cepTudukaTta, COOTBETCTBYHOLWErO
CKOMMPOMETMPOBAHHOMY 3aKpbITOMY K/to4uy/Katouy ST B CNMCOK O0TO3BaHHbIX cepTudunkaTos. UC, npu
dpopmumpoBaHun ovepegHoro COC, BKOYaEeT B HEro OT3blBaeMbli cepTudukar.

[aTta, ¢ KOTOpoV cepTUdUKaT CYMTaETCa HeAeWCTBUTENbHbIM B CUCTEME, YCTaHaBIMBAETCSH
pasHoW aaTte usrotosaeHns COC, B KOTOpbI 6blal BKIOYEH OT3blBAEMbIN cepTudUKaT.

Mpun Hanuuuu ceTeBbIX CpeacTB pacnpocTtpaHeHns COC, aamuHucTpatop LUP npoussoaut
ny6bnukaumio COC.

[Ons paccbinkyu BHOBb M3aaHHoro COC BceM Monb30BaTENsIM, 3aperMCTpUpPOBaHHbLIM B CMMCKe
paccbiniku (cM. 9.5.1 "Perncrtpaumsa nonb3osatens"), MOXeET 6biTb NCNOJIb30BaHa 3/IEKTPOHHANA NoyTa.

CepTudurkaT OTKpbLITOro Kjtoya/kntoda nposepkn I nonb3oBaTens He yaansetcs u3 6asbl LIC
(LIP) » XpaHUTCA B TeyeHWe YCTaHOBMEHHOINO CpOKa XpaHeHUs Ansl npoBedeHus (B cnydae
HeobxoanmMocTn) paszbopa KOHMAMKTHBLIX CUTYaUNIA, CBA3AHHbIX C NMpUMeHeHueMm 3.

9.9. NcknoyeHne nonb3oBaTens U3 cetu

UckntoueHne nonb3oBaTens U3 CETU MOXET ObiTb OCYLLECTBIEHO HA OCHOBAHWW MUCbMEHHOrO
3asaBfIeHMs MOonb30oBaTens B ajpec HavanbHuka YL, 3aBepeHHOro pyKOBOACTBOM OpraHusauuu.
WckntoueHne nonb3oBaTenss M3 CeTW MNPOM3BOAUTCS aHANOrMYHO AENCTBUMAM MpPU KOMMPOMeTaumn
KnoYa nonb3oBatens. [llonyunB Takoe 3asBreHue, aaMmuHucTpatop LP npouwsBoanTt paencreus
onucaHHble B pasgene 9.8.4 "[delicteua YL npn KoMnpoMeTaumun Kro4ern nonb3osartens".

9.10. MepunognyHocTb nspgaHma COC

MepuoauuHocte u3gaHus COC LeHTpom CepTudwukauum onpeaensercs aaMUHUCTpaLmen
CUCTEMBI.

LleHTp CepTudukaumm moxeT exeaHeBHO umagasatb COC wun nybnmkoBaTb €ro B CETEBOM
cnpaBoyHuke (Npu ero Hanmuum).

Ona pacnpocTpaHeHuss BHOBb u3gaHHoro COC, wMoxeT 6bITb WMCNOAb30BaHa CcUCTEMA
3/1IEKTPOHHON MNOYTbl WU CMMUCOK PacCbi/IKM MNOMb30BaTENElN CUCTEMbI, KOTOPbIN dopMupyeTcs npu
pernctpauum nonb3osatensa (cM. 9.5.1 "Pernctpaums nonb3osatensa").
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Monb3oBaTenn AO/MKHbI perynspHo o6HoBnsATb COC, XpaHALWMIACS B /IOKAJIbHOM CrpaBOYHMKE
cepTMPMKaATOB C UCMONIb30BAHMEM AOCTYMHbIX CPeACTB.

9.11. BepeHue XypHanos

AamMuHucTpaTtop YL Bepet cneayrowme xxypHanbl:

e "XypHan perncrtpaumm aaMMHUCTpaTopoB 6e30nacHOCTM U nosb3oBaTtenen” ,

e "XypHan nonb3osartensa cetn",

AAMUHUCTpaTOPbl 6€30MacHOCTN oOpraHM3aunn BeayT XypHan "XypHan nonb3oBaTtens cetun".

B "XXypHane perucrtpaumu agMMHUCTpaTOpoB 6e30MacHOCTM U Mnofb3oBaTenen” GukcmpyoTcs
dakTbl peructpaumm agmuHuctpatopos LC (UP), aaMumHucTpaTOopoB 6€30MacHOCTM oOpraHusauum,
nonb3oBaTenen CUCTeMsl.

B " XypHan nonb3oBaTens cetun" 3anucbiBaloTcs (akTbl U3rOTOBSIEHMSA WU MJIAHOBOW CMEHbI
Kaoyen, dakTbl KOMNpOMeTaumn KIYEBbIX AOKYMEHTOB, HelwTaTHble CUTyauumu, npoucxoasiive B
ceTn, npoBedeHue pernamMeHTHbiX paboT, AaHHble O MOJlydeHHbIX Y agMUHUCTpaTopa 6e3onacHoCTU
OopraHu3aumMm KJYEBbIX HOCUTENSX, HewTaTHbIX CcuTyauusax, npousoweawmx Ha APM c
yCTaHoB/ieHHbIM 10 CK3U.

B ")XypHane nonb3oBaTtens cetu" MOXET oTpaxaTbCsa crieayowas nHpopmaums:

e [aTa, BpeMms;

e 3anucCb O KOMMpOMeTaUnKn K4a;

e 3anucb 06 M3roToBAEHWUM JIMHHOMO KAKYEBOro HoCuTens nonb3oBaTens, I/Iﬂ,EHTVICbVIKaTOp
HOCUTENA,

e 3anucb 06 M3roTOBMEHMM KOMWA JINYHOTO KJIKOUEBOrO HOCUTENs Mo/b30BaTens,
naeHTudnKaTop HocuTens;

e 3anMcb 06  W3roTOBNEHUM  pe3epBHOr0  KJKOYEBOrO0  HOCUTENs  Monb3oBaTens,
naeHTUdUKaTOp HOCUTENS

e 3anucCb O MOMyYeHUM cepTUdUKaTa OTKPLITOrO K/ua WKW KYa npoBepku I, NOMHbINA
HOMEp KJ/1t0YEBOIr0 HOCUTENS, COOTBETCTBYIOLWMIA cepTUdUKaTy;

e 3aluncun, oTpaxawuwune Bblaa4dyy Ha PYKU NMOJSib30BaTENAM (OTBeTCTBeHHbIM VICI'IO)'IHVITe}'IFIM) n
caavyy UMM Ha XpaHeHUe JIMYHbIX Ko4YeBbIX HOCcuTenemn, Bkaoyas pe3epBHble KHOYEBbIE HOCUTENN,

e Cob6biTMA, npoucxoamBwmne Ha APM nonb3oBatens c yctaHoBneHHbiM MO CK3U, c
yKasaHneM NMpuymnH 1 NpeanpuHsaTbIX AENCTBUINA;

|..| MpuMmeuaHune. OpUEHTMPOBOYHbIE rpadbl XypHaNoB MpuBeAeHbl B
== npunoxeHnsax (cMm. MNMpunoxeHue 2 n 3).

10. Pa36op KOHMINKTHbIX CUTYaUMIN, CBA3AHHbIX C
npuMeHeHmnem Il

lNpuMeHeHMe 3NeKTPOHHOW MNOAMUCM B aBTOMATM3MPOBAHHOW CUCTEME MOXET MNpUBOAUTH K
KOHMIMKTHBIM CUTYauMsiM, 3aK/IYaloWMMCs B OCMapMBaHMM CTOpoHaMu (yyacTHMKaAMW CUCTEMbI)
aBTOPCTBa U/WNN COAEPXMMOro AOKYMEHTa, NOAMUCAHHOMO 31EeKTPOHHOM NOANUCHIO.

Pa36op Nogo6HbIX KOHMIUKTHBIX CUTyaUmMii TpebyeT NpMMeHeHNs cneuunasnbHoro NporpaMMHoOro
obecrneyeHMs AN BbIMOJHEHUS MNPOBEPOK W [AOKYMEHTUPOBAHWUS [aHHbIX, WCMOJSIb3YyEMbIX MpwU
BbINOJIHEHUW NMpoLEeAypbl NPoBepKM COOTBETCTBUS Il COAEPKUMOMY 3/IEKTPOHHOIO AOKYMEHTA.

Pazbop KOHMIMKTHOW CUTyaumnm 3aklo4yaeTcsd B [A0Ka3aTeNnbCTBE aBTOPCTBA MOAMUCHU
KOHKPETHOr0 3/1eKTPOHHOIO AOKYMEHTa KOHKPETHbLIM UCMOJSTHUTENEM.

[JaHHbllh pa3bop OCHOBbIBAETCA Ha MaTeMaTMYeCKMxX CBOMCTBax anroputma 3,
peann3oBaHHOro B COOTBETCTBMU CO cTaHaapTamun PO NOCT P 34.10-2001 mn NOCT P 34.11-94,
rapaHTMpYOLWEM HEBO3MOXHOCTb noaaenku 3HadyeHunsa 2 nobbiM NMuom, He obnagatoLmM 3aKpbITbiM
K/TFO4OM MOAMNUCH.

Mpyv npoBepke 3HayeHus DIl ucnonb3yeTcs KoY MpoBepkn Sl1, 3HAYeHMEe KOTOpOro
BbIUUCIAETCA MO 3HaYeHuo Kitoda I npu nx hopMUpoBaHUK.

B cucteMe [omxHbl 6blTb NPeAyCMOTPEHbl CPeACTBAa BeAEHWUS] apXMBOB  3MIEKTPOHHbIX
LOKYMeHTOB ¢ DI 1 cepTUdMKaToB Kitoyei nposepku .
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Pa3zbop KOHMIMKTHOM CUTyaumu BbIMOJSIHAETCS KOMWCCUMEN, COCTOSILEN M3 npeacTaBuTenen
CTOPOH, Cnyx6bl 6e3onacHoCcTM UM 3kcneptoB. CocTaB KOMUCCUM, MOpSiAOK ee (OpPMUMPOBaAHMS,
pernameHT paboTbl, paCCMOTPEHNE pe3ysibTaTOB ONpPeAenseTcs B NMPUIOXEHUN K PernamMeHTy CUCTEMbI
(JoroBopy), 3aK/1t04aEMOMY MeXAy YY4aCTHUKaMM aBTOMATU3UPOBAHHOM CUCTEMDI.

OcnapuBaHue pe3ynbTaToB paboTbl KOMUCCUMM M BO3MELLEHWE MNOCTpajaBlIen CTopoHe
npUHeceHHoOro yuwepba BbINOMHAETCS B YCTAHOBJIEHHOM JAENCTBYHLWMM  3aKOHOAATENIbCTBOM
Poccuitickont ®egepaummn nopsake.

10.1. Tlopsagok pazbopa KOHMAUKTHOMN CUTyaumm

Pa3zbop KOHMAWKTHOW CUTyauuKu BbINOJHAETCS MO MHMUMATMBE N06Oro  y4vacTHUKa
aBTOMATU3NPOBAHHOM CUCTEMbI U COCTOMUT U3:

1. npeabsABAEHUS NPEeTEH3MN O4HOW CTOPOHbLI APYroun;

2. popMUPOBAHUA KOMUCCUU;

3. pa3bopa KOHMMNKTHOM cUTyauum;

4. B3bICKaHWA C BUHOBHOW CTOPOHbI NMPUHECEHHOrO yulepba.

Pa36op KOHMAMKTHOM CUTyaumum nNpoBOAUTCSH C MCMOMb30BAaHWEM MPOrpaMMHOro obecrnevyeHus
CK31M Kpuntollpo CSP ans 31eKTPOHHOrO0 JAOKYMeHTa, aBTOPCTBO WM copep)XaHue KOTOporo
ocnapuBaeTcs.

MpoBepka NOAMWCAHHOIO S/EKTPOHHOIO JAOKyMeHTa BK/o4YaeT B cebsa  BbiNosHeHWe
cneayrwmx AencTBmin:

1. onpepeneHune ceptudunkaTa MNM HECKONbKNX CepTUDUKATOB, HEOOXOAUMBIX AN NMPOBEPKU
3,

2. nposepka 3l 31eKTPOHHOro AOKYMEHTa C UCMONb30BaHWEM Kaxaoro ceptudunkara;

3. onpegeneHue Aatbl GOPMUPOBAHNSA Kaxaon DI B 21eKTPOHHOM AOKYMeHTe;

4. nposepka 31 kaxgoro ceptudukaTta, NyTEM MOCTPOEHUSA LEMOYKN CepTUPUKaTOB A0
ceptudukaTa NasHoro LUC;

5. npoBepka AeNCTBUTENIbHOCTU CePTUMDUMKATOB Ha TEKYLLMIN MOMEHT BpEMEHM;
6. npoBepKa AeNCTBUTENbHOCTM CepTUPMKATOB Ha MOMeHT popMmnposaHusa 2I1;
7. npoBepka oTcyTcTBusa ceptudukatos B COC.

Mpu npoeBepke D3I [AoKyMeHTa, BepudMKaUMM LEMNOYKM CepTUdUKATOB, OTCYTCTBUU
ceptudukaTta B COC, aBTOpCTBO MOAMUCKU NOA AOKYMEHTOM CUUTAETCS YCTAHOBMEHHbIM.

MpuMmeuaHmne. HecoBnageHue aatbl HOPMUPOBAHUS AOKYMEHTa
N CPOKOB AENCTBUS cepTudmkaTta n/mnm cpokoB AeNCTBUSA katodya IO He
B/IMAIKOT Ha ornpeaeneHne aBTOPCTBa AOKYMeHTa. Ha uMx ocHoBe MOXHO
caenaTtb NpeanosioXeHne o HecobnoaeHMM Nonb3oBaTeneM PernameHTa
(QoroBopa) B 4acTu CPOKOB [OENCTBUA KJO4Yen, cepTuduKaToB Wan
HEKOPPEKTHOr0 MCNosb30BaHUA cepTudurkaTa B npukniaaHom MMO.

10.2. Cny4yan HEBO3MOXXHOCTWN NpOBEPKU 3HaAUeHus Il

Mpu He obHapyXeHMM B apxuBe cepTUdMKaTa OTKPbLITOro Kawua (knoua nposepku M)
nonb3oBartens, BbinofHMBWeEro D1, AoKa3aTb aBTOPCTBO [AOKYMEHTa HEBO3MOXHO. B cBsA3W C 3TuM,
apxuMB C cepTudMKaTaMu OTKPbITbIX KOUeh HeobXxoAMMO MNOoABEepraTb PEryssipHOMY pe3epBHOMY
KOMWPOBAHUIO U XPaHWUTb B TEYEHME BCEr0 YCTAHOBJ/IEHHOIO CPOKa XpaHeHus.
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11.

nepcoHana npu nMx BO3HUMKHOBEHUN.

HewTaTHble cuTyaumnmn npu skcnayataumm CK3U

Huxxe npuBeseH OCHOBHOWN MepeyeHb HeWTaTHbIX CUTyauuit U COOTBETCTBYIOLIME AENCTBUS

Tabnuua 2. ]eicTBMA NepcoHasia B HEWTATHbIX CUTYyauUsX

n/n

HewTaTHasa cutyauus

Jencrteus nepcoHana

3BaKyauus, yrposa
HanageHus, B3pbiBa U T.M.,
CTUXUNHbIE 6eacTBuUS,
aBapuu obulero xapaktepa B
LleHTpe ynpaBneHus
K/1t04YEBOWN CUCTEMOWA.

OcTtaHoBUTL BCe DBM.

MepcoHan, MMeLMii AOCTYN K Ko4vaM, 0653aH caaTb BCE
MMEIOLLMECS Y HErO B HA/IMUMM KTHOUYEBbLIE HOCUTENN
aAMUHUCTpaTopy 6€30MNacHOCTH.

AaMuHUCTpaTop 6€30NacHOCTM YyNaKkoBbIBAET BCE KIOYEBbIE
HOCUTENN, PErnCTPaLNOHHbIE KAapTOUKN CEPTUMDUNKATOB OTKPbITbIX
KMo4Yeln nosb3oBaTenen, ceptudukaTbl Kaoyen nposepku Ol
nonb3oBaTesielt B onevyaTbiBAEMbIN KOHTENHEpP, KOTOPbIN BLIHOCUT B
6e3onacHoe noMelleHne unm 3gaHue. OnevyaTaHHbIN KOHTENHEP
AOJKEH HaxoAMTbCs Mo OXPaHoW A0 OKOHYaHUSA AEUCTBUS
HeWwTaTHOMN CUTyauMmn n BOCCTAHOBSIEHUS HOPMasibHOW paboThl
annapaTHbIX U NporpaMMHbIX cpeacts CK3N.

AaMuHuUcTpaTop 6e30nacHOCTM onoBeLwaeT No TenedoHHbIM KaHanam
obLero Nonb30BaHMA BCEX NOMb30BATENEN O NpUOCTaHoBKe paboThl
CUCTEMBI.

B cnyyae HacTynneHusa cobbiTvs, noBnekwero 3a cobomn
[ONrOBPEMEHHbIN BbIXOA M3 CTPOS anmnapaTHbiX cpeacts CK3MU,
aAMUHUCTpaTop 6€30MacHOCTN YHUUTOXAET BCHO KIHOYEBYHO
MHMOPMaLUIO C HOCUTENEN, HAXOAALWMXCS B KOHTEHepe.

KomMnpomeTauunsa oaHoro u3
JINUHBIX KJTHOYEBbIX
HOCUTENeMn.

Mopsaok AencTBMin Npy KOMMpoMeTauum Kitoden onvcaH B pasgene
9.8.3 "KoMmnpomeTaumsa kn4en nonb3osartens".

Bbixo4 M3 CTpOSA NepBoro
JTINYHOr O KJ1lo4EBOIO
HOCUTENA.

HeobxoanMo coobwmnTtb no TenedoHy B YL o dakTe Bbixoaa n3 cTpos
JIMYHOrO KOYEBOr0 HOCUTEnNs u obecneunTb ero gocTtaBky B YL ans
BbISICHEHMS NPUYNH BbiXoaa n3 cTpos. Ana paboTbl ncnonb3lyeTtcs
BTOPOW JINYHbBIN KNOYEBON HOCUTENb.

BbixoA 13 cTpos BTOpOro
JINYHOTO K/KOYEBOIo
HocuTens (Npw yCnoBuuK, 4TO
nepBbIA TOXE BblWen n3
cTpos).

Monb3oBaTesib, Y KOTOPOro BbIWAM U3 CTPOS 06a SINYHbIX K/THOYEBbIX
HocuTens, aensetcsa B YU, ana noBTopHom peructpauun (6e3
WU3MEHEHUS AaHHbIX perncrpaumm).

OTkasbl n cbon B paboTe
annapaTHoi yactu APM co
BCTpoeHHon CK3U.

Mpu oTkazax n cbosix B paboTte annapaTHoi yactn APM co
BCcTpoeHHoM CK3U HeobxoaMMo oCcTaHOBUTbL paboTy, no
BO3MOXHOCTW JIOKaANM30BaTb HEUCMPABHOCTb M B AalibHENLIEM
NMpOM3BECTN PEMOHT B YCTaHOBJIEHHOM NOpsiAKe U, Npu
HeobxoanmocTu, nepeycrtaHoBky CK3W.

OTkasbl n cbon B pabote
cpeacTs 3awmTbl oT HCA.

Mpu oTkasax un cboax B pabote cpeacTs 3awmTbl oT HCA,
aaMunHucTpaTop 6e30nacHOCTH, AO/KEH BOCCTAHOBUTL
paboTtocnocobHocTb cpeacts HCA. Mpu HeobxoammocTu
rnepeyctaHoBUTb NporpaMMHo-annapaTHble cpeactesa HCA.

YTeps IMYHOro KAK4YeBOro
HocuTens.

YTeps IMYHOro KNHYEBOrO HOCUTENSA NPUBOAUT K KOMNpOMeTauumn
XpaHALWerocda B HEM KJito4a.

Mopsaok AeNcTBMIn Npy KOMMpoOMeTauum Kio4den onvcaH B pasgene
9.8.3 "KoMmnpomeTaumsa knw4en nonb3osartens".

OTkasbl n cbon B pabote
NporpaMMHbIX CpeacTB

Mpu oTkasax u c6osix B paboTe NporpaMMHbIX CPEACTB, B CEACTBUM
He BbISIBIEHHbIX paHee oWKN60K B MPOrpaMMHOM obecrneyeHnu,
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Ne | HewTaTHasa cuTyaums [Jencteua nepcoHana

n/n
BCNeACTBUE He BbISIBJIEHHbIX | HEO6X0AMMO OCTaHOBUTb paboTy, NoKann3oBaTb MO BO3MOXHOCTU
paHee ownboK B NpUYMHY 0TKa30B K cboeB un Bbi3BaTb pa3paboTumka gaHHoro MO
nporpaMMHoOM obecneyeHuun. | Uam ero NpeacTtaBuTens ANns YCTPaHeHUS NPUYUH, Bbi3blBAOLLUMX

OoTKa3bl u cbowm.

9. | Otkasbl B paboTe Mpn oTkasax B paboTe NporpaMMHbIX CPeACTB, B CeACTBUN
NporpamMMHbIX CpeacTB C/Ty4alHOro MM yMbILWIEHHOIO X NOBPEXAeH s, N1uo,
BC/IeACTBME C/Ty4alHOro nnm | oTBETCTBEHHOe 3a 6e30nacHOCTb PYHKUMOHUPOBaHUA NPOrpaMMHbIX
YMBILEHHOIO UX W annapaTtHbIX CpeacTB, 06893aHO NpounsBecTn cnyxebHoe
noBpeXxaeHuns. paccnegosaHue No AaHHOMY aKTy C Lefibio YCTaHOB/IEHUS NPUYUNHbI

O0TKasa W BOCCTaHOBJSIEHUSA NMpaBubHOM paboTbl NPOrpaMMHbIX
CpeAcTB B YCTaHOB/IEHHOM MOpsAKeE.
10. | OTtkasbl B pabote Mpwn oTkasax B paboTe NporpaMMHbIX CPEeACTB, B CNeACTBMU OWnboK

NporpaMMHbIX CPeacTB
BC/ieAcTBME ownbok
oneparopa.

onepartopa, onepaTop coobLlaeT o AaHHOM daKTe nuuy,
OTBETCTBEHHOMY 3a 6e30nacHOCTb MYHKLUMOHMPOBAHUS
NporpaMMHbIX M annapaTHbiX cpeacTs. OTBETCTBEHHbIN 3@
6e3onacHOCTb PYHKLUMOHMPOBAHUSA MPOrpaMMHbIX U annapaTHbIX
CPeACTB AaeT COOTBETCTBYOLMNE YKa3aHUa obcnyxuBatowemy
nepcoHasny No BOCCTaHOBIEHMIO NPaBWSIbHOM paboTbl MPOrpaMMHbIX
CPeACTB B YCTAHOBJIEHHOM MoOpsiAaKe.

Bce HewTaTHble CUTyaummn AOMXKHbI oTpaxaTbca B ")KypHane nonb3osatens cetn" (cm. 9.11).

12. lMpumeHeHne CK3U XTHAN.00050-03

Bo3MoXxHbl cnepytowme npumeHeHus «Kpuntollpo CSP».

1. NMpumeHeHne «Kpuntollpo CSP» B cocTaBe CTaHAApPTHOrO nporpaMMHoro obecneyeHus
Microsoft n ApyrMx KoMnaHwi, WUCMOb3YHOWKUX KpunTorpaduuecknin MHTepdenc B COOTBETCTBUU C
apxuTekTypoii Microsoft.

2. BctpausaHue

«Kpuntolpo CSP»

BO BHOBb pa3spabaTbiBaeMoe WM CylecTBylLliee

npuknagHoe nporpaMMHoe obecneuveHue.

13. Wcnonb3osaHue CK3WMN B cTaHAapTHOM NpOrpaMMHOM

obecneyeHunn

MporpamMmmHoe ob6ecnedenme CK3U XTAM.00050-03 no3BonseT MCNOMb30BaTb POCCUMNCKME
KpunTorpaduyeckne anroputMbl U cepTuduKaTbl OTKPbITbIX Katodel ctaHgapta X.509 ¢ pasnnyHbiM
nporpaMMHbIM obecrnevyeHnem Microsoft:

o LleHtp Ceptndukaumnm - Microsoft Certification Authority, Bxogswwun B coctas Windows
2000 Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008R2.

e DniekTpoHHas noyta - MS Outlook (Office 2010, Office 2007, Office 2003, Office XP, Office

2000).

e DnekTpoHHas nouyta - Microsoft Outlook Express B coctaBe Internet Explorer, lNouTta
Windows Mail, Live Mail.

e Microsoft Word, Excel, InfoPath n3 cocrasa Microsoft Office 2003, 2007, 2010 (c nomMowbo
nnarnHa Kpuntollpo Office Signature).

e CpeacrtBa KOHTpons

Authenticode.
e Cnyx6bl TepMuHanos ana Windows 2003 Server, Windows 2008 Server, Windows 2008R2
Server (Bkao4vas w03 cnyx6 TepMnHanos).

e 3awwuta TCP/IP coeamHeHuir B cetn MIHTepHeT - npotokon TLS/SSL npu B3aMMoaencTBum
Internet Explorer - web-cepsep IIS, TLS-cepBep, TLS-knueHT (IE).

e SQL-cepsep.

LEeNOCTHOCTHU

MO, pacnpocTtpaHsiemoro no cetn - Microsoft
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o ISA cepsep.

o CepBep TMG

e Cepsep UAG.

e CepBep TepMnHanos u knmeHT (RDP).

Moa ynpaBneHmeM UNIX-nogobHbix OC CK3U XTAM.00050-03 «Kpuntollpo CSP»
MCNoNb3yeTCcs C NporpaMMHbIM obecneyeHnem:

Certmgr (Kpuntollpo Certmgr).
CryptCP.

Apache Trusted TLS (Digt).
Trusted TLS (Digt).

14. Wcnonb3oBaHue CK3W ¢ nporpaMMHbIMKN NpoaYyKTaMuU
pa3paboTkn OO0 «KPUMTO-MPO»

MporpamMmMHoe obecneyeHmne CK3U XKTAM.00050-03 MOXET MCNOAb30BaTbCSA C MPOrpaMMHbIMU
npoayktammn paspabotkn OO0 «KPUMTO-MPO»:

6. «Kpuntollpo YLU»;
7. «Kpuntollpo OCSP»;
8. «Kpuntollpo TSP»;
9. «KpunTtoAPM>;
10. «CryptCP»;
11. «KnueHT Kpuntollpo HSM».

15. TpeboBaHusa no HC/

15.1. O6bwwme TpeboBaHuns no opraHmsaumm pabot no 3awmte ot HCA

3awmTta annapaTtHoro u nporpammHoro obecnedyeHmsa ot HCA npu ycTaHoBke WU
ncnonb3oBaHnm CK3W gBnsetca coctaBHOM 4acTbio obwen 3agaum obecneyeHmss 6e3onacHOCTU
nHdopMauum B CMCTeMe, B COCTaB KoTopon BxoanT CK3N.

Hapsay c npuMmeHeHuneM cpeacTsB 3awmTbl o1 HCO Heo6XxoAMMO BbIMOAHEHWE MNPUBEAEHHbIX
HMXE OpraHM3auMOHHO-TEXHUYECKMX W aAMUHUCTPATMBHbIX Mep no obecneyvyeHnio MNpaBWUbHOIO
PYyHKUMOHUPOBaHMS cpeacTB o06paboTkm U nepedadunm WHMOpMauMM, a TakKXKe YyCTaHOBNEHWe
COOTBETCTBYIOLWMX npasun Ang obcnyxusawwero nepcoHana, pgonyweHHoro Kk pabote ¢
KOoHMdMAEHUMaNbHOW MHpOPMaLUMeEN.

3awuTta nHdopmauum ot HCA gonxHa obecneumBaTbCs Ha BCEX TEXHOSOMMYECKUX 3Tanax
obpaboTkn MHPoOpMauMm M BO BCeX pexunMax (YHKUMOHWPOBAHWS, B TOM 4YMCAEe MNpU NpOBEAEHUMU
PEMOHTHbIX U pernaMeHTHbIX paboT.

3awmta nHdopmaunm ot HCO ponxHa npegycMaTpymBaTb KOHTPOAb 3hEMEKTUBHOCTM CPeacTB
3awmnTtbl oT HCA. 3TOT KOHTPOAb AO/MKEH MNEepuoguMyecKkn BbINMOMHATLCA  aAMUHUCTPATOPOM
6e30nacHOCTN Ha oCHoBe TpeboBaHUM AOKYMEHTauum Ha cpeacTBa 3awuTtbl oT HCA.

B opraHmusaumu, 3skcnnyatupyowein CK3W, ponxeH 6biTb HasHayeH agMUHUCTpaToOp
6e30nacHOCTX, Ha KOTOPOro BO3MaratTCA 3ajgayn opraHusauum paboT no umcnonb3oBaHuio CK3W,
BbIpabOTKM COOTBETCTBYIOLWMNX MHCTPYKUMA ANA NOSb30BaTenen, a TakXe KOHTPO/ib 3a cobnogeHnem
TpeboBaHuin no 6e3onacHOCTy.

AaMUHUCTpaTOp 6€e30MacHOCTM He [AO/HKEH WMEeTb BO3MOXHOCTb [OCTyna K
KoH(duaeHunanobHoh nHpopMaLumm nosib3oBaTesnen.

MpaBoM poctyna k paboumM MectaMm C ycraHoBneHHbiMM CK3W ponxHbl obnagaTb TOSbKO
onpefeneHHble  ANA  3KCrlyataumu  uvua,  rnpowejwune  COOTBETCTBYHOLLYK — MOArOTOBKY.
AamuHucTpaTop 6€30NacHOCTM AO/IKEH 03HAaKOMUTb KaXAoro nosnb3oBaTens, npuMeHsiowero CK3U, ¢
AokyMeHTaumen Ha CK3W, a Takxe C ApYrMMW HOPMAaTUBHbIMW AOKYMEHTaMW, CO34aHHbIMW Ha eé
OoCHoOBe.
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15.2. TpeboBaHMSA NO pa3MeLLEHNIO TEXHNYECKNX CPeacCTB C
ycTtaHoBneHHbIM CK3U.
lMpn pasMmelleHnn TeXHUYEeCKUX CpeacTB C yCTaHOBMeHHbIM CK3:

e JlOo/MKHbl O6bITb MNPUHATBI Mepbl MO WCK/IOYEHMIO HEeCaHKUMOHMPOBAHHOIMO A0CTyna B
rnoMeLleHns, B KOTOPbIX pa3MeLleHbl TeXHUYEeCKne cpeacrtBa C ycTtaHoBfeHHbIM CK3W, noCcTOpOHHMX
vy, No poAay CBoel AesTEeNIbHOCTU He SBMSIWMXCS MepCcoHanoM, AONylweHHbIM K paboTte B 3TuX
nomeweHmnsIX. B cnyyae Heob6Xxo4MMOCTM MPUCYTCTBUSA MOCTOPOHHUX JINL B YKa3aHHbIX MOMELLEHNAX
[omkeH 6biTb obecrneyeH KOHTPOSb 3a MX AekcTBusAMM M obecneyeHa HEBO3MOXHOCTb HEraTMBHbIX
OENCTBUIA C UX CTOpOHbl Ha CK3W, TexHMuyeckue cpeacrtBa, Ha KOTOpbiX 3akcnayatmpyetca CK3U u
3awmaemMyo nHpopMaumio.

e BHYTpeHHSIS nNMaHUPOBKA, pPacrofloXXeHMe W YKOMMJEeKTOBAHHOCTb pabounmx ™MecT B
noMeweHnsax Ao/kHbl obecneuymBaTb WCNOAHUTENAM paboT, COXPaHHOCTb [AOBEPEHHbIX UM
KOHMUAEHUMANBHBIX AOKYMEHTOB U CBEAEHWUI, BK/IOYAs KIOUYEBY MHMOPpMaLUIO.

e PasMeweHne CK3UN XTAW.00050-03 B nNoOMeweHusax, B KOTOPbIX OCYyLlecTBaseTcCs
obpaboTka MHbOpMaunmn, coaepxxallein cBeAeHUs, COCTaBISOWME roCyAapCTBEHHYIO TallHy, OCyLLecT-
BNISIETCS YCTAHOBJIEHHbIM NOPSAKOM.

15.3. TpeboBaHusa no yctaHoBke CK3U, obLiecncremMHoro u
cneuwnansHoro MO Ha MNM2BM

1. N2BM, Ha koTopbix ucnonb3yetrca CK3WN, pomxHbl 6bITb gonyweHbl ansa obpabotku
KOHdMAeHUManbHon wHdoOpMaunm no gencreywowmm B Poccuiickon ®epepauum TpeboBaHMSAM nNo
3awmnTe MHdoOpMauMM OT YTEeUYKM N0 TEXHUMYECKMM KaHanaM, B TOM 4ucie, N0 KaHany CBsA3n
(Hanpumep, CTP-K), c ydyeToM Mogenu yrpo3 B MHMOPMaLWOHHOM CUCTEME 3aKa3uuka, KOTOPbIM
AoHKHO npoTtuBocToaTb CK3U XKTAM.00050-03.

2. WHctannauusa CK3U XTAN.00050-03 Ha paboumx MecTax OO0/KHA MPOU3BOANTLCS TOJSIbKO
C anctpubyTmBa, NOSYYEHHOrO N0 AOBEPEHHOMY KaHany.

3. K ycraHoBke 06LWecncTteMHOro M cneunanbHOro nporpammHoro obecnedeHus, a Takxe
CK3W, ponyckatoTcs numua, npoweawmne coOOTBETCTBYOWY MOANOTOBKY U U3YUMBLUME AOKYMEHTALUIO
Ha cooTBeTcTBYloWee N0 1 Ha CK3U.

Mpu yctaHoBKe nporpamMMHoro obecneuerHuns CK3W cnepyert:

e Ha TexHW4yeckmnx cpeacTBax, NpeAHasHadeHHbIX Ans pabotel ¢ CK3W, ncnonb3osaTb TONbLKO
JIMLEH3MOHHOE nporpamMMHoe obecneyeHne GUpM - U3roToBUTENEN.

e [lpu yctaHoeke MO CK3U Ha M3BM ponxeH 6biTb obecrnedyeH KOHTPOb LENOCTHOCTU W
AocTtoBepHoCTb AnctpmbyTtmuBa CK3U n coBMecTHO noctaBnasieMbix ¢ CK3M komnoHeHT COK.

e Ha M3BM He AonxXHbl ycTaHaBAuBaTbCa cpeacTBa paspabotku MO un otnaguvmkun. Ecnum
cpeacTBa OTNaAKW MPUIOXKEHUM HYXHbl ANS TEXHONOrnMdeckux noTpebHocTelr opraHusauum, To UX
NCNosib30BaHne A0MKHO 6biTb CAHKLUMOHNMPOBaHO agMMHUCTPaTOpoM 6e3onacHoCTU. Mpu 3TOM AO/MKHBbI
6bITb peann3oBaHbl Mepbl, WCK/OYalLWwMe BO3MOXHOCTb WCMONb30BaHMSA 3TUX CPeAacTB AN
penakTMpoBaHus koga v namatm CK3W u npunoxenwnii, ucnonb3dywouwmx CK3U, a Takxe ansa
npocMoTpa koga v namatn CK3W un npunoxennii, ncnonedytowmx CK3U, B npouecce obpabotkm CK3U
3awmiaemon nHdopMaunm U/vnm Npu 3arpy>XeHHon Kao4YeBon nHhopmaumm.

e [IpegycMoTpeTb  Mepbl, MWCK/OYaKOWNE  BO3MOXHOCTb  HECaHKUMOHMPOBAHHOIO  He
obHapyXnBaeMoro M3MeHeHns annapaTHOM 4YacTU TEXHUYECKMX CPeAcTB, Ha KOTOPbIX YCTaHOBJ/IEHbI
CK3W (Hanpumep, nyTem oneyaTbiBaHWsA cuctemMHoro 6s10ka 1 pasbemos MOBM).

e [locne 3aBeplieHUs Mpouecca YCTaHOBKM AO/KHbl 6biTb  BbIMOJSIHEHbI  AENCTBUS,
HeobxoauMble [N OCYLECTBNEHUS NEPUOANYECKOr0 KOHTPONS LEeNOCTHOCTM YyCTaHoBfieHHoro [0
CK3W, a TakxKe ero oKpy>XeHus B COOTBETCTBMMU C AOKYMEHTaUMEN.

e [lporpamMmMHoe obecnedyeHne, yctaHaBnmBaemoe Ha [M2BM c CK3U He #O/MmMKHO coaepxaTtb
BO3MOXHOCTEWN, NO3BONSOLLNX:

MoaMduMunMpoBaTh COAEPXKMMOE NPOU3BOJIbHbIX 0bnacTer namaTu;
MoamdurunpoBaTb COBCTBEHHbIN KOA W KOA4 APYIrMX NOAMPOrpaMMm;
- MoAndULUMpOBaTb NaMaTb, BbIAEEHHYIO ANS1 APYTMX NOANPOrpamm;

- nepefaBaTb YynpaBfeHMe B 0651acTb COGCTBEHHbIX AaHHbIX W JaHHbIX APYrux
noAnporpamm;
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- HECAHKLMOHMPOBAHHO MoAUGMUUMPOBATL Galifibl, CoAEpXallMe MUCMNONHSEeMble KoAbl NMpu
NX XpaHEHMM Ha XECTKOM [ANCKE;

- MOBbIWATbL NPeAoCTaB/IeHHbIE NPUBUIIErUN;
- MoanduumposaTb HacTporku OC;
- UCNOJS1b30BaTb HEAOKYMEHTMpPOBaHHble dupmoli-paspaboTumnkom dyHkumm OC.

15.4. Mepbl no obecneyeHunto 3awmntbl oT HCA

Mpu ncnonb3oBaHnm CK3U A0/KHBI BbINOMHATLCS Cneaytouwme Mepbl No 3awmTe nHdopmauum
oT HCA:

e HeobxoamMmo pa3paboTaTb M MPUMEHUTb MONIMTUKY Ha3HaA4YeHUs U CMeHbl naponen (4ns
Bxoga B OC, BIOS, npu wudpoBaHnM Ha napone u T.4.), UCNoMb30BaTb (UIbTPbI Naponen B
COOTBETCTBUM CO C/lefyoLWwmnMn npasuiamm:

e [JIMHA Maposist AOJIXHA 6biTb HE MeHee 6 CUMBOJIOB;

e B yucie CMMBOJIOB MNapons o06s3aTeNbHO AOJIXKHbI MPUCYTCTBOBaTb OYKBbl B BEPXHEM U
HMXXHEM perncrpax, umdpsbl n cneuymansHble cumBonbl (@, #, $, &, *, Yo n 1.n.);

e [Maposib He AOJIKEH BK/O4YaTb B cebs Nnerko BblUMC/SiEMble COYETAHUSI CMMBOMIOB (MMeHa,
damunum n 1. 4.), a Takxke obwenpuHsaTble cokpaweHna (USER, ADMIN, ALEX n T. 4.);

e [pW CMeHe Naposisd HOBOE 3HAa4YeHMe A0/KHO OTNMYaTbCs OT nNpeablaylero He MeHee 4YeM B
4-X NO3mMuUmnax;

e JINYHbIN napoJib Nonb30oBaTe/lb HE MMEET MNnpaBa coobwaTtb HUKOMY,;

e MEpPUOANYHOCTb CMeHbI Maposis onpenensieTcsl NPUHSATON MOMUTUKON 6€30MacHOCTU, HO He
[OJXHa npesbiWwaTtb 6 MecsiLeB.

YKasaHHasa noauTtuka obasaTtenbHa AN BCEX YYETHbIX 3anucen, 3apernctpmpoBaHHblix B OC.

e Cpeactsamun BIOS pgomxHa 6bITb MCKIOYEHA BO3MOXHOCTb paboTbl Ha M3BM ¢ CK3U, ecnu
BO BpeMs €€ HadanbHOM 3arpy3kn He NpoxXoaaT BCTPOEHHble TeCThl.

3ANPELLAETCA:

e OCTaBNATb 6€3 KOHTPOJS BbIUMCIIUTENbHbIE CPEACTBA, Ha KOTOPbIX aKcnayaTupyeTtca CK3W,
rnocsie BBoAa KJlo4eBOM MHPOpMaumMn nmbo MHOM KOHpUAeHUManbHON nHdbopMaunm;

e BHOCUTb Kakme-nmbo naMeHeHMs B rnporpaMMHoe obecriedeHne CK3U;

e OCYLeCTBNATb HECAHKLUMOHMPOBAHHOE aAMMHUCTPATOpoM 6e30nacHOCTM KOMuMpoBaHue
KJTIOYEBLIX HOCUTENEN;

e pasrnawaTtb COAEepXMMOEe HOCUTENen KAYeBOM MWHGOpMauMm win nepegasaTb CcaMu
HOCUTENU NMLUaAM, K HUM He AONYyLEeHHbIM, BbIBOAUTb KTOYEBYIO0 MHPOPMaLUMIO Ha AUCNNEN, NPUHTEP U
T.M. UHble cpeacTBa oTobpaxeHns nHpopmaummn;

e 1CMNONb30BaTb KStoYeBble HocuTeNnu B pexumax, He npeaycMOTPEHHbIX
dyHKUMOHMpoBaHMem CK3U;

e 3anucbiBaTb Ha K/THOYEBbLIE HOCUTENN MOCTOPOHHIOK MHbOPMaLUNIO;

AaMuHucTpatop 6e30nNacHOCTM A0/MKEH CKOHPUIypupoBaTb ONepaunmoHHYIO CUCTEMY, B cpeae
KOTOpOM nnaHupyeTcs ucrnonb3oBatb CK3W, n ocywectBnsaTe NepuoamyecKmii KOHTPOAb CAENaHHbIX
HacTpoeKk B COOTBETCTBMU CO cleaylowmmmn TpeboBaHmsaMun:

e He MCNoJib30BaTb HECTaHAAPTHbIE, N3BMEHEHHbIE UJTN OTNIaA04YHblE BEPCUUN OC.

e VCKJ/TIOYUTb BO3MOXHOCTb 3arpysku u mcnonbsoBaHus OC, OT/IMYHON OT NpenyCcMOTPEHHOM
WwTaTHoOM paboTon.

e VCK/OYUTb BO3MOXHOCTb YAANe€HHOro ynpasieHus, aAMUHUCTPUPOBaHMUS U MoauduUKaumm
OC v eé HacTpoek.

e Ha [M3BM pgonxHa 6bITb yCTaHOBNEHA TONIbKO OAHA OMnepaumoHHas cucrtema.

e [MpaBOM YyCTaHOBKM W HacTpohkm OC n CK3U ponxeH obnagaTb TONbKO aAMUHUCTpPATOp
6e3onacHocCTW.

e BCE HEeWCnosb3yeMble pecypcCbl CUCTEMbl HEO6XOAMMO OTKAOUNTL (MPOTOKOMbI, CEPBUCHI U
T.M.).

e pexumbl 6e3omnacHocTM, peanusoBaHHble B OC, [0MXHbI 6bITb  HacTpPoeHbl Ha
MaKCUMaJsibHbI YPOBEHb.
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e BCEM MOMb30BaTeNAM W rpynnaM, 3apeructpupoBaHHbiM B OC, Heo6X0AMMO Ha3HauyUTb
MUHMManbHO BO3MOXHbIE A/ HOpMasibHOM paboThl NpaBa.

e Heobxoammo npeaycMoTpeTb Mepbl, MakKCUMa/lbHO OorpaHnymnBarowme A0CTyn K crneagyowmm

pecypcaM cucteMbl (B COOTBETCTBYIOLIMX YC/IOBUSX BO3MOXHO MOJSIHOE yAaneHue pecypca uau ero
HEWCNosb3yeMOon HacTn):

CUCTEMHBIN peecTp;

- hannbl n KaTanoru;

- BPEMEHHbIE (halnbl;

- XXYpHasnbl CUCTEMbI;

- halinbl NoAKauKu;

- Kawupyemas uHgopmaumsa (maponu u T1.n.);
oTnagoyHas nHgopmMaums.

KpoMme TOro, Heob6xoamMMo opraHusoBaTb CTUpaHue (MO OKOH4YaHMWM ceaHca paboTbl CK3U)
BpeMeHHbIX dainoB n dhannoB nogkavykm, GopMmnpyeMbix nnm MoanduumpyeMbix B npouecce paboTbl
CK3W. Ecnm 3TO He BbIMOAHMMO, TO Ha XEeCTKM AWCK AOJIXKHblI pacnpocTpaHaTbcs TpeboBaHus,
npeabsaBAsieMble K KNOYEBbIM HOCUTENSM.

e NO/DKHO ObITb MCKAKOYEHO MnonagaHue B CUcTtemMy nporpamm, no3BOonAWNX, MNOJIb3YyACb
owmnbkamm OC, noBbIWaTb NpeaocTaBfeHHbIE NMPUBUNETUN.

e Heo6X0ANMMO perynsapHo ycrtaHaBnumBaTb NakeTbl ob6HoBneHus 6esonacHoctn OC (Service
Packs, Hot fix n 1.n.), o6HOBNATL aHTUBUpPYCHble 6asbl, @ TaK Xe mccnenoBaTb UHGOPMaLUMOHHbIE
pecypcbl N0 BONpPoOcaM KOMMNbOTEPHON 6€30MacHOCTU C LeNbio CBOEBPEMEHHOW MUHMMU3ALMN ONACHbIX
nocneacTsmMin OT BO3MOXHOIo Bo3aenctems Ha OC.

e B Cnyyae noakntyeHuns N3BM c yctaHoBneHHbIM CK3U k obwenocTynHbeliM ceTaM nepenayu
OaHHbIX, Heo6XoAMMO WCKAOUYNTb BO3MOXHOCTb OTKPbITUS M UCMOSHEHUs dalioB U CKPUMTOBbIX
obbekToB (Hanpwumep, JavaScript, VBScript, ActiveX), nonyuyeHHbix Ku3 06LWENOCTYMHbIX CEeTen
nepegadn AaHHbIX, 6e3 npoBeAeHUS COOTBETCTBYHOLMX MPOBEPOK Ha MpeaMeT COAEPXaHUS B HUX
NporpaMMHbIX 3aK/ialoK U BUPYCOB, 3arpyXaeMbixX U3 ceTu.

e Npu uncnosnb3oBaHnm CK3W Ha M3BM, noakni4yeHHbIX K 06LLEeAOCTYMHbIM CETSIM CBSI3M, C
Lenbl0  WUCKIYEHMS BO3MOXHOCTM HECAHKUMOHWMPOBAHHOINO AOCTyNa K CUCTEMHbIM pecypcam
MCMNOMb3yEeMbIX OMEpaulMOHHbIX CUCTEM, K MNPOrpaMMHOMYy obecneyeHuto, B OKPYXEHWU KOTOpOro
dyHKkumoHupytT CK3W, n Kk komnoHeHTaM CK3M CcO CTOPOHbl YyKa3aHHbIX CceTeil, [AONXKHbI
MCNOMb30BaTbCA AOMNOSHUTENbHbIE METOAbI U CPEeACTBa 3alnTbl (HanpuMmep: YCTaHOBKA MeXCeTeBbIX
aKpaHoB, opraHmsaums VPN ceteii n 1.n.). MNpn 3TOM npeanoyTeHne AO/HKHO OTAABaATbCS CpeAcTBaM
3aWnTbl, UMELWNM cepTUdMKAT YNOJIHOMOYEHHOIO OpraHa no ceptudukaumu.

e OpraHmM3oBaTb W WCMNONb30BaTb CUCTEMY ayAuTa, OpraHM3oBaTb perynaspHbli  aHanus
pe3ynbTaToB ayauTa.

e OpraHmM3oBaTb M MCMOIb30BaTb KOMMIEKC MEPONPUATUIA aHTUBUPYCHOWN 3aLUMThl.
® NO/MKHO 6bITh 3anpeLleHo ncnonb3osaHme CK3U ang 3awmnTtbl peyeson MHpopMauuu.

e fo/MKHA 6bITb 3anpeweHa pabota CK3U npu BkAtoveHHbIX B M3BM wTaTHbIX cpeacTtBax
BbIXOAa B pagvoKaHan.

PekoMeHayeTCs annapaTypy, Ha KoTopoi ycTaHasnueaeTtcs CK3W, mpoBepuTb Ha OTCYTCTBME
annapartHbIX 3aKNafokK.

HE AONYCKAETCA:

1. OCYLLI,eCTB}'IﬂTb HECaHKUNOHNPOBAHHOE KONMMMpPOBaHME KNTHOYEBDLIX HOCUTENEeNn.

2. PasrnawaTtb COAEPXWMMOE HOCUTENen KawyeBor MWHpopMauMm wan nepegasaTb CcaMu
HOCUTENN NNLUAM, K HAM He AONYLEHHbIM, BbIBOAUTb KOYEBYO MHMOPMaUUIO Ha AUCNAEN U NMPUHTEP
(3a ucknyeHnem cnyyaes, NpeayCMOTPEHHbIX AAHHBIMWU NpaBuiamMmn).

3. BcTaBnsATb  K/AOYEBOW HOCUTENb B  YCTPOWCTBO  CUMTbIBAHUS B pexXumax, He
NpefyCMOTPEHHbIX LUTATHbIM PEXUMOM UCMOJIb30BaHUS KHOUEBOro HOCUTENS.

4. Mopgkntoyatb K NM3BM gononHuTeNbHblE YCTPONCTBA M COeANHUTENN, He NpeayCMOTPEeHHble
WTaTHOW KOMMAeKTaunemn.

5. PabotaTb Ha KOMMbIOTEpPE, €CAM BO BPeEMA €ro HavalbHOW 3arpy3kum He npoxoauT
BCTPOEHHbI TecT O3Y, npeaycMoTpeHHbIn B MOBM.

6. BHOCUTb Kakme-nnbo nameHeHus B nporpammHoe obecneveHne CK3U.
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7. VI3MeHsaTb HacCTpoViKu, YCTaHOBJ/IEHHbIe nporpaMmmMom YCTaHOBKM CK3U nnm
aAMUHUCTPATOPOM.

8. Wcnonb3oBaTb CMHXPOMOCHISIKK, BbipabaTbiBaeMble He cpeacTBamMmn CK3MN.
9. O6pabaTbiBaTh Ha MN3BM, ocHaweHHo CK3W, nHdopmaumio, cogepxallyto
rocy4apCTBEHHYHO TalHy.
10. Ucnonb3oBaTb 6biBWME B paboTe KIOYeBble HOCUTENN ANS 3anuMcn HOBOW MHdopMauumn 6es
npeaBapuUTEe/IbHONO YHUUYTOXEHUS HA HUX Ko4YeBon MHpopMaumm cpeacteamm CK3UM Kpuntollpo CSP.
11. OcywecTBnsATb HECAHKUNOHUPOBAHHOE BCKPbITUE CUCTEMHbIX 6110k0B M3BM.

12. NMpuHOCMTL W UKCNoONAb30OBaTb B MOMELWEeHUN, rae pasMmeweHol cpeacrtea CK3U,
paamoTenedoHbl U Apyryio paauonepeatrolwyto annapatypy (TpeboBaHMe HOCUT peKoMeHAaTesbHbIN
XapakTep).

15.5. TpeboBaHusa no nogkntodeHuto CK3N gna paboTol
no obwenoCTynHbIM KaHanaMm nepegayvyn AaHHbIX

1. NMopsagok nogkntodeHma CK3WM K KaHanam cBA3M [o/mKeH ObiTb onpegeneH 3KCnayatTupylowemn
opraHusaumen. JlIuuom, oTBETCTBEHHbIM 33 6e3onacHocTb paboTbl CK3UM no obwenocTynHbIM KaHanam, Kak
npaBuIo, JoMKeH 6bITb aAMUHUCTPATOP 6e3onacHOCTH.

2. Mpw nogxntodyeHmm CK3U K o6Lef0CTYNHbIM KaHanam nepeaayv AaHHbIX A0KHA ObiTb obecneyeHa
6e30MacHOCTb 3aLLULLEHHOM CBA3K. PN STOM A0XKHbI BbITb ONPeseneHbl:

e [lopagok nogkntoveHna CK3U K KaHanam.

e BblgeneHo nMLo, OTBETCTBEHHOE 33 6€30MacHOCTb PaboTbl MO 06LWEeAOCTYNHbIM KaHanaMm.

e Pa3paboTaH TMNOBOW pPerfiaMeHT 3alULLEHHOM CBA3W, BKOYAOLWMNA:

- NONIUTUKY 6€30NaCHOCTU 3aLUMLLEHHON CBA3M.

- [OMYCTUMbIA COCTaB MPUKAALHLIX NPOrPAaMMHbIX CPeAcTB, A8 KOTOPOro [AOMXKHO ObiTb
nccnefoBaHo M 060CHOBAHO OTCYTCTBME HErAaTUBHOIO BAMAHMA Ha CK3W no KaHany nepegayv gaHHbIX.

- nepeyeHb AONYCTUMbIX CETEBbIX MPOTOKO/0B.

- 3aWMTY CeTeBbIX COeAMHEHU (NepeyeHb A0MYCTUMbIX CETEBbIX 3KPAHOB).

- CUCTEMA M CPEACTBA aHTUBUPYCHOM 3aLUUTDI.

3. MNepeyeHb CTaHA4APTHbIX MPOrPaMmHbIX CPeAcTs, npusedeHHbIx B M. 11.5, moxeT BKAO4aTbCA
aAMWHUCTPATOPOM B TUMOBOM perfnameHT 6e3 nposeseHUA A0NOJHUTENbHbIX UCCAeA0BaHWUIA. [Py STOM AO/KHbI
BbINONHATLCA:

e cBOeBpeMeHHOe 0OHOB/IEHNE NPOrpaMMHbIX CPEACTB, BK/IIOYEHHbIX B COCTaB pernaMeHTa.

® KOHTPO/b cpeabl yHKUMOHMpPOBaHUA CK3N.

e onpejesieHne U KOHTPO/b 33 UCMO/Ib30BAHNEM CETEBbIX MPOTOKO/IOB.

e cobntopeHune npasun nonbzosaHna CK3N un cpenoit pyHKunoHnposaHus CK3N.

4. fomkeH ObITb obecneyeH OpraHM3auMOHHO-TEXHUYECKUIA  KOHTPOSb  3anpocoB  Ha
yCTaHoBNeHNe coeauHeHusi aboHeHTOB MO MpoTokony TLS € ucnonb3oBaHWeM 3deMepHbIX Kitouven,
WCK/TIoYaKoLwmMe BO3MOXHOCTb MCNOSb30BaHUs aboOHEHTOM He cBOuMX aTpubyToB coeauvHeHus (Takue,
kak Client_Id v T.n.).

5. Mpu ucnonbsosaHuun CK3N ¢ apyrMumun CTaHOAPTHLIMU NPOrPAMMHbLIMU CPEACTBAMM, BO3SMOXHOCTb
noakntodeHnsa CK3U K obenocTynHbiM KaHanam nepefadu AaHHbIX AOMXKHA ObiTb onpegesieHa TONbKO nocne
npoBeAeHNA AONONHUTENBHbIX UCCIeA0BAHUI C OLLEHKOW HEBO3MOMXHOCTU HEFAaTUBHOTO BIMAHUA HAPYLIUTENA Ha
dyHKUMOHMpoBaHMe CK3U, ncnonb3yroLLero BO3MOXHOCTH 06LLef0CTYMHbIX KaHa/0B.

15.6. TpeboBaHusa no ncnonb3zosaHuto B CK3M nporpaMMHoO-
annapaTHbIX cpeacTs 3awnTtbl oT HCA

B kadectBe nporpamMMmHo-annapaTHbiX cpeacts 3awutbl oT HCO B CK3W MoryT wncnonb3o-
BaTbCa [lporpaMMHoO-annapaTHbin koMmnnekc "Akkopa-AMA3" © 3nekTpoHHbI 3amMok “Cobonb”.
NaoeHTudnKaumMoHHble AaHHble yKa3aHHbIX CPeACTB MNpuBeAeHbl B AoKyMmeHTe “XTAW.00050-03 30
01. KpunTtollpo CSP. ®opmynsp”, n.3, NpumeyaHue 2.
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15.6.1. TporpamMMHo-annapaTHbli kKoMnnekc "Akkopa-AMA3"

MporpamMMHo-annapaTHbii koMmniekc (MAK) "Akkopa-AMA3" npepgHasHayeH pAnsa 3awuTbl
nHdopmauum ot HC npn ee obpaboTke B NIBM.

MAK "Akkopa-AMA3" ncnonb3yercs Ha nnatdopmax
e Windows (nnatdopma IA32);

e Linux (nnatdopma IA32);

e FreeBSD 6/7 (nnatdopma IA32);

e Solaris 10/11 (nnatdopma IA32).

MAK "Akkopa-AMI3" obecneumBaert:

e naeHTUdUKaUMIo, NpoBEPKY MOASIMHHOCTW, pa3rpaHnyeHne gocrtyna K pecypcam MN3BM Ha
YPOBHE BbINOMHSAEMbIX 33434 U KOHTPOJb AocTyna cybbekTos B cucremy (M3BM);

e perucrpaumio n y4yet Bxoga (Bbixoga) nonab3oBaTenen B cucteMmy (M3 CMCTEMbl), 3anycka
(3aBeplueHuns) nporpaMm 1M NpoLLEeccoB, AOCTyNa MNosib30BaTesNen K 3alumiaemMsiM dannam, n3MeHeHus
MoOJIHOMOYMI MoJsib30BaTene;

e obecnevyeHne LENOCTHOCTHU NnporpaMMHbIX CpeacTB.

B kauectBe wuaeHTudukatopa B [MAK "Akkopa-AMA3" wncnonb3yetrcs MepcoHanbHbIN
naeHTngukatop DS 199x (Tabnetka Touch-Memory).

YctaHoBka u HacTtpoiika MNAK "Akkopa-AMA3" Ha APM nonb3oBaTens AoJ/ixXHa NpoM3BOAUTLCS
B COOTBETCTBUM C 3KCMNSyaTauMoHHOM AOoKyMeHTauuen Ha MNAK "Akkopa-AMA3".

MpumeuaHnme. [lepeag ycraHoBkoh [MAK "Akkopa-AMA3" [12BM,
L._!| ncnonb3lyemble B KadectBe APM nonb3oBaTtenen, AOMKHbI  ObiTb
NpoBEpeEHbl Ha NpeaMeT X KOPPEKTHOrO B3anMOAENCTBUS.

YcTtaHOBKa nporpaMMHOro obecrieyeHms U anmnapaTHoOM 4Yactu komnnekca "Akkopa-AMA3" Ha
APM MoOXxeT BbINONHATLCA crneunannctamm noctaswmnka CK3UW wnum npeacrasutensamm  cnyxbeol
MHpOpMaUMOHHOM  6e3omacHocTn. HacTtporika komniekca "Akkopa-AMA3" Ha  Tpebyemyto
KOHGUrypaumio BbINONHSAETCS aAMUMHUCTpaTopoM 6e3onacHocTM. HacTponka p[o/mkHa MUCK4aTb
BO3MOXHOCTb BMellaTeNbCTBa MOJib30BaTeNss B MNpPOLECcChbl 3arpy3km oOnepauuoHHOM CUCTEMbl W
npuknagHoro MO 1 NpoBepPKM LeN0CTHOCTM NpOrpaMMHoON cpeabl.

15.6.2. 32nekTpoHHbIN 3amMok "Cobonb"

Cucrema 3neKTpOHHbIﬁ 3aMOK npejgHa3dHadeHa Angd opraHun3auunn 3allnTbl KOMMNbOTEPaA OT
BX04a NMOCTOPOHHUX nonb3oBaTesnien. Mog MNOCTOPOHHUMM NONb30BaAaTENAMU NMOHUMAKOTCA BCE NiMua, HE
3aperncTtpnpoBaHHblie B CUCTEME 3"EKTpOHHbIFI 3aMOK KaK nosb3oBaTesin 4aHHOMo KoOMnbrOTEpPaA.

DNEeKTPOHHbIN 3aMok “Cobonb” ncnonb3yeTcs Ha nnatdhopMax
e Windows (nnatgopma IA32);

e Linux (nnatdopma IA32);

e FreeBSD 6/7 (nnatdopma IA32);

e Solaris 10/11 (nnatdopma IA32).

DNeKTpoHHbIN 3aMok “Cobonb” obecneynsaert:

e pEerucTpauuio  Mosib3oBaTesieil  KOMMbOTEpPAa M Ha3HAUYEHWEe UM NEepCcoHasNbHbIX
NAEHTUDNKATOPOB U Naposieit Ha BXO4 B CUCTEMY;

e 3aMpoC MepCcoHanbHOro WAEHTUGdMKATOPA M Napons Mofb30BaTens npu  3arpyske
KOMMbIOTEPA;

e BO3MOXHOCTb 6J'IOKVIpOBaHI/I9I BX04a B CUCTEMY 3aperncTpmpoBaHHOIo noJjib3oBaTend,;

e Be/leHMEe CUCTEMHOTO XYypHana, B KOTOPOM MPOU3BOAUTCS PErnmcTpaumst cobbiTUiA, MMELWMX
OTHOLIEeHNe kK 6€30MacHOCTN CUCTEMBI;

e KOHTPOJIb LENOCTHOCTM hannoB Ha xecTKkoM gucke (Tonbko B OC Windows);
e KOHTPOJIb LENOCTHOCTM (DU3NYECKMX CEKTOPOB XKECTKOro ancka (tonbko B OC Windows);

e annapaTHyk 3aWwuTy OT HECaHKUMOHMPOBAHHOWM 3arpy3ku OMepaumoHHOM CUCTEMbI C
rmbkoro aucka n CD-ROM paucka.

YcTaHOBKa M HacTpolika 3/1eKTPOHHOro 3amka Ha APM nonb3oBaTenst A0MXKHa Npou3BOAUTLCS
B COOTBETCTBUM C 3KCM/yaTaUMOHHOW AOKyMeHTauuen. Mepen sKcnayataumein 3/1eKTPOHHOro 3aMka B
coctae APM nonb3oBatenss Heob6X0AMMO 03HAKOMUTbCS C KOMMIEKTOM JOKyMeHTauun (B
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COOTBETCTBMMU C nacropTom YBAJ1.00300-04 MNC) Ha AaHHbIA KOMMJIEKC U MPUHATb PEKOMEHAYEMbIE B
OOKYMEeHTauun 3alMTHble OpraHmn3aunoHHbIE Mepbl.

HacTtpolika  371eKTpOHHOro  3aMka Ha  TpebyeMmyio  KOH@Urypauumio  BbINOSHAETCA
aAMUHUCTpaToOpoM 6e3onacHoCTW. HacTpolika [o/MKHa WCKIYaTb BO3MOXHOCTb BMeLlaTeNbCTBa
nonb3oBaTenss B MNPOLECChl 3arpy3kuM OMepaumMoHHOM CUCTeMbl M npuknagHoro MO u npoBepkwu
LEeNOCTHOCTM NPOrpamMMHON Cpeabl.

16. TpeboBaHusa no Kpuntorpamnyeckon sawmre

[onXHbl BbINOMHATLCA Tpe6OBaHVIF| no KpMHTOFpaCI)MHECKOVI 3auuTe!

1. Vicnonb3oBaHne TOSIbKO JIMLEH3MOHHOI0 CUCTEMHOMO NPOrpaMMHOro obecneyeHms.
2. HacTpoliku onepaumoHHbIX cuctem ans pabotel ¢ CK3U, BKAOYEHHbIE B JOKYMEHTbI !
XTAN.00050-03 90 02-01, XTAN.00050-03 90 02-02, XTAMN.00050-03 90 02-03,
XTAN.00050-03 90 02-04, XKTAN.00050-03 90 02-05, XXTAM.00050-03 90 02-06,
XTAN.00050-03 90 02-07.
3. Mpwn uHcTtannsumn CK3U pomkHbl 6biTb 0becneyeHbl OpraHM3aumMOHHO-TEXHUYECKME Mepbl MO
WCKJTFOYEHMIO NOAMEHBI ANCTpUBYTUBa M BHECEHWS 3MeHeHui B CK3W nocne ycTaHoBKw.

4. WcknoyeHne u3 nporpaMMHoro obecneuyenuss M3BM c yctaHoBneHHbiM CK3W cpeacts
OTNaAKw.

5. CK3M pomkHO MCnonb3oBaTbCs CO CPeACTBaMM aHTUBUPYCHOM 3alumTbl. Knacc aHTUBUPYCHbIX
CPeACTB 3alWmTbl onpeaenseTcs ycnosmsamm akcnayataumm CK3M B aBTOMaTU3MpPOBaHHbIX CUCTEMAX.

6. KnoueBasa nHdopMauusa aBnseTcs KoHdnaeHUManbHOM.

7. BHewHsas ramma, ucnonb3lyeMmas Ans8 WMHUUMANU3aUMM COCTOSAHMS nporpammHoro [CH,
ABnseTcs KoHdUAEeHUNaNbHOMN.

8. Maponb, ucnonb3lyemblii ANa ayTeHTUduKauum nonb3oBaTenen, AO/MKEH coaepxaTb He
MeHee 6 CMMBOJIOB andaBuTa MOLWHOCTM He MeHee 10. MNepnoaMYHOCTb CMEeHbl Maposis — He pexe
OAHOro pasa B 3 Mecsua.

9. MNMepnoaANYHOCTb TECTOBOIO KOHTPOSA KpuaTorpadpuyecknx dyHKUnm - 10 MUHYT.

10. ExecyTo4yHas nepesarpyska [M2BM.

11. TMMepuognyHocTb ocTaHoBa [19BM c o06s3aTenbHOM MPOBEPKON CUCTEMbl OXaXAEeHUS
npoueccopHoro 6noka NMN3BM - 1 mecsu.

12. 3anpewaercsi UCMOb30BaTb PEXMM NPOCTON 3aMeHbl TOCT 28147-89 ansa wudposaHus
MHdOpMaLUun, KpoMe KJTIIOYEBOWN.

13. [JoskHO AaBaTbCs nNpeaynpexaeHne o TOM, YTO Npu UCMOb30BaHMN pexunMa wnudpoBaHus
CRYPT_SIMPLEMIX_MODE wmatepunan, obpabaTtbiBaeMbin Ha OAHOM KJO4e, aBTOMATUYECKM
orpaHuMyMBaeTcsl BENYMHON 4 MB.

14. TMpu dyHKUuMoHupoBaHum CK3U [O/MKHbI BbINOAHATLCA TpeboBaHuUsA  3KCryaTauMOHHOM
AOKYyMeHTauum Ha ucnonb3dyembinn MAK 3awmtbl oT HCA.

15. [JomxHo 6biTb 3anpeweHo mcnonb3oBaHne CK3W gna 3awmtbl pedyeBon uHgopmauum 6e3
npoBeAeHNsi COOTBETCTBYOLNX AOMNOSHUTENbHbBIX NCCNef0BaHNMA.

16. [JomxHa 6biTb 3anpeweHa pabota CK3U npu BkAOYEHHbIX B 9BM wTtaTHbIX cpeacTBax
BbIXO4a B paAnoKaHars.

17. Mpn @yHKUMOHMPOBaAHMN ucnonHeHns 2 CK3M B nporpaMMHoO-annapaTtHbiX cpeaax
Windows XP/2003 (ia64), OC Solaris 9/10 (sparc, ia32, x64) wHuumanusaumsa MACYH pomxHa
NpOn3BOANTBLCS C UCMOJSIb30BAHWUEM BHELUHEN ramMMbl.

18. TMpu dyHKUMOHMPOBaHUKM UcnosiHeHMs 2 CK3W B nporpaMMHo-annapaTHbix cpegax Windows
(x64, ia64), Solaris 9/10 (sparc, x64), ANs KOTOPbIX B HacTosllee BpeMsi HeT paboTalowmnx C HUMKU
MAK 3awmtel o1 HCA, A0MXKHbI BbINOJHATBCSH OPraHM3auMOHHO-TEXHUYECKUE MEpbl, UCKIYaLlwmne
BO3MOXHOCTb HECaHKLUMOHMPOBAHHOIO A0CTyNa K KOHGUAEHUManbHON MH(POPMauum B OTKPbITOM Buae
n obecneyeHo ee xpaHeHue B N3BM Tonbko B BMAE, 3aWIM@PpPOBAHHOM Ha K/lOHaX Mosb30oBaTeNen.

19. KOHTpOneM uenoCTHOCTU A0XKHbI 6bITb OXBayeHbl daliibl, yKa3aHHble B pasgenax
«TpeboBaHMa N0 KpMATOrpaduyeckor 3awmre» gokymeHToB XTAM.00050-03 90 02-01, XXTSAW. 00050-
03 90 02-02, XXTAKM.00050-03 90 02-03, XTAWN.00050-03 90 02-04, XXTAKN.00050-03 90 02-05,
XTAN.00050-03 90 02-06, XKTAN.00050-03 90 02-07.

20. 3ANPELWAETCSH ncnonb3oBaHue 6ecnpoBOAHbIX KNaBMaTyp U KOMMNbIOTEPHbIX MbILIEN.

47



XKXTAN.00050-03 90 02. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30nacHoCTU.
O6bwas yacTtb

17. TpeboBaHus no BCTpamBaHuio n ncrnonbzosaHuto MO CK3U

BctpamBaHne CK3W B 3awuwaemble MHPOPMAUMOHHbIE CUCTEMbI AO/XKHO MPOU3BOAUTLCS B
cooTBeTCcTBUMU C MNonoxeHuem MNK3-2005. BcTpamMBaHue A0MXHbI MPOBOAUTL OpraHu3aunu, nMmerwme
JIMLEH3MIO Ha NpaBoO NPOBeAEHUS Takmx paboT.

Ona  obecneyeHus 3awWwuUTbl  3NEKTPOHHbIX AOKYMEHTOB W  CO3[4aHua  3aliULLEHHOM
aBTOMATM3MPOBAHHOM CUCTEMbl B MEPBYK O4yepedb WCMOMb3YHTCS KpunTtorpaduyeckme MeTonbl
3alUnTbl, KOTOpble MO3BONAIOT 06ecneunTb 3amUTy LENOCTHOCTM, aBTOPCTBa M KOHMUAEHLMANbHOCTU
3/IeKTPOHHOW WMHdOpMaLMM M peann3oBaTb WX B BUAE MPOrpaMMHbIX WM annapaTHbiX CPeacTs,
BCTpaMBaeMbIX B aBTOMaTU3UPOBaHHY CUCTEMY.

Mpu cospaHun 3aluLLEHHONW MHADOPMALMOHHON CUCTEMbI AO/MKHbI ObiTb OnpeaeneHbl MoAeNb
BO3MOXHbIX Yrpo3 W noauTuka ee 6e3onacHocTn. B 3aBMCMMOCTM OT MOAUTUKKM 6e3onacHoOCTU
onpeaenseTcs HeobxoanMbI Habop kpunTorpadunyecknx OYHKUUNA M OpraHM3aLMOHHO-TEXHUYECKMX
Mep, peannsyeMbiX B CO34aBaeMol CUCTEME.

OyHkunm CK3WM npwu BCTpamBaHuM B MNpuUKIagHOE MNporpamMmHoe obecneyeHume Moryt 6biTb
NCMNOJIb30BaHbI:

1. Yepe3z wuHTepdenc dyHkumii CryptoAPI 2.0, 4TO nNO3BONSET MNPUMEHSTb BECb
WHCTPpyMeHTapui  ¢upmbl  Microsoft. [Ona 3Tux uenen  paspaboTumkm  MoOryT
BOCMOJ1b30BaTbCA MNPOrpaMMHON AOKyMeHTauuen, coaepxauwenca B MSDN (Microsoft
Developer Network), a Takxe noctaensembiM TectoBbiM [10; Ha Unix-nnatdopmax
(Linux, FreeBSD 5, Solaris 10) uepe3 unHTepdeinc 6ubnmotekm capilite.dll, asnawoweincs
noaMHoxectBoM mHTepdenca CryptoAPI 2.0. [1ns8 3Tux uenen B KOMMJIEKT NOCTaBKU
BKJIlOMaeTca AOKyMeHT XTHAWU.00050-03 90 05 "Kpuntollpo CSP. PykoBoacTso
nporpaMMucra’.

2. HenocpeactBeHHbIM BbI30BOM (hyHKUMIM CK3W nocne 3arpy3km mMoaynsi C UCNOSIb30BaHUEM
¢dyHKkumn LoadLibrary. [nsa aTnx uenen B KOMMNAEKT MNOCTaBKKU BK/OYaeTcsa AoKyMeHT XKTAW.00050-
03 90 05 "Kpuntollpo CSP. PykoBoacCTBO nporpamMMucta”, onucbiBatowWmnin coctaB QyHKLUA N TECTOBOE
Mno.

3awuTa OT 3aKnagokK, BUpYcoB, MoanduKaumm CUCTEMHOrO 1 npuknagHoro MO gonkHa 6bITb
obecneyeHa MCNoMb30BaHNEM, CPEACTB @aHTUBMPYCHOWN 3aLUNTbl M OpraHn3aunOoHHbIX MEPONPUSATUIA.

MpaBnna BCTpanBaHMa M ncnonb3oBanms CK3U

Mpun BcTpamBaHum CK3W Kpuntollpo CSP B npuknagHoe nporpammHoe obecriedeHne wnu
MCMOSIb30BaHMN ero B COCTaBe CTaHAapTHOro npuknagHoro MO [O/MmKHbI BbIMOAHATBCS cneaytolwme
TpeboBaHus:

1. Mpu wncCnonb3oBaHUM OTKPLITOrO KAK4Ya WK Kawda npoBepkn 3l gomkHbl 6bITh
obecneyeHbl ero aBTopM3aumnsl, 4OCTOBEPHOCTb, LE/IOCTHOCTb M MAEHTUYHOCTb. DTO MOXET
6bITb peanm3oBaHo:

e [yTeM 3aBepeHUs OTKPbITOrO K4Ya MAKN Kada nposepku 3l AOBEPEHHOW CTOPOHOM
(Hanpumep, B cryyae MCMNONb30BaHUSA CepTUDUKATOB OTKPbITbIX KOYeENn);

e [yTeM [O0BEpeHHOro pacrnpoCTpaHEeHUsl U XpaHEeHUs OTKPbITbIX KIOYEH U KIo4eWn
nposepku 3 B BUAE CNPAaBOYHUKOB.

2. Tpy MCNONb30BaHWN CePTUPMUKATOB OTKPbITbIX KAOYEen W Kkwyen nposepku 3,
3aBepeHHbIX MNOAMUCbI0 AOBEPEHHOW CTOPOHbI, AosmkHa 6biTb obecneveHa 6e3onacHas
OOCTaBKa W XpaHeHue cepTuduKaTa KYa AOBEPEHHON CTOPOHbI, C MCMOJSIb30BaHMEM
KOTOPOro NpoBepsoTCS OCTalbHble cepTudukaTbl Kao4den nposepkn DI nonb3oBaTenen.

3. KpunTorpadwuyeckoe cpefcTBO, C MOMOLLbI KOTOPOro MpOU3BOAMTCS 3aBEpPEHUE KJIIHOYei
nposepkn DM, OTKPbITbIX K/OYEH WAM  CMNPABOYHUKOB OTKPbITbIX K/OYEN, [OKHO 6biThb
cepTUGMLIMPOBAHO MO Kaccy, COOTBETCTBYIOLWEMY MPUHSATON NOAUTMKE 6€30MacHOCTH.

4. [ng oT3biBa (BblBOAA U3 AENCTBUA) OTKPbITbIX KAOUeR U Katoden nposepkn I AOKHbI
MCNoSb30BaTbCs CPeACTBa, MO3BOMSKOLWME MPOM3BECTM aBTOPM3auUMIo OT3biBaloWwero nvua (B 3TUX
uenax MoxeT 6biTb MCNONb30BaH CMMCOK OTO3BaHHbIX CEPTUPMKATOB, 3aBepeHHbIn DI foBepeHHOMN
CTOPOHbI).

5. Tpwu Bbi3oBe [lMpunoxeHnem dyHkunmm CK3M B NpukiagHOM nporpamMMHoM obecrneyveHum
[O/MKHa 6bITb NpeaycMOTpeHa NpoBepKa KoAa 3aBepLUEHMS Bbi3biBaEMON DYHKLNK.
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JlntepaTtypa

3akoH PO "O6 anekTpoHHON nognucn”, 06 anpens 2011 r. N2 63-03.

3akoH PO "O6 nHdopmauunm, MHPOPMALIMOHHbBIX TEXHOOMMSAX U O 3awuTe nHdopmaumm”, 27 nons
2006 roga N? 149-03.

FOCT 28147-89. TlocymapcTtBeHHbI cTaHaapT Poccuickon ®epepaummn. Cuctembl 06paboTkm
nHdopMaumu. 3awmTa kpuntorpaduryeckas. Aroput™m Kpuntorpadpumdeckoro npeobpasoBaHus.

FOCT P 34.10-2001. locynapcTBeHHbI cTaHgapT Poccuinckon ®depepaunun. MHPpopMaumoHHas
TexHonorusa. Kpuntorpadudeckas 3awmta mHdbdopmauuum. Mpoueccbl GOpMUMPOBaAHUS U NPOBEPKHK
3/1EKTPOHHOM UMb poBOM NoaNnUCK.

FOCT P 34.11-94. locypnapcTBeHHbIi cTaHaapT Poccuinckon depepaumun. WMHGoOpMaumMoHHas
TexHonorusa. Kpuntorpaduyeckas 3awmrta nHpopmaunm. OyHKUNSA X3WMPOBaHUS.

MonoxeHne o pas3paboTke, NpPoOU3BOACTBE, peanMsauMm W 3SKCnayaTauum WwunudpoBanbHbIX
(kpunTorpadunyecknx) cpeacTts 3awmTbl HpopMauun (MonoxeHne MK3-2005).

XKTAN.00050-03 30 01. Kpuntollpo CSP. ®opmynsp.
XKTAN.00050-03 90 01. KpunTollpo CSP. Onucanue peanunsaumu.

XKTAN.00050-03 90 02-01. Kpuntollpo CSP. PykoBOACTBO aaMuHUCTpaTtopa 6e3onacHocTu.
Mcnonb3oBaHne CK3U nog ynpasnenHmem OC Windows.

XKTAN.00050-03 90 02-02. Kpuntollpo CSP. PykoBOACTBO aAMMHMUCTpaTtopa 6e3onmacHoCTw.
Ncnonb3osaHne CK3W nop ynpasneHnem OC B OC Linux.

XKTAN.00050-03 90 02-03. Kpuntollpo CSP. PykoBOACTBO aaMuHUCTpaTtopa 6e3onacHocTu.
Mcnonb3osaHue CK3W nog ynpasneHneMm OC FreeBSD.

XKTAN.00050-03 90 02-04. Kpuntollpo CSP. PykoBOACTBO aaMuHuUCTpaTtopa 6e3onacHocTu.
Mcnonb3oBaHmne CK3U nopg ynpasnenmem OC Solaris.

XKTAN.00050-03 90 02-05. Kpuntollpo CSP. PykoBOACTBO aAMMHMUCTpaTtopa 6e30nmacHoCTW.
Ucnonb3oBaHne CK3W nog ynpasneHuem OC AIX.

XKTAW.00050-03 90 02-06. Kpuntollpo CSP. PykoBOACTBO aaMuHuUCTpaTtopa 6e3onacHocTu.
Mcnonb3osaHue CK3WM nog ynpasneHneMm OC Mac OS X.

XKTAN.00050-03 90 02-07. Kpuntollpo CSP. PykoBOACTBO agMuHuUCTpaTtopa 6e3onacHocTu.
Mcnonb3osaHue CK3WM nog ynpasneHnem OC iOS.

XKTAN.00050-03 90 03. CK3UM "KpunTolpo CSP". NHCTpyKUmMst MO MCNOMb30BaHUIO.
XKTAN.00050-03 90 04. CK3U "Kpuntolpo CSP". APM BblpaboTky BHELLHEN raMMbl.
XKTAN.00050-03 90 05. Kpuntollpo CSP. PykoBoACTBO NporpamMmMumcTa.
XKTAN.00035-01 30 01. YaocTtoBepstowun ueHTp "Kpuntolpo YL". ®opmynsap.
OSI NETWORKING AND SYSTEM ASPECTS. Abstract Syntax Notation One (ASN.1)

ITU-T Recommendation X.509 (1997 E): Information Technology - Open Systems
Interconnection — The Directory: Authentication Framework, June 1997.

RFC 3280, R. Housley, W. Polk, W. Ford, D. Solo, "Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile", RFC 3280, April 2002.

RFC 3369, "Cryptographic Message Syntax", August 2002.

RFC 4357, "Additional Cryptographic Algorithms for Use with GOST 28147-89, GOST R 34.10-94,
GOST R 34.10-2001, and GOST R 34.11-94 Algorithms".

RFC 4490, "Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94, and GOST R 34.10-
2001 Algorithms with Cryptographic Message Syntax (CMS)".

RFC 4491, "Using the GOST R 34.10-94, GOST R 34.10-2001, and GOST R 34.11-94 Algorithms
with the Internet X.509 Public Key Infrastructure Certificate and CRL Profile".
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MpunoxeHne 1. AKT rOTOBHOCTU K paboTe

YTBEPXOAIO

(BOMKHOCTL)

(HaMMeHOBaHME y4ypexaeHus)

(noanuce) (®.1.0.)

AKT

rOTOBHOCTU K paboTe C

(HanMeHoBaHue y4dpexaeHuns) (HanMeHoBaHWE U3LENNN)
" " 201 r
KoMuncecusa B coctaBe npeacenatens

W YneHoB

(monxHOCTBL) (©.1.0.)
Ha3Hau4eHHas COCTaBMW/1a HACTOSILLMI aKT O TOM, YTO NOMeLleHne
3KCNAyaTMpytoLero opraHa , pasMelueHne ,
XpaHunuua

HasBaHue obopynosaHue

KTHO4YEBbIX HOCVITGJ'IEVI, OXpaHa noMeLLeHn 1 NoAroTOBNEHHOCTb COTPYAHUKOB K 06CJ'Iy>KI/IBaHI/II-O

obopyanoBaHue
COOTBETCTBYIOT:

(FOCT, VMHCTPpYKUNSA, pyKOBOASALLME AOKYMEHTbI, NMpaBuia nosb30BaHUA U T.M.)
Komunccus otmevaeT, 4to nHcTannsaumsa MO BblIWEYNOMAHYTbIX U34enui npoBeaeHbl B COOTBETCTBUM C

NHCTPYKLMM
BbiBOA: KOMUCCUSA CUMTAET, 06BEKT oTBeuyaeT TpeboBaHMAM

Ha3BaHWe obbekTa

Ha3BaHWE UHCTPYKUUU

no obecneveHunto 6€30NacCHOCTM CBSA3M NO YPOBHIO M MoXeT 6bITb BBEAEH B
nencTeume.
lMpeacepatens:

(noanuceb) (©.1.0)

YneHbl KOMUCCUN

(noanuck) (9.1.0)
(noanucek) (©.1.0)
(noanucek) (©.1.0)
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MpunoxeHune 2. XXypHan permcrpaunMm aaMMHUCTPATOPOB
6e30nMacHOCTK 1 Nosib3oBaTenemn

n/n | Opraumsaums d.1.0. IlaHHEIE permucTpaumumn JaTa [IprMedaHue
aIMMHMCTPaTopa perucrpaunmu (monp30BATEND,
6e30IacHOCTHU AIMVMHMCTPAaTOP)
IOJIb30BaTeNd
CHCTeMH
Cunopos A. A. HET 21.01.2010 AIMVMHUCTPATOP

0e30MacHOCTI
ViBaHoB WM. WU. IIOYTOBEIL ampec: 01.02.2010 OneparTop

a.sidorov@acme.ru pacuyeTHOM
JOJIXHOCTS : CHCTeMsl

MpunoxeHune 3. XXypHan nonb3oBaTens cetu

n/mn Jara ®.11.0. CoBrIT JonosIHuTeNIbHEle IaHHBIE [IprMeduaHue

Bpemsa | mosib30BaTeNA ne
CHCTEeMH
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MpunoxeHune 4.«ypocrtosepswowmm ueHTp «Kpuntollpo YL»

MporpaMMHbIN KOMMNNeKkc «Ygocrtosepswowmin UeHtp «Kpuntollpo YU» npegHasHadeH Aans
BbIMOJSIHEHUS  OpraHM3auMOHHO-TEXHUYECKUX MeponpusaTui  no obecnedyeHWio  Mosib3oBaTenew
YpocTtoBepsitowero LleHTpa kak opraHusaumm cpeactBamum m cneundukaumamm anas MCnoib30BaHUs
cepTMdMNKaTOB OTKPbITbIX K/IOYen B Lensax:

e KOHTPONS LIENOCTHOCTW 3MEKTPOHHbIX JOKYMEHTOB, MepefaBaeMblX B aBTOMaTU3MPOBAHHbIX
WMH(OPMALIMOHHBIX CUCTEMAX;

e KOHTPONS LENOCTHOCTUN NMYBANUHbBIX MHDOPMAUMOHHBIX PeCYpCoB;

e TNpOBEPKHU NnOoANTMHHOCTU BSaMMOAEVICTBYIOU.lMX NnporpamMMHbIX KOMIMOHEHTOB n
KOHCbVI,CleHLI,VIaJ'IbHOCTVI nepegaBaemMblX AaHHbIX MpU VIHCbOpMaLI,VIOHHOM B3anuMOAencTeun;

e (CO34aHUA CUCTEMDbI ropnanyecku 3HauYnMMom 3)'IeKTpOHHOl‘;| noanncmn B  CUCTEMAxX
SNTEKTPOHHOIO ﬂ,OKYMeHTOO60pOTa;

e obecneveHus 6e3onacHoOCTN M pa3rpaHnyeHunsa oocrtyna npu B3aMMOAEeNCTBUU CY6'beKTOB
aBTOMaTU3NPOBAHHbIX MHd)OpMaLI,VIOHHbIX CUCTEM,

e CO34aHuUA MepapxmquKoﬁ CUCTEMDI ynpaBneHuna Knro4yamMu noanucu CY6'beKTOB
aBTOMaTU3NPOBAHHbIX VIHd’.)OpMaLLVIOHHbIX CUCTEM.

MporpaMMHbIN KOMMNeKC «Yaoctosepsownii LleHtp «Kpuntollpo YL» obecneunsaerT:
e Peanusauunio MHOroposieBoin Mogenu ynpasneHmsamm obbektammn «Kpuntollpo YL»
e Co3sgaHue VMIHdpacTpyKTypbl YaocToBepsowmx LleHTpoB, NOCTPOEHHbIX MOo:

- Mepapxuyeckon mogenu;

- ceTeBOM (MOCTOBOW) MoAENN.
e AyaumT cobbITUiA, CBSA3a@HHbIX C 3KCNyaTaunen NnporpaMMHOro KoMnaekca

e Peanusaumilo MexaHM3Ma 3aHeceHuMs B cepTuduKaT kfouya nposepku ISl noanucu
cBefleHUn 06 OTHOLUEHMSIX, MPWU KOTOPbIX 3MNEKTPOHHbIN AOKYMEHT WMEET HpUANYECKY cuiy, u
o6acTsix NpUMeHeHUst cepTudmrkaTa

e BepeHus peecTpa 3apernMcTpupoBaHHbIX nosnb3oBartenemn

- BbinonHeHne npoueaypbl permcTpaumnmn rnosib3oBaTeNns B LEHTPasIM30BaHHOM peXxuMme C
NpuBbLITUEM PEMUCTPUPYEMOrO MOJb30BaATENS B YA0CTOBEPAOLWMA LieHTp;

- BbINoNHEHME npoLeaypbl perncTpaumMmn nosib3oBaTeNlsl B pacnpeneneHHoM pexume 6es
NpubbITUS PEFUCTPUPYEMOIO MOJSIb30BATENS B YA0CTOBEPSAOLWNIA LIeHTp;

- BbimonHeHuWe npoueaypbl yAaneHus nosib3oBaTeneil U3 peecTtpa MNofib3oBaTenei no
3anpocaM agMUHUCTpaTopa Yaoctosepstollero LieHTpa;

- BbIinonHeHue npouenypsbl yaaneHus nonb3oBartenen wm3 peecTpa nonb3oBaTtenen B
dBTOMAaTU4YECKOM pexunme;

e [eHepauus ka4ven NnoanUcK 1 WndpoBaHms
- BbinonHeHWe npoueaypbl reHepaunn NnYHbIX Kntodern 3 n kntodeir nposepku 3 um
WwndpoBaHMa Noab3oBaTens Ha paboyem MecTe Nonb30BaTenNs;
- BbinoOnHeHMe npoueaypbl reHepaumn AndHbiX kKatoven Il mn kawden nposepku 31 um
wndposaHMs Ha paboyeM MecTe aaMUHUCTpaTopa YaocTosepstouwero LleHTpa;
- BbinonHeHMe npoueaypbl reHepaumu nndHbIX Kaodenn I mn knwoder nposepku M
yrnoJIHOMOYEHHOro nnua Yaocrtosepsiowero LleHTpa;
- BbinonHeHue npoueaypbl reHepauum NuYHbIX Kaoder 3 u kaodven nposepku Il
YNOSIHOMOYEHHOI0 Nnua NoAYMHEHHOrO YaocToBepstowero LleHTpa;
e BepgeHuwe peecTtpa 3anpocoB M 3asBAEeHUI Ha cepTUdUKaTbl OTKPbITbIX KIOYEN U KIo4Yen
nposepkn 3l B 3/IeKTPOHHOM BUAE
- ®opMupoBaHMe 3anpoca Ha cepTuduKaT HOBOro knw4a nposepkm 3l Ha pabouem
MecTe nosb3oBaTens;
- ®opMupoBaHMe 3anpoca Ha cepTudukaT HOBOro knw4a nposepkum 3l Ha pabouem
MecTe aAMUHUCTpaTopa YaocTtoBepstouwero LleHTpa;
- BbiBO4 3anpocoB Ha cepTudukaTthbl Katoyer nposepkn I nonb3oBatenen Ha 6yMaxHbIn
HocuTenb Ha paboyeM mMecTe nNonb3oBaTens;
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e BeaeHue peectpa cepTUdUKATOB OTKPLITbIX KAOYen Wn kntoyern nposepkn M1, U3AaHHbIX
YpocTtoBepsoOWNM LIeHTPOM B 3/1€KTPOHHOM BUAE

- KOHTpO/Ib YHMKANbHOCTU OTKPbITbIX Koven wudpoBaHna n kiwoden nposepku 3M1 B
dopmMnpyemMbix ceptTudmnkaTax;

- @opmMupoBaHMe cepTMdMKATOB OTKPbLITbIX K/OYEH W Ka4yen npoBepku Il
rnosib3oBaTeNe B 3NEKTPOHHOM BUAE B COOTBETCTBUMM C pekoMeHaaumamm X.509 Bepcum 3 m RFC
2459, nNo3BONAWMUX C MNOMOLWbLIO KpuATorpaduyecknx metogos (3I1) UeHTpanM30BaHHO 3aBepsTb
COOTBETCTBME OTKPbITOrO Kjtoua U Ktoya nposepku I n atpubyToB onpeaeneHHOMY MoJsib30BaTesNto;

- BbiBoa cepTudmkaTtoB knwo4en nposepku Il nonb3oBatenen Ha 6yMaxKHblA HOCUTENDb
Ha pabouyeM MecTe nosib3oBaTeNs;

- BbiBoa cepTudukaToB kawo4den nposepku Il nonb3oBaTtenen Ha ByMaxHbI HOCUTENb
Ha paboueM MecTe agMUHUCTpaTopa Yaoctosepstowero LieHTpa;

e BepgeHne peectpa 3anpocoB W 3aAB/IEHUA HA  aHHynuMpoBaHue  (OT3bIB) 7
MPUOCTAHOB/IEHME/BO30OHOBIEHMS AENCTBUS CEPTUMUKATOB OTKPbITbIX KIHOUEN U KITHOYEN MPOBEPKMU
2l B 2N1eKTPOHHOM Buae

- BbinonHeHne npoueaypbl GOPMUPOBAHUSA 3aNpoCOB Ha OT3blB CEPTUMUKATOB KIIHOYEN
nposepkn 3l Ha paboyeM MecTe nonb3oBaTens;

- BbinonHeHue npoueaypbl HGOPMUPOBAHMA 3aMpoCOB Ha OT3blB CEPTUGDUKATOB KIouei
npoeepku I nonb3osartenei Ha paboyeM MecTe aAMUHUCTpaTopa YaocToBepstowero LieHTpa;

- BeinonHeHne npoueaypbl GOPMUPOBaHUS 3anpocoB OT Nosb3oBaTesnen Ha
NnpUoOCTaHoOB/IEHME/BO306HOBNEHME AeNCTBUS CepTMdMKATOB Ktoven nposepkn Il Ha paboueM mecTe
nonb3oBartens;

- BbinonHeHne npoueaypbl dopmmpoBaHus 3anpocos Ha
npuocTaHoBfieHne/Bo306HOBNEHNE AENCTBUA CEPTUPUKATOB KtoYeln nposepku Il nonb3osaTenen Ha
paboyem MecTe aaMMHUCTpaTopa YaocTtosepstowero LeHTpa;

- ®opMmMpoBaHMe M AOCTaBKY 3apermcTpupoBaHHbIM MOSb30BATENSIM CMMCKA OTO3BaHHbIX
cepTudunKaToB Kouen npoBepku 3l nonb3oBaTenein;

e BbinonHeHne npoueaypbl NOATBEPXAEHUSA NOATMHHOCTY D

- BbinonHeHne npoueaypbl  NOATBEPXAEHWA  MNOANMHHOCTM 31 B 3NEKTPOHHbIX
AOKYMEHTax,

- BbinonHeHWe npoueaypbl MOATBEPXAEHUS MNOANMHHOCTM DI YyNoJHOMOYEHHOro Juvua
YanocTtoBepsitollero LieHTpa B U3gaHHbIX cepTuduKkaTax Kiatoden nposepku M.

e Peanu3auuio CUCTEMbI OMOBELLEHMSA MOJIb30BATENEN C  WCMOJSIb30BAHUEM TMOYTOBbIX
coobLeHnmn

- YnpaBneHue onosBeLeHneM nonb3oBartenen o cobbITUAX B npouecce permcrpauumun;

- YnpaBfneHue onosBelleHWeM Nosib30oBaTenen 0 CObbITUAX B TEYEHWN BCErO >XMU3HEHHOro
uMkna ceptudmkaTos Kaw4yen nposepkn Jr1.

ApxutekTtypa NK «Kpuntollpo YL|»

MporpaMMHbIN KOMMNNEKC «Yaoctosepsaowmnin ueHTp «Kpuntollpo YL» cocTtouT 13 cnegylowmx
KOMMOHEHT:

e LleHTp Ceptudmkaumm (LC)
e LleHTp Peruncrpaunu (LP)
e APM agmuHuctpatopa UP
e APM paszbopa KOHDANKTHbIX CUTyaLui
e [lonb3oBaTeNbCKMX CPeacTB B3anMmoaencrems ¢ YL
- APM perucTtpauuun nosb3oBaTtens
- APM 3apernctpupoBaHHOro rnosib30BaTesid C MapKepHbIM AOCTYMOM;
- APM 3apernctpupoBaHHOro rnosib30BaTesia C K/IH0YEBLIM AOCTYMOM.
e [IporpammHoro nHtepderica ssanmogencremnsa c YL (MHTepderic BHewHnx MNpunoxenuin)
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Monb3oBaTenn

LleHTp CepTudukaumm

LleHTp cepTudmkaunmm- kKoMmnoHeHT komnnekca «Kpuntollpo YL», npegHasHaudeHHbld Ans
dopmmpoBaHmsa ceptudukatoB Kaw4yen npoeepku DIl nonb3oBaTenen W aAMUHUCTPATOPOB
YpoctoBepsiowero LUeHTpa, CAWUCKOB OTO3BaHHbIX cepTUdUMKaATOB, XpaHeHus 3TasoHHON 6as3bl
cepTUdUKATOB WM CMNUCKOB OTO3BaHHbIX cepTudukatoB. UeHTp Ceptudukaumm ¢GYHKUMOHMPYET B
onepaunoHHon cucteme (OC) Microsoft Windows 2000/2003 Server n ncnonb3yet 6a3y AaHHbix SQL
2000 Server Desktop Edition. SQL 2000 Server Desktop Edition ycraHaBnuBaeTcs nporpammon
yctaHoBku MO LeHTpa CepTudunkauymm.

LUC B3amMmopgenctByer TONbKO C LleHTpoMm Perucrpauum uanm HeckonbkuMmn LleHTpamu
Perncrtpaunn no OTAENbHOMY CErMeHTy JSIOKanbHOM CETUM C MCMONb30BaHWEM 3allMLLEHHOrO0 CeTeBOro
npoTokKosa.

LleHTp perncrtpauyunm

LeHTp Pernctpaumm - komnoHeHT MAK «Kpuntollpo YU», npegHa3Ha4yeHHbI ANS XpaHeHus
perncTpauuoHHbIX  AaHHbIX MNOMb30BaTesiell, 3anpoCcoB Ha cepTudukatbl U cepTudmKaThbl
nonb3oBaTenen, NpeaocTaBfieHns MHTepderica B3auMoAenCcTBUS Nonb3oBaTenen C¢ YA0CTOBEPSAIOLWUNM
LeHTpoM. LleHTp Peructpaumm dyHKUMOHMPYET B onepaunoHHon cucteme (OC) Microsoft Windows
2000/2003 Server n ncnonb3syeTt 6a3y gaHHbIX Microsoft SQL 2000 Server (Desktop Edition, Standard
Edition wnwn Enterprise Edition). Microsoft SQL 2000 Server Desktop Edition ycrtaHaBnvBaeTcs
nporpamMoi yctaHoBsku MO LleHTpa Perncrpaunm.

LleHTp Permncrpaumn B3ammopencteyeT C LleHTpom CepTudukaumm no OTAESbHOMY CErMeHTy
JIOKanNbHOM CeTM C WCNOMb30BaHMEM 3alUMLLIEHHOrO CeTeBOro npoTokona. Bsaumogencreume
rnosb3oBartenen c YOoCTOBEPSAOWMM LIeHTPOM obecrnedmBaeTcsl 3a CYET UCMOJIb30BaHUS MPUIOXKEHUN
(APM 3apeructpmpoBaHHOro mnosib30oBaTens C KJ4YeBbiIM AocTynoM, APM 3aperncrpmMpoBaHHOro
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nonb3oBaTens C MapkepHbiM fgoctynoMm, APM perucrtpaummu nonb3oBaTens), npeaocraBisieMbiX
LleHTpoM Perncrpauun.

LleHTp Peructpaummn asnseTca eqMHCTBEHHON TOUKOW BXoAa (perncrpauum) nosb3oBaTesien B
cucteme. TONbKO 3aperncrpupoBaHHbii B LleHTpe Perucrtpaumu nonb3oBaTenb MOXET MONy4YnTb
cepTuduKaT Ha CBOM OTKPbITbIA KoY B YAaocToBepsoweMm LleHTpe.

APM agMuHucTtpaTtopa UP

KomnoHeHT APM AamuHucTpaTtopa LUP npeaHasHadeH ANna BbIMOSHEHUSA OpraHM3auuMOHHO-
TEXHUYECKMUX MEpOnpuATUA, CBSA3a@HHbIX C perncrpaunernt nosnb3oBaTtenen, ¢dopMnpoBaHUeM
cnyxebHbIX Knwyen n cepTudMKaToB Nosb3oBaTeneh M ynpasneHus LleHTpom peructpauuun. APM
aaMuHucTpatopa dyHkumoHupyetr B OC Microsoft Windows 2000/XP/2003. APM aamuHucTpaTtopa
B3amMMogencteyeTt c¢ LeHTpoMm Perucrpaumm no OKanbHOW CETU C WUCMOJIb30BaHMEM 3allMLLEHHOMO
CEeTeBOro NpoToKosa.

MporpammMHoe obecnevyeHne APMa agMuHMUCTpaTopa SBASETCA  YHUBEpPCalbHbIM WU
ncnonb3yeTcs ANa BCEX POnel NpUBUIErMPOBaHHbIX Nofb3oBaTene (aAMMHUCTPATOPOB, ONepaTopoB
nT.4a.).

APM pazbopa KOHMANKTHbIX CUTYaLni

APM pa3bopa KOHMAMKTHbIX CUTyauuin npegHa3sHayeH AN BbIMNO/HEHWS OpraHWM3auMOHHO-
TEXHUYECKMX MEpPONPUATUIA, CBA3AHHbIX:

e C NOATBEPXAEHMEM MOANMMHHOCTM DI B 3/IEKTPOHHBIX AOKYMEHTax U onpeaeneHuns cratyca
cepTMdnNKaToOB OTKPbITbIX KOYEN Nosb30oBaTenem;

e C MOATBEPXAEHMEM NoaAnHHOCTM DI yNnoSHOMOYEHHOro fvua YaoctoBepstowero LleHTpa B
N3roTOBJIEHHbIX UM cepTudUKaTax OTKPbITbIX K/OYen.

APM pasbopa KOHMMMUKTHbIX cuUTyaumi dyHKUuMoHnpyet B OC Microsoft Windows
2000/XP/2003. APM pasbopa KOHMNAMKTHbIX CUTyauuih He B3aUMOLAEWUCTBYET HU C KakuM ApYyrum
KOMMNOHeHTOM YpaocTtoBepstowero LleHTpa M ucnonb3dyetr B cBoel paboTe o06bekTbl, NpeabsBisSeEMble
CTOPOHaMM KOH(MNKTa B KayecTBe AOKa3aTe/bCTBa TeX UM MHbIX (PAKTOB (3N1EKTPOHHbLIA AOKYMEHT C
3I, cepTndmrKaTtbl, CNUCKN OTO3BaHHbIX CepTUHUKATOB U T.4.).

APM peruncrtpaunn nonb3oBartend

APM peructpauun nonb3oBaTens LleHTpa Peructpaumn npepHasHayeH ANS BbIMNOMHEHUS
OpraHM3aLMOHHO-TEXHUYECKMX MEpPONpPUSTUIA, CBSA3aHHbLIX C BbIMO/IHEHMEM MPOLUEAYpbl perncrpaunm
nosnb3oBaTtens Ha YaocTtoBepsitoweM LileHTpe B pexuMe pacnpefeneHHon perncrpaumnm.

APM peructpauun nonb3oBatens gyHkumoHupyet B OC Microsoft Windows 98 u Bbiwe (c
ycTtaHoBneHHbiM MS IE 5.0 u Bbiwe). APM peructpaumm nonb3oBaTtens B3amMmogencresyet ¢ LleHTpom
peructpaumu no npotokony HTTP(S) c oAHOCTOpOHHEN ayTeHTUdDMKaUNEN.

K O0CHOBHbIM pyHKLUMAM APM perncrpauunm noab3oBaTens OTHOCATCA:
e obecneveHune B3anmoaencteuna c LeHtpom Pernctpaumu.

e obecrneyeHne BO3MOXHOCTM (OPMUPOBAHUSA M Mepefaun 3anpoca Ha perncrpaumio
nonb3oBarens.

e lndpoBaHMe WHMOpPMauMM, nepefaBaeMon Mexay Nosb3osBaTeneM wu  LleHTpoMm
Perncrpauuu, ¢ ncnonb3osaHmem npoTtokona TLS ¢ 04HOCTOPOHHEN ayTeHTudunKaumen.

APM 3apernctpmpoBaHHOro nosib3oBaTend C MapKepHbIM
NOCTYMOM

APM 3aperncrtpmpoBaHHOro nosb3oBaTeNs C MapKepHbIM AOCTYNOM npeAHa3HadyeH Aangd
BbIMOSIHEHUS OpraHM3auNOHHO-TEXHUYECKNUX MEPOMNPUATUIA, CBA3aHHbIX C reHepauuen cnyxebHbix
Kno4yern, GopMmMpoBaHMEM 3anpoca Ha CAyXebHbli cepTudukaT kKawdya nposepku DI M nony4vyeHue
cnyxebHoro ceptudmkarta kaova nposepku 3.

AyTeHTUdUKaAUMSA 3aperMcTpUpoBaHHOrO MOMb30BATENS OCYLLECTBASETCA C WMCNOMb30BaHUEM
BPEMEHHOro Mapkepa AoCTyrna, NnpeacTaBasiowero cobom CoOBOKYMNHOCTb CieAYyWnX CyLHOCTEN:

e WpeHntundwukartop (ID);

e [laponb.

55



XKXTAN.00050-03 90 02. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30nacHoCTU.
O6bwas yacTtb

NoeHTudpunkatop dopmupyetcs LleHTpoM Pernctpaumu n npeacrasnsieT cobon uenoe ymcno.

Maponb dopmupyetca LleHTpoMm Peructpaumm u npeacrtaBnsieT cobor CTPoOKy CUMBOJIOB
AONNHON 6.

Mapkep gocrtyna, cpopMMpoBaHHbIi LleHTpoM Peructpauunu, nepegaercs nonb3osatento nnbo
B npouecce peructpaumm (c wucnonb3doBaHnem APM 3ao4yHol (yAaneHHOW) perucrpaumu) no
3almeHHoMy KaHany nmbo coobulaeTca nosb3oBaTento aAMUHUCTPATOPOM.

APM  3apernmctpMpoBaHHOrO MoJib30BaTeNsi C MapKepHbIM AOCTYMNOM, Kak MNpaBuno,
NCNONb3yeTcs B ABYX C/ydasx:

e B npoueaype pacnpefesieHHOM perncrpauum nosb3oBaTtens, fnocne mucnosb3oBaHus APM
perncrtpauum nosib3osaTens;

e B C/lyyae nNOTepu Ko4va ayTeHTUduKauum (Npu KOMMNpoMeTaumn UAW B MHbIX Cy4dasax)
3aperncTpMpoBaHHOro MNofb30BaTeNs W HE WMEIoWEero BO3MOXHOCTM JIMYHOrO npubbiTus B
YpoctoBepsoowmni LleHTp 4na nonyyvyeHnsa Kiaoyen u cepTudukaTos.

APM 3apermcTtpMpoBaHHOr0 MoJib30BaTeNs C MapKepHbIM AOCTYNoM ¢yHKuMoHupyet B OC
Microsoft Windows 98 u Bblwe (c yctaHoBfieHHbIM MS IE 5.0 n Bbiwe). APM 3aperncrpmpoBaHHOro
nonb3oBaTens C MapKepHbIM AOCTYNOM B3auMoOAencTByeT C LleHTpoM perucrtpaumm no npoTOKONy
HTTP(S) c oaHOCTOpOHHEN (cepBepHOI) ayTeHTUdUKaumen.

APM 3apernctpupoBaHHOro nonb3oBaTtend C KJ4eBblM
AOCTYMNOM

APM 3aperMctpMpoBaHHOro noJsib30BaTeslss C K/4YEBbIM AOCTYNOM rMpedHa3HadeH Aans
BbIMOJSIHEHUS OpPraHM3auMOHHO-TEXHUYECKNX MEPOMNPUATUIA, CBA3aHHbIX C YMNpaBfieHWEM JIUYHOW
K/IOYEBON WHGpOpPMaUMEn U cepTudukatamMn, TakKMMUM KakK GHOpPMUpPOBaAHME paboumx Kawuven wu
3a89B/IEHVA Ha U3roToB/ieHMe CcepTUdUKATOB, 3asBIEHUA Ha aHHyJIuMpoBaHWe CcepTuduKaTos,
NpUOCTaHOBJIEHNE W BO30OHOBNEHUS AENCTBUSA, MNOJyYeHMEe M YCTaHOBKA CMMCKA OTO3BaHHbIX
ceptudunKaToB.

APM 3aperucrtpnpoBaHHOro rMosib3oBaTenst C KAK4YeBbIM AOCTynoM dyHkunoHupyetr B OC
Microsoft Windows 98 u Bblwe (c yctaHoBneHHbiIM MS IE 5.0 u Bbiwe). APM 3aperncrpmpoBaHHOro
nonb3oBaTtens C K/KYEBbIM AOCTYNOM B3auMMopencTtByeT C LleHTpom perucrpaumMm no MNpOTOKONY
HTTP(S) c ABYXCTOPOHHEN ayTeHTUdMKaunen.

NHTepdenc BHewHnx Mpunoxennn «Kpuntollpo YL»

MporpamMmMHoe obecneveHne LleHTpa Perncrpaumu peanmsosaHo B Buae seb-cepsuca. Beb-
cepBuc LleHTpa Permnctpaunmn 6a3mpytoTcs Ha Tpex OCHOBHbIX Beb-cTaHAapTax:

e SOAP (Simple Object Access Protocol) —npoTokon Ans NoCb1KM CoOobLWeHM No NpoOTOKONY
HTTP(HTTPS) n apyrmum Internet-npotokonam;

e WSDL (Web Services Description Language) — Ha s3blke Ans ONUCaHUA MPOrpaMMHbIX
nHTepdencos Beb-cepBncos;

e UDDI (Universal Description, Discovery and Integration) — Ha cTaHgapTe AN MHAEKCcauum
Beb-cepBMCOB.

Hanpumep, KkoHconb apgMuHucTpatopa LeHTpa Peructpauumn obwaetrcs ¢ cepBepoM
NpUIOXEHUS NyTeM Bbi30Ba METOAOB YyAaseHHbiXx o6bekToB no SOAP npoTokony, mcnonb3ys WSDL
onuncaHune Beb-cepsunca RA.wsdl.

LleHTp pernctpauum npenocTtaBasieT nporpaMMHbIn nHTepdenc BHEWHMX npunoxenun (UBIM)
Ana poctyna K dyHKUnoHanbHoctu LIP. TlporpaMMHbIn  MHTEpdhenc uncnonb3yeTcsd BHELWHUMMU
NPUNOXEHNAMM, KOTOpble MOryT BbICTynaTb B poOJsiM NOMb30BaTeNns WIN  aAMUHUCTpaTopa, B
3aBUCMMOCTM OT NpeaocTaBnsemMoro ceptudukara.

Ons obecneyeHns BbI30BOB yAasieHHbIX 06beKTOB € ncnonb3osaHmeMm SOAP npotokona LieHTp
Perncrtpaunun cogepxuTt cneumanbHyto ASP cTtpaHuuy «RA.asp» — obpaboTunk SOAP-3anpocos. 3TOT
06paboTtumk npuHumaetr SOAP 3anpockl, noctynatwowme no nportokonam HTTP unu HTTPS, B Buae
pokymeHToB XML. C ncnonb3osaHnem WSDL n WSML onucaHua Beb-cepsuca, oH npeobpasyeT ux B
BbI30Bbl 06bekTOB nNpunoxeHns COM+ LeHTpa Permnctpaumu. Mo OKOHYaHWIO BbI30Ba, OH MoOJlyyaeT
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BO3BpalllaeMble 3HaYeHusi, ynakoBbiBaeT ux B SOAP cooblieHne 1 OTNpaBaAseT ero KANEHTCKOM YacTu
NpUNoXeHus.

dakTndeckun, paspaboTka MPUNOXKEHUSA, KOTOPOMY HeobxoauMma ¢yHKUMOHaNbHOCTL LleHTpa
Perncrtpauun, cBoaMTCA K HanucCaHUO MporpamMMbl, KoTopas QoOpMUpyeT <«npaBuiibHble», B
cooTBeTcTBMM C WSDL onucaHuem, SOAP 3anpochbl, coaepxalwme Ha3BaHue Beb-cepBuca, nopTa,
BbI3bIBAEMOr0 MeTOAa, HaMMEHOBaHUA U 3HauyeHMs NnapaMeTpoB MeToza. [0TOM HeKOoTOpbiM 06pa3oM
3Ta NporpamMMma oTnpasnaseT nx rno npotokonam HTTP unm HTTPS Ha URL agpec RA.asp. B oTBeT 3Ta
nporpamMMa nosydaet SOAP oTBET C pe3y/sibTaTaMM Bbi30Ba, 3aTeM pa3bupaeT 3TOT NakeT U U3BNEKaET
BO3BpallaeMble 3Ha4YeHus.

Pexxumbl paboTbl «Kpuntollpo YL »

Pe>xuMbl perncrpauum nonb3oBartesnieil Yaocrosepsiouwero LieHTpa

MK «Kpuntollpo YL» o6ecneunMBaeT peanm3auuio Cneaylowmx pexuMoB permcrpaunm
nosb3oBaTenen:

LleHTpann3oBaHHbIN pexunm

Mpun LeHTpanan3oBaHHOM pexume perncrpaumm, naeHTndunkaums rnosib3oBartens
OCYLEeCTBNAETCA aAMUHUCTpPaTOpoOM YpaocTtosepsiowero LleHTpa Ha OCHOBaHMM  [OKYMEHTOB,
YAOCTOBEPSAIOLWMX JIMYHOCTb NOJSIb30BaTens, Npu JNYHOM NpubbITUN pErMcTpupyemMoro nosib3oBatens B
Y.

AOMUMHUCTpaTOp C wucnonb3osBaHuMem O APM agmumHuctpatopa LUeHTpa Perunctpauum
dopMUpyeT 3anpoc Ha perucTpaumio B 3/71eKTPOHHON dopMe OT MMeHW MNOoNb30BaTeNss U NpUHMMaeT
ero.

PacnpegeneHHbIn pexum

Pacnpep,eneHHbm PEXNM perncTtpaumm nonb3oBaTensd ABIAETCA ONuUMOHAJIbHbIM peXnMoM U
NUCnofb3yeTcs Mpu  HEeBO3MOXHOCTM (MO pasHbiM  MApWUYMHaM, B TOM 4YMCNe W MO TMpPUYUHE
3KOHOMMYECKON uenecoobpasHOCTM) permcrpaumm rnonb3oBaTenen B LeHTPaIM30BaHHOM pexXunMe.

MD,EHTVICI)VIKaLI,VIH nonb3oBaTtens ocyllecTBndaeTcs HOTapunycoMm nyTeMm coBeplieHuns
HOTapuaibHbIX LEeNCTBUi npwu 3aBepeHnn 3asaB/ieHNA Ha pernctpaunio nonb3oBaTesid, Ha OCHOBaHUU
AOKYMEHTOB, YAOCTOBEPALWUNX TNYHOCTb NOJZIb30BaTENA.

C nomouwbto MO APM perncrtpaunm nonb3oBaTesns perMcTpmMpyemMble Nosib3oBaTenn GopMmnpytoT
3anpocC Ha perncTpaumuio B 31eKTPOHHON dopmMe.

Peructpaumsa nonb3oBaTens B pacnpenesieHHoM pexume Ha YL ocyuwecTtsnsercd
aAMUHUCTpaTopoM Ypoctosepsawwero LleHTpa Ha OCHOBaHMM HOTapuasibHO 3aBEPEHHOro 3asiBJ/IeHUS
Ha permcTpaumio u 3anpoca Ha perncrpaumio B 3NEKTPOHHOM (opMe NyTEM MPUHATMA 3anpoca Ha
perncTpaumio B 3/1IeKTPOHHON dopmMe.

YnpaBseHue KAw4YaMum U ceptuduKataMym OTKPbLITbIX KJIIOYEN nosb3oBaTeneun
YpocroBepsitowero LleHTpa

LleHTpann3oBaHHbIN pexunm

Monb3oBatenn YL nonydawT kAOUM M cepTUdMKaTbl OTKPbITbIX K/tOYelnh y OTBETCTBEHHOro
coTpyAHuka (aamMuHucTpaTtopa) YU.

AAMWUHUCTPATOP BbIMOHAET Npouefypbl reHepauum Knoden n ceptuduKaToB nosb3oBaTesnen
Ha cBoeM paboyem mecTe € ucnonbsosaHuem MNO APM agmuHucTpatopa LleHTpa Perncrpauuu.

YrnpasneHne ceptuduKaTaMu MoNb30BATENE B TEUEHUM MUX XXUIHEHHOrO LMKNa, Takxke
OCYLLECTBAIAETCA aAAMMHUCTpaTopoM YLI.

PacnpeaeneHHblii pexuMm

lMonb3oBaTenu YpocrtoBepswwero LleHTpa caMoCToATeNbHO OCYLLEeCTBAAIOT npoueaypy
reHepauunm KNo4ven mn CbOpMMpOBaHMe 3anpocoB Ha cemechKaT OTKPbITOro KJito4a.

BbinonHeHne 3TMX npoueayp OCYLEeCcTBASETCAa C ucnosb3osaHnem APM 3apernctpmpoBaHHOro
rnosb3oBarens Ha pabouem mecTe.

MocTynatowmne 3anpockl Ha cepTudurKaTbl OTKPbITbIX KJOYElN Nosib3oBaTenen obpabartbiBatoTcs
aaMuUHUCTpaTopoM YL, c ucnonblosaHnem APM agmMnHuctpaTtopa LeHTpa Peructpaumu.

YcTaHoBKYy Ha paboyeM MecTe BbINyLEHHbIX CEPTUMOUKATOB OTKPbITbIX K/tOYel nofib3oBaTesb
OCYLLEeCTBNAET TakKXe C wucnonb3oBaHneM APM 3apeructpupoBaHHoro mnonb3osBatensd. Ha APM
3aperncTpMpoBaHHOro Mosb3oBaTesis NpeaoCcTaBNseTcs BO3MOXHOCTb OCyLecTBUTb (GopMuMpoBaHue
3anpoca Ha oT3bIB (MpUoCTaHOBIEHNE/BO306HOBNEHME AENCTBUS) CEPTUDMKATOB OTKPbITLIX KOYEN 1
Knoyen nposepku II1.
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MacwTtabupyeMocTb 1 npomnssoanTenbHoCcTb MK
«KpunTtollpo YL»

MacwTtabupyemocTtb

Hannune B coctaBe nporpaMMHoro obecneyeHumss LleHTpa Permcrpaumm nporpaMmMHoOro
nHTepdeiica ana paboTbl C BHEWHWMW NPUIOXKEHUSMU TpeTbux GUPM MO3BONSET Co34aBaTbh
WHTErpMpoBaHHble peLleHus.

MporpaMMHbIii MHTepdENC NpeaoCcTaBaeT BO3MOXHOCTb BCTPOUTb B CTOPOHHWE MpPOrpaMMHble
npoayKTbl (YHKUMM MO ynpaBneHuo obbekTamu LleHTpa Peructpaumm (yyeTHble 3anucu
nonb3oBaTtenien, cepTuduKaTbl, 3anpockbl OT MOMb30BaTeNe U T.4.). Takoe BCTpauBaHWe MO3BONSAET
ONTUMM3NPOBATb MHMOPMALMOHHbIE MOTOKM B MNpPUKAAAHbIX CUCTEMAxX 3a CYET COBMELLEHUS
peructpauuu nosb3oBaTeneil B MNPUKIAAHOM CUCTEME C  perucTpauueit nosnb3oBaTens Ha
YaocTtoBepsawweM LleHTpe, YyNpoLlleHMs aBTopu3aumMM aboHEHTOB B CUCTEMAX 3allULLIEHHOMO
OOKYMEHTO060pOTa M Tak Aanee.

Peannzaumss nporpaMmHoro wuHtepdgenca LeHTpa Peructpaumm C  KUCNOJIb30BaHMEM
3alUMLLEHHOr0 TPaHCMOPTHOro npoTokona TLS u cTporon ayTeHTuduKauMm B3aMMOAENCTBYHOLLNX
KOMMOHEHTOB Ha OCHOBe CepTU(dMKATOB OTKPbITbIX Ktoven, obecneunBaeT aBTOPM3aLUMIO KIMEHTCKUX
M CepBepHbIX YacTel WHTErpMpPOBAHHOIO TMpUIIOXKeEHNS U obecrneymBaeT KOHMWUAEHLMANbHOCTb
nepegaBaeMbliX AaHHbIX. TpeboBaHne obecneveHuss KOHDUMAEHUMANbLHOCTU nepefaBaeMblX AaHHbIX
MeXAy BHELHWUM npuoxeHueMm u LleHTpoMm Perncrtpaummn BO3HMKAET B CeACTBUKM TOrO, YTO B COCTaB
nepefaBaeMbliX AaHHbIX BXOAUT M MepcoHanbHas MH@OpMauus nosb3oBaTenen n mHbopmaums wm3
LOKYMEHTOB, perfnamMmeHTUMpyowWwmnx obcnyxmBaHme noib3oBaTens B NpMKIagHON CUCTEME.

Mooaepxka  Heckonbkmx  UeHTpoB  Pernctpauum B cocTaBe  OAHOrMO  KOMMJeKkca
Ypnoctosepstowero LleHTpa CTaHOBUTCSA akTyaslbHa B Clyvae Hanuums pasnundHbix BusHec-mopenen
yrnpaBneHns PperncTtpaumMoHHbIMKM  3anucsMM  Nonb3oBaTenel M UX KAK4YeBOM WHPopMaumn B
NpuKNagHblX CUCTEMaxX npeanpusaTus. M3MeHsAs HacTpolkuM UM pexuMmbl paboTel B LleHTpax
Pernctpauunn, ob6cnyxumBalowWwmMx COOTBETCTBYOWME MPUKNAAHbIE CUCTEMbl, B COOTBETCTBUW C
npeabssnseMbiMm  TpeboBaHMSAMUM  AOCTUraeTcsd ONTUMM3ALMS CUCTEMbl  YNpaBfieHUMs  yYeTHOWN
MHdopMaumMmn Nonb3oBaTenen, KIyamMmm u cepTM@PUKaTOB OTKPbITLIX KIOYEN 1 Kao4ern nposepku I,

B3aumogencrteme KOMMOHEHT YpoctoBepstowero LleHTpa nocpeAcTBOM — 3aWMLLEHHbIX
COEANHEHUM  C  MCMONIb30BaHMEM npoTokona HTTP(S) obecneuynBaeTr TeppuTOpUaAsbHO-
pacnpegeneHHyo Mogenb Ypoctosepswwero LeHTpa. Wcnonb3oBaHMe B KayecTBe CUCTEMbI
TeNleKOMMYHUMKaunii ceTb VMIHTEpHeT NO3BONSEeT 3HAUMTENbHO YAEeWeBUTb peasin3auuntd Takom Mopenm
YaocTtoBepsitowero LleHTpa 6e3 cywectBeHHOro ocnabnenms tTpe6oBaHuin No 6e30nacHOCTU.
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MpounsBoauTesIbHOCTb

C uenblo npoBeaeHUs  HE3aBMCUMOM  3KCMepTu3bl  NOTpebuTenbCKMX  CBOMUCTB MU
npoussoantTensHoctn MK "Kpuntolpo YU", OO0 "KPUMTO-MPO" (http://www.cryptopro.ru) n 3A0
"Ypoctosepsatowumii LleHtp" (http://www.nwudc.ru/) 3akaiounnam cornaleHne, B paMKax KOTOpOro Ha
TexHonornyeckonn 6asze 3A0 "YpocTtoBepsowmin LieHTp" cunamm cneumanuctoB KomnaHuu 6binm
npoBeAeHbl ucnoitaHusa MAK "Kpunrtolpo YL". Mporpamma 1 MeToamnka ucnbiTaHnin 6bina paspaboTtaHa
COBMECTHO crneuymanuctamm 000  "KPUMTO-MPO" wn 3A0 "YgocrtoBepsiowumin  LleHTp" n
npeaycmaTpuBana BbINOSIHEHME TeCTOB, MOATBEPXAAWWNX @YHKUMOHaNbHble BO3MOXHOCTM [TAK
"Kpuntolpo YLU", 3asBneHHbix npousBoauTeneMm. Takxe B paMKax 3TUX [OrOBOPEHHOCTEN
BbINOJIHANIMCb Harpy304Hble TeCTbl MO perncrTpaummn nonb3losatenen Ha «Kpuntollpo YL ».
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