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© 000 "KPUNTO-MPO", 2000-2012. Bce npaBsa 3aliMLlEHbl.

ABTOpPCKMWE npaBa Ha CpeAcTBa Kpuntorpaduyeckon 3awmnTbl MHGOpMaLMM Tuna
Kpuntolpo CSP wn 3kcnnyaTauuOHHYK AOKYMEHTauul 3aperucTpupoBaHbl B
PoccuinckoM areHTCTBe Mo naTeHTaM M TOBapHbIM 3HakaM (PocnaTteHT).

[OKyMeHT BXOAUT B KOMMJIEKT MOCTaBKW nporpaMmmHoro obecneyeHuns CK3U
Kpuntolpo CSP Bepcun 3.6.1; Ha Hero pacrnpocTpaHSalTCa BCE YC0BUSA
JIMLEH3MOHHOr0 cornaweHus. bes cneumanbHOro MUCbMEHHOrO paspelueHunst
000 "KPUMAOTO-MPO" AOKYMEHT WMAW €ro 4acTb B 3/IEKTPOHHOM WAW MeyvyaTHOM
BWAE He MOryT 6blTb CKOMUPOBAaHbI U NepeaaHbl TPETbUM IMLIAM C KOMMEPYECKO
uenbto.
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AHHOTaAUUS

HacTtoAwmnin [OKYMEHT COAEepXUT OnucaHue peanusaumm cpeactea Kpuntorpaduyeckon
3awmnTbl nHdopmaunm Kpuntollpo CSP Bepcumn 3.6.1 (CK3U XKTAN.00050-03) n cBepeHus o Tekyllem
COCTOSIHUM NPOAYKTa.

1. Ha3zHaueHne CK3U

CK3U XTAN.00050-03 obecneumBaeT BbINOSHEHWE CNEAYOWMX 3aLUNTHBIX DYHKUWA:

e aBTOpM3auuna u“ obecneyenHne ropm,qmquKon 3HAYNMOCTUN 3SNEKTPOHHbLIX AOKYMEHTOB
npu obMeHe UMW Mexay MoJib30BaTeNsIMU MOCPEACTBOM MCMOMb30BaHUS npoueayp hopMmpoBaHUsa m
npoeBepkn (c wucnonb3oBaHmeM cepTudumkaTos crtaHaapta X.509 YpocTtosepsiowero ueHTpa)
3/1eKTPOHHON NOAMNUCK B COOTBETCTBUM C OTEYECTBEHHbLIMU CTaHAAPTaMM:

FOCT P 34.10-2001. "WHpopmauymoHHass TexHosorus. Kpuntorpagpunyeckas 3awynta
uHpopmauun. lpoyeccbl GopMUPOBaHUS U MPOBEPKU 3/IEKTPOHHOM LM poBoi nognucm”.

FOCT P 34-11-94. "MHgopmaumoHHass TexHonorus. Kpuntorpagpuyeckas 3awynta
nH@popmaLnn. QyHKUNS X3LWNPOBaHUs".

e obecnedyeHne KOHOMAEHUMANBHOCTM WU KOHTPOAA  LENOCTHOCTM  MHdOopMauum
nocpeacTBoM ee WUdpoBaHMS W MMUTO3ALWMTbI, B COOTBETCTBMW C OTeYeCTBEHHbIM CTaHAApTOM
FOCT 28147-89 "Cucrembl 06pabotku nHeopmaunn. 3awmta kpuntorpagpuyeckas”;

e KOHTPO/b LEMIOCTHOCTU CUCTEMHOIO W MPUKIAAHOrO MPOrpaMMHOro obecneyeHuns Ans
€ro 3alWuTbl OT HECAHKLUMOHUPOBAHHOIO W3MEHEHMS WAM OT HaApyWeHWs MpaBUNbHOCTM
(YHKLUMOHNPOBAHNS;

e ynpaBsieHUA KNK4YeBbIMU 31EMEHTAMU CUCTEMbI B COOTBETCTBUU C pEr1IaMEHTOM;,

e obecneyeHne ayTeHTUdUKALMM CBA3bIBAIOLWMNXCA CTOPOH, KOHMOWUAEHUMANbHOCTU U
LLesIOCTHOCTU NepechbiyiaeMon MHOpMaLMn C UCMOb30BaHMEM cepTudmkaTos ctaHgapTa X.509;

e YCTaHOBNEHME QaYTEHTMYHOro 3alUMWEHHOr0 COeAMHEHUSs C  MCMNOoNIb30BaHMEM
npoTtokona Kpuntollpo TLS;

e 3awwuTa IP-coeamHeHnn ¢ mncnonb3oBaHueM npoTtokonos Kpuntollpo IKE, Kpuntollpo
ESP, KpunTtollpo AH;

e obecneyeHne KOHPUAEHLNANBHOCTU M KOHTPOS LLEeNIOCTHOCTM M aBTopulauuns daiiios
M MHPOPMALUMOHHbIX COObLWEHNI;

e obecneyeHne ayTeHTUdMKaAUMM ayTeHTUDMKaUMS nonb3oBaTens B gomeHe Windows.

MpuMmeuvaHme. IOpmanyeckas 3HaYMMOCTb 3/IEKTPOHHbLIX AOKYMEHTOB
obecneunBaeTca 3a cyeT PyHKUMOHUPOoBaHMA CK3U 1 ncnonb3yemMoro COBMECTHO
C HuM YL B cooTeBeTCcTBMW TpeboBaHuaMMK, npegbsBnsembiMm  depepasnbHbiM
3aKOHOM «06 3/71eKTPOHHOM mnoAnucu». Takxke, COrfacHO AAaHHOMY 3aKOHy, npwu
aBTOMaTM4YEeCKOM CO3A4aHWW W MNpOBepKe 3NeKTPOHHas NoAnMuUCb W cepTudukar
K/to4a  NPOBEPKW 3MEKTPOHHOW noanucy, cdhopMupoBaHHbIn YL, sABnatoTCS
KBanMdULMpOBaHHbIMU.

Ons  obecneyeHns co3paHuMsa  KBanMdUMUMPOBAHHOM  noanucuM B cpeje
dYHKUMOHMPOBAHMSA  KOMMJiekca cpeactsa Il go/XKHbI  yAOBNETBOPATH
cneaywwmm TpebosaHmam GegepasnbHOro 3aKOHa «06 3N1EKTPOHHOW NOAMUCU :

|..| e MOKasbiBaTb /MUy,  MOAMWUCHLIBAIOLWLEMY  3MIEKTPOHHbIA  AOKYMEHT,
== coaepxxaHue MHbopMaL MM, KOTOPYI OH MNOAMNUCHIBAET;

e co3paBatb Il TONbKO MOCNE MOATBEPXAEHUS JINLOM, MOAMUCHIBAOLLNM
3NEKTPOHHbIA AOKYMEHT, onepauumn no cosganHuio JM;

. OAHO3HAYHO NoKa3biBaTb, YTO DI1 co3aaHa;
Mpn nposepke I cpeactea Il AOMXKHbI:
e NOKa3sblBaTb COAEPXKAHME IMEKTPOHHOIO AOKYMEHTa, nognucaHHoro 3M1;

e nokasbiBaTb MHMOPMaALUUIO O BHECEHUWU M3MEHEHMIA B NoAnucCaHHbin Il
3NEKTPOHHbIN AOKYMEHT;

. yKasblBaTb Ha /MU0, C UCNOMb30BaHUeM kto4va Il KOTOporo noAnmMcaHbl
SNNEKTPOHHbIE AOKYMEHTDI.
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2. lNporpaMmMHo-annapaTHble cpeabl PyHKUMoHnpoBaHus CK3U

CK3M XTAN.00050-03 dyHKUMOHMPYET B CEAYOWMX MporpaMMHO-annapaTHbIX cpeaax:
=  Windows 2000 (ia32);
=  Windows XP/2003/Vista/2008/7/2008R2/8/2012 (ia32, ia64, x64).
= Linux Standard Base ISO/IEC 23360 (ia32, x64), nporpaMMHo-annapaTHbie cpeabl,
yaosneTsopsitowme ctaHaapTy LSB 4.x:
CentOS 5/6 (ia32, x64)
Fedora 16/17 (ia32, x64)
Linpus Lite 1.3 (ia32)
Mandriva Server 5 (ia32, x64)
Oracle Enterprise Linux 5/6 (ia32, x64)
Open SUSE 12 (ia32, x64)
Red Hat Enterprise Linux 5/6 (ia32, x64)
SUSE Linux Enterprise 11 (ia32, x64)
Ubuntu 8.04/10.04/11.04/11.10/12.04 (ia32, x64)
ALT Linux 5/6 (ia32, x64);
Debian 6 (ia32, x64);
FreeBSD 7/8/9 (ia32, x64);
Solaris 10/11 (sparc, ia32, x64);
AIX 5/6/7 (Power PC);
Apple iOS (ARM);
Mac 0OS X (x64).

3. NcnonHeHnunsa CK3U

CK3U XTAN.00050-03 BbINyCKaeTCH B LWECTU UCMOSTHEHUSAX:

UcnonHeHume 1 knacca 3awmtbl KC1 BbINO/HEHO B COCTaBe:
Kpuntonposanaep;
Kpuntogpamneep;
MoAy/1b ceTeBOM ayTeHTuduKauum (TLS);
MoAyNb ayTeHTudumKaumm nonb3osaTtens B foMmeHe Windows;
moaynb npotokonos Kpuntolpo IKE, Kpuntolpo ESP, Kpuntollpo AH;
mMoayb wudpyrowen dannoson cnctembl Kpuntolpo EFS (OC Windows);
MOAY/lb KOMaHAHOW CTPOKMW;
MoAy/1b noaaepXkn nHtepdgerica Microsoft CNG;
MoAy/1b NoaaepXkn nHtepdgerica Mozilla NSS;
cepBucHble moaynu (cpverify, wipefile, stunnel)
N HGYHKUMOHUPYET B NporpaMMHO-annapaTHbIX cpeaax n.2.

UcnonHeHne 2 knacca 3awmtbl KC2 BbIMOMHEHO B COCTaBe McnosiHeHust 1 ¢ gobaeneHunem
YTUNUTbI BbipaboTKM BHELLUHEN raMMbl, 1 PYHKLUMOHUPYET B NporpaMMHo-anmna-
paTHbIX cpegax n.2 3a ncknwdeHmem Apple iOS (ARM) n Mac OS X (x64).

UcnonHeHume 3 (ceptnudunumpoBaHo) knacca 3awmTbl KC3 BbINOMHEHO B COCTaBe:
KpunTtoaparieep;
KpMNTOCEPBMUC;
MOAY/b ceTeBol ayTeHTudumkauum (TLS);
Moaynb wudpytowen darnosoi cuctemol Kpunrtolpo EFS (OC Windows);
MOAY/lb KOMaHAHOW CTPOKM;
yTUnuTa BblpaboTKN BHELUHEN raMMmbl;
CepBUWCHble NMpPOrpamMmbl




XXTANM.00050-03 90 01. Kpuntollpo CSP. OnucaHue peanunsaumu

M OYHKUMOHMPYET B MporpaMMHoO-annapaTHbiXx cpegax Windows XP/2003
(nnatdopma ia32, x64).

c nakeTtoM Secure Pack Rus Bepcum 2.0.

UcnonHeHune 4 knacca 3awntbl KC3 BbINOHEHO B COCTaBe:
Kpuntoapaneep;
KpUnNToCcepBuc;
MoAy/1b ceTeBOM ayTeHTUdukauum (TLS);
MoAyNb ayTeHTudumKaumm nonb3losatens B AoMeHe Windows;
mMoaynb npoTtokosos Kpuntolpo IKE, Kpuntollpo ESP, Kpuntollpo AH;
mMoayb wudpyrowen dpannoson cnctembl Kpuntolpo EFS (OC Windows);
MOAY/lb KOMaHAHOW CTPOKMW;
yTUAUTa BblpaboTKN BHELUHEN raMMbl;
CEepBUCHblE NPOrpammsl

N PYyHKUMOHUPYET B MporpamMmHo-annapaTHbix cpegax Windows XP/2003
(nnatopma ia32, x64) c naketom Secure Pack Rus Bepcunm 2.0,
Windows XP/2003/Vista/2008/7/2008R2 (x86, x64) c naketoM Secure Pack
Rus Bepcuu 3.0.

UcnonHeHnue 5 (ceptudurumposaHo) knacca 3awmntbl KC3 BbINOMHEHO B COCTaBe:
Kpuntogpamneep;
KpUnTocepsuc;
MoAyNnb ceTeBOn ayTeHTudukaumm (TLS);
mMoaynb wudpytowen dannoson cuctemol Kpuntollpo EFS (OC Windows);
CepBUCHble NPOrpammsl;

N QYHKUMOHMPYET B  MporpaMMHo-annapaTHbix  cpegax  Windows
2000/XP/2003 (nnatdopma ia32), Windows XP/2003 (nnatdopma x64) c
nporpaMMHbIM ob6cneveHmem C3U Secret Net 6.

UcnonHeHune 6 knacca 3awntbl KC3 BbINOHEHO B COCTaBe:
KpunTtoapareep;
KpMNTOCEPBMUC;
MOAyNb CETEBOW ayTeHTUdmKauum;
moaynb npotokonos Kpuntollpo IKE, Kpuntolpo ESP, Kpuntollpo AH;
mMoaynb wudpytowen dannoson cuctemol Kpuntollpo EFS (OC Windows);
CepBUCHbIE NPOrpamMmsl;

N QPYHKUMOHUPYET B  MporpaMMHo-annapaTHbix  cpegax  Windows
2000/XP/2003 (nnatdopma ia32), Windows XP/2003 (nnatdopma x64) c
nporpaMMHbIM obecrneyeHmnem C3U Secret Net 6.

UcnonHeHue 7 knacca 3awutbl KC1 BbINOSIHEHO B COCTaBE:

KpunTonpoBanaep, obecneumsatowmii peanmsaumio OYHKUUIA INEKTPOHHOM
noanucu;

MOAY/b ayTeHTUdMKaummn nonb3osatens B goMmeHe Windows;
MOAYJ/Ib KOMaHAHOW CTPOKM;

MOAY/Nb NoAAepXKM uHTepderica Microsoft CNG;

cepBucHble moaynu (cpverify, wipefile)

n OYHKUMOHMPYET B NpOrpaMMHoO-annapaTHbIX cpeaax n.2 u npefHasHavyeHo
TONbKO AN POPMUPOBAHUSA U NMPOBEPKM MOATMUCH.




XXTANM.00050-03 90 01. Kpuntollpo CSP. OnucaHue peanunsaumu

4. OcHoBHble Xapaktepunctukmn CK3U

4.1. Pa3Mepbl KO4en

Pasmepbl KAtoYelr 31eKTPOHHON NOAMNCH:

e  KJIOY 3NEKTPOHHOM noanucu — 256 6uT;

e KJIHOY MPOBEPKMN 3/IEKTPOHHON noanucm - 512 6uT.
Pa3smepbl KntoYeln, ncnonb3yemblX Npu WUOpPOBaHUN:

e 3aKpbITbI KNOY — 256 6uT;

e OTKpbITbIN K/toy - 512 6uT;

e CUMMMETPUYHbIN KoY — 256 6UT.

4.2. Twnbl KNOYEBbIX HOCUTENEN

Ncnonb3ytoTcs Kao4eBble HOCUTENU:

rMg 3,5";

USB aucku

3NEKTPOHHbIN KoY € MHTepdencom USB (e-Token);

CmapTtkapTtbl PUK, Ockap, Marucrtpa

naeHtTnoukatopbl Touch-Memory DS1995 - DS1996 ¢ ucnosb3oBaHMeM YCTPOMCTB
Akkopa-AM/[3, aneKkTpoHHbIN 3aMok "Cobonb";

e Rutoken;

e Pazpen HDD M3BM (B OC Windows — peecTtp)

Ncnonb3oBaHMe  KOYEBbIX HOCUTENEeW B  3aBUCMMOCTM OT MNporpaMMHO-anmnapaTHOM
nnatdopmbl, cMm. XTHAN.00050-03 30 01. CK3WM "Kpuntollpo CSP". ®opmynsap, n.n.
3.8, 3.9.

Mpumeuanme 1. B coctaB ancrtpubytnea CK3U XTHAN.00050-03 BxoasaT
6nbnnotekn nogaepx K BCeX NepevyncneHHbIX HoCUTeNnemn, Ho He BXOAST
aparsepbl ansa OC. No BonpocaM NonyyeHus apanBepoB Heobxoanmo
obpalaTtbCa K Npon3BoAUTENSAM COOTBETCTBYHOLLNX YCTPOWCTB.

MpuMeuvaHue 2. [JonyCKaeTCsd XpaHeHMe 3aKpbITbiX KAOYEN U KIOYen

"__!__!_“ noanucu B peectpe OC Windows n B pasgene HDD (B cnyyae apyrux
OC) npu ycnoBum pacnpoctpaHeHus Ha HDD wnu N3BM c¢ HDD
TpeboBaHu No obpaleHnto C KIYEBbIMUA HOCUTENSIMU, B TOM YUCTE U
nocne yganeHus Kw4en u3 peecrpa.

MpumeuaHue 3. Bonpoc 06 MCNONb30BaHWKM KIOYEBLIX HOCUTENEW
ApYyrux TUNOB AoSXeH cornacosbiBaTbcsi ¢ OO0 "KPUMTO-TMPO".
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5. Peanunzauuna Kpuntollpo CSP

5.1. Ctpyktypa CK3U
Ctpyktypa CK3WM Kpuntollpo CSP v. 3.6.1 (OKTAN.00050-03) npeacraBneHa Ha puc. 1.

.I; . Oumepanmoraan cECTEMA Q::Ji I
| it
i
| Harepdeiic SSPT | | BHacpeinaoc |
Ipanexenne
Ko tzs |1
Epaorollpe IKE - m*
v Cl'}‘]ﬂ-“-(“‘ll-"g = l(D\i'--lfe (Unix) ;
a
) " PKCS#11 MMratse
ﬂ | l-" _ ( EOCETRTEH
I qu)@i:EjpEmﬂpu(ﬂ  poetenn G et e —— .,
EufamoTexn dll, ASN.1 a1
cepancas, ~
apaiisepur | L~ — I ::mpaﬁo::
Kpamrrollpo CSP
Ilasens ynpapieHnEs I
i
| nacy | Carre chopa O T
¢ IIK3H
I BmolICY |
Hnpo omepanHoHE0E CHCTEMEL
I ST I]ﬁunnm TaMME I
| =T ) Jpaiieep CSP
Hoempos nenucrEecrE THO Ap JpaEeep
' ' [Pe=r ) [t
I Cecresia HE 3amETs I
| corom opmm e | CK3H yposas sapa OC
CK3H Pac. 1. Crpyxrypa CK3H "Kprmrrollpo CSE” v. 3.6.1

5.2. CoctaB nporpaMmMmHoro obecneyveHnsa CK3U
CK3WU pyHKUMOHMPYET Ha OAHOM M3 ABYX YPOBHEN:

- YPOBEHb MPUNOXKEHUSN;

- yposeHb sgpa OC.
B coctaB CK3U BXoaAT:
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Bbubnuoteku dll, cepsucel, gparsepbl Kpuntolpo CSP.

Moaynb ceteBol ayteHTUdmKkaumm Kpunrtollpo TLS.

Moaynbe IKE ansa ucnonb3soBaHus B npotokone Kpuntollpo IPSec.
Moaynb KpunTtollpo Winlogon.

Kpuntorpadgunyeckun nHrepdgeric Kpuntollpo CSP.

MporpaMMHbIN gaTumk cnydamHbix ymucen (MACY) ¢ nHcTannsauuen ot pusmyeckoro ACYH
(®ACH) BcTpamBaeMoro nporpaMMHo-annapaTHoro komnnaekca (MAK) 3awmtel ot HC/L,
BuoCH, BHELWHEN raMMbl.

MAK 3awmntbl oT HCA (B ncnonHeHunax 2 - 6).

KOHTpO/b LEeNnoCTHOCTM NporpaMMHOro obecneveHums.
CucremMa MHXeHepHO-Kpuntorpadnyeckon 3almTol.
Cuctema 3awmTtbl oT HCA (Mcnonb3yeTcs OnuMoHanbHO).

5.3. CoctaBs SDK CK3U

B coctaB SDK CK3W BXOAAT AOKYMEHTbI, ONUCbIBaoWNE nHTepdencol:

CSP_3_6.chm
CAPILite_3_6.chm
SSPI_3_6.chm
reader_3_6.chm

Mpumepbi:
rdk
samples

B coctas Kpuntollpo EFS (OKTSM.00051-01 30 01) BXOAUT AOKYMEHTaUUSA:

cpefs.chm

B coctas KpunTtollpo IPSec BXoaUT AOKYMEHTauns:

ikespah.chm

5.4. CoctaB nporpammHoro obecneyveHus NK3n1
B cocTtaB MK3W BX0AAT KOMMNOHEHTbI:

Mpunoxexune (MpuknagHoe nporpaMMmHoe obecneveHune, ncnonbsyouee CK3N).

NHuTepderic SSPI (nogMHOXeCTBO MHTEpdENCca KpunTorpaduyeckmx npoToKoIoB
Secure Support Provider Interface (SSPI, CryptoAPI v. 2.0) ana peanusaunu
npoTokona ceteBon ayteHTudmkaumm TLS v. 1.0 (noa ynpasnenmem OC
Windows2000/XP/2003/Vista/2008/7/2008R2).

Moaynn Hactponkun OC Windows ans obecnevenus pyHKumoHnposaHus CK3U.
Nutepdelic CryptoAPI 2.0.

CpenctBa Crypt32(Win32,64) pans obecneveHmss paboTbl C cepTudumkatamm C
ncrnonb3oBaHneM nHtepgenca CryptoAPI 2.0 yepe3 kpunTtorpaduyecknini nHTepdeinc
Kpuntolpo CSP noa ynpasneHnem OC Windows2000/XP/2003/Vista/2008/7/2008R2.

CpenctBa Capilite - gna obecnevennsa paboTbl ¢ cepTudumkatamMm C MCNOb30BAHUEM
mHTepdenca CryptoAPI 2.0 yepe3s kpuntorpaduveckmun mHtepdenc Kpuntollpo CSP
noa ynpasneHnem OC cemencTtea UNIX (Linux , FreeBSD, Solaris, AIX).

KpunTtorpaduuecknin nntepdeinc Kpuntollpo CSP.
LTaTHble MHTEepdENChbl KIOYEBbLIX HOCUTENEN.
ASN.1 - cucrtema KognMpoOBaHUs/neKoANPOBaHMA AaHHbIX B popmaTtax ASN.1.

CoctaB mogynen CK3UM wn TMK3W pna COOTBETCTBYIOWMX MpOrpamMMHO-anmnapaTHbIX cpej
KOHKpeTu3upyetca B gononHeHusax XTAM.00050-03 90 02-01, XT4AKM.00050-03 90 02-02,
XTSAKM.00050-03 90 02-03, XKTAN.00050-03 90 02-04, XTHAMN.00050-03 90 02-05, XKTAN.00050-03
90 02-06, >XTAWN.00050-03 90 02-07 k gokyMmeHTy >KTSAM.00050-03 90 02. Kpuntollpo CSP.
PykoBoacTtBo agMumHucTpaTtopa 6esomnacHoctn. Obwas JyacTb.
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OCHOBHOM apxuTekTypHon ocobeHHocTblo CK3WN Kpuntollpo CSP saensetcs 1o, yto MK3UN He
MMeeT HenocpeAcTBEHHOro A0CTyna K K/OYEBOW U KpunTorpaduyecku 3Hadnmon unHdopmaumun. Bece
onepaumn C 3aKpbITbIMU U CECCUOHHbLIMU (CUMMETPUYHBIMU) KOYaMU, He3aBepLUEHHbIMU 3HAYEeHUSMU
xew-MOyHKUMIA M T. M. OCYLLECTBMSIOTCA 4Yepe3 AeCKPUNTOPbl COOTBETCTBYHOLIMX OOBLEKTOB; AECKPUMTOP
obbeKTa He coAepXUT ero agpec B ABHOM BUAe.

6. lNMpumeHeHne CK3UN XXTAN.00050-03

Bo3MoxHbI cnegyowme npumeHeHns Kpmuntollpo CSP:

1. MpumeHenne Kpuntollpo CSP B cocTaBe CTaHAAPTHOrO MNpOrpaMMHOro obecnedyeHus
Microsoft n Apyrmx KoOMMNaHWiA, MWCNONb3YKOLWMUX KpunTorpaduyecknin mHTepdenc B
COOTBETCTBUMU C apxuTekTypon Microsoft.

2. BctpamBanHme Kpuntollpo CSP BO BHOBb pa3pabaTbiBaeMoe WM CylecTByloLlee
npuknagHoe nporpaMmmHoe obecrnevyeHue.

7. Wcnonb3oBaHne CK3U B cTaHAApTHOM NpOrpamMMHOM
obecneyeHnmn

MporpamMMHoe ob6ecnedyeHne CK3M XKTAM.00050-03 no3BonsieT MCNOMb30BaTb POCCUNCKNE
KpunTorpaduyeckmne anroputMel U cepTuduKaTbl OTKPbITbIX Kaoden ctaHgapta X.509 ¢ pa3nnyHbiM
nporpaMMHbiM obecneyeHnem Microsoft:

e LleHTp Ceptndmkaumnm - Microsoft Certification Authority, Bxoaswwun B coctaB Windows
2000 Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008R2.

e DnekTpoHHas noyta - MS Outlook (Office 2010, Office 2007, Office 2003, Office XP, Office
2000).

e DnekTpoHHas nouyta - Microsoft Outlook Express B coctaBe Internet Explorer, lMouTta
Windows Mail, Live Mail.

e Microsoft Word, Excel, InfoPath ns cocrtaBa Microsoft Office 2003, 2007, 2010 (c nomMowbto
nnarnHa KpunTtollpo Office Signature).

e CpeactBa KoOHTpons uenoctHoctn [10, pacnpocTpaHseMoro no cetu - Microsoft
Authenticode.

e Cnyx6bl TepmnHanos ana Windows 2003 Server, Windows 2008 Server, Windows 2008R2
Server (BKAKOYas W3 cnyx6 TepMnHanoB).

e 3awwuta TCP/IP coeamHeHuir B ceTn MIHTepHeT - npoTtokon TLS/SSL npu B3aMMoAencTBUM
Internet Explorer - web-cepep IIS, TLS-cepBep, TLS-knueHT (IE).

e SQL-cepsep.

e ISA cepsep.

e Cepep TMG

e Cepsep UAG.

e CepBep TepMunHanos u knmeHt (RDP).

Moa ynpasnennem UNIX-nogo6Hbix OC CK3U XTAN.00050-03 Kpuntolpo CSP ncnonb3ayetcs
C NporpaMMHbIM obecnevyeHmnem:

Certmgr (Kpuntolpo Certmgr).

CryptCP.
Apache Trusted TLS (Digt).
Trusted TLS (Digt).

Poccuiickne kpuntorpaduyeckme anroputMbl M cepTudMKaTbl OTKPbITbIX Katoden X.509
MCNONb3YIOTCS C YKasaHHbIM MpPOrpaMMHbIM obecnevyeHneM B COOTBETCTBMM C MEXAYHApPOAHbIMU
peKkoMeHAaunsMun:

e "Using the GOST R 34.10-94, GOST R 34.10-2001 and GOST R 34.11-94 algorithms
with the Internet X.509 Public Key Infrastructure Certificate and CRL Profile"
(rfc4491) onucbiBaeT MCNOMb30BaHNE POCCUNCKUX KpUATOorpaduyeckmux anropuTtMoB B
MHDPACTPYKTYpe OTKPbITbIX KoYen wuHTepHeT (PKIX, Internet X.509 Public Key

10
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Infrastructure). B naHHOM AOKyMeHTe onwucaHbl opMaTbl NpeACTaBAeHUs OTKPbITbIX
knoyen 3l1, MCnonb3yeMblX A8 CO34aHUSA CepTUMUKATOB OTKPLITbIX KOYen U
CMNCKOB  OTO3BaHHbIX cepTudukatos X.509, wuaeHTUdUKaTOpbl  aNropuTMOB,
COOTBETCTBME NapaMeTpoB KpUATorpapuyecknx anroputMoB nx naeHTndmKaTopam.

e "Additional cryptographic algorithms for use with GOST 28147-89, GOST R 34.10-94,

GOST R 34.10-2001, and GOST R 34.11-94 algorithms" (rfc4357) onucbiBaeT
[OMOMHUTENbHbIE  anropuTMbl, HeobxoamMble Ans  ucronb3oBaHms [OCT 28147-89,
FOCT P 34.10-2001 u ITOCT P 34.11-94. B uncno 3TUX AOMNOSIHEHUI BXOAAT: PEXUMbI
[OMNOJSTHEHNSA AaHHbIX Ansa 6noyHoro wudposaHus no NOCT 28147-89 n CBC, 65104Hoe
wndpoBaHne c 3auenneHneMm (pexum wudposaHus CBC), knouveBoe X3WMpOBaHWe
(HMAC Ha 6asze TOCT P 34.11-94), npeobpasoBaHue K/to4a M CUMHXPOMOCLUIKM Mocse
0b6paboTkmn ouepegHbix 1 K6 pAaHHbIX, reHepaumsi NCeBAOCTyYaliHOM MOCNenoBaTebHOCTU
(aHanor PRF Ha 6a3e HMAC), ¢dopmMumpoBaHune kntova obMeHa (cornacoBaHus) Ha 6ase
FOCT P 34.10-2001, dopmMupoBaHme KIlYa 3Kcnopta paboyero  Kiwoua,
avBepcudukaumsa ki4da, akcnopT pabodero Kaw4va Ha KK4Ye 3KCnopTa, IKCNopT
paboyero knaw4a Ha knove obmeHa, Habopbl CTaHAapTHbLIX MapamMeTpoB asirOpPUTMOB
(HanpuMmep, AnA WKUMPOBaHUA - Yy3en 3aMeHbl, PexuM LWNPPoBaHUA, anroputMm
YCNOXHEHUS KtoYa), 3a4aBaeMble naeHTndmkaTopamu.

e "Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94 and GOST R 34.10-

2001 algorithms with the Cryptographic Message Syntax (CMS)" (rfc4490)
ONMCbIBAaeT MCMNOSIb30BaHWE  POCCUMUCKMX  KpUNTOrpaduyecknx anroputMoB B
AOKyMeHTax, yaosneTsopsawowmx craHgapty CMS (Cryptographic Message Syntax), B
YaCTHOCTM, NpMMeHAeMOM ans obmMeHa 3aWnWEHHBIMN COOBLLEHNSAMN MO SNEKTPOHHOM
noyte M SBNAKOWMMCA CTaHAApPTOM Ha MpeAcTaBfieHWe 3NEeKTPOHHOro AOKyMeHTa B
3alMLEHHOM BUAEe C MCMNOSIb30BAaHUEM 3/IEKTPOHHOM noanmMcn w wudpoBaHusa. Ons
wndpoBaHHbIX coobleHnr onucaHbl oba BapuaHTa: Ob6MeH KK4YaMu U TpaHCnopT
kntoda (key agreement n key transport).

e [MpoekT "Addition of GOST Ciphersuites to Transport Layer Security (TLS)" (draft-

chudov-cryptopro-cptls-01.txt) sasnsercas pononHeHmem K cneundukaumm RFC
2246 B 4acTuM onucaHUs NMPUMEHEHUS POCCUICKUX anropuTMoB. [poTokon TLS(SSL)
LUMPOKO WCMOMb3yeTCcs ANA 3aluTbl CETEBbIX COEAWMHEHWN, W, B 4YaCTHOCTWU, AN
3almleHHoro agoctyna kK Be6-cantam (HTTPS). [OKYMEHT OMNWUCbLIBAET uYeTbipe
MexaHu3Ma (Cipher Suites), peanusylowmnx KatoyeBble NPOTOKOJIbI MPU UCMOAb30BaHUMN
OTKpbITbIX Kkntoven [OCT P 34.10-2001. TllepBble ABa WCMNONbL3YHOT WKUPpPOBaAHME
FOCT 28147-89 ” KOHTpPONb ULEJIOCTHOCTU C MOMOLLbIO WMMUTOBCTABKWU, TPETUA U
YETBEPTbI HE MCMNONb3YIT WN@dPOBaHME U KOHTPOJUPYKOT LENOCTHOCTb C MOMOLbLO
kntoderoro xewa (MAC) Ha ocHoBe anroputma NOCT P 34.11-94.

e [poekT "Using algorithms GOST R 34.10-2001, GOST R 34.10-94 and GOST R 34.11-

94 for XML Digital Signatures" (draft-chudov-cryptopro-cpxmldsig-00.txt)
ABNSIETCS [AOMOJSIHEHMEM K CYLIECTBYHOLEMY AOKYMEHTY, OMUCbIBAKOWEMY MnpaBuna
npumeHeHnsa 2 B pokymeHTax ¢opmata XML "XML-Signature Syntax and
Processing", npuHsaToMy koHcopumymom W3C, B 4acTu MCMNOSIb30BaHUS POCCUNCKUX
anIrOpnUTMOB 3NEKTPOHHO-UMMPOBOIM NMOAMNMUCH.

8. Ncnonb3oBaHne CK3W ¢ nporpaMMHbIMKN NpoAyKTaMu
pa3pabotkn OO0 «KPUMNTO-MPO»

MporpammHoe obecneveHne CK3U XTAN.00050-03 mMoxeT MCMONb30BaTbCA C MPOrpamMMHbIMU
npoayktamm paspabotkn OO0 «KPUMTO-MPO»:

«KpunTollpo YU»;
«Kpuntollpo OCSP»;
«Kpuntollpo TSP»;
«KpnnToAPM»,

«CryptCP>»;

«Knunent Kpuntolpo HSM».
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9. BctpamBanune CK3U

Apxntektypa CK3U XTHAN.00050-03 obecneumBaeT BO3MOXHOCTb €ro BCTpamMBaHus B
pa3/inyHble NporpaMMHo-annapaTtHble cpeabl.

CK3W moxeT 6bITb UCN0b30BaHO NPUKAAAHBLIM MPOrpaMMHbIM obecrneyeHmnemM C NOMOLbIO
3arpyskum moayns Bbi3oBoM pyHKuum LoadLibrary(). Ana 3Tux uenen B KOMMNIEKT NOCTaBKU
BKtOYaeTcs AokyMeHT "XXTAM.00050-03 90 05. Kpuntollpo CSP. PykoBoacTteso nporpammucra”,
onucelBaowWwmi coctas dyHKUNMM 1 Tectosoe MMO. Mpu Takon peanusaunu npuknagHomy MO goctyneH
JNWb OrpaHMYeHHbIn Habop HM3KOYPOBHEBbLIX KpUNTorpapuyeckmx MyHKLMUN, COOTBETCTBYHOLNI
nHTepdeicy Microsoft CSP.

Mpun ncnonb3oBaHmn CK3MN noa ynpasBaeHmneM ornepaumnoHHomn cucrtembl iOS 3arpyska
6mbnmnotek npu nomowm dyHkumm LoadLibrary() HeBo3MOXHa. [na 3TON OnepaumoHHON CUCTEMbI
BCTPanBaHWe AO/KHO NPOM3BOAUTLCS B COOTBETCTBMM C AOKYMEHTaumMeln, BXxoaslen B COCTaB
dpenmBopka ans paspabotku. MNporpaMMHblii MHTepdenc, npegocTtasnsaembii CK3W nog ynpaBneHuem
iOS, Takxe onucaH B AokyMeHTe "XKTAN.00050-03 90 05. Kpuntollpo CSP. PykoBoacTBO
nporpamMMmucta"” n cooTBeTCTBYET UHTepdelicy Microsoft CSP.

10. Ncnonb3oBaHune nHtTepdenca CryptoAPI 2.0.

CK3M XTSAN.00050-03 moxeT 6bITb NCNONB30BAHO MPUKIAAHBbIM NPOrpaMMHbIM obecnevyeHmnem
(kak n nwbon apyron kpunTonpoBanaep, noctasnsembii ¢ OC Windows) uepe3 uHTepdeinc
CryptoAPI 2.0 (onucaHue - B gokyMeHTaumm MSDN - Microsoft Developer Network). B sTom
cny4yae cnocob Bbibopa kpuntorpadmyeckoro aaropmtma B NpukKIagHoOM NporpamMMHOM obecnevyeHumn
MOXeT onpeaensaTbcs uHdbopMaunen, cogepxallencs B ceptudmnkaTax oTKpbITbiX ktoven X.509.

Ncnonb3oBaHue nHtepgeica CryptoAPI 2.0 B OC Windows npecneayet uenu:

e obecneveHne AN NPUKIAAHOrO YPOBHSA AOCTymna K KpuntorpaduyeckmMm yHKUMAM
(reHepaums KNo4en, dopMupoBaHue/npoeepka 3/1EKTPOHHOM noanucu,
wndposaHme/pacwmndpoBaHne AaHHbIX). DTa Uesb AOCTUrAaeTcs nyTeM M30/MPOBaHMSA NPUKIAAHOMO
YPOBHSI OT YypOBHS peanu3auum Kpuntorpadpuuecknx @yHKUnin. [py  3TOM  MPUKNAL4HbIM
MPOrpaMMmMCTaM He HYXXHO AeTasibHO M3y4aTb O0COB6EeHHOCTU peanm3auum TOro WM MHOrO anroputMa
WM N3MEHATb KOA B 3aBUCMMOCTM OT aaropurtMma.

e V30/MMPOBaHWE MPUKNAAHOMO YPOBHSI OT YPOBHSA KpunTOorpacduuyeckmx @yHKUUA C
BO3MOXHOCTbIO WCMOSIb30BAHUSA pPa3HbIX anropMTtMOB B Pas/iMuHbIX MX peanus3auuax, BKIOYas
annapaTHble.

Ha Unix-nnatgpopmax [MMK3WM pononHUTENbHO KOMMIEKTYyeTcs Moaynem capilite, koTopbi
COOTBETCTBYET MOAMHOXeCTBY WHTepdenca CryptoAPI 2.0 u obecneumBaeT Te Xe WHTepdelcHble
dyHKkumn B 3Tnx OC, uto n B OC Windows.

10.1. BasoBble kKpunTorpadumnyeckme pyHKUNn

K 6a30BbIM PyHKLUAM OTHOCATCA:

e ®DYHKUMM nHMUManusaumm (paboTbl C KOHTEKCTOM). DTN YHKUMN NpeaocTaBnsoT
NPUIOXEHMNIO BO3MOXHOCTb BblbpaTb oOnpeAeneHHbIt KpunTonposBanaep no TUMAY MMEHW UAKW MO
Tpebyemoit PyHKLNOHANbHOCTH.

e @MYHKLUMMN reHepaumum karouen. 3Tn PyHKUMM npefHasHadeHbl ana hbopMnpoBaHus
N XpaHeHUs KPUNTorpaduyecKnx Kno4ven pasnmyHbiX TUMOB.

¢ ®dyHKUMM o6MeHa kKAw4YaMMU. DT GYHKUMM npefHasHayeHbl Ans Toro, 4tobbl
NPUIOXEHUS MOIIM OBMEHUBATbCS Pa3NMYHbIMKM TUNAMWU KAOYEBOM WHbOpMaumm ang obecneyeHus
B3aMMOAENCTBUS Mexay cobon.

Mo ceoen dyHKUMOHaNbHOCTK 6as3oBble PyHKUUM Ay6ANPYIOT HU3KOYPOBHEBLIM MHTepdeic
CSP.
10.1.1. dyHKUMM KOANPOBAHUS/AeKOANPOBAHUS

JaHHble GyHKUMKM npegHasHadeHbl Ans npeobpasoBaHus (KOAMPOBaHUA) W3 BHYTPEHHEro
npeacraBneHns obbekToB, mcnosbdyembix B CryptoAPI, Bo BHelwHee npeacrtaBneHue mn obpartHo. B
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KauyecTBe BHELIHero npeacraBreHnsa o6bekToB wucnonblyetcs dopmat ASN.1 (Abstracy Syntax
Notation One), onpegeneHHbii cepuen pekoMeHpaumit X.680. K 3Ton xe rpynne ¢dyHKUMN MOXET
6bITb OTHECeH Habop YHKUUN, NO3BOMSAOWMX paclWnpuTb GyHKUMOHanbHOCTbL CryptoAPI 2.0 nytem
peanusaumm u permcTpauum co6CTBEHHbIX TUMOB 06bEKTOB.

10.1.2. ®yHKUMM paboTbl CO CpaBoOYHUKAMN CEPTUDUKATOB

OSTa rpynna QyHKUMA npegHa3s’HayeHa Ans xpaHeHus u obpaboTkm cepTudukaTtoB B
pa3nnyHbIX TUNAxX CNpaBOYHMKOB. B KayecTeBe cnpaBOYHUKA MOMyT MCMO/Ib30BaTbCS CaMble pa3fnyHble
TUnbl XpaHunuw,: ot darna go LDAP.

10.1.3. BbicokoypoBHeBble pyHKUNM 06paboTkn Kpuntorpapunyeckmx
coobuweHunmn
OT1a rpynna ¢yHkumn (Simplified Message Functions) B nepByto ouepeab npeagHasHadeHa ans
NCNOJSIb30BaHMS B NPUKIaAHOM NporpaMMHoOM obecnedeHum. C nx noMoOLLbO MOXHO:
e 3awwundposaTtb/pacwmdbpoBaTb COOOLWEHMNS OT OA4HOMO NOSb30BaTeNs K APYrOMYy
e T[oagnuncaTb AaHHbIE
e [poBepUTb NOAMNNCH AaHHbIX.
O™ dyHKUuMM (Tak Xe Kak M (GYHKUMM HU3KOro YPOBHS) OMepupyrT cepTudukatamm

OTKpbITbIX Kto4ven X.509 ana apgpecaumm oTnpasuTens/nonydartens AaHHbIX. B kavectBe ¢dopmaTta
AaHHbIX ncnonb3dyetcs popmat PKCS#7 nnn CMS.

CK3U Kpuntollpo CSP noaaepxuBaeT cepTuduKaTbl OTKPbITbIX Kaoven ctaHgapta X.509v3
cornacHo RFC 5280 "Internet X.509 Public Key Infrastructure. Certificate and Certificate Revocation
List (CRL) Profile" ¢ yyeTtom RFC 4491 "Using the GOST R 34.10-94, GOST R 34.10-2001, and GOST
R 34.11-94 Algorithms with the Internet X.509 Public Key Infrastructure Certificate and CRL Profile.

CK3U Kpuntollpo CSP nogaepxuneaeTt dopmaT Kpuntorpadunuyecknx coobuieHmin cornacHo RFC
3852 "Cryptographic Message Syntax (CMS)" c yuyetom RFC 4490 "Using the GOST 28147-89, GOST
R 34.11-94, GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with Cryptographic Message
Syntax (CMS)".

10.1.4. HuskoypoBHeBble HyHKUMM 06paboTKn Kpuntorpadunyecknx
coobweHnm

[OanHasa rpynna ¢yHkumnm (Low Level Message Functions) npeaHasHadeHa ANS aHanOrM4yHbIX
uenemn, 4to M rpynna BbICOKOYPOBHEBbIX (YyHKUWIA, HO obnagaetr 6onbwen QyHKUMOHANBHOCTbIO.
Bmecte c Tem, 6onbwasa @yHKUMOHANbLHOCTL TpebyeT OT npukiagHoro nporpamMMmucta 6onee
AETanbHbIX 3HaHWI B 06/1aCTM NpUKNaAHON KpunTorpaduu.

10.2. WNcnonb3oBaHne COM mnHTepdencos

Kpuntolpo CSP MoxeT 6bITb ncnosb3oBaHo n3 COM nHtepgeiicos paspabotkun Microsoft:
e CAPICOM
e Certificate Services
e Certificate Enroliment Control

10.2.1. Certificate Enrollment Control (Windows 2000/XP/2003)

COM wuHTepdemnc Certificate Enrollment Control (peanusoBaH B darine xenroll.dll)
npeaHasHayeH Ans UCNoAb30BaHUS orpaHMYeHHoro konumyectBa yHkumin CryptoAPI 2.0, cBsi3aHHbIX
C reHepaumen KO4Yen, 3anpocoB Ha cepTudukatol M 06paboTkon cepTUPUKaTOB, MOAYYEHHbIX OT
LleHTpa CepTudwukaumm C WCNonb3oBaHMEM $3blIKOB nporpammumpoBaHus Visual Basic, C++,
JavaScript, VBScript 1 cpeabl paspabotku Delphi.

OTOT UHTepdenc ncnonb3yT pasnnddble LleHTpbl Ceptudukaumn (VeriSign, Thawte u 1. 4.)
npu ¢opMMpoOBaHUM 3anpocoB Ha ceptudukat nonb3osaTenen Ha nnatdopme Windows
2000/XP/2003.

10.2.2. Certificate Enrollment API (Windows Vista/2008/7/2008R2)

NHuTtepdelicel  Certificate Enrollment API (peanusoBaHHbie B dainne certenroll.dll)
npeAHasHadeHbl A7 FeHepauuu Kikuyer, 3anpocoB Ha cepTudukatbl, 06paboTkm cepTudukaTos,
noslyyeHHbix oT LleHTpa CepTudumkaumm ¢ MCNoSb30BaHUEM Pa3fIMYHbIX S3bIKOB MPOrpaMMMpPOBaHUS.

OTOT MHTepdenc ncnonb3yT pasnndHble LleHTpol Ceptudukaumm (VeriSign, Thawte n T. 4.)
npu @OpMMpPOBaHUM 3anMpocoB Ha cepTudukaT nonb3oBatenen Ha nnatdopme Windows
Vista/2008/7/2008R2.
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10.2.3. CAPICOM

CAPICOM (peanusoBaH B (¢anne capicom.dll) npegoctaBnser COM wuHTepdelic,
MCMoNb3yWmnn ocHOBHble dyHKUMK CryptoAPI 2.0. DTOT KOMMNOHEHT SIBMASETCA A06aBNIEHNEM K yXe
cywectBytowemy COM uHTepdeicy Certificate Enrollment Control (xenroll.dll), koTopblli peanusytoT
KNMEHTCKME QYHKUMW reHepauuu Ka4den, 3anpocoB Ha ceptudwukatel M obmeHa ¢ LleHTpom
Ceptudukauymu.

CAPICOM nosBonser wucrnonb3oBaTb @YyHKUMM (HOPMUPOBAHUSA W MPOBEPKU 3SNEKTPOHHOMN
noANMCK, MNOCTPOEHUST M MPOBEPKM Leno4Yek CcepTudukaTtoB, B3aMMOAENCTBUA C pas/NyYHbIMU
cnpaBoYHUKamMn ceptudukaToB (Bknwdasa Active Directory) ¢ ucnonb3osaHueM Visual Basic, C++,
JavaScript, VBScript n cpeabl paspaboTtku Delphi. icnonb3oaHne CAPICOM no3BonsieT peasn3oBaTtbh
dYHKUMOHaNbHOCTb "TOHKOro" knneHTa B MHTepdence bpaysepa Internet Explorer.

CAPICOM sBnsetcs cBob6oaHO pacnpocTpaHseMbIM, U MocTaBasieTcs B coctaBe Redistributable
WHCTpPYMeHTapus paspaboTtumka Microsoft Platform SDK.

10.2.4. Certificate Services

Certificate Services BkntoyaeT B cebs Heckonbko COM nHTepdencoB, NO3BONASAOWMNX U3MEHUTb
dyHKUMOHanbHOCTb LleHTpa CepTtudukaummn, Bxoaswero B coctae OC Windows 2000/2003 Server.
Mpw noMoLWM AaHHbBIX MHTEPdENCOB BO3MOXHO U3MEHEHME:

e 06paboTKKM NOCTYNaLWMX OT NOSb30BaTENEl 3aMNpoCoB Ha cepTUdUKaTbI;

e COCTaBa AaHHbIX (B TOM uucne ponosHeHui X.509), 3anucbiBaeMbix B u3gaBaeMble
LeHTPOM cepTudmkaTbl;

e cnocoba nybnukaummn (XpaHeHus) U3aaHHbIX LEHTPOM CEPTUPUNKATOB.

10.3. WNcnonb3oBaHne CK3U B Beb-6pay3epax

Kpuntolpo CSP moxeT 6bITb MCNonb3oBaHO B Beb-6pay3epax Ha pasfnMyHbIX MPOrpaMMHO-
annapaTHbIX nnatdopMax NyTém BbizoBa dyHKkumn Kpuntolpo SLUM Browser plug-in.

Kpuntolpo 3UM Browser plug-in cogepxut kommnoHeHTy ActiveX ana paboTbl B Microsoft
Internet Explorer n nnarnH NPAPI ana apyrux se6-6paysepos, noaaepXuvBatroWwmnx AaHHbIN nHTepdenc
BCTpanmBaHusa nnarnHoB. OyHKumnM CK3U MOXHO BbI3biBaTb U3 cueHapues JavaScript, cogepxawmxcsa B
oTtobpaxkaemoli Be6-6paysepom cTpaHuLe.

10.4. lNoppepxka npoTtokosia TLS

Moaynb noadepXKu CeTeBOW ayTeHTUdUKauMu Mno3BOJSIeT peann3oBaTbh 3alMLLEHHbIN
CceTeBOM NPOTOKO/T B COOTBETCTBMM C pekoMeHaaumsamm RFC 2246 "The TLS Protocol. Version 1.0"
M npoektoM pekoMeHgaumn "Anropmtmbl OCT pnsa Transport Layer Security (TLS)". Moaynb
obecneuymBaeT [ABYCTOPOHHIOKD W  OAHOCTOPOHHIOK ayTeHTUdMKAUUIO TMPUIOXKEHUIA NpU  UX
B3aMMOJENCTBUKN MO CETU C UCMNOSIb30BaHNEM anropuTMa 3 1 cepTUdMKaTOB OTKPbITbIX KOYEN, a
Takxe WndpoBaHMe AaHHbIX, NepefaBaeMbliX B CETEBOM COeANHEHWUN.

MpuknagHoe nporpammHoe obecneyeHne MOXET WCNOMb30BaTb nNpoTokon TLS ans
ayTeHTUdMKaALMM N 3alUNTbl AaHHbIX, NepeaaBaeMblX N0 CO6CTBEHHbIM NpOTOKOnaM Ha ocHose TCP/IP
n HTTPS.

MpoTtokon TLS (Transport Layer Security, cneundukaumsa IETF - RFC2246) oTHocuTcs K
CpeAcTBaM 3alinTbl NpMKNagHbix naketos Microsoft Internet Explorer, Internet Information Services
(IIS), Microsoft SQL Server 2000 n COM+. OH obecneynmBaeT ayTeHTUMOUKALUMIO CBA3bIBAOLLIMXCS
CTOPOH, KOH®MUAEHUMANbHOCTb W LENOCTHOCTb nepecbinaemMon wuHdopmaumun. AyTeHTUdUKaums
obecneumBaeTca wucnonb3oBaHneM cepTudukatoB craHgapta X.509 (B cpegax C CuAbHOM
ayTeHTUdmKaumnemn), KoHbraeHuManbHOCTb — WKUQPOBAHNEM NEPEChITAEMbIX AAHHbIX, LEeN0CTHOCTb —
npuMeHeHneMm Xxew-dyHKUMM W KoAda ayTeHTudwukaumm coobueHns (Message Authenticity Code,
MAC).

Ons nogkntodeHuns no npotokony TLS ncnone3ayetcs npedukc https, npwn aTom obo3peBaTenb
Web-cepBepa no ymonuyaHuto 6yaet noakntoyaTbcs K nopty TCP 443 BMecTo ctaHgapTHoro nopta TCP
80. Ecnu cepBep He nopaepxuBaeT npoTtokon TLS, coeanHeHune He ycTaHaBnuBaeTcd. [poTokon
SSL/TLS (SSL - 6onee paHHue BepcuM MpoOTOKONAA) npuMmeHsieTca MHTepHeT-npoTokonamm (Tabnuvua
1).

Ta6bnuua 1.
MpoTtokon | MopTt OnucaHue
HTTPS 443 HTTP no SSL/TLS
SMTPS 465 SMTP (anekTpoHHas no4yta) no SSL/TLS
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NNTPS 563 NNTP (HoBocTtn) nmo SSL/TLS

LDAPS 636 LDAP (goctyn K Katanoram) no SSL/TLS
POP3S 995 POP (anekTpoHHas no4ta) no SSLALS
IRCS 994 IRC no SSL/TLS

IMAPS 993 IMAP (anekTpoHHas no4yta) no SSL/TLS
FTPS 990 FTP (nepepaya ¢dannos) no SSL/TLS

Ons Toro, 4ytobbl npoTtokon SSL/TLS perictBoBan, Web-cepBep AonXeH MMeTb cepTudukaTt
(OTKPLITBIN K/HOU) M CBOW 3aKpbITbi KoY. Bnapgeney ceptudukaTa AOKEH NOATBEPAUTb, UYTO OH
SIBNSIETCS BrajefibUeM 3aKpbITOro KJjk4a, CBS3aHHOro € ceptudukaToM. DTO AaeT BO3MOXHOCTb
KNIMEHTY ayTeHTMdMUMpOBaTh cepBep, C KOTOPbIM OH XO4eT CBSA3aTbCH.

B npouecce B3anMHOM ayTeHTUdUKALMM:

e BbIMOJSIHAETCS KpunTorpaduyeckas nNpoBepka Hanuums y cepBepa 3aKpbiTOro Kioua,
COOTBETCTBYHOLLErO OTKPbITOMY KJIHOYY, YKa3aHHOMY B cepTuduMKaTe;

e npoBepsieTcs CTeneHb AOBEpUs U3aaTento cepTuduKkaTa;
e TMpoBepsieTCcsi, He UCTEK 1N CPOK AENCTBUA cepTUdUKaTa;

e rpoBepsieTcsi, He 0To3BaH Au cepTudwukaT; no ymondaHuto Internet Explorer aty
NMpoBepKy He BbINONHAEeT — 370 Aenaet IIS.

Ecnn nwbas M3 yKasaHHbIX MNPOBEPOK MPUBOAUT K OTpULATENbHOMY pe3ynbTaTy,
rnonb3oBaTtenb MoNy4yaeT npeaynpexaeHne M MOXET pas3opBaTbh coeAnHeHue (3TO peKoMeHAyeTcs
aenartb).

JocTurHye p[oBepusi, CTOPOHbl BbipabaTbiBalOT CeaHCOBbIA K4, Ha OCHOBE KOTOpPOro
obecneumBaeTcs WMdpoBaHME AAHHbIX B TEYEHUE CeaHca.

10.4.1. OCHOBHbIe MOHATUA NMpoTOKoNna TLS

Mpotokon TLS npepgHasHayeH Aana obecnedeHus KpuntorpaduyeckMmn cpeacrsamum
ayTeHTUdUKaumMm oTnpasBuTens (KNueHTa) - agpecata (cepsepa), KOHTPOASA LENOCTHOCTU U
LWMdpPOBaHNA AaHHbIX WHHOPMaUMOHHOIO obMeHa.

AyTeHTUdMKAUNS ONUMOHANBbHO MOXeT ObiTb OAHOCTOpPOHHEeN (ayTeHTudMKaums cepsepa
K/IMEHTOM), B3aUMHOM (BCTpeYyHas ayTeHTMdMKauna cepeepa 1M KaMeHTa) Uin He UCMosb30BaTbCs.

Uepapxus op2aHu3zayuu uHghopMayuoHHO20 o6MeHa

Nepapxua wnHbopmaumoHHoro obmeHa Bkaw4vaer B ceba ceccmun, coeguMHEHUS W MNOTOK
coobueHnn B coeamHeHunn. MoTok coobleHnii npu 6onbwon annHe pasbuBaeTcs Ha dparMeHTbl C
NnakeTHOW nepepavenn dparmMeHToB. B oaHoOM ceccum MOXKET ObiTb peanm3oBaHO HECKOJbKO
COeANHEHWUI, NPON3BOJIbHO pa3HEeCeHHbIX N0 BpeMeHU. B Kaxxaom coegnHeHnn MoXeT 6biTb 06paboTaH
Heob6Xxo0AMUMbIN NOTOK COOBLLEHUN.

Anzopumm npeobpa3oeaHusi uHhopmayuu rnpu obmeHe
Anroputm npeobpasoBaHua MHdopMaumm npu obmeHe C MCMosib30BaHMEM npoTokona TLS
BKJIIOYAET onepauunu:

e [MpuWeM OT MPOTOKO/NA BEPXHEro YpOBHS MOTOKA HE MWHTeprnpeTupyemMbiX AaHHbIX B
610Kax Npou3BOSIBHOIO pa3Mepa;

e (parMeHTauMs MPUHSTbIX C BEPXHEr0 YPOBHS AaHHbIX B CTPYKTYpMPOBaHHble 6/10KM
(dbparmeHTbl) npoTokona TLS. Pasmep dpparmeHTa — He 6onee 21 6aiiT;

e KOMMpeccus dparMeHToB (ONUUOHANbLHO);
e XxewwpoBaHue dparmMeHToB (Mcnonb3yeTtcs kayesor MAC);

e KOHKaTeHauus dparmMeHTa W pe3ynbTata ero XewuposBaHus (paclMpeHHbIN
parmeHT);

e 3awundpoBaHMe pacwMpeHHoro dparmMeHTa (ONUMOHaNbLHO);

e nepepayva 3awmndpoBaHHOro paclMpeHHoro dparmMeHtTa € A06aBfEHHbIM OTKPbITbIM
3arosI0BKOM MpOTOKOJ/1a TPAHCMOPTHOrO YPOBHS (Hanpumep, TCP).

Mpu npueme nHdopMaLmmn NpuMeHseTcs obpaTHas NocNeA0BaTeNbHOCTL OnepaLumii.
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Ampubymsi ceccuu

Ceccus xapaKrepmsyeTrcs cnegyrommmm atpubyramu:
e unaeHTUdukaTop ceccum (cnyyamHoe uucno, 32 6anTa, 3apaeTca CepBepoM npu
OTKPbITUKN ceccun);
e MeTo4 KOMMpeccuu;
e cepTudukaT cepsepa (ONUMOHaNbLHO);
e cepTUdUKAT KNMeHTa (ONUMOHaNbLHO);

e crneumduKauna anropuTMOB M NapaMeTpoB 3awWnTbl (anroputmel wudposaHna n MAC,
KpunTorpaduyeckmne napameTpsbl);

e master secret (Mcrnonb3yeTca Npu reHepauum kKoven wudposaHusa, knwoden MAC,
BEKTOPOB MHULMaNn3auunmn);

e (nar, paspewatowmin/3anpeLwatoumn HoBble COeANHEHUS B CeaHce.

CepTtudmkatbl npeacraBnatoTcs B craHgaapte X509. v3. Cneundukaumss anroputMoB U
napamMeTpoB 3aLMTbl MOXET MEHATHCSA B TEYEHME CeCCUn.

Ampubymbi coeQuUHeHUs1
K aTpu6yTramM coeanHEHUs1 OTHOCATCS:

e client_random - cny4aliHble 32 6aliTa, 3agaBaeMble KIMEHTOM;
e server_random- cnydainHblie 32 6aiTa, 3a4aBaeMble CEpPBEPOM;
e client write MAC secret (kntou KIMeHTa AN1S KIKYEBOIro XeWnpoBaHus);
e server write MAC secret (ko4 cepBepa A5 K/IIOYEBOr0 XELWNPOBaAHUS);

e client write key (kntouy, ucnonb3yembli ANS WWQPPOBaHMSA AaHHbIX KIMEHTOM U
pacwmdpoBaHna NX CeEpBepom);

e server write key (knwu4, mucrnonb3yembln Ang wWKUdpoOBaHUA AaHHbIX CEPBEPOM W
pacwundpoBaHnS NX KJIMEHTOM);

e client write 1V, server write IV (BekTopbl MHUUMANN3ALMN, NCNOJSIb3YEMbIE KJIMEHTOM U
CepBepoM COOTBETCTBEHHO);

e NOPAAKOBbLIA HOMeEp coeAnHeHus (Noaaep>XKMBaAETCAa HE3aBUCMMO ANA NepefaBaeMbiX U
NpUHMMaeMbIX coobLueHnit).

BekTop vHMUManM3aumMy 3agaeTcs Ans NepBoro dbparMeHTa COObOLEHUS B COEAMHEHUN;
ANS  nocneaywwmux GparMeHToB BEKTOp WHMUManu3auuu (opMUpyeTcs K3  KOHeYHoro 6rioka
3aLmdpoBaHHOro TEKCTa NpeaplayLuero dparMeHTa.

MopsiakoBble HOMepa COeAWHEHWI MOAAEPXMBAKTCS He3aBMCUMMO ANS nepefaBaeMbixX U
npuHUMaembix coobueHunii. NMpu cMeHe ceccuun, U3MeHeHuu cneumdmKaumm anroputMOB M MapaMeTpPoB
3alLUMTbl HyMepaLmsi COeAMHEHUI HaunHaeTcst ¢ 0; [vanasoH Hymepaumm: 0 + 254-1.

CoeaunHeHne accounmpyeTcs C 04HOW ceccunen.

Tunbi coobuwieHul
B npoTtokosnie TLS ncnonb3ytoTcsa cregytowme Tunbl COO6LeHnin:
e Hello message (ClientHello, ServerHello);

e Change cipher specs message (M3MeHeHMe cneundmrKaunum anropuTMoB M NapameTpos
3awWmThl);

e Key exchange message (nepepada kntoda obmeHa knwovamu wudpoBaHus u MAC
KJIMeHTa, cepBepa);

e Alert message (npeaynpexaeHune, onoselleHne o aTanbHOM owmnbke);
e Application_data message (nepefnava AaHHbIX);
e Finished message (coobuieHre 0 BO3MOXHOCTM paboTbl B CO34aHHON CECCUN).
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®dpacmeHm coobujeHusi, nepedasaemMbili MPOMOKOY
MmpaHCcrnopmMHoO20 YPOBHSs
Onsa nepepaun pparmMeHTa CoobLLEHNS TPAHCMOPTHOMY YPOBHIO MPOU3BOASTCS Onepauum:
e KoMMpeccus pparmeHTa (ONUMOHaNbLHO);

e BblUMC/NIEHME Xela OT KOHKaTeHauMn Kit4ya XewnpoBaHus, TMna KOMMNpeccmn, ASMHbI
KOMMpeCccMpoBaHHOro parmMeHTa, KOMNpecCMpoBaHHOIO pparMeHTa, 3a4aHHOMN KOHCTaHThI;

e wundpoBaHMe pacwmpeHHoro dparmMeHTa (KOHKaTeHaums KOMMPEeCCUMPOBAHHOMO
dparmeHTa n ero xewa);

e pnobaBneHue OTKPbLITOrO 3arofioBKa, cogepxaiiero Tun coobuweHnsa (oamH 6anT),
Bepcuto npotokona TLS (aBa 6alita), AMHY KOMNPEeCCMpoBaHHOIo pparMeHTa.

Onepayuu npomokosia TLS

Application Data = “=
U
Fragment
U
Compress
U
Add MAC
U
Encrypt
U
Append TLS Record
Header
U
TLS Handshake Protocol
TLS Handshake Protocol paboTaeT no cneaytoulen cxeme:
ClientHello —— Yemanoska eepcuu  npomoxona,
uoeHmughukamopa ceccuu, HAYAILHOLO
HaboOpa anzopummos8 U Napamempos,
Memooa KoMnpeccuu
<« ServerHello Cepgep nocwinaem (onyuoHanbHo)
«—— Certificate —— ceoll  cepmughuxam u sanpawueaem
«— Certificate Request (onyuonanvno) cepmughuxam xiuenma,
«Server Key Exchange —— nepedata CyHaliHol eenutUHbL Server-random

«— ServerHelloDone ——

Certificate ——— Kauenm nocwviiaem ceotl
—Client Key Exchange —> cepmucghuxam (ecniu  6vLn 3anpoc
— Certificate Verify —» cepsepa) Eciu cepmucpuxama y xauenma

nem, on noceiiaem Certificate Verify
—— Change Cipher Spec—> Buibop anzopummos u
Finished———— napamempog 01 YCMAHAGIUBAEMOTL
<— Change Cipher Spec—— ceccuu,  3asepuleHue Handshake
“ Finished ——— (“pyronoxcamus”)
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Client Server

TLS Handshake Protocol obecneunBaeT MHMUManm3aumnto ceccum (CoeaMHEHUs) BbINOJTHEHUEM
onepaumin:
e KJ/IMEHT W cCepBep JAoroBapmBarTcad 06 MCNONb3yeMblX B CECCUM anroputmax u
napaMeTpax 3awuTbl, OOMeHMBaKTCA Cny4darHbIMKM BenuuymHamu client_random, server_random,
JoroBapuBatoTcs, 6yayT Win HET HOBblE COEAMHEHUS;

e npousBoauUTCH 0bMeH cepTudwmKaTtamu AN ayTeHTUPUKaLMKW KIneHTa u cepsepa (No
3a4aHHbIM OMNuuaM);

e K/IMEHT TreHepupyeT C/y4YanHyl BenununHy pre_master secret, wwudpyetr ee un
nepeaaeTt cepsepy.

e KnueHT u cepsep no pre_master secret, client_random wn server_random dopmmpytoT
master secret (Habop HeobxoanMon KNoUYEBON MHPOPMaALMKN) CECCUN.

Cmek npomokosna TLS

MpoTtokon TLS sBnseTcs ABYXYPOBHEBbIM W AENCTBYET HaA TPaHCMOPTHLIM MPOTOKOSIOM.
K nepBomMy ypoBHt0 oTHocaTcs TLS Handshake Protocol, TLS Change Cipher Spec, TLS Alert Protocol.
Ko BTOpoMYy ypoBHI oTHocuTCcs TLS Record Protocol.

TLS TLS Change TLS Alert MpoTtokonbl

Handshake Cipher Spec Protocol obMeHa
Protocol AaHHbIMKU (HTTP
MrT.n.)

TLS Record Protocol
TpaHcnopTHbIn npoTtokon (TCP/IP n T.n.)

10.4.2. Mogaynb ceteBon ayteHTUdUKaummn Kpuntollpo TLS

Moaynb ceteBon ayteHTudmkaumm Kpuntollpo TLS peanusosaH Ha 6a3e npotokona TLS v.1.0
" POCCUIACKMUX CTaHAapTOB KpunTorpaduyeckon 3awuTbl KOHMDUAEHUMANbLHOW MHQOpMauun
(anroputMmbl wundposaHmsa B cooteeTcTBUM € TOCT 28147-89, anroputMbl BblpaboTKM U NpoBeEpKU
3NeKTPOHHOM noanucu B cootBeTcTBMKn ¢ TOCT P 34.10-2001, xewwunpoBaHus B cootBeTcTBum ¢ NOCT P
34.11-94). Ucnonb3yeTca Takxe anropnt™ Ouddu-XennmaHa OTKPbITOrO pacrpeneneHns KI4ven Ha
6aze OCT P 34.10-2001.

Ha T[3BM knueHTa n Ha cepsepe (IIS, ISA) yctaHaenmBaetca CK3U XTHAN.00050-03 ¢
MOAYNEM NOAAEPXKM ceTeBoM ayTeHTUdMKauumn Kpmnrollpo TLS.

AyTeHTUdUKALMA KINEHT-CEPBEP MOXET BbiTb OJHOCTOPOHHEN U ABYCTOPOHHE.

OAHOCTOPOHHAA ayTeHTUdMKaUus obecrnedynBaeT MUHUMANIbHO HEO6XOAMMbIA YPOBEHb 3aLLUTHI,
M BKKOYaET B cebs:

e o06s3aTenbHy0 ayTeHTUdMKaLUKNIO cepBepa 6e3 ayTeHTUdUKALUN KIINEHTOB;
e LIMdpoBaHMe TpaduKa Mexay KINEHTOM U CEPBEPOM.

MNpu paboTe B AaHHOM pexuMme cepBep Ha 3Tane "pykonoxaTtusa" He 3anpawuBaeT cepTudukart
KJIMEHTa W yCTaHaB/MBaeTcs "aHOHMMHoe" 3alMuieHHoe coeanHeHne. B 3TOM cnydae KMeHT MoXeT
HE WMeTb 3aKpbITOro Kal4Ya W cepTudukaTa, OAHAKO MpU 3TOM OH JIMWAETCS BO3MOXHOCTU
dopMmnpoBaTb 3/IEKTPOHHYK MOAMUCH MOoA4 AOKYMEHTaMu. PeXxmm Cc 0OAHOCTOpPOHHEN ayTeHTudukaumen
cepBepa MOXeT MWCMonAb30BaThCA ANA NpefocTaB/ieHMss HEKOTOpoW rpynne nofib3oBaTenemn
KOHdUAEHUNaNbHON MHdOPMaUnMM Ha OCHOBaAHUM NApPOJSIbHOW 3alUTbl, OAHAKO Naposib B 3TOM Cllyyae
6yaeTt NpeabsaBnATbCA NOMb30BaTE/IEM TO/IbKO MOCNE YCTaHOBNEHMS 3awuweHHoro TLS-coeanHeHus ¢
Web-cepBepoM, 4TO NOBbLIWAET YPOBEHb 3aLMTbl OT HECAHKLMOHMPOBAHHOIO AOCTYMNa NO CPaBHEHMUIO C
nepegaden napons Mo OTKPbITbIM coeAnHeHuaM. [pn OAHOCTOPOHHEN ayTeHTudwukaummnm cepsep
3anpalwmBaeT cepTudmrKaT KJIMEHTa, HO ero OTCYTCTBME He cUMTaeTcs OWnBKOM.
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B CK3U «Kpuntolpo CSP» ncnonb3yeTcs ABYCTOPOHHSAS ayTeHTMdMKauns.
[JBYCTOPOHHSASA ayTeHTUdMKauna BKIoYaeT B cebs:
e B3auMMHYI0 ayTeHTMdUKaumto knmeHTa n Web-cepsepa ¢ noMoLLbto X cepTudurKaToB;
e wundpoBaHue Tpadurka Mexay KIMEHTOM N CepBEPOM;
e (opMMpOBaHME U TMPOBEPKY 3/IEKTPOHHOM MOANWUCU NOA4 3/eKTPOHHbiMM HTML-
dopMamu, 3anonNHAEeMbIMKU NONb30BaTENAMM.
[OBYyCTOpOHHASA ayTeHTMdUKauma no3sosseT obecneumTb AOCTYN B 3akpbiTyto yactb Web -
cepBepa TO/IbKO 3aperncTpupoBaHHbIM BRagenbuaM cepTudukaToB. pn 3TOM HYXXHO UMETb B BUAY,

YTO pasrpaHuyeHMe AocTyna K MHGPOPMALMOHHLIM pecypcaM cepBepa, OCHOBaHHOE Ha MpoBepKe
cepTMdUKaToB KIMEHTOB, ropasfo HaZeXHee, YeM MNPOCTO NaposibHas 3almTa.

B pgaHHOM pexume paboTbl KIMEHTY HEO6XOAMMO CreHepMpoBaTb 3aKPbITbIA U OTKPbITbINA
K/TI0UM U MONYUUTb CepTUdMKAT OTKPLITOro Kkua B YL,

TpeboBaHna K TEeXHUWYECKMM W NpPOrpaMMHbIM CpPeACTBaM KOMMbIOTEPA, HA KOTOPbIA
ycTaHaBnuBaeTca ISA cepsep, OnNpeaensioTcs B AOKYMEHTauuw, nocTaBfiseMOl BMeCTe C [aHHbIM
cepBepoM. [OMNONHUTENbHO, Ha KOMMbIOTEP AO0MKHbI 6bIThb ycTaHoBreHbl CK3U «Kpuntolpo CSP» un
MOAY/b NOAAEPXKKM CETEBON ayTeHTUdMKaumm Kpuntollpo TLS.

[Ona BO3MOXHOCTM YCTAHOBNEHUS 3aLUMLLEHHOIO COeAMHEHWUS MexAy KIMEHTOM U CepBepoM
ISA HeobxoAMMO BHa4vane BbINYCTUTb CEPTUPUKAT OTKPbITOrO K/o4Ya, KOTopbI 6yaeT ncnosb30BaTbCs
ANa cepBepHON ayTeHTuduKaumm no npotokony TLS.

TpeboBaHusa K cepTudmkaTy:

e uMsA ceptudukata (Common name) AO/MKHO COBMagaTb C MMeHeM nybankyemoro
Web-cepBepa npuknagHon cuctembl. Hanpumep: pif.nikoil.ru
e 06nacTb MCNOb30BaHMSA KtOYa AOMXKHA coaepxaTb: «AyTeHTudunkaunsa Cepeepa»

JaHHblh cepTudmkat ponxeH 6biTb ycTaHOBNEeH Ha cepBep ISA B npuBsA3Ke C K/IHOYOM
noANUCKU (3aKpbITbIM KI0YOM). [py 3TOM 3aKpbITbIM KAKOY NOAMUCK AO/MKEH B6biTb MOMELWEH B peecTp
OC.

Bbinyck wn ycTaHoOBKa cepTudwukata ocyuwecrtesnserca uyepes APM nonb3oBatensa LeHTpa
pernctpaumun. MNMopsaok AeNCTBUI onpeaenseTcs B MHCTPYKUMKW NOSIb30BaTeNio.

10.5. Moaynb Kpuntollpo EFS

Ona 3awutbl KOHbUAEHUMaNbHOW WHpOpMauMnm npu ee XxXpaHeHunm Ha [19BM
ncnonb3yetca moayne Kpuntollpo EFS. Moaynb obecneunsaert:

- KOHWUAEHUManbHOCTb XpaHuMmon wuHdbopmauun (wudpoBaHue dannos, XpaHs-
wwuxcs B pasaenax NTFS B cooTBeTcTBMKM C anroputmomM FOCT 28147 89);

-  KOHTPO/Jb LENOCTHOCTU XpaHswenca wuHdopMmaumm (BbluMCieHMe/npoBepka
MMUTOBCTaBKM B COOTBETCTBMU C anroputMom MTOCT 28147 89);

- COBMECTHbIN AOCTYN K 3allMLLEHHbIM alinaM rpyrnne rnosb3oBaTenen;

- yaaneHHas paboTa C 3awuuweHHbIMKM darnammn, pasmewaembiMmm B Web-nankax
(Web Distributed Authoring and Versioning - pacnpeneneHHast cMctemMa xpaHeHus ¢ainos C
aoctynomMm yepes Web nnm WebDAV);

- wudposaHme obwmx darnos (CIFS);

- BOCCTaHOBJIeHMWe AOaHHbIX B C/lly4dae yjaaleHus nonb3oBaTtenem us CUCTEMDbI,
KOMMNpoOMeTaunun nian yTpaTtbl 3aKpbITOro Kjio4a nosib3oBaTtens.

10.6. [llopgpep>ka npoTokosa IPSec

Ons 3awmTtel IP-coeanHennnt no npotokony IPSec B CK3U peannsoBaHbl MOAYIM NPOTOKOJIOB
Kpuntolpo IKE, KpunTtolpo ESP, Kpuntollpo AH B COOTBETCTBMM C AOKYMEHTaMu, pa3paboTaHHbIMU
rpynnon IPSec no pekomeHaaummn TexHMYECKOro KommTeTa no ctaHaapTusauum "Kpuntorpaduyeckas
3awmTa nHdopmauymmn" (TK 26):

AnroputMbl obecneyeHus uenoctHoctu IPsec (ESP, AH) Ha ocHoBe T'OCT P 34.11-94
(rus-fedchenko-cpah-ipsecme-gost-00-ri);

KoMbuHnpoBaHHbI anroputm wndposaHms BnoxeHunn IPsec (ESP) Ha ocHoBe TOCT 28147-89
(rus-fedchenko-cpesp-ipsecme-gost-00-ro);

KomMbuHnpoBaHHbI anroputm wndposaHms BnoxeHunn IPsec (ESP) Ha ocHoBe TOCT 28147-89
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(rus-fedchenko-cpesp-ipsecme-gost-00-ro).

10.7. [punoxeHne KoMaHAHOW CTPOKU

Moaynb 3awmTbl GanioB 1 COOBLLEHMI C UCMONIb30BAHMEM KJTHOYEN CUMMETPUYHON U
aCCMMETPUYHON KpunTtorpaduu.

10.8. AyTeHTudunkauusa B gomeHe Windows

Kpuntolpo Winlogon npeaHasHayvyeH ans ayTeHTUduKaumMm nonb3osBaTenen B JOMeHe
Microsoft Windows ¢ ncnonb3osanunem Enterprise CA, KpunTtollpo YL nnun apyrux cOBMeCTUMbIX
LEeHTpOB cepTudUKaumu.

10.9. Wcnonb3oBaHue pyHKkumm CSP ypoBHSA siapa

onepaunoHHON CUCTEMBI

Moaynb YpOBHSI siApa OMepauMOHHOM CUCTEMbl MNO3BONSIET WCMNOJIb30BaTb OCHOBHbIE
Kpuntorpaguyeckmne dyHkumm (wndppoBaHme/pacundpoBaHme, NpoBepkKa MOAMUCKU, XELIMPOBaHMUE)
Ha ypoBHe a4pa OnepauMoOHHOW cucTeMbl. JaHHbIA MOAyMb B MEpBYH odyepeab npefHasHaveH ans
MCMNOJSIb30BaHUS B MPUNOXEHUAX YPOBHS siApa onepauuoHHon cuctembl (wudpaTtopbl IP npoTtokona,
XKECTKOro Aucka u T.4.). MHTepdenc moayna aHanormyeH uHtepdelicy CSP ypoBHS nonb3oBaTtens, C
TEM MUCKJ/IIOYEHUEM, YTO OH HEe MNO03BONSIET paboTaTb C CEKPETHbIMM K/lOYaMM MoJSib3oBaTeNs U He
npenocTaBfsieT OKOHHbIM UHTepdelic. MoapobHee 06 WCNOAb30BaHMM MOAYNAS CM. [AOKYMEHT
"XTAN.00050-023 90 05. Kpuntolpo CSP. PykoBoacTteso nporpammmcra.

10.10. NMpnMepsbl ncnonblosaHua CK3U

Ona paspabotunmkoe B coctaB Aauctpmbytmea CK3U XKTAM.00050-03 BkaoyaroTcs
pekoMeHAaumu, coaepxawme onucaHue wuHTepdenca TLS, noamHoxectBo CryptoAPI 2.0,
peanusyemoe 6ubnmotekonm capilite.dll, n npumepbl MCNOMb30BaHNA Ha YPOBHE Bbl30BA OCHOBHbIX
dyHKumn CryptoAPI 2.0. B coctaB auctpubyTtmBa BKOYEHbI TaKXKe npuMepbl ucnonb3osaHns CSP Ha
ypoBHe sapa OC, noanucu/mpoBepkn noanucu XML, wucnonb3oBaHus xenroll, capicom, Bbi30B
dyHKumn CSP vepes nHtepdenc CSP.

Bonbwoe Konuyectso MpuUMeEpoB uUCNonb3oBaHua dyHkumm CryptoAPI 2.0, CAPICOM,
Certificate Services BxoauT B AokyMeHTaumto MSDN n B MHCTpyMeHTapuii paspabotumka Platform
SDK.

Ha cepBepe Kpunto-Ipo (http://www.cryptopro.ru/CryptoPro/forumz2/) BeaeTcs
KOHdepeHUns no BOMpoOcCaM WCNONb30BaHWUA Kpuntorpaduyecknx GyHKUMM U cepTudukaTos
OTKPbITbIX K/to4en u knden nposepku JI1.

11. N3MeHeHus

11.1. WN3MeHeHuns, BHeceHHble B KpunTtollpo CSP Bepcun 1.1

e WM3MeHeH 6a30BbI MAEHTUDUKATOP, MCMOMb3YEMbIN ANA NpeAcTaBfieHUs anropyTMoOB B
cepTudukaTax n KpunTorpaduyeckmx coobieHusx;

e lI3MeHeHO nNpeacTaB/ieHME MapaMeTpoB P, (, a, Y3/0B 3aMeHbl Xelw-(QyHKUun wn
wndpoBaHUa B cepTudmKaTax OTKPbITbIX Koyen n dopmarte coobweHun S/MIME (PKCS#7,
RFC 2630). B cBsA3u c 37nM, Bepcusa 1.0 He coBMmecTuMa € Bepcuel 1.1;

e [lo6aBneHo otobpaxeHne anropmtmoB FOCT B ananorax MO Microsoft Outlook Express
n MO Microsoft Outlook;

e [lobaBneHa noaaep)xka aneKTpoHHoro 3amka "Cobonb" (HUM NHdopM3awmTa);
e [lobaBneHa perncrpauus ycraHosneHHon sepcum Kpuntollpo CSP;

e Ob6ecneyeHa nogaepxka Kpuntolpo CSP B OC Windows ME;

e YpaneHa noaaepxxka OTKPbITbIX KAto4ven annHonm 512 6ur;

e Ob6ecneveHa paboTtocnocobHocTb ¢ Internet Explorer 5.5;

e Peann3oBaHO XxpaHeHue cepTUdMKaATOB OTKPbITbIX Ktouer u kiaoden nposepku 3l B
KJ/IIO4EBOM KOHTEIMHEpE;
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2.0.

e PeanusoBaHa BO3MOXHOCTb YCTaHOBKM cepTudmKata nonbL3oBaTens W3 KIKYEBOro
KOHTelHepa B cnpaBoyHuK ceptudukatos Windows n3s naHenu ynpasneHus KpuntollPO CSP.

11.2. N3MeHeHus, BHeceHHble B KpmnnTollPO CSP Bepcum

PeannsoBaHa BO3MOXHOCTb YCTaHOBKM cepTudmKaTa B CNpaBovYHUK cepTudukatos Windows u
popMMpoBaHMeE CCbISIKMU C JIMYHBLIM 3aKPbITbIM K/IOYOM MOSb30BaTENS M3 MaHeNM ynpasieHus
KpunTtolPO CSP;

PeannsoBaH wWHTepdenc CMeHbl W yaaneHus napons KAK4YeBOro HOCUTENs W3 naHenu
ynpasneHusa Kpuntollpo;

Ob6ecneveHa nopgaepxka Kpunrtollpo CSP B OC Windows XP;
PeanunsosaH nHTtepdenc PC/SC ansa paboTbl CO CUMTBIBATENAMU CMapT-KapT;
[Job6asneHa noaaepxka UCB kntoyen eToken;

PeannsoBaHbl anroputMbl AMBepcUdUKaUMKM KAOUYEA W ayTeHTudukauuu, no3BoNsoLmne
BbIMyCKaTb U 06CNyXnBaTb MHTENNEKTYasNbHble KapToukn "Ockap 1.*" n PUK-1, peanusyrowmne
anroput™ wudposaHua NOCT 28147-89;

PeanusosaH anroputm 2l B cootBeTcTBUM ¢ TOCT P 34.10-2001;

MoppnepxuBatotca  Habopbl  napametpoB [OCT P 34.10-2001, 3annaHupoBaHHble K
MCMNOMb30BaHUIO B MHTENNEKTYanbHbIX kKapTax "Ockap 2.*" n PUK.

11.3. WN3MeHeHusn, BHeceHHble B KpunnTtollPO CSP Bepcuu

UcknoueHa noagaepxka OC Windows 98/ME (Ha aTux nnatgopMax BO3MOXXHO MCMNOJSIb30BaHNE
Kpuntolpo CSP Bepcum 2.0, KOTOpass COBMECTMMa MO BbIMOJHSEMbIM KpUNTOrpauyeckmm
dyHKkumam ¢ CK3U Kpuntollpo CSP Bepcumn 3.0);

Ob6ecneveHa nopaepxka OC Windows 2003; pobasneHa nogaepxka nnatdopm Linux 7, 9,
FreeBSD 5, Solaris 9 Update 4 (paHee Tonbko Solaris 8);

PeannzoBaH npoTokon ceteBor ayTteHTUdukaumm Kpuntollpo TLS B CK3M Ha Bcex
nnatdopmax;

Ha UNIX-nnatdopmax pobasneHbl mMoaynu ob6paboTku cepTUdUKATOB OTKPbITbIX KOYen u
NOAAEPXKU CMNCKA OTO3BAHHbIX CEPTUPUKATOB;

Ha UNIX-nnatdopmax gobasneHbl MoAyan paboTbl XpaHuamwammn ceptudukaTos;

Ha UNIX-nnatdopmax pobasneHbl Moaynn o6paboTku NOANMCAHHbBIX, 3aWW@POBAHHbBIX W
aApyrmx coobuweHnnii popmata CMS (PKCS#7);

Ha Windows-nnatdhopmax pobaBneHbl mMoaynu o6paboTku noanmcaHHbiXx XML coobuieHui
(XMLdsig);

Ha Windows-nnatdopmax pacwumpeHa nogaepxka Microsoft Office (Word, Excel, InfoPath,
Outlook);

YnydweHa MacwtabupyeMocTtb Ha MHoronpoueccopHbix SMP n HyperThreading cucremax;
YBenuuyeHa npom3BoAUTENIbHOCTb KpunTorpaduyeckmux npeobpasosaHuii Ha nnatdopmax IA32
B 2-3 pa3sa.

3akpbiTble kntoum FOCT P 34.10-94 HaMeueHbl K yaaneHuio B 6yaywmnx sepcusax "KpuntollPO
CSP", 0 uéMm BbIgaéTcsa Npeaynpexaatouwee coobeHne B MOMEHT UX CO34aHMUS.

K cyuwectsyowmm cnocobam ynpaBneHuna Kn4damu pobaBneHa BO3MOXHOCTb ocyuwiecTeieHNA
3alnTbl KJlto4a Npuv noMoLwun 3aLIJVICprBaHI/I9I AAHHOIo 3aKpbITOro Kak4a Ha APYroM 3aKpbITOM
Knwo4ye n npu nomown pasgeneHuna AoCTyna K HEMY MexXAay HECKOJIbKUMU KIo4YeBbIMU
HOCUTENAMU,

B coctaB CK3U Ha Bcex nnatdopmax gobasneHa peanusaums Kpuntonposaihgepa B dopme
ApanBepa;

WcnonHeHus, obecneumBatowme 3awuty knacca KC1, peannsoBaHbl AN KpunTonpoBarjepa B
dopmMe noarpyxaemon 6ubnnoTeku;

WcnonHeHusa, obecneumnBatowme 3awnty knacca KC2, peanusoBaHbl AN KpunTonpoBanaepa
B bopMe cepBMCa XPaHEHUS KIHOYEN;

B cBaA3n c pacwupeHnem noaaepxusaembix nnatdopm Kpuntollpo CSP Bepcunm 3.0
peanu3oBaHo B 10 WCNOAHEHUAX, OTJNYAKOLWNXCA MpPOrpaMMHO-annapaTHoOn cpeaown
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3.6

(YHKLUMOHMPOBaAHMS, COCTaBOM MPOrpaMMHbIX MOAYNEN M KNaccoM 3awuTbl "TpeboBaHuin K
CpeAcTBaM KpuUnTorpaduyeckon 3alnTbl KOHPUAEHUNnanbHOM nHdopmaummn”.

11.4. WN3MeHeHus, BHeceHHble B KpmnnTollPO CSP Bepcum

O6HOBNEH M pacwmpeH nepeyvyeHb NporpaMMHo-anmnapaTHbix cped. Kpuntolpo CSP Bepcuu
3.6 PYyHKUMOHUPYET B NporpaMMHoO-annapaTHbIX Cpeaax, NpMBeAEHHbIX B M. 2:

B koae ucknitoveHa BO3MOXHOCTb Mcnofb3oBaHusa ctaHgapta FOCT P 34.10-94.

B cocTtaB OCHOBHbIX Moaynen BkatoveH Winlogon - Mmoaynb ayTeHTUduMKaumm nonb3oBartens B
AomeHe Windows; ncnonb3yeTcs B UCNosiHeHn 3 (knacc 3awmntbl KC3);

B coctaBe aBTOHOMHOro APM 1Mcnonb3yeTcs yTunuTta BblpaboTKM raMMbl; raMMa UCMosib3yeTcs
ramMmma nocraBuwmKa ana nHnunanmsaumm NACY;

PacwupeH BHewHu wuHTepdenc CK3U pna obecnedeHus paboTbl npoBangepa C
PyHKLUMOHaNbHbIM KtoYeBbIM HocuTeneMm (®KH), cornacoBaHus K4Yeln ANS UCMOSb30BaHUA
B peanusaumsax npoTtokona IPSec, paboTbl C APYrMMW MPUNOXEHNAMN;

PeannsosaHo ncnonHeHne CK3U c obecneveHmem knacca 3awmtbl KC3 (ucnonHexnue 3);
BHeapeHa 6ubnuoteka 64-pa3psagHoin apudMeTnku;
YcoBepLUEeHCTBOBaHbI (PYHKLMWN BbIYMCIIEHUS KPATHOM TOYKM SMSIMNTUYECKON KPUBOW;

M3MeHeH Koa acceMbnepHblx BCTaBOK nog komnunsitop JASM agns  yHUUUMPOBaHHOIO
ncnonb3oBaHus Ha nnatdpopmax Windows, Linux, FreeBSD, SPARC Ha nnatdopme Intel;

Ob6ecneveHa peanusauuns npotokona EAP/TLS;

MepepabotaH papamBep HacTpoirikm OC wn KoHTpons uenoctHoctn MO CK3UM B cBSA3M C
M3MEHEHMEM KOAa ONnepaunoHHbIX CUCTEM U paclumpenmnsa nx nepedns (Windows Vista/2008);

BBegeHo orpaHunyeHme obpaboTkm uHdopmauum B pexmnme CRYPT_SIMPLEMIX_MODE Ha
04HOM Knto4ye He 6onee 4 merabainTa, npu ncnoab3oBaHuu anroputma MOCT 28147-89.

11.5. N3MeHeHus, BHeceHHble B KpmnnTollPO CSP Bepcum

3.6.1

12.

JobaeneHbl ncnonHeHns 3 — 6 knacca 3awmntbl KC3;
Ob6ecneyveHa pabota ¢ wudpytowen dannoson cncremor Kpunrtollpo EFS;
[Jobasnen moaynb npotokonoB Kpuntollpo IKE, ESP, AH.

NHdopMaumna ong nonb3oBaTenen

Onsa nonyyeHus AOMNONHUTENbHOW WHGOPMauuMu O AaHHOM MPOAYKTe, a TaK Xe o
apyrmx npoayktax OO0 "KPUMTO-MPO", MoxHO obpalaTbCsa No agpecy:

Cnyx6a MapkeTuHra n TexHun4deckon nogaepxkm Kpunto-lipo.

127018, MockBa, Cywesckuii Ban 16/5, 000 "KPUMNTO-MPO".

TenedoH: +7 (495) 780 4820

dakc: +7 (495) 780 4820

e-mail: info@CryptoPro.ru ~ WWW: http://www.CryptoPro.ru
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