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AHHOTaUMA

HacTtosiwee PykoBoactBo ponosiHsaeT gokymeHT "XTAWN.00050-03 90 02. Kpuntollpo CSP.
PykoBoacTtBo aaMuHuctpatopa 6e3onacHoctn. O6was dacte" npu  ucnonb3oBaHun CK3U nop
ynpasnexHunem OC Solaris 10/11.

NHCTpyKuUMK aAMWHUCTpaToOpaMm 6e3onacHocTn " nosb3oBaTensm Pa3/INYHbIX
aBTOMaTM3MpPOBaHHbIX cucTteM, mcnonb3ywwmx CK3U Kpuntollpo CSP, nomxHbl pa3pabaTbiBaTbCa C
y4yeToM TpeboBaHMIA HAaCTOSLLEr0 AOKYMEHTA.

Cnncok cokpalleHunm

APM ABTOMaTM3MpoBaHHOe paboyee MecTo

™M TMO6KMIM MarHUTHLIN AUCK

ACH [JaTtunk cnyyarHbix ymcen

HDD XXeCTKMn MarHUTHbIN ANUCK

HCA HecaHKLUMOHNPOBAHHbIA AOCTYN

OC OnepauunoHHasa cmctema

MAK MporpamMMHo-annapaTHbIi KOMMIeKc

no MporpamMmmHoe obecneyeHune

PernameHT COBOKYMHOCTb MHCTPYKLWI U APYrOi pernameHTmupyroLwen

[OKyMeHTaummn, obecneumsatoLlen dyHKLUNOHUPOBaHME
aBTOMATU3MPOBAHHOM CUCTEMbI BO BCEX PEXMMaAX.

CepTtudukaTt DNEeKTPOHHbIN AOKYMEHT, NOATBEPXAAOLWMA NPUHALNEXHOCTb
K/1t04a NPOBEPKUN 3/TIEKTPOHHOM MOAMNUCU U OmnpeaeneHHbIX
aTpnbyToB KOHKpeTHOMY aboHeHTy

CepTtudurkauus Mpouecc n3rotoBneHns ceptudukaTta Kaoua NnpoBepKu
3N1EKTPOHHOM noanucn aboHeHTa B LeHTpe cepTudukaumm

CK3u CpenctBo KpunTorpadunyeckon 3awmnTtbl MHGOPMaLmm

aNn DNeKTpOHHas Noanucb

1. OCHOBHble TeXHU4YecKmne aaHHble N Xapaktepuctnkm CK3U

1.1. lMNMporpaMmMHoO-annapaTHble cpeabl

CK3WN Kpuntollpo CSP noa ynpasBnenHmem OC Tuna Solaris ncnonb3yeTcs B MNporpaMMHoO-
annapaTHbIX cpejax:

- OC Solaris 10/11 (sparc, ia32, x64).

Mpun HeobxoanmocTn, ana ncnonb3osaHus CK3U yposHa aapa OC apxutekTypbl IA32 cnepyert:

e [ina OC Solaris 10 o6bHoBUTb cuctemy Ao ucrnpaeneHus 142901-03 v ycTaHOBWUTb UCMpaBNeHUEe
IDR144030.

Co cpokaMu 3KCryaTalum ornepaumoHHbIX CUCTEM, B Cpede KOTopbiX GyHKLUMOHMpYyeT CK3M,
MOXXHO 03HAaKOMWUTbLCS MO CleAyloLeMY aapecy:

<http://www.sun.com/service/eosl/solaris/solaris vintage eol 5.2005.xml

1.2. BapuaHTbl ncnonHeHmns CK3U

CK3U ansa pabotbl ¢ OC Solaris 10/11 n3rotoBnseTcsa n pacnpocTpaHseTcs B ABYX BapuaHTax
WCMNOJSTHEHUS:

WNcnonHeHune 1 - CK3W knacca 3awmnTtbl KC1.
NcnonHeHune 2 - CK3W knacca 3awmnTtbl KC2.

MpepynpexaeHne. [llpn wucnonb3oBaHuu wucnosHeHns 2 CK3W Ha nnatdopme sparc
nonb3oBaTeNnbCKMe  KAYM  AO/MKHbl  6biTb  BblpaboTaHbl Ha APM, ocCHaleHHOM CK3H,
cepTnuduumpoBaHHbIM Mo knaccy 3awmtbl KC2 n pyHKUMOHUpYOWnmM noa ynpasneHmem OC Windows.
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1.3. Knio4yeBble HOCUTENN
B kayecTBe KAOUYEBbIX HOCUTENEN 3aKpbITbIX Knatouen n kntouen IMM MOT'YT NCMOJ1Ib30BaTbCA:
rmAa 3,5”;
USB auncku
Pazpen HDD MNM>BM

Mpumevanna. 1. [lonyckaeTca XpaHeHWe 3aKpbiTbiX KKOYENn U K4ven
nposepku 3l B pasgene HDD npu ycnoBuu pacnpoctpaHeHuss Ha HDD wunu
M2BM c¢ HDD TpeboBaHuii no obpallieHunto C KIHYEBbIMU HOCUTENSMWU, B TOM
L!!] yncne 1 nocne yaaneHus Ki4en.
2. lMepeyeHb KkOYEBLIX HOcuTenen no wmucrnonHeHuam CK3U un
nporpamMMHo-annapaTHbiM nnatdopmam cMm. ®opmynsap XKTHAKM.00050-03 30 01,
n.n. 3.8, 3.9.

2. YctaHoBka agnctpubytusa NO CK3U

YcTtaHoBKa, yaaneHne u obHoBneHwe MO ocCyLecTBASIETCS C NpaBaMyM agMUHUCTpaTopa: noa
YUYETHOW 3anncbio root UM € NCMOSIb30BaHMEM KOMaHAbl sudo.

CK3M Kpuntollpo CSP TpebyeTr cneaywouwen nocnefoBaTesibHOCTU YCTaHOBKW: CHavana
yCTaHaBNMBaEeTCa MpoBanaep, 3aTeM YCTaHaBAMBAKOTCHA OCTajibHble MOAYNM, BXOAslWMe B COCTaB
KOMMJieKTaumm.

B OC Solaris ana ycraHoBku, yaaneHuns n obHoeneHnsa MO npuMeHsaloTCcA nakeTbl (packages).
MakeT - pacnakoBaHHbIN apxuB AucTtpmbytuea (dakTuyeckm >3TO nanka), cogepxawuin dalinbl
yCTaHaBNMBAEMOro MNPUIOXEHNS U dainbl, NCNONb3YIOWNECS UHCTANNATOPOM ANS KOHPUIypupoBaHus
cpeabl. ApxuB uMeeT pacwmnpeHue .tar.gz n aBnseTcsa o6bl4HbIM apXMBOM gzip.

MNMepen ycTaHOBKOWM apxmBbl ANCTPMOYTMBa HaAO pacnakoBaThb:
for i in *.tar.gz;do gzip -cd $i|tar -xf -;done

[nsa yCTaHOBKW NakeTa UCMOob3yeTcs KoOMaHaa:
pkgadd -d <nanka_c_naketaMmu> <uMsA_nakera>
Hanpumep: pkgadd -d . CPRObase

[Ons ypaneHus nakeTa UCMNoNb3yeTcs KoMaHAaa:
pkgrm <umsa_nakerta>
Hanpumep: pkgrm CPRObase

dalinbl U3 NaKeToOB yCTaHaBNMBatoTCs B /opt/cprocsp.

MakeTbl 3aBUCAT ApYr OT Apyra, NO3TOMY AOJIXKHbI YCTaHaBAMBAaTbCSA MO NOPSAKY C YYETOM 3TUX
3aBMCMMOCTEN, a yAansaTbcs B o6paTHOM nopsiake. YC/IOBHO MOXHO CuMTaTb MpaBW/IbHbIM MOPSAKOM
TOT, KOTOPbIA ONMcaH B Tabnuue 3aBUCUMOCTEN M HA3HAUYEHUS MaKeToB.

MakeTbl MOryT 6bITb AN 32-6UTHOW apXUTEKTYpbl, a Takxke ansa 64-6utHon apxutekTypbl (MMS
nakeTa 3aKaH4YMBaeTCs Ha X), Tor4a OoHW ycTaHaBaueatTcs Ha OC, cobpaHHY NoA COOTBETCTBYIOLLYHO
apxutekTypy. Yacto 64-6utHbie OC ogHOBpPEMEHHO MNOAAEPXKMBAIOT U 32-6UTHble NMpUNOXeEHUs, N 64-
6UTHble, Torga npuv Heob6XOAMMOCTM MOXHO YCTaHOBWUTb 06a KoMmnnekTa. MCKn4veHneM SBNAOTCA
ApaliBepbl: OHM YCTaHaB/AMBAOTCA B TOYHOM COOTBETCTBMU C apxuTekTypon aapa OC.

Tabnuua 3aBMCMMOCTEN U HAa3HAYeHWs NaKeToB (415 NPOCTOTbl ONMCcaHbl 32-6UTHbIE NaKeTbl).

MMsa nakeTta 3aBUCUMOCTU Ha3HauyeHune nakerta

Obsa3aTesnbHble NakeThbl

CPRObase bazoBblii naker,
yCTaHaBNMBaETCAa nepsbiM. He
3aBUCUT  OT  apXUTEKTypbl,
nosTomy  Ans 64-6uTHOrO
KOMMNeKTa 3TOT naket
yCTaHaB/IMBaeTCA u3 32-
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6UTHOro KOoMMeKkTa.

CPROrdr CPRObase OcHOBHble NpUNOXeHUs,
cuntbiBaTenu n ACH.

CPROCcpl CPROrdr CAPILite, nporpaMmel 7]
enbnmnoTtekun ons
BbICOKOYpPOBHEBOWM paboTbl C
KpunTorpaduen
(ceptndukatammn, CMS...).

CPROkc1 CPROrdr MpoBangep KC1.

CPROkc2 CPROrdr Mposanaep KC2,
yCTaHaBNMBaeTCs TO/bKO TaM,
roe B 3TOM ecTb
HeobXxoaANMOCTb. B 3TOM

cnyyae CPROkcl He cTtaBuTCS.

JononHuTenbHble NakeTbl

CPROrdg CPROrdr, SUNWmfrun, | Fpadunyecknii Bbuo[iCH,
SUNWxwrtl 3anpoc naponsg v gpyrune GUI-

avanoru.
CPROrdp CPROrdr, pcsclite Moaynn noppnepxkn PCSC-

cuuTbiBaTENEN, cMapT-KapT
(PUK, Ockap, Maructpa...).

CPROcspd CPRObase MakeT, npegHa3HayYeHHbIN
Ansa paspaboTtunka.

CPROdrv CPRObase [pariBepHas 6ubnuorteka.

CPROdrvd CPROcspd [MakeT, NnpeaHa3Ha4YeHHbIN 4K
pa3paboTumka ApalBEpPOB.

CPROstnl CPRObase YHuBepcanbHbI SSL/TLS
TYHHEsb.

3. O6HoBneHue MO CK3U

Ona o6HoBneHna CK3UM Ha OC Solaris Heob6x0AMMO:3amMOMHUTb TEKYLLYH
KOHpurypaumio CSP:

o Habop yCTaHOBJIEHHbIX NAKETOB

o HACTpOMKM npoeangepa (ansa MpPOCTOThI MOXHO COXpaHUTb
/etc/opt/cprocsp/config[64].ini)

e yaanuTb WTaTHbIMK cpeacTBamMmn OC Bce nakeTbl CK3U
e YCTaHOBMTb aHaNOrn4yHble HoBble nNakeTbl CK3U

e Mpu HEobxoAMMOCTM BHECTU M3MEHEHUS B HACTPOMKKM (MOXHO nocmoTpeTb diff
cTtaporo un HoBoro config[64].ini)

. KN4y n CepTMd)VIKaTbI COXPaHAKTCA aBTOMaTUYECKHU

4, Hactponka CK3U

4.1. JocTtyn K yTunute ansa Hactponku CK3U

Hactporika CK3W Kpuntollpo CSP ocywecTBAsSeTCs € NOMOLWb yTuauTbl cpconfig, koTopas
BXOAMNT B cocrtas anctpubytmea 7 pacrnonoxeHa B AVpeKkTopumn
/opt/cprocsp/sbin/<Ha3BaHue_apxutekTypbl>. Ecnu ycraHoBneHbl naketol CK3UW ana  aByx
apxuTekTyp, Hanpumep ia32 n x64, TO AENCTBUSA MO HACTPOMKE HYXHO MPOBOAMTb ABa)XAbl — AN
KaX4oM apxuTekTypbl cpconfig-oM U3 COOTBETCTBYIOLLEN MankKu.
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4.2. BBoa cepunHOro HomMepa nueH3nm

Mpu yctaHoBke nporpaMmHoro obecneveHns CK3W 6e3 BBoga /MUEH3MM MOJSb30BATENIO
npenocTaBnseTcs JIMUEH3NS C OrpaHUYEHHbIM CPOKOM AencTBua. Ana ncnonb3oBaHus Kpunrtollpo CSP
NocC/sie OKOHYaHMSA 3TOro Cpoka MoSib30BaTe/Nlb AO/KEH BBECTU CEPUMHbLIN HOMep C 6naHka nuueHsuu,
NOSy4YeHHOM Yy opraHu3aumm-paspaboTumMka wauM opraHmsaumu, MMelolwen npasBa pacrnpocTpaHeHus
npoaykta (amnepa). Ansg npocMoTpa nHMOpMaUnm O JIMLEH3NN BbINOSTHUTE:

# cpconfig -license -view

[ns BBOAA NMULEH3UN BbINOMHUTE:

# cpconfig -license -set <cepuitHbIli_HOMep>

CepwuiiHbI/ HOMEp clieayeT BBOAMTbL C COBNtoAeHNEM perncTpa CMMBOJIOB.

4.3. Hactponka obopyanosaHus CK3U

Ytnnuta cpconfig Takxke npeAHa3sHayeHa ANa M3MEHeHWs Habopa YCTpPOMCTB XpaHeHus
(HocuTenen) u cunTbiBaHWA (cuMTbiBaTesNen) KAKOYEBOM WMHMOPMaUUM U AATYMKOB CYHaMHbIX YuUcen.
MpeaycTtaHOBNEHHBLIMU SBNAOTCS cunTbiBaTenu flash-Hocutenelt n o6pas AMCKETLI Ha XXECTKOM AucKe.

[Ons npocMoTpa CrMcKka HaAaCTPOEHHbIX CUMTbIBATENEN:
# ./cpconfig -hardware reader -view

CunTbiBaTeNb AUCKET HE YCTaHaBJ/IMBAETCA MO yMOJZIT4YaHUIO, TaK KaK Mpu OTCYTCTBUUN OANUCKETbI B
AnckoBoAe nepedncneHmne KOHTEVIHepOB CUNbHO 3amMegniseTtcd. [Ansa gobaBneHnsa cuntbiBaTens ANCKET:

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"
[na npocMoTpa cnucka HacTpoeHHbix ACYH:
# ./cpconfig -hardware rndm -view

Onsa koHconbHoro bnolCH tpebyetcs naket naket CPROkcl, kpome Toro oH paboTaeT TO/IbKO C
KC1 nposangepoM. na nobasneHnsa KoHcosibHoro bnoCY:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console BioRNG"

Onsa rpaduyeckoro bnolCH Ttpebyetcs naketr CPROrdg u X-cepBep, KpoMme TOro oH paboTaer
Tonbko ¢ KC1 npoangepoM. Ansa aobasneHnsa rpacdunyeckoro bnoCy:

# ./cpconfig -hardware rndm -add bio_gui -level 4 -name "GUI BioRNG"
Ona po6asnenua OCH KMNUM:
# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /db1/kis_1
/var/opt/cprocsp/dsrf/db1/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1
/var/opt/cprocsp/dsrf/db2/kis_1

Takxe Hago ckonupoBaTb dannbl C AAHHbIMKU, MNOJly4YeHHbIMM Ha "APM BblpaboTku BHeELWHEWN
rammbl", MOSIOXKUM, UTO OHM nexat B /tmp/db[1,2]:

# cp /tmp/db1l/kis_1 /var/opt/cprocsp/dsrf/db1l/kis_1
# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Ona pabotbl co cuuTtbiBaTenem PC/SC Tpebyetcs naketr CPROrdp. [lMocne noaknto4veHus
cunTbiBaTENS y3HaNTE UMS yCTPOMCTBA:

# /opt/cprocsp/bin/ia32/list_pcsc

available reader: Gemplus GemPC Twin 00 00

Ons pobasneHnsa cunMTbiBaTENNS UCMOAb3YNTE 3TO UMS:

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"
Onsa nonyyeHns nogpobHol cnpaeku no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware —help

4.4. YCTaHOBKA NapaMeTpoB XYpHaInpoBaHUS

CK3WM no3BonseTt cobupatb 0TNafouHyo MHdOpMauuio u uMeeT

BO3MOXHOCTb MPOTOKOANPOBaHUA cobbITM. UHDOpMauna 3anmcbiBaeTcsl B CUCTEMHbIN XXypHarn
(0o6bblyHO B /var/adm/messages). CywecTByeT BO3MOXHOCTb M3MEHEHMS HACTPOEK >XypHaJMpoBaHUS
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pasnn4yHbIX Moaynei npoaykta. CylecTByeT BO3MOXHOCTb WM3MEHEHWUS! YPOBHS >XYPHaJMPOBaHMA U
dopmaTa BbIBOAMMBIX OTNAfO4YHbIX COO6WEHWMA. [N MOMAyYeHUss CApaBKM MO  HaCTpoWKam
XYpPHanIMpoBaHus:

# cpconfig -loglevel -help

Moaynu, Ans KOTOpbIX NOAAEPXKMBAETCS XypHanMpoBaHue:
Cpcsp - A4p0 KpunTonposangepa

capil0 - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyx6a xpaHeHus knwoden (KC2)
libssp - TLS

cppkcsll - PKCS11
cpdrv - gpaneep
dmntcs

4.5. HacTtpouka KpuntonpoBangepa no yMosa4yaHuto
[ns npocMoTpa TUMOB AOCTYMHbIX KPUNTONpPOBAaAEPOB:
$ ./cpconfig -defprov -view_type
[ns npocMoTpa CBOWCTB KpMMATONpoBanaepa Hy>XXHOro Tuna:
# ./cpconfig -defprov -view -provtype <provtype>
[Ons ycTaHOBKM MNpoBaigepa MO yMOAYAHMIO ANS HYXHOro Tuna:
# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provhame>
Ona nonydeHus MMeHW npoBangepa Mo YMOJMYAHUIO AN HYXKHOro Tuna:
# ./cpconfig -defprov -getdef -provtype <provtype>

5. YcTaHoBKa COMYyTCTBYHOLNX NAKETOB

[na nepepgaun no cetu 3anpocoB Ha ceptudwmkaTel, CRL 1 T.n., a Takxe AN MOAAEPXKKM
OOMOJSIHUTENbHBLIX  K/OUYEBbLIX CUMTbIBATENEN W HOCMTENEen MOXET noTpeboBaThCs YCTAHOBKA
[AOMOJSTHUTENbHBLIX NAaKEeTOB.

Ecnn conyTcTBylOWME MakeTbl cKauyuBawTca W3 MHTepHeTa, Heob6xoAuMMO NOATBEPAUTb WX
LEenoCTHOCTb, MPOBEpMB MNOANUCb MAM Xew. Ecnm uctouHmk He obecneumBaeT Takume MexaHU3Mbl,
AOMyCKaeTcs MCMo/ib30BaHME MaKeTOB TOMbKO C Aucka ¢ auctpubytmeom CK3W, rae 3Tm MexaHu3Mbl
ncnonb3yloTcs. Ha agucke nakeTbl nexart B nanke extra.

5.1. bubnunoteka libcurl

Mcnonb3yeTtca Ans nepenayn 3anpocos Ha ceptudmkatbl, CRL 1 T.M. Nno ceTu.

C canta pa3spabotumka npoekta http://curl.haxx.se/ MOXHO cKauyaTb NaKeT C MCXOAHbLIMMU
TeKCTaMn Ans camocToaTenbHOW cbopku. Kak npasBumno, Tam xe ecTtb 32-6uTHble Bepcun B6UMHapHbIX
MakeToB.

Mocne ycTaHOBKKM 6MBAMOTEK HAAO 3aperncTpMpoBaTh NyTW K HUM. Hanpumep:

# /opt/cprocsp/sbin/ia32/cpconfig -ini \config\apppath -add string libcurl.so
/usr/local/lib/libcurl.so

#  /opt/cprocsp/sbin/famd64/cpconfig  -ini  \config\apppath -add string libcurl.so
/usr/local/lib/64/libcurl.so

6.CocTaB U Ha3Ha4YeHne KOMMNOHEHT NMporpaMMHOro
obecneveHns CK3U

6.1. basoBbie moaynm CK3U
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MO CK3W copepxunt 6a3oBble MOAYNN:

Setup - moaynb nHcrtannauum MO CK3N.

libcsp — AMHammnueckn 3arpyxaemasn 6ubnmorteka Kpuntollpo CSP.

libcspst - cratnyeckasa 6mubnnoteka Kpuntollpo CSP

libcspr - 6ubnnoteka pabotbl ¢ yaanéHHbiM Kpuntolpo CSP

drvcsp — AMHaMUYeCcKn 3arpyxaemblii MOAY b S4pa.

libssp — 6ubnuoTteka noaaepXkn Moaynsa cetesoi ayteHTudunkauum Kpuntollpo TLS
cpverify — Moaynb KOHTPONS LETOCTHOCTY.

wipefile - Mmoaynb yaaneHuns darinos BMeCTe C COAEPXKUMbIM.

B Ha3BaHuax anctpubytnesos CK3U ncnonblyercs HoTaums:
CPRO - npedwukKc;
CSp — KpunTonposaiaep;
drv - 3arpyxaembiti moaynb sapa OC;
[d] - onuMoHanbHO — yKa3blBaeT Ha AOKYMeHTaumio (TeCToBble NPUMEpPHI);
[x] - onuMoHanbHO — yKa3blBaeT Ha 64-6utoByto Bepcuto OC; SPARC;
i386 - nnatdopma Intel;
sparc — nnatdopma SPARC.

6.1.1. Moaynb SETUP

Moaynb Setup obecneumBalT MHCTanAsUUKO nporpamMMHoro obecneyeHus CK3U Kpuntollpo
CSP. B npouecce WMHCTanNAUMM NpomM3BOAUTCS KOHTposb uenoctHocTn MO CK3W ¢ ucnonb3oBaHueM
mMoayns cpverify.

6.1.2. bBubnunoteku libcsp u libcspst

bubnuotekn libcsp n libcspst peanusylor uenesble QyHKUMU KpuUNTOorpaduUueckon 3aluunTbl
MHdopMauumn, paboTy € K4YaMm, 4OCTYN K KKOYEBbIM HOCUTENAM, KnaBnaTypHbin JCY.

6.1.3. bubnuoteka libcspr

BbubnuoTteka libcspr obecneumMBaeT  ypaneHHbIN [oCTyn K KpUNTOnpoBanaepy,
(PYHKUMOHMPYIOLWEMY KaK OTAeNbHbIA CepBUC.

6.1.4. [pavBepHas 6mubnuoteka drvcsp

Bubnnoteka drvcsp, ncnonb3yemas B KadecTse AMHAMUYECKM 3arpyxaemoro moayns agpa OC,
peanusyeT uenesble QyHKUMN KpunTorpadmnyeckon sawmtel MHGopmaummn (kpome dopmmposaHms )
1 paboTy C Kao4Yamu.

6.1.5. Mopaynu ceteBon ayTeHTUdukaumm Kpuntollpo TLS

Moaynb libssp obecneunBaeT peanusaumio NpoTokosia ceTeBoir ayTeHTUdukaumn Kpuntollpo
TLS. Obwee onucaHne NpoToKosa NpMBeAEHO B COOTBETCTBYHOLWEM pasgene gokymeHTa "XTSAN.00050-
03 90 02. Kpuntolpo CSP. PykoBoacTBO agMMHUCTpaTopa 6e3onacHoctn. Obwas JyacTb."

6.1.6. Moaynb cpverify

Moaynb cpverify npegHasHayeH AnsS KOHTPOASA LENOCTHOCTM npu yctaHoBke MO CK3U wu
dyHKumMoHnposaHum CK3W Ha NMIBM nonb3oBartens.

6.1.7. Moaynb wipefile

Moaynb wipefile ncnonb3syercs ansa yganeHus gannos BMecTe C COAEPXMMbIM NP WTATHbIX U
HewTaTHbIX (CBONMPOBAHMUE) CUTYyaLUSX.

6.2. Moaynu MNK3U
6.2.1. Mogaynb libcapi20
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Moaynb libcapi20 wcnonb3yeTcs ans ynpaBieHus cepTudumkaTaMum OTKPbITbIX KJO4Yer, a
Takke Ans obecrneyeHus BbIMOJIHEHMS KpunTOrpadMyeckmMx 3amnpoCcoB Ha YPOBHE MWHTepdeiica
CryptoAPI v. 2.0. UHTepdelic moayns capilite sBnsieTcs noaMHOXecTBOM nHTepdenca CryptoAPI v. 2.0.

6.2.2. bubnuoteka librdrrdr goctyna Kk knt04YeBbIM HOCUTENSM

bubnuoteka librdrrdr (release) obecneumBaeTr yHUDUUMPOBAHHbLIA WMHTEpdENC JocTyna K
KJIOYEBbLIM HOCUTENAM BHE 3aBUCMMOCTM OT MX TUNa.

6.2.3. Moaynum yCTpoOMUCTB XpaHeHUs KI4YeBOn MHGopMauunm

Moaynu obecneumnBatoT peannsaumnto A0CTyNna K KOHKPETHbIM TUMaM KK4YEBbIX HocuTenem u
cunTbiBaTENEN:!

e librdrfati2 K auckosoay, auckete 3.5", pazgeny HDD

6.2.4. bubnunoteka librdrsup nogaep>xku 4oCTyna K KAKO4YEBbIM
HOCUTENsM

Bubnuoteka librdrsup obecneuvBaeTr peanusaumio o6WKUX (PYHKUMA AOCTYNa K PasivMyHbIM
YCTPOWMCTBaM XpaHEHUS KJTIOUEBbIX HOCUTENEN.

6.2.5. Moaynu gaTtynkoB Cny4vamHbIX Ymncen

bubnuoteku librdrrndm u librdrrndmbio o6ecneunBatoT nogaepxky paboTbl ¢ GU3MYECKMMU
AAaTUYMKAMM ClTyYanHbIX Yncern.

6.2.6. bubnunoteka libasnldata nogaepxkn npotokona ASN1

Bubnnoteka libasnldata cogepxut dyHKuMN npeobpa3oBaHUa CTPYKTYpP A@HHbIX B MaWWHHO-
He3aBMCMMOe npeacTaBieHune.

/. BctpauBaHue CK3U B npuknagHoe MO

Mpu BcTpamBaHun CK3UW B npuknagHoe nporpammHoe obecnedeHme A0MXKHbI BbINOHATLCS
TpeboBaHus pasgena 7 pokyMmeHta "XTAWM.00050-03 90 02. Kpuntollpo CSP. PykoBoACTBO
aaMuHucTpaTopa 6e3onacHocTn. O6was JyacTb.

8. TpeboBaHus No opraHN3aLMOHHO-TEXHNUYECKUM U
aAMUHUCTPATMBHbIM MepaM obecnedeHuns
akcnnyaTtaumm CK3U

[OmKHbI BbINONMHATLCS TPeboBaHMA MO OpPraHM3auUMOHHO-TEXHUYECKMM WU aAMUHUCTPATUBHbLIM
MepaM obecnedeHns 6e3onacHocTn 3kcnnyataumm CK3WM B obbeme pasgena 12 p[oOKyMeHTa
"XTAN.00050-03 90 02. Kpuntollpo CSP. PykoBoacTtBo aamuHucTpatopa 6e3onacHoctu. O6uwas
yacTb."

8.1. Obwme Mepbl 3awmTbl oT HCA MO ¢ yctaHoBneHHbiMM CK3U
ana OC Solaris

Moa ynpaBneHnem UNIX-nogo6Hbix onepaunoHHbiXx cucteM CK3U Kpuntollpo CSP aomxHO

WCNOMb30BaTbCs C MPOrpaMMHbIM obecneyeHnem:
e Certmgr (Kpuntollpo Certmgr).
e CryptCP.
e Apache Trusted TLS (Digt).
e Trusted TLS (Digt).

Mpu wncnonb3oBaHun CK3W nop ynpasneHnem OC Solaris HeobxoanMmMo npeanpuHATbL
AOMOSHUTE/bHbIEe Mepbl OPraHN3auNOHHOIO U TEXHNYECKOro XapakTepa W BbIMOAHUTb AOMNONHUTENbHbIE
HacCTpPOMKM onepauuMoHHOW cucTeMbl. [lpy 3TOM CTaBUTCA 33jadya He Tonbko obecneunTtb
AOMNOSTHUTENbHY 3awmnTy cepBepa u OC ot HCA, HOo n obecneunTtb 6ecnepeboiiHbin pexnm paboTbl u

WUCKNIOYUTb BO3MOXHOCTM "OTKasa B 06CnyxuBaHuu", BbI3BAHHOIO BHYTPEHHMMU MNpPUYUHAMM
(Hanpumep - nepenonHeHnem dannoBbIX CUCTEM).

K opraHnsaunoHHO-TEXHUYECKUM MepaM OTHOCHATCSA:
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obecneyeHune pusnyeckorn 6eaonacHoOCTn cepeepa;

yCTaHOBKa NpPOrpaMMHbIX 06HOBIEHUNA;

opraHmsaums npoueaypbl pe3epBHOINr0 KOMMPOBAHUSA U XPaHEHUS PE3EPBHbIX KOMUNA.
JononHutensHble HacTpolikn OC Solaris kacatoTcs cneayrouwlero:

orpaHMyeHue AoCTyna Nosib30BaTeNien N HAaCTPOMKM NOJSIb30BATE/IbCKOIO OKPYXEHUS;
OrpaHuYyeHue ceTeBbiX COeANHEHUI;

OrpaHU4YeHns NpuM MOHTUPOBaHMKN (PaIOBbIX CUCTEM;

OrpaHMYeHus Ha 3anyck NpoLeccos;

AONoNHUTENbHbIe HacTpolikn aapa OC;

HacTpoOWKa ceTeBbIX CEPBUCOB;

OrpaHnYyeHue Konn4vecTea «BUANMON N3BHE» MHGMOPMaLMKN O CUCTEME;

HacTpoWnkKa noACUCTEMbl NPOTOKOIMPOBAHNSA N ayauTa.

OpFaHVIBaLI,VIOHHO-TEXHVILIeCKVIe MEpbl

1. C uenblo UCKKYEHUA BO3MOXHOCTU 3arpy3kn OC, OT/IMYHOW OT yCTaHOBIEHHOWN
Ha HDD MN3BM, M3BM u ycTpoicTBa 3arpy3ku AO0J/KHbl 6bITb ornedaTaHbl. [JosxkeH

6bITb 06ecrneveH Heo6X0AMMbI KOHTPOb LENOCTHOCTU nevaTten.
2. 0Ob6ecneyeHne dunsmyeckon 6e3onacHOCTM cepBepa

CneayeT WCKIOUUTL BO3MOXHOCTb [OCTyMa HEaBTOPM30BAHHOMO MepcoHana K
KOHCOMW, CUCTEME MUTAHUA WU AOMONHUTENbHbIM YCTPOWCTBAM, MOAK/OUYEHHbIM K
3allMUIaeMoOMy  cepBepy NyTeM YCTAHOBKM 06opyAoBaHWA B CneumnanbHo

BblAENEHHOE N 3anupaeMoe nomelleHune (annapaTHyo UM CEPBEPHYHO KOMHAaTY).

JocTyn nepcoHana B CepBEpPHYID KOMHaTy JAo/mkeH ObITb pernaMeHTuposaH
BHYTPEHHMM PpacnopsAKOM 3KCryaTUpylowen oOopraHusaumm u  LAO/HKHOCTHbIMU

WUHCTPYKLUMUAMN.

KpoMme 3TOro, npm ucnonb3oBaHUM B KadecTBe cepBepa komnbtoTepa SUN SPARC,

cnenyeT yCTaHOBUTBL Maposib Angd A0CTyna K KOHCOJ1KM, BbINOJIHUB cneayrulee:

e [lpn 3arpyske CUCTEMbl B peXuMe Auanora C MHTEPNpPeTaTopoM KOMaHA

3arpy3uynKka BBECTU cleaytolmne KoMaHabl:
<ok> password
<ok> setenv security-mode command

e [locne 3arpyskum CUCTEMbI, C KOHCOAU NOCMe perncrpaumm OT WMEHU

cynepnoJsib3oBaTesns BBECTU clieaytolme KoMaHabl:
# eeprom security-mode=command
# eeprom security-password=
W BBECTW Napo/ib Ha AOCTYN K KOHCO/N.

BHuMaHue! B cnyuyae ecnu cynepronb3oBaTenb 3abyAeT naposib, BO3HUKHET

HeobxoaAnMOoCTb 3aMeHbl MIM3Y nepBMYHOro 3arpy3umka B cepBMCHOM LeHTpe SUN.

Ona vcknoyeHns cb6oeB KOMMbIOTEPA, BbI3BAHHbLIX OTKOYEHMEM 3NEKTPOMNUTAHUS,
HeobxoanMMo obecrnevynTb aNEeKTponuTaHue cepBepa OT UCToYHMKa 6ecnepeboiHoro
NUTaHWS AOCTAaTOYHOM MOLWHOCTM. Kak MWHMMYM, MOLLHOCTM 6aTapel WMCTOYHMKA
6ecnepeboMHOro NUTaHUs AO/MKHO XBaTaTb Ha BPEMS AOCTaTOYHOE A1 KOPPEKTHOMO

aBTOMATUYECKOIo 3aBepLlueHns pa6OTbI cepsepa.

3. OpraHusaumsa npoueaypbl pe3epBHOr0 KOMUPOBAHUSA W XPaHEHUS pe3epBHbIX

Konui

Mpn onpepeneHnn pernaMeHTa pe3epBHOr0 KOMWPOBAHUA U XPaHEHUS pe3epBHbIX

konun cnepyet obecneunTtb OTBETCTBEHHOE XpaHEHWe pe3epBHbIX KOMWi

3anupaembix cerdax (wkadax) u onpegenuTb Npoueaypy BblAayu pe3epBHbIX
KOMWI OTBETCTBEHHOMY MEPCOHany M YHWYTOXEHUS BbllIeALUX U3 ynoTpebneHus

HocuTenemn (J'IeHT, OAHOKpPATHO 3annCbiBaeMblX ANCKOB U I'Ip)

CTaH,Cl,apTHbIMVI MepaMn nMNo oOpraHMsaumm OTBETCTBEHHOIo XpaHeHUsA HocuTenen

ABNAKOTCA:
e MapKuMpoBKa HOCMTeﬂeVI;
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e COCTaBfieHME OMNUCU XPaHUMbIX HOCUTENeN C YKa3aHWeM CepuiiHbIX
(MHBEHTapHbLIX) HOMepoB, JdaT 3anucm HocuTenen, daMmunmen CoTpyaHUKA,
co3aaBLIEro Konui ans kaxaoro wkada(cenda);

e epuoanyeckas cBepka onumcu n cogepxmmoro cendo (Wwkados);

e OpraHuMsauusa OTBETCTBEHHOIO XPaHEHMS W BblAauyu Ki4yeh oT  celdos
(wkados);

e BO3MOXHOe one4yaTbiBaHue (onsoMmbupoBaHue) cerndos(wkados).

YHUUTOXEHME BblWeAWNX W3 YNoTpebneHnss HocuTenen [OMXKHO MPOU3BOAUTCS
KOMUCCUEN C COCTaB/IEHNEM aKTa 06 YHUUTOXEHUU.

4. B cucTeMe perucTtpupyerca OAMH nofb3oBaTenb, obnagawowuii npaBamu
aAMWHUCTpaTopa, HOCAWMIA UMSA root, Ha KOTOporo Bo3naraetcs 0653aHHOCTb
kKoHdurypmposate OC Solaris, HacTpaumBaTb 6e3onacHocTb OC Solaris, a Takxe
KOHdurypuposaTtb N3BM, Ha koTopyto yctaHossieHa OC Solaris.

5. Ona nonb3oBatens root BbibMpaeTcs HadexHbli Mapofib BXoAa B CUCTEMY,
yAOBNeTBOpSAKOWMA  cnegywowmM  TpeboBaHuAM: AfIMHA Naposisi He MeHee 6
CMMBOJ10B, Cpean CUMBOJIOB Mapons AOJIKHbl BCTpedYaTbCA 3arjiaBHble CUMMBOJIbI,
MPOMNMUCHbIE CUMBOJbI, UMDPbI U crneuuanbHble CMMBOJbI, CPOK CMEHbl Maposisi He
pexe OA4HOro pasa B Mecsu, AOCTyN K Napoft aonxeH 6biTb obecneyeH TOMbKO
nonb3oBaTento root

6. [lMonb3oBaTtento root AOCTYMHbI HacTporkm Bcex nosnb3oBatenen OC Solaris,
KOTOpble OH MOXeT npocMaTpuBaTb, peAakTUpoBaTb, yAansaTb, co3paBaTb. Bcem
nonb3oBaTtensM, 3apernctpmposaHHbiM B OC Solaris, nonb3oBaTenb root B
COOTBETCTBMM C NOAMTMKON 6e30MacHOCTW, MPUHATONM B OpraHusauuu, gpaet
MWHUMaNbHO BO3MOXHble A5 HOpManbHOM paboTbl npasa. Kaxabll nonb3oBaTesb
OC Solaris, He gaBnsalOWNACS Nofb3oBaTeNeM root, MOXeT npocMaTpumBaTb W
pefaKTMpoBaTb TO/IbKO CBOM YCTAaHOBKM B paMKax Mpas AOCTyMNa, Ha3Ha4YeHHbIX eMy
nosb3oBaTesnem root.

7. Bcex nonb3oBaTenen MN3BM, KOTOpble HE NOMb3YKTCA AAHHOW CUCTEMOW, U BCEX
CTaHgapTHbIX Mofb3oBaTenen, koTopble co3gatlTcs B OC Solaris Bo Bpems

yCTaHoBKM (Takux, kak "sys", "uucp", "nuucp", n "listen"), kpome nonb3oBartens
root, cneagyeT yaanuthb.

8. B OC Solaris cyuwecTByloT MUCMoNHSeMble dalnbl, KOTOpble 3anyckakwTcs C
npaBaMm nosb3oBaTensa root. 3Tn dalnbl MMEKT ycTaHOBNEHHbIN dnar SUID.
Monb3oBatenb root AO/MKEH onpeaenuTb, KakuM w3 3Tux ¢dannoB B pamkax
onpefenieHHoONW B OpraHu3aumm nonutmkm 6HesonacHocTn He TpebyeTcs 3anyck C
AAMUHUCTPATUBHBLIMM MOJIHOMOYMAMUM, U C NoMowbio cbpoca dnara SUID posmxkeH
CBECTU KOMM4YeCTBO Takmx @danaoB K MMHMMYMY. 3anycK ocTaBlmxcs ¢dainnos c
yCTaHoB/ieHHbIM dnarom SUID fo/mKeH KOHTPOAMPOBATLCS Nofib3oBaTenem root.

9. TMpn wncnonesosaHmm CK3U «Kpuntollpo CSP» Ha 3BM, noaKAKOYEHHbIX K
06WenoCTynHbIM CETAM CBA3M, AOKHbI ObITb NPEeANpPUHSATBI AOMNOJSIHUTENbHbIE MEPbI,
MCKoYaoWwme BO3MOXHOCTb HEeCaHKUMOHWMPOBAHHOIO A0CTyna K CUCTEMHbIM
pecypcam MCnosib3yeMbIX ONepauMoOHHbIX CUCTEM, K NPOrpaMMHOMY obecneyeHuto, B
OKpPY>XEHUN KOTOpOoro yHKunoHupytoT CK3U, n k komrnoHeHTaMm CK3W co cTOpoHbI
yKa3aHHbIX ceTei.

10. Mpaeo pocrtyna k paboumm Mmectam c yctaHoBneHHbiM MO CK3U «Kpuntollpo
CSP» npepoctaBnsieTcs TONbKO SiMuaM, 03HaKOMJIEHHbBIM C MpaBuiaMm MOJb30BaHMUS
M M3YUMBLUMM 3KCMJyaTauMOHHYIO AOKYMEHTauuMi Ha nporpamMmmHoe obecneueHwue,
nmeruwee B ceoeM coctase CK3U «Kpuntollpo CSP».

11. Ha TexHuuyeckmx cpeactBax, ocHauweHHbiXx CK3WN «Kpuntollpo CSP» posnxHo
MCNOMb30BaTbCsl  TOMbKO  JIMLEH3MOHHOEe rnporpaMMHoe obecnedveHne UpM-
npousBoanTenen.

12. Mpwn wucnonb3oBanHun nnatdopmbl Intel B BIOS, a npu wWCNOAb30BaHUU
nnatgopmbl Sparc B PROM onpenenstoTcs yCTaHOBKU, UCKTOYAOWME BO3MOXHOCTb
3arpysku OnepauuoHHOM CUCTEMbI, OT/IMYHOMW OT YyCTaHoBseHHOM Ha HDD:
OTKJIOYAETCH BO3MOXHOCTb 3arpy3ku ¢ rmbkoro gmcka, npmeoga CD-ROM u npoune
HecTaHaapTHble BUAbI 3arpy3ku OC, BkoYas CeTeBylo 3arpysky. He npumeHstoTcs
M3BM c BIOS, nckno4varLwmMm BO3MOXHOCTb OTK/IIOYEHUST ceTeBol 3arpy3kum OC.

13. Mpwn wucnonb3osaHum nnatdopmbl Intel, cpeactBamm BIOS pomxkHa 6biTb
MUCKJ/IIDYEHA  BO3MOXHOCTb  OTKAOYEHWs  mnonb3oBatensamu  ISA-ycTpoiictB wm
PCI-ycTpoincTts npu ncnonb3osaHuum MAK 3awmntel oT HCA,
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14. Mpwn 3arpyske OC pomkeH O6biTb peanus3oBaH KOHTPOJSb  LEJIOCTHOCTU
nporpamMMHoro obecneuveHus, exoasauwero B coctaB CK3N «Kpuntollpo CSP», camor
OC un Bcex ucnosiHAeMbIX ¢ainoB, QyHKUMOHMPYOWNMX coBMecTHO ¢ CK3U ¢
ncnonb3oBaHueM nporpammbl CPVERIFY.

15. Bxog B BIOS (PROM) 2BM pomxeH 6biTb 3aWuleH naposieM, K KOTOpOMY
npeabaBnsoTca Te Xe TpeboBaHMS, 4YTO M K Naposo nonb3oBaTtens root. MNaponb
onsa Bxopga B BIOS (PROM) ponkeH 6bITb M3BECTEH TOMIbLKO MOJib30BaTeNto root um
6bITb OTAIMYHBLIM OT Napons nonb3osartens root ana exoaa B OC Solaris.

16. CpeactBamu BIOS (PROM) pgomkHa 6biTb MCKOYEHA BO3MOXHOCTb paboTbl Ha
DBM, ecnu BO BpeMs €ro HadanbHOM 3arpy3ku He nNpoxoasT BCTPOEHHble TeCThl.

17. Ha «KkoMnbloTepe YycTaHaBnmeaeTca To/Abko oaHa OC. Ha wMawunHe He
yCTaHaBNuMBaeTcsa cpeAcTB paspabotku MO wm otnagumku. Ecnu cpeactsa oTnaakm
MPUNOXEHUIA HYXHbl ANS TEXHOJornMdeckmx noTtpebHoCTel opraHmMsaumu, TO UX
MCNOJIb30BaHne AO0/MKHO 6biTb CAaHKLUMOHMPOBAHO aAMUHUCTPaToOpoM 6e30MacHOCTM.
B nwbom cnyvae 3anpewaercs MCNonb3oBaTb 3TW CpeacTBa Ans MNpocMoTpa U
penakTMpoBaHMS Koda M NaMsTv NpunoxeHun, mcnonbdytowmx CK3U «Kpuntollpo
CSP». Cnepyetr wusberaTb nonagaHuss B CUCTEMY MporpaMM, MO3BOASIOWMX,
nonb3ysacb owmnbkamm OC, nony4yaTb NpueMaernun root.

18. JomkHO 6bITb orpaHmyeHo (C yyeToM Bbi6paHHOM B oOpraHms3aumu MNOANTUKMU
6e3onacHoCcTN) wucnonbL3oBaHWe nonb3oBaTensaMu KomaHg cron u at - 3anycka
KOMaHA B yKa3aHHOe BpeMs.

19. [JonxHo 6biTb peann3oBaHo dU3MYeckoe 3aTUpaHuUe COAEPKMMOro yaansemblX
¢alinoB c ucnosb3oBaHmem nporpamMmmbl Wipe n3 coctaBa CK3U.

20. JdomkHbl 6bITb OTK/OYEHbI BCE HEWCMOJIb3yeEMble Ha AaHHoOW DBM ceTeBble
MPOTOKObI.

21. B cnyyae nogknwo4eHmss 9BM c yctaHoBneHHbIM CK3U Kk 06WwenocTynHbIM CETSM
nepegayn AaHHbIX AOHKHO 6bITb OTK/KOYEHO ucnonb3oBaHue JavaScript, VBScript,
ActiveX n apyrmx nporpaMmMHbIX 06bEKTOB 3arpy>aeMblX U3 CeTH.

22. [omxHbl 6bITb MNPUHATBI Mepbl MO  WCK/OYEHUI0 HecaHKUMOHWPOBaHHOMo
[OCTyrna MOCTOPOHHUX NUL, B MOMELWEHNS, B KOTOPbIX YCTaHOBNEHbl TEXHUYECKne
cpeactea CK3U «Kpuntollpo CSP», no poay cBoel AesATENIbHOCTU He SABASOLWMXCS
nepcoHasnom, AoMnyLeHHbIM K paboTe B yKa3aHHbIX MOMELLEHUSIX.

23. [osmkHo 6bITb 3anpeLleHo oCTaBNsaTb 6e3 KOHTPOS BbluMCUTENbHbIE CPeACTBa,
Ha koTopbix 3kcnnyatupyetca CK3U «Kpuntollpo CSP» nocne BBoAa KOYEBOM
nHdopmauum. MNpu yxoae nonb3oBatens ¢ paboyero mecrta AOMXKHO MCMOJSIb30BaTbCS
aBTOMaTM4eCcKOe BKJIKOYEHME NapO/iIbHOM 3aCTaBKMU.

24. AaMmuHucTpatopoM 6e3onacHOCTM A0MKHO 6biTb MpoBeAeHO onevyaTbiBaHue
cucteMHoro 6noka c yctaHoBneHHbiM CK3U «Kpuntollpo CSP», uckntouyatouiee
BO3MOXHOCTb HECaHKLWOHMPOBAHHOIO W3MEHeHMs annapaTHOM 4acTu pabouen
cTaHumu.

25. W3 cocTtaBa cucTeMbl AO/MKHO 6biTb UCKAOYEHO Bce obopyaoBaHue, KoTopoe
MOXEeT co3aaBaTb yrpo3y 6esomnacHoctm OC Solaris. Takxe cneayer wusberatb
MCMONb30BaHMsA  obbiX  HeCTaHAapTHbIX  annapaTHbIX  CpeacTB,  UMEKLWMUX
BO3MOXHOCTb B/INSATb Ha HOpManbHbIN Xo4 paboTel koMnbtoTepa nan OC Solaris.

26. Tlocne MHCTanNaumMm OC Solaris cnegyetr  yCTaHOBUTb C canTa
http://www.sunsolve.sun.com/ Bce peKOMeHAOBaHHbIE NPOrpaMMHbie 06HOBNEHUSA U
nporpamMMHble 06HOBNEHUs, cBA3aHHble C 6e3onacHocTbio (recommended and
security patches) ot komnaHnn SUN, cywecTBylolme Ha MOMEHT UHCTaNISILUK.

27. Ha Bce aupekTopuu, coaepxawme cuctemHole dannbl OC Solaris 1 katanoru
CK3W, ycTtaHaBnmBatoT npasa AO0CTyMa, 3anpellarlme BCeM rnosb3oBaTensmM, Kpome
Bnagenbua (Owner), 3anuco.

28. B cBS3M C TeM, 4YTO aBapuiHbI AaMn ONepaTUBHON NAMSATM MOXET CoAaepXaTb
KpunTorpadunyeckn onacHyr uHdOpMauuio, cneayeT OTKAYMTb BO3MOXHOCTb €ro
co3gaHus ¢ nomowbio dyHKkumm setrlimit ¢ napametpom RLIMIT_CORE=0.

29. B OC Solaris wncnonb3yetcs BupTyanbHas namsaTtb. O6nacTtb BUpPTyanbHOM
namsaTn aonxHa 6blTb opraHusoBaHa Ha oTaenbHoM HDD w goctyn K Hel AOoMXeH
MMeTb TOJNIbKO rMosib3oBatenb root. o okoHuyaHum pabotel CK3U copepxumoe
BUPTYasbHOW MaMAaTX AOJ/DKHO 3aTMpaTbCsa C NMOMOLWbO yTunuTbl wipefile, Bxoaswen
B coctaB CK3U «Kpuntollpo CSP». B cnyuyae Bbixoga u3 crpos HDD, Ha kKoTopoM
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HaxoamTca obnacTte BUPTyanbHOW MNaMATU, KpunTorpaduueckue KAK4YM noanexar
BbIBOAY U3 AencTtBus, a HDD He noanexawmm peMoHTy. 3ToT HDD yHu4TOXaeTcs no
npaBuiaM YHUUYTOXEHUS KIKOUYEBbLIX HOCUTENEN.

8.1.2. [JdononHutenbHble HacTponkn OC Solaris

Hactpoiikn OC Solaris BbINOMHATCA, B OCHOBHOM, MNYyTeM peaakTupoBaHus (yaaneHus,
pobaBneHns) pasnnNyHbIX KOHPUIYPaLMOHHbBIX U KOMaHAHbIX dannos.

Ons coxpaHeHusi BO3MOXHOCTU "OTKATUTL" BHECEHHble W3MEHEHUs cfegyeT COXpPaHuTb
mMoanduunpyemble darnbl B "6e3onacHoM" MecTe (Ha BHEWHEM HOCUTesNe WM Ha He MOHTUPYeMOoW
aBToMaTMyeckn dannoBon cucteme). XenatenbHO CKOMUPOBATb M3MeHsieMble dannbl (KaTtanoru) ¢
COXpaHeHMeM CTPYKTYpPbl KaTanoros.

8.1.2.1. OrpaHu4yeHue pocTyna nosib3oBaTenen M HaCTPOMKW MOJ1b30BaTENbLCKOro
OKpYXeHUs

HacTpolika nosb30BaTeIbCKOro OKPYXEHUS 3aKN04YaeTcs B CefyoWwmnX AeNCTBUaX:
1. B darine /etc/default/login cneayeTt yctaHOBUTbL cneayolimne AMPEKTUBDI:
PASSREQ=YES (TpebyeT ncrnonb3osaHus naponeim)

SUPATH=/usr/sbin:/usr/bin (3apaetr 3HadyeHne nepemeHHOn PATH nocne
BbINOJIHEHUS KOMaHAbI Su);

RETRIES=3 (3agaeTr 4Mcno MOBTOPHbIX MOMbITOK perncrpaumMu nosb3oBaTtens
nporpamMmon login)

SYSLOG_FAILED_LOGINS=0 (anpekTnBa npeanucbiBaeT NpoTOKONPOBaTb BCE
NOMbITKN HEYAAaYHOW perucrpaummn nosb3oBaTtens)

UMASK=077 (napameTp 3afaeT MacKy co3gaHusa darna no-yMosa4yaHuio).

CONSOLE=/dev/console (napameTp orpaHM4nBaeT BO3MOXHOCTb permcrpaumm
cynepnosib3oBaTenst TOSIbKO CUCTEMHOM KOHCOMbIO M 3anpeluaeT yaaseHHble
pervcrpaumu cynepnosb3oBaTens);

2. [Ans nonb3oBaTens root yCTaHOBUTb MAcKy pexuma cospaHus daiinos 077
wnun 027:

umask 077 (umask 027);

3. [Ans OTKIKYeHMS BO3MOXHOCTM AOCTyna nofnb3oBatens root k pabouen
CTaHUMM N0 CeTM packoMMmeHTMpoBaTb cTpoky "CONSOLE" B daline
/etc/default/login;

4. CospaTb (OTpepakTnpoBaTb cywecTBytowmin) dann /etc/shells n nomectnts
B Hero mmeHa (C MOJIHbIM MyTeM) TONbKO ANS TeX MCMoAHAeMbix dainos
0601104eK, KOTOPble YCTaHOBMEHbI B cucteMe. Mo yMon4YaHuo, CoaepXXnMoe
danna /etc/shells moxeT 6bITb TakKUM:

/bin/bash /usr/bin/bash
/bin/csh /usr/bin/csh
/bin/ksh Jusr/bin/ksh
/bin/sh /usr/bin/sh
/sbin/sh /usr/bin/zsh

5. Ypanutb dann (ecnm oH cywectsyerT) /.rhosts.
6. YpanuTb cogepxunmoe darna /etc/host.equiv.

7. OtpepakTtupoBaTtb daiin /etc/pam.conf c uensto 3anpeta rhosts-ayteHTnduka-
LuMn. BbINONMHSETCS KOMMEHTMPOBAHMEM BCEX CTPOK, COoAepXKaliux MOoACTPOKY
"pam_rhosts_auth.so".

8. Otkntountb cnyxby RPC ypaneHHOro Bbi3oBa npoueayp, 418 4vero cnepyer
yaanntb dann /etc/rc2.d/s71rpc;

9. TpoBepuTb wuaeHTUdUKATOpbl  MOMb30OBaTens W rpynnbl AN BCex
nonb3oBaTtenen, nepevyncrneHHblx B Qanne /etc/passwd. Cneayetr ybeautcs,
YTO He CYLUeCTBYET Mosb30BaTeNler, UMeLWnX naeHTudukaTop nonb3oBaTens
0 n uaeHTndwukatop rpynnsl 0 KpoMe, BO3MOXHO, nonb3oBaTens root.
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10. YcTaHOBUTb MMHMManbHYlO AAMHY napons B 8 cuMBOMIOB B (aiine
/etc/default/passwd ampektnsoii PASSLENGTH=8. TaM >xe BO3MOXHO 3aaaTb
MUHMMaNbHOE U MakcuMmanbHoe "Bpemsi XuU3HW" napons B  Hegenax
napametpamn MINWEEKS n MAXWEEKS.

11. Co3paTb nepeyvyeHb NporpamMm, KOTOpble 3anyckalwTcad C  npaBaMu
aAMUHUCTpATOpa, U KOHTPO/UPOBATb €ro HEU3MEHHOCTb;

12. 3anpeTuTb perucTpaumio B CUCTEMe MNoJsib30BaTesnien, MUMeLWmnx caegylowme
"cnyxebHble nmeHa":

daemon uucp

bin nuucp
sys listen
adm nobody
Ip noaccess
smtp nobody4

JenictBne BbINONHAETCA NyTeM YykasaHua B danne /etc/passwd cTpoku
'/bin/false' B shell-nporpamMmbl 1 ykasaHunsa cumBosia 'x' B none naposns.

8.1.2.2. OrpaHu4eHns Npn MOHTUPOBaHUM (alNIOBbIX CUCTEM

OrpaHuyeHus Npu MOHTMPOBaHWKU (haMNoBbIX CUCTEM pEanU3ylTCs pefaKTUpOoBaHUEM
darina /etc/mnttab:

1. YcrtaHoBUTb onumio nosuid Npu MOHTMpPOBaHUM hannoBbiX cuctem /opt n /var.

2. OrpaHunuutb pa3mep dannoBot cucrtembl /tmp onumen size. MNpu 3ToM
3HayeHMe onuun size [OMKHO ObiTb MeHblle pa3Mepa 0651acTU NoAKauku
(swap). MNockonbky, OC Solaris MOHTUMpPYET dannoByt cuctemy /tmp B obnactb
noAKa4yku, TO UCMOJIb30BaHME AAHHOM ONUMM NPeaoTBPaTUT ee NepernosiHEHME.

Mpn WHCTanNsaUUMM CcucTeMbl creayeTr BblgenuTb aAna  dannosbix cuctem /, /usr,
Jusr/local, /var, /opt, /export pa3Hble pas3gensl AuCKka ANS nNpeaoTBpalleHus
rnepenosiHeHNss KPUTUYHLIX @alnoBbix cuctem (/, /var) 3a cuyeT, Hanpumep,
NnoNb30BaTeNIbCKUX AaHHbIX M obecrnevyeHuss BO3MOXHOCTM MOHTUpOBaHUA dainoBbIX
cuctem /usr 1 /opt B pexunme "Tonbko ans uteHus".

8.1.2.3. OrpaHu4yeHns Ha 3anycK npoueccos

CnepyeT orpaHuunTb UCNOSb30BaHME B CUCTEME MJaHMPOBLUMKA 3a4a4y Cron U CPpeacTs
naketHon o6paboTkm 3apgaHun. [ns HopManbHOro MYHKUMOHUPOBAHUA CUCTEMbI
MUHUMANbHO HEOBXOAUMBIM SBASIETCS pa3peLlleHne WCMOoJSIb30BaHMS MIaHUPOBLLMKA
3afay cron U cpeacTB NaKeTHOW 06paboTkM 3a4aHWMi TONbKO Monb3oBaTento root. Ans
3TOro crneayeT BbINOAHUTL cneayowme KoMaHabl (0T UMEeHU Cynepnonb3oBaTens):

echo root > /etc/cron.d/cron.allow
echo root > /etc/cron.d/at.allow

OrpaHMynTb YNCI0 CUCTEMHbBIX CEPBUCOB M NPOrpamMMm, MHULMANN3MPYEMbIX B MpoLecce
3arpy3ku OC. ns aToro:

e 3 kaTanora /etc/rcS.d yaanutb BCe dannbl, KpoMe:

S30rootusr.sh S50drvconfig
S40standardmou S60devlinks
nts.sh S70buildmnttabs
e W3 kaTanora /etc/rc2.d yaanutb Bce dannbl, KpoMme:
S02MOUNTFSYS S72inetsvc
SO5RMTMPFILES S74syslog
S20sysetup S75cron
S25cspcheck S88utmpd
S69inet
e W3 kaTanora /etc/init.d ynanutb BCe dannbl, Kpome:
MOUNTFSYS rootusr
RMTMPFILES sysetup
inetsvc devl inks
standardmounts cron
buildmnttab drvconfig
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syslog
inetinit

8.1.2.4.

utmpd
dtlogin
e Yaanutb BCce annbl 3 kaTtanora /etc/rc3d.
e Yaanutb Bce dannbl n3 katanoros /etc/rc0.d n /etc/rcl.d, kpome Tex, KOTOpblE

nepeyncrnieHbl Bbllle.

HacTpolika ceTeBbIX CEPBUCOB

HaCTpOVIKa CETEBbIX CEPBUNCOB 3aKJTIOYAETCA B CneagyrolweMm!

1. Cnepyetr orpaHnunTb GYHKUMOHANBHOCTb AEMOHa YNpaB/ieHUs CeTeBbIMU
coeguHeHusamn inetd. [delcTBue 3akfloyvaeTcsd B pefakTupoBaHun danna
/etc/inetd.conf. B daiine /etc/inetd.conf cneayetr 3akoMmeHTpoBaTb (yAanuTb)
CTPOKW, coAepXaline OnucaHusi TeX CEepBMCOB, MCMOJSIb30BaHME KOTOPbIX Ha
KOH(PUrypnpyeMoM KoMnbioTEPE He SBAsSeTCS HeobXoaMMOCTbIO.

Kak MMHUMYM, criefyeT 3anpeTuTb cnegyolmne CepBuch:
echo systat
discard netstat
daytime tftp
chargen telnet
finger
Bo3MOXHO TakXe CcHadana 3akoMMeHTMpoBaTb B aine /etc/inetd.conf
OMNMncaHns BCEX CEPBUCOB M 3aTEM PaCKOMMEHTMPOBATb TOSIbKO MCMOJIb3yeMbIe.

2. Ecnn He nnaHMpyeTcs MCNosib30BaTb HacTpaMBaeMbli KOMMbIOTEP B KadecTse
MapuwpyTusatopa (4axe npu HanMumum HEeCKOSIbKMX CeTeBblX afanTepos),
HeobxoauMoO co3aaTtb B KaTanore /etc daiin notrouter Hyneson ANUHbI.

3. Cnepgyetr 3anpetuTb nNpuUeM U3 BHEWHEW ceTn "wupokoBellaTenbHbIX"
(broadcast) naketoB, a TakXxe nepegavyy OTBETOB Ha  MPUHATbIE
"WwnpokosewaTtenbHbie" naketol. Ans 310ro, B KoHey danna /etc/rc2.d/S69inet
cnepyet AobaBuTb cneayrolime KOMaHAbl:

ndd -set /dev/ip ip_forward_directed_broadcasts 0
ndd -set /dev/ip ip_respond_to_echo_broadcast 0

4. Cnepyer 3anpeTtuTb UCMonb3oBaHume ceteBol dannoson cuctembl NFS. [Onsa

3TOro creayeT yaanutb dannbi:
/etc/dfs/dfstab
/etc/rc3.d/S15nfs.server
/etc/rc2.d/S73nfs.client

5. 3anpeTtutb cynepnosib3oBaTento goctyn no ftp, ana storo pobasutb "root" B
dann /etc/ftpusers

6. 3anycTuTb YTWIUTY KOHTPONS CUCTEMHbIX PecypcoB M CpeacTB CUCTEMHOMO
ayauta ASET c BbICOKMM ypoBHeM 6e3onacHocTtu: /usr/aset/aset -1 high pgnsa
NMpOBepPKN YCTaHOBOK CUCTEMHbIX (pafioB M nNpoaHaHnmM3npoBaTtb dain oTyeTa,
KOTOpbIV 6yaeT co3aaH B /usr/aset/reports

7. Ecnn nnaHupyeTcs MCnosb3oBaTb Ha HacTpanBaeMoM cepsepe cepBuc FTP, 1o
cnegyetr cospatb (oTpepaktmpoBaTtb) dann  /etc/ftpusers co cnuckom
rnonb3oBaTtenien, AN KOTOpbIX 3anpelleH AOCTyn K cepBepy no npotokony FTP.
Qann nMeeT TeKkCToBbIM dopMaT M [O/MKEH coaepxaTb MO OAHOMY MMEHMU
nonb3oBaTtenss B CTpoke. B cnucke "3anpelleHHbiX" nonb3oBaTenen, Kak
MUHUMYM, AOMKHbI 6bITb NEPEUYMNCNEHBI C/IeAYIOLME UMEHA NOSb30BaTeNEeN:
adm nobody4
bin nuucp
daemon root
listen smtp
Ip sys

nobody uucp
noaccess
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8. [ns orpaHuYeHMs [AOCTyna K CUCTEMHbIM dainam Ans HenpuBUAErMpoBaHHbIX
nonb30oBaTeNen, N3 KOMaHAHOM CTPOKU C/IEAYET BbINOMHUTL CIeAYyOLWNE KOMaHAbI:

8.1.2.5.

O6bI4vHO,

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security

chmod 000 /usr/bin/at

chmod 500 /usr/bin/rdist

chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync

chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode
chmod u-s /usr/lib/fs/ufs/ufsdump
chmod u-s /usr/lib/fs/ufs/ufsrestore

Takxe cnegyet 06HynuTb dpnar SGID ans HEKOTOPbIX NCNOAHSAEMbIX (halinoB:

chmod g-s /usr/bin/mail

chmod g-s /usr/bin/mailx
chmod g-s /usr/bin/write
chmod g-s /usr/bin/netstat
chmod g-s /usr/bin/nfsstat
chmod g-s /usr/bin/ipcs

chmod g-s /usr/sbin/arp
chmod g-s /usr/sbin/dmesg
chmod g-s /usr/sbin/prtconf
chmod g-s /usr/sbin/swap
chmod g-s /usr/sbin/sysdef
chmod g-s /usr/sbin/wall

chmod g-s /usr/openwin/bin/ff.core
chmod g-s /usr/openwin/bin/mailtool
chmod g-s /usr/openwin/bin/wsinfo
chmod g-s /usr/openwin/bin/xload

chmod g-s /usr/lib/fs/ufs/ufsdump
chmod g-s /usr/lib/fs/ufs/ufsrestore

OrpaHunyeHune KonuyecTea "BUANMON U3BHE" MHPOPMaLNM O cuCTeMe
HayanbHYylO WHbOPMaAUMIO O CUCTEME MOTEHUMasbHbIM HapylwuTenb

rnony4yaeT U3 CUCTEMHbIX MpUrnaleHnin, BblaaBaeMbiX ceTeBbiMM Cry>xb6amMn cepsBepa
(telnet-cepsep, ftp-cepsep n np.).

MoaToMy, K MepaM MO OrpaHWYEHUID Konn4yecTsa "BMAMMONM M3BHE" MHMOpMaumMu o
CUCTeMEe OTHOCATCS:

e OTKa3 OT cTaHaapTHoro "3aronoska", BbIBOAUMOro cepsepom ftp npu oTeeTe
nonb3oBaTtento. [locturaerca ykasaHuem B dawnne /etc/default/ftpd cneaytowmx
OVPEKTUBBI:

BANNER=""

e OTKas OT cTaHAapTHOro "saronoska", BbIBOAMMOro cepeepoM telnet npwm
oTBeTe nonb3oBaTento. [octuraetcs ykasaHuem B daiine /etc/default/telnetd
cneayrowen oAMpeKTuBbI:

BANNER=""
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e PepaktpoBaHue daiinos /etc/issue, /etc/ftp-banner n /etc/motd c uenbto
pa3bACHEHWS NOSb30BaTENAM MpaBua U NONUTUKM AOCTyNa K cepBepy ftp.

8.1.2.6. HacTpoiika noacucremMbl NpOTOKOIMPOBAHNSA U ayauTa

1. CnepyeT yAOCTOBEPUTLCS, YTO TOJIbKO MOMb30BaTeNb root uMeeT AOCTYN Ha
3anucb An4 crnepyrwmx gannos:

/var/log/authlog
/var/log/syslog

/var/adm/messages*
/var/adm/sulog
/var/adm/utmp
/var/adm/utmpx
2. Ecnn Ha HacTpanBaeMOM cepBepe WCMoNb3yeTcss web-cepBep, To cneayet
ybeauTtcsa, uto Tonbko "Bnageneu" npouecca httpd wmeetr gocTyn no 3anucm K
npotokonam httpd.3. OrpaHuunte (C y4yeToM BblbpaHHOMW B OpraHmMsauum
NonMTMKM 6e30MacHOCTM) WCMOSb30BaHME MONb30BaTeNsIMU  KOMaHAbl Su -
npeaoCTaBNEHNST MOMb30BaTEND AAMWHUCTPATMBHbLIX MNoNHOMounin.4. Cnepyet
NPOTOKOAMPOBaTL MOMbITKM MCMOMb30BaHWS NporpaMmel su. Ans 3toro, B dann
/etc/syslog.conf cnegyet 4o6aBUTb 3anuchb:
auth.notice /var/log/authlog
nnu
auth.notice ifdef (' LOGHOST ', /var/log/authlog, @loghost)
BTopas cTpoka aHanormyHa nepBoi, HO yKa3biBaeT, YTO MPOTOKON MepefaeTcs Ha
cepBep cbopa npotokonos. [lpu pepakTupoBaHuu danna /etc/syslog.conf B
KauecTBe pasfenuTens nonein B CTpoKe cnefyeT MCNonb30BaTb CUMBOJ Tabynaumm

Cnepyet obecneunTb NPOTOKO/IMPpOBaHNE HeEyCNELWHbIX NOonNbITOK perncrpaunn B
cucTeMe B NOKasbHOM NpoToKosie. [na 3Toro, creayeT BbINOAHWUTL cneayrolue
KOMaHAbl:

touch /var/adm/loginlog
chown root /var/adm/loginlog chgrp sys /var/adm/loginlog
chmod 644 /var/adm/loginlog

5. Ana NpOTOKO/MPOBaHWUS CETEBbIX COEAWMHEHWI, KOHTPOMPYEMbIX AEMOHOM
inetd (Bknouast aaty/Bpemsi coeauMHeHus, IP-aapec KNUeHTa, YCTaHOBUBLLENO
coegMHeHMe U uUMa cepBuca, obcnyxuBawwero coeanHeHne), B dann
/etc/syslog.conf cnegyet 4o6aBuTb 3anuchb:

daemon.notice /var/log/syslog
n B hanne /etc/rc2.d/S72inetsvc 3aMeHnTb CTPOKY
/usr/sbin/inetd -s
Ha
/usr/sbin/inetd -s -t

8.2. TpeboBaHUA Mo pasMeLLeHU TEXHNYECKUX CpeacTB C
ycTtaHoBneHHbIM CK3U

Mpwn pa3sMelweHnn TeEXHUYECKNX CPEeACTB C YCTaHOBMIEHHbIM CK3:

. JonxkHbl 6bITb MPUHATLI MepPbl MO 3aWnTe OT HECAHKUMOHUPOBAHHOIo AOCTyMna B
NMOMELWEHNA, B KOTOPbIX pa3MelleHbl TEXHUYECKME cCpeactBa C YCTaHOBJ/IEHHbLIM CK3H,
MNOCTOPOHHUX Nuny, No poay CBOEN [esiTeIbHOCTM He  SBAAKLWMXCA nepcoHasnomMm,
AONYLWEHHbIM K pa60Te B 3TUX noMeweHusax. B cnyuae Heobxo0aMMOoCTH NMPpUCyTCTBUA
MOCTOPOHHUX NNL B YKa3aHHbIX MOMELWEHUNAX O0/1XKEH 6bITb 06ecneyeH KOHTPOJIb 3a UX
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DENCTBUAMN U obecrnevyeHa HEBO3MOXHOCTb HEraTMBHbIX AENCTBUIA C MX CTOPOHbI Ha CK3WU,
TEXHUYECKNE CpeacTBa, Ha KOTopblX akcnnyatnpyetcsa CK3UM n 3awmwaemyto nHdopmauumto.

o BHYTpeHHsIS nNnaHWpoBKa, pacrnosioXXeHWe U YKOMMIEKTOBAHHOCTb paboumx mect
B MOMEeLLEHMUSIX A0JIKHbI obecneymBaTb UCMONHUTENSIM paboT, COXPAHHOCTb AOBEPEHHbLIX UM
KOHMMAEHUMANbHbBIX JOKYMEHTOB W CBEAEHUI, BKJIIOUAs KIIOYEBYIO MHGOPMaLUIO.

. B cnydae nnaHupoBaHusa pasMeweHms CK3W B noMeweHusax, rae npucyTcTByeT
peyeBas, akycTmyeckas W  Bu3lyanbHas uMHbOpMaumsa, coaepxawas CBeAeHus,
COCTaBAsAOLWME rOCyAapCTBEHHY TalHy, U (WIKW) YCTAHOB/EHbl TEXHUYECKUe cCpeacTBa U
cucTeMmbl npueMa, nepepayun, o06paboTku, xpaHeHus U oTobpaxeHuss uHdopMauum,
coepxaller cBeAeHus, COCTaBasolMe roCyAapCTBEHHYIO TalHy, TEXHWYECKMe cpeacTsa
MHOCTPaHHOro nMpou3BOACTBA, Ha KOTOPbIX (MYHKUMOHUPYIOT nporpammHble moaynm CK3MU,
OO/MKHbI - BbITb  NOABEPrHYyTbl  CNeunanbHOW MpoBepKe MO  BbISIBJIEHUKO  YCTPOWCTB,
npeAHa3HayYeHHbIX A58 HErNMacHoro noay4veHns nHbopmaunm».

9. TpeboBaHusa No KpunTorpapuyeckomn sawmTe

JOSKHbBI BbINOSTHATLCS Tpe6OBaHVIF|:

1. Ncnonb3oBaHue TOMIbKO MNLEH3MOHHOIO CUCTEMHOIO NporpaMMHoOro obecrneveHus.

2. Paspgen 17 pokymeHta >KTSAM.00050-03 90 02.

3. MNepepn Havanom paboTbl AOKEH 6bITb NpoBEAEH KOHTPOb LEeNoCTHOCTU. KoHTponeMm
LEeNOCTHOCTM A0NXKHbI 6blTb 0XBaveHbl dainbl, ykasaHHble B M. 16.

4. HacTpoiika onepauMoHHon cuctemsbl ans pabotbl ¢ CK3M no n.8.1.2.

5. Mpn nHcTtannauum CK3W gomkHbl 6biTb 0becrneveHbl OpraHn3aumMOHHO-TEXHUYECKME Mepbl Mo
WCKOYEHMIO NOAMEHbI ANCTPUBYTUBA 1 BHECEHUS M3MeHeHuI B CK3W nocne yCTaHOBKM.

6. UcknoyeHne M3 nporpamMMmHoro obecrnevenus MN3BM c ycraHoBneHHbiM CK3W cpeacts
OTNaaKM.

7. Maponb, ncnonb3lyemblii Ans ayTeHTUdUKaUMKM nosb3oBaTenen, AOMXKeH coaepxaTb He

MeHee 6 cuMBOOB andasuTa MOWHOCTM He MeHee 10. MepuMoAMYHOCTb CMEHbl MAaposs — He pexe
oAHOro pasa B 3 mecsua.

8. MepnoanYHOCTb TECTOBOIMO KOHTPONSA Kpuntorpaduyecknx GyHKumMn - 10 MUHYT.

9. ExecyTo4yHasa nepesarpyska MN3BM.

10. MepunoanyHocTb octaHoBa [M3BM ¢ o6s3aTenbHONM MPOBEPKON CUCTEMbI OXI@XAEeHWUs
npoueccopHoro 6noka NMN3BM - 1 mecsu.

11. 3anpewaerca MCNosb30BaTb pexum rnpoctor 3ameHbl (ECB) FOCT 28147-89 ans
WndpoBaHMsa MHHOPMaLUM, KpOME KITH0YEBOMN.

12. [Jo/mkHO paBaTbCs npeaynpexaeHne o TOM, 4YTO MNpM  WUCMNONb30BaHWUU pexuma
WwndpoBaHns CRYPT_SIMPLEMIX_MODE wm™atepunan, obpabaTtbiBaeMbln Ha OOHOM  K/oue,
aBTOMaTM4YeCKu orpaHuYnBaeTcs BenmunHon 4 MB.

13. Mpn dyHKunoHnposarHnm CK3UM A0MKHBbI BbINOMHATLCA TpeboBaHMSA 3KCnayaTaLMOHHOMN
AokyMeHTaumm Ha MAK 3awmtbl oT HCA.

14. [JonxHo O6biITb 3anpeweHo wucnonb3oBaHme CK3M  agna  3awmTtbl  TenedoHHbIX

neperoBopoB 6e3 MPUHATUA B CUCTEME Mep MO 3alWuTe OT UHGPOPMATMBHOCTM MOBOYHBLIX KaHasoB,
crneumduyecknx npu nepegadve peyun.

15. JomxkHa 6bITb 3anpelleHa pabota CK3U npu BkaoveHHbIX B N3BM wTaTHbIX cpeacTBax
BbIX04a B paAnoKaHars.
16. KoHTponem uesnioCTHOCTU A0/XHbI 6bITb OXBa4veHbl anbl:

Sparc Solaris (32-bits)
libcspr.so.3.6.1, cryptcp, certmgr, inittst, csptestf, der2xer, sv, libcapi20.s0.3.6.1,

libcapi20.la, libcpext.so.3.6.1, libcpext.la, libpkixcmp.so.3.6.1, libpkixcmp.la,
libasnidata.so.3.6.1, libasnldata.la, libssp.s0.3.6.1, libssp.la, libcsp.so0.3.6.1, libcsp.la,
librdrrndmbio_tui.s0.3.6.1, librdrrndmbio_tui.la, set_driver_license.sh, libcpcdrv_emul.a,

pkcs11_initialize, pkcsll_set_pin, pkcsll_generate_key, pkcsl1l_generate_key_pair,
pkcsi1l_hash, pkcsil_sign, pkcsll_verify, pkcsll_sign_hash, pkcsil_verify_hash,
pkcsll_encrypt, pkcs11_decrypt, pkcsll_save_state, pkcs11_encrypt_sign,
libcppkcs11.s0.1.0.0, libcppkcsil.la, libcsppkesi1.s0.1.0.0, libcsppkesil.la, list_pcsc,
librdrpcsc.so.3.6.1, librdrpcsc.la, librdrric.so.3.6.1, librdrric.la, cpverify, wipefile, csptest,
librdrrdr.so.3.6.1, librdrrdr.la, librdrrndm.s0.3.6.1, librdrrndm.la, librdrsup.s0.3.6.1,
librdrsup.la, librdrdsrf.s0.3.6.1, librdrdsrf.la, librdrfat12.s0.3.6.1, librdrfatl2.la,
libcapil0.s0.3.6.1, libcapil0.la, libcpui.so.3.6.1, libcpui.la, cpconfig, mount_flash.sh.
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L[ononHNTEeNbHO MO YPOBHIO 3awwnTbl KC2
cryptsrv, libcspr.la, libcsp_kc2.s0.3.6.1, libcsp_kc2.la.

Sparc Solaris (64-bits)

libcspr.so.3.6.1, cryptcp, certmgr, inittst, csptestf, der2xer, sv, libcapi20.50.3.6.1,
libcapi20.la, libcpext.so0.3.6.1, libcpext.la, libpkixcmp.so0.3.6.1, libpkixcmp.la,
libasnidata.so.3.6.1, libasnldata.la, libssp.s0.3.6.1, libssp.la, libcsp.so0.3.6.1, libcsp.la,
librdrrndmbio_tui.s0.3.6.1, librdrrndmbio_tui.la, set_driver_license.sh, pkcsll_initialize,
pkcsll_set_pin, pkcsll_generate_key, pkcs11_generate_key_pair, pkcs11_hash,
pkcs11l_sign, pkcsil_verify, pkcsll_sign_hash, pkcsll_verify_hash, pkcsll_encrypt,
pkcs11_decrypt, pkcsll_save_state, pkcsll_encrypt_sign, libcppkcs11.s0.1.0.0,
libcppkecsil.la, libcsppkecs11.s0.1.0.0, libcsppkesil.la, librdrric.s0.3.6.1, librdrric.la, cpverify,
wipefile, csptest, librdrrdr.so.3.6.1, librdrrdr.la, librdrrndm.so.3.6.1, librdrrndm.la,
librdrsup.so.3.6.1, librdrsup.la, librdrdsrf.so0.3.6.1, librdrdsrf.la, librdrfat12.s0.3.6.1,
librdrfati2.la, libcapil0.s0.3.6.1, libcapilO.la, libcpui.so0.3.6.1, libcpui.la, cpconfig,
mount_flash.sh, libstunnel.so, libstunnel.la.

JononHnteneHO No ypoBHIO 3awmTtbl KC2
cryptsrv, libcspr.la, libcsp_kc2.s0.3.6.1, libcsp_kc2.1a.

Intel Solaris (32-bits)

libcspr.so.3.6.1, cryptcp, certmgr, inittst, csptestf, der2xer, sv, libcapi20.s0.3.6.1,
libcapi20.la, libcpext.so0.3.6.1, libcpext.la, libcapilite.s0.3.6.1, libcapilite.la,
libpkixcmp.so.3.6.1, libpkixcmp.la, libasnldata.so.3.6.1, libasnldata.la, libssp.s0.3.6.1,
libssp.la, libcsp.so.3.6.1, libcsp.la, librdrrndmbio_tui.so0.3.6.1, librdrrndmbio_tui.la,

set_driver_license.sh, libcpcdrv_emul.a, pkcs11_initialize, pkcsll_set_pin,
pkcs11_generate_key, pkcsll_generate_key_pair, pkcs11l_hash, pkcsll_sign, pkcsll_verify,
pkcs11_sign_hash, pkcs11_verify_hash, pkcsll_encrypt, pkcsll_decrypt,
pkcsll_save_state, pkcsll_encrypt_sign, libcppkecs11.s0.1.0.0, libcppkcsil.la,
libcsppkes11.s0.1.0.0, libcsppkes1l.la, list_pcsc, librdrpcsc.s0.3.6.1, librdrpcsc.la,

librdrric.s0.3.6.1, librdrric.la, cpverify, wipefile, csptest, librdrrdr.so.3.6.1, librdrrdr.la,
librdrrndm.so0.3.6.1, librdrrndm.la, librdrsup.so.3.6.1, librdrsup.la, librdrdsrf.s0.3.6.1,
librdrdsrf.la, librdrfat12.s0.3.6.1, librdrfatl2.la, libcapil0.s0.3.6.1, libcapilO.la,
libcpui.so.3.6.1, libcpui.la, cpconfig, mount_flash.sh.

JononHuTenbHO No ypoBHIO 3awmTbl KC2
cryptsryv, libcspr.la, libcsp_kc2.50.3.6.1, libcsp_kc2.la.

Intel Solaris (64-bits)
libcspr.so.3.6.1, cryptcp, certmgr, inittst, csptestf, der2xer, sv, libcapi20.50.3.6.1,

libcapi20.la, libcpext.s0.3.6.1, libcpext.la, libcapilite.s0.3.6.1, libcapilite.la,
libpkixcmp.so.3.6.1, libpkixcmp.la, libasnidata.so.3.6.1, libasnldata.la, libssp.s0.3.6.1,
libssp.la, libcsp.s0.3.6.1, libcsp.la, librdrrndmbio_tui.so0.3.6.1, librdrrndmbio_tui.la,
set_driver_license.sh, pkcs11_initialize, pkcs11_set_pin, pkcs1l_generate_key,
pkcsl11l_generate_key_pair, pkcsll_hash, pkcsll_sign, pkcsll_verify, pkcsll1_sign_hash,
pkcs11_verify_hash, pkcs1l_encrypt, pkcs11_decrypt, pkcsll_save_state,
pkcsll_encrypt_sign, libcppkecs11.s0.1.0.0, libcppkcs1l.la, libcsppkcs11.s0.1.0.0,
libcsppkesil.la, librdrric.so.3.6.1, librdrric.la, cpverify, wipefile, csptest, librdrrdr.so.3.6.1,
librdrrdr.la, librdrrndm.so0.3.6.1, librdrrndm.la, librdrsup.s0.3.6.1, librdrsup.la,

librdrdsrf.so0.3.6.1, librdrdsrf.la, librdrfatl2.s0.3.6.1, |librdrfati2.la, libcapil0.s0.3.6.1,
libcapil0.la, libcpui.so0.3.6.1, libcpui.la, cpconfig, mount_flash.sh, libstunnel.so, libstunnel.la.

JononHNTEeNbHO MO YPOBHIO 3awmTbl KC2
cryptsrv, libcspr.la, libcsp_kc2.s0.3.6.1, libcsp_kc2.la.

MpunoxeHune 1. KOHTpOAb LENOCTHOCTU NPOrpaMMHOro
obecneveHuns

B pononHeHne Kk amctpmbyTmBy NOCTaBNATCA CKpunToBble dannbl integrity.sh, 3anyckom
KOTOpPbIX MOXHO y6eanTbcs B LeNoCTHOCTM AUCTpnbYyTMBa A0 €ro yCTaHOBKMW.

MporpammHoe obecneuveHne CK3U Kpuntollpo CSP mmeeT cpeactBa obecneyeHuss KOHTPONS
uenoctHocTtu MO CK3WU, KoTopble AO/MKHBI BbIMOHAKTCA NEPUOANYECKMU.
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Ecnn B pe3ynbTaTe MNepuMoOAMYECKOro KOHTPOJS LENOCTHOCTU MOosIBASIETCS CoobLeHus o
HapyLeHUN LEeNOCTHOCTU KOHTponMpyemoro dalina, nonb3oBaTenb 06si3aH npekpatuTb paboTy U
06paTUTbCs K aAMUHUCTPaTOpy 6e30MacHOCTy.

AaMuHUcTpaTop 6€30nacHOCTV, MpoaHanM3upoBaB MNPUYMHY, MPUBEALIYI0 K HapYLUEHMUIO
LEeNoCTHOCTU, Ao/mKeH nepeyctaHoButb MO CK3W Kpuntolpo CSP ¢ auctpmubytmnea, nnu cucrtemHoe MoO.
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[MpunoxeHune 2. YnpaBsieHNe NpoTOKO/IMPOBAHNEM

Ons BKNOYEHUA/OTKIIOYEHNS 3HAYeHne Iog VICFIOﬂbByVITe:

a) ansa Solaris i386, SPARC 32
[ns 3apaHna ypoBHsi MpoOTOKOJSa
/opt/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apaHna ¢dopMata npoTokona
/opt/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19
[ns npocMoTpa Mackm TEKYLLEro ypoBHs U popmaTa npoTokona
/opt/CPROcsp/sbin/cpconfig —loglevel cpcsp -view

b) ans SPARC 64
[nsa 3agaHns ypoBHSA NPOTOKONA
/opt/CPROcsp/sbin/sparcv9/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apaHna ¢dopMata npoTokona
/opt/CPROcsp/sbin/sparcv9/cpconfig -loglevel cpcsp -format 0x19
[ns npocMoTpa Macku TeKkyLlero ypoBHs U ddopMaTta npoTokosa
/opt/CPROcsp/sbin/sparcv9/cpconfig —loglevel cpcsp -view

c) onsa Solaris i386, SPARC 32, SPARC 64 ypoBHS sapa
/usr/kernel/drv/drvcsp.conf
oTpeaakTupoBaTh loglevel

3Ha4yeHMeM NapaMeTpa YpPOBHb MpOTOKO/a ABNseTcs 6uToBas Macka:
N_DB_ERROR = 1 # coobuweHunsa o6 owmnbkax
N_DB_LOG = 8 # cooblieHuns o Bbi3oBax

3HayeHMeM NapameTpa ¢opMaT NpoToKoNa ABAsSeTcs buToBas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb MM MOAY NS

DBFMT_THREAD = 2 # BbIBOANUTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMS (PYHKLNMU
DBFMT_TEXT = 0x10 # BbIBOAUTb caMo coobLlieHue
DBFMT_HEX = 0x20 # BbiBOAUTb HEX gamn
DBFMT_ERR = 0x40 # BbiBogunTb GetLastError
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JINCT peructpaunm naMeHeHumn

JIUCT permcTpaumm n3MeHeHui

Homepa nucrtos (cTpaHuy) Bcero Ne Bxoasawum Moan. |Aata
JINCTOB LOKyMeHTa N¢ conposoaun-
N3M | n3MeHeH- |3aMeHeHHbIX HOBbIX aHHynupo- | (cTpaHuu) B TeNbHOro
HbIX BaHHbIX LOKYM. [OKYM. 1
narta
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	12. При использовании платформы Intel в BIOS, а при использовании платформы Sparc в PROM  определяются установки, исключающие возможность загрузки операционной системы, отличной от установленной на HDD: отключается возможность загрузки с гибкого диска...
	13. При использовании платформы Intel, средствами BIOS должна быть исключена возможность отключения пользователями ISA-устройств и           PCI-устройств при использовании ПАК защиты от НСД,
	14. При загрузке ОС должен быть реализован контроль целостности программного обеспечения, входящего в состав СКЗИ «КриптоПро CSP», самой ОС и всех исполняемых файлов, функционирующих совместно с СКЗИ  с использованием программы CPVERIFY.
	15. Вход в BIOS (PROM) ЭВМ должен быть защищен паролем, к которому предъявляются те же требования, что и к паролю пользователя root. Пароль для входа в BIOS (PROM) должен быть известен только пользователю root и быть отличным от пароля пользователя ro...
	16. Средствами BIOS (PROM) должна быть исключена возможность работы на ЭВМ, если во время его начальной загрузки не проходят встроенные тесты.
	17. На компьютере устанавливается только одна ОС. На машине не устанавливается средств разработки ПО и отладчики. Если средства отладки приложений нужны для технологических потребностей организации, то их использование должно быть санкционировано адми...
	18. Должно быть ограничено (с учетом выбранной в организации политики безопасности) использование пользователями команд cron и at – запуска команд в указанное время.
	19. Должно быть реализовано физическое затирание содержимого удаляемых файлов c использованием программы Wipe из состава СКЗИ.
	20. Должны быть отключены все неиспользуемые на данной ЭВМ сетевые протоколы.
	21. В случае подключения ЭВМ с установленным СКЗИ к общедоступным сетям передачи данных должно быть отключено использование JavaScript, VBScript, ActiveX и других программных объектов загружаемых из сети.
	22. Должны быть приняты меры по исключению несанкционированного доступа посторонних лиц в помещения, в которых установлены технические средства СКЗИ «КриптоПро CSP», по роду своей деятельности не являющихся персоналом, допущенным к работе в указанных ...
	23. Должно быть запрещено оставлять без контроля вычислительные средства, на которых эксплуатируется СКЗИ «КриптоПро CSP» после ввода ключевой информации. При уходе пользователя с рабочего места должно использоваться автоматическое включение парольной...
	24. Администратором безопасности должно быть проведено опечатывание системного блока с установленным СКЗИ «КриптоПро CSP», исключающее возможность несанкционированного изменения аппаратной части рабочей станции.
	25. Из состава системы должно быть исключено все оборудование, которое может создавать угрозу безопасности ОС Solaris. Также следует избегать использования любых нестандартных аппаратных средств, имеющих возможность влиять на нормальный ход работы ком...
	26. После инсталляции ОС Solaris следует установить с сайта http://www.sunsolve.sun.com/ все рекомендованные программные обновления и программные обновления, связанные с безопасностью (recommended and security patches) от компании SUN, существующие на...
	27. На все директории, содержащие системные файлы ОС Solaris и каталоги   СКЗИ, устанавливают права доступа, запрещающие всем пользователям, кроме Владельца (Owner), запись.
	28. В связи с тем, что аварийный дамп оперативной памяти может содержать криптографически опасную информацию, следует отключить возможность его создания с помощью функции setrlimit с параметром RLIMIT_CORE=0.
	29. В ОС Solaris используется виртуальная память. Область виртуальной памяти должна быть организована на отдельном HDD и доступ к ней должен иметь только пользователь root. По окончании работы СКЗИ содержимое виртуальной памяти должно затираться с пом...

	8.1.2. Дополнительные настройки ОС Solaris
	8.1.2.1. Ограничение доступа пользователей и настройки пользовательского окружения
	8.1.2.2. Ограничения при монтировании файловых систем
	8.1.2.3. Ограничения на запуск процессов
	8.1.2.4. Настройка сетевых сервисов
	8.1.2.5. Ограничение количества "видимой извне" информации о системе
	8.1.2.6. Настройка подсистемы протоколирования и аудита


	8.2. Требования по размещению технических средств с установленным СКЗИ

	9. Требования по криптографической защите
	Приложение 1. Контроль целостности программного обеспечения
	Приложение 2. Управление протоколированием
	Лист регистрации изменений



		+7(495) 780-48-20
	2013-03-20T03:22:34+0400
	Moscow,127018,Sushchevskij val 16-5
	Нормоконтроль КРИПТО-ПРО
	Signature of the document




