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AHHOTaUuA

[JaHHbIN AOKYMEHT AoNnonHseT AoKyMeHT «XXTAM.00050-03 90 02. Kpuntollpo CSP. PykoBoacTeBo
aaMuHUCTpaTopa 6esonacHocTn. Obwas Yyactb» nNpu ncnonb3osaHum CK3U nog ynpasnenHmem OC AIX.

NHCTpyKUMK aAMWHUCTpaTopam 6e3onacHocTn " nosb3oBaTensm pa3nYHbIX
aBTOMaTM3MPOBAHHbLIX cUCTeM, mcnonb3yowmx CK3U XTAW.00050-03, [oskHbl pa3pabaTtbiBaTbCs C
yyeToM TpeboBaHMIM HacToSLWero AJOKyMeHTa.

Cnuncok cokpauw,eHunm

CRL Cnncok oTto3BaHHbIX cepTudukaTtos (Certificate Revocation List)

ITU-T MexayHapoAHbIN KOMUTET Mo TenekoMMmyHukaumam (International
Telecommunication Union)

IETF Internet Engineering Task Force

AC ABTOMaTU3NpPOBAHHAaA cUCTeMa

APM ABTOMaTM3MpOBaHHOe paboyee MecTo

™M TMBKMUN MarHUTHLIN ANUCK

ACH [JaTunk cny4darHbix ymcen

HDD XXeCTKMn MarHUTHbIN AUCK

K KoHeuHbIn nonb3oBaTesb

HCA HecaHKUMOHNUPOBAHHbLIA AOCTYN

ocC OnepauunoHHas cuctema

MAK lMporpaMMHoO-annapaTHbI KOMMNNEKC

Mno MporpamMmMHoe obecneueHune

Perncrpaums lMpucBoeHue onpepeneHHbiXx aTpmbyToB (agpeca, HOMepa KJoua,
npaB MCNOJSIb30BaHUSA U T.M.) abOHEHTYy

PernameHT COBOKYMHOCTb ~ MHCTPYKUMA M ApPYron  perfiaMeHTUpytoLlen
OOKyMeHTaumu, obecneumnBatowen (dYHKLUMOHMPOBaHMe
aBTOMATM3NPOBAHHOM CUCTEMbI BO BCEX peXMMaXx.

CBT CpeacTBa BblUUCIUTENIBHOW TEXHUKMU

CepTtudukar DNEeKTPOHHbIN  AOKYMEHT, MOATBEPXAAWNIA MPUHAANEXHOCTb

K/ll04a NPOBEPKWM 3MEKTPOHHOM MOAMUCU MAM OTKPLITOrO Kt4a 1
onpegeneHHblX aTpnbyToB KOHKpEeTHOMY aboHeHTy

CepTudukaums Mpouecc W3roToBNEHNS ceptudunkarta KSoYa NpoBEpKM
3NEKTPOHHOM NOAMUCKU MNN OTKPbITOro KAtova aboHeHTa B LeHTpe
cepTudunkaumnm

CK3M CpeacTtBo KpunTorpaduyeckon 3awmTbl MHGOpMaLUmm

cocC Cnuncok oTo3BaHHbIX cepTudunkaTtoB (Certificate Revocation List)

CC CnpaBoOYHMK CePTUMDOMKATOB OTKPbITbIX KIKOYENH U Ko4en
NpoBepKN 31eKTPOHHON noanucn. CeTeBoi CNpPaBOYHUK.

LC LeHTp Ceptudukaummn (Yaoctosepstowmn LieHTp)

upP LleHTp Perncrpaunmu

)il DNEeKTPOHHbIN AOKYMEHT

3N DNeKTpOoHHasa NoAnuchb




XTAN.00050-03 90 02-05. KpunTtolpo CSP. PykoBoACTBO agMUHUCTpaTopa 6e30nacHoCTy.
Mcnonb3osaHue CK3W nog ynpasneHnem OC AIX.

1. OCHOBHbIE TEXHMYECKME AAHHbIE N XapaKTEPUCTUKM
CK3W

1.1. lporpamMMHo-annapaTHasa cpeaa

CK3WM KpunTtollpo CSP ucnonb3yetcs B nporpammHo-annapaTtHon cpeae OC AIX 5/6/7 (Power
PC).

CK3M Kpuntollpo CSP Ha nnatdopme AIX WM3roTOBASETCA W pacrnpocTpaHsAeTcs B ABYX
NCMNONHEeHUAX: ncrnonHeHne 1 knacca 3awmntbl KC1 n ncnonHeHne 2 knacca 3awmtbl KC2.

Co cpokaMu 3KchflyaTauun OMepauMoHHbIX CUCTEM, B Cpeae KOTopbiX (yHKUMOHMpyeT CK3MU,
MOXXHO 03HAKOMUTbLCS MO CleAyloLWeMY aapecy:

<http://www.ibm.com/software/support/systemsp/lifecycle/>.

1.2. KnwoyeBble HOCUTenmu

B kayecTBe KJIOYEBOr0 HOCUTENS 3aKpbITbIX Ko4Yel u knwoderr DI ucnonblyercss pasaen
darnosomn cuctembl Ha HDD M2BM.

MpuMevaHusa. XpaHeHne 3aKpbITbiX KNO4en n kawoyen Il B

ﬂ__!__!_“ pasgene HDD paspelwaetcs TOSIbKO npu  ycnosumu

pacrnpocTtpaHeHmss Ha HDD wnu M2BM ¢ HDD TpeboBaHui no

obpalleHnto C KAKYEBbIMU HOCUTENSMW, B TOM 4ucne u nocne
yAaneHus Ka4ven.

Bo wu3bexaHune noTepu KkNw4veBOon wuHboOpMauMn  npu

nospexaeHmn HDD pekomeHAyeTCcs XpaHuTb pabouylo Konuio
KNHOYEBOWN ANCKETHI.

2. YctaHoska auctpmbytusa MO CK3U

YcTtaHoBKa, yaaneHne u ob6HoBneHue MO ocywecTBiAseTcs Mosb30BaTesieM C  MpaBaMu
aAMUHUCTpaTopa: noA YYETHOWM 3anucbio root unM C ncnonb3oBaHMEM KoMaHAabl sudo.

CK3MN Kpuntollpo CSP TpebyeT cneaylowen MocieaoBaTe/IbHOCTM YCTAaHOBKWU: CHauvana
yCTaHaBMBAETCA NpoBangep, 3aTeM YCTaHaBMMBAOTCS OCTalbHble MOAY/MWN, BXOoAsAWME B COCTaB
KOMMJieKTaunm.

B OC AIX gnsa yctaHoOBKMW, yaaneHus n obHosneHus MO npuMeHsatoTcsa naketol (packages). Maker
- apxumB auctpumbyTumBa, coAepXalun darnbl yCTaHaB/AIMBAeMoro MpuUNoOXeHus U dannbl,
MCMNOMb3YOWNECa WHCTANNATOPOM AnS9 KOHMUrypupoBaHus cpedbl. B onepaumoHHbiX cuctemax AIX
ncnonb3lyetcs MeHegxep naketoB RPM (Red Hat Package Manager), koTopbin siBnsieTcs rMbkum
WHCTPYMEHTOM AJ1S YCTaHOBKMW, yAaneHusi, 06HOBNeHuss u cOOpKM MporpamMMHbiX MNakeToB. [lakeThbl,
npeacTaBneHHble B BUAe daina c paclumpeHveM .rpm, cogepxaTt B cebe HenocpeacTtBseHHo dannbl MO
1 nHdopMaunio 4ns KOHOUrypupoBaHus cpeasbl.

[nsa ycTaHOBKW MakeTa UCNOoNb3yeTcs KoMaHaa:
rpm -i <cann_nakera>
HanpumMep: rpm -i ./Isb-cprocsp-base-3.6.1-4.noarch.rpm
[nsa ypaneHus naketa UCMonb3yeTcs KoMaHaa:
rpm -e <MMsA_nakerta>
HanpumMep: rpm -e Isb-cprocsp-base-3.6.1-4
MMSA nakeTa MOXeT He BK/loYaTb BEPCUIO.
Hanpumep: rpm -e Isb-cprocsp-base
Takxe ynpas/ieHMe NakeTaMm MOXHO BbIMOJIHATL Yyepes rpadudeckyto 060104Kky smitty.
®darnbl N3 NakeToB yCTaHaBAuBalTCs B /opt/cprocsp.

MakeTbl 3aBUCAT ApPYr OT Apyra, NO3TOMY AOJ/DKHbI YCTaHABIMBATbLCSA MO MOPSAAKY C YYETOM 3TUX
3aBUCMMOCTEN, a yaansaTtbcs B obpaTHOM nopsagke. YCNOBHO MOXHO CYMTaTb MpaBW/IbHbIM MOPSAKOM
TOT, KOTOPbIA ONMcaH B Tabnuue 3aBUCUMOCTEN M HAa3HAUYEHUS MaKeToB.


http://www.ibm.com/software/support/systemsp/lifecycle/
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MakeTbl MOTyT 6bITb HE3aBUCUMbIMK OT apxmUTeKTypbl (noarch B nmeHn gaina nakerta), Toraa oHu
CTaBATCA Ha N6yl apxuTekTypy. MNakeTbl MOryT 6bITb AN apxuTekTypbl ppc32 (ppc B nMeHn danna
nakera), a Takxe AN apxXuTekTypbl ppc64 (ppc64 B uMeHun danna nakerta), Toraa OHM CTaBsATCA Ha
OC, cobpaHHyl oA COOTBETCTBYIOLYH apxutektypy. Yacto 64-6utHble OC OAHOBPEMEHHO
noaaepxueatoT n 32-6uTHble npusoxeHus, n 64-6utHble, Torga npu Heob6XoAMMOCTM MOXHO CTaBWUTb
oba komnnekTa.

Tabnuua 3aBUCMMOCTEN U Ha3HaYeHUs1 NakeToB (A5 NPOCTOTbI ONMCaHbl 32-6UTHbIE NaKeTbl).

MMa nakeTa 3aBUCUMOCTH HasHayeHune nakerta

Obsa3aTenbHble NakeThbl

cprocsp-base ba3oBbiit Maker,
yCTaHaBNMBaeTCs NepBbIM.

cprocsp-rdr cprocsp-base OCHOBHblE NpUNOXeHus,
cunTbiBaTENU M ACH.

cprocsp-capilite cprocsp-rdr CAPILite, nporpaMmel 7
6ubnuoTtekmn ans
BbICOKOYpOBHeBOW paboTbl C
KpunTtorpadguen
(ceptndpukatammn, CMS...).

cprocsp-kcl cprocsp-rdr MpoBangep KC1.

JononHuntenbHble NakeTbl

cprocsp-devel cprocsp-base MakeT ans paspaboTumka.

cprocsp-stunnel cprocsp-base YHuBepcanbHbI SSL/TLS
TYHHEsb.

3. O6HoBneHmne CK3U

Ona o6bHoBneHns CK3U Ha OC AIX HeobxoamnMo:
e  3aMOMHUTb TEKYLY KOHpUrypaumo CSP:
o Habop yCcTaHOBMEHHbIX NAaKeToB

o  HacTpowku nposaiigepa (ans NpOCTOTbI MOXHO COXpaHuUTb
/etc/opt/cprocsp/config[64].ini)

e yaanuTb WTaTHbIMKU cpeactBaMm OC Bce nakeTbl CK3U
e YCTaHOBMUTb aHaNOrnyHble HoBble nakeTbl CK3U

e Mpu HE06XO0AMMOCTU BHECTU U3MEHEHUS B HAacTponku (MoxHO nocmoTpeTb diff ctaporo um
HoBoro config[64].ini)

e K/IHOUU U cepTUdMKaTbl COXPaHATCS aBTOMaTUUYeCKn

4. HacTtpounka CK3U

4.1. Joctyn K ytunute ans HacTtponkmn CK3UM Kpuntollpo CSP

Hactpoiika CK3W ocywecTtBnsercsas C nMOMOLWbIO yTunuTbl cpconfig, KoTopass BXOAWT B COCTaB
anctpubyTtmBa u pacnonoxeHa B Aupektopuun /opt/cprocsp/sbin/<HasBaHue_apxuTekTypbl>. Ecnu
ycTaHoBneHbl nakeTtbl CK3W ang aByx apxutekTyp, Hanpumep ia32 n x64, To AEACTBUSA NO HACTpoike
HY>XHO MPOBOANTb ABaXAbl — ANS KaXA0M apXUTeKTypbl cpconfig-oM 13 COOTBETCTBYIOLLEN NAMKMU.

4.2. BBOA CEpPUMHOro HOMepa JNLEH3UN

Mpun yctaHoBke nporpamMMHoro ob6ecneveHns CK3WM 6e3 BBOAa /AWLEH3MM MNONb30BATENIO
NpeaocTaBnseTCcs NMUEH3US C OrpaHUYEHHbIM CPOKOM aencTBus. Ona mcnonb3oBaHus CK3W nocne
OKOHYaHMS 3TOr0 CpoKa Mofb30BaTeNlb AO/MHKEH BBECTU CEepUMHbIA HOMep C 6naHka nAuueHsuu,
NONYyYeHHOM Yy opraHusauumn-paspaboTumka WM OpraHuMsaumu, UMeLen npaBa pacnpoCcTpaHeHUs
npoaykrta (amnepa). Ans npocMmoTpa nHbopMaunm O JIMLEH3NU BbINOJSTHUTE:
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# cpconfig -license -view
,U,J'Iﬂ BBOAaA JIMLUEH3UNU BbINOJITHUTE:
# cpconfig -license -set <cepuiiHel: HOMep>

CepuitHbIi HOMep crieayeT BBOAUTb C COBMIOAEHNEM perncTpa CUMBOJIOB.

4.3. Hactpouka obopyaoBaHuns CK3U

Ytnnuta cpconfig Takxke npeAHa3s’HayeHa A8 W3MeHeHus Habopa YCTpOWCTB XpaHeHus
(HocuTenen) u cunTbiBaHWA (cuMTbiBaTeNen) KAKOYEBOM WMHMOPMaUUMM U AATUYMKOB CYHaMHbIX Yucen.
MpeaycTaHOBNEHHBLIMU SBNAOTCS cunTbiBaTenu flash-Hocutenelt n obpas AMCKETbI Ha XKECTKOM AUCKeE.

npOCMOTp CMMCKa HaAaCTpOEHHbIX cynTbiBaTENEN npon3BoanTCA KOMaH,D,OVI:

# ./cpconfig -hardware reader -view

,U,J'Iﬂ ,D,O6aBJ'IeHVIF| CyHMTbIBATENA AUCKET UCMNOJIb3YETCA KOMaHAa:

# ./cpconfig -hardware reader -add FAT12 0 -name "Floppy Drive"

lMpocMoTp cnucka HacTpoeHHbIX ACYH npoM3BOANTCA KOMaHAOM:

# ./cpconfig -hardware rndm -view

B wucnonHeHun 1 ansa koHconbHoro BuoACH wucnonb3yetcsa nakeT cprocsp-kcl. KOHCOMbHbIN
Brno1CH BBOAUTCS KOMaHAOM:

# ./cpconfig -hardware rndm -add bio tui -level 5 -name "Console BioRNG"

Ona po6asnenna ACH KMNUM:

# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis 1
/var/opt/cprocsp/dsrf/dbl/kis 1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis 1
/var/opt/cprocsp/dsrf/db2/kis 1

Takxe Hago ckonmpoBaTbh aisibl C BHeWwHen rammon (obbidHo B /tmp/db[1,2]):
# cp /tmp/dbl/kis 1 /var/opt/cprocsp/dsrf/dbl/kis 1

# cp /tmp/db2/kis 1 /var/opt/cprocsp/dsrf/db2/kis 1

MonyuyeHue noapobHoM cnpaBku no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware -help

4.4. YcTaHOBKa MapaMeTpoB XypHanmpoBaHuga

CK3MN Kpuntollpo CSP nossonsiet cobupatb OTIaAouYHYy0 MHDOPMaLUUO U MMEET BO3MOXHOCTb
NpoToKOANMpOBaHua cobbiTnii. WHdoOpMaumsa 3anucbiBaeTcad B CUCTEMHbIN  XypHan (06bl4HO B
/var/log/messages). CylecTByeT BO3MOXHOCTb M3MEHEHWSI HacCTpoeK >XYpPHaIMpoBaHWSA pasnNyHbIX
mMoaynen npoaykta. CylecTByeT BO3MOXHOCTb M3MEHEHWS YPOBHSA >XYypHanuposBaHua u dopmata
BbIBOAMMbIX OTNaA04YHbIX COOBLLEHWNN.

MonyyeHne cnpaBkn NO HACTPOMKAM XYpPHaNMPOBAHUS:
# cpconfig -loglevel -help
Moaynun, anga KOTopbIX NOAAEPXKMBAETCH XYpPHanupoBaHue:
CpCsp - 94p0 KpunTonposanaepa
capilO - CryptoAPI 1.0
cpext
capi20 - CryptoAPI 2.0
capilite - CAPILite

libcspr
cryptsrv - cnyxb6a xpaHeHus knoven (KC2)
libssp - TLS

cppkesll - PKCS11
cpdrv - gpanBsep
dmntcs
4.5. Hactpomnka kpuntonpoBanaepa no yMoa4aHuto
rlpOCMOTp TUNOB AOCTYMNHbIX KpMnTOnpOBaVIﬂ,EDOB:
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$ ./cpconfig -defprov -view type
MpoCMOTp CBOWCTB KPUMTOMpOBaiiepa HY>XHOro Tuna:
# ./cpconfig -defprov -view -provtype <provtype>

YcTaHoBKa npOBaVlﬂ,epa Mo YMOJT4YaHUIO AN HYXHOro Ttuna:

# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provname>
I'Ionyqume NMMEHU npOBale,epa Mo YMOJT4YaHUIO ANA HY>XXHOIro Tuna:

# ./cpconfig -defprov —-getdef -provtype <provtype>

5. YcTaHoBKa CONyTCTBYHLMNX NAKETOB

Ons nepepaun no cetn 3anpocoB Ha cepTtudwmkaTtbl, CRL n T.n., a Takxe An9 NOALEPXKKM
OOMONHUTENbHBIX  KOYEBBLIX CUMTbIBATENEen U HOCUTener MoxeT noTpeboBaTbCs YyCTaHOBKA
OOMOJIHUTENbHbIX NaKeTOoB.

Ecnu conyTcTBylowme nakeTbl ckavmsakwTcad U3 WHTepHeTa, Heobxoanmo noaoTBeEpAnNTb UX
LLeNIOCTHOCTb, MpOBEpMB MNOAMUCL WM Xew. Ecnn UCTOYHMK He obecneumBaeT Takme MeXaHW3Mbl,
AONYyCKaeTCda NCnonb3oBaHUE MAKETOB TOJZIbKO C AUCKa C ,CI,MCTDMGYTVIBOM CK3W, roe 3T MexaHu3Mbl
ncnonb3yTca. Ha Avcke nakeTbl nexaT B narke extra.

5.1. bubnuoteka libcurl

Wcnonb3yeTcs Ang nepegayvm 3anpocos Ha ceptudukaTtel, CRL 1 T.0. No ceTu.

C canmta http://curl.haxx.se/ MOXHO cKayaTb MNakeT C WUCXOAHbIMWM TeKCTamum Ans
camocTosiTenibHo cbopkn (ob6si3atenbHo Ansa 64-6utHoii Bepcum). Kak npaBmno, TaM Xe ecTb
32-6uTHbIE BepcuM BMHapHbIX NaKeToB.

32-6UTHbI BMHapHbIV NakeT AOCTYMNeH Ha caiTe npomssoauTtens OC:
http://www-03.ibm.com/systems/power/software/aix/linux/toolbox/rpmgroups.html
Mocne yctaHOBKM 6UB6NMOTEK HafA0 3aperncTpupoBaTb NyTM K HUM. Hanpumep:

# /opt/cprocsp/sbin/ppc/cpconfig -ini \config\apppath -add string libcurl.so
/usr/local/lib/libcurl.so

# /opt/cprocsp/sbin/ppc64/cpconfig —-ini \config\apppath -add string libcurl.so
/usr/local/lib/64/libcurl.so

6. CocTtaB 1 Ha3zHadyeHne koMnoHeHT N0 CK3U

6.1. basosbie mogynmn CK3U

MO CK3W copepxut 6a3oBble MOAYNN:
e libcsp — aMHaMmnueckn 3arpyxaemasn 6mbnmoteka Kpuntollpo CSP.
e libssp — 6ubnuoTeka noaaepXxKu Mmoayns ceteBoit ayteHTudmkaumm Kpuntollpo TLS
e cpverify — MOAYy/lb KOHTPONS LLENOCTHOCTU.
e wipefile - moaynb yaaneHus ¢annoB BMECTe C COAEPKNMbIM,
B Ha3BaHusAX anctpmbytmeos CK3U ncnonb3yercs HoTauus:
e  Cpro — npegukc;
e CSp — KpunTonpoBalhaep;
e [d] - onunoHanbHO — yKa3bliBaeT Ha AOKYMEHTaUMIO (TeCTOBble NMpuMepshbl);
e ppc/ppc64 - nnatdhopma PowerPC 32/64 buTa.

6.1.1.bubnunoteka libcsp
Bubnunoteka libcsp peanusyet uenesble dyHKUMM KpunTorpaduryeckon sawmntbl nHboOpMauuu,
paboTy c KntoYaMu, AOCTYN K KOYeBbIM HocuTenam, buoCH.
6.1.2.Moaynu ceteson ayteHTudunkaummn Kpuntollpo TLS

Moaynb libssp obecneunBaeTr peanusauuio nNpoTokona ceteBon ayteHTudukaumm Kpuntollpo
TLS. Ob6wee onncaHme NpoTokoaa npmeeaeHo B AokyMeHTe “XTAN.00050-03 90 02. Kpuntolpo CSP.
PykoBoacTBo agMuHUcTpaTopa 6e3onacHoctn. Obwasa yactb.”
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MpoTtokon Kpuntolpo TLS ucnonb3yeTt kpuntorpadpumyeckue dpyHkumm CK3U ansa obecnedeHus
npouecca ayTeHTUdUKaUnm 1 WndposaHmsa Tpaduka Mexay KIMEHTOM U CEPBEPOM.

6.1.3.Moaynb cpverify

Moaynb cpverify npeaHasHavyeH Ana KOHTPOMS LENOCTHOCTM npu  ycTtaHoBke CK3U n
dyHKunoHmpoBaHuu MO CK3U Ha MIBM nonb3oBaTens.

6.1.4.Moaynb wipefile

Moaynb wipefile ncnonb3syetcs ana ynaneHus ¢annoB BMecTe C COAEPXUMbIM MPU LWITATHbIX U
HewTaTHbIX (CBONMPOBAHWE) CUTyaumsx.

6.2. Moaynu MNK3U
6.2.1.Moaynsb libcapi20

Moaynb libcapi20 ncnonb3yeTcs Ans ynpaBneHus ceptudukaTaMmm OTKPbITbIX KITHOUYEN, a TakxXe
ansa obecneyeHus BbIMOHEHUS KpuUNTOrpaduyeckmMx 3anpocoB Ha ypoBHe uHTepderica CryptoAPI v.
2.0. UHTepdeic moaynsa capilite sBnsetcsa noamHoxecTBoM nHtepderica CryptoAPI v. 2.0.

6.2.2.Bbubnmnorteka librdrrdr

bubnuoteka librdrrdr obecneunBaeTr yHUUUMPOBAHHbLIA WMHTEpdENC AOCTyna K KIKYEBbIM
HOCUTENSIM BHE 3aBUCMMOCTM OT UX TUNA.

6.2.3.Moaynu yCTponcTs

Moaynu obecneumsatoT peanndaunto A0CTyna K KOHKPETHbIM TWUMaM Kk4eBbIX HocuTenem m
cunTbiBaTENEN:!

D librdrfatl2 «k gmnckoBoay u amckete 3.5" n pasgeny XecTkoro aucka

6.2.4.bnbnnoteka librdrsup

bubnuoteka librdrsup o6ecneumBaeTr peanmszauuto o6WMX GYHKUMA A0CTyNa K pas/inNyHbIM
K/IIOYEBbLIM HOCUTENSM.

6.2.5.Moaynu AaTunMKoB CNy4vanHbIX Yncen
bubnuotekn librdrrndm wu librdrrndmbio_tui o6ecneunBaloT noagepxky pabotbl C
dunsnueckum ACYH MAK 3awmTtbl oT HCA 1 BnolCH cooTBETCTBEHHO.
BbubnuoTteka libasnldata noaaepxxkun npotokona ASN1

Bbubnuoteka libasnldata cogepxut pyHKkUMM npeobpa3oBaHMs CTPYKTYP AaHHbIX B MallMHHO-
He3aBMCMMOEe MpeacTaBieHune.

/. BctpanBaHue CK3U B npuknagHoe 0O

Mpu BcTpamBanHun CK3WM B npuknagHoe nporpammHoe obecneyeHue [O0/KHbl BbIMOMHATLCS
TpeboBaHus pasgena 7 pokymeHTa "XTAWM.00050-03 90 02. Kpuntollpo CSP. PykoBoACTBO
aaMuHucTpatopa 6esonacHoctn. Obwas yacTtb."

Ons wncnonb3oBaHuna 6ubnuotek Kpuntollpo CSP B OC AIX Bepcuin 5 M 6 B npuKNagHbIX
MPUNOXEHUSAX MNPU JIMHKOBKE 6MbnMoTeKk M uUcnosiHaeMbix dannoB ¢ bubnunotekamm Kpuntollpo CSP
Heobxoanmo ncnonb3oeaTtb C++ kKomnoHoBwmK (XIC_r).

Mpu pabote c CSP B po4yepHMX NOTOKAX PEKOMEHAYeTCs YyCTaHaBIMBaTb pa3Mep cTeka Ans
rnoToka He MeHee 700 KB:

e c nomowbto pthread_attr_init() n pthread_attr_setstacksize() 3agaTtb pasmep,

e nepepaTb atpubyT B pthread_create(),
e U YHUYTOXWUTb ero Bbi3oBoM pthread_attr_destroy().
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8. TpeboBaHus No opraHM3aUMOHHO-TEXHUYECKUM U
aAMUHUCTPATMBHbLIM MepaM obecrneveHus
skcnnyataumm CK3U

JO/MKHbI BbINOAHATLCA TpeboBaHMSA MO OpraHn3auMOHHO-TEXHUYECKUM W aAMWHUCTPATUBHbLIM
MepaM obecnedyeHnss 6e3onacHoCcTM akcnnyaTaumm CK3W B obbeme pasgena 12 p[oKyMeHTa
"XTAN.00050-03 90 02. Kpuntollpo CSP. PykoBoacTBO aaMuHucTpatopa 6e3onacHoctu. O6uwas
yacTb."

8.1. O6wwme Mepsbl 3awmTbl oT HC O ¢ yCcTaHOBIEHHbIM
CK3U ona OC AIX

Moa ynpaeneHneMm UNIX-nogobHbix onepaunoHHbiXx cucteM CK3UM fonkHO MCMosb30BaThCs C
nporpamMMHbIM obecnevyeHnem:

e Certmgr (Kpuntolpo Certmgr)
e CryptCP
e Apache Trusted TLS (Digt)
e Trusted TLS (Digt)
Mpu ncnonb3osaHum CK3U nog ynpasneHmem OC AIX AosKHbl 6biTb NPUHATLI AOMNONHUTENbHbIE

Mepbl OpraHM3auMOHHOIO U TEXHUYECKOINo XapakKTepa M A0NOoJIHUTENbHaA HaCTpOVlKa OI'IepaLl,MOHHOVI
CUCTEMDbI.

Mpn ncnonb3oBaHUM KOMNbIOTEPOB NMofA ynpasneHneMm OC AIX Ans pelweHus 3a4a4y, CBA3aHHbIX C
3awmnTon uMHdbopMauuun, HeobxoAMMO nNpeanpuHATbL AOMOSIHUTENbHbIE Mepbl OpraHM3auuoHHOro W
TEXHMYECKOro XapakTepa W BbINOMAHWUTb AOMOSHUTENbHbIE HACTPOMKW OMnepauuoHHOW cucTembl. [pu
3TOM Heobxoammo obecneunTb AOMONHUTENbHYIO 3awuTy cepeepa M OC ot HCA, 6ecnepeboiHbin
pexunMm paboTbl U WCKIOYNTb BO3MOXHOCTM "OTKa3a B 06CNy>XuBaHUWU", BbI3BAHHOIMO BHYTPEHHUMMU
npuynHamMmn (HanpuMep - nepenosiHeHMeM anioBbIX CUCTEM).

8.1.1.0praHn3aymMoHHO-TEXHNUYECKNE Mepbl
1. K opraHmsaumoHHO-TEXHNYECKNM MepaM OTHOCHTCA:

obecneveHune pusnyeckor 6esonacHoCTn cepeepa;
YyCTaHOBKa MpPOrpaMMHbIX O6BHOBNEHWIA;
opraHusaumst npoueaypbl pe3epBHOr0 KOMMPOBAHUA U XPaHEHUSI Ppe3epPBHbIX KOMUIA.

JononHutensHble HacTpolikn OC AIX KacatTcs cneayowero:

orpaHuyeHue AoCcTyna nosb3oBaTesnell U HACTPOMKKN MOSIb30BaATENbCKOIO OKPYXEHUS;
orpaHuyeHune ceTeBbliX COEANHEHWI;
OrpaHNYeHns NpU MOHTUPOBAHUU (PANNOBbLIX CUCTEM;
OorpaHuyeHns Ha 3anycK NpoLeccoB;

e KOHTpPONb 3arpy3kn OC M KOHTPO/b LENOCTHOCTM CUCTEMHOIO U NPUKIAAHOIr0 NPOrpaMMHOro
obecneyeHuns gomxkeH obecneymBaTbCA NpU NOMOLLN S1EKTPOHHOIO 3aMKa

e [0MOJSIHUTENbHbIE HacTpolikn sapa OC;

e HacCTpoOWKa CeTeBbIX CEPBUCOB;

e OrpaHuyeHune Konnyectsa "BMAWMON U3BHE" MHPOpPMaUMM O CUCTEME;

e HacTpolika NoACUCTEMbl MPOTOKOMIMPOBaHUA U ayauTa.

2. B cucteme peructpupyetcss oanH nosb3oBaTtesnb, obnagarowmMin npaBaMu agMUHUCTpPATopa,
HOCSALWNIA UMA root, Ha KOTOPOro Bo3saraeTcs 06a3aHHOCTb KOHduUrypmuposaTb OC AIX, HacTpamBaTb
6e3onacHocTb OC AIX, a Takxe KOHpurypmposaTtb [M19BM, Ha koTopyto ycTtaHoBneHa OC.

3. [Ons nonb3oBatenss root BbIGBMpAeTCsa HaAeXHbI MNapofiib BXoAa B CUCTEMY,
YAOBNETBOPSAOLWNIA cneayowmnm TpeboBaHMsM: ANMHA Napons He MeHee 6 CMMBO/OB, CpeaAu CUMBOJIOB
napossi AOJ/HKHbl BCTPeYaTbCs 3arsiaBHble CUMBOJIbI, MPOMWCHbIE CUMBOJbI, UMMDPbl U CheunasnbHble
CMMBOJIbl, CPOK CMEHbl Mapofisi He pexe OAHOro pas3a B Mecsl, AOCTYN K MNaposlo A0/KeH ObiTb
obecrneyeH TONIbKO agMUHUCTPATOPY.

4. Monb3oBaTento root AOCTYyNHbI HACTPOMKKM BCex nonb3oBaTenen OC AIX, KOTOpble OH MOXeT
npocMaTpuBaTb, peAakTUpoBaTb, yAansaTb, co3daBaTb. BceM nonb3oBaTensM, 3aperncTtpupoBaHHbIM B
OC AIX , nonb3oBaTeNb root B COOTBETCTBMM C NMONUTMKOM 6€30MacHOCTM, MPUHATOM B OpraHusauuu,
AaeT MWHMManbHO BO3MOXHble ANs HOopManbHOW paboTbl npaBa. Kaxabii nonb3oeaten OC AIX, He
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ABNSAOLWMNACA Nonb3oBaTenem root, MoxeTt npocMaTpmMBaTb U PeAaKTUPOBaATb TOJ/IbKO CBOU YCTAaHOBKU B
paMkax npaB A0CTyMna, Ha3Ha4YeHHbIX eMy Mosib3oBaTtenem root.

5. Bcex nonb3oBaTtenen [M2BM, koTopble He MOAb3YKTCA [AAHHOW CUCTEMOW, U BCeX
CTaHAapTHbIX Nosib30oBaTenen, kotopblie co3gatotca B OC AIX BO BpeMsl ycTaHOBKM (Takux, kak "sys",
"uucp", "nuucp", u "listen"), kpome nonb3oBaTens root, cneayeT yaanuTb.

6. B OC AIX cywecTtBylT uWCMNoSHAEMble dalnbl, KOTOpble 3anycKkakTcs C MpaBaMu
nonb3oBatens root. 3TuM dannbl MMeKT ycTaHoBAeHHbIn ¢nar SUID. MNonb3oBaTtens root AosmxeH
onpeaennTb, KaknmMm us stnx dansios B paMmkax onpeaesieHHOM B OpraHusauum noamTnku 6e3onacHocTum
He TpebyeTcs 3anyck C aAMUHUCTPATUBHbLIMW MOSIHOMOYMAMKW, U C nomowbio cbpoca dnara SUID
OO/DKEH CBeCTUM KONMYeCcTBO Takux amnoB K MWUHMMYMY. 3anyck oOCTaBwuxca danaos C
yCTaHoBNEHHbIM chnarom SUID Ao/KeH KOHTPONMPOBATLCA MoJsib3oBaTenieM root.

7. Mpun ucnonb3oBaHum CK3WN Ha MOBM, noaKItOUYeHHbIX K 06WenoCTynHbIM CeTSM CBS3MU,
OOJIKHbI 6bITb npeanpuHATLI OOMOSIHUTENbHbIE Mepbl, ncKayaLwme BO3MOXHOCTb
HEeCaHKLMOHNPOBAHHOIO AO0CTYNa K CUCTEMHbIM pecypcaM MUCMOoJIb3yeMbIX OMEPaLMOHHbIX CUCTEM, K
nporpamMMHOMy obecneyeHuto, B OKpyXeHUn KOToporo dyHKUMoHupytoT CK3U, n k komnoHeHTam CK3U
CO CTOPOHbI YKa3aHHbIX ceTen.

8. lMpaBo pgoctyna Kk paboumMm MecTaMm c ycTtaHoBieHHbIM MO CK3W npepocTtaBnsercs TOsbKO
nmuaM, 03HaAKOMJIEHHbIM C MpaBuiaMn NOMb30BaHUSA U U3YUYMBLUMM IKCMNyaTaUMOHHYIO AOKYMEHTaUMIO
Ha nporpaMMHoe obecneueHne, nmeroulee B ceoeM coctase CK3N.

9. Ha TexHu4ecknx cCpeacTBax, OcHaweHHbix CK3W [o/mkHO WCNonb30BaTbCA  TOJIbKO
NIMLLEH3MOHHOEe nporpamMMHoe obecrneveHne bdMpM-NponMsBoaUTENEN.

10. B BIOS onpeaenstoTcs YCTaHOBKW, UCKJOYAlOLWME BO3MOXHOCTb 3arpy3ku onepaumoHHOM
CUCTEMbI, OT/IMYHOM OT YCT@HOBJIEHHOM Ha >XXECTKOM AMCKE: OTK/IHYaeTCsa BO3MOXHOCTb 3arpy3ku C
rmbkoro amcka, npmeoga CD-ROM un npoume HecTaHaapTHble BUAbl 3arpy3km OC, BK/oUYasi CETEBYIO
3arpy3ky. He npumensioTcas M3BM c¢ BIOS, wckaw4awwmMM BO3MOXHOCTb OTK/IKOYEHUS CeTeBOM
3arpy3ku OC.

11. CpeactBamm BIOS ponxkHa 6biTb MCKAKOYEHa BO3MOXHOCTb OTK/IOYEHUS MOSb30BaTeNsAMMU
ISA-ycTpoiictB 1 PCI-ycTpoiicTB. NS UCKOYEHNS 3TOW BO3MOXHOCTM BXxo4 B BIOS 3BM ponxeH 6biTb
3alWMLLeH naponeM, K KOTOpOMY NpeabsaBnsaAlTCs Te xe TpeboBaHMs, 4TO M K Naposio nonb3oBaTens
root. Maponb ansa Bxoaa B BIOS ponxeH 6biTb M3BECTEH TOMIbKO MOb30BaTENtO root M 6bITb OTAINYHBIM
OT mapons nosib3oBatens root anga sxoaa B OC AIX.

12. Jo 3arpy3ku OC ponxeH 6biTb peann3oBaH KOHTPO/Jb LEOCTHOCTU (hannioB, KPUTUUHbIX
ana 3arpyskn OC v nporpammbl CPVERIFY.

13. TMpu 3arpy3ske OC pomxkeH 6biTb peann3oBaH KOHTPOJb LENOCTHOCTU MPOrpamMMHOro
obecneueHuns, Bxoasuwero B coctaB CK3WM, camon OC wu BCcex WUCNONHSEMbIX dannos,
PyHKUMOHUPYOWKNX coBMmecTHO ¢ CK3U ¢ ncnonb3osaHnem nporpammel CPVERIFY.

14. Cpeacrtsamu BIOS pomkHa 6bITb UCKOYEHA BO3MOXHOCTbL paboTbl Ha DBM, ecnu BO Bpems
€ro Ha4anbHoW 3arpy3Kku He NpoxXoAsiT BCTPOEHHbIe TecTbl 3BM (POST).

15. Ha M3BM pomxkHa ycTtaHaBnmBaTbCsa Tonbko ogHa OC. Ha TM2BM He ycraHasBauBsaloTcs
cpeacts  paspabotkm u  otnagkm [O. Ecnm cpeactBa OTAaAKWU  MNPUIOXKEHUA  HYXHbl  ANS
TexHonormyecknx notpebHocTen opraHmsaummn, To UX UCMONb30BaHNE AO/MKHO HbiTb CAHKLMOHNUPOBAHO
aaMmnHucTpatopom 6esonacHoctn. B nobom cnydyae 3anpelwaercs Mcnonb3oBaTb 3TWU cpeacTsa Ans
MPOCMOTPa U peAakTUpPOBaHUS KoAa M MaMsaTu NMpUaoXeHuin, ncnonb3yowmx CK3N. Cnepyet nsberatb
nonagaHuvs B CUCTEMY MpoOrpamMM, MO3BOMASAKOWMX, MOAb3YSACb owunbkamm OC, nonyyaTb NpuBUaermu
root.

16. [JonkHO 6bITb OrpaHnyeHo (C y4yeToM BbibpaHHOM B opraHn3auuMm nonmTukmn 6e3omnacHocTm)
MCNosib30BaHWe NoNb30BaTENSIMM KOMaHA cron 1 at — 3anycka KoOMaHA B yKasaHHOe BpeMs.

17. JomxHO 6bITb peann3oBaHO (GU3MYECKOoe 3aTUpaHue COAEPXMMOro yaansembix dannos C
ncnonb3osaHueM nporpammbl Wipefile s cocrasa CK3W.

18. [JosmkHbl 6bITb OTK/IOYEHbI CeTeBble MPOTOKOJIbl, KOTOPblE HE WNCMNONb3YKTCA Ha AaHHON
3BM.

19. B cny4yae noakntoyeHnss 3BM c yctaHoBneHHbIM CK3W k o6wenoCcTynHbIM CETSM nepegaym
AAHHbIX OTKAKYUTb Mcnonb3oBaHue JavaScript, VBScript, ActiveX n gpyrux nporpamMHbix 06beKTOB,
3arpy>aemblixX U3 ceTu, B NpUKNaZHbIX NporpaMmax.

20. [JdomxHbl 6biITb MNPUHATbI MEPbl MO  WUCK/IOYEHUIO HECaHKUMOHMPOBAHHOIO A0CTyna
MOCTOPOHHUX UL, B MOMELLEHNSA, B KOTOPbIX YCTaHOBNEHbI TexHnyeckue cpeacrsa CK3U «Kpuntollpo
CSP», no poay CBOel [AeATEeNbHOCTM He SBAAIWMUXCA MNepcoHanoMm, AOonyuweHHbIM K pabote B
YKa3aHHbIX MoMeLleHnsX.
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21. [JomkHo 6bITb 3anpeweHo ocCTaBnATb 6e3 KOHTPONS BbIYMCAWUTENbHbIE CpeAacTBa, Ha
KoTOopbIX 3KkcnnyatTupyetca CK3U «Kpuntollpo CSP» nocne BBoAa kitoyeson nHdopmaumu. MNMpu yxone
nonb3osaTtens ¢ paboyero Mecta AOMXKHO WMCMOMb30BATbCA aBTOMATUYECKOE BK/KOYEHME MNapoSibHOWN
3acTaBKM.

22. N3 cocTtaBa cucteMbl AOMKHO 6bITb MCKIIOYEHO 060pyAOBaHME, KOTOPOE MOXET co3AaBaTb
yrpo3y 6e3onacHoctn OC AIX 5/6. Takxe HeobxoauMo wm3beraTb MCNOMb30BaHUA HeCTaHAAPTHbIX
annapaTHbIX CPeACTB, MMEKLWMX BO3MOXHOCTb BAMATb Ha (dYHKUMOHMpPOBaHMe KoMmnbtoTepa mam OC
AIX 5/6.

23. TMocne wuHctannaumm OC cneayer YyCTaHOBUTb C camTta http://www.ibm.com/ Bce
peKOMeHAOBaHHble MporpaMMmHble 06HOBNEHWS W MNporpamMmHbie O6HOBNEHWUS, CBSA3aHHble C
6e30nacHOCTbIO.

24. Ha Bce aupekTopuu, cogepxawme cuctemHble ¢annbl OC AIX n katanoru CK3Wu,
Heob6xoAMMO YCTaHOBWUTbL MpaBa AOCTyna, 3anpeljarlime BCeM MofAb3oBaTensM, kKpoMme Bnagenbua
(Owner), 3anuce.

25. B cBS3M C TeM, 4YTO aBapuiHbIN AaMn oOnepaTMBHOM MNaMsATU MOXET coAepXaTb
KpunTorpauyeckn onacHyrw wuHdopMauuio, B MPUKIaAHbIX MporpamMMax, ucnonbsyowmnx CK3U,
cnepyeT OTK/IOUMTb BO3MOXHOCTb €ro co3gaHusa ¢ nomowbio dyHKumm ulimit (yctaHoBuTb pasmep
Aamna namsatm B 0).

26. B OC AIX ncnonb3ayeTtcs BMpTyasnbHasa namsaTb. O6nactb BUPTYyasnbHOW NaMATU AO/XHA ObITb
OopraHm3oBaHa Ha OTAEsSIbHOM >XeCTKOM aucke. o okoH4YaHun paboTbl CK3U coaepxumoe BMPTYyasbHOM
namMsaTu AOJIXXKHO 3aTMpaTbCs C Ucrnosib3oBaHmeM cpeacts OC. B cny4yae aBapuiiHOro octaHoBa DBM, npwu
cnepywowen sarpyske Heobxoammo B pexume “single user” ounctute 06nactb BUpTyanbHON namsaTu
nporpammoit wipefile, Bxoaswen B coctaB CK3UM Kpuntollpo CSP. B cnyyae Bbixoga M3 CTPOS XXECTKOro
AMCKa, Ha KOTOPOM HaxoauTcsa obnacTtb BUPTyasbHOW NamsaTu, KpunTorpaduyeckme Ka4m nognexar
BbIBOAY U3 AENCTBUSA, @ XXECTKUIA AUCK He NoajiexaliMM peMOHTY. DTOT XKECTKUIN ANCK YHUUTOXaeTcs no
npaBuiaM yHUUYTOXEHNSA KITHOUYEBBLIX HOCUTENEN.

8.1.2.JononHutenbHble HacTponkn OC AIX

Hactporikn OC AIX BbINOAHAKTCA NyTeM pefakTupoBaHus (yaaneHus, nobasneHus) pasnunyHblX
KOH(MUrypauMOHHbIX M KOMaHAHbIX dainoB Kak BPY4YHYIO, TaKk WU C MWCMNONb30BaHMEM CUCTEMHOWN
yTUNUTbI smitty.

Ona coxpaHeHWs BO3MOXHOCTM "OTKaTUTb" BHECEHHble W3MEHEeHUs CcneayeT CoXpaHsaTb
mMoauduumnpyemble dannbl B "6esonacHoM" MecTte (Ha BHELHEM HOCUTENlE UM Ha HE MOHTMPYeMOWn
aBToMaTMyeckn annoBol CUCTEME).

8.1.2.1. OrpaHunyeHne p[ocCTyna Mosib30oBaTeNEeN W HACTPOWKWM MONb30BaTENbCKOrO
OKpYXEeHUs

HaCTpOﬁKa MOJIb30BATEJIbCKOIro OKPYXEHUA 3aKo4aeTCda B cneayrumx OEeNCTBUsX:

1. Ucnonb3ys yTunmty smitty, cnegyetr ycCTaHOBWUTb cCriedylolve AUPEKTUBbI ANsl BcexX
Nnosib30BaTesiel CUCTEMDbI:

Expiration date - He 6onblwe 30 gHelt ¢ MOMeHTa co3aaHus.

Number of failed logins before locked =3 konuuecTBoO HeBepHbIX MNOMbLITOK
perucTpauumn nonbL30BaTens.

Soft core file size=0K ansa 3anpeta cosgaHus core-dainos
UMASK=022 (napameTp 3agaeT MacKy co3gaHus danna no-yMmonyaHuio).

Another wuser can su = False napameTp oOrpaHu4MBaeT BO3MOXHOCTb perucrpaymm
cynepnoJsib3oBaTens yepes yTUInTy su).

[ina nonb3oBaTens root yCTaHOBUTb MacKy pexuma co3gaHus dainos 077 nnu 027:
umask 077 (umask 027);

2. OrtpepakTtupoBatb dann /etc/shells 1 nomectTute B Hero uMMeHa TONbKO Ans Tex
nucnonHsiemblx dannos 060n04eK, KOTOpble YyCTaHOBMEHbl B cucTeMe. [0 yMOn4aHuio, CoAep>XMMOe
danna /etc/shells moxeT 6bITb TakKUM:

/bin/csh, /bin/tcsh, /bin/sh, /usr/local/bin/bash
3. Ypanutb dann (ecnu oH cywectByeT) /.rhosts.
4. YpanuTb cogepxumoe darina /etc/host.equiv.

5. OtpepaktupoBatb ¢ann /etc/pam.conf ¢ uenbto 3anpeta rhosts-ayTeHTUdMKaumm.
BbINosHAETCS KOMMEHTUPOBAHMEM BCEX CTPOK, coAaepialimx noactpoky "pam_rhosts_auth.so".
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6. [poBepuTb wuaeHTUIUKATOPbLI MOAb30OBATENS W rPynnbl ANs BCeX Monb3oBaTenen,
nepeuncreHHbix B daine /etc/passwd. Cneapyetr ybeauTtcs,, 4TO He CYLECTBYET M0/b30BaTENEN,
nMerwmnx unaeHtndukatop nonb3osatens 0 wu naeHTudukatTop rpynnel 0 KpoMe, BO3MOXHO,
nosnb3oBaTtengd root.

7. Co3paTb nepevyeHb MporpaMM, KOTOpble 3anyckalTcs C MpaBaMyM aAMUHUCTpaTopa, U
KOHTPO/IMPOBaTb €ro HEM3MEHHOCTb;

8. 3anpeTnTb perncTpaumio B cMcTeMe MOb30BaTeNeN, MMeLWnxX cnegyowme "criyxebHble

nmeHa":
daemon, uucp,
bin, nuucp,
Sys, listen,
adm, nobody,
Ip, noaccess
smtp,

"

JelictBue BbINOMHAETCA NyTeM ykKasaHusa B danne /etc/passwd CTpoku B none shell-

nporpamMmbl U yKasaHMAa CMMBOa 'x' B none napons.

8.1.2.2. OrpaHun4eHus nNpn MOHTUPOBAHMN HANOBbIX CUCTEM

OrpaHu4yeHns Npu MOHTUPOBaHWK (amNoBbIX CUCTEM peanun3yloTcs pefakTMpoBaHueM danna
/etc/filesystems:

1. YcraHoBuTb onuuto hosuid Npu MOHTUPOBaAHUK HalIOBON CUCTEMBI /var.

Mpy WMHCTanNnaUMM CUCTEMbI CrieayeT BblaenuTb ans dannosbix cuctem /, /usr, /usr/local, /var
pa3Hble pasfjenbl AuCKa Ans npefoTBpalleHns nepenosiHEHUS KPUTUYHBLIX darnosbix cuctem (/, /var)
3a CYeT, HanpuMmep, MoJIb30BATENIbCKNUX JAaHHbIX W ob6ecneyeHnss BO3MOXHOCTM MOHTUPOBAHUS
¢darnoBoM CUCTEMbI /USr B pexunme "Tonbko Ans yteHumsa".

8.1.2.3. OrpaHunyeHuns Ha 3anyckK npoueccos

1. CnepyeT orpaHW4nTb UCMOMb30BaHME B CUCTEME MMaHMPOBLLMKA 3a4ay cron
" CpeAacTs nakeTHom obpaboTkun 3a4aHuni. Onsa HOpMaJibHOro
PYHKUMOHMpPOBaHNS cUcTeMmbl MWHUMANbLHO Heo6xoAnMbIM aBnseTcs

pa3pelleHne UCNonNb30BaHWUS MIaHUPOBLUMKA 3a4ad Cron M CpeacTB MaKeTHOM
06paboTkM 3agaHuin TONbKO Nosb3oBaTento root. 1519 3TOro cneayeT BbIMOAHUTD
cneaywouwme KoMaHabl (OT MMEHM Ccynepnonb3oBaTens):

echo root > /var/adm/cron/allow
echo root > /var/adm/cron/at.allow

8.1.2.4. HacTtpolika ceTeBbIX CEPBMCOB

1. CneayeT orpaHnunTb PyHKLMOHANBLHOCTb CEPBUCOB HE MCMOJIb3YEMbIX B AAaHHOM
cucteMme. [leiicTBme 3akfoyaeTcs B pedakTtupoBaHum danna /etc/inittab. B
danne /etc/inittab cnepgyer 3akommeHTpoBaTh (yAanuTb) CTPOKM, coaepXxalme
ONMcaHua Tex CEPBUCOB, MWCMONb30BaHUE KOTOPbIX Ha KOHMUIypupyemom
KOMMbIOTEPE HE SABASETCA HEOBXOANMBIM.

2. Ncnonb3ysa ytunuty smitty, OTKNHOUYMTb HEUCMOJIb3yEMble CETEBbIE CEPBUCHI,
n cnyxbbl, 3anyckaeMblX Mpu cTapTe cuctembl. CnepyeTt 3anpeTuTb nNpueM u3
BHellHel ceTn "wmpokoBelwaTenbHblX" (broadcast) naketos, a Takxe nepegavy
OTBETOB Ha NpUHATbIE "LWNMPOKOBELWAaTeNbHbIE" NakeThbl.

3. 3anpeTuTb Cynepnosib30BaTesnto AocTyn no ftp.

4. Ecnu nnaHumpyeTca Mcrnonb3oBaTb Ha HacTpaMBaeMoM cepsepe cepsuc FTP,
TO cnepyeT 3anpeTuTb AOCTYN no npotokony FTP nonb3osaTensM, ANS KOTOPbIX
3anpeweH JoCcTyn K cepBepy no npotokony FTP. B cnmcke "3anpelweHHbIX"
nonb3oBaTenein, Kak MUMHUMYM, AOMXKHbl ObITb NepeyncneHbl cneayrme nMeHa

nonb3oBaTenei:
adm, listen,
bin, Ip,
daemon, nobody,
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noaccess, smtp,
nobody4, Sys,
nuucp, uucp
root,
5. Onsa orpaHuyeHus poctyna K CUCTEMHbIM dannam ans
HenpuBMIErMpoBaHHbIX nonb3oBaTtenen, M3 KOMaAHAHOW CTPOKM creayer
BbINOSTHUTbL C/leAyloLlme KOMaHAbl:
Chown root /etc/mail/aliases chmod 500 /usr/bin/rdist
chmod 644 /etc/mail/aliases chmod 400 /usr/sbin/sync
chmod 750 /etc/security chmod 400 /usr/bin/uudecode
chmod 000 /usr/bin/at chmod 400 /usr/bin/uuencode
Takxe cnegyeT 06HynuTb dbnar SGID ans HeKOTOPbIX UCMOHAEMbIX daloB:
chmod g-s /usr/bin/mail chmod g-s /usr/bin/ipcs
chmod g-s /usr/bin/mailx chmod g-s /usr/sbin/arp
chmod g-s /usr/bin/write chmod g-s /usr/sbin/prtconf
chmod g-s /usr/bin/netstat chmod g-s /usr/sbin/swap

chmod g-s /usr/bin/nfsstat

8.1.2.5. OrpaHunyeHne Konnyectea "BMANMON N3BHE" MHPOPMaUMKN O CUCTEME

O6bl4yHO, HauvanbHy MUHDOPMAUUIO O CUCTEME MNOTeHUManbHbIA HapylwuTenb noay4vaeT w3
CUCTEMHbIX NpurnaweHuii, BblAaBaeMblx ceTeBbiMM cnyxbamu cepsepa (telnet-cepsep, ftp-cepsep u
np.).

Mo3ToMy, K MepaM MO OrpaHU4YeHUI0 Konuyectsa "BUAMMON M3BHE" MHOpMauMm O cucTeme
OTHOCSATCS:

e (OTKa3 oT cTaHAapTHOro "3arosoBka", BbIBOAMMOro cepBepoM ftp npu oTBeTe Nonb30oBaTeNto.

e PepaktnpoBaHmne dannos /etc/issue, /etc/ftpbanner n /etc/motd c uenbi pasbsACHEHUS
nonb3oBaTensM NpaBwua U NOINTUKK AOCTYyNa K cepsepy ftp.

8.1.2.6. HacTtpoika noacmMcTteMbl NPOTOKO/IMPOBAHMSA U ayauTa

1. CnenyeT ynoCTOBEPUTCS, YTO TOMBKO MOJb30BaTeNb root MMeeT AOCTYN Ha 3anuch
Ans haiinos coaepXkalLmx MHOPMaLMIO O NMPOTOKONMPYEMbIX COBbITUSIX.

2. Ecnu Ha HacTpaMBaeMOM cepBepe ucrnonb3yetcss web-cepBep, TO cnegyet
ybeaunTtbcs, uto Tonbko "Bnageneu" npouecca httpd nmeer goctyn Ha 3anucb
K npoTtokonam httpd

3. Cyuetom Bbl6paHHOVl B OpraHmnsauunn noanTukun 6e30nacHOCTM AO/MKHO 6bITh
OrpaHM4yeHoO WMCNoJib30BaHME MOJib30OBaAaTENSAMU KOMaHA SUu U sudo -
npeaocrtaBsiEHNA NOJIb30BaTENII0O aAMUHUCTPATUBHbBIX NMOJIHOMOYMM

Cne,qyeT NPOTOKOJIMPOBATL MOMbITKMU UCMOJIb30BaHMUA NporpamMMm su u sudo.

5. CnepyeT npoOTOKOAMPOBaTb CeTeBble coeAMHeHUus(BKNYasas AaTty/Bpems
coeanHeHuns, IP-agpec knAveHTa, YCTaHOBMBLUErO COEAMHEHWE U  UMS
cepBuca, 06Ccny>xmBatoLWero coegmuHeHune).

8.2. TpeboBaHWA Mo pasMeLlleHU TEXHNYECKUX CpeacTB C
yCcTaHoB/eHHbIM CK3U

MpY pasMeLLEHNN TEXHUUECKMX CPEACTB C YCTaHOBNeHHbIM CK3U:

e [onkHbl O6blITb MPUHATHI Mepbl MO 3awWwuTe OT HEeCaHKUMOHMPOBAHHOro AocTyna B
rnoMeLleHnsl, B KOTOpbIX pa3MelleHbl TexHU4Yeckue cpeactsa C ycTtaHoBneHHbiM CK3WU,
NOCTOPOHHWUX NUL, MO poAy CBOEW [AeATENbHOCTM He SABMASKWUXCS MNepCcoHanomM,
JonyuweHHblM K pabote B 3TMX nomeweHuax. B cnyyae HeobxoanMMOCTM MpUCYTCTBUSA
NOCTOPOHHUX UL, B YKa3aHHbIX MOMeLWeHusax AomkeH 6biTb obecneyeH KOHTPOAb 3a WX
AencTBuAMKN 1N obecrneyeHa HEBO3MOXHOCTb HEraTUBHbIX AENCTBUI C MX CTOPOHbI Ha CK3W,
TeXHUn4Yeckme cpeacTBa, Ha KOTOpbIX akcnnyaTupyetca CK3U mn 3awmwaemyo nHdopmMaumio.
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e BHYTpeHHsIS nNNaHWpPOBKA, pPacrnofioKeHWe W YKOMMIEKTOBAHHOCTb pabounmx MecT B
NMOMELLEHUSAX A0SKHbI 06ecrneunBatb UCMOMHUTENAM paboT, COXPAHHOCTb AOBEPEHHbIX UM
KOHdUAEHUMANbHbIX JOKYMEHTOB U CBEAEHMWIA, BKOYAsA KOUEBYIO MHGbOPMaLMIO.

e B cnyyae nnaHupoBaHua pasMmeweHns CK3UW B nomeweHuax, rae NpucyTCTBYeT pedeBas,
aKycTMyeckas W Bu3yanbHasa WHbOpMaumsa, coaepxalaslh CBeAeHMs, COoCTaBasolwme
rocy4apCTBEHHYH TalHy, U (MNN) YCTaHOBNEHbl TEXHUYECKME CPeacTBa U CUCTEMbI NPUEMa,
nepegayn, ob6paboTkm, XxpaHeHUs M oTobpaxeHuss MHopMauun, coaepxallen cBeaeHus,
COCTaBMSAOWMNE TOCYAAPCTBEHHYH  TaliHy, TeXHM4Yeckue CpeacTBa  MHOCTPaHHOro
NPOM3BOACTBA, Ha KOTOPbIX (DYHKUMOHMPYIOT nporpamMmmHblie moaynn CK3W, paonxHbl 6biTb
NnoABEPrHyThbl CrheuMasnbHON NMpoBEpKe MO BbISIBIEHMIO YCTPOWCTB, MpeAHa3HaudeHHbIX A1
HernacHoro nosiydeHus nHbopmaunm».

9. TpeboBaHunga no KkpuntTorpadmyeckon sawmTe

[onXHbl BbINOHATLCA Tpe6OBaHVIF| .

1. Wcnonb3oBaHue TO/IbKO JIMLUEH3MOHHOIO CUCTEMHOrO NMporpamMMHoOro
obecneyeHuns.

2. Paspen 17 gokymeHta >XTSAN.00050-03 90 02.
3. [lepea HavyanoMm paboTbl AonXKeH 6biTb NpoBeAeH KOHTPO/b LLeI0OCTHOCTY.
KOHTponeM LenocTHOCTU A0MKHbI 6bITb OXBayeHbl Gansbl, yKa3aHHble B M. 16.

4. Hactpowka onepaunmoHHon cuctembl anga pabéotel ¢ CK3UW no n. 10.1.2.

5. Mpwn nHctannaumn CK3W pomkHbl 6biTb 0becneyeHbl opraHnM3aumMOHHO-TEXHUYECKME
Mepbl MO WUCKITIOYEHWIO NMOAMEHbI ANCTpUBYTMBa U BHeceHusl n3MeHeHnn B CK3W nocne
YCTaHOBKMW.

6. WckniouyeHne n3 nporpaMMHoro obecneyenus MIBM c ycrtaHoBneHHbiM CK3U
CPEeACTB OT/NafaKku.

7. NMaponb, wcnonb3yembln Ans ayTeHTUdMKauum nonb3oBaTenien, AOKeEH
cogepxaTb He MeHee 6 cuMBO/OB andasuTa MOLWHOCTM He MeHee 10.
MepnoanYHOCTL CMEHbI MApos — He pexe 04HOro pasa B 3 mMecsua.

8. [lepnoAMYHOCTb TECTOBOrO KOHTpoOAs Kpuntorpaduueckmx dyHkumm - 10
MUHYT.

9. [ExecyToudHas nepesarpyska N2oBM.

10. MepuoamnyHocTb octaHoea [19BM ¢ o6s3aTenbHOW MNPOBEPKOM  CUCTEMBI
oxnaxaeHus npoueccopHoro 6noka N3BM - 1 mecsu.

11. 3anpewaercs KUCNosib30BaTb pexuMm npocton 3ameHbl (ECB) MOCT 28147-89
Ansa wndpoBaHus nHbopMaunm, KpoMe KIo4eBONn.

12. JonxHo paBaTtbCsa npeaynpexaeHme o TOM, YTO Mpu UCNOSIb30BaHUU pexunma
WndpoBaHus CRYPT_SIMPLEMIX_MODE wm™aTepuan, obpabaTtbiBaemblii Ha
OZHOM KJltoue, aBTOMAaTU4YECKN OrpaHn4mMBaeTcs BennymHon 4 MB.

13. Mpn  dyHkuymoHmpoBaHmm  CK3WM  gOMXKHbI  BbINOMHATLCA  TpeboBaHus
3KCNMyaTauMoHHOM AOoKyMeHTauum Ha MAK 3awmntbl oT HC/.

14. [JomxkHo 6bITb 3anpelieHo ucnonb3oBaHme CK3U ana 3awmTbl TenedoHHbIX
neperoBopos 6e3 MpuHATMSA B CMCTEME Mep Mo 3awuTte OT MHMOPMATUBHOCTU
noboYHbIX KaHanos, cneumdunyecknx Npu nepegade peyw.

15. domxkHa 6bITb 3anpeweHa pabota CK3UM npu BkAOYEHHbIX B M3BM wTaTHbIX
CpeAcTBax BbIXo4a B paAnoKaHars.

16. KOHTpoSieM LEeNOCTHOCTU AO0JIXKHbI 6bITb OXBadeHbl daknbl:

AIX (Power PC 32 bits)

libcsp.so.3.6.1, libcsp.la, librdrrndmbio_tui.so.3.6.1, librdrrndmbio_tui.la, cryptcp,
certmgr, inittst, csptestf, der2xer, sv, libcapi20.s0.3.6.1, libcapi20.la, libcpext.so0.3.6.1,
libcpext.la, libpkixcmp.so.3.6.1, libpkixcmp.la, libasnidata.so.3.6.1, libasnldata.la,
libssp.s0.3.6.1, libssp.la, pkcsll_initialize, pkcsll_set_pin, pkcsll_generate_key,

pkcs1l_generate_key_pair, pkcs11_hash, pkcs11_sign, pkcs11_verify,
pkcs11_sign_hash, pkcs11_verify_hash, pkcsll_encrypt, pkcsl1_decrypt,
pkcsll_save_state, pkcs11_encrypt_sign, libcppkcs11.s0.1.0.0, libcppkecsil.la,

libcsppkcs11.s0.1.0.0, libcsppkesil.la, cpverify, wipefile, csptest, librdrrdr.so.3.6.1,
librdrrdr.la, librdrrndm.s0.3.6.1, librdrrndm.la, librdrsup.so0.3.6.1, librdrsup.la,
librdrdsrf.s0.3.6.1, librdrdsrf.la, librdrfatl2.s0.3.6.1, librdrfatl2.la, libcapil0.s0.3.6.1,
libcapil0.la, libcpui.so0.3.6.1, libcpui.la, cpconfig, mount_flash.sh.

AIX (Power PC 64 bits)
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libcsp.so.3.6.1, libcsp.la, librdrrndmbio_tui.so.3.6.1, librdrrndmbio_tui.la, cryptcp,
certmgr, inittst, csptestf, der2xer, sv, libcapi20.s0.3.6.1, libcapi20.la, libcpext.so0.3.6.1,
libcpext.la, libpkixcmp.so.3.6.1, libpkixcmp.la, libasnldata.so.3.6.1, libasnldata.la,
libssp.s0.3.6.1, libssp.la, pkcsll_initialize, pkcsll_set pin, pkcsll_generate_key,
pkcsl1l_generate_key_pair, pkcsl1_hash, pkcs11_sign, pkcs11_verify,
pkcs11_sign_hash, pkcs11_verify_hash, pkcsll_encrypt, pkcs1l_decrypt,
pkcsll_save_state, pkcsl1_encrypt_sign, libcppkcs11.s0.1.0.0, libcppkecsii.la,
libcsppkcs11.50.1.0.0, libcsppkesil.la, cpverify, wipefile, csptest, librdrrdr.so.3.6.1,
librdrrdr.la, librdrrndm.so0.3.6.1,  librdrrndm.la, librdrsup.so.3.6.1, librdrsup.la,
librdrdsrf.so0.3.6.1, librdrdsrf.la, librdrfat12.s0.3.6.1, librdrfatl2.la, libcapil0.s0.3.6.1,
libcapil0.la, libcpui.so0.3.6.1, libcpui.la, cpconfig, mount_flash.sh.
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[MpunoxeHue 1. KOHTpONb LENOCTHOCTU NMPOrpaMMHOro
obecreyeHuns

B pononHeHwe K AMCTpUBYTMBY MOCTaBNsOTCS ckpuntoBble dainbl integrity.sh, 3anyckom
KOTOPbIX MOXHO Y6eanTbCs B LLe/IOCTHOCTU AUCTpMOYTUBa A0 ero yCTaHOBKM.

MporpamMmmHoe obecrnedeHme CK3U Kpuntollpo CSP umMeeT cpeactBa obecrneyeHus KOHTPONs
uenoctHocTu MO CK3W, KoTopble AOMXKHbI BbINO/IHAKTCSA NEPUOAUNYECKMN.

Ecnn B pesynbTaTe MNepuoAMYECKOro KOHTPOJS LENOCTHOCTU MosiBAsieTcss cooblleHus o
HapyLeHUN LEeNOCTHOCTU KOHTponMpyemoro dalina, nonb3oBaTenb 06si3aH npekpatuTb paboTy U
06paTUTbCs K aAMUHUCTPaToOpy 6e30MacHoCTy.

AaMuHucTpaTop 6e30MmacHoOCTM, MNpoaHanM3npoBaB MNPUUMHY, MPUBEALWYID K HapYLIEHWUIO
LEeNnoCTHOCTU, Ao/MKeH nepeyctaHoButb MO CK3W Kpuntolpo CSP ¢ auctpmnbytmnea, nnu cucrtemHoe MoO.
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[MpunoxeHue 2. YnpasneHne NpoTOKOIMPOBaAHNEM

Onsa BKAOYEHUSA/OTKNOUYEHNS 3HAYEHNE 10g MCNONb3ynTe:

a) RH7.3, RH9.0
Onqa 3apaHns ypoBHSA NpoTOKoNa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apaHna dopMaTa npoTokona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19
[Ons npocMoTpa Macku TeKyLlero yposHs u bopMaTta npoTokosa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

b) ans RH 7.3, RH 9.0 ypoBHSA sapa
insmod drvcsp.o log_level=0x9

3Ha4yeHMeM NapaMeTpa YpOBHb MpOTOKOJa sABNsieTcsa 6MToBas Macka:
N_DB_ERROR = 1 # coobuweHuns o6 owmnbkax
N_DB_LOG = 8 # coobleHns o Bbi3oBax

3HayeHMeM napameTpa opMaTt NpoToKoNa ABnseTcs butosas macka:
DBFMT_MODULE = 1 # BbIBOAUTb UM MOAY NS

DBFMT_THREAD = 2 # BbIBOANTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMS (PYHKLNMU
DBFMT_TEXT = 0x10 # BbIBOAUTb caMo cooblieHune
DBFMT_HEX = 0x20 # BbiBOAUTbL HEX gamn
DBFMT_ERR = 0x40 # BbiBoguTb GetLastError
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JIncT perncrtpaumm M3MeHeHUMn

JIUCT permcTpaumm n3MeHeHui

Homepa nucrtoB (cTpaHuy) Bcero Ne Bxoaawumn Moan.
JINCTOB LOOKYMeHTa N° conpoBogu- [aTta
M3MEHEH- |[3aMeHEeHHbIX HOBbIX aHHynupo- | (cTpaHuu) B TenbHOro
M3M HbIX BaHHbIX LOKYM. OOKYM. 1
fpata
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