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AHHOTaUMA

HacTtosiwee PykoBoactBo ponosiHsaeT gokymeHT "XTAWN.00050-03 90 02. Kpuntollpo CSP.
PykoBoacTtBo aaMuHuctpatopa 6e3onacHoctn. O6was dacte" npu  ucnonb3oBaHun CK3U nop
ynpasnexHunem OC Solaris 10/11.

NHCTpyKuUMK aAMWHUCTpaToOpaMm 6e3onacHocTn " nosb3oBaTensm Pa3/INYHbIX
aBTOMaTM3MpPOBaHHbIX cucTteM, mcnonb3ywwmx CK3U Kpuntollpo CSP, nomxHbl pa3pabaTbiBaTbCa C
y4yeToM TpeboBaHMIA HAaCTOSLLEr0 AOKYMEHTA.

Cnncok cokpalleHunm

APM ABTOMaTM3MpoBaHHOe paboyee MecTo

™M TMO6KMIM MarHUTHLIN AUCK

ACH [JaTtunk cnyyarHbix ymcen

HDD XXeCTKMn MarHUTHbIN ANUCK

HCA HecaHKLUMOHNPOBAHHbIA AOCTYN

OC OnepauunoHHasa cmctema

MAK MporpamMMHo-annapaTHbIi KOMMIeKc

no MporpamMmmHoe obecneyeHune

PernameHT COBOKYMHOCTb MHCTPYKLWI U APYrOi pernameHTmupyroLwen

[OKyMeHTaummn, obecneumsatoLlen dyHKLUNOHUPOBaHME
aBTOMATU3MPOBAHHOM CUCTEMbI BO BCEX PEXMMaAX.

CepTtudukaTt DNEeKTPOHHbIN AOKYMEHT, NOATBEPXAAOLWMA NPUHALNEXHOCTb
K/1t04a NPOBEPKUN 3/TIEKTPOHHOM MOAMNUCU U OmnpeaeneHHbIX
aTpnbyToB KOHKpeTHOMY aboHeHTy

CepTtudurkauus Mpouecc n3rotoBneHns ceptudukaTta Kaoua NnpoBepKu
3N1EKTPOHHOM noanucn aboHeHTa B LeHTpe cepTudukaumm

CK3u CpenctBo KpunTorpadunyeckon 3awmnTtbl MHGOPMaLmm

aNn DNeKTpOHHas Noanucb

1. OCHOBHble TeXHU4YecKmne aaHHble N Xapaktepuctnkm CK3U

1.1. lMNMporpaMmMHoO-annapaTHble cpeabl

CK3WN Kpuntollpo CSP noa ynpasBnenHmem OC Tuna Solaris ncnonb3yeTcs B MNporpaMMHoO-
annapaTHbIX cpejax:

- OC Solaris 10/11 (sparc, ia32, x64).

Mpun HeobxoanmocTn, ana ncnonb3osaHus CK3U yposHa aapa OC apxutekTypbl IA32 cnepyert:

e [ina OC Solaris 10 o6bHOBUTbL cucteMy Ao ucnpaenenms 142901-03 v ycTaHOBWUTb UCMpaBneHUe
IDR144030.

Co cpokaMu 3KchyaTalum ornepaumoHHbIX CUCTEM, B Cpede KOTopbiX GyHKLUMOHMpyeT CK3M,
MOXXHO 03HAaKOMWUTbLCS MO CleAyloLeMY aapecy:

<http://www.sun.com/service/eosl/solaris/solaris vintage eol 5.2005.xml

1.2. BapuaHTbl ncnonHeHmns CK3U

CK3U ansa pabotbl ¢ OC Solaris 10/11 n3rotoBnseTca n pacnpocTpaHseTcs B ABYX BapuaHTax
WCMNOJSTHEHUS:

WNcnonHeHune 1 - CK3W knacca 3awmnTtbl KC1.
NcnonHeHune 2 - CK3W knacca 3awmnTtbl KC2.

MpepynpexaeHne. [llpn wucnonb3oBaHuu wucnosHeHns 2 CK3W Ha nnatdopme sparc
nonb3oBaTeNnbCKMe  KAYM  AO0/MKHbl  6biTb  BblpaboTaHbl Ha APM,  ocCHaleHHOM CK3H,
cepTnuduumpoBaHHbIM Mo knaccy 3awmtbl KC2 n pyHKUMOHUpYOWnmM noa ynpasneHmem OC Windows.
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1.3. Knio4yeBble HOCUTENN
B kayecTBe KAOUYEBbIX HOCUTENEN 3aKpbITbIX Knatouen n kntouen IMM MOT'YT NCMOJ1Ib30BaTbCA:
rmAa 3,5”;
USB auncku
Pazpen HDD MNM>BM

Mpumevanna. 1. [lonyckaeTca XpaHeHWe 3aKpbiTbiX KKOYENn U K4ven
nposepku 3l B pasgene HDD npu ycnoBuu pacnpoctpaHeHuss Ha HDD wunu
M2BM c¢ HDD TpeboBaHuii no obpallieHunto C KIHYEBbIMU HOCUTENSMWU, B TOM
L!!] yncne 1 nocne yaaneHus Ki4en.
2. lMepeyeHb KkOYEBLIX HOcuTenen no wmucrnonHeHuam CK3U un
nporpamMMHo-annapaTHbiM nnatdopmam cMm. ®opmynsap XKTHAKM.00050-03 30 01,
n.n. 3.8, 3.9.

2. YctaHoBka agnctpubytusa NO CK3U

YcTtaHoBKa, yaaneHne u obHoBneHwe MO ocCyLecTBASIETCS C NpaBaMyM agMUHUCTpaTopa: noa
YUYETHOW 3anncbio root UM € NCMOSIb30BaHMEM KOMaHAbl sudo.

B OC Solaris ana ycraHoBku, yaaneHuns n obHoeneHnsa MO npuMeHsOTCa nakeTbl (packages).
MakeT - pacnakoBaHHbIN apxuB AnCTpmbyTMBa (daKTMYecknm 3TO Mnanka), coaepxawuni dannsl
YCTaHaBMBAEMOro NPUIOXKEHUS 1 danbl, NCMOMb3YIOWNECS UHCTANNATOPOM ANs KOHMOUrypmupoBaHus
cpeabl. Apx1B uMeeT pacwmpeHue .tar.gz n aBnseTcsa o6bl4HbIM apXMBOM gzip.

MNMepen ycTaHOBKOWM apxmBbl ANCTPMOYTMBa HaAO pacrnakoBaThb:
for i in *.tar.gz;do gzip -cd $i|tar -xf -;done

[nsa yCTaHOBKW NakeTa UCMOosb3yeTcs KoMaHaa:
pkgadd -d <nanka_c_naketaMmu> <uMs_nakera>
Hanpumep: pkgadd -d . CPRObase

Onsa ynaneHus naketa UCMOsb3yeTcsl KoMaHaa:
pkgrm <umMmsa_nakerta>
Hanpumep: pkgrm CPRObase

dalinbl U3 NaKeToOB yCTaHaBNAMBatoTCs B /opt/cprocsp.

MakeTbl 3aBUCAT APYr OT Apyra, NO3TOMY AOS/KHbI YCTaHABAMBATLCS MO NOPSAAKY C YYETOM 3TUX
3aBUCUMMOCTEN, a YAansaTbCca B 06paTHOM Mopsake. YCMOBHO MOXHO CUMTaTb MpPaBWSibHbIM MOPSAAKOM
TOT, KOTOPbIA ONMCcaH B Tabnunue 3aBUCUMOCTEN M Ha3HAUEHMUS NaKeToB.

MakeTbl MOryT 6bITb AN 32-6UTHOM apXUTEKTYpPbl, @ TakxXe ans 64-6UTHOM apXnTekTypbl (MMS
nakeTa 3aKaH4YMBaeTCs Ha X), Tor4a oHW yctaHaBnmsatTcs Ha OC, cobpaHHYO Noa COOTBETCTBYHOLWYIO
apxutekTypy. Yacto 64-6utHbie OC ogHOBpPEMEHHO MNOAAEPXKMBAIOT U 32-6UTHble NpUNoOXeHUs, n 64-
6uUTHble, Torga npuv Heo6XOAMMOCTM MOXHO YCTaHOBWUTb 06a koMmnnekta. WCKIlYeHueM SBASTCH
ApaliBepbl: OHM YCTaHaB/ANBAOTCA B TOYHOM COOTBETCTBMU C apxuTekTypon sapa OC.

Tabnuua 3aBUCMMOCTEN M Ha3HayYeHUs NakeToB (418 NPOCTOTbl onucaHbl 32-6UTHble NakeThl).

MMa nakeTa 3aBMUCUMMOCTHU Ha3HauyeHne nakeTa

Obsa3aTesnbHble NakeThbl

CPRObase ba3oBbii naker,
yCTaHaBNMBAETCA nepsbiM. He
3aBUCUT  OT  apXUTEKTypbl,
nosTomy  Ans 64-6uTHOrO
KOMMNeKTa 3TOT naket
yCTaHaB/IMBaeTCA u3 32-
6uUTHOro KoMMnekTa.

CPROrdr CPRObase OcCHOBHbIE NPpUNOXEHUS,
cuntbiBaTenn n ACH.
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CPROCcpl CPROrdr CAPILite, nporpaMmbi 7
6ubnuoTtekun ans
BbICOKOYpPOBHEBOW paboTbl C
KpunTtorpadguen
(ceptndpukatammn, CMS...).

CPROkc1 CPROrdr Mposangep KC1.

CPROkc2 CPROrdr MpoBanaep KC2,
yCTaHaBNMBAETCSA TOSIbKO TaM,
roe B 3TOM ecTb
HEeo06XoANMOCTb. B 3TOM

cnyyae CPROkcl He cTtaBuTcs.

JononHuTenbHble NakeThbl

CPROrdg CPROrdr, SUNWmfrun, | Mpadunueckmin BuoCH,
SUNWxwrtl 3anpoc napons v gpyrue GUI-

avanorw.
CPROrdp CPROrdr, pcsclite Moaynn noagepxku PCSC-

cuuTbiBaTENEN, cMapT-KapT
(PUK, Ockap, Maructpa...).

CPROcspd CPRObase MakeT, npegHa3HayYeHHbIN
ANns paspaboTunka.

CPROdrv CPRObase OpaneepHas 6ubnunoteka.

CPROdrvd CPROcspd MakeT, NnpeAHa3Ha4YeHHbIN ANS
pa3paboTumka ApaiBEpPOB.

CPROstnl CPRObase YHuBepcasbHbIN SSL/TLS
TYHHenb.

3. O6HoBneHue MO CK3U

e [Ina o6bHoBneHmsas CK3M Ha OC Solaris Heobx0AMMO:3aMOMHUTL TEKYLLYH
KoHdurypaumto CSP:

o Ha60p YCTAQHOB/IEHHbIX NMAKETOB

o HacTpoiku  npoBahgepa (AN MNPOCTOTbl  MOXHO  COXpaHUTb
/etc/opt/cprocsp/config[64].ini)

e yAanuTb wWTaTHbIMK cpeactBamm OC Bce nakeTbl CK3U
e YCTaHOBMTb aHaNOrn4yHble HoBble nNakeTbl CK3U

e Mpu HeobxoAMMOCTM BHECTU M3MEHEHUS B HACTPoOMKM (MOXHO nocmoTpeTb diff
ctaporo v HoBoro config[64].ini)

e KJHOUYM U cepTUdUKaTbl COXPAHSOTCA aBTOMATUYECKHN

4, Hactponka CK3U

4.1. [JocTyn K yTunute ang Hactponku CK3U

Hactpoiika CK3WM Kpuntollpo CSP ocyulectBnsercs C noMouwbl yTuauTbl cpconfig, KoTtopas
BXOAMT B cocTtaB anctpubyTtmea n pacnosioxeHa B AMpeKTopumn
/opt/cprocsp/sbin/<Ha3BaHue_apxuTtekTypbl>. Ecnu yctaHoBneHol naketel CK3UW agna aByx
apxuTekTyp, Hanpumep ia32 un x64, TO AENCTBUSA MO HACTPOMKE HYXHO MPOBOAMTb ABaXXabl — AN
KaXxAoM apxmMTeKkTypbl cpconfig-oM 13 COOTBETCTBYHOLLEN MaNKMU.

4.2. BBoa cepuiMHOro HomMepa nueH3nm

Mpun yctaHoBke nporpamMmHoro obecneuveHnsa CK3W 6e3 BBoga ANvuUeH3UM MOAb30BATENHO
NpeaoCTaBNAETCS NMUEH3US C OrpaHUYeHHbIM CPOKOM AencTteus. Ona ncnonb3osanmsa Kpuntollpo CSP
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nocsie OKOHYaHWUsS 3TOr0 CpoKa MoJsib30BaTeslb AOSIKEH BBECTU CEPUIHbLIA HOMep C 6/1aHKa JWLEH3UK,
MoSly4YeHHON Yy opraHusauuu-paspaboTumMka WM OpraHM3auuu, UMeELWEen npaBa pacnpocTpaHeHUs
npoaykTa (amnepa). Ans npocMoTpa MHMOPMaUUM O JIMLEH3UN BbIMOJIHUTE:

# cpconfig -license -view

[Ons BBOAA NNLEH3MN BbINONHUTE:

# cpconfig -license -set <cepwitHbIli_HoMep >

CepuitHbIn HOMep cneayeT BBOAUTb C cOb04eHNEM pernctpa CMMBOJIOB.

4.3. Hactpoinka obopyanosaHus CK3U

YTunuta cpconfig Takxe npegHasHavyeHa AN M3MeHeHuMss Habopa YCTPOWCTB XpaHeHus
(HocuTenemn) n cumTbiBaHUA (CYUTbIBATENEN) KIHOYEBON MHMOPMAUUM M AATUYMKOB C/yYaWHbIX 4yncern.
MpenycTaHOBAEHHbIMK aBNAOTCA cunTbiBaTenu flash-Hocutenen n obpas gMckeTbl Ha XXECTKOM AUCKE.

[Onsa npocMoTpa Crnncka HaAaCTPOEHHbIX CYUTbLIBaATENEeNn:
# ./cpconfig -hardware reader -view

CunTbiBaTeNb ANCKET HE YCTaHaBJ/IMBAETCA MO yMOJZI4HaHUIO, TaK KaK Mpwu OTCYTCTBUU OUNCKETHLI B
AnckoBoae nepeyvucneHume KOHTeVIHepOB CUnbHO 3ameansetcsa. Ana nobaBneHnsa cumnTbiBaTens AUCKET:

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"
[Ons npocMoTpa cnmcka HacTpoeHHbIx ACY:
# ./cpconfig -hardware rndm -view

Ons koHconbHoro bnoCH tpebyetcs naket nakeT CPROkcl, kpome TOoro oH paboTaeT TO/IbKO C
KC1 npoBangepoM. [nsa aobaBneHns KoHcosbHoro bnoCu:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console BioRNG"

Onsa rpadpuyeckoro bnoJCH tpebyetcs naker CPROrdg u X-cepsep, Kpome TOro oH paboTtaet
Tonbko ¢ KC1 npoBanaepoM. [nsa nobasneHuns rpadguueckoro bnoC4:

# ./cpconfig -hardware rndm -add bio_gui -level 4 -name "GUI BioRNG"
Ona po6asnennsa ACH KMUM:
# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /db1/kis_1
/var/opt/cprocsp/dsrf/db1/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1
/var/opt/cprocsp/dsrf/db2/kis_1

Takxe Hapgo ckonupoBaTb dannbl C AAHHbIMKU, MNOJsyYeHHbIMM Ha "APM BbipaboTku BHeWHeN
rammbl", MOMOXKUM, YTO OHM nexaT B /tmp/db[1,2]:

# cp /tmp/db1/kis_1 /var/opt/cprocsp/dsrf/db1/kis_1
# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Ona pa6otbl co cumTtbiBaTenem PC/SC Tpebyetcs naketr CPROrdp. lMocne noaknto4veHus
cunTbiBaTENs y3HaNTE UMS yCTPOMCTBA:

# /opt/cprocsp/bin/ia32/list_pcsc

available reader: Gemplus GemPC Twin 00 00

Ons pobasneHns cunTbiBaTENNS UCMONB3YNTE 3TO UMS:

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"
Ons nony4veHus nogpobHol cnpaBku no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware -help

4.4, YcTaHOBKa NnapaMeTpoB XYypHannpoBaHus

CK3W no3ssonsieT cobmpaTb 0TNaf04HY0 MHpOPMaumlo n uMeet

BO3MOXHOCTb MPOTOKOANPOBaHUA cobbiTuin. UHdopMaunsa 3anmcbiBaeTcsl B CUCTEMHbIN XXypHar
(o6bblyHO B /var/adm/messages). CyLwlecTByeT BO3MOXHOCTb M3MEHEHUS HACTPOEK >XXYpPHanMpoBaHuUS
pasnuuHbIX Moaynen npoaykta. CyllecTByeT BO3MOXHOCTb W3MEHEHUS YPOBHS XXYPHaNMpOBaHUS U
dopmMaTa BbIBOAUMBIX OTAAAO4YHbIX CoOb6lWeHuin. [ns noayvyeHus CnpaBkKM NO  HacTponkam
XXYPHanMpoBaHus:

# cpconfig -loglevel -help
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Moaynu, Ans KOTOpbIX NOAAEPXMBAETCS XypHaanpoBaHue:
Cpcsp - 94p0 KpunTonpoBangepa

capilO - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyx6a xpaHeHus knwoden (KC2)
libssp - TLS

cppkes1l - PKCS11
cpdrv - gpaviBep
dmntcs

4.5. HacTtpouka KpunTtonpoBangepa no yMoa4yaHuto
[ns npocMoTpa TUMOB AOCTYMHbIX KPUMTONPOBAaAepoB:
$ ./cpconfig -defprov -view_type
[ns npocMoTpa CBOWCTB KpMMATOMNpoBanaepa Hy>XXHOro Tuna:
# ./cpconfig -defprov -view -provtype <provtype>
[Ons ycTaHOBKM npoBanaepa Mo YMOMYaHUIO AN HYXKHOro Tuna:
# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provhame>
Ons nonydeHus MMeHW NpoBanaepa MO YMOSYaHUIO ANS HY)XKHOro Tuna:
# ./cpconfig -defprov -getdef -provtype <provtype>

5. YcTaHOBKa COMYyTCTBYHOLMNX NAKETOB

[na nepegaun no cetTu 3anpocoB Ha cepTudukaTel, CRL 1 T.n., a Takxe AN MOAAEPXKKM
OOMOJSTHUTENbHBLIX  K/OUYEBbIX CUUTbIBATENEN W HOCUMTENei MOXET noTpe6oBaThbCs YCTAHOBKA
[OMNONTHUTENbHBIX MNaKeToB.

Ecnu conyTcTBylowmMe nakeTbl ckadmBaloTcs w3 WHTepHeTa, Heobxoanmo noaoTeepAnNTb UX
LeNOCTHOCTb, MpPOBEpPMB NOAMUCbL WM Xew. Ecnn UCTOYHMK He obecneumBaeT Takme MeXaHW3Mbl,
AONYyCKaeTCqa NCnonb3oBaHUE MAKETOB TOJIbKO C AUCKa C ,CIMCTDMGYTVIBOM CK3W, roe 3T MexaHu3Mbl
ncnonb3yloTcsa. Ha ancke nakeTbl nexar B nanke extra.

5.1. bubnunoteka libcurl

Mcnonb3yeTtca Ans nepenayun 3anpocos Ha ceptudukatol, CRL 1 T.M. No ceTu.

C canta pa3spabotumka npoekta http://curl.haxx.se/ MOXHO ckayaTb NaKeT C MCXOAHbIMMU
TeKCTaMn Ans camMocToaTenbHOW cbopku. Kak npasBumno, Tam xe ecTtb 32-6uTHble Bepcun B6UMHapHbIX
MakeToB.

Mocne yctaHOBKM BUBAMOTEK HA0 3aperucTpMpoBaTh NyTU K HUM. Hanpumep:

# /opt/cprocsp/sbin/ia32/cpconfig -ini \config\apppath -add string libcurl.so
/usr/local/lib/libcurl.so

#  /opt/cprocsp/sbin/amd64/cpconfig -ini \config\apppath -add string libcurl.so
/usr/local/lib/64/libcurl.so

6.CocTaB 1 Ha3Ha4YeHne KOMMNOHEHT NMporpaMMHOro
obecneveHns CK3U

6.1. basoBbie mogynmn CK3U

MO CK3W copepxut 6asosble Moaynu:

Setup - moaynb nHctannauum MO CK3N.
libcsp — AMHammnueckn 3arpyxaemasn 6ubnmorteka Kpmuntollpo CSP.
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libcspst - cratnyeckasa 6mubnnoteka Kpuntollpo CSP

libcspr - 6ubnunoteka pabotbl ¢ yaanéHHbiMm Kpuntollpo CSP

drvcsp — AMHaMmM4yecku 3arpyxxaemblii MOAy/b S4pa.

libssp — 6ubnmoTeka noaaepXKn Moaynsa ceteBon ayteHTudukaumm Kpunrtollpo TLS
cpverify — MOAy/lb KOHTPONS LLEeNOCTHOCTU.

wipefile - Mmoaynb yaaneHus darinoB BMeCTe C COAEPXKUMbIM.

B Ha3BaHuax anctpubytnesos CK3U ncnonblyercs HoTaumsa:
CPRO - npedukc;
CSp — KpunTonposanaep;
drv - 3arpyxaemblin Mmoaynb agapa OC;
[d] - onuuoHanbHO - yKa3blBaeT Ha AOKYMEHTauuio (TeCToBble NMpUMepHI);
[x] - onumMoHanbHO — yKa3biBaeT Ha 64-6utoByto Bepcuto OC; SPARC;
i386 - nnatdopma Intel;
sparc — nnatdopma SPARC.

6.1.1. Moaynb SETUP

Moaynb Setup obecneumBaloT MHCTanAsUUKO nporpamMMHoro obecneyeHus CK3U Kpuntollpo
CSP. B npouecce MHCTanAAumMm npoumsBoaAUTCS KOHTponb uUenoctHoctu MO CK3W ¢ ncnonb3oBaHueM
moayns cpverify.

6.1.2. bubnnotekwu libcsp un libcspst

bubnuotekun libcsp n libcspst peanusylor uenesble QyHKUMU KpUNTOorpauUueckon 3aluunTbl
MHdopmMauumn, paboTy € KaYaMm, 4OCTYN K KKOYEBbIM HOCUTENAM, KnaBuaTypHbin JCH.

6.1.3. bBubnunoteka libcspr

BbubnunoTteka libcspr obecneumBaeT  yaaneHHbI [OoCTyn K KpunTonposanaepy,
(PYHKUMOHMPYIOLWEMY KaK OTAeNbHbI CepBuUC.

6.1.4. [pavBepHas 6mubnuoteka drvcsp

Bubnunoteka drvesp, ncnonb3yemas B KadecTse AMHAMUYECKU 3arpyxaemoro moaynsa agpa OC,
peanusyeT uenesble PyHKUMN KpunTorpadunyeckon sawmtbl MHGopMaummn (kpome dopmmposaHms )
1 paboTy C Kaoyamu.

6.1.5. Mopaynu ceteBon ayTeHTUdukaumm Kpuntollpo TLS

Moaynb libssp obecneunBaeTr peanusaumio npoTtokosa ceteBor ayTeHTudukaumm Kpuntollpo
TLS. Obwee onucaHmne NpoToKosia NpMBEAEHO B COOTBETCTBYHOLWEM pasaene gokymeHTta "XTHAN.00050-
03 90 02. Kpuntolpo CSP. PykoBoacTtBo agMMHUCTpaTopa 6e3onacHoctn. Obwas yacTb."

6.1.6. Moaynb cpverify

Moaynb cpverify npegHasHauyeH ANs KOHTPOAS ULENOCTHOCTM npu yctaHoBke MO CK3U wu
dyHKumMoHnposaHum CK3W Ha NM3BM nonb3oBaTtens.

6.1.7. Moaynb wipefile

Moaynb wipefile ncnonbsyetca ana yaaneHus dannos BMECTe C COAEPXUMbIM MPU LWITATHBIX U
HewTaTHbIX (CBONWPOBAHWE) CUTyaumsx.

6.2. Moaynu MNK3U
6.2.1. Moaynsb libcapi20

Moaynb libcapi20 wvcnonb3yetcs And ynpaeneHus ceptudukaTtamm OTKPbITbIX KO4Yen, a
Takxe Ans obecneyeHMs BbINOSIHEHMS KpunTorpadmnyecknx 3anpocoB Ha YPOBHe UWHTepdeinca
CryptoAPI v. 2.0. UHTepdelic moayns capilite sBnsieTca noaMHOXecTBOM nHTepdenca CryptoAPI v. 2.0.
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6.2.2. bubnuoteka librdrrdr goctyna Kk knto4eBbIM HOCUTENSM

bubnuoteka librdrrdr (release) obecneumBaeTr yHUOUUMPOBAHHbLIA WMHTEpdENC [ocTyna K
K/1I0YEBbLIM HOCUTENSAM BHE 3aBMCMMOCTU OT UX TUNa.

6.2.3. Moaynun yCTpOUCTB XpaHEeHMUs KI4eBon MHdopMaunm

Moaynu obecneumnBatoT peann3aumnto A0CTyNna K KOHKPETHbIM TUMaM KKO4YEBbIX HocuTenem u
cunTbiBaTENEN:!

e librdrfati2 K auckosoay, auckete 3.5", pazgeny HDD

6.2.4. bubnunoteka librdrsup noaaep>xku 4oCTyna K KKO4YEBbIM
HOCUTENsM

bubnuoteka librdrsup obecneunBaetr peanmsaumto 06WKMX QyHKUMIA AOCTyNa K Pas/IMYHbIM
YCTPONCTBAM XpaHEHUS KJHYEBbIX HOCUTENEN.

6.2.5. Moaynm patynkKoB Cy4YamHbIX YMCen

Bubnuotekn librdrrndm un librdrrndmbio o6ecneunBatoT nogaepxky paboTbl ¢ puUanNyecknmMu
AaTunKaMu CrlydYamHbIX Yucen.

6.2.6. bubnunoteka libasnldata nogaepxkn npotokona ASN1

BubnnoTteka libasnldata cogepxut dyHKuMN npeobpazoBaHUa CTPYKTYp A@HHbIX B MALWHHO-
He3aBUCMMOe NpeacTaB/ieHune.

7. BctpauBaHue CK3U B npuknagHoe MO

Mpn BcTpamBaHmn CK3UW B npuknagHoe nporpammHoe obecneyeHuve A[0MKHbI BbIMOAHATHCS
TpeboBaHna paspgena 7 pokyMmeHta "XTSAWM.00050-03 90 02. Kpuntollpo CSP. PykoBoACTBO
aaMmnHucTpaTopa 6e3onacHocTn. O6wasa vacTb.

8. TpeboBaHus No opraHnU3aUMOHHO-TEXHNYECKNUM U
aAMUHUCTPATMBHbIM MepaM obecnedeHuns
akcnnyaTtaumm CK3U

[OoMmKHbI BbINOMHATLCA TpeboBaHMS MO OpraHU3auUMOHHO-TEXHUYECKUM UM aAMUHUCTPATUBHbLIM
MepaM obecnedeHns 6e3onacHocTn 3kcnnyataumm CK3WM B obbeme pasgena 12 p[oOKyMeHTa
"XTAN.00050-03 90 02. Kpuntollpo CSP. PykoBoACTBO aaMUHUCTpaTopa 6e3onacHocTtu. Ob6uwias
yacTb."

8.1. O6wme Mepsbl 3awmTel oT HCA MO ¢ yctaHoBneHHbIMN CK3U
ansa OC Solaris

Moa ynpasneHmem UNIX-nogo6Hbix onepaunoHHbiXx cucteM CK3U Kpuntollpo CSP aommxHO
MCMNOoMb30BaTbCA C MPOrpaMMHbIM obecnedeHmnem:

e Certmgr (Kpuntollpo Certmgr).
e CryptCP.

e Apache Trusted TLS (Digt).

e Trusted TLS (Digt).

Mpu wncnonb3oBaHun CK3W nop ynpasneHnem OC Solaris HeobxoanMmMo npeanpuHATbL
[OMNOSIHUTENbHbIE MEPbl OPraHM3aUNOHHOIO M TEXHUYECKOr0 XapaKTepa M BbINOJHUTb AOMNONHUTENbHbIE
HacTpOMKM oOrnepaunoHHOM cuctembl. [lpn 3TOM CTaBUTCA 3ajadya He TONbkKo obecrneunTb
[ONONHUTENbHYIO 3awmnTy cepBepa n OC ot HCA, HO n obecneuntb 6ecnepeboliHblin pexum paboTbl n
WUCKIIOYNUTb BO3MOXHOCTM "oTkasa B 06cnyxumBaHun", BbI3BBAHHOMO BHYTPEHHUMW MPUYMHAMMU
(Hanpumep - nepenonHeHnem dannoBbIX CUCTEM).

K opraHu3auMOHHO-TEXHUYECKMM MepaM OTHOCHATCS:
e obecneyeHune dusmyeckor 6e3onacHOCTM cepeepa;
e yCTaHOBKa NporpaMmMHbix 06HOBAEHUI;
e OpraHusauus npoueaypbl pe3epBHOro KOMMPOBaHUS U XpPaHEHUS PE3EPBHbIX KOMUNA.
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JononHutensHble HacTpolikn OC Solaris kacalTcs cneaytowero:

orpaHuyeHune AoCTyna nosib3oBaTtesien N HaCTPOMKM MONb30BaTEIbCKOr0 OKPYXEeHUS;
orpaHuyeHune ceTeBblX COEANHEHWUI;

OrpaHuyeHuns NpyM MOHTUPOBaHMKN HalI0BbIX CUCTEM;

OrpaHuyeHuns Ha 3anycK NpoLeccoB;

[ONoSHUTENbHbIe HacTpolikn aapa OC;

HacTpoOWKa CeTeBbIX CEPBUCOB;

OrpaHUYeHne KonYecTBa «BMANMON U3BHE» MHMOPMaLKUM O CUCTEME;

HacCTpolKa NoACUCTEMbI MPOTOKOIMPOBaHNS U ayauTa.

OpFaHVI38LI,VIOHHO-T€XHML—I€CKVI€ MeEpbl

1. C uenblo UCKIOYEHUA BO3MOXHOCTU 3arpy3kn OC, OT/IMYHOW OT yCTaHOBIEHHOWN
Ha HDD N3BM, M3BM u ycTponcTBa 3arpy3ku Ao0J1XHbl 6bITb onedaTaHbl. [onxeH

6bITb 06ecneyeH HeO6XOAMMBI KOHTPOSIb LENOCTHOCTM nevaTen.
2. O6ecneueHune dusnyeckorn 6e3onacHOCTM cepsepa

Cneayer WCKIOUYNTL BO3MOXHOCTb [OCTYNa HEaBTOPU30BAHHOrO MepcoHana kK
KOHCONIN, CUCTEME MUTaHWS W AOMOJIHUTENbHbIM YCTPOMCTBAM, MOAK/IOUEHHbLIM K
3allMUIaeMoOMy  cepBepy NyTeM YCTAQHOBKM o06opyAoBaHMs B creuuanbHo

BblAENEHHOE N 3anupaeMoe nomelleHune (annapaTHyo UM CEPBEPHYHO KOMHAaTY).

JocTyn nepcoHana B CEepBEpPHYIO KOMHAaTy JAo/mkeH ObITb pernaMeHTupoBsaH
BHYTPEHHMM pacrnopsiAKOM 3KCNAyaTUpyoLWen opraHusaumMm W AOKHOCTHbIMMU

WHCTPYKLMSMU.

KpomMe 3TOoro, nmpm mMcnonb3oBaHUM B KadyecTeBe cepBepa komnbtoTepa SUN SPARC,

cnenyeT yCTaHOBUTBL Maposib Anga A0CTyna K KOHCOJ11M, BbINOJIHUB cneayrulee:

e [lpn 3arpyske CUCTEMbl B peXuMe auanora C MHTEPNPeTaTopoM KOMaHA

3arpy3uyunKka BBECTU ciefytolmne KoMaHabl:
<ok> password
<ok> setenv security-mode command

e [locne 3arpysku CUCTEMbI, C KOHCONAW T[OCfe perncrpaunm OoT WUMEHU

cynepnoJib3oBaTesiss BBECTU c/ieaylowme KOMaHabl:
# eeprom security-mode=command
# eeprom security-password=
W BBECTW Napo/ib Ha AOCTYN K KOHCO/N.

BHuMmaHue! B cnyuyae ecnuM cynepronb3oBaTenb 3abyAeT naposib, BO3HUKHET

HeobxoanMOoCTb 3aMeHbl MNIM3Y nepBUYHOro 3arpy3umka B cCepBMCcHOM LeHTpe SUN.

Ons vcknioyeHns cboeB KOMMbOTEpPa, Bbi3BAaHHbIX OTK/OYEHUEM 3/1IEKTPONUTaHUS,
HeobxoaAMMo obecneunTb 3N1eKTPoNUTaHME cepBepa OT MUCTOYHMKA H6ecnepebonHoro
MATaAHUS [A0CTAaTOYHON MOLHOCTU. Kak MMHMMYM, MOLIHOCTW 6aTapei WCTOYHMKA
6ecnepeboMHOr0 NMTaHUS AO/MKHO XBaTaTb Ha BPEMS AOCTAaTOYHOE ANl KOPPEKTHOMO

aBTOMATUYECKOIo 3aBepLlieHns pa6OTbI cepsepa.

3. OpraHusaums npoueaypbl pe3epBHOM0 KOMWPOBAHMUA U XPaHEHUs pe3epBHbIX

KOMnmn

Mpu onpepeneHuy pernamMeHTa pPe3epBHOr0 KOMUPOBAHWS U XPaHEHWUS pe3epBHbIX

Konuii cneayet obecneuntb OTBETCTBEHHOE XpaHEHME pe3epBHbIX KOMUiA

3anupaembix cendax (wkadax) M onpesenuTb Npoueaypy BblAaun pe3epBHbIX
KOMWIN OTBETCTBEHHOMY MEPCOHany M YHWYTOXEHUS BbllIeAMX U3 ynoTpebneHus

HocuTenemn (J'IeHT, OAHOKpPATHO 3annCbiBaeMblX ANCKOB U I'Ip)

CTaH,D,apTHbIMM MepaMmn no opraHMsaunmm OTBETCTBEHHOIoO XpaHEHUSA HoCcuTenemn

ABNAKOTCA:
e MapKUpOBKa HoOCUTenen;

e COCTaBfIEHME OMNUCU XpaHUMbIX HOCUTENENW C YKa3aHUWEM CePUIMHbIX
(MHBEHTapHbIX) HOMepoB, JdaT 3annucm HocuTenen, damunnen COoTpyAHMKA,

co34aBLuero Konuw ans kaxaoro wkada(cernda);
e repuopmyeckasi cBepka onucm n cogepxmmoro cerndos (wkados);

e OpraHmnsaunsa OTBETCTBEHHOINO0 XpaHEHUA W BblAa4un Kno4en ot CEﬁ¢OB

(wkados);
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e BO3MOXHOe one4yaTbiBaHue (onsombupoBaHume) cerdos(wkados).

YHUUTOXEHME BbIWeAWNX W3 YNoTpebneHnss HocuTenen [OMXKHO MpPOU3BOAUTCS
KOMUCCUEN C COCTaB/IEHNEM aKTa 06 YHUUTOXEHUU.

4. B cucteMe perucTtpupyerca OAMH Mofib3oBaTeNb, obnagawowunii npaBamu
aaMUHUCTpaTopa, HOCSWMIA MMa root, Ha KOTOPOro Bo3naraetcs 0683aHHOCTb
KoHpurypuposate OC Solaris, HacTpamBaTb 6e3onacHoctb OC Solaris, a Takxe
KOHdurypuposaTtb N3BM, Ha kKoTopyto yctaHossieHa OC Solaris.

5. Ona nonb3oBaTtens root BbibMpaeTcs HadexXHbli Napofb BXoAa B CUCTEMY,
yAoBNeTBOpSAKOWMA  cnegywowmM  TpeboBaHuAM: AfIMHA Naposisi He MeHee 6
CMMBOJ10B, Cpean CUMMBOJIOB Maponsda AOJIKHbl BCTpedYaTbCA 3arjiaBHble CUMBOJbI,
MPOMNMUCHbIE CUMBOJbI, UMDPbLI M crneynanbHble CUMMBOJbI, CPOK CMEHbl Maposisi He
pexe OA4HOro pasa B Mecsil, AOCTYn K Maposito Ao/XeH 6biTb obecneyeH TONbKO
nonb3oBaTento root

6. T[Monb3oBaTento root AOCTYMHbI HacTporkuM Bcex nosb3osaTtenen OC Solaris,
KOTOpble OH MOXeT npocMaTpuBaTb, peAaKkTUpoBaTb, YyAansaTb, co3haBaTtb. Bcem
nonb3oBaTtensM, 3apernctpmposaHHbiM B OC Solaris, nonb3oBaTenb root B
COOTBETCTBMM C MOAUTUKOW 6e30MmacHOCTU, NPUHSATOM B OpraHu3aumun, paet
MWHMMaNbHO BO3MOXHble A5 HOpMasnabHOM paboTbl nmpaBa. Kaxablli nonb3oBaTenb
OC Solaris, He gaBngwowWwMiica nonb3oBaTeseM root, MoxeT mnpocMaTpueaTb U
penakTMpoBaTb TOSIbKO CBOM YCTaHOBKM B paMKax MpaB AOCTYNa, Ha3HaAYeHHbIX eMy
nosb3oBaTesnem root.

7. Bcex nonb3oBaTenen MN3BM, KOTOpble HE NOMb3YIOTCA AAHHOW CUCTEMON, N BCeEX
CTaHAapTHbIX Mofb3oBaTenen, koTopble co3gatlTcs B OC Solaris Bo Bpems

yCTaHoBKkM (Takux, kak "sys", "uucp", "nuucp", n "listen"), kpome nonb3oBatens
root, cneagyeT yaanuthb.

8. B OC Solaris cyuwecTtByloT ucnonHsemble @annbl, KOTOpble 3anyckakTcs C
npaBaMm nosib3oBaTensa root. 3Tn dalinbl MMEKT ycTaHOBNEeHHbIN dnar SUID.
Monb3oBatenb root A[o/KeH onpeaenuTb, KakMM W3 3TUX @akioB B paMKax
onpenesieHHOM B OpraHu3aunm nonuMTtuku 6esonacHocTu He TpebyeTca 3anyck C
AAMUHUCTPATUBHBLIMM MOSIHOMOYMAMUM, U C NoMmowbio cbpoca dnara SUID posmxkeH
CBECTU KOMMYeCTBO Takmx @danaoB K MMHMMYMY. 3anycK ocTaBlwmxca ¢dainnos c
yCTaHoB/ieHHbIM dnarom SUID fo/mkeH KOHTPOAMPOBATLCS Mofib3oBaTenem root.

9. TMpn wncnonbszosaHnmm CK3U «Kpuntollpo CSP» Ha 3BM, noAKAKOYEHHbIX K
06LWenoCTynHbIM CETAM CBSA3M, AO/MKHbI 6bITb NPeanpUHATLI 40NOSTHUTEIbHbIE Mepbl,
MCKoYatoWwme BO3MOXHOCTb HEeCaHKUMOHWMPOBAHHOIO A0CTyna K CUCTEMHbIM
pecypcam MCnosib3yeMbIX ONepauMoOHHbIX CUCTEM, K NPOrpaMMHOMY obecneyeHuto, B
OKPY>XEHUN KOTOpOro yHKUMoHupytoT CK3U, n k komrnoHeHTaM CK3W co cTOpoOHbI
yKa3aHHbIX ceTei.

10. MpaBo poctyna kK pabouymm Mectam C ycTtaHoBiaeHHbIM MO CK3U «Kpuntollpo
CSP» npepoctaBnsieTcs TONbKO JiMUaM, 03HaKOMJIEHHbIM C MpaBuiaMM MOJb30BaHMUS
M M3YUMBLUMM 3KCMJyaTauMOHHYK AOKYMEHTauMio Ha nporpammHoe obecneveHwue,
mMewuee B ceoeM coctase CK3UM «Kpuntollpo CSP».

11. Ha TexHuyeckux cpeacrtBax, ocHauweHHbiXx CK3U «Kpuntollpo CSP» A0/mKHO
MCNOMb30BaTbCs  TOMIbKO  JIMLEH3MOHHOe nporpaMMHoe obecneveHne dUpM-
npoussoanTenemn.

12. Mpun wucnonb3oBaHum nnatdopmbl Intel B BIOS, a npu KMCNoONb30BaHUK
nnatgopmbl Sparc B PROM onpeaenstoTcs yCTaHOBKKU, UCKOYAOWMeE BO3MOXHOCTb
3arpysku OnepauuoHHOM CUCTEMbI, OT/IMYHOMW OT YyCTaHoB/AeHHOW Ha HDD:
OTKJIIOYAETCS BO3MOXHOCTb 3arpy3ku ¢ rmbkoro gmcka, npmsoga CD-ROM u npoune
HecTaHaapTHble BUAbI 3arpy3ku OC, BkoYas CeTeBylo 3arpysky. He npumeHstoTcs
M3BM c BIOS, ncknwo4vamLwmMm BO3MOXHOCTb OTK/IIOYEHUST ceTeBol 3arpy3kum OC.

13. Mpun wncnonb3oBaHmm nnatdopmbl Intel, cpeactsamm BIOS ponxHa 6biTb
MUCKJ/IIDYEHA  BO3MOXHOCTb  OTKAOYEeHWs  nonb3oBatensamm  ISA-ycTpoiicte  wm
PCI-ycTponcTts npu ncnonb3osaHum MAK 3awmntel oT HCA,

14. MNpu 3arpyske OC pgonxeH O6bITb peann3oBaH KOHTPOAb LENOCTHOCTU
nporpaMMHoro obecrnedeHus, sxogsauwero B coctaB CK3U «Kpuntollpo CSP», camon
OC u Bcex ucnonHsemblx dannos, @GyHKUMOHUpPYOWMX coBMecTHO ¢ CK3U ¢
ucriono3osaHnem nporpammbol CPVERIFY.

15. Bxog B BIOS (PROM) 3BM ponxeH 6biTb 3awuueH naponeMm, K KOTOPOMY
NpeabsSBAATCS Te Xe TpeboBaHWs, YTO M K Maposto nonb3oBaTtens root. Maponb
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onsa Bxopga B BIOS (PROM) ponkeH 6bITb M3BECTEH TOMIbLKO MOJib30BaTento root um
6bITb OTNIMYHBLIM OT Napons nonb3osartens root gna exoaa B OC Solaris.

16. CpeactBamu BIOS (PROM) pgomkHa 6biTb MCKIOYEHA BO3MOXHOCTb paboTbl Ha
OBM, ecnu BO BpeMsl €ro HadanbHOM 3arpy3km He nNpoxoaaT BCTPOEHHble TeCThl.

17. Ha «KoMmnbloTepe YycTaHaBnmBaeTca TojAbko ogHa OC. Ha MawuHe He
yCTaHaBnmBaeTca cpeacTts paspabotkm MO wn otnagumkun. Ecnn cpeacrsa oTnagku
MPUNOXEHUIA HYXHbl ANS TEXHOJorndeckmux noTtpebHoCcTel opraHmMsaumu, TO UX
MCNOJIb30BaHWe AO0/IKHO 6bITb CAHKUMOHMPOBAHO aAMWHUCTPATopoM 6e30MacHoCTM.
B nwobom cnyvae 3anpewaetcs MCMNOMb30BaTb 3TUM CpeacTBa A1 MpocMoTpa U
penakTMpoBaHMS Koda M NMaMsTM NpuaoxeHun, mcnonbdytowmx CK3U «Kpuntollpo
CSP». Cnepyetr wusberaTb nonagaHua B CUCTEMY MNpoOrpamMM, MO3BONSAOLMNX,
nonb3ysacb owmnbkamm OC, nonyyaTb npusuaernun root.

18. [donxHo 6biTb orpaHudeHo (C yyeToM Bbl6paHHOW B OpraHusaumu MNOJNTUKU
6e3onacHoCcTU) wucnonb3oBaHWe nonb3oBaTensaMu KomaHg cron u at - 3anycka
KOMaH/A B YKa3aHHoOe BpeMs.

19. [onxkHo 6biTb peann3oBaHO (GU3MYecKkoe 3aTUpaHMe COAEPXKMMOro yaansemblX
¢arinos c ucnosab3oBaHmem nporpamMmmbl Wipe n3 coctaBa CK3U.

20. domkHbl 6bITb OTK/OYEHbI BCE HEWCMOJIb3yeMble Ha AaHHoW DBM ceTeBble
MPOTOKOJIbI.

21. B cnyuyae nogknwo4eHmss 9BM c yctaHoBneHHbIM CK3U k 06WwenocTynHbIM CETSM
nepegayn AaHHbIX AOMKHO 6bITb OTKKOYEHO ucnonb3oBaHue JavaScript, VBScript,
ActiveX n apyrmx nporpaMmMHbIX 06 bEKTOB 3arpy>xaeMbiX U3 CETU.

22. [osmxHbl 6bITb MNPUHATBI Mepbl MO  WCK/OYEHUI0 HecaHKUMOHWPOBAHHOMo
[OCTyrna MOCTOPOHHMX NUL, B MOMELWEHNS, B KOTOPbIX YCTaHOBNEHbl TEXHUYECKne
cpeactea CK3U «Kpuntollpo CSP», no poay cBoel AesATENIbHOCTU He SABASOLWMXCS
nepcoHasiom, AONyLWeHHbIM K paboTe B yKa3aHHbIX MOMeLLEeHUAX.

23. [osmkHo 6bITb 3anpelleHo oCcTaBnsaTb 6e3 KOHTPOS BbluMCAUTENbHbIE CPeACTBa,
Ha koTopblX 3kcnnyatupyetca CK3U «Kpuntollpo CSP» nocne BBoAa KOYEBOM
mHdopmauum. MNpu yxoae nonb3oBatens ¢ paboyero mecrta AOMKHO MCMNO/1b30BaTbCSA
aBTOMaTM4ecKoe BK/IKOYEHMe Napo/ibHON 3aCTaBKMU.

24. AaMmuHucTpatopoM 6e3onacHoCcTM A0/KHO 6biTb MpoBeAeHO onevyaTbiBaHue
cucteMHoro 6noka c yctaHoBneHHbiM CK3U «Kpuntollpo CSP», uckntouyatowiee
BO3MOXHOCTb HECaHKLUWOHWPOBAHHOIO W3MeHeHMsi annapaTHOM u4acTu pabouen
cTaHumu.

25. W3 cocTtaBa cucTeMbl AO/MKHO 6biTb UCKAOYEHO Bce obopyaoBaHue, KoTopoe
MOXEeT co3aaBaTb Yyrpo3y 6esomnacHoctm OC Solaris. Takxe cneayer wusberatb
MCMONb30BaHMsA  obbiX  HeCcTaHAapTHbIX  annapaTHbIX  CpeacTB,  MMeKWwmX
BO3MOXHOCTb B/INSATb Ha HOpManbHbIN Xo4 paboTel koMnbtoTepa nan OC Solaris.

26. Mocne  wHctannaumm OC  Solaris cnegyer  yCcraHOBMTL C  cauWTa
http://www.sunsolve.sun.com/ BCce peKOMeHAOBaHHbIE NPOrpaMMHbie 06HOBNEHUSA U
nporpamMMHble 06HOBNEHUs, cBA3aHHble C 6e3onacHoctblo (recommended and
security patches) ot koMmnaHum SUN, cywecTBytowme Ha MOMEHT MHCTaNISALNN.

27. Ha Bce aupekTtopun, coaepxawme cucteMHble dannbl OC Solaris n katanoru
CK3W, yctaHaBnmBaloT npaea AOCTyNa, 3anpeLiarlme BCEM NONb30BaTeNSAM, KpoMe
Bnagensbua (Owner), 3anucsb.

28. B cBS3M C TeM, 4YTO aBapuiiHbIi AaMn ONepaTUBHOM MaMATU MOXET coAepXaTb
KpunTorpadunyeckn onacHy uHdboOpMauuio, cneayeTr OTKIYUTb BO3MOXHOCTb ero
co3gaHus ¢ nomowwbio dyHKumm setrlimit ¢ napametpom RLIMIT_CORE=0.

29. B OC Solaris ucnonb3yetcs BupTyanbHas namate. O6nactb BMpTyanbHON
namsaTn aonxHa 6blTb opraHu3oBaHa Ha oTaenbHoM HDD w goctyn K Hel AO0MXeH
MMeTb TOJNIbKO rMosib3oBatenb root. o okoHuyaHum pabotel CK3U copepxumoe
BUPTYasbHOW MaMaTX AOJDKHO 3aTMpaTbCsa C MOMOLWbIO yTunuTbl wipefile, Bxoaswen
B coctaB CK3U «Kpuntollpo CSP». B cnyuyae Bbixoga u3 crpos HDD, Ha koTopoM
HaxoanTca obnacTte BUPTYyanbHOW MNaMATWU, KpunTorpaduyeckue KAuuM nognexar
BbiBOAY U3 aencteusa, a HDD He nognexawmM peMoHTy. 70T HDD yHM4YTOXaeTca no
npaBuiaM YHUUTOXEHUS KIIHOYEBbLIX HOCUTENEN.
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Mcnonb3oBaHme CK3U nog ynpasnenmem OC Solaris

8.1.2.

JononHuTtenbHble HacTponkn OC Solaris

Hactpoiikn OC Solaris BbINOMAHATCSA, B OCHOBHOM, MNyTEM peaakTupoBaHus (yaaneHwus,
nobaBneHunst) pasnnMyHbIX KOHOUIypauUMOHHbIX U KOMaHAHbIX (aiios.

Ons  coxpaHeHMsi BO3MOXHOCTM "OTKaTUTb" BHECEHHblE W3MEHeHUsa creayeT COXpaHuTb
mMoanduunpyemble darnbl B "6e3onacHoM" MecTe (Ha BHELWHEM HOCUTeNne WM Ha He MOHTUpYeMOoW
aBToMaTMyeckn dannoBon cucteme). XenatenbHO CKOMMpPOBaATb M3MeHsieMble dannbl (Katanoru) ¢
COXpaHeHMeM CTPYKTYpPbl KaTanoros.

8.1.2.1.

OrpaHu4yeHne [OCTyna nonb3oBaTeNien M HacTPOWMKM MNOSb30BaTeNIbCKOro

OKpYXeHUs

HacTpolika Nosib30BaTE/IbCKOr0 OKPYXEHUS 3aKUYaETCs B CIeAyoWnX AeNCTBUAX:

10

11.

1. B datine /etc/default/login cneagyeTt yctaHoBUTbL cneayolimne AMPeEKTUBDI:

PASSREQ=YES (TpebyeT ucnonb3oBaHus naponein)

SUPATH=/usr/sbin:/usr/bin (3apaer 3HadyeHne nepemeHHOWn PATH nocne
BbINOJIHEHUS KOMaHAbI Su);

RETRIES=3 (3agaeTr 4Mc/io NOBTOPHbLIX MOMbITOK perncrpaumu nonb3oBaTens
nporpammoit login)

SYSLOG_FAILED_LOGINS=0 (anpekTtnBa npeanucbiBaeT NpoTOKO/NPOBaTb BCE
NOMbITKN HEYAAaYHOW perncrpaummn nosb3oBaTtens)

UMASK=077 (napamMeTp 3afaeT MacKy co3faHusa daiaa no-yMoa4yaHuio).

CONSOLE=/dev/console (napameTp orpaHM4nmBaeT BO3MOXHOCTb permcrpaumu
cynepnosib3oBaTenst TO/IbKO CUCTEMHOM KOHCOMbIO M 3anpeluaeT yaaseHHble
perncTpauum cyneprnosnb3oBaTens);

2. [ns nonb3oBaTens root yCTaHOBUTb MacKy pexuma cosgaHus dannos 077
mnun 027:

umask 077 (umask 027);

3. [Ans OTKAKYeHMS BO3MOXHOCTM AOCTyna nosb3oBartensa root k pabouein
CTaHUMM N0 CeTM packoMMeHTMpoBaTb cTpoky "CONSOLE" B daline
/etc/default/login;

4. Co3zpaTb (OTpeaakTupoBaTb cyllecTBytowmin) dann /etc/shells n nomectnTb

B Hero mMmeHa (C NOMHbIM MyTeM) TOJSIbKO AN TeX MUCNOJSIHAeMblX ¢anios
obonoyek, KOTOpble YCTaHOB/EHbI B cucTeMe. Mo yMonyaHuio, coaepxmmoe

danna /etc/shells moxeT 6bITb TakKUM:

/bin/bash /usr/bin/bash
/bin/csh /usr/bin/csh
/bin/ksh Jusr/bin/ksh
/bin/sh /usr/bin/sh
/sbin/sh /usr/bin/zsh

YpanuTtb dpann (ecnun oH cyuwecTtsyeT) /.rhosts.
Ypanutb coaepxumoe daiina /etc/host.equiv.

OTpenakTtnpoBaTb ann /etc/pam.conf c uenbto 3anpeta rhosts-ayteHTndmka-
UMKN. BbIMNOSHAETCS KOMMEHTMPOBAHMEM BCEX CTPOK, COAEpXaluX MOACTPOKY
"pam_rhosts_auth.so".

OTkntountb cnyxby RPC ypaneHHOro Bbi3oBa npoueayp, 418 4vero cnepyer
yaanntb dann /etc/rc2.d/s71rpc;

MpoBepuTb  unaeHTU@MKATOPbI  NOMb30OBaATeNs M rpynnbl  Ans  BCeX
nonb3oBaTtenen, nepevyncrneHHblx B Qanne /etc/passwd. Cneayet ybeautcs,
YTO He CYLUeCTBYET MoJsib30BaTeNen, MMerLWwmnx naeHTndurukaTop nosib3osaTens
0 n uaeHTndwukatop rpynnsl 0 KpoMe, BO3MOXHO, Mosib3oBatens root.

. YCTaHOBUTb MUHUManbHYy AAWHY naponsd B 8 cuMBONOB B  aiine

/etc/default/passwd gmpektnsoir PASSLENGTH=8. TaMm >xe BO3MOXHO 3aaaTtb
MUHUMANbHOE UM MaKcuMManbHoe "BpeMsi >KM3HM" mnaponsa B Hegenax
napametpamn MINWEEKS n MAXWEEKS.

Co3pgaTb nepedyeHb MporpaMM, KOTOpble  3aMnycKkalTca C  MNpaBamu
aAMUHUCTpaTopa, U KOHTPOJIMPOBaTb €ro HEM3MEHHOCTb;
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12. 3anpeTuTtb perncTpaumnio B CUCTEME MOJSib30BaTeNeN, MMELNX cheayoume
"cnyxebHble umeHa":

daemon uucp

bin nuucp
sys listen
adm nobody
Ip noaccess
smtp nobody4

[JenctBne BbINONHSAETCS MyTeM YyKasaHus B danne /etc/passwd CTpokmu
'/bin/false' B shell-nporpammbl 1 ykasaHua cumBona 'x' B nose napons.

8.1.2.2. OrpaHu4yeHuns Npn MOHTUPOBAHUN HaNIOBbIX CUCTEM

OrpaHun4yeHus npu MOHTUMPOBAHMWM (DaNNOBbIX CUCTEM peann3yloTcs pefakTUpOoBaHUEM
danna /etc/mnttab:

1. YcTtaHoBUTb onumio nosuid Npu MOHTMpPOBaHUK dhannoBbix cuctem /opt n /var.

2. OrpaHuunTtb pasmep dannoson cucrembl /tmp onumen size. Tpu 3ToM
3HayeHne onuunm size AOMKHO ObITb MeHblle pa3Mepa obnactM noakKayku
(swap). Nockonbky, OC Solaris MOHTUpYeET dannosyto cuctemy /tmp B obnactb
noAKa4yku, TO UCMOJIb30BaHMe AaHHOM ONuMM NpeaoTBPaTUT ee NepernosiHeEHMe.

Mpn WHCTanNNsaUUMM CUCTEMbI CrieayeT BblaenuTb ans dannosbiXx cuctem /, /usr,
Jusr/local, /var, /opt, /export pa3Hble pasgenbl AuCka ANs nNpeaoTBpalleHus
nepenosiHeHUs KPUTUYHbLIX dannoBblx cucrtem (/, /var) 3a cuyeT, Hanpumep,
MoNb30BaTENbCKNX AaHHbIX U obecneyeHuss BO3MOXHOCTUM MOHTMPOBaHMA (annoBbIX
cuctem /usr u /opt B pexunme "ToNbKo Ans uteHus".

8.1.2.3. OrpaHun4yeHnsa Ha 3anyck nNpoueccos

CnepgyeTt orpaHMunTb UCMOAb30BaHME B CUCTEME MJIaHUPOBLUMKA 3a4ay Cron U CpeacTs
naketHon o6paboTkn 3agaHuvin. [Ona HOpPManbHOro @YHKUMOHWPOBAHUSA CUCTEMbI
MWUHUMaNbHO HEOb6XOAMMbIM SBASETCA paspelleHre MCNoNb30BaHWs MNAaHMPOBLLMKA
3a4a4 cron n cpencTts NakeTHoM o6paboTkm 3agaHMin TONbKO Nosb3oBaTento root. Ans
3TOro CneAyeT BbIMO/HUTL cneayolmne KoMaHabl (0T UMEHU Cynepnonb3oBaTens):

echo root > /etc/cron.d/cron.allow
echo root > /etc/cron.d/at.allow

OrpaHnynTb YMUCIO0 CUCTEMHbIX CEPBMCOB M MNPOrpamMMm, MHULMANU3UPYEMbIX B Mnpouecce
3arpy3ku OC. [ng aToro:

e 3 kaTanora /etc/rcS.d yananutb Bce ainibl, KpoMe:

S30rootusr.sh S50drvconfig
S40standardmou S60devlinks
nts.sh S70buildmnttabs

e U3 kaTanora /etc/rc2.d yganutb BCe dalinibl, KpoMme:
S02MOUNTFSYS S72inetsvc
SO5RMTMPFILES S74syslog
S20sysetup S75cron
S25cspcheck S88utmpd
S69inet

e W3 kaTtanora /etc/init.d ynanuTtb Bce dannbl, Kpome:
MOUNTFSYS devl inks
RMTMPFILES cron
inetsvc drvconfig
standardmounts syslog
buildmnttab inetinit
rootusr utmpd
sysetup dtlogin

e Yaanuntb BCce annbl U3 Kkatanora /etc/rc3d.

e Yaanutb Bce dannbl n3 katanoros /etc/rc0.d n /etc/rcl.d, kpome TeX, KOTOpbIE
nepeyYncrieHbl BblLLE.
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8.1.2.4. HacTpolika ceTeBbIX CEpBUCOB
HacTpoiika ceTeBbIX CEPBUCOB 3aK/tO4aeTCs B ClieAyolWeM:

1. Cnepyet orpaHmuntb GYHKUMOHANLHOCTL J[AeMOHa YMpaBfieHUs CeTeBbiMU
coeauHeHusamn inetd. [dencTBue 3akfloyvaeTcsd B pepakTMpoBaHum  danna
/etc/inetd.conf. B ¢aline /etc/inetd.conf cneagyet 3akoMMeHTpoBaTh (yAanuTb)
CTPOKM, coAepXallume OonucaHus Tex CepBMCOB, MCMNONb30BaHWE KOTOPbIX Ha
KOHMDUTypnpyeMoM KOMMbIOTEPE HE ABNISETCA HEOOXOAMMOCThIO.

Kak MUHUMYM, cneayeT 3anpeTtuTtb cnegyrowmne cCeEpBUChI:

echo systat
discard netstat
daytime tftp
chargen telnet
finger

Bo3MOXHO TakXxe CHayana 3akoMMeHTMpoBaTb B anne /etc/inetd.conf
OoMNncaHnsa BCeX CEPBUCOB M 3aTEM PAaCKOMMEHTMPOBATb TOJIbKO UCMO/b3YEMbIE.

2. EcnAu He nnaHupyeTcs MCNosib30BaTb HAcTpavBaeMbli KOMMbIOTEP B KadecTse
MapuwpyTusaTopa (Jaxe TMpuM HalMyuuMM HECKOJIbKMX CeTeBbiX ajanTepos),
HeobxoauMoO co3aaTtb B KaTanore /etc daiin notrouter Hyneson ANUHbI.

3. Cnegyetr 3anpetutb MNpPUEM U3 BHEWHEN CeTu "WuMpoKoBellaTebHbIX"
(broadcast) nakeTtoB, a TakXe nepefadyy OTBETOB Ha  MPUHATbIE
"lWnpokoBewaTenbHbie" nakeTbl. [Ans 310ro, B KoHey daina /etc/rc2.d/S69inet
cnepyet AobaBuTb cneayrolime KOMaHAbl:

ndd -set /dev/ip ip_forward_directed_broadcasts 0
ndd -set /dev/ip ip_respond_to_echo_broadcast 0

4. CnepyeTr 3anpeTtuTb MUCMonb3oBaHWe ceteBoh danmnoson cuctembl NFS. [ns
3TOro crneayeT yaanutb dannbl:

/etc/dfs/dfstab
/etc/rc3.d/S15nfs.server
/etc/rc2.d/S73nfs.client

5. 3anpeTtutb cynepnosib3oBaTento goctyn no ftp, ana storo pobasutb "root" B
dann /etc/ftpusers

6. 3anyctuTb YTWIUTY KOHTPONS CUCTEMHbIX PECYpCOB M CpPeACTB CUCTEMHOMO
ayamta ASET c BblcOkMM ypoBHeM 6e3omnacHocTu: /usr/aset/aset -l high gns
NPOBEPKN YCTAaHOBOK CUCTEMHbLIX (pannioB M nNpoaHaHnm3uposaTtb dann otuyeTa,
KOTOpbIl 6yaeT co3aaH B /usr/aset/reports

7. Ecnu nnaHumpyeTcs UCMonb3oBaTb Ha HacTpaMBaeMoM cepBepe cepBuc FTP, TO
cnegyetr cospatb (oTpepaktmpoBaTtb) dann  /etc/ftpusers co cnuckom
rnonb3oBaTenien, AN KOTOpPbIX 3anpelleH AOCTyn K cepBepy no npotokony FTP.
dann nMeeT TeKCTOBbIM dopMaT M [O/MKEH coAaepXxaTb MO OAHOMY MMEHM
nonb3oBaTtenss B CTpoke. B cnucke "sanpeuweHHbIX" monb3oBaTenen, Kak
MUHUMYM, AO/MKHbI 6bITb NEpeyYncneHbl crieayowmne uMeHa nosb3oBaTenen:

adm nobody4

bin nuucp

daemon root

listen smtp

Ip sys
nobody uucp

noaccess

8. lns orpaHuW4YeHus [oCTyrna K CUCTEMHbIM dainaM Ans HenpuBUAErMpOBaHHbIX
nosib30BaTesnei, N3 KOMaHAHOM CTPOKWU C/IeAYET BbIMOJHUTL C/IeAyoWmMe KOMaHAbI:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
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chmod 000 /usr/bin/at
chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode
chmod u-s /usr/lib/fs/ufs/ufsdump
chmod u-s /usr/lib/fs/ufs/ufsrestore
Takxe cnegyeT 06HynuTb bnar SGID ana HEKOTOPbIX UCMOIHSAEMbIX DaliNoB:
chmod g-s /usr/bin/mail

chmod g-s /usr/bin/mailx
chmod g-s /usr/bin/write
chmod g-s /usr/bin/netstat
chmod g-s /usr/bin/nfsstat
chmod g-s /usr/bin/ipcs

chmod g-s /usr/sbin/arp
chmod g-s /usr/sbin/dmesg
chmod g-s /usr/sbin/prtconf
chmod g-s /usr/sbin/swap
chmod g-s /usr/sbin/sysdef
chmod g-s /usr/sbin/wall

chmod g-s /usr/openwin/bin/ff.core
chmod g-s /usr/openwin/bin/mailtool
chmod g-s /usr/openwin/bin/wsinfo
chmod g-s /usr/openwin/bin/xload

chmod g-s /usr/lib/fs/ufs/ufsdump
chmod g-s /usr/lib/fs/ufs/ufsrestore

8.1.2.5. OrpaHun4yeHne KonmyecTea "BmammMon nseHe" nHdopMaumm o cucteme

O6bl4HO, HauyanbHYl MWHMOpPMaUUK O CUCTEME MOTEeHUMaNbHbIA HapyluTenb
nony4aeT U3 CUCTEMHbIX MpuUrnaweHnin, BblaaBaeMbiX ceTeBbiMU Cry>x6amMn cepsBepa
(telnet-cepsep, ftp-cepsep n np.).

MoaToMy, K MepaM MO OrpaHMYEHUID KonmnyecTesa "BMAMMON M3BHE" MHdOpMauum o
cucTeMe OTHOCATCS:

e OTKas OT cTaHgapTHOro "saronoBka", BbIBOAMMOro cepsepoM ftp npu oTBeTte
nonb3oBartento. [locturaercs ykasaHumeMm B daine /etc/default/ftpd cnepytowmnx
OVNPEKTUBBI:

BANNER=""

e OTKas OT cTaHAapTHOro "3aronoska", BbIBOAMMOro cepsepom telnet npwu
oTBeTe nonb3oBaTento. [octuraetcs ykasaHuem B daiine /etc/default/telnetd
cneayrowen oAMpeKTuBbI:

BANNER=""

e PepaktnpoBaHue dannos /etc/issue, /etc/ftp-banner n /etc/motd c uenvto
pa3bsCHEHUSA NOSb30BATENAM NpaBMa U NONUTUKK AOCTYyMNa K cepsepy ftp.

8.1.2.6. HacTpoiika noacucremMbl NpOTOKOIMPOBAHNSA U ayauTa
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1. CnepyeT yAOCTOBEPUTLCS, YTO TOJIbKO MOMb30BaTeNb root uMeeT AOCTYN Ha
3anucb 4n4 crnepynwmx gannos:

/var/log/authlog
/var/log/syslog

/var/adm/messages*

/var/adm/sulog

/var/adm/utmp

/var/adm/utmpx
2. Ecnn Ha HacTpanBaeMOM cepBepe ucnonb3lyetcss web-cepsep, To cneayet
ybeantcsa, 4to ToNbko "Bnageneu" npouecca httpd nmeeT gocTtyn no 3anucu K
npotokonam httpd.3. OrpaHuumtb (C yyeToM Bbi6GpaHHOW B OpraHm3sauum
NoNMTMKM 6e30MacHOCTM) WCMOSb30BaHME MOSb30BaTeNsIMU  KOMaHAbl Su -
npeaocTaBNeHMNsT MONb30BaTeNO AAMWHUCTPATMBHbLIX MoAHOMounin.4. Cnepyet
NPOTOKOANPOBaTL MOMbITKM MCMOMb30BaHWS NporpaMmel su. Ans atoro, B dann
/etc/syslog.conf cnegyet 4o6aBUTb 3anuchb:

auth.notice /var/log/authlog

nnu
auth.notice ifdef (' LOGHOST ", /var/log/authlog, @loghost)

BTopas cTpoka aHanorMyHa nepBoi, HO yKa3blBaeT, YTO MPOTOKON nepefaeTcs Ha
cepBep cbopa npotokonos. [lpu pepakTupoBaHun danna /etc/syslog.conf B
KayecTBe pa3genuTens nosnel B CTPOKe cneayeT UCMosb30BaTb CUMBON Tabynauum

CnepyeT o6ecneynTb MNPOTOKO/IMPOBAHUE HeyCMeLWHbIX MOMNbITOK perncrpauumM B
CUCTEME B NOKaNbHOM npoTokosne. [ns 3Toro, crnefyeT BbINOMHUTL Ccleaytowme
KOMaHAbl:

touch /var/adm/loginlog

chown root /var/adm/loginlog chgrp sys /var/adm/loginlog

chmod 644 /var/adm/loginlog

5. Ana NpoOTOKONMPOBaHWUS CETEBbIX COEAMHEHWIA, KOHTPOSIMPYEMbIX AEMOHOM
inetd (Bknouast aaty/Bpemsi coeamMHeHus, IP-aapec KNUeHTa, YCTaHOBUBLLENO
coeguMHeHMe U uUMa cepBuca, obcnyxuBawwero coeanHeHune), B dann
/etc/syslog.conf cnegyet 4o6aBuTh 3anuchb:

daemon.notice /var/log/syslog
n B dhanne /etc/rc2.d/S72inetsvc 3amMeHnUTb CTPOKY
/usr/sbin/inetd -s
Ha
/usr/sbin/inetd -s -t

8.2. TpeboBaHUA Mo pasMeLleHU TEXHNYECKUX CpeacTB C
ycTaHoB/NeHHbIM CK3U

Mpu pasmelleHnn TeEXHNYECKMX CPeACTB C YCTaHOBNEeHHbIM CK3U:

. [JomkHbl 6bITb MPUHATBI MEPbI MO 3alKnTe OT HECAHKLUWMOHUPOBAHHOIO AOCTyna B
noMelleHusa, B KOTOPbIX pa3MelleHbl TexXHUYecKkue cpeactBa C ycTaHoBsieHHbIM CK3WU,
NOCTOPOHHUX N1L, MO poAy CBOEN AeATENbHOCTM He SABASIOWWUXCS MepCcoHanomM,
aonyweHHbiM K paboTe B 3TMX noMmelweHusx. B cnyvyae Heo6xoaMMOCTM NpUCYTCTBUSA
NOCTOPOHHUX NNL, B YKa3aHHbIX MOMeLLeHUAX AonXeH 6biTb obecnedeH KOHTPOAb 3a WX
Aencrenamm n obecneyeHa HEBO3MOXHOCTb HEraTMBHbLIX AENCTBUMA C UX CTOPOHbI Ha CK3WU,
TexHu4yeckme CpeacTBa, Ha KOTOpbIX akcnayatupyetcsa CK3U 1 3awmwaemyo nHdopmaumio.

o BHYTpeHHSIS NNaHWpoBKa, PacrnosioXXeHWe M yKOMMAEKTOBAHHOCTb paboumx MecT
B MOMELLEHMUSIX A0JIKHbI 06ecneymBaTb UCMOMHUTENSIM PaboT, COXPAHHOCTb AOBEPEHHLIX UM
KOHMUAEHUNANBHbBIX JOKYMEHTOB U CBEAEHWUIA, BKIIOUYAs KOUYEBY MHDOpMaLMIO.

. B cnyyae nnaHuvpoBaHusa pa3MmeweHns CK3WM B nomeweHusax, rae npucyTcTeyeT
peyeBasi, akKyCcTMyeckas U Bu3yanbHas MHdOpMauuMs, coaepxalas CBeAeHus,
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COCTaB/ISlOWME FOCYAAPCTBEHHYIO TaliHy, U (WNK) YCTAHOBJMIEHbl TEXHUYECKME CPEeACTBa U
cucTteMbl npueMa, nepepauyun, o06paboTkn, xpaHeHuMss U oTobpaxeHuss uHdopMauum,
cofep)allen CBeAEHMSs, COCTaB/SOWME FOCyAapCTBEHHYO TalHy, TEXHUYECKMe CpeacTBa
MHOCTPaHHOro Npou3BOACTBA, Ha KOTOPbIX (MYHKUMOHUPYIOT NporpaMmHble moaynm CK3U,
OO/KHbI - 6bITb  NMOABEPrHyTbl  CreumasbHOM MNpPOBEpPKE MO  BbISIBIEHUIO  YCTPOWCTB,
npeaHasHayeHHbIX ANl HErMAacHOro NosyyYeHus nHgopmaumm».

9. TpeboBaHMA No KpunTorpapunyeckon sawmuTte

[OomKHbBI BbINO/THATLCS TpGﬁOBaHVIﬂ:

1. Ncnonb3oBaHWe TONbKO NNLEH3UMOHHOIO CUCTEMHOIO NPOrpaMMHOro obecneyeHus.

2. Paspen 17 pokymeHta >KTSAN.00050-03 90 02.

3. MNepen HavyanoM paboTbl A0HKEH 6bITb NpOBEAEH KOHTPOJb LenocTHOCTU. KoHTponem
LeNOCTHOCTM A0NXHbI 6bITb 0XBayeHbl dainbl, yKkasaHHble B M. 16.

4. HacTpoiika onepauMoHHoM cuctemsbl ansa pabotbl ¢ CK3M no n.8.1.2.

5. Mpn nHcTtannauum CK3W gomkHbl 6biTb 0becrneveHbl OpraHnM3aumMOHHO-TEXHUYECKME Mepbl Mo
WCKHOYEHMIO NOAMEHbI ANCTPUBYTUBA N BHECEHUS M3MeHeHWI B CK3W nocne yCTaHOoBKM.

6. UcknoyeHne 13 nporpamMmHoro obecrnieveHus MN3BM c ycraHoBneHHbiM CK3W cpeacts
OTNaaKM.

7. Maponb, ncnonb3lyemblii Ans ayTeHTUdUKaUMM nosb3oBaTenen, A0XKEeH coaepxaTb He

MeHee 6 CUMMBOOB andasuTa MOWHOCTM He MeHee 10. lepvOAMYHOCTb CMEHbl Naposisd — He pexe
0oAHOro pasa B 3 mecsaua.

8. MepnoanYHOCTb TECTOBOIMO KOHTPONSA Kpuntorpadunyecknx GyHKumMn - 10 MUHYT.

9. ExxecyTo4yHasa nepesarpyska [N3BM.

10. MepunoanyHocTb octaHoBa [M2BM ¢ obs3aTenbHONM MPOBEPKON CUCTEMbI OXNAXAEHUS
npoueccopHoro 6noka NM3BM - 1 mecsu.

11. 3anpeLwjaeTcs WCrnosib3oBaTb pexuM npocTton 3ameHbl (ECB) TOCT 28147-89 ans
WndpoBaHMsa MHPOpPMaLUK, KpOMe KITHYEBOMN.

12. [JonxHO paBaTbCsA npeaynpexaeHne o TOM, 4YTO MpU  MUCMOSIb30BaHWM pexuma
WwndpoBaHus CRYPT_SIMPLEMIX_MODE wm™aTepunan, obpabaTbiBaeMbln Ha OOHOM  KJ/toue,
aBTOMaTM4eCKu OrpaHMYnBaeTCs BeNMYnHOM 4 MB.

13. Mpn dyHKunoHnposaHnm CK3U f0MKHBbI BbINOMHATLCA TpeboBaHMS 3KCnayaTaLMOHHON
AokyMeHTaumm Ha MAK 3awmtbl oT HCA.

14. [JomkHo O6biITb 3anpeweHo wucnonb3oBaHme CK3WM  agna  3awmTtbl  TenedOoHHbIX

neperoBopoB 6e3 MPUHATUA B CUCTEME Mep MO 3aluTe OT UHGPOPMATMBHOCTM MOBOYUHbLIX KaHasoB,
crneumduyecknx npu nepenadve peyun.

15. JomxkHa 6bITb 3anpelleHa pabota CK3U npu BkaoveHHbIX B N3BM wTaTHbIX cpeacTBax
BblX04a B paaAnoKaHars.
16. KoHTponem uenocTHOCTU AO/MXHbI 6bITb OXBadeHbl daknbl:

Sparc Solaris (32-bits)

libcspr.so.3.6.1, cryptcp, certmgr, inittst, csptestf, der2xer, sv, libcapi20.s0.3.6.1,
libcapi20.la, libcpext.s0.3.6.1, libcpext.la, libpkixcmp.so.3.6.1, libpkixcmp.la,
libasnldata.so.3.6.1, libasnldata.la, libssp.s0.3.6.1, libssp.la, libcsp.so0.3.6.1, libcsp.la,
librdrrndmbio_tui.s0.3.6.1, librdrrndmbio_tui.la, set_driver_license.sh, libcpcdrv_emul.a,
pkcs11_initialize, pkcsll_set_pin, pkcsll_generate_key, pkcsll_generate_key_pair,
pkcsi1l_hash, pkcsil_sign, pkcsll_verify, pkcsll_sign_hash, pkcsil_verify_hash,
pkcsll_encrypt, pkcs11_decrypt, pkcsll_save_state, pkcs11_encrypt_sign,
libcppkcs11.s0.1.0.0, libcppkcsil.la, libcsppkesi1.s0.1.0.0, libcsppkesil.la, list_pcsc,
librdrpcsc.so.3.6.1, librdrpcsc.la, librdrric.so.3.6.1, librdrric.la, cpverify, wipefile, csptest,
librdrrdr.so.3.6.1, librdrrdr.la, librdrrndm.s0.3.6.1, librdrrndm.la, librdrsup.so0.3.6.1,
librdrsup.la, librdrdsrf.s0.3.6.1, librdrdsrf.la, librdrfat12.s0.3.6.1, librdrfatl2.la,
libcapil0.s0.3.6.1, libcapil0.la, libcpui.so.3.6.1, libcpui.la, cpconfig, mount_flash.sh.

JononHnTenbHO No ypoBHIO 3awmTbl KC2
cryptsrv, libcspr.la, libcsp_kc2.s0.3.6.1, libcsp_kc2.la.

Sparc Solaris (64-bits)

libcspr.so.3.6.1, cryptcp, certmgr, inittst, csptestf, der2xer, sv, libcapi20.s0.3.6.1,
libcapi20.la, libcpext.s0.3.6.1, libcpext.la, libpkixcmp.so0.3.6.1, libpkixcmp.la,
libasnidata.so.3.6.1, libasnidata.la, libssp.s0.3.6.1, libssp.la, libcsp.s0.3.6.1, libcsp.la,
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librdrrndmbio_tui.so0.3.6.1, librdrrndmbio_tui.la, set_driver_license.sh, pkcsl1_initialize,
pkcs1l_set pin, pkcs11l_generate_key, pkcs1l_generate_key_pair, pkcs11_hash,
pkcsl1l_sign, pkcsll_verify, pkcsll_sign_hash, pkcsl1_verify_hash, pkcsll_encrypt,
pkcs11_decrypt, pkcsll_save_state, pkcsll_encrypt_sign, libcppkes11.s0.1.0.0,
libcppkcs1i.la, libcsppkcs11.s0.1.0.0, libcsppkesil.la, librdrric.so.3.6.1, librdrric.la, cpverify,
wipefile, csptest, librdrrdr.so.3.6.1, librdrrdr.la, librdrrndm.s0.3.6.1, librdrrndm.la,
librdrsup.so.3.6.1, librdrsup.la, librdrdsrf.so.3.6.1, librdrdsrf.la, librdrfatli2.s0.3.6.1,
librdrfati2.la, libcapil0.s0.3.6.1, libcapilO.la, libcpui.so.3.6.1, libcpui.la, cpconfig,
mount_flash.sh, libstunnel.so, libstunnel.la.

L[ononHNTEeNbHO MO YPOBHIO 3awwnTbl KC2
cryptsrv, libcspr.la, libcsp_kc2.s0.3.6.1, libcsp_kc2.la.

Intel Solaris (32-bits)
libcspr.so.3.6.1, cryptcp, certmgr, inittst, csptestf, der2xer, sv, libcapi20.50.3.6.1,

libcapi20.la, libcpext.so0.3.6.1, libcpext.la, libcapilite.s0.3.6.1, libcapilite.la,
libpkixcmp.so0.3.6.1, libpkixcmp.la, libasnldata.so.3.6.1, libasnlidata.la, libssp.s0.3.6.1,
libssp.la, libcsp.so.3.6.1, libcsp.la, librdrrndmbio_tui.so0.3.6.1, librdrrndmbio_tui.la,
set_driver_license.sh, libcpcdrv_emul.a, pkcs11_initialize, pkcsl1_set_pin,
pkcsll1l_generate_key, pkcsll_generate_key_pair, pkcs11_hash, pkcsll_sign, pkcsll_verify,
pkcs11_sign_hash, pkcs11_verify_hash, pkcsll_encrypt, pkcs11_decrypt,
pkcsll_save_state, pkcsll_encrypt_sign, libcppkecs11.s0.1.0.0, libcppkecsll.la,

libcsppkcs11.s0.1.0.0, libcsppkcsil.la, list_pcsc, librdrpcsc.so.3.6.1, librdrpcsc.la,
librdrric.s0.3.6.1, librdrric.la, cpverify, wipefile, csptest, librdrrdr.so.3.6.1, librdrrdr.la,
librdrrndm.so.3.6.1, librdrrndm.la, librdrsup.so.3.6.1, librdrsup.la, librdrdsrf.s0.3.6.1,
librdrdsrf.la, librdrfat12.s0.3.6.1, librdrfatl2.la, libcapil0.s0.3.6.1, libcapilO.la,
libcpui.so.3.6.1, libcpui.la, cpconfig, mount_flash.sh.

JononHuTenbHO No ypoBHIO 3awmTbl KC2
cryptsryv, libcspr.la, libcsp_kc2.50.3.6.1, libcsp_kc2.la.

Intel Solaris (64-bits)
libcspr.so.3.6.1, cryptcp, certmgr, inittst, csptestf, der2xer, sv, libcapi20.s0.3.6.1,
libcapi20.la, libcpext.so0.3.6.1, libcpext.la, libcapilite.s0.3.6.1, libcapilite.la,
libpkixcmp.so.3.6.1, libpkixcmp.la, libasnldata.so.3.6.1, libasnldata.la, libssp.s0.3.6.1,
libssp.la, libcsp.s0.3.6.1, libcsp.la, librdrrndmbio_tui.so0.3.6.1, librdrrndmbio_tui.la,
set_driver_license.sh, pkcs11_initialize, pkcs1l1_set_pin, pkcsl1l_generate_key,
pkcs11l_generate_key_pair, pkcsll_hash, pkcsil_sign, pkcsll_verify, pkcsll_sign_hash,
pkcs11_verify_hash, pkcsll_encrypt, pkcs11l_decrypt, pkcsll_save_state,
pkcs11_encrypt_sign, libcppkecs11.s0.1.0.0, libcppkcsil.la, libcsppkcs11.s0.1.0.0,
libcsppkesll.la, librdrric.so.3.6.1, librdrric.la, cpverify, wipefile, csptest, librdrrdr.so.3.6.1,
librdrrdr.la, librdrrndm.so0.3.6.1, librdrrndm.la, librdrsup.so0.3.6.1, librdrsup.la,
librdrdsrf.s0.3.6.1, librdrdsrf.la, librdrfatl2.s0.3.6.1, librdrfatli2.la, libcapil0.s0.3.6.1,
libcapil0.la, libcpui.so0.3.6.1, libcpui.la, cpconfig, mount_flash.sh, libstunnel.so, libstunnel.la.

JononHuTenbHO No ypoBHIO 3awmTbl KC2
cryptsryv, libcspr.la, libcsp_kc2.50.3.6.1, libcsp_kc2.la.

MpunoxeHne 1. KOHTpOAb LENOCTHOCTU NMPOrpaMMHOro
obecrneyeHuns

B fononHeHve K AUCTpUBYTMBY MOCTaBASAIOTCA CKPUNTOBble ainbl integrity.sh, 3anyckom
KOTOPbIX MOXHO Y6eanTbCs B LLEeNOCTHOCTU ANCTPUBYTMBA A0 €ro YCTaHOBKMU.

MporpamMmmHoe obecneveHme CK3WN Kpuntollpo CSP umeeT cpeactBa obecneyeHuss KOHTPOisS
uenoctHocTtu MO CK3U, KoTopble AO/MKHBI BbIMOMHAKTCA NEPUOANYECKMN.

Ecnn B pesynbTaTe MNepuMOAMYECKOro KOHTPOJA LIEMOCTHOCTU MOSABASETCS COO6LeHMa O
HapyLleHUN LeNoCTHOCTM KOHTponupyemoro daiina, nonb3oBaTenb 06s3aH NpekpatuTb paboTy U
06paTUTbCA K afiMMHUCTpaTOpy 6€30MacHOCTH.

AaMuHucTpatop 6e30MacHOCTK, MpOaHanM3uMpoBaB MNPUYUHY, MPUBEALLYHD K HapylweHulo
LEenoCTHOCTK, AomxkeH nepeyctaHoButb MO CK3W Kpuntolpo CSP ¢ auctpmnbytmnea, nnu cucremHoe MO.
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[MpunoxeHune 2. YnpaBsieHNe NpoTOKO/IMPOBAHNEM

Ons BKNOYEHUSA/OTKIIOYEHNS 3HAYEHNE Iog VICI'IO)'Ib3y17ITeZ

a) ansa Solaris i386, SPARC 32
[ns 3apaHna ypoBHsi MpoOTOKOJSa
/opt/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apaHna ¢dopMata npoTokona
/opt/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19
[ns npocMoTpa Mackm TEKYLLEro ypoBHs U popmaTa npoTokona
/opt/CPROcsp/sbin/cpconfig —loglevel cpcsp -view

b) ans SPARC 64
[nsa 3agaHns ypoBHSA NPOTOKONA
/opt/CPROcsp/sbin/sparcv9/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apaHna ¢dopMata npoTokona
/opt/CPROcsp/sbin/sparcv9/cpconfig -loglevel cpcsp -format 0x19
[ns npocMoTpa Macku TeKkyLlero ypoBHs U ddopMaTta npoTokosa
/opt/CPROcsp/sbin/sparcv9/cpconfig —loglevel cpcsp -view

c) onsa Solaris i386, SPARC 32, SPARC 64 ypoBHS sapa
/usr/kernel/drv/drvcsp.conf
oTpeaakTupoBaTh loglevel

3Ha4yeHMeM NapaMeTpa YpPOBHb MpOTOKO/a ABNseTcs 6uToBas Macka:
N_DB_ERROR = 1 # coobuweHuns o6 owmnbkax
N_DB_LOG = 8 # cooblieHuns o Bbi3oBax

3HayeHMeM nNapamMeTpa gopMaT NpoToKona ABAseTcs butoBas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb MM MOAY NS

DBFMT_THREAD = 2 # BbIBOANUTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMS PYHKLNMN
DBFMT_TEXT = 0x10 # BbIBOAUTb caMo coobLlieHue
DBFMT_HEX = 0x20 # BbiBOAUTb HEX gamn
DBFMT_ERR = 0x40 # BbiBogunTb GetLastError
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JINCT peructpaunm naMeHeHumn

JIUCT permcTpaumm n3MeHeHui

Homepa nucrtos (cTpaHuu,) Bcero Ne Bxoasawum Moan. |Aata
JINCTOB LOKyMeHTa N¢ conposoaun-
N3M | n3MeHeH- |3aMeHeHHbIX HOBbIX aHHynupo- | (cTpaHuu) B TeNbHOro
HbIX BaHHbIX LOKYM. [OKYM. 1
narta
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	13. При использовании платформы Intel, средствами BIOS должна быть исключена возможность отключения пользователями ISA-устройств и           PCI-устройств при использовании ПАК защиты от НСД,
	14. При загрузке ОС должен быть реализован контроль целостности программного обеспечения, входящего в состав СКЗИ «КриптоПро CSP», самой ОС и всех исполняемых файлов, функционирующих совместно с СКЗИ  с использованием программы CPVERIFY.
	15. Вход в BIOS (PROM) ЭВМ должен быть защищен паролем, к которому предъявляются те же требования, что и к паролю пользователя root. Пароль для входа в BIOS (PROM) должен быть известен только пользователю root и быть отличным от пароля пользователя ro...
	16. Средствами BIOS (PROM) должна быть исключена возможность работы на ЭВМ, если во время его начальной загрузки не проходят встроенные тесты.
	17. На компьютере устанавливается только одна ОС. На машине не устанавливается средств разработки ПО и отладчики. Если средства отладки приложений нужны для технологических потребностей организации, то их использование должно быть санкционировано адми...
	18. Должно быть ограничено (с учетом выбранной в организации политики безопасности) использование пользователями команд cron и at – запуска команд в указанное время.
	19. Должно быть реализовано физическое затирание содержимого удаляемых файлов c использованием программы Wipe из состава СКЗИ.
	20. Должны быть отключены все неиспользуемые на данной ЭВМ сетевые протоколы.
	21. В случае подключения ЭВМ с установленным СКЗИ к общедоступным сетям передачи данных должно быть отключено использование JavaScript, VBScript, ActiveX и других программных объектов загружаемых из сети.
	22. Должны быть приняты меры по исключению несанкционированного доступа посторонних лиц в помещения, в которых установлены технические средства СКЗИ «КриптоПро CSP», по роду своей деятельности не являющихся персоналом, допущенным к работе в указанных ...
	23. Должно быть запрещено оставлять без контроля вычислительные средства, на которых эксплуатируется СКЗИ «КриптоПро CSP» после ввода ключевой информации. При уходе пользователя с рабочего места должно использоваться автоматическое включение парольной...
	24. Администратором безопасности должно быть проведено опечатывание системного блока с установленным СКЗИ «КриптоПро CSP», исключающее возможность несанкционированного изменения аппаратной части рабочей станции.
	25. Из состава системы должно быть исключено все оборудование, которое может создавать угрозу безопасности ОС Solaris. Также следует избегать использования любых нестандартных аппаратных средств, имеющих возможность влиять на нормальный ход работы ком...
	26. После инсталляции ОС Solaris следует установить с сайта http://www.sunsolve.sun.com/ все рекомендованные программные обновления и программные обновления, связанные с безопасностью (recommended and security patches) от компании SUN, существующие на...
	27. На все директории, содержащие системные файлы ОС Solaris и каталоги   СКЗИ, устанавливают права доступа, запрещающие всем пользователям, кроме Владельца (Owner), запись.
	28. В связи с тем, что аварийный дамп оперативной памяти может содержать криптографически опасную информацию, следует отключить возможность его создания с помощью функции setrlimit с параметром RLIMIT_CORE=0.
	29. В ОС Solaris используется виртуальная память. Область виртуальной памяти должна быть организована на отдельном HDD и доступ к ней должен иметь только пользователь root. По окончании работы СКЗИ содержимое виртуальной памяти должно затираться с пом...
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