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AHHOTaUUA

Hactosawee PykoBOACTBO AOMNOMHSET AOKYMeHT <« XTAW.00050-03 90 O02.
Kpuntolpo CSP. PykoBoacTBO agMuHUCTpaTopa 6e3onacHocTn. Obwasa 4yactb» npu
mcrnono3oBaHmn CK3M nog ynpaB-neHMEM onepaumoHHbiX cucteM  Windows
2000/XP/2003/Vista/2008/7/2008R2.

WNHCTpyKuMM agMuHucTpatopam 6e30MacHOCTM U NOSb30BATENsAM  Pa3/INYHbIX
aBTOMATM3MPOBAHHbIX CUCTeM, wucnonb3dywwmx CK3M Owmbka! WUCTOUHMK
CCbI/IKW He HauWpAeH., [O0/XHbl pa3pabaTbiBaTbCd C y4dyeToM TpeboBaHWi
HacTosLero AOKyMeHTa.

Cnuncok cokpalleHui

APM ABTOMaTU3MpPOBaHHOE paboyee MecTo

rMa TMOKUN MarHUTHbIN AUCK

acy [JaTumk cny4danmHbIx Yucen

HDD XecTknit MarHuUTHBLIN AncK

HCA HecaHKUMOHMPOBaHHbIN AOCTYM

ocC OnepaunoHHasg cuctema

MK3Kn MoacncTema KpynTorpauyeckomn 3awnTbl HGOpMaumm

Mo MporpamMmMHoe obecneyeHne

PernamenT COBOKYMHOCTb MHCTPYKLUMIA N APYrON pernamMeHTMpYyoLLen 4oKyMeHTaumm,
obecneumBatoenn GyHKLUMOHMPOBaHME aBTOMATU3MPOBAHHOM CUCTEMbI BO
BCEX peXumax.

CepTtudukar SNEeKTPOHHbIN AOKYMEHT, NOATBEPXKAAOLWMIA NPUHAANEXKHOCTb OTKPbITOrO
K/IH04a W onpefeneHHbiX artpmbyTosB KOHKPETHOMY aboHEHTY

CepTudukauns Mpouecc U3roToBneHns ceptTmugukara OTKpbITOro Ki4va aboHeHTa B LieHTpe
cepTudukaumm

CK3M CpeacTtBo kpuntorpaduyeckon 3awmTtbl MHpOpMaLm
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1. OCHOBHble TEXHNYECKNE AaHHbIE N XapaKTEPUCTUKHK
CK3U

1.1. [MporpaMMHo-annapaTHbie cpeabl GYHKLMNOHUPOBAHUS

CK3M XT4AKU.00050-03 dyHKuMoHupyeT nopd ynpasneHnem OC  Windows
B MporpaMMHo-annapaTHbIX cpejax:

Windows 2000 (x86);
Windows XP/2003/Vista/2008/7/2008R2 (x86, ia64, x64).\

B OC Windows 2000 npu wucnonb3oBaHunm CK3W pomxkHa 6biTb npousBeneHa
yCTaHOBKa Criegyouwmx naketoB 06HOBJIEHWIA:

1. Service Pack 4

2. Microsoft Security Bulletin MS02-050. Certificate Validation Flaw Could Enable
Identity Spoofing (Q328145). September 09, 2002.
[ocTtyn no agpecy:
http://www.microsoft.com/technet/security/bulletin/MS02-050.mspx

B OC Windows XP ponxHa 6biTb Npou3BedeHa yCTaHOBKa naketa oO6HOBAEHUM
Service Pack 2.

B OC Windows 2003 posixHa 6biTb NMpou3BeAeHa yCTaHOBKA MNakeTa OO6HOB/IEHMNA
Service Pack 1.

Co cpokamMu 3KCnayaTaumu  ONepauMoOHHbIX CUCTEM, B Cpede  KOTOpbIX
YHKUMOHMpPYET CK3n, MO>XHO 03HaKOMWUTbCHA rno CCbIIKE:
http://support.microsoft.com/gp/lifeselect.

1.2. WcnonHeHuna CK3U

CK3WM B nporpaMMHO-annapaTHbIX cpeaax n.1.1 BbiNyCcKaeTcs B WeCTU BapuaHTax
MCMOJTHEHUS:

UcnonHeHne 1 «knacca 3awmtel KC1 B cocraBe KpunTonpoBanaepa,
Kpuntogparsepa, MoAayns ceTeBoMm ayTeHTnduMKaunm (TLS), MoAyns
ayTeHTMduMKauum nosnb3oBatens B goMmeHe Windows, Moayns npoTOKOI0B
Kpuntolpo IKE, Kpuntolpo ESP, Kpuntollpo AH, moaynsa wudpyowei daniosomn
cuctembl Kpuntollpo EFS, Moayns KOMaHAHOW CTPOKWM, MOAYAS MNOAAEPXKKU
mHTepdenca Microsoft CNG, moayns noaaepxku wuHTepdenca Mozilla NSS,
cepBuUcHbIX Moaynen (cpverify, wipefile, stunnel); dyHKUMOHMpPYET B NpOrpaMMHO-
annapaTHbIX cpegax n.1.1.

UcnonHeHne 2 knacca 3awmtbl KC2 B coctaBe ucnonHeHus 1 c gobaBneHuem
YTUANTbI BbIpaboTKM BHELWHEN raMmmbl; PYHKLMOHUPYET B NPOrpaMMHO-anmnapaTHbIX
cpepax n.1.1.

UcnonHeHume 3 (cepTndmumpoBaHo) knacca 3awutbl KC3 B coctaBe Kpuntogparisepa,
Kpuntocepsuca, MoAayns ceteBon ayTteHTudukaumm (TLS), moaynsa wudpytowen
dannoson cuctembl Kpuntollpo EFS, moayns KOMaHAHOW CTPOKM, YTWUAWUTHI
BblpabOTKM BHELWIHEN raMMmbl, CEPBUCHbIX MporpamMMm; @YHKUMOHUPYET B
nporpaMMHo-annapaTHbix cpeaax Windows XP/2003 (nnatdopma x86, x64) c
naketom Secure Pack Rus Bepcum 2.0.



http://www.microsoft.com/technet/security/bulletin/MS02-050.mspx
http://support.microsoft.com/gp/lifeselect
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1.3.

UcnonHeHmue 4 knacca 3awmtbl KC3 BbINO/IHEHO B COCTaBe Kpuntoapareepa,

KpuntocepBuca, moayns cetreson ayteHTudukauum (TLS), moayna ayTeHTuduka-
umn nonb3oBatens B agoMeHe Windows, Mmoaynsa npotokosnoB Kpuntollpo IKE,
Kpuntolpo ESP, Kpuntolpo AH, moayna wudpytowen ¢anioBoi CUCTEMBI
Kpuntolpo EFS (OC Windows), Moayns KOMaHAHOW CTPOKMK, CEPBUCHbLIX MPOrpaMm,
YTUAUTbI BbIpabOTKM BHELWIHEN raMMbl raMMmbl; U QYHKLMOHMPYET B MPOrpaMMHO-
annapaTHbix cpeaax Windows XP/2003 (nnatdopmMa ia32, x64) c naketoMm Secure
Pack Rus Bepcum 2.0, Windows XP/2003/Vista/2008/7/2008R2 (x86, x64) c
naketoMm Secure Pack Rus Bepcumn 3.0.

UcnonHeHue 5 (ceptudurumpoBaHo) knacca 3awmtbl KC3 BbINOSIHEHO B COCTaBe
KpuntogparBepa, KpMnTocepBuca, Moayns ceteson ayteHTudukaumm (TLS),

MoAayns wudgpyowen dannoson cuctemol Kpuntollpo EFS (OC Windows),
CEPBUCHbIX NpPorpamMm n GyHKLMOHMPYET B NporpaMMHoO-annapaTHbIX cpeaax
Windows 2000/XP/2003 (nnatdopma ia32), Windows XP/2003 (nnaTtdopma x64) ¢
nporpaMMHbIM ob6crneyeHnem C3U Secret Net 6.

UcnonHeHue 6 knacca 3awmtbl KC3 BbINOMHEHO B COCTaBe KpunToapamnsepa,
Kpuntocepsuca, MOAYNS CEeTEeBOMW ayTeHTMduMKaumu, Moaynsa  NpOTOKOJIOB
Kpuntolpo IKE, Kpuntollpo ESP, Kpuntollpo AH, moaynsa wudpyowen daninosomn
cuctembl Kpuntolpo EFS (OC Windows), cepBUCHbIX NporpamMm n yHKUMOHUPYET
B nporpammHo-annapaTHbix cpegax Windows 2000/XP/2003 (nnatdopma ia32),
Windows XP/2003 (nnatdopma x64) C nporpaMMHbIM obcrnedeHnem C3U Secret Net 6.

KnoyeBble HOCUTENU
B kauecTBe KJ/Il0UEeBbIX HOCUTENEN MCNOJIb3YOTCA:

Mg 3,5”;

USB auncku

3NEKTPOHHbIN KoY ¢ nHTepdencom USB (e-Token);

CmaptkapTtbl PUK, Ockap, Maructpa

naeHtTuoumnkaTopbl Touch-Memory DS1995 - DS1996 MAK 3awwutel ot HCA (Akkopa-AMA3,
3NEKTPOHHbIN 3amMok "Cobonb);

Rutoken;

Pazgen HDD N3BM (B OC Windows — peecTp).

Ncnonb3oBaHMe K/OYEBbIX HOCUTENEN B 3aBMCMMOCTM OT MpOrpaMMHO-annapaTHor naatdopMbl
CM. AokyMeHT "XTAM.00050-03 30 01. CK3U "Kpuntollpo CSP". ®opmynsp, n.n. 3.8, 3.9.

AN

MpumeuaHune 1. B coctas anctpmbytma CK3U XKTAN.00050-03 BxoaaT 6ubnmoteku
noAAEep>XXKM BCEX MEePEYUCNIEHHbIX HOCUTENEN, HO He BXoaaT aparieepa ans OC. Mo Bonpocam
nosly4yeHnsa apanBepoB HeobxoAMMO 06pallaTbCs K NPON3BOANTENSIM COOTBETCTBYOLLMX
YCTPOWCTB.

MpumevaHme 2. [lonyckaeTcs XpaHeHwe 3aKkpbiTbiX kaoven B peectpe OC Windows wu B
pasaene HDD (B cny4yae apyrux OC) npu ycnosum pacnpocTpaHenus Ha HDD wnn N3BM ¢ HDD
TpeboBaHMn N0 06paLLEHNIO C KTIOYEBBIMW HOCUTENSIMU, B TOM YMC/IE U NOCNe yAANEHUS Ko4ven
n3 peecrtpa.

MpumMeuaHue 3. Borpoc 06 MCMOMb30BaHUM B KauyecTBE KJHOUYEBLIX HOCUTENEN cMmapTkapT
APYruX TUMOB [OJSIKEH corflacosbiBaTbea ¢ 000 "KPUMTO-MPO".

2. YctaHoBka amnctpmnbytusos MO CK3U

YctaHoBka ancTpmbytmea Kpuntollpo CSP fo/ikHa Npou3BOAUTCS MOJSIb30BAaTENEM,
MMELLMM NpaBa aAMUHUCTpaTopa.

[ns ycTaHoBKM NporpaMMHoro o6ecnedvyeHnss BCTaBbTe€ KOMMAKT-AMCK B MPUBOA
cumTbiBaTens. M3 npeanaraemMbix AUCTPUEYTMBOB  BblbepuTe  AUCTPUBYTUB,
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noaxoasiwmn ana Balwein onepauMoOHHOM CUCTEMbI, UMEKLNIA HYXHbIM BaM knacc
3alnTbl N yAobHbI ons Bac S3blK YCTaHOBKW. 3anyCcTUTe BbINOSIHEHME YCTAHOBKMN.

1@ Ycranoska "Kpunrolipo CSP" ‘ i x|

Bac npuBETCTEYET NPOrpamMma yCTaHOBKM
"Kpuntolpo CSP (KC1)"

Nporpanna ssINONHKT yoTamoexy "Kpuntollpo CSP" Ha
KoMNLIoTep. ANA NPOAOMMEHHA MANMMTE KMONKy “Aanee”,

MPEAYTPEX AEHME: Aarnan Nporpamea IAUHLLEHA 3AKO0HAM
H"“mu" o CSP 06 ABTOPCKHX NPABAX H MENAYHAPOAHBIMH COT NALUEHHSMH,

3.6

Puc. 2. NpuBeTcTBEHHOE OKHO MacTepa YCTaHOBKM.

Ecnn Mactep ycTaHOBKM OOHapyXwuT Ha MawuHe 60nee paHHIOW Bepcuto
Kpuntollpo CSP, TO B 3TOM OKHe MOSABUTCA MWHQOpMauMs O 3amellaeMbiX
npoAyKTax:

{i¥ Ycranoska "Kpunrollpo CSP™ il x|

Bac NnpuBETCTEYET NPOrpamMma yCeTaHoBKW
"Kpuntolpo CSP (KC1)"

Nporpanna esiNonHuT yeTamoexy “Kpuntollpo CSP" Ha
KoMnuloTep. ANA NPOACMKEHHA MaNasTe KMONKy “Aanee”,

ChReaYIOWHE NPORYKTBI BYAYT SAMEWLEHE! KOMMIOHEHT aHH
YETAHABMMBAENON BEPCHM,

Kpsanrolpo CSP 3.0
Kpwnrolpo Winlogon

MPEAYTNPEX AEHME: Aarnan Nporpama IAUHILEHA 3AK0HAM
"n"mo""ﬂ cSP o6 ABTOPCKHX NPABAX H MENAYHADOAHBIMA COM NALIEHHSMA,

3.6

Puc. 3. YcTaHOBKa C 3aMelleHNEeM KOMIMOHEHT.

Ona panbHenwen yctaHosku Kpuntollpo CSP HaxMmuTe Qanee.

Mocneaylowaa ycTaHOBKa MpPoOM3BOAUTCA B COOTBETCTBMM C cCoobLleHuaMn,
BblAaBaeMbIMW NPOrpaMMoi yCTaHOBKW. B npouecce ycTaHOBKM ByaeT npeanoxeHo
3aperncTMpupoBaTb [AOMOSIHUTENbHbIE CUYMTbIBATENM K/IOYEBOW MHDOpMauuu,
OOMOJTHUTENbHbIE AATYMKWM CRy4YalHbIX yucen (ans knacca KC2) wmnu HacTpouTb
KPUATONMpPOBanAep Ha WCMofib30BaHue CnyXbbl XpaHeHus Kkawuder (4na knacca
KC1). Bce 3TM HaCTpPOMKM MOXHO TMPOM3BECTM KaK B MOMEHT YCTaHOBKM
KpunTonposBangepa, Tak n B Ntoboli MOMEHT Noc/ne 3aBeplleHns YCTaHOBKU yepes
naHenb CBOWCTB.
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MNocne 3aBeplleHMs  YCTaHOBKM  AMCTpUEYTMBaA  Heo6X0AMMO  MPOU3BECTU
nepesarpysky KoMmnbtoTepa.

2.1. [llapamMeTpsbl yctaHoBkM Kpuntollpo CSP.

2.1.1.

Mpun yctaHoeke Kpuntollpo CSP MOXHO WCMNofnb30BaTb pasfiMyHbie napaMeTpbl
KOMaHAHON CTPOKW, BAMSAIOWME Ha YCTaHaBAMBaeMble KOMMOHEHTbl, HaydasbHYO
HacCTpoOMKYy NpoAayKTa v T.A4.

Ons ux ucnonb3oBaHMs Heo6X0AMMO 3amnycKaTb YCTAHOBKY CrieAyowmm o6pa3om:
msiexec /i <MOAHbIK WAN OTHOCUTENbHbLIM NyTb K .msi-panny>

<napameTpbl>
CnpaBoYHMK NapaMeTpoB YCTAaHOBKM

Cnepytowme onuMm rno3BoNSKOT He yCTaHaB/AMBaTb COOTBETCTBYOWME 6MbnMoTekmn
noAAepXKU:

NOACCORD=1 - AkKopa

NOBIO=1 - Buonornyeckun ACH
NODALLAS=1 - Hocutenwu Dallas
NODS=1 - CuutbiBaTenn Dallas

NODSRF=1 - 1CH "NMocnenoBaTesibHOCTb NMocTaBLUMKa"
NOEMV=1 - Kapta EMV

NOFLOPPY=1 - CunTtbiBaTenb AUCKET
NOJCARD=1 - Kaptbl JCard

NOPCSC=1 - PC/SC

NOREGISTRY=1 - CuyutbiBaTenb "Peectp"

NORIC=1 - KapTtbl RIC/OSCAR
NORUTOKEN=1 - Hocutenb Rutoken

NOSABLE=1 - Co6onb

Cnepywoowne onuum MNO3BOASIOT YMNpaBAATb perncrpauuert noaaepXxXuBaemMoro
obopyaosaHua BO Bpemsi yctaHoBku Kpuntollpo CSP (3HayeHue 0 o3Hauvaer
"OTKNOUNTb ONUMIO"; 3BE3A0UYKON OTMEYEHbI OMNMUMKN, BKJIIOYEHHbIE MO YMOTYaHUIO):

REGACCORDRDR=1 - 3apeructpupoBaTb cuuTbiBaTeNb "Akkopa"
REGACCORDRND=1 - 3aperucrtpuposatb JC4H "Akkopa"
REGBIO=1 - 3apeructpupoBaTh 6uonornyeckmii [JCY *(roneko ans KCi)

REGETOKEN=1 - 3aperucTtpupoaTtb Bce HocuTenu "Alladin eToken" *
oTaenbHble Tunbl: REGETOKENJAVA10, REGETOKENJAVA10B, REGETOKENMA420,
REGETOKENM420B, REGETOKEN16, REGETOKEN32, REGETOKENR2

REGFLOPPY=6ykBbl - 3apeructpupoBaTtb cuuTbiBaTenb "Aucketa" ans
6yKB, yKa3aHHbIX 4Yepes 3anaTyto

REGPNPFLOPPY=1- 3apernctpmpoBaTb cunTbiBaTeNnb "Bce cbeMHble HocuTenu" *

REGDSRF=nyTtb - 3apeructpupoBatb [ACH "MMocnenoBaTtenbHOCTb NocTaswmka”
1 3aaaTtb nyTb (6e3 "\" Ha koHue) Kk nanke c dbl, db2

REGDS1410E=nopTbl - 3apeructpupoBaTtb cuntbiBaTens "DS1410E" (cnuncok
rnopToB yepes 3anartyt: LPT1,LPT2,...)

REGDS9097E=nopTbl - 3aperucTtpupoBaTtb cumTbiBaTenb "DS9097E" (cnucok
nopToB yepes 3anatyto: COM1,COM2,...)

REGDS9097U=nopTbl - 3apeructpupoBaTb  CUMUTbIBaTeNb "DS9097U"
(cnucok nopTtoB Yepes 3anaTtyto: COM1,COM2,...)

REGDS199X=1 - 3aperucTpupoBaTb HocuTenb "DS199x"
REGOSCAR=1 - 3aperucTpupoBaTb HocuTenb "Ockap"
REGOSCAR2=1 - 3aperuncTpupoBaTb HocuTenb "Ockap2" *
REGTRUST=1 - 3aperncTpupoBaTb HocuTenb "Marucrpa" *
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REGTRUSTS=1 - 3apermcrtpupoBaTb HOoCUTENb "Maructpa
CbepbaHk/BGS" *

REGTRUSTD=1 - 3aperucTpupoBaTb Hocutenb "Maructpa Debug" *
REGPNPPCSC=1 - 3aperncrpuvpoBaTb cUuTbiBaTENb "BCe cumTbiBATENM
cMapTkapTt" *

REGALLPCSC=1 - 3apernctpupoBaTb MOAKJ/IIOYEHHbIE CUUTbIBATENN
cMapTkapTt

REGREGISTRY=1 - 3aperncrtpupoBaTtb cuuTbiBaTens "Peectp"”

REGRIC=1 - 3aperucTtpupoBaTtb HocuTenb "PUK"

REGRUTOKEN=1 - 3aperucTpupoBaTb Hocutenb "Rutoken" *

REGSABLERDR=1 - 3aperucrtpupoBaTtb cuntbiBatens "Cobosnb"
REGSABLERND=1 - 3apeructpuposatb [JCH "Cobonb"
NOETOKENWL=1 - He peructpupoBatb Hocutenu "Alladin eToken" panga

Winlogon

NOOSCAR2WL=1 - He peructpupoBaTtb HocuTenb "Ockap2" ansa Winlogon
NOTRUSTWL=1 - He peructpupoBatb HocuTenb "Maructpa" ans
Winlogon

NOTRUSTSWL=1 - He perncTtpmpoBsaTtb HOCUTENb "Maructpa

Cb6epbaHk/BGS" ansa Winlogon

NOTRUSTDWL=1 - He peructpupoBatb Hocutenb "Maructpa Debug" ans
Winlogon

NORUTOKENWL=1- He pernctpupoBatb HocuTenb "Rutoken" ana Winlogon *

YnpaBneHue pexunmamu paboThbl:

CPCSPR=1 - Ona Bepcum KC1 no3BonseT BblbpaTb pexuMm ciyxbbl
XpaHEeHUS Kto4yen (TOIbKO NpU yCTaHOBKE)

MEDIACSPS=1 - PernctpupoBaTb B CUCTEME OTAE/bHbIA NpoBanaep
ONS KaXA0ro TMna KatYeBblX HoCcUTenen (ToIbKO Npu YyCTaHOBKE)

CACHED=N - Hactponka «kswwupoBaHus knawouyen. Ecanm  N=0, 7O
Bbik/toveHo, ecnm N>0, To 3agaeT pa3Mep Kawa (TO/IbKO NPU YCTaHOBKE WM TOJIbKO
AN pexuma cny>X6bl XpaHeHUS K4Yen)

CSPDELETEKEYS=1 - Mpn ypaneHun npoayKTa yAanuT TaK Xe Bce
HaCTPOWKM N BCE KJOYEBbIE KOHTEMHEPDLI N3 peecTpa

YKa3zaHue CEpUIHbIX HOMEPOB JINLIEH3WUI:

PIDKEY= - icnonb3oBaTth yKa3aHHbIW CepUIiHbIA HOMep CSP
WLPIDKEY= - icnonb3oBaTth yKasaHHbIN cepuiHbii HoMep Winlogon
RPPIDKEY= - Mcnonb3oBaTb yKa3aHHbIN cepuitHbli HoMep Revocation
Provider

OCSPAPIPIDKEY= - Mcnonb30oBaTb yKa3aHHbIl cepuiiHbiin Homep OCSP Client
TSPAPIPIDKEY= - icnonb3oBaTtb yKasaHHbIn cepuiHbli HoMep TSP Client

CraHpapTHble napameTpbl Windows Installer (nogpobHee - cM. AOKyMeHTauMio:
http://msdn.microsoft.com/en-us/library/aa367988.aspx):

INSTALLDIR=... - [yTb ycTaHOBKMU

INSTALLDIR64=... - [lyTb yCTaHOBKM Ans 64-KOMMNOHEHT (x64, Itanium)
REBOOT=R - He nepesarpy>xaTb KOMMNbOTEP NOC/E YCTAHOBKMU
ADDLOCAL=mMopaynm - 3apaeT CMUCOK AOMNOJSIHUTENbHbIX MOAyneKn, KOoTopble

cneayert yCcTaHoBUTb (CMUCOK Yepes 3snATylo).
CyLiecTBylowwmne 4OMNOSHUTENbHbIE MOAYU: reprov, driver, compat.
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REMOVE=mMmopynu- )14 Y>KE YCTAHOBJIEHHOI'O NMPOAYKTA ynanseT ykasaHHble
MoAaynmn

/qb - yctaHoBka 6e3 MacTepa

/qn - yctaHoBka 6e3 OKOH

/L*v dann - cozpaHue xypHana yCTaHOBKMU

Onsa yaanenuns Kpuntollpo CSP:
msiexec /x {54A08450-B343-40B0-924E-68F031450996}

Mpumepsbl:
msiexec /i "d:\KpunTtollpo CSP 3.6\csp-win32-kcl-rus.msi" INSTALLDIR="d:\csp"
/L*v "c:\temp\csp.log" /gb

3. O6HoBneHne CK3U Kpuntollpo CSP

Ons obHoBneHusa Kpuntollpo CSP Ha OC Windows Heob6xoauMMo:

3anOMHUTbL TeKylwylo KoHdurypaumio CSP (yctaHoBneHHble AOCY, cuuTbiBaTENM,
HOCUTENW, NapamMeTpbl aAropMTMOB MO YMOSYaHUIO U T.M.)

yAanuTb WwrtaTtHbiMn cpeacteamn OC anctpmnbytme Kpuntollpo CSP
YCTAHOBMUTb aHaNornyHbli HOBbI AncTtpmbyTtmuB Kpuntollpo CSP
npy Heo6xoAMMOCTN BHECTU U3MEHEHUS B HACTPONKMN

KOUM U cepTMdMKaTbl COXPAHAKTCS aBTOMaTUYECKM.

4. BapwuaHTbl BCcTpanBaHua Kpuntollpo CSP un
KpunTtollpo TLS B npuknagHoe O

4.1. BcTpamBaHue Ha ypoBHe CryptoAPI 2.0.

Kpuntollpo CSP MoxeT 6blTb WCMONb30BAHO B MPUKIAAHOM MPOrpaMMHOM
obecneuveHnn (kak wn nwbor Apyron kpuntonposangep, nocrasnsembii ¢ OC
Windows) uepe3 uHTepdenc CryptoAPI 2.0, onucaHue KOTOpOro MNpuBEAEHO B
nporpaMMHoOm OOKYMeHTauunm MSDN (Microsoft Developer Network):
http://msdn2.microsoft.com/en-us/library/aa380255.aspx. B atom cnydae cnocob
Bblbopa kKpunTtorpadunyeckoro anroputMa B npuknagHom MO MoxeT onpeaensTbCcs
MaeHTMdUKATOPOM anroputMa OTKPbITOrO  K/K4Ya oTnpaBuTens/nonydarens,
cogepxaulerocsa B ceptudmkarte X.509.

BcTtpanBaHme Ha ypoBHe CryptoAPI 2.0 mo3BonsieT BOCMOSb30BaTbCs 60/bLLIMM
HabopoM  dyHKUMI, pewarowmnx 6onbWwWMHCTBO NpobneM  CBSA3AHHbIX C
npeacraeneHveM (dopmaramMn) pasnYHbIX  KpuUnTorpaduyeckux coobuieHumn
(noanncaHHbIX, 3awmndpoBaHHbIX), cnocobamMm npeacTtaBneHNs OTKPbITbIX KIoYen
B BuAe UMdpoBbIX cepTnudmkaToB, crnocobamm xpaHeHMs 1 NoucKa cepTudnkaTos B
pasnnyHbIX CNpaBoYyHUKaXx, Brkaoyas LDAP.

OyHkumm CryptoAPI 2.0 no3BOASAKOT MOMHOCTbK peanu3oBaTb NpeacTaBieHue U
obMeH [aHHbIMM B COOTBETCTBMM C MeXAYHApPOAHbIMW peKoMeHAauMsMn W
NHppacTpykTypon OTkpbIThiX Kntoyen (Public Key Infrastructure).

4.2. BcTpauBaHue Ha ypoBHe CSP

Kpuntolpo CSP ™MoxeT 6biTb HENoOCpeaCTBEHHO MCMOSIb30BAaHO B MPUKIAAHOM
nporpaMMHoOM obecrnevyeHnn nyTem 3arpy3ku MOAyNns C UCNONb30BaHUEM YHKLUUMU
LoadLibrary(). ina aTMx uener B KOMMNJEKT MNOCTaBkn BKJOHaeTcs PykoBOoACTBO
nporpamMMmcTa, onucbiBatowee coctaB GyHkumMn m Tectoeoe [10. Mpu Takom
peanusaumm  npuknagHomy O  gocTyneH /vWb  OrpaHUYeHHbIn  Habop
HU3KOYPOBHEBbIX KpunATorpaduyecknx @GYHKUWUI, COOTBETCTBYHOLWMWI WHTepdency
Microsoft CSP.
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4.3.

4.4.

Ncnonb3oBaHne COM mnHTepdeincos

Kpuntollpo CSP  mMoxeT 6biITb wucnonb3oBaHo w3 COM  uHTepdencos,
pa3paboTaHHbiX Microsoft.

e CAPICOM 1.0

e Certificate Services

e Certificate Enrollment Control
Certificate Enrollment Control

COM wuHTepdenc Certificate Enrollment Control (peanusoBaHHbI B (aine
xenroll.dll) npegHasHadyeH AN WCNOMb30BaHWA OFPaHMYEHHOro KOJIMYEeCTBa
¢dyHKkumMn  CryptoAPI 2.0, cBfA3aHHbIX C reHepauuen KKYen, 3anpocoB Ha
ceptudukatel un  obpaboTkor  cepTuduKaTtoB, NOAYy4YeHHbIX OT LleHTpa
CepTudmkaumm c ncnosb3oBaHUEM S3bIKOB NporpamMmmupoBaHus Visual Basic, C++,
JavaScript, VBScript n cpeabl pa3spaboTku Delphi.

MMeHHO 3TOT MHTepdeic KUCNoNb3yKT pasfindyHble nybnuyHble  LleHTpbl
Ceptudmkaumm (Verisign, Thawte mn 1. a.) npn dopMmmpoBaHum cepTnduKaToB
nonb3oBatenen Ha nnatdpopme Windows.

CAPICOM 1.0

CAPICOM (peanu3oBaHHbI B darine capicom.dll) npegoctaBnser COM uHTepdelic,
MCNOMb3YIOWNIA OCHOBHble dyHKUMM CryptoAPI 2.0. DTOT KOMMOHEHT sBAseTcs
pobasneHnem Kk yxe cyuwecTsytowemy COM uHTepdeincy Certificate Enrollment
Control (xenroll.dll), KoTOpbI® peanu3ylT KIWEHTCKME GYHKUMN reHepauum
K/IH04Eel, 3anpocoB Ha cepTudukaTbl M o6MeHa C LeHTpOM cepTudurKauum.

C BbINYCKOM [@HHOMO0 KOMMOHEHTa CTas0 BO3MOXHbIM MCMOJSib30BaHME (QYHKLUMMN
(OpMUPOBAHNSA U MPOBEPKU 3NEKTPOHHOM UMbPOBOM MNOAMUCU, MOCTPOEHUSA W
npoBepKM uenoyek cepTudmkaTos, B3anuMoAencTens C pa3/INYHbIMU
cnpaBo4YHukamu ceptudukatoB (Bkatouasa Active Directory) ¢ mMcnonb3oBaHueM
Visual Basic, C++, JavaScript, VBScript wn cpeabl pa3spabotkn Delphi.
Ncnonb3oBaHme CAPICOM no3BonseT peanusoBaTb PYHKUMOHaNbHOCTb "TOHKOro"
KnueHTa B nHTepderice 6poysepa Internet Explorer.

KomnoHeHT CAPICOM gBnsietca cBo60AHO pacnpoCTpaHseMblM M MOCTaBAseTCS B

coctaBe Redistributable nHctpymeHnTapusa paspabotumka Microsoft Platform SDK.

MoapobHyto nHdopmaunto 06 nHtepdence CAPICOM MOXHO MoNy4ymTb Ha cepBepe

http://www.cryptopro.ru/cryptopro/documentation/capicom.htm.

Certificate Services

Certificate Services Bkawouyaer B ceba Heckonbko COM uHTepdeincos,

MO3BOJISIOWMX U3MEHUTb (PyHKUMOHaNbHOCTL LleHTpa CepTudurkauymm, BXoasLWEro B

coctaB OC Windows 2000/2003 Server. [Npu noMowmM AaHHbIX WHTepdencos

BO3MOXHO:

e ob6pabaTbiBaTb NocTynatoLwme OT NOsb30BaTesen 3anpockl Ha cepTudmukaTbl;

e  WN3MEHWTb COCTaB AaHHbIX (B TOM uuncne gonosiHeHmn X.509), 3anucbiBaeMbiX B
n3gaBaeMble LLEHTPOM cepTuUduKaThl;

e OnNpeaennTb AOMNONHUTENbHbIN cnocob nybnmkaumm (XpaHeHus) n3gaHHbIX
LeHTpOM cepTudnKaTos.

UHununanusauma 6unbnmortekm SSPI

MpounsBoanTcs 3arpyska 6ubnmotekn Secur32.dll.

C nomowbio ¢dyHKuum GetProcAddress nonydaeTrcsa ykasatenb Ha GYHKUMIO
InitSecurityInterfaceA (InitSecurityInterfaceW B cnyyae komnunaumm ¢ Unicode).
BbizoBoM dyHkumm InitSecurityInterfaceA (InitSecuritylnterfaceW B cnyuae
komnunsaumm ¢ Unicode) nonydaetca tabnvua dyHkumn SSPI.

Nnun, BMecTo ncnonb3oBaHuns GetProcAddress, noctatouHo nokounTb 6UbnmnoTeky
nmnopTta secur32.lib (Bxoaut B MS Platform SDK)

3anonHsetca cTtpyktypa SCHANNEL_CRED. lMons 3TOW CTPYKTYpbl AOMXHbI 6bITh
HYNeBbIMU, KpOME:

SchannelCred.dwVersion = SCHANNEL CRED VERSION;
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SchannelCred.dwFlags = SCH CRED NO DEFAULT CREDS |
SCH_CRED MANUAL CRED VALIDATION;

Onsa cepBepa U HE aHOHUMHOIO K/IMEHTa 3anoJIHATCA TakXe rnons:
SchannelCred.cCreds =1;
SchannelCred.paCred = &pCertContext.

MpuMmeuaHue. KoHTekcT ceptudumnkata pCertContext gomkeH coaepxaTb CCbUIKY
Ha 3aKpbITbIA K/OY.

MpounssoanTcs BbI30B PyHKUMKM co3aaHmsa Credentials: AcquireCredentialsHandle c
nepenavenn en crpyktypbl SCHANNEL_CRED n uMeHm naketa - UNISP_NAME
("Microsoft Unified Security Protocol Provider").

NHuumanusaums coenHeHuns K/INEHTOM npoun3BoANTCS BbI30BOM
InitializeSecurityContext 6e3 BxogHoro 6ydepa W cepBepoM - BbI30BOM
AcceptSecurityContext, nocne yero nget obbiyHbIn umkn Handshake.

MNMocne ycTaHOBNEHUS COEAMHEHUSs, HO A0 Hayana nepeaayvv AaHHbIX, MPUIOXKeHne
[OJKHO BbINOSIHUTL MPOBEPKY MapaMeTpPoB COeANHEHUs U cepTudukaTta yaaneHHom
CTOPOHbI.

Ona  nonyyeHns cepTuduKaTa YAANEHHOW CTOPOHbI BbI3blBaeTCsa QyHKUMSA
QueryContextAttributes c aprymeHTtom SECPKG_ATTR_REMOTE_CERT_CONTEXT.

[Ons nocTpoeHns ueno4vkm cepTudnKaToB peKoOMeHAYeTCs UCnosib3oBaHne MyHKUNm
CertGetCertificateChain, onucaHHyto B MSDN/Platform SDK/Security, (c dnaramm
npoBepK#, COOTBETCTBYOLWMMM BblI6paHHOMY YPOBHIO 6e3onacHocTK.
PekoMeHayeTCst MCnosib30BaTb dnar

CERT_CHAIN_CACHE_END_CERT |
CERT_CHAIN_REVOCATION_CHECK_CHAIN.
Lienouka cepTtudukaToB nposepsietca dyHkumen CertVerifyCertificateChainPolicy,
OonncaHHom Tam xe, C apryMeHToM pszPolicy, paBHbIM
OIDCERT_CHAIN_POLICY_SSL, wu aprymeHtoM pPolicyPara, 3anosiHeHHbIM
cnepyrowmm obpasom:

ZeroMemory (&polHttps, sizeof (HTTPSPolicyCallbackData)) ;

polHttps.cbStruct = sizeof (HTTPSPolicyCallbackData) ;
polHttps.dwAuthType = AUTHTYPE SERVER;
polHttps.fdwChecks = 0;

polHttps.pwszServerName = pwszServerName;

memset (&PolicyPara, 0, sizeof (PolicyPara));

PolicyPara.cbSize = sizeof (PolicyPara) ;

PolicyPara.pvExtraPolicyPara = &polHttps;
HeobxoanMo, 4Tobbl AN Kaxaoro ceptudurkaTa B Lienoyke

pCertContext->pCertInfo->SubjectPublickeyInfo->Algoritm->pszObjld
3akaH4ymBanacb Ha szOID_GR3410.

Bbi3biBaetcs pyHkuma QueryContextAttributes ¢ aprymenTom ulAttribute, paBHbIM
SECPKG_ATTR_CONNECTION_INFO, gns nonyyeHus napaMeTpoB COEAUHEHUS U
WX NPOBEPKM Ha BbIMOSIHEHWE YCNOBUIA:

ConnectionInfo.dwProtocol == SP_PROT TLS1 CLIENT
ConnectionInfo.aiCipher == CALG G28147, ConnectionInfo.aiHash ==

CALG GR3411

aiExch=CALG DH EX EPHEM wym CALG DH EX SF

WndposaHusa/pacwmnbpoBaHme peanusyeTcs C NOMOLLbIO dyHKUMI
EncryptMessage()/DecryptMessage().

MpuMmeuaHume. [JonxHa 6biTb 0becneyeHa koppekTHas obpaboTka Ko40B BO3BpaTa
dyHKumn SSPI. MNpn 3TOM cnepyeT yunTbiBaTb, 4TO TpebyeTcsa pasHasa obpaboTka B
3aBMCUMOCTU OT TOro, ABASIeTCS KOA4 BO3BpaTa KOAOM YCMELHOro BbINOSHEHUS
dyHKUMN, KOAOM He daTanbHOM ownbkn, He Tpebyloweln pa3spblBa COeANHEHUS,

KOAOM daTanbHoOM ownbkn, Tpebytowen pa3pbiBa coeanHeHus.
Bce HeobpabaTtbiBaeMble KOAbl BO3BpaTa OWWMOOK AOMXKHbI MPUBOAUTL K PpaspbiBY
COefIHEeHuUs.
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4.5. 3aBepluleHmne ceccumun

KoppekTHoe  3aBeplueHMe  ceccumu OoCyLlecTBsdeTcs Bbl30BOM dYHKUMM
ApplyControlToken/

4.6. TpeboBaHusa 6e3onacHOCTH

1. TlpuMeHeHne Moayns MOAAEPXKKM CETEBOW ayTeHTUdUKauMW AoMycKaeTcs
TO/IbKO MpW  UCMOMb30BaHWMM  OTKPbITbIX  K/OYEW cepBepa W KAWEHTa,
CcepTUdMLUMPOBaHHbIX 4OBEPEHHbIM LLEHTPOM CcepTUdMKaLMM

2. [lpunoxeHuneM [omkHbl obecneumBaTbca MNpoBepka cepTudurkaToB B
coobuwenmnax Certificate n CertVerify, nposepka 12 6anTt B coobweHuax Finished
KJIMEHTa W cepBepa, SBSILWNXCS UMUTOBCTaBKaMn K MHGOpMaumMn Bcero guvanora
KJIMEHT-CepBep B NpoLecce yCTaHOBNIEHUS CECCUU, KOHTPOJSIb COOTBETCTBUS MMEHU
knueHTa (cepBepa) IP-agpecy, No KOTOPOMY yCTaHOBJIEHa Ceccus.

5. CocTtaB 1 Ha3HaYeHne KOMMNOHEHT NPOrpamMMHOro
obecneveHna CK3U

MporpamMmMHoe obecneyeHne CK3M Owmnbka! MCTOUHUK CCbIJIKM He HaWAeH. npu
(YHKUMOHMPOBAHUMN noa ynpasfieHnem ocC Windows
2000/XP/2003/Vista/2008/7/2008R2 coCcTOUT U3 CneayroWwmx KOMMOHEHT:

1. CepBucHble Moaynu;

2. Moaynun HacTpOMKK BCTPOEHHOM MOACUCTEMbI KpUNnTOorpadmuyeckomn 3amTbl
nHgopmauum (MK31N) OC Windows;

3. Moaynu conpsixeHuss Owmnbka! MICTOUHMK CCbIJIKM He HalfeH. Co
BCTpOeHHbIM NK3UM OC Windows n nHtepdeinc kpuntorpadmyeckoro cepeuca;

4. CK3/ Owmbka! MCTOUHUK CCbIJIKM He HalAeH., peanunsyollee Lenesble
dYHKUUM KpunTOnpoBalaepa B GopMe:

- 6ubnunoTek, 3arpyxaembiX B afpecHoe NpoCTPaHCTBO NPUNOXKEHUS;
- KpunTOorpadmnyeckoro cepemca XpaHeHus KNo4ven;
- KpunTorpaguyeckoro apaneepa;

® N oW

- 6ubnuoTtek npotokona Kpuntollpo TLS.

5.1. CepBuUCHblIe MOAYNN

5.1.1.

5.1.2.

5.1.3.

CepBucHble Moaynn obecneymBarT KOHTPOAb  LUENIOCTHOCTM  AucTpubyTtmea
Ownbka! UCTOYHUK CCbIIKM He HaWAeH., ero YCTaHOBKY W yjaaneHwe u3
OMnepaLMoOHHON CUCTEMBI, a Tak Xe KoHdurypaumo napametpos CK3U ana kaxagoro
nonb3oBaTens.

Moaynb KOHTPOAS LEeoCTHOCTM ANCTpUbyTnBa

Moaoynb cpverify.exe, cMm. [lpunoxeHne 1, npegHasHaydeH AN KOHTPONS
uenoctHoctn auctpubytmea npu yctaHoBke MO CK3UM Owmbka! WUcCTOUHMK
CCbIJIKM He HaWAeH. Ha KoMMbtoTepe nosb3oBaTtens (NoCcTaBAseTCS COBMECTHO C
anctpnbytmnseom).

AnctpubyTtns

Onctpnbytne CK3M Owmbka! UCTOUHMK CCbIJIKM He HaWAeH. MNOoCTaBAseTCs B
Buae naketa "Windows Installer" (dbann csp-win32-kcl-rus.msi nam nogobHoe
HasBaHue. B Has3BaHuM Qanna yCTaHOBLMKA MPUCYTCTBYEeT o0b603HaveHue
nnat¢opMbl, AN KOTOPOW OH NpeAHasHa4yeH, KiacC 3awmTbl U A3blK YCTAaHOBKMN).
MNMpu 3anycke dann csp-win32-kcl-rus.msi pa3BopaymBaeT CTPYKTYypbl AaHHbIX
AncTpnbyTmBa BO BPEMEHHbIN KaTasnor n npoBoauT yctaHosky MO CK3M Owmnbka!
MCTOUYHMK CCbIJIKU HEe HalfEeH..

Moaynb KOHpUrypaumm

Moaynb cpconfig.cpl obecrneuvBaeT BO3MOXHOCTb YMNpaBieHUs MOSb30BaTeNeM
koHdburypaumnen MO CK3M Owmbka! UCTOUHUK CCbUIKM HEe HalpAeH., a TaK Xe
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5.1.4.

5.1.5.

COAEPXUT BO3MOXHOCTM  perucTpaummn  ycrtaHosneHHoro [0 wn  nonydeHus
nonb3oBaTtesnieM AOMNOSHUTENIbHOW MHMOPMaLNK.

Moaynb Wipefile
Moaynb wipefile ncnonb3syercs ana yaaneHusa dannos BMeCTe C COAEPXMMbIM Npu
WTaTHbIX U HeWTaTHbIX (CBONMPOBaHWE) CUTyauusax.

MoAy/nb KOHTPOJIA LEe/0CTHOCTU B n.paVlBepe

Ons paboTbl ¢ NobbiM 0TNAg4YMKOM MOAY/b KOHTPONS LESIOCTHOCTM B ApaviBepe
AosmkeH 6biTb OTKAKOYEH. [lopafoK OTKAKYEHUS AaHHOro MOAYNS OnucCaH B
AOKyMeHTe «Owunbka! UCTOUHUK CCbIJIKM He HaWAeH.».

5.2. Moaynu Hactpomnkun NK3N OC Windows

5.2.1.

5.2.2.

5.2.3.

Moaynun npepHasHayeHbl ans obecnedyeHms mcnonb3oBaHums MO CK3N Ownbka!l
MUCTOUHUK CCbIZIKM He HauaeH. B NK3M OC Windows. Moaynu Takxe peanusytoT
dopmMaTbl KpunTorpadmyecknx coobLlieHni, MCMONb3yeMbIX B 3allMLLEHHON’
anekTpoHHon noute (S/MIME), Office 2003/XP, Authenticode un dyHKkUMax
CryptoAPI 2.0, dopmMaTbl cepTuduMKaToB U nx obpaboTky.

NMpuMeuaHne. TlONHbLIK MepeyeHb MNOAAEPXKMBAEMbIX MPUNOXKEHWNN

') Microsoft npuBeneH B gokyMmeHTe "XXTAW.00050-03 90 01. KpunTtollpo
CSP. OnucaHue peanusaumnOwmbka! WUCTOYHUMK CCbUIKM He
HaupeH.".

Moaynn HacTpolhkm knaccuguumpyrotcad kak [K3M wn OTBETCTBEHHbI 3a
MCcrnonb3oBaHWe Kpuntonposaiaepa Owmnbka! MICTOUHUK CCbIJIKM He HaWAEeH. Co
CTOPOHbI MNpunoxeHun. OHM obecneunBaloT BbI3OB CepBUCa Kpuntorpaduyecknx
dYHKUMN, HO He o6pabaTbiBaloT K/KYEBYD UM KpunTorpaduyeckm onacHyro
MHdopMauuio (He MMelT AOCTYyNna K KayaMm 1 T. n.).

Moaynb pacwmpeHnsa n Hactponkun CryptoAPI 2.0

Moaynb cpext.dll asnseTca 3apernctpmpoBaHHon B cucteMHoMm peectpe Windows
AOVHaMnyeckon mnbnunotekoint (DLL) pacwmpeHuns CryptoAPI 2.0 n obecneymBaert:

e YCT@HOBKY COOTBETCTBMS MexAay uaeHTudukatopamm obvektoB (OID) B
KpunTtorpadumyecknx coobeHnax n ceptmdukatax OTKPbITbIX KKOYEN U
dyHKkuMaMn CK31 Owmnbka! MICTOUHUK CCbIJZIKM He HaleH.;

e ¢opmupoBaHme wu pasbop kpuntorpadumyeckmx CcooblweHun U
cepTMdUKaTOB OTKPbITbIX K/OYEN.

Moaynn nHuunanmnsaymm HaCTpomKn BCTpoeHHoro MK3U
OC Windows

Moayne wHunumanmsaummn ans OC Windows 2000/XP/2003/Vista/2008/7/2008R2
peanun3oBaH B Buae apariBsepa CProCtrl.sys. [lpaiBep obecneumBaeT 3arpysky
onpeaeneHHblX AuHamumyeckux 6ubnuotek (DLL) B aapecHoe mMpoCTpaHCTBO
npoueccos, ncnonbaytowmx CK3U.

JononHnTenbHO 3TOT mMoAay/b ocyulecTensaeT KOHTPO/1b LLeNOCTHOCTH
yctaHoBneHHoro MO Owunbka! MUCTOUYHUK CCbIIKM He HaihaeH. u MK3U
(nepuoanyeckun n npu 3arpyske 0OC).

Moaynb HacTponkn ana cuctemHoro DLL crypt32.dll

Moaynb cpcrypt.dll 3arpyxaetcas B BupTyanbHOE agpecHoe MpOoCTPaHCTBO
Kaxxaoro npouecca, K KotopoMmy noarpyxaetca crypt32.dll, gna ycraHoBneHus
nepexsatoB PyHKUWI, ncnonb3ytowmx nposargep Kpuntollpo CSP.

Hactpoiika 3akniovaetca B pgobasneHunm TIK3WM  Bo3moxHocTn  06paboTkum
naeHTUdNKATOPOB anropuTMOB, peanusyeMbiX KpuntonposangepoMm Kpuntollpo
CSP.
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5.2.4.

5.2.5.

5.2.6.

5.2.7.

5.2.8.

5.2.9.

5.2.10.

5.2.11.

5.2.12.

5.2.13.

Moaynb HacTponkn ana cuctemHoro DLL inetcomm.dll
Moaynb cpintco.dll 3arpyxaeTtcs B BUpTyasibHOE aApecHOe NPOCTPAHCTBO KaXAoro
npouecca, wucnonb3dywwero inetcomm.dll, ana ycraHoBneHus nepexsaToB
bYHKLUMNA.
HacTporika 3aknto4aeTcs B nogaepxxke A0NONHUTENbHbIX MAEHTUMDUKATOPOB anropmTMoB

M BO3MOXHocTen S/MIME, peanusyembix kpuntonpoBanaepoMm Kpuntollpo CSP,
npu ncnone3osaHmn B MO Microsoft Outlook n Microsoft Outlook Express.

Moaynb HacTpoukun ans cmctemHoro DLL certocm.dll

Moayne cpcertocm.dll 3arpyxaeTca B BupTyasbHOE afpecHoe MNpPOCTPAHCTBO
rnpouecca yCcTaHOBKM LeHTpa cepTudukauymmn (CA) OC Windows.

Moaynb no3sonseT HacCTpOUTb LEeHTp cepTudukKauMm Npu ero ycTaHOBKe Tak,
4yTo6bl NOAAEPXMBANUCh anropuTmbl Kpuntolpo CSP.

Moaynb HacTpoukun ans cucteMHoro DLL wininet.dll

Moayne cpwinet.dll 3arpyxaetca B BupTyanbHOEe aApecHOe MNpOCTPaHCTBO
npouecca Internet Explorer, ecnu B Hero otobpaxaetcs wininet.dll.

Moaynb No3BONSIET NMpaBu/bHO oTob6paxaTtb anroputmbl Kpuntollpo TLS B Internet
Explorer.

Moaynb HacTpouku ans cumctemHoro DLL advapi32.dll

Moayne cpadvai.dll 3arpyxaetca B BupTyasbHOE aApecHOe NpOCTPaHCTBO
Kaxaoro npouecca, ncnonbsytouwero advapi32.dll, ons yctaHoBneHunst nepexsaToB
dYHKLUMNA.

HacTtpoiika 3aksryaeTcs B nobasneHun BO3MOXHOCTHU o06paboTku

MAEHTUDOUKATOPOB anropuTMOB, peanM3yeMbiX KpunTtonpoaiagepoM Kpuntollpo
CSP.

Moaynb HacTponkun ans cucteMHoro DLL kerberos.dll

Moayne cpkrb.dll 3arpyxaetcs B BupTyasbHOE aApecHOe MNpPOCTPAHCTBO
npoueccos, wucnonb3dywowmux moaynb kerberos.dll, n obecneunsaetr smynauumio
noaaepXXkKu KpuntonposBanaepom ctaHaapTa Triple DES.

Moaynb HacTponkn TLS

Moayne cpschan.dll 3arpyxaetca B BupTyanbHOE appecHoe MnpOCTPaHCTBO
npouecca Internet Explorer, ecnu oH ncnonb3syet TLS.

Moaynb NO3BOAAT Ucnonb3oBaTtb anroputmel Kpuntollpo TLS B Internet Explorer.

Moaynb HacTponkn Authenticode

Moaoynb cpmssign.dll 3arpyxaeTcs B BuMpTyanbHOE ajapecHOe MnpOCTPaHCTBO
npoueccos, mcnonb3ylwmx TexHonoruto Authenticode, n pobasnsieT noanepxky
anroputmoB KpunTtollpo CSP.

Moaynu HacTponkn MS Office

Moayns cpMSO.dIl 3arpyxaetca B BMPTya/lbHOE aApecHOe MNpPOCTPaHCTBO
npoueccoe MS Word n MS Excell n nossonser noanucbiBaTb [AOKYMEHTbl C
nomoubto anroputmMos Kpuntollpo CSP.

Moayne cpExSec.dll 3arpyxaetca B BupTyanbHOE agpecHOe NpOCTPaHCTBO
npouecca MS Outlook, n HacTpamBaeT ero ana npasuibHoli paboTbl ¢ Kpuntollpo
CSP.

Moaynb HacTpomkmn XML

Moayne cpXML.dll 3arpyxaetcs B BupTyasbHOE aApecHoOe MNpOCTPaHCTBO
npoueccos, ncnonb3dywwmnx XML, n nossongetr NnpuMeHaTb anroputmbl Kpuntollpo
CSP ansa noanucu XML.

Moaynb HaCTpPOMKM KOHTpOJIIepa AOMEHA

Moayne cpkdc.dll 3arpyxaetca B BMpTyanbHOE aApecHOe MNpPOCTPaHCTBO
NnpoueccoB AOMEHHOW ayTeHTMdUKaUMM Ha KOHTpoJsiepe goMeHa u obecnedmBaeT
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BO3MOXHOCTb MCMOMb30BaHUS ANS MPOBEPKU MOAMUCK afirOPUTMOB, peasindyeMbiX
Kpuntolpo CSP.

5.3. Kpuntonposanaep Kpuntollpo CSP

5.3.1.

5.3.2.

NHTepdencHasa 6ubnnoTeka Kkpuntonposanaepa

NHTepdelicHas 6ubnunoteka cpcsp.dll peanusyetr crTaHAapTHbIN WHTepdenc
KpunTonpoBakaepa, COOTBETCTBYKOWMN cneundukaumm Microsoft Cryptographic
Service Provider, n obecneumBaeT AaHHbIN MHTepdenc Ans ob6blYHbIX MPUIOXKEHUN
yepe3 kpunrtorpaduyeckmnii cepsuc no RPC, wnu pana npusuaernpoBaHHbIX
NPUIOXEHUN (MMeLWKNX MpaBo AOCTyNa K YCTPOMCTBAM HOCUTESNIEN KI/HOYEBOro
KOHTelHepa) - HENOCPEACTBEHHO.

NHTepdelicHas 6ubnnoteka kpuntorpadmyeckoro cepamca

NHTepdelicHas 6ubnmnoteka cpcspr.dll obecneunBaeT BO3MOXHOCTb Ob6palleHus
O6bIUYHbIX MPUIOXEHUIN K CepBUCY Kpuntorpapuyeckmx @GYHKUUIA NO MPOTOKONY
RPC.

5.4. CK3U Kpuntollpo CSP

CobctBeHHO CK3M Owmbka! MCTOUHUK CCbIJIKM He HaWpaeH. peanusyer
uenesble PyHKUMWU KpunTorpaduryeckon 3awmnTtbl MHPOpMauum, paboTy C kaovamu,
OOCTYNn K KJ/4YeBbIM HOCUTenam, poctyn K dwusnyeckomy [ACH.

5.4.1. Peanuzauuna CK3U B bopMe cepBmca XpaHEHUs KAK4YEN
Moaynb cprmcsp.exe peanusyeT uenesble GyHKUMN Kpuntorpaduruyeckon 3awmTbl
MHdopmauum npu  obpaweHun no RPC ¢ fokKanbHOro KoMMnbiloTEpa AN
MHTEepdeNcHo bnbnunotekn KpunTorpadmyeckoro cepemca.
Moaynb obecneunsaeT:
e XpaHeHue n paboTy C KOHTEKCTOM YPOBHS 6ubnnoteku;
e XpaHeHue KpunTorpadunyecknx o6bLeKToB:
- KntoueBbix nap (MOCTOAHHbIX U BPEMEHHbIX);
- OTKpbITbIX KJ1toUel (BPEMEHHbIX);
- Kntouen ceccnin (BpeMeHHbIX CUMMETPUYHDIX);
- O6beKkToB PYHKLUNM XeLIMPOBaAHUS.
e BbINOJIHEHWE KpunTorpadumyecknx npeobpasoBaHum
5.4.2. Peanusauunsg kpuntonposanaepa B opMe npoarpyxaembix
6mnbnnortek
NHTepdeiic cpcspi.dll peanusyeT uenesble hYHKUUN KPpUNTOrpauUecKkon 3almTbl
nHdopmauum ana WHTtepdpericHo 6uMbnuoTekn KpuntonpoBaingepa (cm. 5.3.1) B
BapuaHTe dyHKunoHnpoBaHus NO Owmnbka! UCTOYHMK CCbIJIKM He HauaeH. 6e3
ncnonb3oBaHns UHTepdenca kpuntorpacdunyeckoro cepsmca (cum. 5.3.2).
5.4.3. Peanusauusa kpuntonposangepa B popme gpamnsepa sapa OC
NHTepderic  cpdrvlib.sys peanv3syeT noaAMHOXECTBO  UeneBblX  GYHKUUNA
KpunTorpadmuyeckon 3awmtbl uHbopMaumn ana  WUHTepcdpeiicHon GuGnuoTekn
KpunTtonpoBangepa B BapuaHTe dyHKumoHuposaHusa MO Owmbka! WUcTOUHMK
CCbIJIKM He HaunpeH. B sape OC Windows. [paliBep noaaep>X1BaeT BbINONHEHNE
dyHKUMA  WKndpoBaHMSA, UMUTO3ALWUTbLI, XELWPOBAHUSA, MNPOBEPKU MOAMNUCK W
BblpaboOTKy K/O4el cornacoBaHMs Ha 3deMepHbix Kknaw4vax. [paneep He
noafepXueaeT paboTy € NOb30BaTENbCKUMUN KTHOHAMMU.
5.4.4. WHTepdenc goctyna Kk dmsnyeckomy n bnoCH

Bnbnnoteka cprndm.dll o6ecneunBaeT yHudMUMPOBaHHbLIN MHTepdenc aoctyna K
dpusnyeckomy ACH nnun bruoACH.
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5.4.5.

5.4.6.

NHTepdencHble mogynun OACH

Ob6ecneuunBaloT peanusaumto goctyna Kk tunam ACYH:
bio.dll buoCH
accord.dll OCY MNAK "Akkopa-AMA3"
sable.dll [OCH anekTpoHHOro 3amka "Cobonb"

MaHenb ynpasneHusa pecypcamm CK3UN Kpuntollpo CSP

Ynpasnenne pecypcamm CK3W Kpuntollpo CSP ocyuwectBnsercs KOMaHAHbIM
darinom cpconfig.cpl yepes naHenb ynpasneHus “Ceoinctea: Kpuntollpo CSP”. K
OCHOBHbIM CpeacTBaM ynpasneHusa pecypcamnm CK3UM  OTHOCATCA CcpeacTtsa
ynpaBneHus:

e JINLUEH3NAMMU;

e N1CY;

o 6MBIMOTEKAMN CUMUTBIBAHUS KTHOYEBON MHMOpMaLun;

e 3aKPbITbIMK KJIHOYAMMK U cepTUPUKATAMN OTKPbITbIX KIOYel;
e napametpamum CK3U.

5.5. Moaynb nogaepXKun ceTeBon ayTeHTUdUKaumm
KpunTtollpo TLS

Moaynb NOAAEPXKW  CETEBOW  ayTeHTudukauum peanumsyetcs B dopme
noarpy>aemom 6mMbNMOTEKM U peanusyeT MOAMHOXECTBO WHTepdenca Microsoft
SSPI(SSP/AP) (cM. cooTtsBeTcTBYOWMI pa3gen MSDN). Moaynb obecneudmBaeTt
ayTEeHTMYHOE 3allMLleHHOe COoeAMHEeHMe MexAay nosib3oBaTesieM W CepBepoM.
cpssl.dil, cptis.dll, cpsspap.dll - npu ycraHoBke Moayns ayTeHTMdUKaumm
nogaepXxuBawuwlero ayreHtugukauuto B aomeHe, cpsspcore.dll, ssp.dll - 6e3
BO3MOXHOCTM AOMEHHOM ayTeHTUdUKaumu.

5.6. [1K3WN KpunTollpo CSP

5.6.1. WHTepdenc gocrtyna K KN4YeBblIM HOCUTENAM
Bubnuoteka cprdr.dll obecneunBaer yHUMUUMPOBaHHLIA MHTEpdEnNCc Aoctyna K
K/IOYEBbLIM HOCUTENSIM BHE 3aBUCUMOCTM OT UX TUNa.
5.6.2. WHTepdencHble MOAYNN YCTPONCTB XpPaHEHUS KNo4YeBOMn
nHdopmaummn
Moaynu obecneuymBaloT peanusaumio AOCTYNa K KOHKPETHbIM TUMaM KIOYeBbIX
HOCUTENEN U cunThIBaTENei:
fat12.dll - K guckoBsoay u guckerte 3.5"
reg.dll - K CACTEMHHOMY peecTpy U K/to4aM B HUX
accord.dll - k MAK Akkopa-AMA3
sable.dll - K 9/1IEKTPOHHOMY 3aMmky "Cobonb"
dallas.dll - k cuntbiBaTento Touch-memory Dallas
ric.dll - K cMapTkapte PUK n Ockap
emv.dll - K cMapTkapTte MPCOS EMV/3DES
hs.dll - K 3/IeKTPOHHOMY Kntodvy eToken
pcsc.dll - K cuyumTbiBaTenaM cMmaptkapTt u eToken, nopaepxwuBarowmm
mHTepdeinc PC/SC
ds199x.dll - k Tabnetkam DS1996, DS1995.
5.6.3. bBubnuoTteka nogaepXKu AOCTyrna K KN4YeBblM HOCUTENSM

Bubnunoteka cpsuprt.dll o6ecneumBaet peanmsaumio obwnx GyHKUMA JOCTyna K
pa3nMyHbIM YCTPOMCTBAM XpPaHEHUS KOUYEBbIX HOCUTENEN.
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5.6.4. Moaynb ASN1

MoaaepxmBaeT GyHKUMM Mpeobpa3’oBaHUss CTPYKTYP [AaHHbIX B MalUMHHO-
He3aBUCUMOe NpeacTaBleHME.

5.6.5. Wcnonb3oBaHue knwo4den peectpa Windows

YcTaHoBKa MporpaMMHoro o6ecrnevyeHus AO/KHa MPOU3BOAUTCS MOSb30BaTeENEM C
npaeamMuM agMuMHuUcTpatopa. [pu 3TOM MporpaMMa YCTaAHOBKWM TpebyeT AoCTyn K
cneayowmM KyaM peectpa:

¢ HKEY_LOCAL_MACHINE - nonHbI1 goctyn;
e HKEY_CLASSES_ROQT - nonHbIi gocTyn.

Mpu ncnonbsoBaHnn CK3N Owmnbka! MICTOUHUK CCbIJIKM He HaWAEeH. W co3aHumn
Kno4den nonb3oBatenen 6e3  umcnonb3oBaHua dnara CRYPT_LOCALMACHINE
TpebyeTcs A4OCTYN K CrieayowmM Kio4yaM peecTtpa:

e HKEY_LOCAL_MACHINE - uTeHue, nepeydncreHune;

e HKEY_LOCAL_MACHINE\SOFTWARE\CryptoPro\Settings\USERS -
cosflaHne NoAK/YeNn, YTeHne, nepedncieHue;

e HKEY_LOCAL_MACHINE\SOFTWARE\CryptoPro\Settings\USERS\SID -
nonHein goctyn; SID - SID nonb3oBaTtens.

Mpn wncnonb3oeaHmn CK3W u co3gaHmn KAKOYEW C  wUcnosib3oBaHuveM nara
CRYPT_LOCALMACHINE pononHutenbHo TpebyeTcs AOCTYN K CNeAyrwWwmMM KioyaM
peecTpa:
e HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings - nonHbin
AocTyn.

Onga n3MeHeHusa koHdurypaumn CK3U Kpuntollpo CSP ¢ ucnonb3oBaHUEM MNaHeNm
ynpaeneHuss (Control Panel), kpome Toro, TpebyeTcs MOSHbIA AOCTYN K KJHOYYy
peectpa HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro.

MpumMeuvanue 1. o ymonyanuo Kpuntollpo CSP MoxeT ncnonb3osaTb 40

65536 onucaTtenen kpuntorpadunuyecknx obbekToB. [N yBENINUYEHNS 3TOrO

3Ha4yeHuns Heobxoammo fob6aBUTb B peecTp

(HKEY_LOCAL_MACHINE\SOFTWARE\Crypto

Pro\Cryptography\CurrentVersion\Parameters) napametp DWORD, paBHbI#
TpebyemMoMy uncny onucatenen, Ho He 6onee 1048576.

MpumeuaHue 2. [lonyckaeTcs XpaHEHMe 3aKpbITbiX KAto4deln B peectpe OC
npu ycnosuu pacnpoctpaHeHmss Ha HDD wnn M3BM c HDD TtpeboBaHuit no
obpaweHnto C K/YEBLIMXU HOCUTENSMM, B TOM 4YWUCAE W MOCMe yaaneHus
Ko4Yen n3 peecrpa.

6. Kpuntorpadpunuyecknin nutepdpenc CryptoAPI

KpunTtorpadunueckuin nutepdgenc CryptoAPI no3sonsier:

9. 1. ObecneunTb NpUKNAAHOMY YPOBHIO AOCTYMN K KpUNTOrpauyeckmm
dYHKUMAM ANa reHepaunm kiden, GopMmnpoBaHmns/npoBepPKN 3/1EKTPOHHOMN
umdpoBon nognucu, wndposaHus/pacimdpoBaHnsa AaHHbIX B YC/IOBUAX
M30/IMPOBaHMNSA NMPUKIAAHOIO YPOBHS OT YPOBHS peanusaumi
Kpuntorpadunyecknx GyHKUni. NMpUnoxeHUaM 1 NpukIagHbiM NporpaMMmcTam
He HYXXHO AeTasnbHO BHUKATb B 0COBEHHOCTM peannsaumm Toro uiam MHoro
anropuTMa WamM U3MEHATb B 3aBMCUMOCTU OT asiropMTMa NpukagHble
nporpamMmbl.

10. 2. Ob6ecneunTb O4HOBPEMEHHOE MUCMO/b30BaHME pa3HbIX aNropMTMOB U
pa3nnyHbIX UX peanun3aumin Kak NporpaMMHbIX, TaK U annapaTHbIX.

Obwas apxutekTypa Kpuntorpaduyeckmx dyHKUUIA NoKasaHa Ha puc. 1.
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CAPICOM CoM MpunoxeHus
Certificate Services Cutiook  § Oullook Express | Authenticode | Internet Explorer

Cerfficate Enrolment Gontrol |

Srnart Card Enrollrment Confral ‘

WuTepdreiic Crypto APl 2.0

" He N i Dez
(Y HILMM CNPEE DUHHICE GERTHMIET OB BricomoypoEHEER 2 diyHILMK KM NTOMa MY ECHNK s‘;z::ﬂ#;z “uﬂl;,er:"i:e‘:::;:::::
Cerfficate Store Functions coobwerwd Simplified Message Funcions ¥ SUpp

CryproPro SChannel

Huzioyp 0BHEEEIE COYHILMK KPMNTON P dMUeCcia
coobwenud Low Level Message Functions

Microsoft Unified Security

Qr )
YHILYAM 0P OBEH MA/IEKD JHp DEAHKA Protosal Pravider

CEPTUMIATOR Basoeeie kpunTompadmueckie dyHILMuM
CryptEncodeiCryptDecode (ASH. 1) Base Cryplography Functions

. !

WuTepchere Mpunmorpadg#yvectinx chy ey Cryptographic Service Providers

Microsoft Base Cryplographic Provider 1.0 Crypto-Pro Cryptographic Service Provider
Gernplus GernSAFE Card GEP w10 Microsoft Strong Cryptographic Provider
Microsoft Base DES Cryptographic Provider Microsoft Enhanced DSE and Diffie- Hellman Cryptographic Prowvider

Microsoft Base D55 and Diffie-Hellnan Cryptographic Provider MWicrosoft Enhanced Cryptographic Provider v1.0

Puc. 1. Apxutektypa kpuntorpacdpmuecknx pyHkumin B OC Windows

Obwasa apxutektypa CryptoAPI 2.0 npeacrtaBneHa nMATblO  OCHOBHbIMU
dYHKUMOHaNbHBLIMK TPpynnamMn:

BaszoBble kpunTorpaduyeckme dyHKUUU
K 6a30BbIM hYHKLMSAM OTHOCATCS:

- GYHKUMK nHMUmnanmnsaummn (paboTbl C KOHTEKCTOM). DTU DYHKLMUN NMPeaoCcTaBnsoT
NMPUNOXEHNIO BO3MOXHOCTb BblbpaTb OMNpeAeneHHbli KpunTonpoBangep no Ttuny
MMeHWN nnu no TpebyemMon PyHKLMOHANbHOCTH;

- OYHKUMN reHepaunm Kaw4yen. 3TM pyHKUMM npegHasHadvyeHbl Ans gopMmnposaHus
N XpaHeHUs KpMNTo-rpadunyecknx KYern pasfinyHbiX TUNOB;

- dYyHKUMN oBbMeHa k4daMu. DT DYHKUMM npeaHasHayeHbl Ans Toro, 4tobbl
MPUNOXEHNS MOTIM 0B6MEHMBATBLCS Pa3/INYHLIMKM TUMAMKU KIOYEBOW MHMOpMaunm
ans obecneyeHus B3auMoaencTemsa mexay coboii;

- OYHKUMM KOoAMpOBaHUS/aekoanpoBaHus. JaHHble dYHKUUM NpegHa3Ha4vyeHbl ANns
npeobpaszoBaHnsa (KOAMPOBaAHWSA) W3 BHYTPEHHeEro npeacTtaBieHns o06bLekTos,
ncnonb3yembix B CryptoAPI, BO BHellHee npeacTaeneHne n obpatHo. B kavectse
BHELIHEro npeacTaBsieHns o06bekToB ucrnonb3yetcsd dopmat ASN.1 (Abstract
Syntax Notation One), onpeageneHHbin cepueinn pekomeHpaumn X.680. K 3Ton xe
rpynne  @dyHKUMIA OTHOCUTCS Habop (@yHKUMA, MO3BOMSAKOWMX PacCLNPUTb
dyHKuMoHanbHoCTb CryptoAPI nyTem peanusaumm n perucrpaumm cobCTBEHHbIX
TMNOB 06BLEKTOB;

- dyHKuMn paboTbl CO cCnpaBOYHWKaAMK cepTuUdMKaToB. DTa rpynna GyHKUMA
npegHasHavyeHa Ans XpaHeHus n obpaboTkm cepTuduKaTtoB B PasNYHbIX TuUMNax
CNpaBoOYHUKOB. lpvyemM B KayecTBe CrpaBOYHMKA MOryT MCMOb30BaTbCHA CaMble
pasnuyHble TUMbl XPaHUAWLL: OT NpocToro danna ao LDAP;

- BbICOKOYpOBHeBble dYyHKUMM 06paboTkm kKpunTtorpadmyecknx cooblieHui. STa
rpynna ¢yHkuuii  (Simplified Message Functions) B nepByl ou4epeab
rnpeaHasHayeHa pAsa wucnosnb3oBaHusa B npuknagHoMm [10. C noMowblo 3Tux
PYHKUNA MOXHO

- 3awundpoBaTtb/pacwndpoBaTb COO6LEHNE OT OAHOIO MNOSb30BATENS K APYrOMY.
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- MoanucaTb AaHHbIE.
- [poBepuTb NOAMUCHL AAHHbIX.

O™  dyHKuMM (Tak Xe Kak U  @GYHKUMW HU3KOr0 YPOBHSI) OMepupyloT
cepTudunkaTamm OTKPbITbIX Kntouen X.509 ans agpecaunm
oTnpasuTens/nony4vatens AaHHbiXx. B kadectBe dopmaTa AaHHbIX, GOPMUPYyEMbBIX
dyHKUMaMKn, ncnonblyetcs popmat PKCS#7 (RFC 2315) wnn CMS (RFC 2630) B
Windows 2000.

- HU3KOYPOBHEBbIE PYyHKUMN 06paboTkn kpuntorpadunyeckux coobuieHui. JaHHas
rpynna ¢yHkumn (Low Level Message Functions) npepgHasHadeHa Aans
aHanornyHbIX Lefnen, 4Yto M rpynna BbICOKOYPOBHEBbIX GYHKUWUI, HO obnapaet
6onbwein yHKUMOHaANbLHOCTLIO M TpebyeT OT MpuKIagHoro nporpamMmMmmucra 6onee
AeTanbHbIX 3HaHWIM B 06nacTu NpuknagHon kpuntorpaduu.

/. BctpanBaHune CK3U B npuknagHoe MO

Mpu BcTpamBaHumM CK3M Owmn6ka! WMCTOUHMK CCbIJIKM He HahlgeH. B
npuknagHoe nporpaMMHoe obecneyeHne [OMXKHblI BbIMNOAHATbCA TpeboBaHus
pasgena 9 gokyMeHTa "Owmnbka! MCTOUHUK CCbIJIKUM He HalfeH.

8. TpeboBaHMsa Mo opraHM3auUMOHHO-TEXHUYECKNM U
aAMUHUCTPATMBHbLIM MepaM obecrneveHus
skcnnyataumm CK3U

8.1.

[onXHbl  BbINOAHATbCA  TpeboBaHWA MO OpPraHWM3auMOHHO-TEXHUYECKUM U
aAMWHUCTPATMBHbLIM MepaM obecnedeHus 6e3onacHocTn akcnnyaTtaumn CK3U B
obbeMe pasaenoa 15 n 16 gokyMeHTa "Owmnbka! MCTOUHUK CCbIJIKM He HalfeH.

TpeboBaHusa no noakntodeHnto CK3U ansa paboTol
no obLenoCTynHbIM KaHanaM nepegayvyn AaHHbIX

Mpu noaknoyeHnn CK3U K 0bwenocTynHbIM KaHanam nepesayn AaHHbIX 40KHA ObITb
obecneyeHa 6e30MacHOCTb 3aLWMLLLEHHOM CBA3W. [pK 3TOM A0MKHbI O6bITb ONpeaeneHsbl:
o MopanoK nogkntoveHna CK3U K kaHanam.
® BblAeneHo L0, OTBETCTBEHHOE 33 He30nacHOCTb PaboTbl NO 06LLLeAOCTYNHBIM KaHaNaM.
® Pa3paboTaH TMNOBOW pernameHT 3aLULLEHHON CBA3K, BKAKOYAIOLMIA:

- MONUTUKY 6e30MacHOCTM 3aLMLLEHHOW CBA3M.

- AONYCTUMBIM COCTaB MPUKAAAHbIX MPOrPAMMHbIX CPEACTB, /151 KOTOPOro AOMKHO
6bITb MCCNe0BaHO M 0BOCHOBAHO OTCYTCTBME HErATUBHOTO BAMAHMA HAa CK3U no KaHany nepegaum
OaHHbIX.

- nepeyeHb JONYCTUMbIX CETEBbIX MPOTOKO/0B.

- 3aWMTY CeTeBbIX COeAMHEHU (MepeyveHb AOMYCTUMbIX CETEBbLIX IKPAHOB).

- CMCTEeMaA U CPeacTBa aHTUBUPYCHOM 3aLUUTDI.

MopAaaok nogknoueHna CK3U K KaHanam cBA3K A0/KeH BbITb onpeaeneH sKkCnayaTupyoLLen
opraHusaume.
JNnuom, oTBeTcTBEHHbIM 32 6e30nacHOCTb paboTbl CK3U no obweaocTynHbIM KaHanam, Kak
npaBuao, fOMKeEH 6bITb aAMUHUCTPATOP 6e3onacHOCTK.
MepeyeHb CTaHAAPTHLIX NPOrPaMMHbIX CPeACTB, MpuBeAeHHbIX B M. 11.5, MoxKeT BKAOYaTbCA
aAMUHUCTPATOPOM B TUNOBOM pernameHT 6e3 nposeaeHUA AONOAHUTENbHBIX UCCAeA0BaHUI. Mpu
3TOM A,0NKHbl BbINONHATLCA:

1. cBoeBpemMeHHOe OBHOBNEHWE MPOrPAaMMHbIX CPEACTB, BKAOUYEHHbIX B COCTAB
pernamexTa.

2. KOHTposb cpeabl GyHKLUMOHMpPoBaHMA CK3N.

3. onpeaeneHve n KOHTPO/b 32 UCNOJIb30BAHMEM CETEBbIX MPOTOKO/OB.

4. cobnogeHne npasun nonb3osaHua CK3U 1 cpenoit pyHKUMOHMPOBaHNA CK3N.
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Mpw ncnonbsosaHmm CK3U ¢ gpyrMmm cTaHAAPTHBIMM NPOrPaMMHbIMU CPeACTBAaMM, BO3SMOMXKHOCTb
noaxntodyeHma CK3M Kk obwenocTynHbIM KaHalam nepesaym AaHHbIX A01KHA ObITb onpeaeneHa
TOJ/IbKO NOCNEe NPOBEAEHUA AONONHUTENbHbIX UCCNEA0BAHUI C OLLEHKON HEBO3MOXHOCTH
HEeraTMBHOIO BAMAHUA HapyLIMTena Ha GyHKLMOHUpoBaHMe CK3W, nCnonb3yowero BO3MOXHOCTU
06LLe0CTyNHbIX KaHanoB.

9. TpebosaHusa no 3awmte ot HCA

CK3/ Owmnbka! UCTOUHMK CCbUJIKM He HaWpAeH. B BapuaHTe WCMonHeHus 1
(knacc 3awmTtbl KC1l) npwm ycnoBum BbINOAHEHUS TpeboBaHWI HacTosLWero
PykoBoactBa obecneumBaloT 3awuTty KoHduAeHUMANbHOW  WMH@OpMauum  OT
BHELIHEro HapyLluTens, CaMOCTOATENbHO OCYLLECTBASIOWEro co3aaHue MeToAoB U
CpeAacCTB peanu3aummn atak, a TaKkXe CaMOCTOATE/IbHO peann3ylowero ataku.

CK3/ Owmnbka! UCTOUHUK CCbIIKM He HaWAeH. B BapuaHTe WCMNONIHEHUs 2
(knacc 3awmTbl KC2) ¢ MAK 3awuTtel ot HCA “Cobonb” nnbo “Akkopa AMA3" npwu
yCnoBumn BbINOJSIHEHUS HaCToALWMX Mpasun obecneuunBatoT 3awmTy
KOHpuaeHUManbHON MHQOpMauumM TakXe OT BHYTPEHHEro HapywuTtens, He
ABMSAOWErocs nosib3oBaTesieM CPeAcTB BbIYUC/INTENbHOM TEXHUKW, Ha KOTOPbIX
peanusoBaHbl CK3UW wu T[K3W, camMocCToATEeNbHO OCYLLEeCTBASIOWEro co3gaHue
MeTo40B M CPeACTB peanm3aumm atak, a TakXe CaMOCTOSITe/IbHO peanusytollero
aTaku.

3anpewaetca wucnonb3osaHme CK3W Kpuntollpo CSP B cnyvyae obHapyeHus
oTKasa obopyaoBaHus nnbo nporpamMmHoro obecneueHmns MAK 3awmntbl oT HCA.

9.1. OpraHm3auMoOHHO-TEeXHUYeCcKMe Mepbl 3awnTbl oT HC

JonxeH 6bITb peann3oBaH CreayloWwnin KOMMIEKC OpraHM3aumMOHHO-TEXHUYECKNX
Mep 3awunTbl oT HCA:

1. B cucTteMe perucTpupyeTtcs OAWH NMonb3oBaTenb C UMeHeM root,
obnagawowmii npasamMm agMMHUCTpaATopa, Ha KOTOPOro Bo3saraeTcs
06513aHHOCTb KOHpUrypuposaTb OC Windows
2000/XP/2003/Vista/2008/7/2008R2, HacTpamnBaTb 6e3onacHocTtb OC, a
Takxe KoHdurypuposaTb NMIBM, Ha koTopyto yctaHoBneHa OC Windows.

2. [Ons agMuHUCTpaTopa BbIbUpaeTcsa HaAeXHbl Naposib BXo4a B CUCTEMY,
YAOBNETBOPSAOLWMIA cnegyowmm TpeboBaHnsaM: AfiMHa Napons He MeHee 6
CMMBOIOB, Cpeaun CMMBOJIOB Naposisi BCTPEYAoTCS 3arjiaBHble CUMBObI,
NPOMMCHbIE CUMBONbI, LMMPbI U CNeumanbHble CUMBOSIbI, CPOK CMEHbI
naposis He pexe O4HOro pasa B Mecsl, AO0CTYN K Naposio AOMKEH 6biTb
obecrneyeH TONbKO NMosb3oBaTento root.

3. Bcem nonb3oBaTtensaM, 3apeructpupoBaHHbiM B OC
Windows 2000/XP/2003/Vista/2008/7/2008R2, aaMMUHUCTpaTOp B
COOTBETCTBUM C NONTUKOM 6€30NacHOCTH, NPUHATON B OpraHu3auunu,
[aeT MMHMManbHO BO3MOXHble A5 HOpManbHOM paboTbl npaBa. Kaxabin
nonb3osatenb OC Windows 2000/XP/2003/Vista/2008/7/2008R2, He
SABNSAOWMNACA aAMUHNCTPATOPOM, MOXeT NpocMaTpmMBaTh U pefakTMpoBaTb
TOIbKO CBOM YCTaHOBKM B paMKax npas A0CTyMna, Ha3Ha4YeHHbIX eMy
aAMUHUCTPATOPOM.

4. Ha koMmnbloTepe ycTaHaBnmBaeTcs Tonbko ogHa OC Windows
2000/XP/2003/Vista/2008/7/2008R2. He ncnonb3ytoT HecTaHAApPTHbIE,
M3MEHEHHble nn oTnagoydHble Bepcun OC Windows
2000/XP/2003/Vista/2008/7/2008R2 Takne, HanpuMmep, Kak
Debug/Checked Build. Ha Bcex HDD gomxHa 6bITb yCcTaHoBNEHa
dannosas cuctema NTFS.

5. [MpaBa poctyna Kk katanoram %Systemroot%\System32\ Config,
%Systemroot%\System32\SPOOL, %Systemroot%\Repair,
% Systemroot%\COOKIES, %Systemroot%\FORMS,
%Systemroot%\HISTORY, %Systemroot%\SENDTO,
% Systemroot%\PROFILES, %Systemroot%\OCCASHE, \TEMP, a Takxe
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darinam boot.ini, autoexec.bat, config.sys, ntdetect.com n ntldr gonxHel
6bITb YCTAHOB/EHbI B COOTBETCTBUM C MOJINTMKON B6e3onacHoCTH,
NMPUHSTON B OpraHM3aumm

6. [onxHbl 6bITb YCTAHOB/IEHbI OFPaHMYEHUs Ha AOCTYMN NMosb30BaTenen K
CUCTEMHOMY peecTpy B COOTBETCTBMW C MPUHSATON B OpraHmM3aumm
NoNuUTMKOM 6e30nacHOCTK, YTO peanmnsyeTtcs npu nomowm ACL nnm
yCTaHOBKOM NpaB AocTyna npu Hannume NTFS.

7. [donxHa 6biTb MCKNOYEHA BO3MOXHOCTb yAaleHHOr0 peaakTMpoOBaHMS
CUCTEMHOIO peecTpa.

8. [OonxHa 6biTb NpoBeaeHa yctaHoBka SECURITY_ATTRIBUTES npoueccos
M NOTOKOB B COOTBETCTBMMU C TpeboBaHMSAMK 6€30NacHOCTWN BCEM CUCTEMDI
B LieSIoM.

9. Ecnu HeT HeobxoaMMOCTH, He cneayeT UCNosb30BaTb NpoTokoa SMB. B
crnyyae Heob6x04MMOCTM UCMOb30BaHMS NpoTokona SMB napameTpbl
EnableSecuritySignature (REG_DWORD) un
RequareSecuritySignature(REG_DWORD) B kitoue
HKLM\System\CurrentControlSet \Services\LanManServer\Parametrs
OOMKHbI 6bITb YCTAHOB/IEHbI CO 3HAYeHMaMH 1.

Y rpynnel Everyone AonxHbl 6bITb yaaneHbl BCe NpUBUIErnN.
[onxeH 6bITb NepenmMeHoBaH nonb3oBatens Administrator.
JomkHa 6bITb OTKAKOYEHA Y4YeTHasa 3anucb A4S rocteBoro Bxoaa (Guest).

[0oNXHO 6bITb UCK/IOUYEHO UCMONb30BaHME pEXMMa aBTOMaTUYECKOro Bxoaa
Nnofib30BaTesNid B ONepaumoHHY0 CUCTEMY NpU ee 3arpyske.

[omkHo 6bITb orpaHn4yeHo C y4eTomMm Bbl6paHHOl7I B opraHunsauunn NoJINTUKN
6e30MacHOCTM UCMOSb30BaHNE NONb30BaTENSAMMN cepBuca Sheduler.

[DonxeH 6biTb oTKAOUeH cepsuc DCOM.

JomKHbl 6bITb OTK/IHOUYEHbI CETEBbIE NPOTOKOJIbI, HE UCMOSIb3yeMble Ha
naHHon MN3BM.\

B cnyyae nogkntoueHus N3BM c yctaHoBeHHbIM CK3U k 06WwenoCTynHbIM
ceTaAM nepefayn AaHHbIX OOMKHO 6bITb MCKIIOYEHO UCNONb30BaHue
JavaScript, VBScript, ActiveX n apyrnx nporpaMmHbiXx 06beKToB,
3arpy»aemMbiX U3 ceTu.

JonxHa 6blTb MCKOYEHA BO3MOXHOCTb CETEBOr0 aAMUHUCTPUPOBAHUS AN
BCex, Bkao4vasa rpynny Administrators.

[osmkeH 6bITb 3aKpbIT 4OCTYMN KO BCEM HE WCMOJIb3YEMbIM MOPTaM.

JomkHbl BKAOYaTbCs GUNbLTPbI Naposien, ycTaHaBIMBaeMble BMECTe C
naketamm obHoBneHnn OC Windows 2000/XP/2003/Vista/2008/7/2008R2.

[o/KHBI 6bITb UCKNOUYEHbBI UCMOMHEHNE U OTKPbITUE (hainoB, NONYYEHHbIX 13
06L1ef0CTYMNHbIX CeTe nepefaun AaHHbIX, 6e3 npoBeaeHUs
COOTBETCTBYIOLINX NMPOBEPOK HA NPEeAMET COAEPXKAHMSA B HUX MPOrPaMMHbIX
3aKn1afoK U BUPYCOB.

[onxHbl 6bITb yaaneHbl Bce obuwme pecypchl Ha MMOBM ¢ ycTaHOBNEHHbLIM
CK3U «KpunTtollpo CSP» (B TOM uncne n co3gaBaeMble Mo YMONYaAHWUIO Npu
yctaHoeBke OC Windows 2000/XP/2003/Vista/2008/7/2008R2), koTopble He
ncnonb3ytotcs. MNMpaBa A40CTyna K UCNOJb3yeMbIM 06LWNM pecypcaM AOKHBbI
6bITb 3a4aHbl B COOTBETCTBUM C NOSINTMKOM 6€30MacHOCTN NPUHSATON B
opraHusauun.

Mocne ycTtaHOBKM onepaumMoHHOM CUCTEMbI U3 KaTanora

% Systemroot%\System32\Config gonxeH 6biTb yaaneH dann sam.sav.
JonxHbl ncnonb3oBaTbcs Hanbonee 3almMEHHbIE MPOTOKObI
ayTeHTuduKaumm, peanmsoBaHHble B Windows
2000/XP/2003/Vista/2008/7/2008R2, ecnu dpyHKunoHuposaHue CK3U He
npeaycMaTpuMBaeT NpUMEHEHNE APYrMX MPOTOKOMOB.

Mo BO3MOXHOCTU CNeAyeT NMPUMEHSTb CaMble CUMbHbIE LWAB0oHbI
6e3onacHocTn (Templates).

. JomxkHa 6bITb pa3pa60TaHa CUcCTteMa Ha3Ha4dyeHnda U CMEHbI naponeﬁ.
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22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

[onxHO 6bITb 3anpeLeHo ncnonbL3oBaHne PyHKUNN pe3epBHOro
KonuposaHusa naponen (OC Windows XP).

[0nXHbl 6bITb OTK/TIOUEHbBI PEXUMbI OTOBPAXKEHNSA OKHA BCEX
3aperncTpmpoBaHHbIX Ha M2BM nonb3osaTtenel n 6bICTPOro NepekIYeHns
nonb3osartenen (OC Windows XP).

[onxHa 6bITb OTK/0OYEHA BO3MOXHOCTb YAaJeHHOro aAMMHUCTPUPOBAHNSA
M3BM c ycraHoBneHHbIM CK3U «Kpuntolpo CSP». (OC Windows XP).

$h0NXKHO 6bITb OrpaHUYEHO KOJIMYECTBO HeyZauHbIX MNOMbITOK BXoAa B
CUCTEMY, B COOTBETCTBME C NMOJUTUKOIM 6e30MacHOCTU, MPUHATOM B
opraHusaumm. PekoMeHayeTcsl 6510KMpOBaTh CUCTEMY MOC/e TPex HeyAauyHbIX
nonbITOK.

[onXHbl UCMONb30BaTbCA CUCTEMA ayAWUTa B COOTBETCTBUE C NMOMUTUKOWM
6€e30MacHOCTX, NPUHATOW B OpraHM3aunn, U OpraHM30BaH perynsipHbIi aHanus
pesynbLTaToB ayauTa.

JomkeH NpoBOAUTLCS PerynspHbiin NPOCMOTP COOBLEHMI B XypHane
cobbiTnih Event viewer.

OC Windows 2000/XP/2003/Vista/2008/7/2008R2 ponxxHa 6bITb HACTPOEHA
Ha 3aBepleHne paboTbl NpyM NepenoiHEHNN XypHania ayauTa.

JonxHa 6bITb 06ecneyeHa HEBO3MOXHOCTb Moandukaunm OC Windows
2000/XP/2003/Vista/2008 4epe3 0bwenoCcTynHbIe KaHanbl nepegavn aaHHbIX
(Windows Update, Remote Assistance, u 1.n.).

Mocne nHctannsaumun OC Windows 2000/XP/2003/Vista/2008/7/2008R2
AoKeH 6bITb yCTaHOBNEH nocnegHnin odpuumnanbHbln Service Pack oT ¢pupMbl
Microsoft, cywecTBytowmnmn Ha MOMeHT ycTtaHoBku OC Windows
2000/XP/2003/Vista/2008.

[onxXHbl ncnosb30BaTbCA NoanucaHHble agpaneepsbl. (ans OC Windows
2000/XP).

Ha Bce anpekTopuun, cogepxalime cucteMHble dannsl Windows n nporpammel
13 komnnekta CK3U, nonxkHbl 6bITb yCTaHOBNEHbI NpaBa AoCTyna,
3anpeLjatoume 3anmcb BCEM NoJsib30BaTeNnsaM, Kpome AAMMHUCTPaTOpa
(Administrator), Co3agatens/Bnagensua (Creator/Owner) n Cucrtemsl
(System).

JomkHa 6bITb NCKIOUEHa BO3MOXHOCTb CO34aHMS aBapMnHOro gamna
onepaTtMBHOM NaMsATK, TaK KakK OH MOXET coAepxaTb Kpuntorpaduyeckm
onacHyto nHdopmauumtio.

9.2. Hactpouka cucremHoro peectpa OC Windows

npu yctaHoske CK3U

Ha M3BM c¢ OC Windows 2000/XP/2003/Vista/2008/7/2008R2 npwu ycTaHoBKe
CK3U Heo6x04MMO NMpoBECTU HAaCTPOMKY CUCTEMHOMO peecTtpa:

e B KJllO4e

HKLM\System\CurrentControlSet\Control\LSA,
ycTaHoBuUTb napameTp RestrictAnonymous (REG_DWORD) co 3Ha4deHuem 1
ONS  UCKJIIOYEeHUs [0CTyna aHoHMMHOro nonb3oatensa (null-session) k
CMUCKY pasgensieMbiXx pecypcoB, a TakKXe AN WCKIKYeHUs [ocTyna K
COAEPXMMOMY CMCTEMHOIO peecTpa;

e AN MUCK/IIOYEHUA YyTeuyknm wuHdbopMaumm npu nepepade JAaHHbIX MO
mMeHoBaHHoMy KaHany \\server\PIPE\SPOOLSSyaanute nms SPOOLSS u3
Kto4ya
HKLM\System\CurrentControlSet\Services\LanManServer\Parameters\NullSession
Pipes;

e B K/lOUe

HKLM\System\CurrentControlSet\Services\LanManServer\Parameters
ycTaHoBUTb napameTpbl AutoShareWks n AutoShareServer, umetowme TMn
REG_DWORD, co 3HadyeHueMm 0 ansa 3anpeta aBTOMATMYECKOr0 CO34aHus
CKPbITbIX COBMECTHbIX PECYPCOB;
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e B KJlto4e

HKLM\Software\Microsoft\WindowsNT\CurrentVersion\Winlogon
yctaHoBuTb napameTtp CashedlLogonCount (REG_DWORD) co 3Ha4deHuem 0
ONA OTK/IOYEHMS K3LWNPOBaHUA Maponei NocneaHnx AecsTu nofib3oBaTenei,
BOLIEALWNX B CUCTEMY;

e B K/IK4e

HKLM\System\CurrentControlSet\Services\Eventlog\<LogName>
(LogName - wuMsa >XypHana pANns KOTOpPOro creayetr OrpaHuWunTb AOCTyn
rnosib3oBaTensm rpynnbi Everyone) YCTaHOBUTb napameTp
RestrictGuestAccess (REG_DWORD) co 3HaueHueM 1 Ana WUCKIK4YeHus
AOCTyna rpynnbl Everyone K CUCTEMHOMY XXYPHany 1 XypHany NpuUnoXeHui;

e B KJHOYe
HKLM\System\CurrentControlSet\Control\SessionManager\MemoryManagment
yctaHoBuTb napameTp ClearPageFileAtShutDown (REG_DWORD) co
3HayeHMeM 1 Ans BK/IOYEHUS MEXaHM3Ma 3aTMpaHus daiiia noaKkayuku npu
nepesarpyske;

e B kaoye HKLM\System\CurrentControlSet\Control\SecurePipeServers\
YCTaHOBUTb B COOTBETCTBUM C MOSIUTUKON 6e30MacHOCTU MPUHSTON B
opraHvsauuMuM paspelleHuss Ha [OCTyn K napaMmeTpy winreg Aans
OrpaHWYeHuns yaaneHHoro AoCTyna K peecTpy;

e B KJIlOYE
HKLM\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon\
ycTaHoBUTb napameTp AllocateFloppies (REG_SZ) co 3HayeHumem 1 pans

UCKNTIOYEHNA NapannenbHoro wncnosib3oBaHMda AuUCKoBoda ANA rmbkmnx
ANCKOB,

e B kntoye HKLM\System\CurrentControlSet\Control\Lsa ycTaHOBUTb
napameTp AuditBaseObjects (REG_DWORD) co 3HaueHueM 1 ans BKIKOYEHUS
ayauTa Ha 6a30Bble 06BbEKTLI CUCTEMDI;

e B knwove HKLM\System\CurrentControlSet\Control\Lsa ycTaHOBUTb
napametp FullPrivilegeAuditing (REG_BINARY) co 3HauyeHnem 1 pns
BKJIIOYEHUSA ayanTa NpUBUNETUNA;

e O/ UCKNIOYEHMS] Nepeaaym naposs nosb3oBaTenel No CeTM B OTKPbITOM
Buge (OC Windows 2000/XP) B knto4e
HKLM\SYSTEM\CurrentControlSet\Services\MRxSmb\Parameters yctaHOBUTb
napameTtp EnablePlainTextPassword (REG_DWORD) co 3HaueHuem 0.

9.3. Wcnonb3osaHue CK3W co ctaHgapTHbIMU NMPOrpaMMHbIMU
cpeactsamu COK

MporpammMHoe ob6ecneveHmne CK3UM XTAM.00050-02 no3BonseTr wCNOAb30BaTb
poccunckme kKpuntorpaduyeckme anroputMbl M cepTUdUKaTbl OTKPbITbIX KKOYen
ctaHgapta X.509 ¢ pasnmyHbiM NporpaMmmMHbiM obecneyeHuem Microsoft:

LeHtp Ceptudukaummn - Microsoft Certification Authority, Bxoaswun B cocTtaB
Windows 2000 Server, Advanced Server, Windows 2003 Server, Windows 2008
Server, Windows 2008r2.

dnekTpoHHas noyta - MS Outlook (Office 2007, Office 2003, Office XP, Office
2000).

dnekTpoHHas noyta - Microsoft Outlook Express B coctaBe Internet Explorer.
Microsoft Word, Excel, Info Path n3 cocraBa Microsoft Office 2003, 2007.

CpenctBa KoHTpons uenoctHoctn MO, pacnpocTpaHseMoro no cetun - Microsoft
Authenticode.

Cnyx6bl TepMmnHanos ana Windows 2003 Server, Windows 2008 Server, Windows
2008r2 Server (BkAto4Yas W03 cyxb TepMmHanos).

3awmuTta TCP/IP coeanHeHuii B ceTu WHTepHeT - npotokon TLS/SSL npu
B3ammogencTtemn Internet Explorer - web-cepsep IIS, TLS-cepsep, TLS-knueHT
(1E).

e SQL-cepsep.
o ISA cepsep.
o CepBep TepMnHanoB u knueHT (RDP).
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e CpeacrtBa MyHKUMOHMPOBaHMS KoMMekca pa3paboTkum
000 «KPUMNTO-MPO» Kpunto-Mpo YU 1.4, Kpuntolpo OCSP, Kpuntollpo TSP,
KpuntoAPM, CryptCP, KnneHnT KpunTtollpo HSM.

9.4. TpeboBaHusa no noakntoyeHnto CK3MN anga paboThbl
no obwenoCTynHbIM KaHanaMm nepeaaydn AaHHbIX

Mpw noaxntoyeHmm CK3M K 06LLe[0CTYNHbIM KaHanaM nepeaaydm gaHHbIX A0MKHA 6biTb 0becneyeHa
6e30MacHOCTb 3aLMLLEHHOM CBA3W. PN 3TOM AONXKHbI BbITb ONpeaeeHb:
o [lopagok nogkatoveHna CK3U K KaHanam.
e BbliaeneHo MU0, OTBETCTBEHHOE 33 6e30MacHOCTb PpaboTbl MO 06LWEeA0CTYNHbIM KaHanam.
e Pa3paboTaH TMNOBOW pernamMeHT 3alWMLLEHHOW CBA3W, BKAKOYAIOLLMNA:
- MO/IMTUKY 6E30MaCHOCTU 3aLLMLLEHHOWN CBA3M.
- AONYCTUMBII COCTaB NPUKNAAHbIX NPOrPaMMHbIX CPeACTB, A1 KOTOPOro A0XKHO 6biTh
nccnenoBaHo n 060CHOBaHO OTCYTCTBME HEraTUBHOTO BAMAHUA Ha CK3U no KaHany nepegayn AaHHbIX.
- nepevyeHb AONYCTUMbIX CETEBbIX NPOTOKO/IOB.
- 3alUUTY CETEBbIX COEANHEHUI (NepeYyeHb A0NYCTUMBbIX CETEBbIX 3KPaHOB).
- cucTtema v cpeacTsa aHTUBUPYCHOM 3aLUNUTbI.

Mopsaok noakntoueHns CK3U K KaHanam cBA3M A0/KeH ObITb onpeaenieH aKkcnayaTupyoLLein
opraHusaumen.

oM, OTBETCTBEHHbIM 33 He3onacHOCcTb paboTbl CK3M no ob6uies0cTynHbIM KaHanam, Kak Npasuio,
AO/IKeEH bbITb aAMUHUCTPaTOp 6e3onacHoCTy.

MNepeyeHb cTaHAAPTHbIX MPOrPaMMHbIX CPEACTB, NPUBEAEHHbIX B N. 9.3, MOXeT BKAOYaTbCA
AAMMHUCTPATOPOM B TUNOBOM pernameHT 6e3 NpoBeAeHUA [ONONAHUTENbHBIX UCCAEA0BaHUI. MPU 3TOM A0KHbI
BbINOJIHATLCA:

34.cBoeBpeMeHHoe 0O6HOB/IEHNE MPOrPaMMHbIX CPEACTB, BKAOYEHHbIX B COCTAB perfameHTa.

35.KOHTpOb cpeabl pyHKLMOHMPOoBaHUSA CK3N.

36.onpeaeneHne N KOHTPO/Ib 33 UCMOJIb30OBAaHMEM CETEBbIX MPOTOKO/OB.

37.cobnoaeHne npasua nonbzosaHua CK3U un cpenoit pyHKLuMoHMpPoBaHMA CK3U.

Mpu ncnonbsosaHum CK3U ¢ gpyrumm cTaHZapTHbIMW NPOrPamMMHbIMU CPeACTBaMM, BO3MOXKHOCTb
noakatoyeHuns CK3U K obwwen0CcTynHbIM KaHaiam nepeaaym SaHHbIX SO/IKHA 6bITb onpeaeneHa TONbKO nocne
npoBeAeHNA AONONHUTENbHBIX UCCNEeA0BaHUI C OLEHKOW HEBO3MOMXKHOCTN HEraTUBHOTO BJANAHUA HapyLUMTENA HA
dyHKuMoHMpoBaHue CK3U, ncnonbayroLLero BO3MOXHOCTH 06LLef0CTYMHbIX KaHa0B.

10. TpeboBaHuna no Kpuntorpadmnyeckomn sawmTe

e Jlo/KHbl BbINOMHATLCA TpeboBaHMSA MO KpunTorpaguyeckon
3awmnTte pasgenos 15 n 16 u gokymeHta XTAW.00050-02
90 02 B yacTtu, kacawuwemncsa OC Windows.

e [lepen HavanoMm paboTbl Ao/KeH 6biTb MPOBEAEH KOHTPOSb
LenoCTHOCTH.

e KOHTpoONeMm uenoCTHOCTU A0/KHbI 6bITb OXBayeHbl dansibi:
Windows 2000/XP/2003 32-bit:

e accord.dll, bio.dll, charismathics.dll, cpadvai.dll,
cpcertocm.dll, cpconfig.cpl, cpcrypt.dll, cpcsp.dll, cpcspi.dll,
cpcspr.dll, cpdrvlib.sys, cpExSec.dll, cpext.dll, cpintco.dll,
cpkrb.dll, cpMSO.dll, cpmssign.dll, cpoutim.dll, cprastis.dll,
cprdr.dll, cprndm.dll, CProCtrl.sys, cpschan.dll, cpssisdk.dll,
cpsuprt.dll, cpui.dll, cpverify.exe, cpwinet.dll, cpXML5.dll,
csptest.exe, dallas.dll, detoured.dll, ds199x.dll, dsrf.dll,
emv.dll, etok.dll, fatl2.dll, genkpim.exe, inpaspot.dll,
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jcard.dll, pcsc.dll, reg.dll, ric.dll, rtsup.dll, sable.dll, snet.dll,
wipefile.exe, cpocsp.dll, cpssl.dll, cpsspap.dll.

[OonNoNHUTENbHO NO KNaccy 3awmTbl KC2

cpcspi2.dll

AononHuutenbHo ana Windows Vista/7/2008/2008R2

cpcng.dll, cpenroll.dil, cpksp.sys.

Windows 2003 Itanium (x86)

bio.dll, cpadvai.dll, cpcertocm.dll, cpconfig.cpl, cpcrypt.dll,
cpcsp.dll, cpcspi.dll, cpcspr.dll, cpExSec.dll, cpext.dll,
cpintco.dll, cpMSO.dll, cpmssign.dll, cpoutim.dll,
cprastls.dll, cprdr.dll, cprndm.dll, CProCtrl.sys, cpschan.dll,
cpsslsdk.dll, cpsuprt.dll, cpui.dll, cpverify.exe, cpwinet.dll,
cpXML5.dll, csptest.exe, detoured.dll, dsrf.dll, emv.dll,
fat12.dll, genkpim.exe, jcard.dll, pcsc.dll, reg.dll, ric.dll,
snet.dll, wipefile.exe.

Windows 2003 Itanium (ia64)

bio.dll, cpadvai.dll, cpcertocm.dll, cpconfig.cpl, cpcrypt.dll,
cpcsp.dll, cpcspi.dll, cpcspr.dll, cpdrvlib.sys, cpext.dll,
cpintco.dll, cpmssign.dll, cprdr.dll, cprndm.dll, CProCtrl.sys,
cpschan.dll, cpsuprt.dll, cpui.dll, cpverify.exe, cpwinet.dll,
csptest.exe, detoured.dll, dsrf.dll, emv.dll, fati2.dll,
pcsc.dll, reg.dll, ric.dll, snet.dll, wipefile.exe; cpocsp.dll,
cpssl.dll, cpsspap.dll.

AonosHUTeNbHO NO KNnaccy 3awmntbl KC2

cpcspi2.dll

Windows XP/2003 64-bit (x86)

accord.dll, bio.dll, charismathics.dll, cpadvai.dll,
cpcertocm.dll, cpcrypt.dll, cpcsp.dll, cpcspi.dil, cpcspr.dll,
cpExSec.dll, cpext.dll, cpintco.dll, cpkrb.dll, cpMSO.dll,
cpmssign.dll, cpoutlm.dll, cprastls.dll, cprdr.dll, cprndm.dll,
cpschan.dll, cpsslsdk.dll, cpsuprt.dll, cpui.dll, cpverify.exe,
cpwinet.dll, cpXML5.dll, csptest.exe, dallas.dll, detoured.dll,
ds199x.dll, dsrf.dll, emv.dll, etok.dll, fat12.dll,
genkpim.exe, inpaspot.dll, pcsc.dll, reg.dll, ric.dll, rtsup.dll,
sable.dll, snet.dll, wipefile.exe; cpocsp.dll, cpssl.dll,
cpsspap.dil.

AononHuutenbHo ana Windows Vista/7/2008/2008R2

cpeng.dll, cpenroll.dil.

Windows XP/2003 64-bit (amd64)

accord.dll, bio.dll, charismathics.dll, cpadvai.dll,
cpcertocm.dll, cpconfig.cpl, cpcrypt.dll, cpcsp.dll, cpcspi.dil,
cpcspr.dll, cpdrvlib.sys, cpext.dll, cpintco.dll, cpkrb.dll,
cpmssign.dll, cprastls.dll, cprdr.dll, cprndm.dll,
CProCtrl.sys, cpschan.dll, cpsuprt.dll, cpui.dll, cpverify.exe,
cpwinet.dll, csptest.exe, dallas.dll, detoured.dll, ds199x.dll,
dsrf.dll, emv.dll, etok.dll, fati2.dll, inpaspot.dil, pcsc.dll,
reg.dll, ric.dll, rtsup.dll, sable.dll, snet.dll, wipefile.exe;
cpocsp.dll, cpssl.dll, cpsspap.dll.

[OonosHUTEeNbHO NO KJaccy 3awmTbl KC2

cpcspi2.dll

AononHuutenbHo ana Windows Vista/7/2008/2008R2

cpcng.dll, cpenroll.dll, cpksp.sys
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MpunnoxeHune 1. KOHTpOJIb LEeOCTHOCTU NPOrpaMMHOro

obecneyeHus

Moaynb cpverify.exe no3BoNsieT OCYLWeCTBAATb KOHTPO/Ab  LENOCTHOCTMU
YCTaHOBJ/IEHHOro nporpaMmmMHoro obecneyeHuns. KOHTpOAb LENOCTHOCTM annos
OCyLEeCTBNAETCA Npu 3arpyske danna Ha ucrnonHeHne (M NeEpUoanyveckm Bo BpeMs
BbIMOJIHEHMS) WM MNPU PYYHOM 3anycke NporpaMmMmbl KOHTPOASA LENOCTHOCTU (CM.
ONuUMI0 —FV HUXE).

Mpy NOMOLLM MEPEUUCNEHHbIX HUXe onuuii Moaynb cpverify.exe MoxeT 6biTb
WCMONb30BaH AN C/IeAYWMX KOHTPOJIbHbIX Lenei:

e cpverify —r2x out_file [xmlcatname] - ¢opmnposaHmne xml-darina c nmeHem
out_file, cogepxauwero cnucok dannos, Haxoaawmxcs B katanore xmlcatname nog
KOHTpPOJIEM LIe/IOCTHOCTU;

e cpverify —=x2r in_file [xmlcatname] - ycTtaHOBneHMe NOA KOHTPOJIb LIEIOCTHOCTH
darnosB u3 katanora xmlcatname, nepeuncneHHbix B xml-ganne c nmeHem in_file;

e cpverify —xv in_file [xmlcathame] - npoBepka uenoctHocTn annos n3 kartanaora
xmlcatname, nepeuncneHHbix B xml-garine c umeHem in_file;

e cpverify —rv [ xmlcatname] - npoBepka uenoctHoctn dannoB U3 Katanora
xmlcatname;

e cpverify =xm in_file out_file [xmlcatname] - BbluMcneHne 3HauyeHns xew-hyHKUUN
ANa Kaxaoro u3 annos, cogepxawmxcsa B katanore xmlcathame v nepeuncrneHHbiX B
xml-daine c umeHem in_file, n 3anncb Nony4YeHHbIX 3HaYeHU B xml-pain c nmeHeM
out_file. Tekyulee 3HaueHMe xeLWw-PYHKLUMA NPpU 3TOM 3aMEHSAETCS Ha BHOBb
NoCYUTaAHHOE.

e cpverify —-rm [xmlcatname] - BbluncneHmne 3HadeHns xew-OyHKUMN 4718 KaXA0ro 13
dannos, cogepxawmxcs B katasiore xmlcatname. Tekyuee 3HayeHne xew-OYHKUNN
npyv 3TOM 3aMeHsIeTCa Ha BHOBb MOCUYMTAHHOE.

e cpverify —d [catname] - yaaneHue katanora cathame mn3 cnucka KOHTPINPYEMbIX
dannos.

e cpverify —-mk filename - BbluncneHne 3HadeHnsa xew-PyHkKUMM ana danna c UMeHeM
filename.

e B0 Bcex nepeyncneHHbIX Bbllle Cy4dasX, ecnm He ykasaHo uMs katanora xmlcatname,
TO MPUHUMAETCA UMS KaTasora CpCsp, NCNob3yeMoe CSp AN KOHTPO/S LLe/IOCTHOCTH
BXOASLWMX B ero coctaB moaynen. CNMCoK KOHTPOSIMPYEMbIX MOAY/IEN 3aBUCUT OT
WCMOJTHEHMS N MOXET 6bITb NOSTyYeEH NMpu nomowm KoMaHabl cpverify —r2x in_file
cpcsp.

Ons  Toro, u4tobbl NOCTaBUTb MOA KOHTPO/Sb LIEJIOCTHOCTM  YCTAHOBJIEHHOE
nporpamMMHoe obecrnedeHune, HY>XHO BbINMOMHUTL C/IeAYIOLWY0 MOoCneaoBaTebHOCTb
OEeNCTBUiA:

1. Cosgatb xml-daiin, coaepxalmii CNMCoK yCTaHaBIMBaeMbIX N0 KOHTPOb
uenoctHocT dannos. AaHHbIN xml-dain 4OKEH UMETb CIeAYOLWY0 CTPYKTYpY:

<?xml version="1.0" encoding="utf-8" standalone="no"?>
<CProlntegrity>
<catalog name="TestControl">
<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
</entry>
<entry name=" verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
</entry>
</catalog>
</CProlntegrity>

2. 3anyctutb moaynb cpverify —xm in_file out_file TestControl, ykasas B kauecTtse
napametpa in_file uma cospaHHoro xml-danna. Pesynbtatom pabotel Mmoayns 6yaer
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aBnatbca xml-ann c umeHem out_file, conepxalinin BbIYNCNEHHbIE 3HAYEHUS XELU-
pyHKUMM ans nepeudncneHHbix B in_file dalinos n nmerowmi cneayowyo CTpyKTypy:

<?xml version="1.0" encoding="utf-8" standalone="no"?>
<CProlntegrity>
<catalog name="TestControl">
<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
<Tag>0941E781760004B3AEEODF6BC53CF460A6B137083948C0OBF6D5DD153D2
55FE86</Tag>
</entry>
<entry name=" verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
<Tag>A9CD3307A16F76DCE4E6E3A67ED7359658202C44D9812C532FCDS8EQO7B1
D7A7D6</Tag>
</entry>
</catalog>
</CProlntegrity>

3. YcTaHOBWUTb NOA4 KOHTPOJIb LLleNIOCTHOCTM hannbl, A1 KOTOPbIX 6b110 BbIYNCIEHO
3HaueHune xew-phyHKUMK, ncnonb3sys moaynb cpverify —x2r in_file TestControl,
roe napametpom in_file ssnsietca xml-dain, nonyyeHHbIn B pe3ynbTaTte
BblUMC/IEHMS 3HAUYEHUS Xew-PYHKUMN B MyHKTe 2.

MpunoxeHune 2. Cnyxbbl cepTUdUKaumm onepaunoHHOM
cuctembl Windows

Beaywme MupoBble MPOU3BOAUTENN CUCTEMHOrO M MPUKIALHOIO MPOrpaMMHOro
obecneyeHnss akTUBHO WMHTErpupyrT pelleHnsi, ocHoBaHHble Ha WHdpacTpykType
OTKPbITbIX K/KYEN B OMNEpPaAUMOHHbLIE CUCTEMbI U MPUIIOXEHUSA. APKNUM MpPUMEpPOM
SBNSieTCA onepaumoHHas cmctema Windows, nonHocTbio noaaepxusatowas MOK.

B onepaunoHHOM cucteme Microsoft Windows B nonHom obbeme peanu3oBaHa
NHdpacTpyKkTypa OTKpbITbIX KAKUYen. 3Ta MHGPaCTpyKTypa npeacTtaBnsieT cobon
MHTErpnpoBaHHbIi Habop cnyx6 1M cpeacts agMUHUCTPUPOBAHUA AN CO34aHUS U
pa3BepTbiBaHWSA MNPUIOXKEHWUN, NPUMEHSIOWMX KpunTorpaduio C  OTKPbITbIMK
KJlo4YaMu, a Takxke ANnS ynpasiieHus UMu.

NHdpacTpykTypa OTKpbITbIX KAKOYEW npeanofiaraeT uepapxuvyeckylo MoAenb
nocTpoeHus LEHTPOB cepTudukaumn. Takas MoAenb obecneunBaet
MacwTabupyemMocTb, yaobCTBO agMUHUCTPUPOBAHWUS U COMMACOBAHHOCTb C PacTyLUMM
UAC/IOM MNPOAYKTOB W UeHTpoB cepTtudukaumun. [lpocterwas dopma nepapxum
COCTOWUT U3 OAHOr0 LeHTpa cepTudukaummn, a B obLiemM cryvae — U3 MHOXECTBA C SIBHO
onpeaeneHHbIMKU OTHOLIEHUSIMU POAUTENbCKUN-A0YEPHNIA.

NHdpacTpyKTypa OTKPbITbIX KAK4YeNn, peann3oBaHHas B OMNepauuoOHHOM cucrteme
Microsoft Windows 2000/2003 no/sIHOCTbIO MOAAEPXKMBAET M MNO3BOJISET CO34aTb
nepapxuyeckyto Moaenb LEHTPOB cepTudukaumu.
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Intermediate CA Issuing CA

Issuing CA

R

Issuing CA

_ S LR

B coctaB cnyx6 ceptudumkaunmm onepaumoHHon cuctembl Windows 2000 BxoasaT
cnepyrowme cny>bbl 1 KOMMNOHEHTHI.

CepBuc ceptudukaLlmm

Cepsuc ceptudukaummn npegocrasnseTt Habop cnyx6 Ansa BbiNycka, ynpasieHus m
MCMNOJIb30BaHUSA CepTUMUKATOB OTKPbITbIX K/OYEN B 3alUMLLEHHBIX TEXHOMOMMSAX U
npunoxeHunax, ncnonessymwmx NOK. CepBuc ceptudnKkaumn BbIMOJHAET OCHOBHYHO
ponb B ynpasrieHnn 6e30nacHOCTbI0 TEXHOMNOMMIN U NPUNOXEHU n obecneymsaeT
npouecc A0CTOBEPHOro N KoHduaeHumanbHoro obmeHa nHdopMaumen.

KoHconb ueHTpa ceptudmnkaumm

KoHconb uUeHTpa cepTudukaummn ssnsetca paboyuMm MecToM aAMUHUCTpaTopa
6€30MacHOCTH, MO3BOJISAOWMUM YNPaBaTb CEpPTUdMKATaAMN OTKPbITbIX KIHOYEN.

{E2 Certification Authority

J Action  Yiew “ "~ -P|| ||§

Tree I Request ID | Requester Name | Binary Certificate | Serial Wumber | Certificate EFFE:I

3 Certification Authority (Local) Ezs04 WWWIILSR P e BEGIM CERTL.. 3efazcldion... 17.04.2002 18

=9 P C5P Test cA Elzsos WWWAIUSR Py -] BEGIN CERTL.. 4lefcadalnn,,,  18.04,2002 7:F
©[20 Revoked Certificates =l s WWWATLSR P - BEGIM CERTL.. 429c6fd3000...  15.04.2002 11

-425) Tssued Certificates Elzs07 WWWIILSR_F - BEGIM CERTL.. <429dS4f2000... 18.04.2002 11
[£3 Pending Requests Elzs0s WWAILSR P - BEGIM CERTL.. 42dcddd45000.,.  18.04.2002 12

‘|1 Failed Requests Elz509 WWWWATLSE P el BEGIM CERTL... 42e327d4000... 18.04,2002 12
Elzsin WWWMATLSRE P ] BEGIM CERTIL... 42e37cchb000... 18.04,2002 12
Elzs11 WWWWATLSE P el BEGIM CERTL... 42esflcc000...  18.04,2002 12
Elzsiz WWWMATLSRE P ] BEGIM CERTL... 42f7e89f000... 18.04.2002 12
Elzs1a WWWWATLSE P el BEGIM CERTL... 437fF3cf0000.., 18.04,2002 15
Elzs14 WWWMATLSRE P ] BEGIM CERTIL... 438b5429000... 18.04.2002 15
Elzs15 WWWWATLSE P el BEGIM CERTL... 033d9c95000.., 19.04,2002 14
Elzsie WWWMATLSRE P ] BEGIM CERTIL... 0360cSla00l... 19.04.2002 15
Elzsi7 WWWMATLSRE P ] BEGIM CERTL... 03%9cb262000.,. 19.04,2002 16
Elzs1a WIWWATIISE P BEGIM CERTL... 03bfbeda000... 19.04,2002 16

Elzsio WWWATUSR_Fin
Fl

BEGIM CERTIL... 03e9c498000.., 19.04,2002 17
GIM CERTI... 0447balel 3

19, 9

4]
| I I

CpeacTtBa paclwmpeHms hyHKLMOHaIbHOCTU CepBrUca cepTUdMKaLmm

CpeacTBa paclmnpeHus (DYHKUMOHANBHOCTH cepBuca cepTudmrKaumm
npefocTaBnstoT  Habop MeToAoB, MO3BONAKOWMX W3MEHSTb W pasBMBaThb
(PYHKLMOHANbHOCTL CTAHAAPTHOrO CepBuUca cepTuduKaumMmM Ans yAOBIETBOPEHMUS
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NOTPE6HOCTU KOHKPETHOM MPpUKNaAHON CUCTEMbl UMW TEXHOMOrUU. DTU CpeacTBa
No3BONISAIOT MHTErpupoBaTb CepBuUca cepTUuduKauum C pasfindHbIMKU CeTEBbIMU
CNpaBOYHUKAMK U MPUNOXKEHUAMUN, (POPMMPOBATL COCTaB CEPTUPMKATOB OTKPbLITbIX
Knyen, mognduunpoBaTb NpoUecc ynpasieHus ceptudurkaTamu.

KnuneHTckne cpeacrtsa B3anmMoaencTemns co cnyxbon ceptudunkauum

KnueHTckne cpeactBa nNpeaoCcTaBAsiOT Mofb30BaTeNsaM pasfinyHble MeToAdbl A4S
(dopMMpOBaHMS 3aKpbITbIX KJ/IHOYEN, 3anpocoB Ha cepTudukatel M 06paboTkm
cepTndunKaToB, BbIMyLLEHHbIX CNyX601i cepTudmKaunm.

ApXuUTeKkTypa cepBuca ceptTudunkaumnm

ApXUTEKTYypa cepBuca cepTuduKaLmm NpeacTaB/ieHa Ha C/IeAyIoLWeM pUCyHKe.

3aKpbITHIE

KPYNTONPOEANAER KMIOUM ?

OTKprTbIe BRENITVNPUB A e
KHOYM ' RIS PUEAVIAER

Ceprichukarel

S3anpocel |
PKCS10 ! /

|| Moayne _ Cnyx6a Moayne

i np1ema cepTnuKayum nyoanKaumm [~

! y CRL

/-' Yy
WaBnokel Moayne Basa
CepPTHRUKATOB NOANTHKN cepTHHKATOB

MpunoxeHune 3. YnpaBsieHne NpoTOKO/IMPOBaAHNEM

Onsa BKAOYEHUS/OTKOYEHMS npoTokonmpoBanusa ans Windows 32[Windows 64]
pobasnseTcsa B peecTp:

HKEY_LOCAL_MACHINE\SOFTWARE\[Wow6432Node]Crypto
Pro\Cryptography\CurrentVersion\debug\

DWORD napameTp cpcsp AN onpeaeneHns ypoBHS NpoTokona
DWORD napameTtp cpcsp_fmt pna onpegenenus ¢dopMarta NnpoTokosna

3HayeHMeM napaMeTpa YpOBHb MpoTokona saBAseTcs 6uToBass  Macka:
N_DB_ERROR = 1 # coobuweHus 06 owmnbkax
N_DB_LOG = 8 # coobLeHnsa o BbI3oBax

3HauyeHMeM napamMeTpa dopMaT npoTokosa sABnsetca  6uTtoBas  Macka:
DBFMT_MODULE = 1 # BbIBOAUTb MM MOAYyNS

DBFMT_THREAD = 2 # BbIBOAWUTb HOMEp HUTKKU
DBFMT_FUNC = 8 # BbIBOAUTb UMSA DYHKLUMM
DBFMT_TEXT = 0x10 # BbIBOAWUTb CaMO coobLieHue
DBFMT_HEX = 0x20 # BbiBOAUTbL HEX aamn
DBFMT_ERR = 0x40 # BbiBOAUTb GetLastError
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JIncT perncrtpaunm MaMeHeHun

JncT peructpaunm namMeHeHuin

Bcero
Homepa nuctoB (cTpaHuy) nmcToB
M3MEHEHHBIX | 3aMEHEHHbIX | HOBBIX anHynnpo- | (CTPaHuMU) | nOKyMeHTa
BaAHHbIX B IOKYMEHTe

NO

Bxopawnni
N® conpoBoau-
TenbHOro
OOKYMEHTa,
naTta

Moanuchb

[aTta
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