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AHHOTaUMA

HacTtosiuiee PykoBOACTBO A[OMNOJSHAET AOKYMeHT "XXKTAW.00050-03 90 02. Kpuntollpo CSP.
PykoBoactBo aamuHucTpatopa 6e3onacHoctn. O6was dacte" npu  ucnonb3oBaHum CK3U  nopg
ynpasneHuem OC iOS.

NHCTpyKuUMK aAMWHUCTpaToOpaMm 6e3onacHocTn " nosb3oBaTensm Pa3/INYHbIX
aBTOMaTM3MPOBAHHbLIX cUCTeM, mcnonb3yowmx CK3U XTAW.00050-03, foskHbl pa3pabaTtbiBaTbCs C
yyeToM TpeboBaHMIM HacToSLWero AJOKyMeHTa.

Cnncok cokpalleHunm

CRL Cnucok oTo3BaHHbIX cepTudukaTtos (Certificate Revocation List)

ITU-T MexayHapoAHbIN KOMUTET No TenekoMMmyHmkaumam (International
Telecommunication Union)

IETF Internet Engineering Task Force

AC ABTOMaTU3NpPOBAHHAaA cUcCTeMa

APM ABTOMaTM3MpoBaHHOe paboyee MecTo

™M TMBKUN MarHUTHLIN AUCK

ACY [JaTunk cny4danHbix ymcen

HDD XXeCcTKku MarHUTHbIN AUCK

K KOHeuHbIl nonb3oBaTesb

HCA HecaHKLMOHNPOBAHHbIA AOCTYN

OC OnepauunoHHasa cmctema

MAK MporpamMMHo-annapaTHbIi KOMMIeKc

no MporpamMmmHoe obecneyeHune

Perucrtpauus lMpucBoeHne onpeaeneHHbix aTpnbyToB (agpeca, HoOMepa Koua,
npas MCNOSIb30BaHUA U T.M.) abOHeHTY

PernameHnT COBOKYMHOCTb MHCTPYKLUWIA N APYrOM perfiaMeHTUpYoLLEN
AOKyMeHTauumn, obecneumBaroLlien GyHKUNOHUPOBaHWE
aBTOMaTM3MPOBAHHOW CUCTEMbI BO BCEX peXMMax.

CBT CpeacTBa BblUUCIUTENIbHOW TEXHUKMU

CepTtudukar DNEeKTPOHHbIN AOKYMEHT, NOATBEPXAAIOLWMA NPUHAANEXHOCTb
K/1t04a NMPOBEPKN I/IEKTPOHHOMN NMOAMUCK UM OTKPbLITOrO KJito4a U
onpeaeneHHbiX aTpnbyToB KOHKPEeTHOMY aboHeHTy

CepTtudukaums Mpouecc nsrotoBneHns ceptudurkaTta Kjo4a NpoBEPKMU
3/1EKTPOHHOM NOAMMCK UM OTKPLITOrO K/toua aboHeHTa B LIEHTpEe
cepTudunkaunm

CK31 CpeanctBo kpunTorpadumyeckon 3awmTbl MHpopMauum

CcocC Cnucok oTo3BaHHbIX cepTudunkatos (Certificate Revocation List)

CcC CnpaBO4YHMK CEPTUPUKATOB OTKPbLITbIX KITHOUEN N KIKOYeEN
MpOBEpPKW 3/IEKTPOHHON noanuncn. CeTeBo CNpaBoOYHUK.

uc LeHTp Ceptudukauunu (Yooctosepsatowmi LieHTp)

P LleHTp Perncrpaunu

34 DNEeKTPOHHbI AOKYMEHT

oM DNeKTpPOHHasa NoAnuchb
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1. OCHOBHblE TEXHNYECKNE AaHHbIE U XapaKTEPUCTUKU
CK3M

1.1. MNMporpamMHoO-annapaTHaa cpeaa

CK31 XTAKM.00050-03 nog ynpasneHmem iOS wucrnonb3yerca B MNPoOrpaMMHO-annapaTHbIX
cpepax iOS sepcun 4.2.x, 4.3.x, 5.0.1, 5.1, 5.1.1.

Co cpokaMu 3KChyaTaluu omnepauLmoHHbIX CUCTEM, B Cpeae KOTopbIX dyHKUMoHupyeT CK3W,
MOXXHO 03HAKOMWUTbLCS MO CleAyloLWEMY aapecy:

<http://www.apple.com/support/>.

1.2. BapuaHTbl ucnonHeHmna CK3U

CK3M XKTAKM.00050-03 ana pabotbl ¢ OC iOS M3roTOBNSIETCA W pacnpoCTpaHAeTcs B OA4HOM
BapuaHTe UCMNONHEHUS:

McnonHeHune 1 - CK3WM knacca 3awmnTtbl KC1.

1.3. KnwueBble HOCUTEeNnu

B kauecTtBe K/OUYEBbIX HOcuTenen knwdven DI n 3akpbiTbiX KKOYEN BbICTYNAET
ycTpoincteo iPad/iPod/iPhone.

MpumevaHuna. 1. XpaHeHue knoder Sl M 3aKkpbITbIX KOYeNn B NamMsaTm
iPad/iPod/iPhone LOMNyCKaeTCcs nMpu  YC/IOBUWM pacrnpoCTpaHeHUsi Ha Hero
TpeboBaHMi No ob6palleHUIo C K/OYEBbIMU HOCUTENAMW, B TOM 4ucre U nocne

|!!| yAaneHus Kioyen.

2. [NepeyeHb K/OYEBbIX HOCcUTeneh Mo ucnonHeHunsm CK3U wn
nporpamMMHo-annapaTHbiM nnatdopmam cMm. dopmynsap XTHAKM.00050-03 30 01,
n.n. 3.8, 3.9.

2.YcrtaHoBka anctpmnbytumsa MO Kpuntollpo CSP

Ons onepaunoHHon cuctembl iOS Kpuntollpo CSP He nocTtaBnsercs B BUAE KOHEYHOro
npunoxeHusi. Kpuntollpo CSP ans iOS npeactasnsietr cobon dpeiriMBOpK Ans pa3paboTKuM, KOTOpPbIN
coaepxut B cebe 0b6beKTHbIM daiin, peanusyowmin gyHkunm CSP, pecypcbl 1 3aronoBoYHble dalinsbl.
PpeliMBOPK He MMeeT MexaHW3Ma CaMOCTOSTENIbHOW YyCTaHOBKM B OMEpPauLMOHHYH CUCTEMY. YCTaHOBKa
OCYLLEeCTB/SIeTCA B COCTaBe MPUKIaAHOM MNporpammbl, pa3paboTaHHOM Ha OCHOBe (pelMBOpKa TeMU
cpeacTtBaMu, KOTOpble npeanaraet paspaboTtumk npuknagHon nporpammbl. BcTpamBanHne CK3U B
npuknagHoe MO AO/MKHO OCYLLECTBNATLCA B COOTBETCTBMU C MYHKTOM 6 HacTosALWero 4OKyMeHTa.

3.Mopagok pacnpoctpaHeHus CK3W Kpuntollpo CSP

Onsa onepauunoHHol cuctembl iOS Kpuntollpo CSP pacnpocTpaHsieTca B cOCTaBe MpuKIagHowm
nporpamMMmbl C cobnogeHneMm, B uUenoMm, TpeboBaHuii pasgena 3 pokyMeHTa XTHAK.00050-03.
MpuknagHas nporpamma (npunoxeHue), kotopas coaepxuT CK3WN «Kpuntollpo CSP» wn komnnekT
3KCMAyaTauuoHHOM JAOKYMEeHTauuMm K HeMy MOryT MOCTaBAATbCA MOMb30BaTestlo YMNOJHOMOYEHHOM
opraHusaumenl asymsa cnocobamu:

1. NMocpeacTtBoM 3arpy3ku NpukagHONW NporpaMMbl B KOPNOPaTUBHON CeTU;
2. TlocpeacTtBoM 3arpysku B cetn MHTepHeT (Apple Store);

1 YnonHoMmoueHHast opraHusaums - npowussoautens CK3U «Kpuntolpo CSP», nubo opraHusaums-
nuuensnat ®CB Poccuun B 4yacTu pacnpocTpaHeHus wudpoBasnbHbiX (KpynTorpaduyeckmx) CpeacTs
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Ons nonyyeHns BO3MOXHOCTM aKTUBaLMKU yCTaHOBOYHbIX Moaynein CK3U «Kpuntollpo CSP» un
Nosly4YeHUs KOMMJeKTa 3KChyaTauMOHHON AOKYyMeHTauuu nosib30BaTesib Hanpas/isieT CBOW YYETHble
AaHHble YMO/IHOMOYEHHOW oOpraHusauunm. Y4YéTHble AaHHble MoryT 6biTb HamnpasfieHbl MOCpPeaCcTBOM
3anosIHeHMs  cneuManu3npoBaHHOW  perncTpauMoHHOM  @GOpMbl  Ha canTe  YNOSIHOMOYEHHOM
opraHmsaumu.

Mocne nonyyeHnss YMNONHOMOYEHHOMW oOpraHmsaumen Y4Yé€THbIX [AaHHbIX, M0/b30BaTeso
NpefoCTaBAAETCS JIMLEH3NOHHbINA KOA4 M AOCTYN K CanTy ANS 3arpy3ku KOMMAeKTa 3KCnjyaTaunoHHOM
OOKyMeHTaumn. B MOMEHT npefocCTaBfieHUs JIMLEH3MOHHOIO Koda YMNOSIHOMOYEHHOW opraHu3saumen
npucBaMBaeTcs YYETHbIN HoMep, wuaeHTUuduumpytowmn 3k3emnnap CK3U  «Kpuntollpo CSP»,
npefoCTaBNeHHbIN nofb3oBaTento. JIMUEH3MOHHbLIA KOA MOXeT BBOAMTbCH, KaK B OKHE rMaHenu
ynpaeneHus CK3U «Kpuntollpo CSP», Tak U yCTaHaB/MBaTbCA B COCTaBe cepTudumKkaTa OTKPbITOro
K/lo4Ya nonb3oBaTens, a TaK Xe ero BBO4 MOXeT ObiTb peanu3oBaH cpeacTBaMu MpUKIAAHON
nporpamMmebi.

BMecTe C yKasaHHbIMW [aHHbIMKM MNONb30BaTEN0 MNPEeAOCTaBAATCA KOHTPOJIbHbIE CYyMMbI
YCTa@HOBOYHbIX MOAY/IEN MNPUNOXEHUS W AOKYMeHTaumu. KOHTpOJbHble CYMMbl pPacCYMTbIBAIOTCS B
cootBeTcTBMM € TOCT P 34.11 94 c yuétom RFC 4357. MNonb3oBaTenb AO/HKEH NpoBepuTb U ybeantbes
B LENOCTHOCTM MNpUAOXeHUss B OKHe naHenu ynpasneHunsa CK3U «Kpuntollpo CSP». lMonb3oBaTtesnb
Ao/KeH nposBepuTb M ybeamnTbCa B LENOCTHOCTM AOKYMEHTauuu C  UCMOSb30BaHMEM  YTUAUTHI
cpverify.exe, Bxoasuwern B coctaB CK3U «Kpuntollpo CSP», nnb60 MHbIM APYrMM CEPTUPUUUPOBAHHbIM
®CB Poccnmn wmndpoBanbHbiM (KpunTorpaduyeckmm) cpeactsom, peannsytowmm MOCT P 34.11-94.

AktuBauma CK3U «Kpuntollpo CSP» Ha pabouyeM MecTe nmonb3oBaTenss MOXeET OblTb
OCyLlecTBNIeHa TONbKO B Cryvae MOATBEPXAEHUS LENOCTHOCTU MOMYYEHHbIX YCTaHOBOYHbIX MOAYJ/en
npunoxeHusi, moaynen CK3N «Kpuntollpo CSP» n akcniyatauMoOHHON AOKYMEHTaUWUW.

4.06HoBneHne CK3UN Kpuntollpo CSP

O6HoBnenne Kpuntollpo CSP Ha iOS ocylecTBAsSeTCS B COCTaBE MPUA0XKEHUS, BKOYAIOLWEro B
cebsa Kpuntollpo CSP cornacHoO MHCTPYKUMAM OT NMPOU3BOANTENS NPUIOXKEHMS.

5.CocTaB 1 HazHa4YeHUe KOMMNOHEHT NPOrpaMMHOro
obecneyveHnsa CK3U
Ona onepaumoHHoi cuctembl i0OS Kpuntollpo CSP He noctaBnsietcs B BUAE KOHEYHOro
npunoxeHuns. Kpuntollpo CSP ansa iOS npeacraesnseTr cobon dpelriMBopk Ans pa3paboTku, KOTOpbIN
coaepxut B cebe o06bekTHbIN dann, pecypcbl U 3arofioBoYHble dainbl. O6bekTHbIN dann CPROCSP

coaepxut B cebe peanusaumio nHtepderica CSP 1 BcnomoraTenbHbiX GyHKUMI. JOCTyNHbIE PYyHKLUMU
onuvcaHbl B 3aro/lIoBOYHbIX hannax u3 coctaBa pperiMBoOpKa.

6.BcTtpaneaHne CK3U Kpuntollpo CSP B npuknaagHoe 0O

Mpu BcTpamBaHum CK3U Kpuntollpo CSP B npuknagHoe nporpaMMHoe obecrneyeHne AOSXKHbI
BbINOMHATLCSA TpeboBaHusa pasgena 7 gokymeHTta "XKTHAN.00050-03."

7.TpeboBaHna No opraHn3aumMoOHHO-TEXHUYECKUM U
aAMWUHNCTPATUBHbLIM MepaM obecnevyeHuns
akcnnyataumn CK3U
,U,OJ'I)KHI:I BbIMOHATbLCA TpeGOBaHMﬂ no opraHn3auMoOHHO-TEXHUYECKMM U aMUHUCTPATUBHbLIM

MepaMm obecneyeHns 6ezonacHocTn skcnayataumm CK3UW B obbeme paspgena 12 pgokymeHTa CK3U
XTAKM.00050-03.

7.1. Obwmne mepbl 3awmnTbl oT HC/A MO c yCTaHOBNEHHbIMU
CK3W1 onga i0OS

Mpu ncnonbzosaHum CK3U XTAN.00050-03 noag ynpasneHuem iOS HeobxoauMO nNpeanpuHSATb
OOMOSHUTE/bHbIEe Mepbl OPraHN3auNOHHOIO W TEXHUYECKOro XapakTepa M BbiMOMHUTb AOMNOSIHUTE bHbIE
HacCTpPOMKM oOnepauuMoHHOW cucTeMbl. [lpy 3TOM CTaBUTCA 3ajadya He Tonbko obecneunTtb

-6 -



XTAN.00050-03 90 02-07. Kpuntolpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e30nacHoOCT!.
Mcnonb3oBaHue CK3W noa ynpasnennem OC iOS.

AOMNOJTHUTENbHYO 3awwnTy yctpoinctea n OC ot HC/[, Ho n obecneuntb 6ecnepeboliHbii pexunMm paboTbl
M UCK/IOYUTb BO3MOXHOCTM "OTKasza B o6cnyxmBaHuun", BbI3BAHHOIO BHYTPEHHUMW MPUYUHAMU
(HanpuMep - nepenosiHeHneM GannoBbIX CUCTEM).

K opraHu3auMOHHO-TEXHUYECKMM MepaM OTHOCSTCS:
e obecneydyeHne hmsmyeckomn 6€30NacHOCTM YCTPOMNCTBA;
e yCTaHOBKa MNPOrpaMMHbIX 06HOBAEHUN;

e OpraHusauus npoueaypbl pe3epBHOr0 KOMMPOBAHUA W XpaHEHUS pe3epBHbIX
KOMWMA.

JononHutenbHble HacTpolikn iIOS KacalTcs cneayrLllero:

e OrpaHuyeHve [AoCTyna nosb3oBaTefneldi UM HACTPOMKU  MOJIb30BATENbCKOMO
OKpYXeHUS;

e OrpaHWYyeHue ceTeBblX COEANHEHWI;

e OrpaHWYyeHus Ha 3amnyck NPOLECCOB W YCTaHOBKY MpoOrpamm;

e [OMOSIHUTENbHbIE HacTponkn aapa OC;

e HaCTpoliKa CeTeBbIX CEPBUCOB;

e OrpaHu4YeHMe Konm4yecTsa "BMAMMONM M3BHE" MH(OPMaLUUN O CUCTEME;
e  HacTpolika NOACUCTEMbI MPOTOKOMPOBAHMS U ayauTa.

7.1.1. OpraHM3auMOHHO-TEXHUYECKNE MepbI
1. Ob6ecneyeHne pumsmyeckon 6e30NacHOCTM YCTPOMNCTBA

CneayeT UCKIIOYUTb BO3MOXHOCTb A0CTyNa HEaBTOPU30BAHHOIO MepcoHana K yCTpoucTsy. Ans
3TOoro Heobxoammo nmMbBO OCYLLECTBAATb JIMYHBIN KOHTPOSb 3a YCTPOMCTBOM, /IGO0 XpaHUTb ero B
3annpaeMoMm ceinde.

[ocTyn nepcoHana K yCTPOWCTBY AO/KEH 6blTb pernaMeHTMpoBaH BHYTPEHHMM pacropsiakoM
3KCMyaTUpyloLlen opraHmsaumm u 4OMXKHOCTHBIMU MHCTPYKUUAMU.

2. OpraHusaumsa npouenypbl pe3epBHOr0 KOMMPOBAHUSA U XpaHEHUS pe3epBHbIX
KOMumn

Mpwn onpegeneHun pernaMmeHTa pe3epBHON0 KOMUPOBAHUSA W XPaHEHWS pe3epBHbIX KOMWUi
cnepyeT obecneynTb OTBETCTBEHHOE XpaHEHWe pe3epBHbIX KOMWI M ONpeaenuTb npouesypy Bblaauu
pe3epBHbIX KOMUWA OTBETCTBEHHOMY TMEpCOHany W YHUYTOXEHUS BblleawnX w3 ynoTpebneHus
HocuTenen (NeHT, OAHOKPATHO 3annCbiBAaEMbIX ANCKOB U Np.).

Pe3epBHble KOMUKU JOMKHBI XPaHUTLCA B 3anupaembix cerdax nnbo B 3awmdpoBaHHOM BUAE Ha
SBM.

CTaHAapTHbIMW MEpaMmu Mo opraHM3aumm OTBETCTBEHHOMO XpaHeHUs HOCUTENEeN SABNSAIOTCA:
e  MapKupoBKa HOoCUTenew;

e COCTaBNI€EHME OMUCUM  XPaHUMbIX HOCUTENen C yKasaHWeM  CepUIHbIX
(MHBEHTapHbLIX) HOMEpOB, AaT 3anucu HocuTenewn, daMmmnmen COTPYAHMUKA,
co3aaBLIero Konui ans Kkaxaoro wkada(cernda);

e Mepuoguyeckas CBepka onmcu n cogepxumoro cencdos (wkados);

e OpraHusauus OTBETCTBEHHOIN0 XpaHeHuUs U Bblayn Kiw4yen oT cendos
(wkados);

e  BO3MOXHOE onevaTtbiBaHWe (onnombupoBaHue) cendos(wkadoB).

YHUUYTOXEHME BblWeALWNX U3 yI'IOTDE6)'IEHMF| HOCUTenen AO0NXKHO nponsBoaunTcs KOMUCCHen ¢
cocTaBneHuneM akTa 06 YHUYTOXEHUMN.

3. Mpu wucnonb3oBaHmn CK3U XTHAW.00050-03 Ha [MM2BM, noAKNOYEHHbIX K
06LlWenoCcTynHbIM CeTAM CBSI3M, AOJIKHbl O6biTb NpeaAnpuHSATbl AOMOSIHUTESbHbIE
Mepbl, UCK/KYallWmMe BO3MOXHOCTb  HECaHKUMOHWMPOBAHHOIO  AOCTyna K
CUCTEMHbIM pecypCaM WCMNO/b3yeMbIX OMepaunOHHbIX CUCTEM, K MPOrpaMMHOMY
obecneyeHnto, B OKPYXeHUn KOToporo yHKunoHmpytoT CK3UM, n K KOMNOHEHTaM
CK3W €O CTOpOHbI YKa3aHHbIX CEeTEN.

4. MpaBo goctyna k paboumm MectaMm c yctaHoBneHHbIM MO CK3W «KpunTtollpo
CSP» npepocTaBnsieTcd TOJ/IbKO  NMUaM, O3HAKOMJIEHHbIM C  MpaBwuiamm
NOJIb30BaHUS U MU3YUMBLUMM 3KCMJyaTauMOHHYIO AOKYMEHTauUMI0 Ha nporpammHoe
obecneueHmne, nmetoulee B cBoeM coctaBe CK3M XTAN.00050-03
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5. Ha TexHunuyeckmx cpeancrtsax, ocHaweHHbiXx CK3UN «Kpuntollpo CSP» aomxHO
MCMNOMb30BaTbCs TOJSIBKO JIMLUEH3MOHHOEe nporpamMmHoe obecneyeHne @upmM-
npounssoanTenen.

6. Ha koMmnbloTepe, K KOTOPOMY MOAK/IOYAETCs YCTPOMUCTBO, HE yCTaHaBAMBaOTCS

cpeacTts pa3paboTkm 1 otnagku MO. Ecnu cpeactsa OT/1aAKU NMPUIOXEHUIN HYXHbI
ONA TEXHONOrMYeckmx NoTpebHOCTel opraHusauum, To UX MCNosib30BaHNE LOHKHO
6bITb CaHKUMOHWMPOBaAHO aaMuHUCTpaTopoM 6e3onacHoctn. B nwbom cnydae
3anpeLaeTcs NCNonb30BaTh 3TN CpeAcTBa ANs NPOCMOTpa U pefakTUpoBaHMS Koaa
M MamsiTu nNpuaoxeHun, ncnonbsyrwmnx CK3M XTAW.00050-03.

7. JonxHbl 6bITb MNPUHATBI Mepbl MO  WCK/IKOYEHUIO HECaHKLUMOHUPOBAHHOMO
[OCTyrna NOCTOPOHHUX SIML, B MOMELLEHMSA, B KOTOPbIX YCTAaHOBJSIEHbI TEXHUYECKUEe
cpeactea CK3U XTAM.00050-03, no poay cBoel AeATENbHOCTU HE SBASIOWMXCS
rMepcoHasioM, AOMNYyLWEHHbIM K paboTe B yKasaHHbIX MOMELLEHUSAX.

8. [JOoMKHO OblTb 3anpeleHo ocCTaBisTb 6€3 KOHTPONS  BblYUCAUTENbHbIE
CpeAcTBa, Ha KoOTopbix 3kcnnayatmpyetca CK3UM XTAWM.00050-03 nocne BBoAa
KAtoyeBon MHpopmaumn. Mpu yxode nonb3oBaTens C paboyero mMecrta AOSIKHO
MCMNOoJIb30BaTbCsl aBTOMATUYECKOE BK/IKOYEHME NAPOSIbHON 3acTaBKMU.

9. M3 coctaBa cmcTeMbl AOMKHO 6bITb UCKIOUeHO 06opyaoBaHUe, KOTOpPOe MOXET
cosgaBaTtb  yrpo3y 6esonacHoctm  i0S. Takxe  Heobxogmmo  um3beraTtb
MCMNO/Ib30BaHUSA HEeCTaHAAPTHbIX annapaTHbIX CPeAcTB, UMEKLWMNX BO3MOXHOCTb
BNIMATb HA DYHKUMOHMPOBaHMe ycTponcTea unam ioS.

10. Mocne wHctanngauum i0OS cnegyet YCTaHOBUTb BCE PEKOMEHAOBAaHHbIE
npovu3BOAUTENIEM  OMEPaLMOHHON  CUCTEeMbl MpoOrpaMMHble  O6HOBNEHUS U
nporpamMMHble O6HOBNEHUS, CBA3aHHble C 6e30MacHOCTbIO, CYLIEeCTBYlOWME Ha
MOMEHT MHCTaNNAauUnm.

7.1.2. [dononHuTtesibHble HacTponkn iOS U onepaumMoHHbIX CUCTEM, K
KOTOPbIM YCTPOMCTBO MoAKtoyaeTcsa yepes iTunes
7.1.2.1. MHanemayanbHas HacTpownka i0OS

1. B Hacrtpoikax iOS B paspgene «General - Passcode Lock» Heobxoanmmo
BKJIIOUMUTbL Maposin. Heobxoammo 3adaTb C/IOXHOCTb MApPOSs M HACTPOWKM Ans
yAaneHus AaHHbIX B C/lydyae HeMNpaBWU/IbHOIMO BBOAA Naposisi, COOTBETCTBYOLLIMNE
nonTnke 6e30nacHoOCTU.

7.1.2.2. KopnopaTuBHas HacTpoika iOS
KopnopatneHas Hactporika iOS BbinonHsetcs npu nomowm iPhone Configuration
utility. JdaHHoe no MOXHO ckavaTtb C canTa pa3paboTumnka:

http://www.apple.com/support/ . [JlokyMeHTauua no yTuauTe TakXe AOCTyMHa Ha
cante paspabotumka. lMpu nomowwm iPhone Configuration Utility moxHO co3paTb
npodunb HacTPOWKM AN YCTPOMCTBA U MPUMEHUTb €ro K 0AHOMY W/IN HECKOJIbKUM
yCTpoOKCTBaM.

1. Cospaitte npodunb Co CneayoWMMN NapamMmeTpamu:

1. B pasgene “passcode” Bbibepute “require passcode on device” un
caenanTe HaCTpPOMKM:

1.Maximum passcode age - 30 days
2.Passcode history 6

3.3apanite CAOXHOCTb MNApossi WU HAaCTpPOMKM ANs yAaneHus
OaHHbIX B C/ly4yae HenpasBW/bHOrO BBOAa  Naposs,
COOTBETCTBYIOLLME NONUTUKE 6€30MacHOCTU OrpaHM3auunm.

2. B paspene “restrictions” oTkNlOUMTE BCE paspelleHus, KOTOpble He
ABNAKTCA HeobXoAMMbIMU A/ BbINOSHEHUs paboTbl. OTKAOUUTE
«Allow installing apps». Ecnu 3Ta BO3MOXHOCTb Heobxoauma Ans
paboTbl, eé Heob6x0AMMO OCTaBUTb, HO HACTPOUTb OrpaHUYeHus
yepes “mobile device management” (cM. HMXe).

3. Ecnw B opraHusauum nmeeTcs cepBep Ans ynpassieHns MobuiabHbIMK
yctporictBamu(Mobile device management server), To B pa3aene
“mobile device management” Heo6x0ANMO HacTpoUTb NOAKAOYEHNE
K HeMmy. CepBep MOXeT 6bITb UCMOAb30BaH AN NOJYHYEHUS HAacTpoeK
(B TOM uncne HOBbIX Npoduen HacTPOEK) U MPUTOXKEHNIA.



http://www.apple.com/support/
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7.1.2.3.

1.

2.

2. YcraHoBuTe Ha iPad BCcé HeobxoaumMoe nporpamMmmHoe obecneyeHune w
NPpUMEHUTE KOHPUIrypaunuoHHbIM nNpoduib. 3TU AEUCTBUSA TakKXe MOXHO
cAenatb UeHTpanu3oBaHHO nMpwu  nomowmn cepsepa Mobile device
management.

Hactpoiika OC, K KOTOpPOW YCTPONCTBO MOAK/IHOYAETCSH Npy NoMoLK iTunes

BbINONHUTE pekoMeHAauMm No AONosHUTeNbHOW HacTtorike OC M3 pyKkoBOACTBa
aAMUHUCTpaTopa 6e3onacHocTn ana cooreeTcTBytowen OC.

Ecnn Ha yCTponcTBe XpaHATCA 3aKpbiTble KJ/HOYM, pe3epBHble KOMuu
YyCTpOWCTBa, CAenaHHble Npu noMmowm iTunes, A0MKHbI 6biTb 3awndpoBaHsbl.
Ona 3awndpoBaHusa MoxeT 6biTb mcnonb3osaHo MO Kpuntolpo EFS wnu
CpeAcTBa, NpefocTaBnsieMble onepaunoHHOM CUCTEMOMN.

7.2. TpeboBaHuMs NoO pa3MeLleHnto TEXHUYECKNX CpeacTB C
ycTaHoBneHHbIM CK3U

Mpn pa3MeLlleHNnn TEXHUYECKUX CpeacTB C YCTaHoBNeHHbIM CK3U:

JonKHbI 6bITb MPUHATLI MEPbI MO UCKAKYEHMIO HECAaHKLMOHWPOBAHHOMO A0CTYyMNa
B MOMELLEHMNS, B KOTOPbIX pa3MelleHbl TeEXHUYeCKne CpeacTBa C YCTaHOBIEHHbIM
CK3WU, nocCTOpOHHMX nuuy, MO poay CBOEN AeATENbHOCTU He SBASOLWMXCS
nepcoHasnoM, JonyuweHHbiM K paboTe B 3TMX noMeweHuax. B cnydae
Heo6XoANMOCTM MPUCYTCTBUA MOCTOPOHHUX JINL B YKa3aHHbIX MOMELEHNSaX
aomkeH 6bITb obecrnieyeH KOHTpPOAb 3a WX AencteusmMm u  obecnedeHa
HEBO3MOXHOCTb HEraTuBHbIX AENCTBUN C UX CTOPOHblI Ha CK3W, TexHuyeckue
CpeAcTBa, Ha KoTopbix akcnayatupyetcs CK3M n 3awmwaemyo nHpopmauuto.

BHYTPeHHSIsl N1aHMPOBKA, PaCnoOXEHME U YKOMMJIEKTOBAHHOCTb pabounx MecTt
B MOMELLEHMAX [O/MKHbI obecrneunmBaTb MCMONHUTENSIM PpaboT, COXPaHHOCTb
[OBEpPEHHbIX WM  KOHbMAEHUMANbHbLIX AOKYMEHTOB W CBEeAEHMW, BK/OYas
KtoYeBYO MHbOPMaLMIO.

B cnyyae nnaHupoBaHua pasmeweHns CK3MN B noMelweHUsax, rae npucyTcTeyeT
peyeBas, aKycTuyeckas W Bu3yanbHas uHbOpMaumsa, colepxallas cBefeHUs,
COCTaBNSAOLWMNE FOCYAAPCTBEHHYIO TalHy, u (MNK) yCTaHOBNEHbl TeXHW4Yeckue
CpeacTBa M cUCTeMbl npueMma, nepegayvn, o6paboTkn, XpaHeHUs n oTobpaxeHus
nHdopmMaunmn, cogepxallen cBefeHuns, CoCTaBnsaoWwme rocyaapCTBEHHYIO TalHy,
TexHu4yeckme  cpeacrsa WHOCTPaHHOro Npon3BOACTBA, Ha KOTOPbIX
GYHKUMOHMPYIOT nporpammHbie moaynu CK3W, ponxHbl 6biTb NOABEPrHYTHI
cneunanbHOW MNpOBEpPKE MO BbIABAEHUIO YCTPOWCTB, NpeAHa3HayeHHbIX AnS
HernacHoro nony4veHuns nHdbopmauum».

8. TpeboBaHna No KpunTorpapmuyeckon sawmnte

[ O/mKHbBI BbIMNOSTHATBLCSA TpEGOBaHMﬂ .

1.

Mcnonb3oBaHue TOJIbKO JINLLEH3UOHHOIO CUCTEMHOro NMporpamMMHoOro
obecneyenmns.

Paspen 17 pokyMmeHTa XTAM.00050-03 90 02.
Mepen HavanoMm paboTbl AOMKEH 6bITb NPOBEAEH KOHTPOJb LIEeOCTHOCTH.
KOHTponeM LenocTHOCTM A0NXKHbI 6bITb 0XBaveH dain, ykasaHHbI B n. 16.

HacTpoiika onepauMoHHoM cuctemol ans pabotsl ¢ CK3W no n. 7.1.2.

Mpu nHctannauun CK3U gomkHbl BbiTb 06ecneyeHbl OpraHM3auMOHHO-TEXHUYECKNE
Mepbl MO UCKITOYEHWIO NMOAMEHbI ANCTPpUBYTMBa 1 BHeceHus1 n3MeHeHnn B CK3W nocne
YCTaHOBKMW.

McknouyeHne u3 nporpamMmHoro obecnedeHms M3BM c yctaHoBneHHbiM CK3U
CpeAcTB OTNagKu.

Ha paboume ctaHumu, K KOTOpbIM YyCTponcTBO € CK3W noakntovaeTrcs depes
iTunes, A[O/MKHbI 6bITb YCTAHOB/IEHbl CpPeACTBAMM AHTUBUPYCHOM 3aliuThl,
ceptudunumpoBaHHoiMu depepanpHoin Cnyxbor BesonacHoctn PO no knaccy
b2 pnsa pabounx ctaHumi.
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8. Taponb, wcnonb3yemblii Ans ayTeHTudukaumm nonb3oBaTenen, AOoJKEH
cogepxaTb He MeHee 6 cuMBO/IOB andasuTa MOLWHOCTM He MeHee 10.
MepnoanYHOCTb CMEHbl Naposs — He pexe 04HOro pasa B 3 Mecsaua.

9. TlepnoanyHOCTb TECTOBOro KOHTPONA Kpuntorpadpuyeckmx dyHkumn - 10
MUHYT.

10. BExecyTo4dHas nepesarpyska [N2BM.

11. Mepuoan4yHOCTb ocTaHoBa MN2BM - 1 mecsu.

12. 3anpewaercs KCnosb30oBaTb pexuMm npocton 3ameHbl (ECB) MTOCT 28147-89
Ansa wndpoBaHus nHbopMaunm, KpoMe KIo4eBONn.

13. JdonxHOo gaBaTtbCsi npeaynpexaeHune o TOM, YTO MpU WMCMOJIb30BaHMKN pexuMma
WndpoBaHus CRYPT_SIMPLEMIX_MODE wmaTtepunan, o6bpabaTbiBaeMbiii Ha
OAHOM KJltoye, aBTOMaTU4YEeCKN OrpaHnymBaeTcs BeanymHon 4 MB.

14. [JomkHo 6bITb 3anpelweHo ucnonb3oBaHme CK3U ana 3awmTbl TenedoHHbIX
neperoBopoB 6e3 NpuUHATUS B CUCTEME Mep MO 3awuTe OT UHPOPMaATUMBHOCTU
No60oYHbIX KaHanoB, cneundnyecknx Npu nepegave peyu.

15. JomxHa 6bITb 3anpeweHa pabota CK3U npu BkAOYEHHbIX B [MOBM wWTaTHbIX
cpeacTBax Bbixoda B paAnoKaHan.

16. KoHTponeM UenocTHOCTM [JO/KeH 6biTb OXBAa4yeH UCMNOMHAEMbIN  dain
npunoxeHus, B Kotopoe sxoamt CK3U.

MpunoxeHune 1. KOHTpOAb LENOCTHOCTU NPOrpaMMHOro
obecrneyeHuns

MporpamMMHoe obecneuveHme CK3U XTAW.00050-03 umMeeT cpeactsa obecneyeHUss KOHTPOsS
uenoctHoctu MO CK3W, KoTopble AOMKHbI BbINO/HAKTCSA NEPUOANYECKMN.

Pazpabotunk npuknagHon nporpammbl, coaepxawein CK3U Kpuntollpo CSP ponxeH
paccumTaTb X3W MPUIOXKEHUSA. X3LW XPAHUTCH B pecypcax MPUIOXKEHUSA U KOHTPOIUPYyeTCs CpeacTBamu
Kpuntollpo CSP npu KaXxXaoM 3anycke MNpUIoXKeHUs, a TakKXe Mpu HaxaTuum Ha KHonky «[lpoBepuTb
LesIoCTHOCTb ancTpubytmnea» n3 naHenun Kpuntollpo CSP

Ecnn B pe3ynbTaTe MNepuvoaAMYECcKOro KOHTPOJS LENOCTHOCTU MOSIBASIETCS COO6LLeHMS O
HapyLWeHUN LENOCTHOCTU KOHTPOAMpyeMoro dalina, nonb3oBaTeNb 0653aH npekpaTuTb paboTy U
06paTUTbCS K aAMMHUCTpaTopy 6e30MacHOCTy.

AaoMUHUCTpaTop 6€30MacHOCTM  AO0JKEH  MpoaHanusupoBaTb  MPUUMHY, NpuBeawylo K
HapyLEHWNIO LUEeNOCTHOCTU U B Cllydae Heo6XoAMMOCTM MepeycTaHOBUTb MpUoXeHue, coaepxallee MO
CK3U XTHAN.00050-03.

MpunoxeHue 2. YnpaBsieHne NpoTOKO/IMPOBaHNEM

3agaTb yYpoBeHb MPOTOKOMMPOBaHMUS MOXHO B KOHMUrypaunmoHHoM daine ana iOS B cekuum
[debug]. ®opmaT 3anucu B danne:

<Ha3BaHWe MOAY/A>=<YPOBEHb XXYPHaANMPOBaHUA>
<HasBaHue mMoayna>_fmt=<dopmaT npoTokonaa>

Hanpumep

cpcsp=1
cpcsp_fmt=57

3HayeHunem napameTpa <ypOBeHb XXYpHanupoBaHus > aBnseTcs 6utoBas Macka:
N_DB_ERROR = 1 # coobuweHns o6 ownbkax
N_DB_LOG = 8 # coobuieHuns o Bbl30Bax
3HayeHunem napameTpa <dopmart npoTokona> ABNSAETCA 6utoBas Macka:

DBFMT_MODULE = 1 # BbIBOAUTb UMSA MOAYNS

-10 -
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DBFMT_THREAD = 2 # BbIBOANTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMS (PYHKLNMU
DBFMT_TEXT = 0x10 # BbIBOAUTb caMo cooblieHune
DBFMT_HEX = 0x20 # BbiBOAUTb HEX gamn
DBFMT_ERR = 0x40 # BbiBoguTb GetLastError

-11 -
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JInct perncrtpaunm MaMeHeHun

JncT peructpaummn naMeHeHuin

Homepa nucrtoB (cTpaHuy) Bcero Ne Bxoaawum Moan. |AdaTa
NNCToB LOKYMeHTa N° conpoBoam-
MN3M | W3MeHeH- |3aMeHEeHHbIX HOBbIX aHHynupo- | (cTpaHuu) B TeNbHOro
HbIX BaHHbIX LOKYM. [OKYM. U
narta
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