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1. OCHOBHble TeXHNU4YecKmne aaHHble N Xapaktepuctmkm CK3U

1.1. MNMporpamMHoO-annapaTHaa cpeaa

CK31M >XKTAN.00050-03 nog ynpaeneHnem OC FreeBSD wcnonb3yetca B MNpOrpaMmMHO-
annapaTHbix cpegax OC FreeBSD 7/8/9 (ia32, x64).

Co cpokaMu 3KChfyaTaluu ornepauLmMoHHbIX CUCTEM, B Cpefde KOTopbiX (GyHKUMOHMpPYyeT CK3MU,
MOXXHO 03HAKOMWUTbLCS MO CleAyloLWEMY aapecy:

<http://www.freebsd.org/security/security.html> u
<http://lists.freebsd.org/pipermail/freebsd-stable/2008-April/041676.html>.

1.2. BapuaHTbl ucnonHeHmna CK3U

CK3M XKTAKN.00050-03 ansa pabotbl ¢ OC FreeBSD 7/8/9 un3roToBnsieTCs M pacnpocTpaHaeTcs B
ABYX BapuaHTaxX UCMOSIHEHUS:

NcnonHeHne 1 — CK3WM knacca 3awmutbl KC1.
NcnonHeHne 2 — CK3WM knacca 3awmtbl KC2.

1.3. KnwouyeBble HoCUTENu
B kauecTBe K/10YEBbLIX HOCUTENEN 3aKpbITbIX Knwoden u kawden M MOT'yT NCMOJZ1Ib30BaTbCA:
rma 3,5”;
USB auncku
Pazpen HDD M>BM

Mpumevanunna. 1. [lonyckaeTcsd XpaHeHWe 3aKpbITbiX KA4Yen u kawodven Ol B
paszgene HDD npu ycnoBuu pacnpoctpaHeHns Ha HDD wnn N3BM ¢ HDD
TpeboBaHuii No obpalleHnIo C K/OYEeBbIMU HOCUTENAMU, B TOM 4uC/e U nocse

L!!' YAAneHus Kouen.

2. lMepeueHb K/OYEBbIX HOocuTenem Mo wucnonHeHumsm CK3UN wn
nporpamMMHo-annapaTHbiM nnatdopmam cMm. dopmynsap XKTHAKM.00050-03 30 01,
n.n. 3.8, 3.9.

2. YcraHoska anctpmbytusea MO CK3U

YcTaHoBKa, yaaneHue u obHoBneHune MO OCYLLECTBJIAETCA OT MMEHW MOJIb30BaTeNnd, UMELWero
npaBa agMUHNUCTpaTOpa: noa yqéTHOﬁ 3anucbio root nan ¢ ncnonb3oBaHMeM KoMaHAbl sudo.

B OC FreeBSD ans ycraHoBku, yaaneHums n obHoBneHus MO npumeHstoTca nakeTbl (packages).
Maketr - apxuB AuctpmbyTuBa, coaepxawun Qannbl yCTaHaBAMBAEMOro MpunoXeHus u dannsbl,
MCNOMb3YyOWMecs WHCTANNATOPOM AN KOHMUIrypupoBaHus cpeabl. DTOT apxyMB MMeeT paclumpeHue
.tbz. Ans waeHTuduUKaumMm ero kKak nakeTta, dann coaepxuT 5 dainos, onucbiBalOWKUX apXuB
(+CONTENTS, +COMMENT, +DESC, +INSTALL, +DISPLAY).

[ns ycTaHOBKM nakeTa UCMNOJIb3yeTCS KOMaHAa:
pkg_add <dainn_nakera>

Hanpumep: pkg_add ./CPRObase-3.6.1_0.tbz
[Onsa ypaneHus naketa UCMOb3yeTcsl KoMaHaa:
pkg_delete <uma_nakera>

Hanpumep: pkg_delete CPRObase-3.6.1_0
dalinbl U3 NaKeTOB yCTaHaBNMBatoTCs B /opt/cprocsp.

[MakeTbl 3aBUCAT ApYr OT Apyra, NO3TOMY AO/KHbI YCTaHaBAUBATLCA MO NOpsAAKY C y‘-léTOM 3TUX
3aBMCMMOCTEN, a yOandaTtbCa B 06paTHOM nopsigke. YCNOBHO MOXHO CYMTaTb MNpasuibHbIM MOPSAAKOM
TOT, KOTOprlL;I onucaH B Tabnuue 3aBUCMMOCTEN U HA3HAYEHUS NMaKeToB.
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Tabnwuua 3aBUCUMOCTEN M Ha3HaYeHUS NaKeToB.

Mma naketa 3aBUCUMOCTH HasHauyeHue naketa
Ob6sa3aTenbHble NakeTbl

CPRObase-... Ba3oBbI naker,
yCTaHaBNMBaETCS MNepBbIM.

CPROrdr-... CPRObase-... OCHOBHbIe MPUIOXEHUS,
cumnTbiBaTenu n ACH.

CPROCcpl-... CPROrdr-... CAPILite, nporpammbl #
6ubnmnoTtekun ans
BbICOKOYPOBHEBON paboTbl
C Kpuntorpaguen
(ceptndukatamm, CMS...).

CPROkc1-... CPROrdr-... Mposangep KC1.

CPROkc2-... CPROrdr-... MpoBanaep KC2,
yCTaHaBnmBaeTcs TONbKO
TaMm, rae B 3TOM eCTb
HeobxoaumocTb. B  3ToM
cnyyae  CPROkcl-.. He
yCTaHaBnMBaeTCs.

JononHuntenbHble nakeTbl
CPROrdg-... CPROrdr-..., open-motif, | 'paduruyeckmnin buoCH,
XFree86-libraries 3anpoc napons wu Aapyrue

GUI-guanoru.

CPROrdp-... CPROrdr-..., pcsclite Moaynn noapepxkun PCSC-
cyuTbiBaTENEN, CMapT-KapT
(PUK, Ockap, Maructpa...).

CPROcspd-... CPRObase-... MNakeT ansa paspaboTtumka.

CPROdrv-... CPRObase-... [OpansepHasa 6bubnuoteka.

CPROdrvd-... CPROcspd-... Maker pansa paspaboTumka
ApanBeposB.

CPROstnl-... CPRObase-... YHUBepCanbHbI SSL/TLS
TYHHEsb.

3.06HoBNeHMne MO CK3U
Ona o6bHoBneHmns MO CK3U Ha OC FreeBSD HeobxoanMo:
e  3aNOMHUTb TEKYL Y KOHpUrypauuto CSP:
o Habop ycTaHOBNEHHbIX MakeToB
o HacCTpowKu nposangepa (ans MpOCTOThI MOXHO COXpaHUTb

/etc/opt/cprocsp/config[64].ini)
yAanutb wtatHbIMK cpeacteamMmn OC Bce nakeTobl CK3U
YyCTaHOBUTb aHanorn4yHole HoBble nakeTbl CK3U

npuM Heob6XoAMMOCTU BHECTU M3MEHEHUS B HacTporku (MoxHO nocMmoTpeTb diff
cTtaporo un HoBoro config[64].ini)

KN4y 1 CepTMCbVIKaTbI COXPaHAKTCA aBTOMaTU4YECKU
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4. Hactpounka CK3U

4.1. JocTtyn K yTunute ansa Hactponku CK3U

Hactporika CK3W ocywlecTBNsSeTCs C MOMOLWbI0 YyTUAUTbI cpconfig, KOTopas BXOAMT B COCTaB
ANCTpnbyTmBa W pacrnonoxeHa B aupektopun /[opt/cprocsp/sbin/<HasBaHue_apXuTeKTypbi>.
Ecnn ycraHoBneHbl naketbl CK3W pgnga AByx apxuTekTyp, Hanpumep ia32 n x64, To AencTBusA no
HaCTpPOMKE HY>XHO MpPOBOAUTb ABaXAbl — ANS KaXA0N apxuTekTypbl cpconfig-oM M3 COOTBETCTBYIOLLEN
nanku.

4.2. BBoa cepnnHOro HoMepa nmueH3unn

Mpu yctaHoBke nporpaMMHoro obecneveHnss CK3W 6e3 BBoaa NMUEH3MM NOAb30BaTeNio
NpeaocTaBnseTcs NMUEH3US C OrpaHUYEHHbIM CPOKOM JAencTBus. Ona wcnonb3oBaHus CK3W nocne
OKOHYaHMA 3TOr0 Cpoka Mosb3oBaTeslb [O/MKEH BBECTU CepUliHbIA HOMep C 6naHKa fnueH3uu,
NONYYEHHONM Yy oOpraHusaumm-paspaboTumka WM OpraHvMsaumu, UMelLen npaBa pacnpoCcTpaHeHUs
npoaykta (avnepa). Ans npocMoTpa MHbOPMaLUmM O IMLEH3UMN BbINOHUTE:

# cpconfig -license -view

[ns BBOAA NMULEH3UN BbINOMHUTE:

# cpconfig -license -set <cepuitHbIli_HOMep>

CepwuiiHbI HOMEp clieayeT BBOAMTb C COBM0AEHNEM perncTpa CMMBOJIOB.

4.3. Hactponka obopynosaHunsa CK3U

Ytnnuta cpconfig Takxke npeAHasHayeHa ANa M3MeHeHWs Habopa YCTpPOMCTB XpaHeHWs
(HocuTenen) u cunTbiBaHWA (cuMTbiBaTesen) KAKOYEBOM WMHMOPMaUUM U AATUYMKOB CYYaMHbIX Yncen.
MpenycTaHOBAEHHbIMU aABNAOTCSA cunTbiBaTenu flash-Hocutenel n o6pas gMckeTbl Ha XXECTKOM AUCKe.

Onsa npocMoTpa Crnncka HaAaCTPOEHHbIX CYUTbIBATENEN:
# ./cpconfig -hardware reader -view

CunTbiBaTEeNb AUCKET HE YCTaHaBJ/IMBaAETCA MO yMOJZITHaHUIO, TaK KaK Mpu OTCYTCTBUUN OANUCKETbI B
AnckoBoAe nepedncneHmne KOHTEVIHepOB CUNbHO 3amegniseTtcd. Ansa gobasneHns cunTbiBaTens ANCKET:

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"
[Ons npocMoTpa cnmcka HacTpoeHHbIx ACY:

# ./cpconfig -hardware rndm -view

Onsa koHconbHoro bno1CH tpebyetcs nakeTr

CPROkcl, kpome TOro oH pabotaer Tonbko c KC1 npoangepom. [na pobasneHus
KOHcosibHoro bnoCH4:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console BioRNG"

Ons rpaduueckoro bnoJCH Tpebyetcsa naker CPROrdg mn X-cepBep, kpome TOoro oH pabotaer
Tonbko ¢ KC1 npoBanaepoM. [insa nobasneHuns rpaguueckoro bnoCH:

# ./cpconfig -hardware rndm -add bio_gui -level 4 -name "GUI BioRNG"
Ana po6asnenuna ACH KMNUM:
# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /db1/kis_1
/var/opt/cprocsp/dsrf/db1/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1
/var/opt/cprocsp/dsrf/db2/kis_1

Takxxe Hago ckonupoBaTb daisbl C AaHHbIMU, NOJlyYeHHbIMM Ha "APM BbipaboTKM BHeLHeWn
ramMmbl", MOSIOXKUM, YTO OHM nexat B /tmp/db[1,2]:

# cp /tmp/db1l/kis_1 /var/opt/cprocsp/dsrf/db1/kis_1
# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Ona paboTtbl co cuuTtbiBaTenem PC/SC Tpebyetrca naker CPROrdp. [Mocne noakno4veHus
CUMTbIBaTeNS Y3HaNTe MMSA yCTpONCTBa:

# /opt/cprocsp/bin/ia32/list_pcsc

available reader: Gemplus GemPC Twin 00 00

Ona nobaBneHns cunTbiBaTENUS UCMONb3YNTE 3TO UMS:

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"

-7- -7-
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Onsa nonydeHnsa noapo6bHoi cnpaBku no cpconfig:
# ./cpconfig -help
# ./cpconfig -hardware -help

4.4. YcTaHOBKa NnapaMeTpoB XYypHannpoBaHus

CK3M nossonser cobupatb OTNAA0YHYKD WHPOPMaAUMIO W UMeeT  BO3MOXHOCTb
NpPOTOKOANPOBAHUA CO6bITUI. WHMOpMaums 3anucbiBaeTCd B CUCTEMHbIM  XypHan (06bl4HO B
/var/log/messages). CyuwecTsyeT BO3MOXHOCTb W3MEHEHUS HaCTPOEK XYPHaNIMPOBaHUSA pPasfinyYHbIX
mMoaynenh npoaykrta. CylecTByeT BO3MOXHOCTb W3MEHEHUS YPOBHA XypHanuposaHus u dopmaTa
BbIBOAMMbIX OT/1AA0UHbIX CO0bLWEeHM. ng Nony4YeHns cnpaBku Mo HAaCTPOMKaM XypHaanpoBaHUa:

# cpconfig -loglevel -help

Moaynu, Ans KOTOpbIX NOAAEPXKMBAETCS XypHanMpoBaHue:
Cpcsp - A4p0 KpunTonposangepa

capil0 - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyx6a xpaHeHus knatoyen (KC2)
libssp - TLS

cppkcsll - PKCS11
cpdrv - gpaneep
dmntcs

4.5. HacTtpowka kpunTtonposanaepa rno yMoa4yaHuio
[na npocMoTpa TUNOB AOCTYMHbIX KPpUNTONpPOBAKAEPOB:
$ ./cpconfig -defprov -view_type
[Ons npocMoTpa CBOWCTB KpMNTONpOBanAepa HY>XHOro tuna:
# ./cpconfig -defprov -view -provtype <provtype>
[Ona ycTaHOBKM MnpoBavgepa Mo YMOMYAHUIO AN HYXKHOro Tuna:
# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provhame>
Ona nonydeHus MMeHW npoBangepa MO YMONYAHUIO ANS HYXXHOro Tuna:
# ./cpconfig -defprov -getdef -provtype <provtype>

5.YCcTaHOoBKa CONYTCTBYHOLMNX NAKETOB

Ons nepejaum no cetu 3anpocoB Ha ceptudwmkaTtbl, CRL 1 T.n., a Takxe A9 NOAAEPXKKM
OOMOSNIHUTENbHBIX  KOYEBbIX CUMUTbIBATENem U HoOcUTenen MoXeT noTpeboBaTbCs yCTaHOBKaA
OOMOSTHUTENbHbIX NAaKETOB.

Ecnn conyTcTBylOWME NaKeTbl CKauyMBaloTCa M3 WMHTepHeTa, HeobxoAuMO MOATBEPAUTb WX
LEeNoCTHOCTb, MpoBepMB MNoANUCb MAM Xew. Ecnm ucTouHMk He obecneumBaeT Takume MexaHU3Mbl,
[OMNyCKaeTCsl UCMOSb30BaHME MaKeTOB TOMIbKO C AuCKa C AUCTpubyTnsoMm CK3W, roe st MexaHU3Mbl
Mcnosb3yloTcs. Ha Aucke nakeTbl fiexaT B nanke \extra.

5.1. BubnwuoTteka libcurl

Mcnonb3yeTtca ang nepefgayvun 3anpocos Ha ceptudukaTol, CRL 1 T.n. no ceTtwn.

C canta pa3spabotumka npoekTta http://curl.haxx.se/ MOXHO cKayaTb NaKeT C MCXOAHbIMMU
TekCTaMun ansa camocrosTesibHon cbopku. Kak npaBuno, TaM xe ectb 32-6UTHble BMHapHble NakeTbl.

32-6UTHbIN BUHapPHbIM NakeT AOCTyMNeH Ha canTe npomnssoautens OC:
ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages-current/All/

Takxxe MOXHO cobpaTb 6ubnmoteky us noptos /usr/ports/ftp/curl.

Mocne yctaHoBkn 6M6AnMOTEK HAAO 3aperncTpupoBaTth NyTW K HUM. Hanpumep:



http://curl.haxx.se/
ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages-current/All/curl-7.20.1.tbz
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# /opt/cprocsp/sbin/ia32/cpconfig -ini \config\apppath -add string libcurl.so
Jusr/local/lib/libcurl.so

6.CocTtaB 1 Ha3HayeHMe KOMMOHEHT NMPOrpaMMHOro
obecneyeHns CK3U

6.1. basoBblie Mmoaynun CK3U

MO CK3WU coaepxut 6a3oBble MoayNu:

libcsp — aMHamunuecku 3arpyxaemas 6ubnumoreka CK3W.

libcspr - 6ubnnoteka paboTbl ¢ yaanéHHbiM CK3U.

drvcsp — AMHaMUYECKN 3arpyxaeMbliii MOAYb sapa.

libssp — 6ubnmoTeka noaaepXKn Moaynsa ceteBon ayteHTudukaumm Kpunrtollpo TLS
cpverify — Moaynb KOHTPONS LIE/TOCTHOCTH.

wipefile - Mmoaynb yaanenusa dainioB BMECTe C COAEPXKMMbIM.

B Ha3BaHusAXx anctpmbytmeos CK3W ncnonb3yercs HoTauus:
CPRO - npedukc;
CSp — KpunTonposanaep;
drv - 3arpyxaemblin Mmoaynb aapa OC;
[d] - onuwoHanbHO - yKa3blBaeT Ha AOKYMEHTauuio (TeCToBble NpUMephl);
i386 - nnatdopma Intel.

6.1.1. bubnunoteka libcsp

Bubnunoteka libcsp peanusyet uenesble dyHKUMN Kpuntorpadunyeckon 3awmTbl MHPOpMaLmmn,
paboTy c KAoYaMu, 4OCTYN K KNOYEBbIM HOCUTENAM, KNaBnaTypHbI CY.

6.1.2. bubnunoteka libcspr

BbubnuoTteka libcspr obecneumBaeT  yaaneHHbIN aocTtyn K KpunTonpoBanaepy,
(PYHKUMOHUPYIOLWEMY KaK OTAENbHbIA CEPBUC.

6.1.3. [dpavBepHasa 6ubnuoteka drvcsp

Bubnuoteka drvcsp, ncnosblyemMas B KayecTBe AMHAMUYECKM 3arpyxaemoro moaynsa sapa OC,
peanusyeT ueneBble GYHKUMK KpunTorpaduyeckon sawmutbl MHDopMaumm (kpome dopmMmmpoBaHus II1)
n paboTy C KaYamu.

6.1.4. Mopaynu ceteBomn ayteHTudumnkaumm Kpuntollpo TLS

Moaynb libssp obecneunBaer peanm3aumio NpoTokosia ceTeBor ayTeHTudukaumm Kpuntollpo
TLS. Ob6uwee onucaHne NpoToKosia NpMBEAEHO B COOTBETCTBYHOLWEM pasaene gokyMmeHTa "XTAN.00050-
03 90 02. Kpuntolpo CSP. PykoBoacTteso agMmHucTpatopa 6esonacHoctn. Obwas yacTb."

Mpotokon TLS (RFC 2246) wncnonb3yetrcsa ANns 3awnTbl COEAUHEHUNA B K/INMEHT-CEPBEPHbIX
TEXHONOrNsAX.

MporpammHoe obecneveHne Kpuntollpo TLS gaBnseTtca peanusaumen npotokona TLS
ncnonb3lyeTt kpuntorpadpuyeckme ¢yHkumm CK3U ans obecnedyeHms npouecca ayTeHTudukaumm
WndpoBaHMa Tpaduka Mexay KIMEHTOM U CEPBEPOM.

S

6.1.5. Moaynb cpverify

Moaynb cpverify npegHasHayeH ANS KOHTPONSA UENOCTHOCTM npu  yctaHoBke CK3U un
dpyHKUMOHUpoBaHuM MO CK3U Ha NMOBM nonb3oBartens.

6.1.6. Moaynb wipefile

Moaynb wipefile ncnonbsyerca ana yganeHums dannos BMecTe C COAEPXMMbIM MPU WTATHbIX U
HewTaTHbIX (CBONMPOBAHMWE) CUTYyaLMSX.
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6.2. Moagynu MNK3U
6.2.1. Moaynb libcapi20

Moaynb libcapi20 vcnonb3yetcs Ans ynpaBfieHuss cepTudukKatamn OTKpPbITbIX, a Takxe ans
obecrneyeHns BbIMOHEHUA KpunTorpaduyeckux 3anpocoB Ha ypoBHe uHTepderica CryptoAPI v. 2.0.
MHTepdenc moaynsa capilite sBnsieTca noaMHoxecTBoM nHTepdeinca CryptoAPI v. 2.0.

6.2.2. Bubnuoteka librdrrdr

bubnuoteka librdrrdr ob6ecneuymBaeTr yHUPUUMPOBAHHLIA MHTEPdENC AOCTyNa K KIOYEBbLIM
HOCUTENSIM BHE 3aBUCUMOCTM OT UX TUNA.

6.2.3. Monynvl AOCTyMNna K KOHKPETHbIM TUMaM KJ1HO4YEBbIX HocuTenen
M cuyUTbIBaTENEN:
. librdrfatl2 «k guckosony u anckete 3.5" 1 pasgeny XecTkoro Amcka

. librdrpcsc Kk cuuTbiBaTensaMm cmapT-kapT wu eToken, noaaepXxusarowmm
nHTepdeic PC/SC

6.2.4. bubnunoteka librdrsup

bubnuoteka librdrsup obecneunBaetr peanmsaumto o6WKMX (PYHKUMIA AOCTyna K Pas/iIMYHbIM
YCTPONCTBAM XpaHEHUs KJIHYEeBbIX HOCUTENEN.

6.2.5. Moaynu gaTtynkoB Cny4vamHbIX Ymncen

Bubnuotekun librdrrndm wu librdrrndmbio o6ecneunBator nogaepxky paboTbl C
dn3nyeckumMm gatumKkamMmmn CnyyamHbix ymcen.

6.2.6. bubnunoteka libasnldata nogaepxkn npotokona ASN1

Bubnnoteka libasnldata cogepxut dyHKuMn npeobpazoBaHUa CTPYKTYp A@HHbIX B MAWMHHO-
He3aBMCMMOe npeacTaBieHune.

7.BctpanBaHmne CK3W B npuknagHoe 10O

Mpun BcTpamBaHunm CK3WM B npuknagHoe nporpaMMHoe obecnedyeHne AO0/KHbl BbINMOMHATHCS
TpeboBaHua paspgena 7 pokymeHta "XTAWM.00050-03 90 02. Kpuntollpo CSP. PykoBoaCTBO
aaMMHMCTpaTopa 6e3sonacHocTn. Obuwas vyacTtb."

8. TpeboBaHWA Mo OpraHMU3auUMOHHO-TEXHUYECKUM U
aAMUHUCTPATMBHbIM MepaM obecnedeHuns
akcnnyaTtaumm CK3U

[Oo/mKHbI BbINOMHATLCSA TpeboBaHMS MO OpPraHU3auUMOHHO-TEXHUYECKUM UM aAMUHUCTPATUBHbLIM
MepaM obecnedyeHns 6e3onacHocTn 3kcnnyataumm CK3WM B obbeme pasgena 12 [AoKyMeHTa
"XTAN.00050-03 90 02. Kpuntollpo CSP. PykoBoacTBO aaMuHucTpatopa 6e3onacHocTtu. O6uwas
yacTb."

8.1. 0O6wwne Mepsbl 3awmnTbl oT HC/ MO c ycTaHOBNEHHbIMU
CK3U ana OC FreeBSD

Moa ynpasneHmem UNIX-nogobHbix onepaunoHHbix cuctem CK3UM [O/KHO MCNOMb30BaTbCs C
nporpaMMHbIM obecneyeHneMm:

e Certmgr (Kpuntollpo Certmgr).
e CryptCP.

e Apache Trusted TLS (Digt).

e Trusted TLS (Digt).

Mpu ucnonb3zoBaHum CK3UN XTHAKM.00050-03 noa ynpasneHuem OC FreeBSD Heobxoaumo
NpeanpuHATL AOMOJIHUTENbHbIE Mepbl OPraHM3auMOHHOIO0 U TEXHWYECKOro XxapakTepa W BbINOSHUTb
LOMOSIHUTENbHbIE HACTPOMKM OMNepaumMoHHON cucTeMbl. [pn 3TOM CTaBUTCS 3ajada He TOsIbKO
obecneynTb AONOAHUTENBHYIO 3awuTy cepBepa n OC ot HCJ, Ho 1 obecneunTb 6ecnepeboliHblil pexum
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paboTbl N UCKIIOYNTb BO3MOXHOCTM "O0TKasa B 06CnyxumBaHMU", BbI3BAHHOIMO BHYTPEHHUMW MPUYMHAMMU
(HanpumMep - nepenosiHeHneM PannoBbIX CUCTEM).

K OopraHn3auMoOHHO-TEXHUYECKMUM MEPaM OTHOCATCA:

8.1.1.

obecneueHune dusmyeckor 6esonacHoCT cepBepa;
yCTaHOBKa NpOrpaMMHbIX 06HOBNEHUN;

OopraHmsauus npoueaypbl pe3epBHOr0 KOMUMPOBAHUS W  XPaHEHUS pe3epBHbIX
KOMun.

JononHutenbHble HacTporikn OC FreeBSD kacatoTcsa cneaytowero:

OorpaHWyeHMe [OCTyna nosib3oBaTesiell U HAcCTPOMKM  MOJSIb30BATESIbCKOroO
OKpYXEHUS;

OrpaHUYyeHNE CETEBbIX COEANHEHWIA;
OrpaHUYeHUst MpU MOHTUPOBAHWUM (ANSTOBBIX CUCTEM;
OrpaHMyYeHusi Ha 3arnyck npoLeccos;

KOHTpOJ/Ib 3arpy3km OC M KOHTPO/Sb LESIOCTHOCTU CUCTEMHOrO WM MNpPUKIAZHOro
nporpamMMHOro obecnedyeHuns Aos/HkeH obecneymBaTbCs MPU MOMOLLU 3NEKTPOHHOIO
3aMka (CM. COOTBETCTBYNOLWMA pasgen B AokyMmeHTe '"XKTAWM.00050-03 90 02.
KpunTtolpo CSP. PykoBoacTtBo aaMuHuUcCTpaTtopa 6e3onacHoctu. O6was 4dactb."),
4YTO O3Ha4aerT:

e  BbINofiHEHMe 3arpy3kn ¢ PUKCUPOBAHHOIO HOCUTENSA;

e (ObecneuyeHne KoOHTponss uenoctHoctht OC M MNpUKIAAHOro
nporpaMMHoro obecrneyeHns A0 3arpy3kuM Ha 3arpy304yHOM AUCKE U
APYTUX NOAKMOUYEHHbBIX AMCKaX.

LOMNOMIHUTENbHbIE HacTpolku siapa OC;

HaCTpoOliKa CeTEeBbIX CEPBUCOB;

OorpaHM4yeHune KonmyecTea "BMAMMON M3BHE" MH(pOPMaLUN O CUCTEME;
HaCTpoliKa NOACUCTEMbI MPOTOKOIMPOBaHUA U ayauTa.

OpraHmsaynoHHO-TEXHUYECKNE Mepbl

. C uenbio UcKNYeHns Bo3MOXHOCTK 3arpy3skn OC, OT/INYHOM OT YCTaHOBHEHHOVI Ha

XKecTkoM ancke MIBM, MIBM u ycTponcTBa 3arpy3ku A0/KHbI 6bITb OrevaTaHsbl.
JomxeH 6biTb 06ecrneveH Heo6X0AMMbIN KOHTPOJIb LLeSIOCTHOCTU nevyaTen.

. ObecneyeHne dunsmnyeckon 6e3onacHOCTM cepBepa

CneayeT WCKIOUUTb BO3MOXHOCTb [AOCTyrNa HEeaBTOPM30BAHHOMO MepcoHana K
KOHCOMN, CUCTEME MUTAHWUA U AOMOSIHUTENbHbLIM YCTPOMCTBAM, MOAK/HOUYEHHBIM K
3alMLIaeMoOMy  CepBepy MNyTeM YCTaHOBKM 060pyAoOBaHMs B creuuasbHo
BblJENEHHOE M 3anMpaeMoe rnoMelleHune (annapaTtHy UAn CepBEPHYIO KOMHATY).

JocTyn nepcoHana B CepBEpHyK KOMHaTy Ao/MKeH ObiTb pernaMeHTupoBaH
BHYTPEHHMM pacrnopsaKoM 3KCryaTUpYIoWen OpraHM3aumMn u  AO/MKHOCTHbIMU
MHCTPYKLUAMU.

Ons ncknodeHns c60eB KOMMbOTEPA, BbI3BaHHbLIX OTK/HOYEHMEM 3/1IEKTPONUTAHKUS,
HeobxoanMo obecneumnTb 3NeKTPONUTaHMe cepBepa OT UCTOYHMKa 6ecnepeboliHOro
MATAaHUS AOCTaTOYHOM MOLWHOCTU. Kak MWMHMMYM, MOWHOCTM 6aTtapen WCToYHMKA
6ecrnepebonHOro nNUTaHMA [AOO/DKHO XBaTaTb Ha BpemMs AoCTaToyHoe  Afis
KOPPEKTHOro aBToOMaTU4YeCKoro 3asepleHns paboTel cepsepa.

. OpraHusauus npoueaypbl pe3epBHOr0 KOMMPOBAHMSA U XPAHEHUSI Pe3ePBHbIX

KOMumn

Mpwn onpegeneHun pernameHTa pe3epBHOr0 KOMMPOBAaHWUSA U XPaHEHUS pe3epBHbIX
Konuii cnegyet obecneunTb OTBETCTBEHHOE XpPaHEHWEe pe3epBHbIX KOMUKA B
3anupaemMbix cendax (wkadax) n onpeaenntbe Npoueaypy BblAauyuM pe3epBHbIX
KOMWN OTBETCTBEHHOMY MEPCOHAaNy M YHUUYTOXEHUS BbllWeAWwnx M3 ynotpebneHus
HocuTenen (NeHT, OAHOKPATHO 3anncbiBaeMblX ANCKOB U Mp.).

CTaHAapTHbIMM MepaMn No opraHundaunn OTBETCTBEHHOIoO XpaHeEHUA HoCcuTenemn
ABNAKOTCA:

e MapKuMpoBKa HocuTenem;
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10.

11.

12.

13.

e COCTaBJ/IeHME OMUCU XPaHWMbIX HOCUTENen C yKasaHuWeM CepuiHbIX
(MHBeHTapHbIX) HOMepoB, pAaT 3anucum HocuTenen, damMunmen CoTpyaHUKa,
co3aaBLIero Konuw ans kaxaoro wkada(cenda);

e repuoamyeckas CBepka onucu u cogepxumoro cerdos (Wwkados);

e OpraHusaumsi OTBETCTBEHHOIO XpaHEHMS M BblAaun KYen oT cendos
(wkados);

e BO3MOXHOE onevaTtbiBaHue (onsombmupoBaHue) cerdos(wkados).
YHUYTOXEHNE BbIWEAWNX M3 ynoTpebneHnss HocuTesel AOJHKHO MpPOM3BOAUTCS
KOMUCCUKEN C COCTaB/IeHNEM aKkTa 06 YHUUTOXEHUN.

B cucrteme peructpupyetcs OAMH Nofib3oBaTenb, ob6nagawowuii  npasBamu
agMWHUCTpaTopa, HocsAWwMi uMs root, Ha KOTOpPOro BoO3naraeTcsd 06583aHHOCTb
koHdurypuposatb OC FreeBSD, HacTpamBaTtb 6e3onacHocTb OC FreeBSD, a Takxe
KoHpurypuposaTtb [M9BM, Ha koTopyto yctaHoBneHa OC FreeBSD.

. OAns  nonb3oBaTens root BbIGMpAETCs HaAeXHbIA Napofib BX04a B CUCTEMY,

yAOBeTBOpSOWMA  cnegylowmM TpeboBaHMsAM: ANvHA napons He MeHee 6
CcnMmBOI0B, Cpean CUMMBOJIOB Naposid AO0J/1KHbl BCTpPeYaTbCA 3arjlaBHble CUMBOJbI,
NPOMUCHbIE CUMBOJbI, UMMDPbl 1 CheumanbHble CUMBOJIbI, CPOK CMEeHbl Maposisi He
peXxxe OAHOro pasa B Mecsu, AOCTYyNn K maposito Ao/mkeH 6biTb obecneyeH ToNbKO
aAMUHUCTpaATopYy.

Monb3oBaTento root AOCTyMHblI HACTpoKkn Bcex nonb3oBaTenenn OC FreeBSD,
KOTOpble OH MOXEeT npocMaTpuBaTb, pefakTUpoBaTb, yAandATb, co3naBaTb. Bcem
nonb3oBaTtensM, 3aperucrpupoeaHHbiM B OC FreeBSD, nonb3oBaTenb root B
COOTBETCTBMM C MOANTMKOM 6e30nacHOCTM, NPUHATOM B OpraHusauum, paet
MWHUMaNbHO BO3MOXHble ANs HOpMasnbHOW paboTbl npasa. Kaxablh nonb3oBaTesb
OC FreeBSD, He saBnsiowmiica mnosib3oBaTeneM root, MOXeT npocMaTpuBaTb M
pefakTMpoBaTb TOSIbKO CBOM YCTAaHOBKWM B paMKax npaB AOCTyna, Ha3HayeHHbIX
€My nosib3oBaTtenem root.

Bcex nonb3oBatenen MN3BM, KOTOpble He MONb3YKOTCA AAHHOMW CUCTEMOM, U BCeEX
CTaHAapTHbIX Nosb30BaTenen, koTopble co3gatTcs B OC FreeBSD BO Bpewms

ycTaHoBkM (Takmx, kak "sys", "uucp", "nuucp", n "listen"), kpome nonb3oBartens
root, cneagyeT yaanuThb.

B OC FreeBSD cywecTBylOT MCMNOJSIHAEMble alifibl, KOTOpble 3arnyckakTcs C
npaBaMm nonb3oBaTens root. 3TM dalnbl UMEKT YyCTaHoBAEHHbIM dnar SUID.
Monb3oBatenb root AosKeH onpeaennTb, KakuM u3 3Tux ¢danioB B paMKax
onpeAeneHHon B opraHmM3aumum NoAMTUKKM 6e3onacHocTn He TpebyeTca 3anyck C
aAMUHUCTPATUBHbIMM MOTHOMOYMSAMKM, U C NoMowblo cbpoca dnara SUID posnxkeH
CBECTU KOSIMYEeCTBO Takux (annoB K MUHUMYMY. 3anyck ocCTaBluxcs dainnos c
yCTaHoBMeHHbIM narom SUID gommKeH KOHTPONMPOBATLCA MoJsib30oBaTeneM root.

Mpn wucnonb3oBaHum CK3N XTAN.00050-03 Ha [12BM, noAakatO4YeHHbIX K
06lWenoCTynHbIM CEeTAM CBA3W, AOJ/DKHbI ObITb MpeanpuHATbl AOMNOJHUTENbHbIE
Mepbl, UCKOYatoLWmne BO3MOXHOCTb HECAHKLMOHMPOBAHHOMO AOCTYMNa K CUCTEMHbIM
pecypcam MCrnosib3yeMblX OMEepauMOHHbIX CUCTEM, K MPpOrpaMMHOMY obecrneyeHuio,
B OKpYyXeHun kotoporo dyHkumoHnpywT CK3U, u k komnoHeHTam CK3U co
CTOPOHbI YKa3aHHbIX ceTeMn.

lMpaBo goctyna Kk paboumm mecTtam c ycrtaHoBneHHbiM O CK3W npepocTtaBnseTcs
TONIbKO NMUaM, O3HAKOMJIEHHbIM C MpaBWiaMn MNOJIb30BAHUS U U3YUMBLUUM
aKCMAyaTauuoHHY AOKYMEeHTauulo Ha nporpamMMHoe obecneyeHue, mmeluiee B
cBoeM cocTtaBe CK3UM XTAM.00050-03

Ha TexHunyeckmnx cpencrtsax, ocHaweHHbIX CK3W AoaXKHO WMCMosb30BaTbCA TOJIbKO
NIMLIEH3MOHHOEe nporpamMMHoe obecrneveHne GUpM-NponM3BoOANTENEN.

B BIOS onpepensaiwTca YCTAaHOBKMW, WCKKOYaKOWKMeE BO3MOXHOCTb 3arpysku
onepaumMoHHOM CUCTEMbI, OTIIMYHOM OT YCTAHOBJIEHHOM Ha >XECTKOM [OUCKE:
OTKJIlOYaeTCsl BO3MOXHOCTb 3arpysku c rmbkoro aumcka, npueoga CD-ROM wu
npoyve HecTaHaapTHble BuAabl 3arpy3km OC, Bkaw4yas ceTeByl 3arpysky. He
npumeHsatoTca NM3BM ¢ BIOS, uckaoyarwmM BO3MOXHOCTb OTK/IKOYEHUS CEeTEBOW
3arpy3kmn OC.

Cpeacteamm BIOS pomkHa 6bITb  UCKAOYEHA BO3MOXHOCTb  OTKJ/IHOYEHUSA
nonb3osatensamn ISA-yctponctB n  PCI-ycTponctB. [N WCKAOYEHUS 3TOM
BO3MOXHOCTK BXoA4 B BIOS 3SBM ponxeH 6biTb 3awuweH naposeM, K KOTOpoMy
NpeabsaBNAOTCA Te Xe TpeboBaHMsA, YTO M K Naponto nosb3osBartens root. Maponb
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14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

27.

28.

aons Bxoaa B BIOS pomkeH 6biTb M3BECTEH TONbKO MOSib30BaTento root u 6biTb
OT/IMYHBLIM OT Napons nonb3osartens root ana exona s OC FreeBSD.

o 3arpy3skm OC posmkeH ObiTb peanu3oBaH KOHTPOJb LESIOCTHOCTU annos,
KPUTUYHbIX Ang 3arpy3skm OC u nporpamMmbl CPVERIFY.

Mpwn 3arpyske OC gomkeH 6biTb peanmM3oBaH KOHTPOJIb LENOCTHOCTM NPOrpaMMHOro
obecneuenmns, Bxoasuiero B coctaB CK3UN XTHAWM.00050-03, camon OC u Bcex
NCnosiHAeMbIX pannos, dyHKUMOHUPYOLWMX coBMecTHO ¢ CK3W ¢ ncnonb3oBaHUEM
nporpammbl CPVERIFY.

CpeactBamum BIOS pgonxHa 6biTb MCKKOUEHA BO3MOXHOCTb paboTbl Ha DBM, ecnm
BO BpeMS ero HadasbHOM 3arpy3ku He NpoxoasT BCTPOeHHble TecTbl DBM (POST).

Ha koMmnbloTepe ycTaHaBnuBaetTcs Tonbko oaHa OC. Ha komnbloTepe He
yCTaHaBNMBalOTCA CpeacTB pa3paboTkm u otnagkm MO. Ecnu cpeacrtesa oTnagku
NMPUNOXEHUI HYXHbI ANS TEXHONOrMyecknx notpebHocTel opraHusauum, To UX
MCNosb30BaHMe A0XKHO ObiTb CAHKLMOHMPOBAHO agMUHUCTPATOpoM 6e30MacHOCTH.
B nwoboM cnydae 3anpewiaeTtcs MCNonb30oBaTb 3TWM CpeacTBa AN MNpPOCMOTpa W
pefakTMpoBaHUsa KoAa W nNaMaTM  NPUIOXeHMRn, ucnonb3ywwmnx CK3U
XKXTAN.00050-03. Cnegyet usberatb nonagaHus B CUCTEMY MpPOrpaMM, rMo3BONSA-
wux npu owmnbkax OC nonydatb npueuierun root.

[onXHO 6bITb OrpaHMueHo (C y4yeToM BblI6paHHOW B OpraHusauuu MNOAUTUKMK
6e30MacHOCTM) MCMoJIb30BaHWE MOJSIb30BaTENS MU KOMaHA cron M at - 3anycka
KOMaHA B yKasaHHOe BpeMms.

[onxHo 6biTb peann3oBaHo dU3MYECKoe 3aTMpaHuWe COAEPXMUMOro yAanseMblX
darinos ¢ ncnonb3osaHnem nporpammbl Wipefile ns coctasa CK3W.

Jo/mKHbl 6blTb OTK/IIOUYEHbI CETEBbIE MPOTOKOJbI, KOTOPbIE HE MCMONb3YKTCA Ha
AaHHoM DBM.

B cnydae nogkntoyeHuss 3BM ¢ yctaHoBneHHbIM CK3UM k obwenocTynHbIM CeTaMm
rnepegayvn AaHHbIX AO/MKHO 6bITb OTK/IIOYEHO Mcnonb3oBaHue JavaScript, VBScript,
ActiveX n gpyrmx nporpaMmMHbiX 06bEKTOB, 3arpy)XaemblX U3 CeTu, B NpUKNaaHbIX
nporpaMmax.

[JonxHbl 6bITb NPUHATBI Mepbl MO MCKJ/IIOYEHUID HECAHKLMOHWMPOBAHHOIO AO0CTyna
MOCTOPOHHUX NNL B MOMELLEHNS, B KOTOPbIX YCTAaHOBNEHbl TEXHUYECKME CPeacTBa
CK3MN XTHAW.00050-03, no poay CBOeN AeATENbHOCTM HE  SBASKOWNUXCS
rnepcoHasioMm, AOMyLEHHbIM K paboTe B yKa3aHHbIX MOMELLEHUSIX.

[onxHo 6biTb 3anpeLeHo oCcTaBAsATb 6€3 KOHTPONS BblUMCAUTENbHbIE CPeACTBa, Ha
KOoTOpbIX 3kcnnyatupyetca CK3UW XTAKM.00050-03 nocne BBOAa K/IHOYEBOWN
uHdopmaummn. Tpu  yxoae nonb3oBaTens ¢ paboyero Mecta  AOJIKHO
MCNoJib30BaTbCd aBTOMaTn4yeckoe BKJIitoUeHune napoanon 3aCTaBKMu.

N3 coctaBa cucTeMbl AOMKHO 6biTb UCKAOYEHO 06opyAoBaHMe, KOTOpOe MOXET
cosgaBaTtb yrposy 6esonacHoctn OC FreeBSD. Takxe Heobxogmmo wusberaTtb
MCNO/b30BaHUS HEeCTaHAapTHbIX annapaTHbIX CPeAcTB, MMELWMX BO3MOXHOCTb
BNMATb HA MYHKUMOHMPOBaHMe koMmnbioTepa nnm OC FreeBSD.

Mocne MHCTannsaumm ocC FreeBSD cnepgyetr  yCTaHOBUTb C canTa
http://www.freebsd.org/ Bce pekoMeHAOBaHHble MpoOrpaMMHble OBHOBAEHUA W
nporpaMMHble OGHOBMIEHUSI, CBSI3aHHble C 6e30MacHOCTblO, CYyLUeCTBYHOLWME Ha
MOMEHT UHCTaNNAUNMK.

Ha Bce pupekTtopumn, copaepxawme cucteMHble dannbl OC FreeBSD un katanoru
CK3W1, HeobxoamMo yCTaHOBUTb MpaBa AOCTyna, 3anpelialline BCEM
nonb3oBartensiM, kpome Brnagenbua (Owner), 3anuce.

B cBs3n C TeM, 4TO aBapuwihHbIA AaMn OMNepaTMBHOM MaMSATU MOXET COAepXKaTb
Kpuntorpaduyeckn oOnacHyi WHGopMaumio, B NPUKNAAHbLIX Mporpammax,
ucnonb3ytowmnx CK3U, cnegyeT OTKIOUYMTb BO3MOXHOCTb €ro CO34aHUs C MOMOLLbIO
dyHKumn setrlimit c napametpom RLIMIT_CORE=0.

B OC FreeBSD wucnonb3yetcsa BupTyanbHas namsate. O6s1acTb BUPTyanbHON MamMsaTu
[O/KHa 6bITb OpraHn3oBaHa Ha OTAENIbHOM XeCTKOM aucke. 1o okoH4YaHuM paboTbl
CK3W copepxnmoe BMpTyasibHOM NaMaTVM AOJIKHO 3aTUpaTbCsl C UCMOJIb30BAHMEM
cpeacts OC. B cnyyae aBapuiiHOro octaHoBa OBM, npu cnepytouwen 3arpyske
Heobxoaumo B pexume “single user” ounctuTb o6nacTe BUPTyasibHON MNaMATH
nporpamMmon wipefile, Bxopswelnn B coctaB CK3U XTAN.00050-03. B cnyuae
BbIX04a W3 CTPOS XECTKOro Aucka, Ha KOTOPOM HaxoauTcs obnactb BUPTyasbHOM
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nam4aTu, KpmnTorpad)quCKme KNK4YM nognexat BbiBOAY U3 OEeNCTBUA, a XeCTKUMn
ANCK CYHMUTAETCA HEe noanexawnm peMoHTY. DTOT XECTKUM ANCK YHUYTOXaeTca no
npaBuiaM YHUUTOXEHNA KNHOYEBbIX HOoCuTenen.

JononHutenbHblie HacTponkn OC FreeBSD
HacTtpoitkn OC FreeBSD BbIMO/IHAKOTCA NyTEM peaakTupoBaHusa (yaaneHwus,
nobaBneHns) pasnnyHbIX KOHPUIYPaLMOHHbBIX U KOMaHAHbIX hannos.
Ona  coxpaHeHus BO3MOXHOCTM "OTKaTUTb" BHECEHHble UW3MeHeHusa cnegyeT
COXpaHaTb Moanduumupyemble garnbl B "6e3onacHoM" MecTe (Ha BHELWHEM HOCUTENe
WM Ha HEe MOHTUPYEMOI aBToMaTMyeckn dhannoBon cucTeme).

8.1.2.1. OrpaHundyeHne [ocTyna nonb3oBaTesnied M HaCTPOWKM MONb30BaTENbCKOro

OKpY>XeHUs
HacTpoika nonb30BaTe/IbCKOr0 OKPYXEHUS 3aK/ovaeTcs B C/ieayowmx 4eNCTBUAX:
1. B dainne /etc/login.conf cneayeT yCTaHOBUTb CreaylowmMe AUPEKTUBSI:

Login-retries=3  (3agaeT 4MCAO0  NOBTOPHbIX  MOMbITOK  perncrpauum
rnonb3oBaTtens rnporpammoit login)

passwordtime=30d ans orpaHunyeHnsa cpoka aencremsa naponsa 30-t0 cyTKaMm
coredumpsize=0K gns 3anpeTta co3gaHusa core-cdannos

SYSLOG_FAILED_LOGINS=0 (anpekTnBa npeanuncbiBaeT NpoToKOIMpOBaTb BCE
NOMbITKN HeyAayHOW perncrpauum nonb3oBaTtens)

UMASK=022 (napameTp 3aaeT MacKy co3gaHus dalisa no-yMosiyaHuto).

CONSOLE=/dev/console (napaMeTp orpaHM4YnBaeT BO3MOXHOCTb permcrpauunm
cynepnosib3oBaTensl TOSIbKO CUCTEMHOM KOHCOMbIO M 3anpeluaeT yaaseHHble
perncrtpauum cynepnosib3oBaTens).

2. [Ons nonb3oBaTens root yCTaHOBUTb MacKy pexuma co3gaHus dannos 077 vam
027:

umask 077 (umask 027);

3. OrtpenaktnpoBaTtb ¢ann /etc/shells 1 noMecTUTb B HEr0O MMEHa TOJIbLKO ANs TeX
ucnosnHsemblx @annos o6o504ek, KOTOpble YCTaHOBMEHbl B cucteme. [lo
yMonyaHuto, cogepxummoe damnna /etc/shells moxeT 6bITb TaknM:

/bin/csh

/bin/tcsh

/bin/sh

/usr/local/bin/bash
4. Ypanutb pann (ecnmn oH cywectByeT) /.rhosts.
YpanuTtb coaepxunmoe darna /etc/host.equiv.

6. OtpepaktnpoBaTb dann /etc/pam.conf ¢ uenbto 3anpeta rhosts-
ayTeHTMdMKaunmM. BbiNnosHAeTCcs KOMMEHTUPOBAHUEM BCEX CTPOK, CoAepKalimx
noactpoky "pam_rhosts_auth.so".

7. TpoBepuTb  waeHTUdMKaATOPbl  MNoAb30OBaTeNss WM IrPpyAnbl AN Bcex
rnosib3oBaTenemn, nepevncieHHblx B ganne /etc/passwd. Cnegyet ybeagutcs, uto
He CYyLLeCcTBYET Mosib3oBaTesiell, UMELWMX naeHTudukaTop nonb3osatens 0 u
naeHTudunkaTop rpynnsl 0 KpoMe, BO3MOXHO, Nonb3oBaTens root.

8. Co3pgaTb nepeyeHb MNporpamMM, KOTOpble  3anyckawTcs C  MnpaBaMu
aAMUHUCTPATOPA, U KOHTPO/IMPOBATb €ro HEM3MEHHOCTb;

Ul

9. 3anpetuTb perucTtpaumio B CUCTEME MOJSib30BaTeNlel, UMeKLWnx creayrowme
"cnyxebHble nmeHa":

daemon uucp

bin nuucp
sys listen
adm nobody
Ip noaccess
smtp
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[encteue BbINOMHAETCA MNyTeM ykasaHua B danne /etc/passwd cTpoku
'/sbin/nologin’ B none shell-nporpamMmbl 1 ykasaHua cumsona 'x' B nosne napons.

8.1.2.2. OrpaHnyeHus npun MOHTUPOBaHUKN HaNIOBbIX CUCTEM

OrpaHun4yeHns NMpu MOHTMPOBaHMKU (haMIOBbIX CUCTEM peanun3yloTCs peaakTUpPOBaHUEM
darina /etc/fstab:

1. YcraHoBuTb onumto nosuid Npy MOHTUPOBaHMK (hansIoBOI CUCTEMBI /var.

Mpn wWHCTanNsauUuMM cucTeMbl crepyeTr BblgenuTb Ana dannosbix cuctem /, /usr,
/usr/local, /var pa3Hble pas3genbl AuUcKa A8 NpenoTBpaleHuss NepenoiHEHUS
KPUTUYHbIX hannosbix cuctem (/, /var) 3a cyeT, HanpuMmep, Nosib30BaTe/IbCKUX AAaHHbIX
n obecneyeHnss BO3MOXHOCTM MOHTUMPOBaHMA aNNIOBOA CUCTEMbI /Uusr B peXuMe
"TONbKO AN yteHusa".

8.1.2.3. OrpaHn4yeHus Ha 3anycK npoueccos

CneayeT orpaHnynTb MCMNOJSIb30BaHWeE B CUCTEME NaHMPOBLUMKA 3a4ay cron u cpeacTs
nakeTHon o6paboTknM 3agaHuin. [na HopManbHOro MYHKLUWMOHMPOBAHWUSA CUCTEMBI
MWUHMMaNbHO Heob6X0AWMbIM SBASIETCS pa3pelleHne MCNoNb30BaHWs MNJaHUpPOBLUNKaE
3a4ay cron U CpeacTB nakeTHown o6paboTku 3agaHMM TONMBKO Nonb3oBaTento root. Ans
3TOro cnefyeT BbIMNOMHUTL cneayolwmne koMaHabl (0T MMEHU Cyneprnofib3oBaTens):

echo root > /var/cron/allow
echo root > /var/at/at.allow

8.1.2.4. HacTpolika ceTeBbIX CEpBUCOB
HacTpoika ceTeBbIX CEPBUCOB 3aKNOHAETCS B C/IeAYoLWeM:

1. CnepyeT orpaHnunTb YHKUMOHANbHOCTb AEMOHA YMNpaBfeHUs CeTeBbIMU
coeanHeHmsamMun inetd (xinetd). [encTBue 3aknw4aeTcs B peAakTMpoBaHum dalina
/etc/inetd.conf. B dainne /etc/inetd.conf cnegyer 3akomMMmeHTpoBaTb (yAanuTb)
CTPOKM, coAepXalime OnuMcaHus TeX CEepBMCOB, MWCMOMb30BaHNE KOTOPbIX Ha
KOHMUTYpMpyeMoM KOMMbIOTEPE HE SIBNISIETCA HEOOXOAMMbIM.

Kak MUHUMYM, CnefyeT 3anpeTuTb C/ieaylolmne CepBUCHI:

echo systat
discard netstat
daytime tftp
chargen telnet
finger nfsd

Bo3MOXHO TakXe CcHayana 3akoMMeHTMpoBaTb B arne /etc/inetd.conf
OMNnCaHUs BCEX CEPBUCOB M 3aTEM PACKOMMEHTMPOBATb TO/IbKO UCMOMIb3YEMbIE.

2. Ncnonb3ya yTunuTty sysinstall, OTKIOUMTb HEMUCMONb3yEMblE CETEBbIE
CepBUCbl, M CNyx6bl, 3anyckaeMmblX MpW CTapTe CUCTEMbl, 3anycTuTb paboTy
noAcucTeMbl accounting AN KOHTPOS 3anycKaeMbiX MpPoLECCOoB.

3. Ecnn He nnaHupyeTcs MCNonb3oBaTb HacTpamBaeMblli KOMMbIOTEP B
KayecTBe MaplpyTusaTopa, HeobxoAMMO 3anpeTuTb MapLlipyTu3auuto, BbINOSHMB
KomaHay sysctl —w net.inet.ip.forwarding=0.

4. Cnepyet 3anpetuTb MPUEM W3 BHELWHeNW ceTu "WwupoKosBelaTeNbHbIX"
(broadcast) nakeTos, a Takxe nepenavy OTBETOB Ha NpUHATbIE
"lWnpokoBewatenbHbie" nNakeTol.

5. 3anpeTuTb Cyrneprosb3oBaTento AocTyn no ftp, ans atoro nob6asutb "root"
B panin /etc/ftpusers
6. Ecnn nnaHupyeTcs Mcnonb3oBaTh HA HacTpanBaeMoM cepsepe cepsuc FTP,

TO cneayetr co3gaTtb (oTpepaktuposaTb) dann  /etc/ftpusers co cnmckom
nonb3oBaTesiei, ANs KOTOPbIX 3amnpelweH AOCTyn K cepBepy Mo npotokony FTP.
darin MMeeT TEeKCTOBbI dopMaT W [O/MKEH coAepXaTb MO OAHOMY WMEHMU
nonb3oBaTens B CTpoke. B cnncke "3anpelweHHbIX" nonb3oBatenen, Kak MUHUMYM,
OOJIXKHbI 6bITb NEpeYncneHsl cneayolime UMeHa noab3oBaTenen:

adm Ip
bin nobody
daemon noaccess

listen
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nobody4 smtp

nuucp sys

root uucp

7. Ons orpaHuvyeHus  goctyna K  CUCTEMHbIM dannam  ans

HEeNpUBUIErMpPOBaHHbIX nonb3oBaTesiell, W3 KOMaHAHOW CTPOKM crneayet
BbIMNOJIHWTbL CleaytoLlmne KoMaHAabl:

dannos:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at

chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode
Takxe cnepgyeT obHynuTb ¢nar SGID Ans HEeKOTOpbIX WMCMNOSIHAEMbIX

chmod g-s /usr/bin/mail
chmod g-s /usr/bin/mailx
chmod g-s /usr/bin/write
chmod g-s /usr/bin/netstat
chmod g-s /usr/bin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /usr/sbin/arp
chmod g-s /usr/sbin/dmesg
chmod g-s /usr/sbin/prtconf
chmod g-s /usr/sbin/swap
chmod g-s /usr/sbin/sysdef
chmod g-s /usr/sbin/wall

8.1.2.5. OrpaHundeHne konmyecTea "Bmanmon nseHe" nHdopMaummn o cucteme

O6bl4HO, HauyanbHYK MWHMOpPMaUuK O CUCTEME MOTEeHUMaNbHbIA HapywuTenb
rnony4aeT U3 CUCTEMHbIX MpUrnalweHnin, BblaaBaeMbiX ceTeBbiMM Cry>xb6amMn cepsBepa
(telnet-cepsep, ftp-cepsep u np.).

MoaToMy, K MepaM Mo OrpaHUYEHUID KonndyecTsa "BMAMMOM M3BHE" MHGOpMaumum o
CUCTEME OTHOCATCS:

e OtTka3z OT cTaHgapTHoro "sarosnoBka", BbIBOAMMOro cepBepoM ftp npu oTBeTe
nonb3oBaTtento. [locturaercs ykasaHuem B daiine /etc/ftpwelcome cneaytowmx
OVNPEKTUB:

BANNER=""

e PepaktmpoBaHue dannos /etc/issue, /etc/ftpbanner n /etc/motd c uenbto
pa3bsCHEHUSA NOMb30BATENAM NpaBMa U NONUTUKN AOCTYyMNa K cepsepy ftp.

8.1.2.6. HacTpoitka noacmncTeMbl NPOTOKO/IMPOBAHMS N ayauTa

1. CnenyeTt yAOCTOBEPUTCS, YTO TOJILKO MOJSIb30BaTEsNb root MMeeT A0CTYyN Ha 3anuch
Ans cnegyowmnx dannos:

/var/log/authlog
/var/log/syslog
/var/log/messages
/var/log/sulog
/var/log/utmp
/var/log/utmpx
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2. Ecnm Ha HacTpaMBaeMOM cepBepe uWCronb3yeTcs web-cepBep, To creayer
ybeanTbcs, uto TOoNbkO "Bnageney" npouecca httpd MMeeT pgocTyn Ha 3anucb K
npoTtokonam httpd

3. OrpaHnunte (C y4yeToM BblbpaHHOM B OpraHuMsauum MoanTUKKM 6e3onacHoOCTK)
MCNONb30BaHME TMOSAb30BaTeNs MM KOMaHA Su M sudo - npeaocTaB/ieHUs
nosb30BaTesnto aAMUHUCTPATMBHbIX MOJTHOMOYNIA

4. CnepyeT NpOTOKO/MPOBATb MOMbITKM MCNOMb30BaHUSA nporpamMMm su u sudo. Ons
aToro, B ¢ann /etc/syslog.conf cnegyet no6aBnTb 3anmch:

auth.notice /var/log/authlog
nnu
auth.notice /var/log/authlog, @loghost

Btopas CTpOKa aHanorn4yHa nepBon, HO YKa3bIBaeT, yTO NMPOTOKON
AONMOJTHUTENBHO NepefaeTca Ha cepBep c6opa NMPOTOKOJ10B.

Cnepyet obecneunTtb NMPOTOKO/IMPOBaAHNE HEyCNeLWHbIX NONbITOK perncrpaunn B
CUCTeMe B JIOKAJIbHOM MNpoTokKosie. [Anga 3Toro, cnepyeTt BbIMOSHUTL crieayoline
KOMaHAbl:

touch /var/adm/loginlog
chown root /var/adm/loginlog ; chgrp wheel /var/adm/loginlog
chmod 644 /var/adm/loginlog

5. Ons npoTOKONMPOBAHUSA CETEBbIX COEAMHEHWUIN, KOHTPONMPYeMbIX AeMOHOM inetd
(Bkntoyaa paty/BpemMa  coeauHeHus, IP-agpec  kAneHTa, YCTaHOBMBLUErO
coeguMHeHMe W UMSA cepBuca, o0b6cCayxuBawwero coeauHeHwe), B dann
/etc/syslog.conf cneayet no6aBUTb 3aNunchb:

daemon.notice /var/log/syslog
n B dbanne /etc/rc2.d/S72inetsvc 3aMeHUTb CTPOKY
/usr/sbin/inetd -s
Ha
/usr/sbin/inetd -s -t

TpeboBaHMea NO pa3MeLleHNI0 TeEXHUYECKUX CpeacTB
C ycTaHoBneHHbIM CK3U

Mpn pasMeLlleHnn TeEXHNYECKUX CPeACTB C YCTaHOBNEHHbIM CK3U:

JomkHbl  6bITb  NPUHATBI Mepbl  3alinMTe OT HEeCaHKUMOHMPOBAHHOrO AoCTyna B
noMeLleHnsl, B KOTOPbIX pa3MelleHbl TeXHUYecKkme cpeacTtBa C yCTaHOBAeHHbIM CK3U,
MOCTOPOHHUX ML, MO PpoAy CBOEN JAeATE/IbHOCTU He SABASAKWUXCS MNepcoHanomM,
JonyleHHbIM K paboTe B 3TMX nomMeweHunax. B cnyyae Heo6xoAMMOCTM MPUCYTCTBUSA
MOCTOPOHHUX JINL, B YKA3a@HHbIX MOMELLEHNAX A0/HKeH 6biTb o6ecneyeH KOHTPO/b 3a MX
aencremamm n obecrneyeHa HEBO3MOXHOCTb HEraTUBHbIX AENCTBUM C MX CTOPOHbI Ha
CK3U1, TexHunyeckme cpencrtsa, Ha KOTOpbixX 3kcnayatupyetcs CK3UW v 3awmuwaemyto
nHdopmMauumio.

BHYTpeHHSIS MaHWPOBKA, PacrofIOKEHWE M YKOMMJIEKTOBAHHOCTL paboumx MecT B
NOMeLLEHNSAX A0MKHbI obecneunBaTb UCMOJHUTENAM paboT, COXPaHHOCTb AOBEPEHHbIX
UM KOHbMAEHUMNATbHbIX JOKYMEHTOB U CBEAEHWI, BKIKOUAsS KIHOYEBYIO MHMOPMaUUIO.

B cnyyae nnaHupoBaHusa pasmeweHns CK3W B nomeweHusx, rae npucyTcTByeT
peyeBasi, aKycTuyeckas W Bu3yasbHas WHMOpMaumMs, coaepxallas CcBeaeHus,
COCTaBnSOWME rocyaapCTBEHHY0 TalHy, U (MNK) YCTaHOBMIEHbI TEXHUYECKME CPeACcTBa
M CUCTeMbl nNpuema, nepegaydun, obpaboTkm, xpaHeHuUs n oTobpaxeHus mHdbopMaumu,
coaepxallein CcBeAeHWsl, COCTaBAsOWME TrOCYAAPCTBEHHYI TalHy, TexXHU4YecKue
cpeacTtBa MHOCTPaHHOINO MPOM3BOACTBA, HA KOTOPbIX (OYHKUMOHWUPYKOT MpPOrpaMMHble
moaynu CK3W, pomxHbl 6bITb MOABEPrHYTbl CNeuManbHOMW MPOBEPKE MO BbISIBAEHUIO
YCTPOWNCTB, NpeAHa3Ha4YeHHbIX AN HEernacHoOro nosyyvyeHns nHdopmaummn>».

9. TpeboBaHusa No KpunTorpadmMyeckon 3amTe

JO/MKHbBI BbINOSTHATBLCS Tpe6OBaHVI9I .

1.

Mcnonb3oBaHWe TOMIbKO JIMLEH3UOHHOIO CUCTEMHOIO nporpaMmMHoOro obecneyeHus.
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11.

12.

13.

14.

15.

16.

Paszpen 17 pokyMeHnTa XTAW.00050-03 90 02.

MNepea HayanoM paboTbl AonXeH 6bITb NpoBeAeH KOHTPOSb LEeNoCTHOCTU. KoHTponem
LEeNOCTHOCTM A0NXKHbI 6blTb OXBayeHbl dannbl, yKkasaHHble B M. 16.

HacTtpolika onepaunoHHOM cucteMbl ans pabotel ¢ CK3M no n. 8.1.1.

Mpu uHctannsumm CK3W posmxHbl 6biTb 06ecneyvyeHbl OpraHU3auUMOHHO-TEXHUYECKUe
Mepbl MO UCK/OYEHUIO MOAMEHbI AUCTPUBYTUBA U BHeceHMs n3MeHeHut B CK3U nocne
YCTaHOBKM.

McknouyeHne ns nporpaMMHoro obecnevenusa MNIBM c yctaHoBneHHbiM CK3W cpeacts
oTNnaaku.

Maponb, MCNoNb3yeMbln A9 ayTeHTUPUKALNM NONb30BaTeNen, LOMXKEH COAepXaTb He
MeHee 6 cmmBonoB andaBuTa MOLWHOCTM He MeHee 10. MMepnoOANYHOCTb CMEHbl Napons
— He pexe oAHOoro pasa B 3 Mecsua.

MepnoanYHOCTb TECTOBOIO KOHTPOIS KpunTorpaduyecknx dyHKUmMn - 10 MUHYT.
ExxecyTouHasa nepesarpyska [N23BM.

MepuoanyHocTb octaHoBa [OBM c ob6s3aTtenbHOM MPOBEPKOM CUCTEMbI OXJIAaXAEHUS
npoueccopHoro 6noka NMN3BM - 1 mecsu.

3anpewlaeTcsa Mcnonb3oBaTb pexuMm npocton 3ameHbl (ECB) TOCT 28147-89 pans
wundpoBaHnsa MHGOpPMaLNN, KPOME KJIHOUEBOMN.

JOMKHO ApaBaTbCs NpeaynpexaeHne O TOM, UTO MpW  UCMOAb30BaHUWM  pexuma
WwundpoBaHus CRYPT_SIMPLEMIX_MODE wm™aTtepnan, obpabaTbiBaeMblii Ha OAHOM
KJloue, aBTOMaTMYeCKn OrpaHMYnBaeTcs BenmunHomn 4 MB.

Mpn dyHKUunoHnposaHnm CK3U AOMKHBI BbIMOMHATLCA TpeboBaHMA 3KCnyaTaunMoOHHOM
AokyMeHTaumm Ha MAK 3awmtbl oT HCA.

JonmkHo O6bITb 3anpeweHo wucnonb3oBaHme CK3M  pagna 3awmTtbl  TenedoHHbIX
neperosopos 6e3 NpMHATUSA B CMCTEMe Mep MO 3aluTe OoT MHHDOPMATUBHOCTU NMOBOYHbIX
KaHanos, cneumduyecknux npu nepegade peuu.

JomxkHa 6bITb 3anpelleHa pabota CK3U npu BkaoYeHHbIX B N3BM wTaTHbIX cpeacTBax
BbIX04a B paAnoKaHars.

KoHTponem uenocTHOCTU A0/MKHbI 6bITb OXBaveHbl ansbl:
FreeBSD

libcspr.so.3, libcspr.la, libcsp_kc2.s0.3, libcsp_kc2.la, cryptsrv, cryptcp, certmgr, inittst,
csptestf, der2xer, sv, libcapi20.s0.3, libcapi20.la, libcpext.so.3, libcpext.la,
libpkixcmp.so.3, libpkixcmp.la, libasnldata.so.3, libasnidata.la, libssp.so.3, libssp.la,
libcsp.so.3, libcsp.la, librdrrndmbio_tui.so.3, librdrrndmbio_tui.la, set_driver_license.sh,

libcpcdrv_emul.a, pkcs11_initialize, pkcsll_set_pin, pkcs11l_generate_key,
pkcsll_generate_key_pair, pkcsll_hash, pkcsll_sign, pkcs1l1_verify,
pkcs11_sign_hash, pkcs11_verify_hash, pkcs1l_encrypt, pkcs11_decrypt,
pkcsll_save_state, pkcsl1_encrypt_sign, libcppkes11.so.1, libcppkcs1l.la,

libcsppkcs1l.so.1, libcsppkesil.la, list_pcsc, librdrpcsc.so.3, librdrpcsc.la, librdrric.so.3,
librdrric.la, cpverify, wipefile, csptest, librdrrdr.so.3, librdrrdr.la, librdrrndm.so.3,
librdrrndm.la, librdrsup.so.3, librdrsup.la, librdrdsrf.so.3, librdrdsrf.la, librdrfati2.so0.3,
librdrfatl2.la, libcapil0.s0.3, libcapilO.la, libcpui.so.3, libcpui.la, cpconfig,
mount_flash.sh.
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[MpunnoxeHune 1. KOHTPOAb LENOCTHOCTU NMPOrpaMmMHOro
obecrneyeHuns

B pononHeHne Kk aucTtpmbyTuBy NOCTaBAATCA CKpunToBble dannbl integrity.sh, 3anyckom
KOTOPbIX MOXHO y6eaAnTbCsa B Le0oCTHOCTU ANCTpubyTmBa A0 ero yCTaHOBKM.

MporpamMmmHoe ob6ecneyeHne CK3U mmeeT cpeactsa obecneueHuss KOHTpons uenoctHoctu MO
CK3W, koTopble A0/MKHbI BbIMOJHAOTCA NEPUOANYECKMN.

Ecnn B pe3ynbTaTte MNepuoaMYecKoro KOHTPOAsA LeNoCTHOCTM nosaBaseTcs coobuweHns o
HapyLweHNn LeNoCTHOCTM KOHTponupyeMmoro daina, nonb3oBatenb 06s3aH npekpatuTb paboTy wu
obpatnTtbCca K agMMHUCTpaTopy 6e30nacHoCTw.

AaMuHucTpatop 6e30MacHOCTU, MpoaHanM3uMpoBaB MNpPUUMHY, MPUBEALWYI K HapyLleHUo
LLesIOCTHOCTU, AO/MKeH NepeycTtaHoBuTb MO CK3U ¢ auctpubyTtmea, unm cuctemHoe MO.
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[MpunoxeHue 2. YnpasseHne NpoTOKOIMPOBAHNEM

Onsa BKAOYEHUSA/OTKNOUYEHNS 3HaYeHne log ncnonb3lymre:

a) FreeBSD
[ns 3ajaHns YpoBHS NMpOTOKONa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apaHna ¢dopMata npoTokona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp - format 0x19
[ns npocMOTpa Macku TekyLlero ypoBHsi U popMaTta npoTokona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

b) ans FreeBSD ypoBHS sapa
YnpaBrieHMe NpoTOKOIMPOBaHMEM noaaepxunesaetcs Ha ypoBHe API, cmotpu "Kpuntollpo CSP.
PykoBoacTBo nporpamMMumcra”.

3Ha4yeHMeM NapaMeTpa YpPOBHb MpOTOKO/a ABNseTcs 6uToBass Macka:
N_DB_ERROR = 1 # coobuweHuns o6 owmnbkax
N_DB_LOG = 8 # cooblleHuns o Bbi3oBax

3HayeHMeM NapamMeTpa opMaT NpoToKoNa ABAseTcs buToBas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb MM MOAYNS

DBFMT_THREAD = 2 # BbIBOANUTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMS (PYHKLNMU
DBFMT_TEXT = 0x10 # BbIBOAUTb caMo cooblieHune
DBFMT_HEX = 0x20 # BbiBOAUTbL HEX gamn
DBFMT_ERR = 0x40 # BbiBognTb GetLastError
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JIncT pernctpaumm M3MeHeHUM

JIUCT permcTpaumm n3MeHeHui

Homepa nucrtos (cTpaHuy) Bcero Ne Bxoasawum Moan. |AaTa
JINCTOB LOKYyMeHTa N¢ conposoaun-
MU3M | wn3MeHeH- |3aMeHEeHHbIX HOBbIX aHHynupo- | (cTtpaHuu) B TeNnbHOro
HbIX BaHHbIX LOKYM. [OKYM. U
aaTta
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