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NHCTpyKUMK aAMWHUCTpaTopam 6e3onacHocTn " nosb3oBaTensm pa3nYHbIX
aBTOMaTM3MPOBAHHbLIX cUCTeM, mcnonb3yowmx CK3U XTAW.00050-03, [oskHbl pa3pabaTtbiBaTbCs C
yyeToM TpeboBaHMIM HacToSLWero AJOKyMeHTa.

Cnuncok cokpauw,eHunm

CRL Cnncok oTto3BaHHbIX cepTudukaTtos (Certificate Revocation List)

ITU-T MexayHapoAHbIN KOMUTET Mo TenekoMMmyHukaumam (International
Telecommunication Union)

IETF Internet Engineering Task Force

AC ABTOMaTU3NpPOBAHHAaA cUCTeMa

APM ABTOMaTM3MpOBaHHOe paboyee MecTo

™M TMBKMUN MarHUTHLIN ANUCK

ACH [JaTunk cny4darHbix ymcen

HDD XXeCTKMn MarHUTHbIN AUCK

K KoHeuHbIn nonb3oBaTesb

HCA HecaHKUMOHNUPOBAHHbLIA AOCTYN

ocC OnepauunoHHas cuctema

MAK lMporpaMMHoO-annapaTHbI KOMMNNEKC

Mno MporpamMmMHoe obecneueHune

Perncrpaums lMpucBoeHue onpepeneHHbiXx aTpmbyToB (agpeca, HOMepa KJoua,
npaB MCNOJSIb30BaHUSA U T.M.) abOHEHTYy

PernameHT COBOKYMHOCTb ~ MHCTPYKUMA M ApPYron  perfiaMeHTUpytoLlen
OOKyMeHTaumu, obecneumnBatowen (dYHKLUMOHMPOBaHMe
aBTOMATM3NPOBAHHOM CUCTEMbI BO BCEX peXMMaXx.

CBT CpeacTBa BblUUCIUTENIBHOW TEXHUKMU

CepTtudukar DNEeKTPOHHbIN  AOKYMEHT, MOATBEPXAAWNIA MPUHAANEXHOCTb

K/ll04a NPOBEPKWM 3MEKTPOHHOM MOAMUCU MAM OTKPLITOrO Kt4a 1
onpegeneHHblX aTpnbyToB KOHKpEeTHOMY aboHeHTy

CepTudukaums Mpouecc W3roToBNEHNS ceptudunkarta KSoYa NpoBEpKM
3NEKTPOHHOM NOAMUCKU MNN OTKPbITOro KAtova aboHeHTa B LeHTpe
cepTudunkaumnm

CK3M CpeacTtBo KpunTorpaduyeckon 3awmTbl MHGOpMaLUmm

cocC Cnuncok oTo3BaHHbIX cepTudunkaTtoB (Certificate Revocation List)

CC CnpaBoOYHMK CePTUMDOMKATOB OTKPbITbIX KIKOYENH U Ko4en
NpoBepKN 31eKTPOHHON noanucn. CeTeBoi CNpPaBOYHUK.

LC LeHTp Ceptudukaummn (Yaoctosepstowmn LieHTp)

upP LleHTp Perncrpaunmu

)il DNEeKTPOHHbIN AOKYMEHT

3N DNeKTpOoHHasa NoAnuchb
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1. OCHOBHbIE TEXHMYECKME AAHHbIE N XapaKTEPUCTUKM
CK3W

1.1. lporpamMMHo-annapaTHasa cpeaa

CK3WM KpunTtollpo CSP ucnonb3yetcs B nporpammHo-annapaTtHon cpeae OC AIX 5/6/7 (Power
PC).

CK3M Kpuntollpo CSP Ha nnatdopme AIX WM3roTOBASETCA W pacrnpocTpaHsAeTcs B ABYX
NCMNONHEeHUAX: ncrnonHeHne 1 knacca 3awmntbl KC1 n ncnonHeHne 2 knacca 3awmtbl KC2.

Co cpokaMu 3KchflyaTauun OMepauMoHHbIX CUCTEM, B Cpeae KOTopbiX (yHKUMOHMpyeT CK3MU,
MOXXHO 03HAKOMUTbLCS MO CleAyloLWeMY aapecy:

<http://www.ibm.com/software/support/systemsp/lifecycle/>.

1.2. KnwoyeBble HOCUTenmu

B kayecTBe KJIOYEBOr0 HOCUTENS 3aKpbITbIX Ko4Yel u knwoderr DI ucnonblyercss pasaen
darnosomn cuctembl Ha HDD M2BM.

MpuMevaHusa. XpaHeHne 3aKpbITbiX KNO4en n kawoyen Il B

ﬂ__!__!_“ pasgene HDD paspelwaetcs TOSIbKO npu  ycnosumu

pacrnpocTtpaHeHmss Ha HDD wnu M2BM ¢ HDD TpeboBaHui no

obpalleHnto C KAKYEBbIMU HOCUTENSMW, B TOM 4ucne u nocne
yAaneHus Ka4ven.

Bo wu3bexaHune noTepu KkNw4veBOon wuHboOpMauMn  npu

nospexaeHmn HDD pekomeHAyeTCcs XpaHuTb pabouylo Konuio
KNHOYEBOWN ANCKETHI.

2. YctaHoska auctpmbytusa MO CK3U

YcTtaHoBKa, yaaneHne u ob6HoBneHue MO ocywecTBiAseTcs Mosb30BaTesieM C  MpaBaMu
aAMUHUCTpaTopa: noA YYETHOWM 3anucbio root unM C ncnonb3oBaHMEM KoMaHAabl sudo.

B OC AIX gnsa yctaHoOBKMW, yaaneHus n obHosneHus MO npuMeHstoTcsa naketol (packages). Maker
- apxumB auctpumbyTuBa, coaepXxawwun dannbl yCTaHaBAMBaeMoro MpuaoXeHus U dansbl,
MCNOMb3YyOWMecs WHCTaNNATOPOM An9 KOHMUrypupoBaHus cpefbl. B onepaumoHHbIX cuctemax AIX
ncnonb3lyetcs MeHegxep naketos RPM (Red Hat Package Manager), KoTopbli sBAsieTCad rmMbkum
WHCTPYMEHTOM A/15 YCTAHOBKMW, yaaneHus, obHoBneHus u cbopku nporpaMmMHbiX nakeTtos. [lakeTbl,
npeacTaBneHHble B BUAe daina c paclumpeHveM .rpm, cogepxaTt B cebe HenocpeacTBeHHo dannbl MO
N nHdopMaunio 4ns KOHOUrypupoBaHus cpeasbl.

[nsa yCTaHOBKW NakeTa UCMOsb3yeTcs KoOMaHaa:
rpm -i <cann_nakera>
Hanpwumep: rpm -i ./Isb-cprocsp-base-3.6.1-4.noarch.rpm
Onsa ypaneHus naketa UCnonb3yeTcs KoMaHAaa:
rpm -e <MMs_nakerta>
HanpumMep: rpm -e Isb-cprocsp-base-3.6.1-4
MMA nakeTa MOXeT He BK/loYaTb BEPCUIO.
HanpumMep: rpm -e Isb-cprocsp-base
Takxke ynpaBneHune nakeTaMum MOXHO BbINOHATbL Yepes rpadunyeckyto 060104Ky smitty.
dalinbl U3 NaKeTOB yCTaHaBnMBatoTcs B /opt/cprocsp.

MakeTbl 3aBUCAT ApPYr OT Apyra, NO3TOMY AOJ/KHbl YCTaHaB/AMBATbCA MO MOPSAKY C YYETOM 3TUX
3aBUCMMOCTEN, a yaansatbcs B obpaTHOM nopsake. YCNOBHO MOXHO CYMTaTb MpaBW/IbHbIM MOPSAKOM
TOT, KOTOPbIA ONMcaH B Tabnuue 3aBUCUMOCTEN M HAa3HAUYEHUS MaKeToB.

MakeTbl MOryT 6bITb HE3ABUCUMBIMKW OT apXmUTeKTypbl (noarch B nMeHu danna nakeTa), Toraa OHM
CTaBATCA Ha Nobylo apxuTekTypy. MNakeTbl MOryT 6bITb AN apxuTekTypbl ppc32 (ppc B uMeHn danna
nakeTa), a Takxe AN apxuTekTypbl ppc64 (ppc64 B uMeHwn danna nakerta), Toraa OHM CTaBATCA Ha
OC, cobpaHHYl0 nNOA COOTBETCTBYIOWYK apxutekTypy. 4Yacto 64-6utHble OC ogHOBPEMEHHO
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noaAepXUBaT U 32-6UTHbIE MPUIOXKEHUS, U 64-6UTHbIE, TOrda NpU HEOBXOAUMOCTU MOXHO CTaBWUTb
ob6a KoMnnekTa.

Tabnunua 3aBUCUMOCTEN U HA3HAYEHMA NaKeToB (419 NPOCTOTbl ONUcaHbl 32-6UTHbIE NaKeThl).

MMsa nakeTa 3aBUCUMOCTH Ha3HaueHue nakeTta

Obna3aTenbHble NakeThbl

cprocsp-base Ba3oBbIi naker,
yCTaHaBNMBaeTCs NepBbIM.

cprocsp-rdr cprocsp-base OCHOBHble NPpUNoXeHUs,
cunTbiBaTENU M [CH.

cprocsp-capilite cprocsp-rdr CAPILite, nporpaMmsil 7
enbnmnoTtekun ans
BbICOKOYPOBHEBOW paboTbl C
KpunTorpadguen
(ceptndukatammn, CMS...).

cprocsp-kcl cprocsp-rdr MpoBangep KC1.

JononHuntenbHble NakeTbl

cprocsp-devel cprocsp-base MakeT ans paspaboTumka.

cprocsp-stunnel cprocsp-base YHuBepcanbHbI SSL/TLS
TYHHEsb.

3. O6HoBneHne CK3U

Ona o6bHoBneHns CK3U Ha OC AIX HeobxoamMmo:
e  3aMOMHUTb TeKYLY KOHpurypaumo CSP:
o Habop yCcTaHOBMEHHbIX NAaKeToB

o HacTpoukmu nposarzepa (ans NpoCTOThI MOXHO COXPaHUTb
/etc/opt/cprocsp/config[64].ini)

e yaanuTb wTaTHbIMK cpeacTtBamm OC Bce nakeTbl CK3U
e  YCTaHOBWTb aHasornyHole HoBble nakeTbl CK3U

e Mpu HEO6XOAMMOCTN BHECTU M3MEHEHUS B HacTponku (MOxHO nocmoTtpeTh diff ctaporo um
HoBoro config[64].ini)

e K/HOUU U cepTUdMKaTbl COXPaHATCS aBTOMaTUUYeCKu

4. Hactponka CK3U

4.1. [doctyn K ytunmute gnsa Hactponkmn CK3U Kpuntollpo CSP

Hactporika CK3W ocyllectBnsieTcs € noMowblo yTuamTbl cpconfig, KoTopas BXOAMT B COCTaB
anctpmbyTtmBa n pacnonoxeHa B Aupektopuun /opt/cprocsp/sbin/<HasBaHue_apxuTekTypbl>. Ecnn
ycTtaHoBneHbl naketol CK3WN ana aByx apxutekTyp, Hanpumep ia32 n x64, To AEACTBUS NO HACTponke
HY>XHO MPOBOAWTb ABaXAbl — ANA KaXA0M apXUTEKTypbl cpconfig-oM 13 COOTBETCTBYIOLLEN NaMnKK.

4.2. BBoa cepumHOro Homepa nueH3nm

Mpn yctaHoBke nporpamMMHoro obecneveHns CK3WM 6e3 BBoAa /WLEH3MM MNONb30BATENIO
npenocTaBnseTcss JIMLUEH3NS C OrFpaHMYEHHbIM CPOKOM gencTteBuda. Ona wvcnonb3oBaHusa CK3UM nocne
OKOHYaHMs 3TOr0 CpoKa nMoJsb30BaTeSlb AO/MKEH BBECTU CEPUMHbIAN HOMep C 6naHka AuueH3un,
Nosy4YeHHOM Yy opraHmsaumm-paspaboTumMka waM opraHmMsaumu, MMelower npaBa pacrnpocTpaHeHus
npoaykrta (amnepa). Ans npocmoTpa nHbopMaumm O JIMLEH3NU BbINOJSTHUTE:

# cpconfig -license -view

Ans BBOA@ NUUEH3UWN BbINOMHUTE:
# cpconfig -license -set <cepuiHh HOMepP>
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CepuiiHbIN HOMep crieayeT BBOAMTL C CO604EHMEM perncTpa CMMBOJIOB.

4.3. Hactpouka obopyaoBaHus CK3U

Ytnnuta cpconfig Takxke npeAHa3s’HayeHa A9 W3MeHeHus Habopa YCTpOWCTB XpaHeHus
(HocuTenen) u cunTbiBaHUA (cuMTbiBaTeNnen) KAKYEBOM MHMOPMaLUM U AATYMKOB CydalHbIX 4ducern.
MpeaycTaHOBNEHHBLIMU SBNAOTCA cunTbiBaTenu flash-Hocutenelt n obpas AMCKETbI Ha XKECTKOM AUCKeE.

MpocMOTp CNMCcKa HAaCTPOEHHbIX CYMTbIBaTE/IeN NPOU3BOANTCS KOMAHAOM:

# ./cpconfig -hardware reader -view

Ons pobasneHns cuMTbiBaTeNns AUCKET UCMOMb3YyeTCs KoMaHaa:

# ./cpconfig -hardware reader -add FAT12 O -name "Floppy Drive"

MpocMoTp cnucka HacTpoeHHbIX ACYH npon3BoANTCS KOMaHAOM:

# ./cpconfig -hardware rndm -view

B wncnonHeHun 1 ansa koHconbHoro BuoACH wucnonb3yetcsa naket cprocsp-kcl. KoHCOMbHbIN
Brno1CH BBOAUTCS KOMaHAOM:

# ./cpconfig -hardware rndm -add bio tui -level 5 -name "Console BioRNG"

Ana po6asnenunsa ACH KMNUM:

# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis 1
/var/opt/cprocsp/dsrf/dbl/kis 1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis 1
/var/opt/cprocsp/dsrf/db2/kis 1

Takxe Hago ckonmpoBaTh aisibl C BHeWwHen rammon (obbiyHo B /tmp/db[1,2]):
# cp /tmp/dbl/kis 1 /var/opt/cprocsp/dsrf/dbl/kis 1

# cp /tmp/db2/kis 1 /var/opt/cprocsp/dsrf/db2/kis 1

MonyuyeHue noapobHoM cnpaBkn no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware -help

4.4. YcTaHOBKa MapaMeTpoB XypHanmpoBaHua

CK3MN Kpuntollpo CSP nossonsiet cobupatb OTIaAouHYy0 MHMDOPMALUIO U MMEET BO3MOXHOCTb
NpoTOKOANMpPOBaHUA cobbiTnii. WHMOpMauus 3anucbiBaeTcsd B CUCTEMHBbIA XypHan (06bl4HO B
/var/log/messages). CylecTByeT BO3MOXHOCTb M3MEHEHWSI HaCTpoeK >XYpPHalIMpoBaHWSA pasnNyHbIX
mMoaynen npoaykta. CylecTByeT BO3MOXHOCTb M3MEHEHWS YPOBHS XypHanupoBaHus wu dopmaTta
BbIBOAMMbIX OTNAaA04YHbIX COOBLLEHWNN.

MonyyeHne cnpaBKM MO HACTPOIKaM XYpPHaNMpOBaHUS:
# cpconfig -loglevel -help
Moaynun, anga KOTopbIX NOAAEPXKMBAETCH XYpPHanupoBaHue:
CpCsp - 94p0 KpunTonposanaepa
capilO - CryptoAPI 1.0
cpext
capi20 - CryptoAPI 2.0
capilite - CAPILite

libcspr
cryptsrv - cnyxba xpaHeHus knoven (KC2)
libssp - TLS

cppkesll - PKCS11
cpdrv - gpanBsep
dmntcs

4.5. Hactpounka kpuntonpoBanaepa no yMoa4aHuto
MpoCMOTP TUMOB AOCTYMHbLIX KPUNTONPOBANAEPOB:
$ ./cpconfig -defprov -view_ type
MpocMOTp CBOMCTB KPUNTOMpPOBaiaepa HY>KHOMo TUNa:
# ./cpconfig -defprov -view -provtype <provtype>
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YcTaHoBKa npOBaVlﬂ,epa Mo YMOJT4YaHUIO ANA HYXHOro Ttuna:

# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provname>
I'Ionyqume NMMEHU npOBale,epa Mo YMOMYaHUIO ANd HYXHOro Ttuna:

# ./cpconfig -defprov —-getdef -provtype <provtype>

5. YcTaHoBKa CONyTCTBYHOLNX NAKETOB

Ons nepepaun no cetn 3anpocoB Ha cepTtudwmkaTtbl, CRL n T.n., a Takxe An9 NOALEPXKKMU
OOMOMHUTENbHBIX  KOYEBBLIX CUYMTbIBAaTeENeM U HocuTenen MoxeT noTpeboBaTbCs YyCTaHOBKA
OOMOJSIHUTENbHbIX NaKEeTOoB.

Ecnu conyTcTBylowme nakeTbl ckaumsakwTcad U3 UHTepHeTa, HeobxoanmMo noaoTBeEpPAnNTb UX
LLeNOCTHOCTb, MpOBEpMB NOAMUCL WM Xew. Ecnn MCTOYHMK He obecneumBaeT Takue MeXaHWU3Mbl,
AONyCKaeTCda NCnonb3oBaHME MAKETOB TOJZIbKO C AUCKa C ,CI,MCTDVI6YTVIBOM CK3W, roe 3T MexaHu3Mbl
ucnonb3yTca. Ha Avcke nakeTbl nexaT B narnke extra.

5.1. bubnuoteka libcurl

Wcnonb3yeTcs Ang nepegayvm 3anpocos Ha ceptudukaTtel, CRL 1 T.0. No ceTu.

C canmta http://curl.haxx.se/ MOXHO cKayaTb MNaKeT C WUCXOAHbIMWM TeKCcTamum Ans
camocTosiTeNibHo cbopkn (obs3atenbHo Ansa 64-6utHoii Bepcum). Kak npaBuio, TaM Xe ecTb
32-6uTHbIE Bepcum BMHapHbIX NaKeToB.

32-6UTHbIN 6BMHApPHbIA NaKeT AOCTyNeH Ha canTe npoussoauTens OC:
http://www-03.ibm.com/systems/power/software/aix/linux/toolbox/rpmgroups.html

Mocne ycTaHoBKKM 6BUBAMOTEK HAA0 3aperMcTpMpoBaTh NyTU K HUM. Hanpumep:

# /opt/cprocsp/sbin/ppc/cpconfig -ini \config\apppath -add string libcurl.so
/usr/local/lib/libcurl.so

# /opt/cprocsp/sbin/ppc64/cpconfig —-ini \config\apppath -add string libcurl.so
/usr/local/lib/64/libcurl.so

6. CocTtaB 1 Ha3zHadyeHne koMnoHeHT N0 CK3U

6.1. basosbie mogynmn CK3U

MO CK3W copepxunt 6a3oBble MOAYNU:
e libcsp — aMHaMmnueckn 3arpyxaemasn 6mbnmoteka Kpuntollpo CSP.
e libssp — 6ubnuoTeka noaaepXxKu Mmoaynsa ceteBon ayteHTudukaumm Kpuntollpo TLS
e cpverify — MOAYy/lb KOHTPONS LLENOCTHOCTU.
e wipefile - moaynb yaaneHus ¢annoB BMECTe C COAEPKNMbIM,
B Ha3BaHusAX anctpmbytmeos CK3U ncnonb3ayertcs HoTauus:
e  Cpro — npegukc;
e CSp — KpunTonposanaep;
e [d] - onunoHanbHO — yKa3blBaeT Ha AOKYMEHTaLUMIO (TeCTOBble NMpUMephbl);
e ppc/ppc64 - nnatdhopma PowerPC 32/64 buTa.

6.1.1.bubnunoteka libcsp

Bbubnuoteka libcsp peanusyer uenesble PyHKUUM KpunTOrpadmyeckonr 3awwmnTtbl nHdbopMaumm,
paboTy C KAYaMu, AOCTYN K KoyeBbiM HocuTensam, bnoJCH.

6.1.2.Moaynu ceteson ayteHTudunkaummn Kpuntollpo TLS

Moaynb libssp obecneunBaeTr peanusaumio NpoToKosa ceTeBor ayTeHTudumkaumm Kpuntollpo
TLS. Ob6wee onncaHme NpoTokoaa npmeeaeHo B AokyMeHTe “XTAN.00050-03 90 02. Kpuntolpo CSP.
PykoBoacTBo agMuHucTpaTopa 6e3onacHoctn. Obwas yactb.”

Mpotokon Kpuntolpo TLS wucnonb3dyet kpuntorpadundeckne dyHkummn CK3U gna obecneuveHus
npouecca ayTeHTMdMKaunm n wndposaHms Tpaduka Mexay KIMEHTOM N CEPBEPOM.


http://curl.haxx.se/
http://www-03.ibm.com/systems/power/software/aix/linux/toolbox/rpmgroups.html
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6.1.3.Moaynb cpverify

Moaynb cpverify npegHasHayeH pAs9 KOHTPONS LENOCTHOCTM npu  ycTtaHoBke CK3U u
dyHKunoHmpoBaHuun MO CK3U Ha MIBM nonb3oBaTens.

6.1.4.Moaynb wipefile

Moaynb wipefile ncnonb3syetcs ana ynaneHus ¢annoB BMecTe C COAEPXUMbIM MPU LWITATHbIX U
HewTaTHbIX (CBONMPOBAHME) CUTYyaLMSX.

6.2. Moaynu MNK3U
6.2.1.Moayneb libcapi20

Moaynb libcapi20 ncnonb3yeTtcs ans ynpaBneHus ceptudukKaTaMm OTKPbITbIX KJOYEN, a Takxe
ansa obecneyeHns BbIMOMHEHUS KpuMTOrpaduyeckmMx 3amnpocoB Ha ypoBHe uHTepderica CryptoAPI v.
2.0. UHTepdeic moaynsa capilite sBnsetcsa noamHoxecTBoM nHtepdgerica CryptoAPI v. 2.0.

6.2.2.Bbubnumnorteka librdrrdr

bubnuoteka librdrrdr ob6ecneunBaeTr yHUDUUMPOBAHHbLIA WMHTEPdENC AO0CTyNna K KI/IHYEBbIM
HOCUTENSIM BHE 3aBUCMMOCTM OT UX TUNA.

6.2.3.Moaynu yCTponcTs

Moaynu obecneumsatoT peanndaunto AOCTyna K KOHKPETHbIM TWUMaM Kik4yeBbIX HOocuTenenm wm
cunTbiBaTENEN:!

D librdrfatl2 «k gmnckoBoay u amckete 3.5" n pasgeny XecTkoro aucka

6.2.4.bnbnunoteka librdrsup

bubnuoteka librdrsup o6ecneumBaeTr peanms3auuto o6WMX GYHKUMA A0CTyNa K pas/iNyHbIM
K/IIOYEBbLIM HOCUTENSM.

6.2.5.Moaynu gaTtunMKoB CNy4vanHbIX Yncen

bubnuotekn librdrrndm u librdrrndmbio_tui o6ecneumBatoT noaaepxky paboTtbl C
dunsnuyeckum ACH MAK 3awmTtbl ot HCA 1 bnolCH cooTBETCTBEHHO.

bubnuoTteka libasnldata noaaepxkun npotokona ASN1

Bbubnuoteka libasnldata cogepxut pyHKkUMM nNpeobpa3oBaHMs CTPYKTYP AaHHbIX B MallMHHO-
He3aBUCMMOEe MpeacTaBieHNE.

7. BctpaneaHue CK3U B npuknagHoe MO

Mpu BcTpamBaHun CK3W B npukiagHoe nporpaMMHoe obecrneyeHue AOSKHblI BbINOSHATLCS
TpeboBaHua paspgena 7 pokymenta "XTAWM.00050-03 90 02. Kpuntollpo CSP. PykoBoACTBO
aaMuHucTpatopa 6esonacHocTn. Obwas vacTtb."”

Ons wncnonb3oBaHuna 6ubnuotek Kpuntollpo CSP B OC AIX Bepcuin 5 M 6 B npuKNagHbIX
MPUNOXEHUSAX MNPU IMHKOBKE BMBIMOTEK U UCMoSHSeMbiX dannoB ¢ 6ubnmotekamm Kpuntollpo CSP
Heobxoanmo ncnonb3oeaTtb C++ kKomnoHoBwmK (XIC_r).

8. TpeboBaHus No opraHM3aUMOHHO-TEXHNUYECKUM U
aAMUHUCTPATMBHbLIM MepaM obecneyeHuns
skcnayaTtaummn CK3U

JOosmKHbI BbINONHATLCA TpeboBaHMSA MO OpraHM3auMOHHO-TEXHMYECKUM W aAMWHUCTPATUBHbLIM
MepaM obecnedyeHns 6e3onacHocTM akcnnyaTaumm CK3WM B obbemMe pasgena 12 p[okKyMeHTa
"XTAN.00050-03 90 02. Kpuntollpo CSP. PykoBoacTtBo agMuHucTpatopa 6e3onacHoctu. Ob6uwas
yacTb."
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Mcnonb3osaHue CK3W nog ynpasneHunem OC AIX.

8.1. Obwmne mepsbl 3awmTbl oT HCA IO ¢ yCcTaHOBMEHHbIM
CK3U ona OC AIX

Moa ynpasneHmem UNIX-nogo6bHbix onepaumoHHbix cuctem CK3WM gomkHO MCNosb30BaTbCA C
nMporpaMMHbIM obecrneyeHnem:

e Certmgr (Kpuntolpo Certmgr)
e CryptCP

e Apache Trusted TLS (Digt)

e Trusted TLS (Digt)

Mpu ncnonb3zoBaHum CK3U noa ynpasnenHmeMm OC AIX AOMKHbI 6bITb MPUHSATLI AOMNOSHUTENbHbIE
Mepbl OpraHMU3auMOHHOIO0 M TEXHUYECKOr0 XapakTepa W AONOAHUTEeNbHas HacTpolKa ornepaunoHHOW
CUCTEMBI.

Mpn ncnonb3oBaHnM KOMNbIOTEPOB nof ynpasneHneMm OC AIX Ans pewweHus 3agady, CBA3aHHbIX C
3awmTon uHdbopMauumn, HeobxoAMMO NpeanpuHATb AOMNOMHUTENbHbIE Mepbl OpPraHM3auMoOHHOro U
TEXHWYECKOro XapakTepa W BbINOMHWUTb AOMOSIHUTENIbHblIE HACTPOMKWM OnepaunoHHOW cucTembl. [lpu
3TOM Heobxoammo obecneunTb AOMNOSHUTENbHYK 3awmTy cepBepa M OC ot HCA, 6ecnepeboliHbin
pexuMm paboTbl U MUCKIHOUYUTL BO3MOXHOCTM "OTKasza B 06cnyxuBaHuu", BbI3BAHHOIMO BHYTPEHHWMMU
npuynHamMm (HanpuMep - nepenosiHeHMeM anioBbIX CUCTEM).

8.1.1.0praHm3aumnmoHHO-TEXHNYECKME MepbI
1. K OpraHn3aunoHHO-TEXHNYECKNUM MEPAM OTHOCATCA:

obecneyeHune pusnyeckor 6eaonacHoOCTN cepBepa;
YyCTaHOBKa MpPOrpaMMHbIX O6BHOBNEHWIA;
opraHusaumns npoueaypbl pe3epBHOr0 KOMMPOBAHUS U XPaHEHUS pe3epBHbIX KOMUNA.

JononHutenbHble HacTpolrikn OC AIX KacatTcs cneayowero:

orpaHuyeHue AoCTyna rnosib3oBaTesiell U HAaCTPOMKKN MOJIb30BaTENbCKOIO OKPYXEHUS;
OorpaHMyeHne ceTeBbIX COeANHEHU;
OrpaHUYyeHnst Npu MOHTMPOBAHMKN (DalNIOBbIX CUCTEM;
OrpaHMYeHns Ha 3anycK NpoLeccoB;

e KOHTpONb 3arpy3kn OC M KOHTPOJIb LLENOCTHOCTM CUCTEMHOIO M NPUKIAAHOIr0 NPOrpaMMHOro
obecneyeHuns aonxeH obecneymBaTbCs NMpU NMNOMOLLM 3NEKTPOHHOIO 3aMKa

e [0MOSIHUTENbHbIE HacTpolkn aapa OC;

e HaCTpoOWKa CEeTeBbIX CEPBUCOB;

e OrpaHu4yeHue Konmyectsa "BUAMMON M3BHE" MHpOpMaUNM O CUCTEME;

e HacTpolika NoACUCTEMbl MPOTOKOSIMPOBaHNS U ayauTa.

2. B cucteme peructpupyetcs oanH nosnb3oBartenb, obnagalowmin NnpaBaMuM agMMHUCTpaTopa,
HOCALWMI MMA root, Ha KOTOpPOro Bo3naraercs 06s3aHHOCTb KOHbUrypuposatb OC AIX, HacTpamBaTb
6e3onacHocTb OC AIX, a Takxe kKOHdurypmposaTtb [19BM, Ha koTopyto ycTtaHoBneHa OC.

3. [Ons nonb3oBatenss root BbibMpaeTcsa HaAexXHbIt nNapofb BXoAa B CUCTEMY,
YAOBIETBOPSAOLWMIA crieaylowmm TpeboBaHmsaM: gnnHa naposs He MeHee 6 CMMBOJIOB, Cpean CMMBOJIOB
napons AOMKHbl BCTpeYyaTbCs 3arfiaBHble CUMBOJIbI, MPOMWCHbIE CUMBOJbI, UMMDPbl U cheunasnbHble
CMMBOJIbI, CPOK CMEHbl Mapofis He pexe OAHOro pasa B Mecsil, AOCTYN K MNaposo A0JXeH 6biTb
obecneyeH TONbLKO aAMUHUCTPATOPY.

4. MNonb3oBaTtento root 4OCTYMNHbI HAaCTponkK Bcex nonb3oBaTenen OC AIX, KOTOpble OH MOXET
npocMmaTpuBaTb, peAakTupoBaTb, yAansaTb, co3daBaTtb. BceM nonb3oBaTensiM, 3aperncTpupoBaHHbIM B
OC AIX , nonb3oBaTtesnb root B COOTBETCTBUM C MOJNTMKOM 6€30NacHOCTM, NPUHATOM B OpraHusauuu,
[aeT MWHMMaNbHO BO3MOXHble ANS HOpManbHOW paboTbl npaBa. Kaxabii nonb3oBatens OC AIX, He
ABNAOWMIACA NoNb3oBaTeneM root, MoXeT NpocMaTpMBaTb U pefakTMPOBaTb TOMIbKO CBOW YCTAHOBKW B
pamKax npae AOCTyna, Ha3Ha4YeHHbIX eMy nosb3oBaTtenem root.

5. Bcex nonb3oBaTenen [3BM, koTopble He MNOAb3YKTCA [AAHHOW CUCTEMOM, U BCexX
CTaHAapTHbIX Nonb3oBaTenen, Kotopble co3gatoTcad B OC AIX BO BpeMsa yCTaHOBKM (Takux, kak "sys",
"uucp", "nuucp", u "listen"), kpome nonb3oBaTens root, cneayeT yaanuTb.

6. B OC AIX cywecTBylOT wucnonHsemble dannbl, KOTOpble 3anyckakwTcsa C npaBamu
nonb3oBartens root. OTn darnbl MMEKT ycTaHoBNeHHbi dnar SUID. lMonb3oBaTenb root AoskeH
onpeaenuTb, KaknMm mns 3atux dannos B paMKax onpeesieHHON B opraHM3auum noamtnkm 6esonacHocTu
He TpebyeTcs 3anyck C aAMWMHUCTPATMBHbIMM MNOJIHOMOYMSMKW, M C Nomowbk cbpoca dnara SUID
OO/DKEH CBecTuM KOAM4ecTBO Takux dannoB K MWHUMYMy. 3anyck ocTtaBwuxcs dannos ¢
yCTaHoBNeHHbIM narom SUID Ao/KeH KOHTPONMPOBATLCS Mofib3oBaTenem root.

10



XTAN.00050-03 90 02-05. KpunTtolpo CSP. PykoBoACTBO agMUHUCTpaTopa 6e30nacHoCTy.
Mcnonb3osaHue CK3W nog ynpasneHunem OC AIX.

7. Mpn wncnonb3oBaHmn CK3UW Ha M3BM, noaknouyeHHbIX K 06WenoCTynHbIM CEeTSAM CBA3W,
OOJIKHbI 6bITb npeanpuHATLI OOMOSIHUTENbHbIE Mepbl, NcKayaLwme BO3MOXHOCTb
HECaHKLUMOHMPOBAHHOIO A0CTyNa K CUCTEMHbIM pecypCaM WCMOJib3yEeMbIX OMepauMOHHbIX CUCTEM, K
nporpamMMHOMy obecrneyeHunto, B OKpyXeHUnU KOToporo dyHKUnoHupytoT CK3U, n k komnoHeHTam CK3U
CO CTOPOHbI YKa3aHHbIX ceTel.

8. MpaBo poctyna k pabounmm MecTam C yctaHoBfieHHbIM MO CK3W npepocTtaBnsieTcs TONbKO
nvuaM, O3HaKOMJIEHHbIM C MpaBwu/iaMn MOJIb30BAHUS N M3YUMBLUMM SKCMyaTaUWOHHYHO AOKYMEHTaLMIo
Ha nporpaMMHoe obecneyeHne, nmerowee B cBoeM coctase CK3U.

9. Ha TexHu4ecknx cpeactsax, oOcHaweHHbIXx CK3W [o/mKHO WCNoMb30BaTbCA  TOJIbKO
NIMLLEH3MOHHOEe nporpamMMHoe obecrneveHne dUpM-NpomMsBoaUTENEN.

10. B BIOS onpeaensitoTcs YCTaHOBKW, UCKOYAlOLWME BO3MOXHOCTb 3arpy3ku onepaumoHHOM
CUCTEMbI, OT/IMYHOM OT YCTAHOBJIEHHOW Ha >XECTKOM AWUCKEe: OTK/YAETCS BO3MOXHOCTb 3arpysku C
rmbkoro gucka, npueoga CD-ROM un npoume HecTaHZapTHble BUAbl 3arpy3km OC, BK/to4as CETEBYH
3arpy3ky. He npumeHstoTcas M3BM c BIOS, wcka4YaloWMM BO3MOXHOCTb OTKJ/IIOYEHUS CETEBOM
3arpy3ku OC.

11. CpeactBammn BIOS ponkHa 6biTb MCKIKOYEHA BO3MOXHOCTb OTK/IOYEHUSI MOSb30BaTENSIMU
ISA-ycTpoiicts 1 PCI-ycTpoiicTB. [N NCKIOYEHNS 3TON BO3MOXHOCTM BXxo4 B BIOS 3BM ponxeH 6biTb
3alWMLLeH naponeM, K KOTOpOMY NpeabsBAsSlTCA Te Xe TpeboBaHus, YTO U K Maposito Mnosib3oBaTens
root. NMaponb anga Bxoga B BIOS aosmkeH 6biTb M3BECTEH TOJIbKO MOJsib30BaTento root n 6biTb OTANYHBIM
OT napons nonb3oBaTtens root anga sxoga B OC AIX.

12. [Jo 3arpy3kum OC ponxkeH 6biTb peann3oBaH KOHTPOJIb LIEIOCTHOCTM (haiifioB, KPUTUYHbBIX
ansa 3arpyskn OC v nporpamMmbl CPVERIFY.

13. Mpwn 3arpyske OC posmkeH 6bITb peannM30oBaH KOHTPOJb LENOCTHOCTM NPOrpamMmMHOro
obecneueHuns, Bxogsauwero B coctaB CK3WM, camom OC wu Bcex WCNONHSEeMbIX dannos,
PyHKUMOHUPYOWKNX coBMecTHO ¢ CK3UM ¢ ncnonb3osaHnem nporpammel CPVERIFY.

14. CpeacrtBamu BIOS pomxkHa 6bITb UCKJIlOYEHA BO3MOXHOCTb paboTbl Ha DBM, ecnu Bo BpeMs
€ro Ha4anbHOW 3arpy3Kku He NpoXoAsT BCTPOEHHbIe TecTbl 2BM (POST).

15. Ha M2BM pomxkHa ycTtaHaenmBaTbCsa Tonbko ogHa OC. Ha TM2BM He ycraHasnusaloTcs
cpeacts  paspabotkm u  otnagkm [MO. Ecam cpeactBa  OTAaAKW  MNPUIOXKEHU  HYXHbl  ANS
TeXHONOrM4yecknx notpebHocTen opraHmsaummn, To UX UCMNOb30BaHME AO/KHO HbiTb CAHKLMOHUPOBAHO
aaMuHucTpatopom 6esonacHoctu. B nwbom cnyuyae 3anpelwaetcsas mcnonb3oBaTb 3TW cpeacTBa Ans
MpoOCMOTPa M peAakTUpOBaHUS KoAa M namsaTy NpuaoXeHuin, ncnonb3ytowmx CK3N. Cnepyet nsberatb
nonagaHvs B CUCTEMY MpoOrpamMM, MO3BOASAKOWMX, MOAb3YSACb owunbkamm OC, nonyyaTb NpuBUaermu
root.

16. [JonKHO 6bITb OrpaHnyeHo (C y4eToM BbibpaHHOM B opraHusaumMn noanTUKn 6e3onacHocTn)
MCNosb30BaHWe NoNb30BaTENSIMM KOMaHA cron 1 at — 3anycka KoMaHA B yKasaHHOe BpeMs.

17. JomkHO 6bITb peann3oBaHO (u3MYecKoe 3aTUpaHue COAEPXMMOro yaansembix dannos C
ncnonb3oBaHmem nporpammbl Wipefile ns cocrasa CK3U.

18. [lo/KHbl 6biTb OTK/IHOUEHbI CETEBbIE MPOTOKOJbl, KOTOpPbIE€ HE WCMOJIb3YHTCA Ha AAHHOW
3BM.

19. B cnyuae noakntouyeHuns OBM c yctaHoBneHHbIM CK3U k o6WenocTynHbiM CETSM nepeaayun
OAHHbIX OTKAKYUTbL MUcnonb3oBaHue JavaScript, VBScript, ActiveX n gpyrux nporpaMmMHbiXx 06beKTOB,
3arpy>aemMbiX U3 CeTK, B MPUKIaAHbIX NporpaMMax.

20. [JomxkHbl 6biITb MNPUHATbI Mepbl MO  WUCK/IOYEHUIO HECaHKUMOHMPOBAHHOro A0CTyna
NOCTOPOHHUX NUL, B MOMELLEHUS, B KOTOPbIX YCTaHOBNEHbl TexHundyeckne cpeacrtea CK3U «Kpuntollpo
CSP», no poay CBOel J[AesATENbHOCTM He SBNASAIWWUXCH MepcoHasoM, AonylweHHbIM K paboTe B
YKa3aHHbIX NOMeLLeHUAX.

21. [fomkHOo 6bITb 3anpeweHo ocCTaBnATb 6e3 KOHTPONS BblYMCAUTENbHbIE CpPeAacTBa, Ha
KoTopbIX 3KkcnnyatTupyetca CK3U «Kpuntollpo CSP» nocne BBoaa kntoyeBon nHdopmaumun. Mpu yxoae
nonb3oBartens c paboyero Mecra AOMKHO WMCMOMb30BATbCS aBTOMATUYECKOE BK/OYEHWE MNaposibHOM
3acTaBKW.

22. N3 coctaBa cucTteMbl fOIKHO 6bITb MCKIOYEeHO o6opyaoBaHMe, KOTOpPOE MOXET CcOo3haBaTthb
yrpo3sy 6e3onacHoctn OC AIX 5/6. Takxe Heobxogmmo wusberatb MCMNoNb30BaHMS HeCTaHAAPTHbIX
annapaTHbIX CPeacTB, MMEKLWMX BO3MOXHOCTb BAMATbL Ha (YHKUMOHMPOBaHWe KomnbioTepa mnm OC
AIX 5/6.

23. TMocne wHctannsaumm OC cneayeTr yCTaHOBUTb C canTta http://www.ibm.com/ Bce
pEKOMEHAOBaHHbIE MporpaMMHble O06HOBNEHWS W MNporpamMHbie O6GHOBNEHWUS, CBA3aHHble C
6e30nacHoOCThLIO.
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24. Ha Bce gupekTtopuu, copepxawme cuctemHble dannsl OC AIX u kaTtanoru CK3u,
Heob6xoAMMO YCTaHOBWUTbL MpaBa AO0CTyrna, 3anpellarliMe BCeM MOfAb30BaTensiM, Kpome Bnagensua
(Owner), 3anuce.

25. B cBS3M C TeM, 4YTO aBapuiHbIN AaMn oOnepaTMBHOM MNaMsATU MOXET coAaepXaTb
KpunTorpaduyeckn onacHyr wuHdopMauuio, B TMPUKIAAHbIX MporpamMMax, ucnonbsywowmx CK3U,
cnefyet OTK/OUYUTb BO3MOXHOCTb €ro Co3faHus ¢ nomouwbio dyHkuum ulimit (yctaHoBuTb pasmep
Aamna namstm B 0).

26. B OC AIX ncnonb3syeTtcs BMpTyasbHasa namsaTb. O6nacTtb BUPTYyasnbHOM NaMATU AO/KHA ObiTb
OpraHu3oBaHa Ha OTAENbHOM XEeCTKOM Aucke. Mo okoH4aHuu paboTbl CK3U coaepxumoe BUPTYyasbHOM
namMsaTy AOJIKHO 3aTMpaTbCs C Ucrnosib3oBaHmeM cpeacts OC. B cny4yae aBapuiiHOro octaHoBa DBM, npwu
cnepywouwen 3arpyske HeobxoamMmo B pexuMe “single user” o4ynctuTb 0651aCTb BMPTYyasibHOM MaMsATH
nporpammoit wipefile, Bxoasiwen B coctaB CK3UM Kpuntolpo CSP. B cnyyae Bbixoga M3 CTpPOs XXECTKOro
AVCKa, Ha KOTOpPOM HaxoamTca obnacTb BUPTyasibHOMW NaMAaTU, KpunTorpaduyeckume Kawouu nogsexar
BbIBOAY U3 AENCTBUSA, A XXECTKMN AUCK HE NOANEXALMM PEMOHTY. DTOT XKECTKUN ANCK YHUUYTOXKAeTCs no
npaBuniaM YHUUTOXEHNSA KIIOUYEBbLIX HOCUTENEN.

8.1.2.JononHutenbHble HacTponkn OC AIX

Hactporikn OC AIX BbINOJHATCA NyTEM peAakTUpoBaHus (yaaneHusi, 4obaBneHuns) passinyHbIX
KOHMUIypauMOHHbIX W KOMaHAHbIX (ansioB KakK BPYYHYK, TaKk W C WCMOJSIb30BAHWEM CUCTEMHOM
yTUNuTbl smitty.

Ona coxpaHeHWs BO3MOXHOCTM "OTKaTUTb" BHECEHHble W3MEHEeHUs cneayeT CoXpaHsATb
mMoauduunpyemble dannbl B "6e3onacHoM" MecTe (Ha BHELWHEM HOCUTENle WM Ha He MOHTUPYeMOWn
aBToMaTM4eckn annoBol CUCTEME).

8.1.2.1. OrpaHu4yeHue pocTyna nosb3oBaTener U HACTPOMKM MOSb30BATENLCKOIrO
OKPYXeHus

HaCTpOVIKa NMOJIb30BATEJIbCKOIro OKPYXEHUA 3aKo4aeTCda B cneayrwmx OeNCTBUsAX:

1. Ucnonb3ys ytunmTty smitty, cnegyetr ycTaHOBWUTb crefylolume AUPEKTUBbI AN BCeX
Nnosib30BaTesiet CUCTEMDI:

Expiration date - He 6onblwe 30 gHel ¢ MOMeHTa co3aaHus.

Number of failed logins before locked =3 konuuecTtBo HeBeEpHbIX MOMbLITOK
perucTpauumn nonbL30BaTens.

Soft core file size=0K ansa 3anpeta cosgaHus core-dainos

UMASK=022 (napameTp 3agaeT MacKy co3gaHus danna no-ymonyaHuio).

Another user can su = False napamMeTp OrpaHW4YyMBaeT BO3MOXHOCTb perucTpauum
cynepnosib30BaTensa yepes yTuanTy su).

[Ons nonb3oBaTtens root yCTaHOBUTb MacKy pexuma cosganus gannos 077 nnum 027:
umask 077 (umask 027);

2. OrtpepakTtupoBatb dann /etc/shells 1 nomectTutb B Hero uMMeHa TONbKO Ansd Tex
ncnonHsiemblx dannos o6onoyek, KOTOpble yCTaHOBMEHbl B cucteme. o yMonyaHuio, coAepXxumoe
darina /etc/shells MoXeT 6bITb TakKUM:

/bin/csh, /bin/tcsh, /bin/sh, /usr/local/bin/bash
3. Ypanutb dann (ecnun oH cyuwlectyeT) /.rhosts.
4. Ypanutb cogepxunmoe canna /etc/host.equiv.

5. OtpepaktnpoBatb ¢ann /etc/pam.conf c uenbio 3anpeta rhosts-ayTeHTUdMKaumm.
BbInoniHAeTCa KOMMEHTUPOBaHNEM BCeX CTPOK, coAaepialimx noacTtpoky "pam_rhosts_auth.so".

6. [poBepuTb uUAeHTUGUKATOPbI MNOMb30BATENS W TPynnbl ANa BCEX MoJsb30BaTenen,
nepeyncrieHHblx B anne /etc/passwd. Cnepyer ybeamTtcs, 4TO He CywecTBYET MnoJib30oBaTenen,
nMerwmnx unaeHtTudukatop nonb3oBaTtens 0 wm naeHTudukaTop rpynnbel 0 KpoMe, BO3MOXHO,
nosb3oBaTens root.

7. Co3paTb nepedyeHb MporpaMM, KOTOpble 3aMyckakTcs C MpaBaMyW aAMUHUCTpaTopa, U
KOHTPOJIMPOBaTb €ro HEM3MEHHOCTb;

8. 3anpeTnTb permcrpaumio B cucTeMe MNosb3oBaTesie, MMeLWnx cnegyowme "cnyxebHble
MMeHa":

daemon, Sys,
bin, adm,
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Ip, listen,
smtp, nobody,
uucp, noaccess
nuucp,

[V

JenicTBne BbINOMHAETCA nNyTeM yKasaHus B daunne /etc/passwd cTpoku B none shell-

nporpamMmbl U yKasaHMAa CMMBOa 'x' B none napons.

8.1.2.2. OrpaHun4yeHns Npn MOHTUPOBaAHUM DaNOBbIX CUCTEM

OrpaHvyeHnsa npu MOHTUPOBAHWUM (alnoBbIX CUCTEM peanu3yloTCcsa peaakTupoBaHuem darina
/etc/filesystems:

1. YcTtaHoBMTb onuuio nosuid Npu MOHTMPOBaHUK danIoBon cucTembl /var.

Mpu WMHCTaNNaUMM CUCTEMbI CrieayeT BblaenuTb ans dannosbix cucrtem /, /usr, /usr/local, /var
pa3Hble pasfenbl AUCKa AN5 NpefoTBpalleHus nepenoHeHUs KPUTUYHLIX dannosbix cuctem (/, /var)
3@ CYeT, HanpuMmep, MO/b30BaTeNbCKMX J[aHHbIX M o0becneyeHns BO3MOXHOCTM MOHTUPOBAHUS
¢dannoBon CUCTEMbI /USr B peXxume "TONIbKO ANS YTeHus".

8.1.2.3. OrpaHun4yeHuns Ha 3anyck npoueccos

1. CnepyeTt orpaHW4nTb UCMOMb30BaHME B CUCTEME MNAHMPOBLLMKA 33a4a4y cron
" CpeacTs nakeTHoOWm obpaboTku 3a4aHuni. Onsa HOpMaJsibHOro
PYHKUMOHMpPOBaHUS cucTembl MWHUMANbLHO Heo6xoAnMbIM aBnseTcs

pa3spelleHne UCnonb3oBaHUSA MNaHUPOBLUMKA 3a4ay Cron U CpeAacTB MaKeTHOWM
06paboTkun 3a4aHM TONbKO nosb3oBaTtento root. [ns 3Toro cnefyeT BbIMOAHUTL
cnegylowme komaHabl (OT MMEHW Ccynepnosib3oBaTens):

echo root > /var/adm/cron/allow
echo root > /var/adm/cron/at.allow

8.1.2.4. HacTtpolika ceTeBbIX CEPBMCOB

1. CnepyeT orpaHnynTb PYyHKLUNOHANBbHOCTE CEPBUCOB HE MCMOJIb3yEMbIX B AAaHHOM
cucteme. [leiicTBme 3ako4yaeTcs B peaaktupoBaHum danna /etc/inittab. B
darine /etc/inittab cnegyer 3akommeHTpoBaTh (yAanuTb) CTPOKM, coaepxalime
onMcaHus Tex CEepBMCOB, MWCMOSb30BaHME KOTOPbIX Ha KOHMUrypupyeMoMm
KOMMbIOTEPE HE SABASETCA HEOBXOANMBIM.

2. Ncnonb3ysa yTuanTy smitty, oTKIOUMTE HEUMCMNONb3YEMblE CETEBbIE CEPBUCHI,
N cnyx6bl, 3anyckaeMbix NMpu ctapte cuctembl. CrneayeT 3anpeTuTb NpueM u3
BHewHeln ceTn "wmpokoBelwaTenbHbix" (broadcast) maketos, a Takxe nepegavy
OTBETOB Ha MpUHATbLIE "lWNMpPOKOBELWATES/bHbIE" NAKeThbI.

3. 3anpeTuTb Cynepnosib3oBaTesnto AoCTyn no ftp.

4. Ecnu nnaHmpyeTtca mMcrnonb3oBaTb Ha HacTpaMBaeMoM cepsepe cepsuc FTP,
TO cnepyeT 3anpeTuTb AOCTYN nNo npotokony FTP nonb3oBaTensM, ANns KOTOPbIX
3anpeweH JocTyn K cepBepy no npotokony FTP. B cnmncke "3anpeweHHbIx"
nosb3oBaTtesien, Kak MUHUMYM, AOJIKHbI ObITb MepedncrieHbl cnegylowme nMeHa

nosb3oBartenemn:
adm, nobody4,
bin, nuucp,
daemon, root,
listen, smtp,
Ip, sys,
nobody, uucp
noaccess,
5. Ons orpaHmyeHus focTyna K CUCTEMHbIM darnam ans

HenpuBUIErMpoBaHHbIX nonb3oBaTefieil, W3 KOMaHAHON CTPOKWU cneayer
BbINOJIHUTL C/ieaylolne KOMaHAabl:

Chown root /etc/mail/aliases chmod 644 /etc/mail/aliases
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chmod 750 /etc/security chmod 400 /usr/sbin/sync
chmod 000 /usr/bin/at chmod 400 /usr/bin/uudecode
chmod 500 /usr/bin/rdist chmod 400 /usr/bin/uuencode
Takxe cnegyet 06HynuTb dnar SGID ons HEKOTOPbIX NCNOMHSAEMbIX (aliNoB:
chmod g-s /usr/bin/mail chmod g-s /usr/bin/ipcs
chmod g-s /usr/bin/mailx chmod g-s /usr/sbin/arp
chmod g-s /usr/bin/write chmod g-s /usr/sbin/prtconf
chmod g-s /usr/bin/netstat chmod g-s /usr/sbin/swap

chmod g-s /usr/bin/nfsstat

8.1.2.5. OrpaHu4yeHune konunyectea "BnammMon nssHe" nHbopMaumm o cucteme

O6bI4HO, HayanbHyl WHMOPMALMIO O CUCTEME MOTEHUMaNbHbIA HapyWUTelb MOMy4Yaer u3
CUCTEMHbIX MPUrIalleHWiA, BblAaBaeMblX CETEBbIMU cnyxb6amu cepBepa (telnet-cepsep, ftp-cepBep u

np.).

MoaToMy, K MepaM MO OrpaHMYEeHUD KonMyecTBa "BUAMMON M3BHE" MHDOpMaUMM O CUCTEME

OTHOCATCA:

OTka3 oT cTaHaapTHOro "3arosioBka", BbIBOAMMOIO cepBepoM ftp npu oTBeTe nosib3oBaTesnio.
PepaktnpoBaHue dannos /etc/issue, /etc/ftpbanner n /etc/motd ¢ uenbio pasbsicHeHUs

nosib30BaTeNisiM Npasua U NOAUTUKKM AOCTyna K cepeepy ftp.

8.1.2.6. HacTtpoika noacmMcTteMbl NPOTOKO/IMPOBAHNSA U ayauTa

1. CnepyeTt yooCTOBEPUTCS, YTO TOMbKO MOJb30BaTeNb root MMeeT AOCTyrn Ha 3anucb
Ans annos cogepkallumx MHOpPMaLMIO O NMPOTOKO/IMPYEMBIX COObITUSIX.

2. Ecnu Ha HacTpavBaeMoM cepBepe ucnonb3yeTcs web-cepsep, To cneayet
ybeaunTtbca, uto Tonbko "Bnageneu"” npouecca httpd nmeer goctyn Ha 3anucb
K npoTokonam httpd

3. Cyuetom Bbl6paHHOl7l B OpraHnsauun nonanTtmnkun 6e30nacHOCTM AOMKHO 6bITb
OorpaHmM4yeHoO wuMcCNoJsib3oBaHME MoOJib30OBaTeENdAMU KOMaHA SUu U sudo -
npeanocrtaBsieHNA NoJib3oBaTesito aAMUHUCTPATUBHbBLIX MOSIHOMOYMNI

CnepyeT NpoTOKONMPOBaThb NOMbLITKN MCNO/Ib30BaHUS nNporpamMMm su u sudo.

5. Cneaoyetr npoTOKONMPOBaTb CETEBble coeAuHeHUusi(BKoYas aaTy/Bpems
coenvnHeHusi, IP-agpec KMeHTa, YCTAHOBMBLUEro COEAMHEHME U  UMS
cepBuca, 06CNyXKUBAIOLWEro CoeaANHEHME).

8.2. TpeboBaHus NoO pasMeLlleHnN0 TeEXHUYECKUX CpeacTB C

ycTaHoB/NeHHbIM CK3U

Mpn pasmelleHnn TeXHUYEeCKUX CpeacTB C yCTaHoBIeHHbIM CK3U:

JomkHbl  6blITb MPUHATBI Mepbl MO 3alWuTe OT HeCaHKUMOHWMPOBAHHOro AocTyna B
NOMELWEHNs, B KOTOPbIX pa3MelleHbl TEXHUYECKMEe CpeacTBa C YCTaHoBsieHHbIM CK3WU,
NOCTOPOHHUX AuUU, NO poAy CBOEN [AedATeNbHOCTM He SABASIWMXCA MNepcoHanomM,
ponyuweHHbliM K paboTe B 3TuX noMeuweHusx. B cnyyae Heob6xoAMMOCTM NPUCYTCTBUSA
NOCTOPOHHUX NUL, B YKas3aHHbIX MOMeLlleHuax Ao/mkeH 6biTb obecneyeH KOHTPO/Sb 3a MUX
AencTBuAMKN 1N obecrneyeHa HEBO3MOXHOCTb HEraTUBHbIX AENCTBUI C MX CTOPOHbI Ha CK3W,
TeXHUYecKme cpeacTBa, Ha KOTOpbIX akcnayaTupyetca CK3U un 3awmwaemyo nHdopmauuio.

BHYTpeHHAS nnaHWpoBKa, pacrosioXXeHWe U YKOMMJIEKTOBAHHOCTb pa6oqu MEeCT B
nMnoMeLeHnax A0/MKHbI obecneymBaTb MCMOHUTENSAM pa60T, COXPaHHOCTb AOBEPEHHbIX UM
KOHd)M,D,EHLI,Ma}'IbeIX AOKYMEHTOB U CBEAEHMﬁ, BKJ1lOHasA KJTIIOYEBYHO MH(i)OpMaLI,VIPO.

B cnyyae nnaHupoBaHusa pasMeweHus CK3U B nomeweHusax, rae npucyTcTByeT pedesas,
aKyctMyeckas wu BulyanbHass wuHdOpMauus, coaepxxallas CBeAeHusl, CoCTaBasowwmne
rocyaapCTBEHHYHO TalHy, U (MKN) YCTaHOBNEHbl TEXHUYECKME CpeacTBa U CUCTEMbI NpUeMa,
nepegayvn, ob6paboTkm, xpaHeHuss n oTobpaxeHusa MHGOpMauuKn, coaepxallen cBeaeHus,
COCTaBNsoWME rOCyAapCTBEHHYH  TalHy, TeXHWYeCckune CcpeacrtBa  WMHOCTPAHHOro
NpOM3BOACTBA, Ha KOTOPbIX (PYHKUMOHMPYIOT MporpaMmmHblie moaynn CK3W, ponxHbl 6biTb
noABEPrHyTbl CrneumasibHOW MpOBepKEe MO BbISIBIEHUIO YCTPOMCTB, MpeaHa3HauyeHHbIX Ans
HernacHoro noslydeHus MHdopMaunm».
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9. TpeboBaHunga no KpuntTorpamnyeckon sawmte

[onXHbl BbINOHATLCA Tpe6OBaHVI$| .

1.

10.

11.

12.

13.

14,

15.

16.

Wcnonb3oBaHue TONbKO JIMLLEH3UOHHOIO CUCTEMHOIO nporpamMMHoOro
obecrneyeHuns.

Pazpen 17 pokymeHTta XTSHAM.00050-03 90 02.
Mepean HayanoM paboTbl AOKEH 6bITb NPOBEAEH KOHTPOJSIb LIE/IOCTHOCTH.
KOHTpo/ieM LEeNOCTHOCTM AOMXKHbI ObITb 0XBayeHb! dainbl, yKkasaHHble B M. 16.

HacTpoiika onepauMoHHoM cuctembl ansa pabotel ¢ CK3W no n. 10.1.2.
Mpn nHctannaumn CK3W pomkHbl 6biTb 0becrneyeHbl opraHU3aLmMOHHO-TEXHMYECKME
Mepbl MO UCKITKOYEHWUIO MOAMEHbI ANCTpUbYTVBa 1 BHeceHus naMeHeHnn B CK3W nocne
YCTaHOBKMW.
McknouyeHne u3 nporpamMmHoro obecnedeHms M3BM c yctaHoBneHHbiM CK3U
CpeACTB OT/NafKu.
Maponb, wuWcnonb3yeMmbln AN9 ayTeHTUdUMKaAUMM  MNoNb30BaTenen, AOJSKeH
cogepxaTb He MeHee 6 cuMBO/IOB andasuTa MOWHOCTM He MeHee 10.
MepnoanYHOCTL CMEHbI MApos — He pexe 04HOro pasa B 3 mMecsua.
MepnoanyHOCTE TEeCTOBOro KOHTpPOAs Kpuntorpadpuueckmx dyHkumin - 10
MUHYT.
ExxecyTo4yHasa nepesarpyska [N3BM.
MepuoanuHocTte ocTtaHoBa [19BM ¢ o0653aTenbHON MPOBEPKOM  CUCTEMBI
oxnaxzaeHusa npoueccopHoro 6noka MN3BM - 1 mecsu.
3anpewaeTca MCNoab30BaTb pPeXuM NpocToi 3ameHbl (ECB) NOCT 28147-89
Ansa wndpoBaHus nHbopMaunm, KpoMe KIo4eBONn.
JomkHO pasaTtbCa npeaynpexzaeHve o TOM, YTO Mpu UCMNOSb30BaHUU pexunma
WndpoBaHus CRYPT_SIMPLEMIX_MODE wm™aTepuan, ob6pabaTtbiBaeMbii Ha
OZHOM KJltoue, aBTOMaTUYEeCKN OrpaHnymMBaeTcs BennymHon 4 MB.
Mpu  dyHKuMoHupoBaHum  CK3W  Oo/KHbI  BbINOJHATbCA  TpeboBaHUs
3KCNyaTaumMoHHOM AOKYMeHTauun Ha MAK 3awmtbl ot HCA.
[JonxHo 6bITb 3anpeleHo ucnonb3oBaHme CK3U ans 3awmTbl TenedoHHbIX
rneperoBopos 6e3 MpuHATMS B CMCTEME Mep Mo 3awuTte OT MHMOPMATUBHOCTU
No6oYHbIX KaHanos, cneumdunyecknx Npu nepegade peyu.
JomxkHa 6biTb 3anpeweHa pabota CK3W npu BkAYeHHbIX B M2BM wTaTHbIX
CpeAcTBax BbIXo4a B paanoKaHars.
KoHTponem LenocTHOCTM AO/MKHbI 6bITb OXBaYveHbl daisibi:

AIX (Power PC 32 bits)

libcsp.so.3.6.1, libcsp.la, librdrrndmbio_tui.so0.3.6.1, librdrrndmbio_tui.la, cryptcp,
certmgr, inittst, csptestf, der2xer, sv, libcapi20.s0.3.6.1, libcapi20.la, libcpext.s0.3.6.1,
libcpext.la, libpkixcmp.so.3.6.1, libpkixcmp.la, libasnldata.so.3.6.1, libasnldata.la,
libssp.s0.3.6.1, libssp.la, pkcsll_initialize, pkcsll_set pin, pkcsll_generate_key,

pkcsll_generate_key_pair, pkcsll_hash, pkcs1l1_sign, pkcsl1_verify,
pkcs11_sign_hash, pkcs11_verify_hash, pkcs1l_encrypt, pkcs11_decrypt,
pkcsll_save_state, pkcsll_encrypt_sign, libcppkecs11.s0.1.0.0, libcppkecsil.la,

libcsppkcs11.s0.1.0.0, libcsppkesil.la, cpverify, wipefile, csptest, librdrrdr.so.3.6.1,
librdrrdr.la, librdrrndm.s0.3.6.1, librdrrndm.la, librdrsup.s0.3.6.1, librdrsup.la,
librdrdsrf.so0.3.6.1, librdrdsrf.la, librdrfatl2.s0.3.6.1, librdrfatl2.la, libcapil0.s0.3.6.1,
libcapil0.la, libcpui.so.3.6.1, libcpui.la, cpconfig, mount_flash.sh.

AIX (Power PC 64 bits)

libcsp.so.3.6.1, libcsp.la, librdrrndmbio_tui.so0.3.6.1, librdrrndmbio_tui.la, cryptcp,
certmgr, inittst, csptestf, der2xer, sv, libcapi20.s0.3.6.1, libcapi20.la, libcpext.so0.3.6.1,
libcpext.la, libpkixcmp.so.3.6.1, libpkixcmp.la, libasnldata.so.3.6.1, libasnldata.la,
libssp.s0.3.6.1, libssp.la, pkcsl1_initialize, pkcsll_set pin, pkcsll_generate_key,

pkcsll_generate_key_pair, pkcsl1_hash, pkcs1l1_sign, pkcs11_verify,
pkcs11_sign_hash, pkcs11_verify_hash, pkcs1l_encrypt, pkcs11_decrypt,
pkcsll_save_state, pkcs1l_encrypt_sign, libcppkcs11.s0.1.0.0, libcppkcsii.la,

libcsppkcs11.s0.1.0.0, libcsppkesil.la, cpverify, wipefile, csptest, librdrrdr.so.3.6.1,
librdrrdr.la, librdrrndm.so0.3.6.1, librdrrndm.la, librdrsup.so0.3.6.1, librdrsup.la,
librdrdsrf.so0.3.6.1, librdrdsrf.la, librdrfatl2.s0.3.6.1, librdrfatl2.la, libcapil0.s0.3.6.1,
libcapil0.la, libcpui.so0.3.6.1, libcpui.la, cpconfig, mount_flash.sh.
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[MpunoxeHue 1. KOHTpONb LEeNOCTHOCTU NMPOrpaMmMHOro
obecreyeHuns

B pononHeHwe K AMCTpUBYTMBY MOCTaBNsOTCS ckpuntoBble dainbl integrity.sh, 3anyckom
KOTOPbIX MOXHO Y6eanTbCs B Le/IOCTHOCTU AUCTpMOYTUBa A0 ero yCTaHOBKM.

MporpamMmmMHoe obecrnedeHme CK3W Kpuntollpo CSP umMeeT cpeactBa obecrneyeHusl KOHTpOSS
uenoctHocTu MO CK3W, KoTopble AOMXKHbI BbINO/IHAKTCSA NEPUOAUNYECKMN.

Ecnn B pesynbTaTe MNepuoAMYECKOro KOHTPOJS LENOCTHOCTU MosiBAsieTcss cooblleHus o
HapyLleHUN LEeNOCTHOCTU KOHTponupyemoro dalina, nonb3oBaTesb 06si3aH npekpatuTb paboTy u
06paTUTbCs K aAMUHUCTPaToOpy 6e30nacHoCTy.

AaMuHucTpaTop 6e30MmacHoOCTM, MNpoaHanM3npoBaB MNPUUMHY, MPUBEALWYID K HapYLIEHWUIO
LEeNnoCTHOCTU, Ao/mKeH nepeyctaHoButb MO CK3W Kpuntolpo CSP ¢ auctpmnbytmnea, nnu cucrtemHoe MO.
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[MpunoxeHue 2. YnpasneHne NpoTOKOIMPOBaAHNEM

Onsa BKAOYEHUSA/OTKNOUYEHNS 3HaYeHne log ncnonb3lymre:

a) RH7.3, RH9.0
Onqa 3apaHns ypoBHSA NpoTOKoNa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apaHua ¢dopmarta npoTtokona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19
[Ons npocMoTpa Macku TeKkyLlero yposHs u ddopMaTta NnpoTokosa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

b) ans RH 7.3, RH 9.0 ypoBHSA sapa
insmod drvcsp.o log_level=0x9

3Ha4yeHMeM NapaMeTpa YpOBHb MpOTOKOJa sABNsieTcsa 6MToBas Macka:
N_DB_ERROR = 1 # coobuweHuns o6 owmnbkax
N_DB_LOG = 8 # coobleHns o Bbi3oBax

3HayeHMeM napameTpa opMaTt NpoToKoNa ABnseTcs butosas macka:
DBFMT_MODULE = 1 # BbIBOAUTb MM MOAYNS

DBFMT_THREAD = 2 # BbIBOANTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMS (PYHKLNMU
DBFMT_TEXT = 0x10 # BbIBOAUTb caMo cooblieHune
DBFMT_HEX = 0x20 # BbiBOAUTbL HEX gamn
DBFMT_ERR = 0x40 # BbiBoguTb GetLastError
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JIncT perncrtpaumm M3MeHeHUMn

JIUCT permcTpaumm n3MeHeHui

Homepa nucrtoB (cTpaHuy) Bcero Ne Bxoaawumn Moan.
JINCTOB LOOKYMeHTa N° conpoBogu- [aTta
M3MEHEH- |[3aMeHEeHHbIX HOBbIX aHHynupo- | (cTpaHuu) B TenbHOro
M3M HbIX BaHHbIX LOKYM. OOKYM. 1
fpata
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